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FOREWORD 

In response to the 1995 bombing of the Murrah Federal Building in Oklahoma City, Congress

directed the U.S. Department of Justice (DOJ) Office of Justice Programs (OJP) to develop and

administer a program to enhance the capacity of States and local jurisdictions to prevent or

respond to terrorist incidents involving the use of weapons of mass destruction (WMD).  These

weapons include chemical and biological agents and radiological, nuclear, and explosive

(CBRNE) devices.  The Office for Domestic Preparedness (ODP) was established within OJP in

1998 to develop and administer a national State Homeland Security Strategy.  On March 1, 2003,

ODP transitioned to the U.S. Department of Homeland Security (USDHS).

The programs administered by ODP support congressional mandates and implementation of the

strategic objectives defined in the National Strategy for Homeland Security, which are to:

prevent terrorist attacks within the United States, reduce America’s vulnerability to terrorism,

and minimize the damage and recover from attacks that do occur.  ODP’s mission, as described

in the Homeland Security Act of 2002, is to develop and implement a national program to

enhance the capacity of State and local governments to prevent and respond to WMD terrorism

in the United States.  This mission is achieved through a fully integrated program of assistance to

State and local emergency responders for specialized equipment, a robust training program,

technical assistance and exercise support.

To provide effective exercise program support and guidance, ODP is developing the Homeland

Security Exercise and Evaluation Program (HSEEP), which will serve as a national model built

for implementation at the State and local levels.  ODP is committed, under the HSEEP doctrine,

to the implementation of a threat- and performance-based exercise program, that includes a cycle, mix, and range of exercise activities of varying degrees of complexity and interaction.  Exercises will assess performance of homeland security tasks under specified conditions and against objectively verifiable performance standards based on an analytical review, and will be followed by the strategic and operational application of results.  ODP will develop a set of scenarios and exercise performance measures to assist States and local jurisdictions with the implementation of an exercise program that meets this challenge.

	Homeland security is a concerted national effort to prevent terrorist attacks within the United States, reduce America’s vulnerability to terrorism, and minimize the damage and recover from attacks that do occur.  – National Strategy for Homeland Security
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DSHS

2007-2008 Exercise Plan
I.  INTRODUCTION

This document serves as the Department of State Health Services (DSHS) 2007-2008 Exercise Plan.  It provides the strategic vision that will guide how DSHS will work in partnership with federal, State, regional, local and private sector entities, to enhance statewide exercise capabilities to detect, prevent, respond to and manage the consequences of acts of terrorism and other critical incidents.  

This Agency-wide strategic exercise plan represents a compilation of input, ideas and recommendations received from federal, state, local, and private sector officials through a series of meetings and other planning activities held throughout the state during the funding cycle of 2007/2008.  These specific activities illustrate preparedness exercise activities for DSHS, partnering agencies, and contractors performing preparedness functions and activities under the Disease Control (CDC), the Office of the Assistant Secretary for Preparedness and Response (OASPR), formerly known as the Health Services Resource Administration (HRSA), Cooperative Agreement, and other sources of preparedness funding as they become available and implemented by DSHS. 

DSHS will utilize funding resources provided by the CDC, and the OASPR, to support a multi-disciplinary and multi-agency cooperative approach to homeland security.  This approach will emphasize detection, prevention, and information driven response and consequence management planning.  DSHS will take steps to ensure that all homeland security related funding received from the CDC, OASPR, and other federal entities are expended in a coordinated manner.  DSHS will use these funds to:

· Plan and conduct exercises; 

· Make improvements pursuant to after action reports and improvement plans; and 

· Chart long-term progress. 

It will be a top priority for DSHS to enhance its ability to collect, analyze and distribute critical terrorism related intelligence and other relevant information.  The collection, analysis, and distribution of this information will serve as the foundation for a multi-disciplinary, proactive, risk mitigation approach to homeland security.  Up-to-date, threat, vulnerability, and risk information will be used to guide all operational planning and exercise activities. 

II. DSHS’ Vision for Homeland Security Exercises

DSHS promotes an “all hazards” exercise approach to homeland security.  These efforts are guided by the understanding that efforts to detect, prevent, respond to, and manage the consequences of acts of terrorism and other critical incidents are a twenty-four hour a day, seven days a week responsibility and part of the operational culture of state and local government.  Building upon the solid foundation provided by -- and in partnership with -- the Governor’s Division of Emergency Management, partnering jurisdictions, and stakeholders, DSHS will take aggressive steps to enhance the capabilities of agency, local and private sector entities so that they can better support the continuum of efforts necessary to ensure that homeland security related activities are proactive, information driven and multi-disciplined and ultimately guided by five fundamental principles:

· Terrorists often commit “traditional” crimes to support their extremist agenda and frequently they often collaborate with individuals involved in “traditional” criminal activity;

· Homeland security efforts are more effective when they involve the daily collaboration between core disciplines including, but not limited to, law enforcement, fire services, emergency medical, emergency management, healthcare, social service, transportation, environmental protection, public utilities, agriculture, general services, natural resources, and corrections;

· The same proactive, information driven and multi-disciplinary methods used to effectively mitigate crime, disorder, public health, social service and other emerging problems serve as the foundation for homeland security related efforts; 

· Efforts to protect residents, workers, and visitors of the State from future acts of terrorism need not be done at the expense of effective day-to-day service.  Nor must the State invest millions of dollars in technology and equipment that will only be used in the event of a terrorist attack.  In fact, the very information technology, communication systems, and business processes that support effective service delivery each and every day provide the foundation for effective efforts to detect, prevent and respond to terrorism and other critical incidents; and

· DSHS will not compromise its commitment to uphold civil liberties and to sustain and dramatically strengthen the State’s proactive, positive partnership with the increasingly diverse communities throughout the State.  
III.
EXERCISE PLAN GOALS

Goal #1 – DSHS will conduct exercises that enhance its ability to assess risk and prevent future terrorist attacks or critical incidents.

The Department of Homeland Security defines prevention as “actions to avoid an incident, to intervene to stop an incident from occurring, or to mitigate an incident’s effect.  It involves actions to protect lives and property and to defend against attacks.  It involves applying intelligence and other information to a range of activities that may include such countermeasures as deterrence operations; investigations to determine the full nature and source of the threat; public health surveillance and testing processes; immunizations, isolation or quarantine; and law enforcement operations aimed at deterring, pre-empting, interdicting, or disrupting illegal activity.”

DSHS will conduct exercises that enhance its capacity to detect and respond to events that threaten public health and safety.  To achieve its goals, the DSHS in conjunction with federal, state, regional and local partners will conduct exercises that:
· Produce up-to-date threat, vulnerability and risk information;

· Work with public and private sector entities to develop and implement problem-solving techniques that effectively address emerging threat conditions and environmental factors that may increase the vulnerability of relevant location(s) by enhancing physical security or taking other actions designed to minimize risks to assets;  
· Support performance-based risk minimization and homeland security-related problem-solving efforts;
· Ensure the effective flow of information among federal, state, local and private sector entities.

· Through a partnership of public health officials, ensure ongoing monitoring of emergency health events.

A key component of the DSHS public health preparedness exercise efforts will be the agency’s ability to work with local, regional, state, federal and private sector partners to identify the parts of the state’s critical infrastructure that are most at risk and taking steps to ‘mitigate those risks.”
 It is both unproductive and fiscally irresponsible for DSHS to adopt an agency-wide public health preparedness strategy that fails to use specific risk related data to guide funding, planning, and training efforts.  It must be noted however, that to be meaningful from an operational perspective, assessing threat, vulnerability, and risk means more than the one-time collection of hazard and vulnerability information.  DSHS exercises must include developing the capacity to “blend” – on an ongoing basis – public health information with other important information (public safety, emergency management, transportation, financial services, social service, healthcare, etc.) in order to: 
· Rapidly identify emerging threats;
· Support multi-disciplinary, proactive and community focused problem solving activities;

· Support predictive analysis capabilities; and 

· Improve the delivery of emergency and non-emergency services.  

The DSHS Community Preparedness Section will work closely with other state entities and its federal, regional, local and private sector partners to establish an ongoing threat, vulnerability and risk identification and mitigation process.  This process will guide public health preparedness related operational planning, equipment acquisitions and training activities.  The process will include completing a baseline threat, vulnerability, and risk assessment that will be updated on an ongoing basis.  Threat, vulnerability, and risk-related information will regularly be shared with relevant federal, state, local and private sector officials and these officials will work in partnership to develop and execute performance based risk mitigation strategies.  As part of this process, DSHS will take steps to: 

· Establish a prioritized list of potential targets and potential methodologies of attack;

· Share target lists with key officials;

· Identify conditions, environmental or otherwise, that may facilitate the ability of a terrorist to successfully carry out an attack;

· Establish a process for identifying and tracking key “indicators” of evolving/emerging terrorist-related activity;

· Monitor these indicators as part of the daily management of service related information; 

· Disseminate important information to key individuals/entities and support the development and implementation of risk mitigation efforts; and

· Develop and track defined performance metrics that will allow for performance-based management of risk mitigation efforts.

Goal #2 – DSHS will conduct exercises that will improve preparedness by enhancing regional coordination. 

The Department of Homeland Security defines preparedness as the “activities necessary to build and sustain performance across other domains.  In one sense, preparedness is part of the life cycle of a specific incident in that it includes the range of deliberate, time-sensitive tasks that need to occur in the transition from prevention to response.  Preparedness can also be characterized as a continuous process or cycle.  The mission of preparedness is to develop meaningful answers to the question, ‘are we prepared to be aware of, to prevent, to respond to, and to recover from terrorist attacks, major disasters, and other emergencies?’  Preparedness involves efforts at all levels of government and within the private sector to identify risks or threats, to determine vulnerabilities, to inventory resources available to address those vulnerabilities, and to identify requirements or shortfalls, resulting in preparedness plan to remedy shortfalls over time.  Preparedness plans include program initiatives for planning, training, equipping, exercising, and evaluating capability to ensure sustainable performance in order to prevent, prepare for, and respond to incidents.”
  

Unfortunately, aggressive awareness and prevention efforts cannot provide a 100% guarantee that all terrorist attacks will be prevented.  Therefore, it must be a top priority for DSHS to be prepared to respond to a wide range of potential activity by terrorists (and others) including, threats, hoaxes, small scale attacks designed to disrupt service, attacks designed to cause mass casualties, and those naturally occurring disasters that may occur.   

To support effective planning and preparation, local public health, healthcare, and contracting entities within defined geographical areas will be encouraged to form regional, multi-disciplinary (public health, public safety, legal, health, social services, private sector, transportation, public works, etc…) consortiums:

· Risk mitigation strategies;

· Response and consequence management plans;

· Training programs and exercises; and

· Equipment acquisitions. 

Being prepared requires constant planning, training, equipping and exercising.  It requires consistent evaluation of sustainable performance in order to prevent, prepare for, and respond to incidents.  It also requires diligence in providing funding to support these emergency preparedness efforts.  Once established, these regional consortiums will be expected (and supported) to conduct exercises that:  
· Identify all agencies conducting anti-terrorism and critical incident response planning activities; 

· Identify and establish relationships between all responder agencies/groups within that region; 
· Update emergency response and recovery plans -- and provide training to all relevant personnel -- to ensure consistency with protocols as defined by the National Response Plan and the National Incident Management System and;
· Develop strategies to enhance the redundancy of operations and communications interoperability.
The Department of Homeland Security defines response as the “activities necessary to address the immediate and short-term effects of an incident, which focuses primarily on the actions necessary to save lives, to protect property, and to meet basic human needs.  Life-saving and life-protecting activities take precedence over other critical actions.  Response activities include assessing preliminary damage and unmet needs; activating and deploying response resources into an affected area; providing access to and mobility within the area of operations; developing, coordinating, and executing an integrated incident management plan (which includes the activities of all response agencies); allocating existing resources in support of the plan and obtaining additional resources as required; and deactivation and standing down.  It includes activities for providing basic life-support functions and services, triaging and treating personal injuries, minimizing damage to the environment and to property, both public and private, and planning for the transition from response to recovery within each functional area.”
  

Through these same regional consortiums, DSHS will enhance its capacity to respond to critical incidents by: 

· Updating all agreements and response planning documents that support multi disciplinary response activities, including all regional plans, MOUs, incident command and management plans or directives and any guidelines affecting response;

· Identifying in the agreements the types and parameters of information exchanged, including standard methods of defining data, information, vulnerabilities and risks;

· Establishing formal agreements or MOUs that identify the agencies, the points of contact and the parameters of exchanges of information;

· Ensuring that the process of exchanging information achieves collaboration among agencies and organizations; and

· Including in the exchange of information blueprints, schematics and other information on infrastructure on a need-to-know basis.

Goal #3 – DSHS will conduct exercises that will improve the ability of first responders to communicate at the scene of a terrorist attack or other critical incident.
Local officials across the State have complained for years that the ability of multiple public safety entities to effectively work together at the point of service – fires, accidents, natural disasters, search and rescues, etc. – has been seriously compromised because the radio systems used by independent entities operate on different radio frequencies.  This means that first responders from one agency may not be able to use their radios to communicate with first responders from other agencies.  This can result in a difficult – if not life threatening – operational environment, because every emergency response requires that information and instructions be communicated rapidly and accurately to all personnel that are on the scene.   

There has been much debate about the best way to achieve this interoperability, particularly in light of confusion around the definition of “interoperability.”  For example, in the mind of some public safety officials, interoperability is something that is only necessary during a critical and/or catastrophic incident and can best be achieved through the deployment of temporary capabilities (stockpiled radios, command vehicles, etc.).  Others believe that interoperability is a crucial part of day-to-day emergency and non-emergency service delivery.  Under this model, the infrastructure that supports interoperability must be permanent and front line personnel must be trained so that these systems can be used daily.  In many respects the challenge of providing equipment interoperability has less to do with technology and more to do with identifying and putting in place the processes, protocols and agreements necessary to support multiple agencies using an integrated system.  

With the realization by the federal government that communications interoperability was, indeed, a crucial link in responding to emergencies (post-9/11/2001), federal funding has been made available to state and local agencies to assist in developing interoperability solutions.  The Governor’s Division of Emergency Management (GDEM) determined that a strategic plan was necessary to ensure that this funding was not only distributed to those agencies in need, but also that the resulting interoperability solutions are effective and promote interoperability among local, state, and federal agencies.
Goal #4 – DSHS will conduct, coordinate, or facilitate, exercises that will improve its ability to recover from a terrorist attack or other critical incident.
The Department of Homeland Security defines recovery as “those actions necessary to restore the community back to normal and to bring the perpetrators of an intentional incident to justice. It entails the development, coordination and execution of service- and site-restoration plans; the reconstitution of government operations and services; individual private-sector, and public-assistance programs to provide housing and to promote restoration; long-term care and treatment of affected persons; additional measures for social, political, environmental, and economic restoration; evaluation of the incident to identify lessons learned; post-incident reporting; and development of initiatives to mitigate the effects of future incidents. It may also include prosecution, incarceration, or other forms of punishment against perpetrators of intentional acts, as well as the seizure and forfeiture of their property.”
 
As a part of its overall disaster planning, DSHS will take steps to provide for the rapid resumption of critical services and capabilities in the event that primary systems and capabilities are rendered non-functional.  Specifically, DSHS will:
· Merge independent assessments and asset inventories into a single, effective continuity of operations plan;

· Create a mechanism to link the continuity of operations plan with threat assessments and update the continuity of operations plan;
· Link the continuity of operations plan with those of other relevant state and local entities; and 

· Ensure that critical information and communication systems have adequate redundancy and disaster recovery capabilities.

· Conduct exercises that test recovery capacity, ability to respond, and overall ability to function effectively after a critical incident.
III. EXERCISE METHODOLOGY 

DSHS has developed an exercise methodology that is compliant with the Homeland Security Exercise and Evaluation (HSEEP) Guidelines, which will enable the Agency to successfully accomplish our planning, training, and exercise goals.  This methodology reflects a cycle of activity that meets DSHS and collaborating agencies specific needs, and assists the needs of other jurisdictions and their specific ESF mission.  The following elements are part of this exercise methodology:

· A cycle of exercise activity that includes exercises of increasing levels of complexity (building-block approach, Figure 1 below);

· Threat-based, realistic, and accurate exercise scenarios;

· Exercises that involve players from multiple disciplines to test interagency relationships and agreements;

· A means of evaluation and improvement planning for each exercise;

· A method to share best practices and lessons learned with the Homeland Security community;

· Each jurisdiction’s level of preparedness to assess a proper starting point in the cycle of exercises.
All exercises should begin with planning and exercise design meetings of some fashion that are coordinated between the planners and trainers, exercise specific expertise within the agency, and any outside exercise contractor (if applicable), to lay out the exercise goals, objectives, and timelines.  These meetings will be in the form of seminars, and workshops, and will be documented as exercises.  Once these “planning activities” have taken place, the exercise planners may organize tabletop exercises to begin orienting the participants towards the subsequent functional and full-scale exercises.  Figure 1 below depicts a pattern or building block approach that moves from the planning/training stages to a full-scale exercise through a series of activities of increasing complexity.  Figure 1 depicts the seven types of exercise defined within the HSEEP program.  The first four of these (shown in yellow) are considered discussion-based exercises, which include planning and training, while the last three (shown in orange) are operations based exercises.  
These steps must be documented as exercises through submittal of the Exercise Notification Form, After-Action Reports, and Improvement Plans.  By using this type of methodology, DSHS can ensure that the levels of exercise scope, scale, and complexity are tailored to each specific region or jurisdiction within the State, while maintaining a consistent statewide delivery method.

Figure 1
DSHS Exercise Planning Cycle

Figure 2 below illustrates the cycle of activities that should be followed from exercise concept through the delivery or performance of a full-scale exercise.  A combination of these exercise types should fit cleanly into the DSHS One Year Cycle as illustrated in the second diagram.  Seminars and Workshops may be used to facilitate Planning Development while Tabletops and Drills may assist in the training of personnel at strategic and tactical levels.  The Exercise phase may be achieved through the use of Tabletops, Games, Drills, Functional Exercises, and / or Full-Scale Exercises.


Figure 2
Training
Education and Training activities to support the DSHS Exercise Plan will be developed to enhance the knowledge, skills and abilities of individuals and collectively cities, counties, or municipalities to mitigate, plan for, respond to, and recovery from planned or actual health and medical events.  All educational and training activities are competency-based and designed based on an identified need, including but not limited to AARs or IPs.  Objectives developed for any educational program to support the DSHS Exercise Plan should be integrated into the exercise evaluation tool to assess the performance of individual(s) and collectively evaluate cities, counties, or municipalities to mitigate, plan for, respond to, and recovery from planned or actual health and medical events.
Applicability
The DSHS Multi-Year Exercise Plan will be utilized by the agency along with the HSEEP Guidelines when designing, planning, training for, and conducting exercises.  This plan must be used as guidance by all partnering, and/or contracting agencies utilizing either Federal or State provided funding for any and all preparedness exercises that they may conduct within their jurisdiction.

Scope
This multi-year exercise plan will be used for “all-hazards” preparedness and response exercises and unplanned events.  These activities include, but are not limited to, the following programs:
· Strategic National Stockpile (SNS)

· ChemPack

· Hospital Preparedness Program (HPP)

· Pandemic Influenza

· Public Health Preparedness Cooperative Agreement

2007-2008 Required Exercises

At a minimum, two exercises of increasing complexity (one of which must be Pandemic Influenza, and one of which must be multi-jurisdictional), and in accordance with HSEEP guidelines, will be conducted during this funding cycle, and incorporating the following:
DSHS has identified the following list of the exercises that will be required to comply with the current HPP and PHEP guidance’s for the 2007-2008 funding cycle:

· HPP guidance requires:  non-pharmacological interventions, medical surge, and seasonal flu vaccination clinics. 

· PHEP guidance requires:  Based on the submission and evaluation of what was submitted in April, we must choose as listed below.

NOTE: In addition to the above items, greater emphasis has been placed on Indian Tribe inclusion during this funding cycle.  Through the proposed exercises and as a “priority project,” DSHS should begin working with the Indian tribes of Texas, coordinate preparedness, and exercise activities with these entities. 

Exercises:

1. “Many major gaps identified” exercise (choose 1). 

· DSHS priority area: Leadership and Direction, Community Participation
· HPP grant requirement:  Non-pharmaceutical interventions
Proposed:  Conduct a series of workshops, trainings, and “discussion-based exercises” in preparation for a Functional Exercise of the DSHS Continuity of Operations Plan (COOP).  For example: conduct planning, identify problems, fix them then do a central campus wide COOP functional exercise including sending people home to work, masks, etc. with some creative injects and tasks.  This exercise could be enhanced by providing everyone who goes home a CD with a large document that they will be tasked with transmitting back to DSHS Headquarters, Austin in an attempt to test and challenge the IT system.
2. “Few or no major gaps identified” exercise (choose 2).
· Communications:
· DSHS priority areas:  Community Participation, Leadership and Direction. 

· HPP grant requirement: 

· CDC/HPP requirement:  Involvement of Indian Tribes
· CDC requirement: Choose 2 with minimum or no major gaps identified
Proposed:  This exercise requirement presents opportunities to integrate several grant requirements into one activity, and address the requirement to work with the Texas Indian tribes.  Activities that are currently being planned with Enviromedia could be included as part of this requirement, and in addition, having communication as a PanFlu Priority Project could provide the vehicle to begin interactions with tribes. Both grant guidance’s have reinforced the need to work with the tribes.  The “preparedness van” will be going to the Austin Powwow November 3rd and may able to visit the three tribes this year.  DSHS staff members presently have working relationships with the Indian tribes and in addition, several DSHS staff members are tribal members and would be useful as liaisons when working to establish these partnerships.  A Communications exercise could focus specifically on tribe / local / region communications and planning.  Other preparedness elements involving supplies, antivirals, etc. could be rolled into the exercise.  
· Antivirals:
· DSHS priority areas:  Community Participation, Leadership and Direction. 

· HPP grant requirement: Medical Surge
· CDC requirement:  Improvement Plan based on AAR
Proposed:  A discussion-based exercise responding to AAR from the 07 Pandemic Influenza Exercise.  The Plan is out on the web, HSRs and LHDs will have a chance to go over it in detail as part of a tabletop exercise.
3. New grantee-determined priority: Mass Fatalities.  
· DSHS priority areas:  Mass fatality and Community Involvement (death care industry as the community).
· HPP grant requirement: Medical Surge
· CDC requirement: Exercising mass fatality plans
Proposed:  A mass fatality tabletop bringing in funeral directors and cemetery people.  This one needs to be done at the regional and local levels to get communication going with the sector as well.  The Mass Fatality Appendix __ to Annex H is a priority for development according to Priscilla.  The operational guidelines have been on the web for 2 years.  This exercise deals with surge and would allow testing of the plan.  This one also fits well with the HPP guidance, which requires consideration of surge, respectful body handling relating to cultural and religious issues.
V.  EXERCISE TIMELINE

DSHS 2007-2008 Exercise Schedule

	Agency
	Date(s)
	Location
	Course Title
	Type

	
	
	
	
	

	GDEM
	9/4/2007
	West Central Texas COG
	Regional Tactical Communications Table Top Exercise
	TTX

	Department of Energy (DOE)

DSHS
	9/5/2007
	Pecos, TX
	WIPP TREX Table Top Exercise – Radiological incident
	TTX

	GDEM


	9/11-12/2007
	Brazos Valley COG
	Tactical Regional Communications Functional Exercise
	FE

	U.S. Army
	9/18/2007
	Fort Sam Houston – San Antonio, TX
	Command & Control Functional Exercise
	FE

	EMC Waco & U.S. Postal Service (USPS)
	9/19/2007
	Waco, TX           USPS Processing Center, Waco
	Biohazard Exercise


	FE

	Milam County Health Department


	9/21/2007
	Milam County, TX


	Public Health Response & Communications Quarterly Exercises
	FE



	U.S. Postal Service (USPS)
	9/27/2007
	Waco, TX           USPS Processing Center, Waco
	Biohazard Full-Scale Exercise
	FS

	East Texas Medical Center
	9/27/2007
	Jacksonville, TX
	Community Evacuation Drill
	D

	City of Lubbock Health Department
	10/2/2007
	Lubbock
	Pan Flu Functional Exercise
	FE

	Department of Energy (DOE)

DSHS 
	10/3/2007
	Pecos, TX
	WIPP TREX Full Scale Exercise – Radiological incident
	FS

	GDEM


	10/3/2007
	North Central Texas COG
	Regional Tactical Communications Table Top Exercise
	TTX

	DSHS Health Services Region 2/3
	10/3/2007
	Dallas, TX
	Regional Communications Interoperability Exercise
	TTX

	Grayson County Health Department


	10/6/2007
	Denison, TX
	Pan Flu/Mass Prophylaxis Functional Exercise
	FE

	GDEM


	10/9-10/2007


	West Central Texas COG


	Regional Tactical Communications Functional Exercise
	FE



	U.S. Army
	10/10-11/2007
	Fort Sam Houston – San Antonio, TX
	Natural Disaster & Antiterrorism Response Full-Scale Exercise
	FS

	DSHS Health Services Region 6/5N
	10/10-11/2007
	San Jacinto County, TX
	Pan Flu Exercise (Tabletop & Drill)
	TTX

D

	DSHS Health Services Region 6/5N
	10/11-12/2007
	La Marque, TX
	ICS-400 training and Tabletop Exercise
	TTX

	DSHS Health Services Region 7


	10/27/2007
	Groesbeck, TX
	Pan Flu/Mass Prophylaxis Functional  Exercise – Drive through flu shot clinic at designated POD location
	FE

	San Patricio County Department of Public Health (SPCDPH)
	10/27/2007
	Ingleside, TX
	Pan Flu/Mass Prophylaxis Functional  Exercise – Drive through flu shot clinic at designated POD location
	FE

	GDEM


	11/6-7/2007
	North Central Texas COG
	Regional Tactical Communications Functional Exercise
	FE

	DSHS Health Services Region 2/3
	11/6-7/2007
	Irving, TX
	Regional Communication Interoperability Exercise
	FE

	Sweetwater-Nolan County Health Department
	11/7/2007
	Sweetwater, TX
	Pan Flu – Tabletop


	TTX

	United States Coast Guard (USCG)
	11/19-20/2007
	Houston-Galveston, TX
	Command Post Exercise
	

	United States Coast Guard (USCG)
	11/27-30/2007
	TBD by ExxonMobil
	Industry-led PREP Exercise (Full Scale)
	FS

	GDEM


	12/12/2007
	Concho Valley COG
	Regional Tactical Communications Table Top Exercise
	TTX

	Tarrant County Public Health
	12/13/2007
	Cleburne, TX
	Pan Flu – Tabletop


	TTX

	DSHS Health Services Region 2/3


	12/13/2007
	Cleburne, TX
	Regional Tactical Communications Table Top Exercise
	TTX

	GDEM


	1/9/2008
	Texoma COG
	Regional Tactical Communications Table Top Exercise
	TTX

	GDEM


	1/15-16/2008
	Concho Valley COG
	Regional Tactical Communications Functional Exercise
	FE

	GDEM


	2/12-13/2008
	Texoma COG
	Regional Tactical Communications Functional Exercise
	FE

	GDEM


	2/20/2008
	South Plains AG
	Regional Tactical Communications Table Top Exercise
	TTX

	GDEM


	3/18-19/2008
	South Plains AG
	Regional Tactical Communications Functional Exercise
	FE

	GDEM


	4/15-16/2008
	South Texas DC
	Regional Tactical Communications Functional Exercise
	FE

	GDEM


	4/22/2008
	Golden Crescent RPC
	Regional Tactical Communications Table Top Exercise
	TTX

	GDEM


	5/15/2008
	Middle Rio Grande DC
	Regional Tactical Communications Table Top Exercise
	TTX

	GDEM


	5/20-21/2008
	Golden Crescent RPC
	Regional Tactical Communications Functional Exercise
	FE

	GDEM


	6/17/2008
	Central Texas COG
	Regional Tactical Communications Table Top Exercise
	TTX

	GDEM


	6/15-16/2008
	Central Texas COG
	Regional Tactical Communications Functional Exercise
	FE

	GDEM


	6/24-25/2008
	Middle Rio Grande DC
	Regional Tactical Communications Functional Exercise
	FE

	DSHS - HQ

	October 2007
	Statewide
	Bioterrorism – Seminar, Guided Discussions, Planning for FY09 Full-Scale Exercise
	SEM

	DSHS - HQ


	December 2007
thru

February 2008
	Statewide
	Bioterrorism – Workshops and Training in preparation for FY09 Full-Scale Exercise
	WS

	DSHS - HQ


	June 2008
thru

August 2008
	Statewide
	Bioterrorism – Tabletop Exercises in preparation for FY09 Full-Scale Exercise
	TTX

	DSHS - HQ


	October 2008

thru

November 2008
	Statewide
	Bioterrorism – Drills for RSS and POD in preparation for FY09 Full-Scale Exercise
	D

	DSHS - HQ


	February 2009
	Statewide
	Bioterrorism - Functional Exercise with SNS/Pan Flu scenario in Preparation for FY09 Full-Scale Exercise
	FE

	DSHS – HQ
	April 2009
	Statewide
	Bioterrorism – Full-Scale Exercise
	FS


Note: Public health systems requiring exercises are: Comprehensive Public Health Response Plan, 24/7 Notification System, SNS Program, 24/7 Disease Reporting System, 24/7 Capacity of Public Health Response, Comprehensive Smallpox Plan, Laboratory Response Plan, HAN Notification System, Local Redundant Communication Systems, and Crisis and Emergency Risk Communication Plan.  Process includes notification of an upcoming exercise, after action report, improvement plan, and retesting.
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VI.
PROGRAM MAINTENANCE AND EVALUATION

Carrying out a successful “all-hazards” exercise program requires that all jurisdictions throughout the State participate in exercises and support the statewide goals and preparedness mission.  Exercise program maintenance depends on finding ways of making the program sustainable.  The overall exercise program will be unsuccessful if exercises are conducted independently of each other.  Exercises must be integrated into overall preparedness efforts, and evaluation and improvement efforts must be built into planning, training, and exercising to assure sustainability.  DSHS supports the nation’s efforts to augment preparedness by establishing an exercise program that incorporates evaluation and improvement components into planning. 

In order to get the maximum benefit out of an exercise, planners and evaluators must look at how participants implemented plans and made decisions in response to an event.  This should focus on positive outcomes, as well as areas for improvement.  Participating agencies and jurisdictions should view the evaluation results as an opportunity to identify ways to build on strengths and improve capacity.  Because planning and conducting an exercise requires a significant commitment of resources, it is important to maximize the benefits gained from the exercise through the evaluation and improvement process.  
The goal of exercise evaluation is to validate strengths and identify improvement opportunities for the participating organization(s).  This is accomplished by: observing the exercise and collecting supporting data; analyzing the data to compare performance against expected outcomes; and determining what changes need to be made to the procedures, plans, staffing, equipment, organizations, and inter-agency coordination.  The focus of the evaluation for tabletop and other discussion-based exercises is on plans, policies, and interagency/ inter-jurisdictional relationships; the focus for operations-based exercises is on assessing performance in preventing or responding to a simulated attack.  

Evaluation Components

After Action Reports (AARs) and Improvement Plans (IPs) provide valuable input into strategy development and program planning at the State and Federal levels, as well as lessons learned that should be shared with other jurisdictions across the country to raise the preparedness of the nation.  Therefore, DSHS requires that copies of the AAR/IP for all exercises implemented with State-administered grant funds be forwarded to the DSHS Exercise Coordinator.

1.0
After Action Reports (AAR):  An AAR provides a description of what happened during the exercise, issues that need to be addressed, and recommendations for improvements.  There are different methods for compiling information for the AAR; however, all should contain certain key elements.  Key elements include:

1.1
Date, time, and place of exercise
1.2
Type of exercise – (e.g., tabletop, functional, full-scale)

1.3
Focus of the exercise – Is it oriented toward prevention of, protection from, response to, or recovery from a disaster?  What initiating event is being highlighted? 

1.4
Participants – Who were the participants, how many were there, what agencies were involved, what type of responders or officials were involved in the play.

1.5
Objectives – Exercises should be based on objectives that exercise participants need to accomplish to improve preparedness rather than scenarios they want to play out.  For example, if a community wants to evaluate notification systems between hospitals and Emergency Medical Services (EMS), the scenario should emphasize this response element. 

1.6
Discussions or Observations with Corresponding Recommendations – Evaluators summarize player commentary for a discussion-based exercise and capture observations for operations-based exercises.  In the AAR, discussions or observations should be broken down functionally (e.g., law enforcement, incident command, medical response, etc.) and for each issue discussed or observed (e.g. gross decontamination, agent identification, surveillance procedures), there should be corresponding recommendations included that help discern them from lessons learned from the exercise.     
1.7
Lessons Learned – Lessons learned are knowledge gained from innovations or experiences that provide valuable evidence ( positive or negative ( recommending how to approach a similar problem in the future.  Lessons learned are not just summaries of what went right or wrong, rather, they provide insight into a situation by describing a change that was made to address a particular issue.  More broadly, these lessons should be suitable to share with other jurisdictions across the State and the country in an effort to enhance preparedness.  Although every finding and recommendation that comes out of the analysis process may result in lessons learned for the participating jurisdictions, it is those that may have applicability to other jurisdictions that should be highlighted as lessons learned in the AAR.

1.8
Principle Findings or Significant Observations – Principle findings are the most important issues discerned from a discussion-based exercise.  Significant observations are the most important observations recognized by one or more evaluators during an operations-based exercise.  Principle findings or significant observations generally cut across functional disciplines or are areas within a function that are found to be extremely important for elevating preparedness in a community, region, or the State overall.  They often directly tie back to the objectives for the exercise.  

2.0
Improvement Plans (IPs):  As mentioned above, the AAR provides a summary of the participant response, and it outlines what was planned to happen, what actually happened during the exercise, why it happened, and what could have been done differently to improve performance.  
The IP is the means by which the lessons learned from the exercise are turned into concrete, measurable steps that result in improved response capabilities.  Developed by the local jurisdiction, the IP specifically details what actions will be taken to address each recommendation presented in the draft AAR, who or what agency(s) will be responsible for taking the action, and the timeline for completion.  Generally, the initial IP will be included in the final AAR.  

The IP should be realistic and should establish priorities for the use of limited resources.  Every effort should be made to address recommendations related to performance of critical tasks.  Other recommendations should also be addressed, as appropriate.  When the availability of resources may not be immediate, short-term and long-term solutions should be discussed.  For example, a recommendation identifies the need to improve communications among the various city agencies and the jurisdiction determines that new equipment is needed; however, they are unlikely to receive needed funds from the jurisdiction or to be a high priority for funding from the State this year.  Therefore, the IP should indicate that the emergency management agency will request funds to purchase new equipment and will implement interim measures to improve communication in the short term, such as providing cell phones to essential personnel.  In this fashion, IPs can serve as the basis for future State Assessments.  

NOTE:  More detailed templates and tools for capturing exercise evaluation information are available in HSEEP Volume III: Exercise Evaluation and Improvement.

Sharing Lessons Learned

There are several goals and benefits of sharing the AAR/IP:  

· The AAR/IP should be shared with officials from the agencies that participated in the exercise.  For local jurisdictions, the IP will provide a workable and systematic process to initiate and document improvements to plans, policies, and procedures and to identify and secure needed training, equipment and other resources.  It is developed by local officials to address local needs.

·  For DSHS, the AAR/IPs  provide a method for collecting information about corrective actions from local jurisdictions, agencies, and contractors working under contract with either CDC or HPP funding.  Thus, the needs identified can be integrated into statewide strategy process and resource allocation plans.  

· For both the CDC and OASPR, the AAR/IPs provide needed information for program planning, to direct resources, and to assess levels of improvement associated with these programs and resources.  

3.0
Exercise Plan Review:  On an annual basis, DSHS will meet with other State agency exercise planners’ counterparts, and review both the annual and Multiyear plans.  The primary purpose of this review is to ensure that the goals and objectives of the plan are meeting the current needs of the State and its jurisdictions.  Any required changes to either plan will be made at this time.

Beyond an annual review, DSHS and/or its jurisdictions will conduct periodic reviews of the exercise schedule.  Numerous factors can affect a projected exercise schedule and changes to the schedule are expected.
VII. SUMMARY

The intent of the DSHS Exercise and Evaluation program is to coordinate and conduct those activities that prepare the agency, its partners, and stakeholders, to respond to those events that threaten the public health and safety of the citizens of Texas through aggressive and proactive planning, exercising, and coordination of resources and response.  DSHS and its contractors will employ a training and exercise methodology that provides for:

· a cycle of exercise activity that includes exercises of increasing levels of complexity;
· threat-based, realistic, and accurate exercise scenarios;
· exercises that involve players from multiple disciplines to test interagency relationships and agreements;
· a means of evaluation and improvement planning for each exercise; 
· and a method to share best practices and lessons learned amongst partnering agencies.
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� Department of Homeland Security, National Response Plan, page 8.





� As the State expands its ability to collect and analyze threat-related information, it must also take steps to ensure that this information is protected from inappropriate disclosure including the use of existing provisions established in state law.





� Department of Homeland Security, National Response Plan, page 8.





� Department of Homeland Security, National Response Plan, page 9.


� Department of Homeland Security, National Response Plan, page 9.
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