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Title: UNT System Consolidated Quarterly Compliance Report, December 2018
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System Administration, University of North Texas, University of North Texas Health
Science Center and the University of North Texas at Dallas from December 1, 2018
through February 28, 2019. Regular reporting of compliance actions to the UNT System
Board of Regents is required by the United States Sentencing Commission’s Federal

Guidelines §8B2.1(b)(2)(A).

This quarterly report has been consolidated to reflect the compliance actions for all UNT
System institutions. This report reflects the actions that management and each
compliance function has taken to manage their highest compliance risks and compliance

programs.
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UNT System Consolidated Quarterly Compliance Report
December 2018 through February 2019

UNTISYSTEM

The UNT System-wide Chief Compliance Officers reformatted their consolidated compliance
report so that each institution’s report reflects more of the actions taken by each institution to
satisfy the seven (7) elements of the United States Sentencing Commission’s Federal Guidelines
88B2.1(b)(2)(A), which has been used to evaluate the effectiveness of a compliance program.

The reformatted compliance report may include a brief discussion of a particular focus area or
compliance high-risk. It may also include any relevant information pertaining to the compliance
program such as prospective work, notable accomplishments, or other information that is
significant to the compliance program for the applicable reporting period.

Actions Taken This Reporting Period to Enhance Satisfying Some of the Seven (7)
Elements of the U.S. Sentencing Commission’s Guidelines

Establishing standards and procedures to prevent and detect criminal conduct

e System Administration Compliance and Human Resources reviewed, evaluated, and
enhanced System Administration’s criminal history background check process, which
included policy and training material updates.

e System Administration Compliance is working with the Vice Chancellor for Finance’s
office to review and evaluate System Administration’s fraud process, which includes the
policies, procedures and training.

Periodically communicate standards and procedures, and other aspects of the
compliance and ethics program (C&EP) to all governing authority, high-level and
substantial authority personnel, and the organization’s employees, and as
appropriate, the organization’s agents.

¢ System Administration Compliance continued to coordinate with System Human
Resources to register System Administration employees to access and complete
Compliance Awareness Training, the accompanying quiz, and print their completion
certificates.

e System Administration Compliance is continuing to develop a Standards of Conduct
Quick Reference Guide that is designed for UNT System Administration employees to
quickly locate, review, and answer some of the most common compliance and ethics
related questions they may encounter. The plan is for this reference to compliment the
System Administration’s Ethics and Standards of Conduct policy and be available to
System Administration employees (electronically) no later than the next quarter.

Taking reasonable steps to ensure the C&EP includes monitoring and auditing to
detect criminal conduct; evaluate periodically the effectiveness of the same
program; and publicize a reporting system which allows anonymous and
confidential reporting, where employees and agents may report or seek guidance
regarding potential or actual criminal conduct without fear of retaliation.

UNT System Administration Quarterly Consolidated Compliance Report
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e System Administration Compliance and System Administration’s communications and
marketing team are planning to review Trust Line marketing materials adopted by
UNTHSC and UNT’'s Compliance teams to develop some marketing ideas for the UNT
System Administration Trust Line.

o System Administration Compliance is partnering with UNTHSC and UNT Compliance
teams to develop a Compliance Integrity Program checklist that will be used to enhance
monitoring and auditing efforts of the compliance and ethics program.

e UNT System Administration maintains a Trust Line, which is a complaint and concern
reporting system that allows anonymous and confidential reporting as required by the U.S.
Sentencing Guidelines. System Administration Compliance also receives complaints by
telephone, email, appointment, and walk-ins.

e UNT System Administration received no (0) Trust Line reports for this quarter.

Taking reasonable steps (once criminal conduct is detected) to respond
appropriately to the criminal conduct and to prevent further similar criminal
conduct, including making any necessary modifications to the compliance and
ethics program.

e System Administration Compliance is partnering with UNT’s Compliance team to review
the current process and implement best practices which ensures compliance with this
element of the U.S. Sentencing Commission’s Federal Guidelines, the System Compliance
Regulation, and the System Administration Compliance and Integrity Program policy.

Compliance High-Risk Update (Records Management and Retention — UNT
Business Development’s Institutional Records Management)

e System Administration Compliance continues to work with UNT Business Development’s
Institutional Records Management to provide in-person records management and
retention training and guidance to UNT System Administration, UNT, and UNT Dallas
Records Management Representatives.

UNT System Administration Quarterly Consolidated Compliance Report
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University of North Texas
University Compliance and Ethics
Quarterly Report to the Audit Committee
Board of Regents of the University of North Texas System

May 23-24, 2019

UNT Quarterly Consolidated Compliance Report

Page 6 of 556



Overview

In the second quarter of the 2019 fiscal year, the University Compliance and Ethics (UCE) office
continued with its review of the University of North Texas compliance program. The office’s initial
efforts centered on establishing relationships with compliance partners across the organization
and orienting the Chief Compliance Officer with UNT’s culture and business operations. This
effort was bolstered by risk assessment meetings with a number of university offices. While efforts
to examine the university’s current compliance posture will continue for the remainder of the year,
a substantial amount of work has been completed and planning for program improvements has

begun.

Compliance and Ethics Program Development

Risk Assessment

The foundation of an effective compliance and ethics program is a thorough risk assessment of
the organization that accurately identifies high risk compliance areas. The Chief Compliance
Officer devoted significant time in the second quarter to performing a thorough risk assessment
of the university through individual risk assessment meetings. UCE conducted more than 70 risk
assessment interviews with vice president level staff, direct reports to those individuals who have
compliance oversight duties, subject matter experts, and staff with significant compliance
responsibilities. The raw risk assessment data gathered from these interviews was processed by
UCE to develop a register of 44 significant risk areas within the university. The register was
presented to the university’s Executive Compliance Committee (ECC) at the April 1, 2019 meeting.
The committee also discussed the recommended high risk areas list developed by UCE. The
members of the committee will review the register and the high risk areas, along with the
individuals responsible for mitigating those high risks, for final approval at the next ECC meeting
in June. This process is designed to complete the UNT compliance risk assessment prior to the
UNT System Internal Audit’s risk assessment so that the results can be included in that work. The
UNT compliance risk assessment will be presented to the Audit Committee of the Board of

Regents in August.

UNT Quarterly Consolidated Compliance Report
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Training

Employee training at UNT is currently tracked and delivered mainly through manual processes.
The Bridge Learning Management System (LMS) has been acquired by the university and is
undergoing integration testing. This process determines if the LMS has access to accurate
employee data from System HR databases. As the LMS is confirmed to be fully and accurately
integrated into UNT’s data systems, the focus of the implementation team will shift to identifying
required training modules. UCE has identified three training topics as the initial tranche of
required training. State employees are required to be trained on these topics periodically:
discrimination / equal opportunity in employment, sexual harassment prevention, and ethics.
Texas Labor Code requires all employees to take a compliant employment discrimination training,
including sexual harassment, within 30 days of hiring and every 2 years thereafter. Introductory
training about the Compliance and Ethics Program and related laws is intended to address
Executive Order RP36 as well as the definition of an effective Compliance and Ethics Program as
stated by the Federal Sentencing Guidelines. In addition to this required training that will apply
to all employees, the university is considering engaging with EverFi, a third-party training
company. EverFi can provide a range of training modules on topics from youth sexual abuse
prevention to conflicts of interest that are applicable to the university community. Making those
modules available for employees to take, and for managers to assign, will significantly broaden

the amount of training available to the university community.

Reporting - UNT Trust Line

UCE developed and implemented a promotion campaign for the Trust Line in February. The
campaign began with an email message from Dr. Smatresk to all employees discussing the
importance of ethics and compliance to the university. This email was accompanied by the
delivery of over 200 Trust Line posters to university building managers and business officers (see

Appendix 1). In April, postcards promoting the Trust Line will be delivered to all full time
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employees. UCE developed initial internal procedures for managing reports that come through
the Trust Line and through other channels. UCE will continually evaluate these procedures and
make adjustments to meet the needs of the investigatory offices and the reporting duties of the

office. An initial Trust Line Activity report is included in this document, below.

Reviews and Initiatives

Accessibility Review

In coordination with UNT System and other UNT offices, UCE initiated a review of UNT websites
and online programs in March. The goal of the review is to ensure UNT is providing accessible
information for those with disabilities. Offices engaged include UNT System IT Shared Services,
the Center for Learning Experimentation, Application, and Research, Administrative IT Services,
the Division of Enrollment, University Relations Communications and Marketing, UNT System
Office of General Counsel, and others. Planning for the review has been completed and teams
have been assigned to review individual compliance areas. Periodic updates will be provided as

this is a long-term project for the university.

Safety and Security Audit

Emergency Management & Safety Services conducted a Safety and Security Audit under the risk
area “Emergency Planning & Preparedness and Business Continuity” and found the program to
be in compliance with Texas Education Code 51.217. The report has been forwarded to the

Texas Division of Emergency Management (TDEM).

Trust Line Activity Report
The UNT Trust Line became active on September 1, 2018. Since then, UNT has received 23
reports through the EthicsPoint system. Of those 23 reports, 14 were compliance issues with the

other 9 being a mix of management issues and non-actionable complaints (e.g. one person

UNT Quarterly Consolidated Compliance Report
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complained of a bus route change). All non-compliance reports received via the Trust Line were
referred to the appropriate units for follow-up with the reporting party, if possible. The
compliance reports were referred to the appropriate unit for investigation. The current status of
the compliance reports is presented below. Once reports are referred for investigation, UCE

retains oversight of the investigation and obtains periodic updates from the investigatory office.

Compliance Reports - Status
Sep 1- Mar 20

® [n process ® Substantiated ® Unsubstantiated

UNT Quarterly Consolidated Compliance Report
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APPENDIX 1
UNT Trust Line Poster

UNT TRUSTLINE

REPORT CONCERNS OF UNETHICAL OR ILLEGAL MISCONDUCT

1007% CONFIDENTIAL

ASK QUESTIONS
AND REPORT
CONCERNS

UNIVERSITY
UNT |55
AND ETHICS

EST. 1890
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UNT REAER

Office of Institutional Compliance and Integrity
Quarterly Report to the Audit and Compliance Committee
Board of Regents of the University of North Texas System

May 23-24, 2019

Submitted by:

Desiree K. Ramirez, CCEP, CHC
Chief Compliance and Integrity Officer
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I. Introduction

The Office of Institutional Compliance and Integrity (OICI) continues to provide
oversight and resources to move the culture of compliance forward. As we provide
guidance and support, the institution has seen significant change in the involvement of
our employees and students in compliance initiatives, inquiries for direction and
management, as well as overall engagement with the compliance staff.

During the second quarter, the focus of the compliance program was centered on training,
policy improvement, compliance effectiveness measurements and development and
completion of our Code of Culture.

The compliance program will continue to review upcoming priorities for compliance

officers such as conflict of interest, information security, policies and reporting. (2018
Ten Priorities for Compliance Officers-Thomson Reuters)

Il1. Compliance and Integrity Program

UNTHSC Code of Culture: Our Values in Action

UNTHSC chose to name its Code of Conduct initiative the UNTHSC Code of Culture: Our
Values in Action because it portrays more than what conduct guidelines impact. It was
designed to enable the students and employees to make informed and ethical decisions
using a high level resource that provides essential guidance to our shared commitment to
UNTHSC. It helps to ensure that the HSC community holds the individual and their team
members accountable to expected behaviors, our values and institutional policies.

Along with the Certification of Commitment-an individual declaration to hold yourself
and fellow team members accountable, the Code of Culture will assist every student and
employee to navigate their decisions in doing things right and serve as a fundamental
driver of incorporating our behaviors and interactions with what guides us in creating a
meaningful contribution to the ongoing success of UNTHSC.

UNTHSC Quarterly Consolidated Compliance Report
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A series of introductory events are planned to assist in navigating the digital code and
answering any questions regarding what this means to us as an institution and how each
team member owns our Code of Culture.

i wd
s
"
(=]

(

Link to the Code of Culture

Education and Training

As stated in last quarter’s report, OICI launched our updated annual Integrity Training
Program through LearnHSC, our new Learning Management System (LMS) operated
through Bridge by Instructure, to our employees. Additionally, the learner experience was
improved by adding content from Everfi, a vendor with relatable higher education
content.

The Integrity Training Program was launched on November 5, 2018 to employees with
a completion date of February 28, 2019, to allow employees to get acclimated to the new
learning management system and holiday breaks. The mandatory modules included:

Active-Shooter Preparedness

Code of Conduct (i.e. Compliance Essentials)
Conflicts of Interest

Harassment & Discrimination Prevention
HIPAA Privacy & Security

Protecting Minors on Campus

Additionally, UNTHSC Clinical Practice Group was required to take Medicare
Compliance Training by December 31, 2018.

We are happy to report that the campus had a 96% on- time completion rate
for employees and 100% on-time completion rate for Medicare Compliance
Training.

UNTHSC Quarterly Consolidated Compliance Report
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Integrity Training Program
Completion as of 2/28/19
HIPAA PRIVACY AND SECURITY

PROTECTING MINORS ON CAMPUS

ACTIVE-SHOOTER PREPAREDNESS

HARASSMENT AND DISCRIMINATION PREVENTION
- EMPLOYEES

CONFLICTS OF INTEREST

CODE OF CONDUCT: COMBINED

0% 25% 50% 75% 100%

The Compliance Staff worked diligently to translate some of the courses to Spanish as
well as work with supervisors on group training and schedules to ensure that shift
workers have access to the modules and complete their training. Because of this effort,
we are seeing an increase of inquiries and assistance for guidance from employees who
feel more comfortable communicating in Spanish. Student training will be launched in
May, 2019.

Trust Line/Compliance Report Form

The Trust Line continues to be utilized by employees, students and external customers.
Concerns and inquiries are received via anonymous phone call, web intake or in-person.
The 2nd quarter information is as follows:

e 13 calls in the 2nd quarter
0 6 cases in process
» Reports reviewed and assessed by the Office of Institutional
Compliance
» Requires Human Resources intervention for action and
completion.
0 7 cases closed
o0 5 of the 13 cases were misdirected, they were routed to the Patient
Experience Team for follow-up.

UNTHSC Quarterly Consolidated Compliance Report
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Trust Line

2nd Qtr, FY19
Patient Care Offensive or  Discrimination Employee  Environmental Other Human Threat or
(Misdirected- Pt Inappropriate or Harassment Misconduct and Safety Resource Inappropriate
Experience Communication Matters Matters Supervisor
Calls) Directive

Investigations

We have one issue in the second quarter currently under investigation in collaboration with the
Office of Research Compliance and the Graduate School of Biomedical Sciences.

Auditing and Monitoring

Twenty-one clinical provider audits were conducted during the second quarter within the
Family Medicine Department which include Osteopathic Manual Medicine (OMM) and Student
Health. Each provider is given a report at the end of each quarter which shows the findings and
accuracy documentation for their billing. Types of errors found include under-coding,
administrative errors (i.e. incorrect modifiers) and teaching physician rule guidance. Each
provider is scheduled to review their finding with the Compliance Specialist for discussion and
education. We continue to see an overall increase in the accuracy rate in the clinical practice.

I11. Compliance Risk and Work Plan

The Office of Institutional Compliance continues to make progress on completion of the
FY19 Compliance Work Plan. We are working with the appropriate areas to complete our
COSO risk assessment as well as determine if identified risks need additional resources
from other areas for follow up.

See Attachment A for Compliance Work Plan progress as of 2/28/19; gréen indicating
Complete, yellow In Progress and @@ Not Yet Started; [BJ[BEM Other department
resources required.

Completed assessments are discussed with Compliance Advisory Council quarterly. Any
gaps in control activities are monitored by the Compliance staff.

UNTHSC Quarterly Consolidated Compliance Report
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IV. Policy Transformation

Two workshops were held by our external partners, Rethink Compliance, with UNTHSC key
stakeholders to discuss terms of scope, goals, approach, timing, etc.; deliverables templates; and
policy assessment criteria. Over 65 stakeholders attended and Subject Matters Specialist were
identified as lead persons (approx. 25) for policy review in their respective areas.

During in the second workshop in late February, the findings of Rethink Compliance’s policy

review was discussed. Current State revealed:

(0}

The preliminary report showed the following:

Approximately 415 policies and procedures at UNTHSC applicable to faculty,

administrative staff, students
Inconsistent formats
Unclear ownership

Some policies are unclear and difficult to understand, or do not achieve the stated

purpose

STRENGTHS

Comprehensive coverage of many important and
legally-required topics

Detailed procedures that align with policies (in
many cases)

Clear references to defined terms

Widespread use of a policy management tool
(PolicyTech)

Availability of policies to all stakeholders,
including the public

Formal policy management protocols defined in
a Policy on Approving Policies and Procedures

OPPORTUNITIES/RECOMMENDATIONS
Policies will fall into one of seven categories for revision:

1 Retain but update policy

2 Create certain foundational policies that will
address overall topics

3. Combine policy into a new umbrella policy

4

Incmgomte school- specmc policies into
handbook / manual

5. Decouple policy from its related procedures
and retain and update policy

6. Remove policy from policy inventory but
retain separately as procedure

7. Decommission policy in its entirety

Rethink Compliance has begun the update of policies. This process includes:

v “Templatizing”: Establishing key criteria to be included within each policy so
that each policy follows the same layout and contains the same information

v" Describe: Outline process for creating new policies in Policy on Policies.

v' Categorize: Categorize policies by legal / governance /compliance, versus
operational, to condense levels of review required for certain policies.

v' Update: whether policies should all follow the same review cycle or whether
certain policies may be reviewed more frequently,

v' Evaluate: Evaluate and improve upon the policy review and approval processes,
with the goal of lessening the burden on OGC and empowering

UNTHSC Quarterly Consolidated Compliance Report
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Currently, 83 policies are scheduled to be completed. The Office of Institutional Compliance in
conjunction with Rethink Compliance, plans to have 1/3 of the policies completed for legal
sufficiency review in mid-late June, 2019.

IV. Compliance Effectiveness and Metrics

OICI continues to work with the UNTHSC Knowledge Management Team to objectively assess
the effectiveness of the program for our FY19 metrics and efforts. Criteria for three of the five
measures are have been completed and are currently being monitored. Bi-weekly meetings are
held to review progress and monthly meetings are held to ensure appropriate criteria for the other
metrics.

Attachment A- UNTHSC Compliance Workplan Progress as of February 28, 2019

Compliance Effectiveness Survey Off Boarding and Key Access

Compliance Effectiveness Metrics

Institutional Base Salary Definitions (2 CFR
200.430)

Physician Documentation Audits

Policy Writing Effectiveness Workshop
Institutional Conflict of Interest

Unauthorized access to protected and regulated
information

ADA Accommodations

New Services (Transitional Care; Care Plan
Oversite; Advance Care; Prolonged Services;
Chronic Care Management)

Veteran's preference during hiring and RIF

FY20 Compliance Risk Assessment

UNTHSC Quarterly Consolidated Compliance Report
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UNTIDALLAS

The UNT System-wide Chief Compliance Officers reformatted their consolidated compliance
report so that each institution’s report reflects more of the actions taken by each institution to
satisfy the seven (7) elements of the United States Sentencing Commission’s Federal Guidelines
88B2.1(b)(2)(A), which has been used to evaluate the effectiveness of a compliance program.

The reformatted compliance report may include a brief discussion of a particular focus area or
compliance high-risk. It may also include any relevant information pertaining to the compliance
program such as prospective work, notable accomplishments, or other information that is
significant to the compliance program for the applicable reporting period.

Actions Taken This Reporting Period to Enhance Satisfying Some of the Seven (7)
Elements of the U.S. Sentencing Commission’s Guidelines

Establishing standards and procedures to prevent and detect criminal conduct

e UNT Dallas Compliance will follow-up with Human Resources to evaluate the type of
criminal history background check training that is in place.

e UNT Dallas Compliance will follow-up with Finance and Administration to evaluate the
type of fraud training that is in place.

Periodically communicate standards and procedures, and other aspects of the
compliance and ethics program (C&EP) to all governing authority, high-level and
substantial authority personnel, and the organization’s employees, and as
appropriate, the organization’s agents.

e UNT Dallas Compliance continued to coordinate with System and UNT Dallas Human
Resources to register UNT Dallas employees to access and complete Compliance
Awareness Training, the accompanying quiz, and print their completion certificates.

e UNT Dallas Compliance is continuing to develop a Standards of Conduct Quick Reference
Guide that is designed for UNT Dallas employees to quickly locate, review, and answer
some of the most common compliance and ethics related questions they may encounter.
The plan is for this reference to complement UNT Dallas’ Employee Ethics and Standards
of Employee Conduct policy and be available to UNT Dallas employees (electronically) no
later than the next quarter.

Taking reasonable steps to ensure the C&EP includes monitoring and auditing to
detect criminal conduct; evaluate periodically the effectiveness of the same
program; and publicize a reporting system which allows anonymous and
confidential reporting, where employees and agents may report or seek guidance
regarding potential or actual criminal conduct without fear of retaliation.

e UNT Dallas Compliance and UNT Dallas’ communications and marketing team are
planning to review Trust Line marketing materials adopted by UNTHSC and UNT’s
Compliance teams to develop some marketing ideas for UNT Dallas’ Trust Line.

UNT Dallas Quarterly Consolidated Compliance Report
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e UNT Dallas Compliance is partnering with UNTHSC and UNT Compliance teams to
develop a Compliance Integrity Program checklist that will be used to enhance monitoring
and auditing efforts of the compliance and ethics program.

e UNT Dallas maintains a Trust Line, which is a complaint and concern reporting system
that allows anonymous and confidential reporting as required by the U.S. Sentencing
Guidelines. UNT Dallas Compliance also receives complaints by telephone, email,
appointment, and walk-ins.

e UNT Dallas received one (1) Trust Line report (this quarter) pertaining to an alleged
academic misconduct issue. UNT Dallas Compliance is working with the applicable
academic unit to address this issue.

Taking reasonable steps (once criminal conduct is detected) to respond
appropriately to the criminal conduct and to prevent further similar criminal
conduct, including making any necessary modifications to the compliance and
ethics program.

e UNT Dallas Compliance is partnering with UNT’s Compliance team to review the current
process and implement best practices which ensures compliance with this element of the
U.S. Sentencing Commission’s Federal Guidelines, the System Compliance Regulation,
and the UNT Dallas Compliance and Integrity Program policy.

Compliance High-Risk Update (Records Management and Retention — UNT
Business Development’s Institutional Records Management)

e UNT Dallas Compliance continues to work with UNT Business Development’s
Institutional Records Management to provide in-person records management and
retention training and guidance to UNT System Administration, UNT, and UNT Dallas
Records Management Representatives.

UNT Dallas Quarterly Consolidated Compliance Report
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UNTS Enterprise Audit Report Inventory

Internal UNT System Internal |Fiscal Year 2009 09-011 HSC Finance Advancement Office UNT System The written agreement between the Center and the UNTHSC Review and update the agreement between the Center and the agrees. In process. The Vice President for Development |Doug White, VP of Institutional Original Date 11/30/2012 Closed
Audit Follow-Up Review Foundation has not been revised or reaffirmed since September 1994. Foundation including a "right to audit clause." Refer to Legal will raise this topic at the April 2009 Foundation Board meeting and Advancement Revised Date 12/31/16
Counsel and the AGB-CASE model agreement for guidance. complete by the June meeting. The updated agreement will be
distributed upon approval of appropriate Center and Foundation
Administrators.
Internal UNT System Internal [Fiscal Year 2009 09-011 HSC Finance Advancement Office UNT System The written agreement between the Center and the UNTHSC Low Distribute or make available the reaffirmed agreement to Management agrees. In process. The Vice President for Development |Doug White, VP of Institutional Original Date 11/30/2012 Closed
Audit Follow-Up Review Foundation has not been revised or reaffirmed since September 1994. stakeholders including Center administrators, Advancement will raise this topic at the April 2009 Foundation Board meeting and Advancement Revised Date 12/31/16
Office employees, and the Foundation Board of Directors. complete by the June meeting. The updated agreement will be
distributed upon approval of appropriate Center and Foundation
Administrators.
Internal UNT System Internal [Fiscal Year 2010 09-042 UNT Governance and 1-9 Review UNT Accuracy and Timeliness of the Process N/A 1. Create a plan for processing I-9s for hourly hires Action Plan concurs with this N/A N/A Closed
Audit Regulatory * 25 of the 142 I-9s sampled (18%) were completed after the third day that will meet the regi to have all I-9s by the r ion and has approved the proposed action plan as
Compliance of employment. third day of employment; outlined below. Action Plan:
The Immigration Reform and Control Act of 1986 requires employers - The Human Resources (HR) Department will develop an I-9 Form
to complete Form I-9 within three business days of the employee’s Authorizer program.
first day of employment. - HR will coordinate with all hiring departments to identify who is the
person(s) to ize the I-form. These
For the overall time period tested January 1, 2008, through May 15, individuals would become “I-9 Authorizers”.
2009, 18% of the sample was completed after the federal deadline. As - HR will develop I-9 Authorizer Training.
of March 1, 2009, a new process was put in place. In order to see the - HR will deliver 1-9 Authorizer Training sessions.
impact of this process, the sample results were divided into hires - Employees must pass the mandatory training course to become an I-9
before and after March 1, 2009. authorizer.
- HR will research and pursue the opportunity to implement on-line
electronic storage of I-9 forms.
- HR will research and pursue the opportunity to move from a
classroom I-9 training format to an on-line training program.
Internal UNT System Internal [Fiscal Year 2010 09-042 UNT Governance and 1-9 Review UNT Accuracy and Timeliness of the Process N/A 2. Hold mandatory training for those responsible for obtaining I- Action Plan concurs with this N/A N/A Closed
Audit Regulatory * 25 of the 142 I-9s sampled (18%) were completed after the third day 9s in each department. recommendation and has approved the proposed action plan as
Compliance of employment. outlined below. Action Plan:
The Immigration Reform and Control Act of 1986 requires employers - The Human Resources (HR) Department will develop an I-9 Form
to complete Form I-9 within three business days of the employee’s Authorizer program.
first day of employment. - HR will coordinate with all hiring departments to identify who is the
person(s) to ize the I-form. These
Internal UNT System Internal |Fiscal Year 2010 09-042 UNT Governance and 1-9 Review UNT * 4 of the 142 1-9s sampled were not on file. N/A 3. Verify 1-9s are on file for each employee; Management has since obtained the missing I-9s with the exception of |N/A N/A Closed
Audit Regulatory The Immigration Reform and Control Act of 1986 states that Form |-9s one employee who is terminated. In response to verifying I-9s are on
Compliance must be retained for three years after the date of hire or one year file, management will explore the costs associated with hiring an
after the date employment ends, whichever is later. Each missing I-9 external auditing firm. In the event the cost of hiring an auditing firm is
form can be punishable by a $1,000 fine per occurrence. Two of the prohibitive, management will look to identify alternative approaches.
four I-9s initially identified as missing were visiting assistant
professors. Neither the hiring department nor Human Resources was
Internal UNT System Internal [Fiscal Year 2010 09-042 UNT Governance and 1-9 Review UNT * 4 of the 142 1-9s sampled were not on file. N/A 4. Obtain the missing four I-9s identified. Management has since obtained the missing I-9s with the exception of |N/A N/A Closed

Audit

Regulatory
Compliance

The Immigration Reform and Control Act of 1986 states that Form I1-9s
must be retained for three years after the date of hire or one year
after the date employment ends, whichever is later. Each missing I-9
form can be punishable by a $1,000 fine per occurrence. Two of the
four I-9s initially identified as missing were visiting assistant
professors. Neither the hiring department nor Human Resources was

one employee who is terminated. In response to verifying I-9s are on
file, management will explore the costs associated with hiring an
external auditing firm. In the event the cost of hiring an auditing firm is
prohibitive, management will look to identify alternative approaches.
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Internal

UNT System Internal

Fiscal Year 2010

09-042 UNT

Governance and

1-9 Review

UNTS Enterprise Audit Report Inventory

* Procedures for the tracking and updating of I-9s that contain

N/A

5. Develop a process for tracking 1-9s that contain employment

Management will develop an action plan that encompasses the

N/A

N/A

Closed

Audit Regulatory employment eligibility documents with expiration dates have not ligibili with dates and a control to following:

Compliance been established. ensure they are all up-to-date. - HR will evaluate available functionality within EIS to track I-9
UNT Policy 1.2.3 Employee Affidavit and Other Requirements states i
updating or re-verification of the work authorization status for non- - HR will begin entering pertinent information in EIS for all new hires as
citizens is the responsibility of the employing department. Human of March 1, 2010.
Resources stated that roles and responsibilities need to be defined - HR will research options on entering information into EIS on existing
and are currently brainstorming ways to address this issue, and that it employees.
has never been looked at before. - Once the appropriate information is entered into EIS, reports can be

run to identify upcoming or expired Visa's, etc.
External EXPERIS Fiscal Year 2013 NA Information UNT Health Science UNTHSC 1. Current Change Management Practices - Based on the High tivities to Consider for Observations 1 ITS management agrees with these best practice r ITS team - Lynley 8/31/2014 N/A
Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to | Dungan, Executive Director of

Change Management
Assessment

etc....), it was determined that for the ten applications/services that
meet the criteria of being both high risk and institutional in
(i ), a ion of changes could not be evidenced and

that Change Management practices were found to be minimal,
general in nature and less than expected.

Change Management procedures do not include the following:
-Standardized procedures to handle requests (including maintenance
and patches) for changes to applications, procedures, processes,
system and service parameters, and the underlying platforms
-Structured way to determine the impact on the operational
system(and overall infrastructure) and its functionality for each
request for change

-Process to ensure changes are categorized, prioritized, assigned, and
authorized
-Process for pre
protocols/requirements

-Process for defining, raising, testing, documenting, assessing and
authorizing emergency changes (outside of the ‘normal’ change
process)

-Tracking and reporting systems to document and communicate
rejected changes, communicate the status of approved and in-process
changes, and completion of approved changes (e.g. a spreadsheet)
-Procedures to update system and user i

and procedures whenever changes are implemented (e.g.
configuration documentation)

and post-i ion testing

for the

vices that meet the criteria of

being both high risk and institutional in scope (impact):
-Establish a tracking and reporting system (e.g. spreadsheet) to
document approved/rejected changes, communicate the status
of requests (e.g. in-process, in testing, approved, completed).
Make certain that approved changes are i as
planned (or document explanations where changes deviate from

original plan).

IT systems at UNTHSC are assessed, categorized, comply with TAC
guidelines, and as appropriate, follow a formal change process. Formal
change processes will be applied to systems or applications that have
been classified as high risk (contains or processes private and/or
regulated data), and high impact (institutional wide use).

-Cl and evals of high risk/high impact systems and

applications will be conducted and reviewed by ITS management, CIO,
and stakeholders annually.

-ITS has begun a pilot of Microsoft System Center Service
Manager(SCSM), a tool for IT service and change management that will
hold system and application information, and allow for the tracking and
reporting of changes made to those systems and ions i ifi

as high risk/high impact. Estimated completion date for pilot is within
the next 6 months.

-Change management procedures will be formalized at the completion
of the pilot, and with adoption of SCSM or similar tool. Procedures will
include approval processes, pre and post testing, and emergency
change protocols, and will be reviewed annually by ITS management.
-ITS is currently in the process of updating our institutional and internal
policies, including Systems Change Control.

Information Technology
Services, Anthony Tissera,
Director of Infrastructure and
Security, Woody Hagar, Director
of Information Services, and
Renee Drabier, Vice Provost for
Academic Affairs and
Development/CIO.
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Change Management
Assessment

etc....), it was determined that for the ten applications/services that
meet the criteria of being both high risk and institutional in
scope(impact), a population of changes could not be evidenced and
that Change Management practices were found to be minimal,
general in nature and less than expected.

Change Management procedures do not include the following:
-Standardized procedures to handle requests (including maintenance
and patches) for changes to applications, procedures, processes,
system and service parameters, and the underlying platforms
-Structured way to determine the impact on the operational
system(and overall infrastructure) and its functionality for each
request for change

-Process to ensure changes are categorized, prioritized, assigned, and
authorized

-Process for pre-il ion and post-i ion testing
protocols/requirements

-Process for defining, raising, testing, documenting, assessing and
authorizing emergency changes (outside of the ‘normal’ change
process)

-Tracking and reporting systems to document and communicate
rejected changes, communicate the status of approved and in-process
changes, and completion of approved changes (e.g. a spreadsheet)
-Procedures to update system and user i

and procedures whenever changes are implemented (e.g.
configuration documentation)

mandates for the applications/services that meet the criteria of
being both high risk and institutional in scope (impact):

-Formally establish a regularly scheduled checkpoint/change
control meeting to review the tested, and approved changes
prior to i i i iary ion should

IT systems at UNTHSC are assessed, categorized, comply with TAC
guidelines, and as appropriate, follow a formal change process. Formal
change processes will be applied to systems or applications that have
been classified as high risk (contains or processes private and/or
regulated data), and high impact (institutional wide use).

-Classification and evaluation of high risk/high impact systems and

include, but is not limited to meeting minutes (e.g. decisions
made during the meeting)

applications will be conducted and reviewed by ITS management,
stakeholders annually.

-ITS has begun a pilot of Microsoft System Center Service
Manager(SCSM), a tool for IT service and change management that will
hold system and application information, and allow for the tracking and
reporting of changes made to those systems and applications identified
as high risk/high impact. Estimated completion date for pilot is within
the next 6 months.

-Change management procedures will be formalized at the completion
of the pilot, and with adoption of SCSM or similar tool. Procedures will
include approval processes, pre and post testing, and emergency
change protocols, and will be reviewed annually by ITS management.
-ITS is currently in the process of updating our institutional and internal
policies, including Systems Change Control.

Information Technology
Services, Anthony Tissera,
Director of Infrastructure and
Security, Woody Hagar, Director
of Information Services, and
Renee Drabier, Vice Provost for
Academic Affairs and
Development/CIO.

External EXPERIS Fiscal Year 2013 NA Information UNT Health Science UNTHSC 1. Current Change Management Practices - Based on the High Recommendations/Activities to Consider for Observations 1 ITS management agrees with these best practice r ITS team - Lynley 8/31/2014 N/A
Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to | Dungan, Executive Director of
Change Management etc....), it was determined that for the ten applications/services that mandates for the applications/services that meet the criteria of |IT systems at UNTHSC are assessed, categorized, comply with TAC Information Technology
Assessment meet the criteria of being both high risk and institutional in being both high risk and institutional in scope (impact): guidelines, and as appropriate, follow a formal change process. Formal |Services, Anthony Tissera,
scope(impact), a population of changes could not be evidenced and change processes will be applied to systems or applications that have |Director of Infrastructure and
that Change Management practices were found to be minimal, -Establish formal, standardized, Change Management been classified as high risk (contains or processes private and/or Security, Woody Hagar, Director
general in nature and less than expected. procedures to administer all change requests for those regulated data), and high impact (institutional wide use). of Information Services, and
Change Management procedures do not include the following: applications/services that are both high risk and instituti in |-Classification and eval of high risk/high impact systems and Renee Drabier, Vice Provost for
-Standardized procedures to handle requests (including maintenance scope/impact (e.g. maintenance and patches, changes to applications will be conducted and reviewed by ITS management, ClO, [Academic Affairs and
and patches) for changes to applications, procedures, processes, hardware, networks, applications, procedures, processes, and stakeholders annually. Development/CIO.
system and service parameters, and the underlying platforms system and service parameters, and the underlying platforms)  |-ITS has begun a pilot of Microsoft System Center Service
-Structured way to determine the impact on the operational Manager(SCSM), a tool for IT service and change management that will
system(and overall infrastructure) and its functionality for each hold system and application information, and allow for the tracking and
request for change reporting of changes made to those systems and applications identified
-Process to ensure changes are categorized, prioritized, assigned, and as high risk/high impact. Estimated completion date for pilot is within
authorized the next 6 months.
-Process for pre-il ion and post-i ion testing -Change management procedures will be formalized at the completion
protocols/requirements of the pilot, and with adoption of SCSM or similar tool. Procedures will
-Process for defining, raising, testing, documenting, assessing and include approval processes, pre and post testing, and emergency
authorizing emergency changes (outside of the ‘normal’ change change protocols, and will be reviewed annually by ITS management.
process) -ITS is currently in the process of updating our institutional and internal
-Tracking and reporting systems to document and communicate policies, including Systems Change Control.
rejected changes, communicate the status of approved and in-process
changes, and completion of approved changes (e.g. a spreadsheet)
-Procedures to update system and user i
and procedures whenever changes are implemented (e.g.
configuration documentation)
External EXPERIS Fiscal Year 2013 NA Information UNT Health Science UNTHSC 1. Current Change Management Practices - Based on the High tivities to Consider for Observations 1 ITS management agrees with these best practice r ITs team - Lynley 8/31/2014 N/A
Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to | Dungan, Executive Director of
Change Management etc....), it was determined that for the ten applications/services that for the icati vices that meet the criteria of |IT systems at UNTHSC are assessed, categorized, comply with TAC Information Technology
Assessment meet the criteria of being both high risk and institutional in being both high risk and institutional in scope (impact): guidelines, and as appropriate, follow a formal change process. Formal [Services, Anthony Tissera,
), a ion of changes could not be evidenced and change processes will be applied to systems or applications that have [Director of Infrastructure and
External EXPERIS Fiscal Year 2013 NA Information UNT Health Science UNTHSC 1. Current Change Management Practices - Based on the High tivities to Consider for Observations 1 ITS management agrees with these best practice r i ITS team - Lynley 8/31/2014 N/A
Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to | Dungan, Executive Director of
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Information

UNT Health Science

UNTHSC
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1. Current Change Management Practices - Based on the

High

tivities to Consider for Observations 1

ITS management agrees with these best practice r

ITS team - Lynley

8/31/2014 N/A

Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to | Dungan, Executive Director of
Change Management etc....), it was determined that for the ten applications/services that for the icati vices that meet the criteria of |IT systems at UNTHSC are assessed, categorized, comply with TAC Information Technology
Assessment meet the criteria of being both high risk and institutional in being both high risk and institutional in scope (impact): guidelines, and as appropriate, follow a formal change process. Formal |Services, Anthony Tissera,

), a ion of changes could not be evidenced and change processes will be applied to systems or applications that have |Director of Infrastructure and
that Change Management practices were found to be minimal, -Upon the implementation of changes, update the associated been classified as high risk (contains or processes private and/or Security, Woody Hagar, Director
general in nature and less than expected. Change Management tracking tool, the system and user regulated data), and high impact (institutional wide use). of Information Services, and
Change Management procedures do not include the following: and procedures accordingly. -Classification and evaluation of high risk/high impact systems and Renee Drabier, Vice Provost for
-Standardized procedures to handle requests (including maintenance applications will be conducted and reviewed by ITS management, Academic Affairs and
and patches) for changes to applications, procedures, processes, stakeholders annually. Development/CIO.
system and service parameters, and the underlying platforms -ITS has begun a pilot of Microsoft System Center Service
-Structured way to determine the impact on the operational Manager(SCSM), a tool for IT service and change management that will
system(and overall infrastructure) and its functionality for each hold system and application information, and allow for the tracking and
request for change reporting of changes made to those systems and applications identified
-Process to ensure changes are categorized, prioritized, assigned, and as high risk/high impact. Estimated completion date for pilot is within
authorized the next 6 months.

-Process for pre and post-il ion testing -Change management procedures will be formalized at the completion
protocols/requirements of the pilot, and with adoption of SCSM or similar tool. Procedures will
-Process for defining, raising, testing, documenting, assessing and include approval processes, pre and post testing, and emergency
authorizing emergency changes (outside of the ‘normal’ change change protocols, and will be reviewed annually by ITS management.
process) -ITS is currently in the process of updating our institutional and internal
-Tracking and reporting systems to document and communicate policies, including Systems Change Control.
rejected changes, communicate the status of approved and in-process
changes, and completion of approved changes (e.g. a spreadsheet)
-Procedures to update system and user i
and procedures whenever changes are implemented (e.g.
configuration documentation)
External EXPERIS Fiscal Year 2013 NA Information UNT Health Science UNTHSC 1. Current Change Management Practices - Based on the High tivities to Consider for Observations 1 ITS management agrees with these best practice r ITs team - Lynley 8/31/2014 N/A
Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to  [Dungan, Executive Director of

Change Management
Assessment

etc....), it was determined that for the ten applications/services that
meet the criteria of being both high risk and institutional in
(i ), a ion of changes could not be evidenced and

that Change Management practices were found to be minimal,
general in nature and less than expected.

Change Management procedures do not include the following:
-Standardized procedures to handle requests (including maintenance
and patches) for changes to applications, procedures, processes,
system and service parameters, and the underlying platforms
-Structured way to determine the impact on the operational
system(and overall infrastructure) and its functionality for each
request for change

-Process to ensure changes are categorized, prioritized, assigned, and
authorized
-Process for pre
protocols/requirements

-Process for defining, raising, testing, documenting, assessing and
authorizing emergency changes (outside of the ‘normal’ change
process)

-Tracking and reporting systems to document and communicate
rejected changes, communicate the status of approved and in-process
changes, and completion of approved changes (e.g. a spreadsheet)
-Procedures to update system and user i

and procedures whenever changes are implemented (e.g.
configuration documentation)

and post-i ion testing

for the icati vices that meet the criteria of
being both high risk and institutional in scope (impact):

-Where support responsibilities are shared with other
organizations(e.g. ITSS, vendors, other departments), document
the roles and responsibilities for each and capture how all
stakeholders and support teams are kept update

IT systems at UNTHSC are assessed, categorized, comply with TAC
guidelines, and as appropriate, follow a formal change process. Formal
change processes will be applied to systems or applications that have
been classified as high risk (contains or processes private and/or
regulated data), and high impact (institutional wide use).

-Classification and evaluation of high risk/high impact systems and
applications will be conducted and reviewed by ITS management,
stakeholders annually.

-ITS has begun a pilot of Microsoft System Center Service
Manager(SCSM), a tool for IT service and change management that will
hold system and application information, and allow for the tracking and
reporting of changes made to those systems and ions i ifi

as high risk/high impact. Estimated completion date for pilot is within
the next 6 months.

-Change management procedures will be formalized at the completion
of the pilot, and with adoption of SCSM or similar tool. Procedures will
include approval processes, pre and post testing, and emergency
change protocols, and will be reviewed annually by ITS management.
-ITS is currently in the process of updating our institutional and internal
policies, including Systems Change Control.

Information Technology
Services, Anthony Tissera,
Director of Infrastructure and
Security, Woody Hagar, Director
of Information Services, and
Renee Drabier, Vice Provost for
Academic Affairs and
Development/CIO.
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UNTHSC

UNTS Enterprise Audit Report Inventory

1. Current Change Management Practices - Based on the

High

tivities to Consider for Observations 1

ITS management agrees with these best practice r

ITS team - Lynley

8/31/2014 N/A

Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to | Dungan, Executive Director of
Change Management etc....), it was determined that for the ten applications/services that for the icati vices that meet the criteria of |IT systems at UNTHSC are assessed, categorized, comply with TAC Information Technology
Assessment meet the criteria of being both high risk and institutional in being both high risk and institutional in scope (impact): guidelines, and as appropriate, follow a formal change process. Formal |Services, Anthony Tissera,

), a ion of changes could not be evidenced and change processes will be applied to systems or applications that have |Director of Infrastructure and
that Change Management practices were found to be minimal, -Include a method to periodically review, update (including been classified as high risk (contains or processes private and/or Security, Woody Hagar, Director
general in nature and less than expected. appropriate version control), and disseminate Change regulated data), and high impact (institutional wide use). of Information Services, and
Change Management procedures do not include the following: Management practices (e.g.at least annually). -Classification and evaluation of high risk/high impact systems and Renee Drabier, Vice Provost for
-Standardized procedures to handle requests (including maintenance applications will be conducted and reviewed by ITS management, Academic Affairs and
and patches) for changes to applications, procedures, processes, stakeholders annually. Development/CIO.
system and service parameters, and the underlying platforms -ITS has begun a pilot of Microsoft System Center Service
-Structured way to determine the impact on the operational Manager(SCSM), a tool for IT service and change management that will
system(and overall infrastructure) and its functionality for each hold system and application information, and allow for the tracking and
request for change reporting of changes made to those systems and applications identified
-Process to ensure changes are categorized, prioritized, assigned, and as high risk/high impact. Estimated completion date for pilot is within
authorized the next 6 months.

-Process for pre and post-il ion testing -Change management procedures will be formalized at the completion
protocols/requirements of the pilot, and with adoption of SCSM or similar tool. Procedures will
-Process for defining, raising, testing, documenting, assessing and include approval processes, pre and post testing, and emergency
authorizing emergency changes (outside of the ‘normal’ change change protocols, and will be reviewed annually by ITS management.
process) -ITS is currently in the process of updating our institutional and internal
-Tracking and reporting systems to document and communicate policies, including Systems Change Control.
rejected changes, communicate the status of approved and in-process
changes, and completion of approved changes (e.g. a spreadsheet)
-Procedures to update system and user i
and procedures whenever changes are implemented (e.g.
configuration documentation)
External EXPERIS Fiscal Year 2013 NA Information UNT Health Science UNTHSC 1. Current Change Management Practices - Based on the High tivities to Consider for Observations 1 ITS management agrees with these best practice r ITs team - Lynley 8/31/2014 N/A
Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to  [Dungan, Executive Director of

Change Management
Assessment

etc....), it was determined that for the ten applications/services that
meet the criteria of being both high risk and institutional in
(i ), a ion of changes could not be evidenced and

that Change Management practices were found to be minimal,
general in nature and less than expected.

Change Management procedures do not include the following:
-Standardized procedures to handle requests (including maintenance
and patches) for changes to applications, procedures, processes,
system and service parameters, and the underlying platforms
-Structured way to determine the impact on the operational
system(and overall infrastructure) and its functionality for each
request for change

-Process to ensure changes are categorized, prioritized, assigned, and
authorized
-Process for pre
protocols/requirements

-Process for defining, raising, testing, documenting, assessing and
authorizing emergency changes (outside of the ‘normal’ change
process)

-Tracking and reporting systems to document and communicate
rejected changes, communicate the status of approved and in-process
changes, and completion of approved changes (e.g. a spreadsheet)
-Procedures to update system and user i

and procedures whenever changes are implemented (e.g.
configuration documentation)

and post-i ion testing

for the icati vices that meet the criteria of
being both high risk and institutional in scope (impact):

-Ensure the user community agrees with the Risk and Scope
assigned to each application/service.

IT systems at UNTHSC are assessed, categorized, comply with TAC
guidelines, and as appropriate, follow a formal change process. Formal
change processes will be applied to systems or applications that have
been classified as high risk (contains or processes private and/or
regulated data), and high impact (institutional wide use).

-Classification and evaluation of high risk/high impact systems and
applications will be conducted and reviewed by ITS management,
stakeholders annually.

-ITS has begun a pilot of Microsoft System Center Service
Manager(SCSM), a tool for IT service and change management that will
hold system and application information, and allow for the tracking and
reporting of changes made to those systems and ions i ifi

as high risk/high impact. Estimated completion date for pilot is within
the next 6 months.

-Change management procedures will be formalized at the completion
of the pilot, and with adoption of SCSM or similar tool. Procedures will
include approval processes, pre and post testing, and emergency
change protocols, and will be reviewed annually by ITS management.
-ITS is currently in the process of updating our institutional and internal
policies, including Systems Change Control.

Information Technology
Services, Anthony Tissera,
Director of Infrastructure and
Security, Woody Hagar, Director
of Information Services, and
Renee Drabier, Vice Provost for
Academic Affairs and
Development/CIO.
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Information

UNT Health Science

UNTHSC

UNTS Enterprise Audit Report Inventory

1. Current Change Management Practices - Based on the

High

tivities to Consider for Observations 1

ITS management agrees with these best practice r

ITS team - Lynley

8/31/2014

N/A

Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to | Dungan, Executive Director of
Change Management etc....), it was determined that for the ten applications/services that mandates for the applications/services that meet the criteria of |IT systems at UNTHSC are assessed, categorized, comply with TAC Information Technology
Assessment meet the criteria of being both high risk and institutional in being both high risk and institutional in scope (impact): guidelines, and as appropriate, follow a formal change process. Formal |Services, Anthony Tissera,
scope(impact), a population of changes could not be evidenced and -Assess all requests for those applications/services that are both |change processes will be applied to systems or applications that have  [Director of Infrastructure and
that Change Management practices were found to be minimal, high risk and institutional in scope/impact, in a structured way to | been classified as high risk (contains or processes private and/or Security, Woody Hagar, Director
general in nature and less than expected. determine the impact on the operational system, overall regulated data), and high impact (institutional wide use). of Information Services, and
Change Management procedures do not include the following: infrastructure, and functionality. Ensure that changes are -Classification and evaluation of high risk/high impact systems and Renee Drabier, Vice Provost for
-Standardized procedures to handle requests (including maintenance categorized, prioritized and authorized and supporting applications will be conducted and reviewed by ITS management, Academic Affairs and
and patches) for changes to applications, procedures, processes, evidentiary documentation is archived stakeholders annually. Development/CIO.
system and service parameters, and the underlying platforms -ITS has begun a pilot of Microsoft System Center Service
-Structured way to determine the impact on the operational Manager(SCSM), a tool for IT service and change management that will
system(and overall infrastructure) and its functionality for each hold system and application information, and allow for the tracking and
request for change reporting of changes made to those systems and applications identified
-Process to ensure changes are categorized, prioritized, assigned, and as high risk/high impact. Estimated completion date for pilot is within
authorized the next 6 months.
-Process for pre and post-i ion testing -Change management procedures will be formalized at the completion
protocols/requirements of the pilot, and with adoption of SCSM or similar tool. Procedures will
-Process for defining, raising, testing, documenting, assessing and include approval processes, pre and post testing, and emergency
authorizing emergency changes (outside of the ‘normal’ change change protocols, and will be reviewed annually by ITS management.
process) -ITS is currently in the process of updating our institutional and internal
-Tracking and reporting systems to document and communicate policies, including Systems Change Control.
rejected changes, communicate the status of approved and in-process
changes, and completion of approved changes (e.g. a spreadsheet)
-Procedures to update system and user i
and procedures whenever changes are implemented (e.g.
configuration documentation)
External EXPERIS Fiscal Year 2013 NA Information UNT Health Science UNTHSC 1. Current Change Management Practices - Based on the High tivities to Consider for Observations 1 ITS management agrees with these best practice r ITS team - Lynley 8/31/2014 N/A
Technology Center (UNT HSC) HSC) documentation provided (e.g., documents listed in Appendix A, email, through 4: The following are considered suggests and not and will complete the steps listed below to ensure that all changes to | Dungan, Executive Director of
Change Management etc....), it was determined that for the ten applications/services that for the icati vices that meet the criteria of |IT systems at UNTHSC are assessed, categorized, comply with TAC Information Technology
Assessment meet the criteria of being both high risk and institutional in being both high risk and institutional in scope (impact): i and as appropriate, follow a formal change process. Formal |Services, Anthony Tissera,

), a ion of changes could not be evidenced and change processes will be applied to systems or applications that have |Director of Infrastructure and
that Change Management practices were found to be minimal, been classified as high risk (contains or processes private and/or Security, Woody Hagar, Director
general in nature and less than expected. -Define and document approval procedures, as well as those regulated data), and high impact (institutional wide use). of Information Services, and
Change Management procedures do not include the following: individuals that are authorized to act as approvers for each -Classification and evaluation of high risk/high impact systems and Renee Drabier, Vice Provost for
-Standardized procedures to handle requests (including maintenance system. applications will be conducted and reviewed by ITS management, Academic Affairs and
and patches) for changes to , procedures, processes, annually. D CIO.

External State Auditor's Office | Fiscal Year 2013 13-019 Finance State of Texas UNT During the Fall 2011 term, the University of North Texas (University) NA The University should: Management has developed a process to determine each student’s Zelma Deleon and Lacey 1/1/2012 Closed
Compliance with used full-time budgets to determine COA for all students receiving COA and financial need based on the student’s expected enrollment. | Thompson
Federal Requirements financial assistance who applied for Title IV assistance prior to the Fall Develop a process to determine each student’s COA and
for the Student 2011 census date, regardless of each student’s actual or anticipated financial need based on the student’s expected or actual
Financial Assistance enrollment. In addition, for 1 (2 percent) of 60 students tested, the enroliment.
Cluster of Federal University incorrectly over awarded the student $8,776 in Direct
Programs for the Fiscal Loans associated with award P268K122293 as part of the student’s
Year Ended August 31, Spring 2012 assistance.
2012
External State Auditor's Office | Fiscal Year 2013 13-019 Finance State of Texas UNT During the Fall 2011 term, the University of North Texas (University) NA The University should: Management has addressed the over award with the employee Zelma Deleon and Lacey 12/1/2012 Closed
Compliance with used full-time budgets to determine COA for all students receiving responsible for making the error for the student in question. The over [Thompson
Federal Requirements financial assistance who applied for Title IV assistance prior to the Fall Make adjustments to assistance when students attend only one |award is being corrected.
for the Student 2011 census date, regardless of each student’s actual or anticipated semester to help ensure that it does not award assistance to
Financial Assistance enrollment. In addition, for 1 (2 percent) of 60 students tested, the students who are not eligible to receive that assistance.
Cluster of Federal University incorrectly over awarded the student $8,776 in Direct
Programs for the Fiscal Loans associated with award P268K122293 as part of the student’s
Year Ended August 31, Spring 2012 assistance.
2012
External State Auditor's Office | Fiscal Year 2013 13-020 Finance State of Texas UNT One (1 percent) of 70 direct cost transactions tested at the University NA The University should establish and implement procedures to The UNT Business Service Center (BSC) agrees. The BSC has corrected |Susan Sims and Connie Ross 2/1/2013 Closed

Compliance with
Federal
Requirements for the
Research and
Development Cluster
of Federal Programs
for the Fiscal Year
Ended August 31, 2012

of North Texas (University) was unallowable. For 1 (1 percent) of 70
direct cost transactions tested, the University incorrectly calculated
the amount of the federal expenditure.

ensure that it does not charge unallowable or incorrect costs to
federal awards.

the travel reimbursement and the payroll underpayment. The BSC has
established business practices to address the recommendation, which
include:

Management Response and Corrective Action Plan:

- Provided additional training to Travel staff regarding unallowable
expenses on federal funds.

- Will participate in ongoing collaboration with the UNT Office of
Research Services to enhance the audit process of travel expenditures
to avoid unallowable charges to federal funds.

- ERP (PeopleSoft) system now calculates partial months using an
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UNT The University of North Texas (University) did not ensure that vendors NA The University should document its vendor suspension and The UNT System Business Service Center (BSC) agrees. The BSC has Carolyn Cross 2/1/2013 Closed
Compliance with associated with 4 (40 percent) of 10 procurements tested that debarment verifications for all procurements of at least $25,000. |established business practices to address the recommendation, which
Federal exceeded $25,000 were not suspended or debarred. include:
Requirements for the Management Response and Corrective Action Plan:
Research and - Added a clause/condition to the UNT System Purchase Order Terms
Development Cluster and Conditions on 10/26/12.
of Federal Programs - Provided additional training to Purchasing staff on EPLS Search and
for the Fiscal Year requi on 1/16/13.
Ended August 31, 2012 - Created a procedure to ensure all procurements of at least $25,000
are documented appropriately and are audited by management daily
on 1/22/13.
External State Auditor's Office | Fiscal Year 2013 13-020 Finance State of Texas UNT The University of North Texas (University) did not send the required NA The University should establish and implement procedures to The UNT Office of Research Services agrees. The sub recipient vendor |Robert Watling/Aaron Lemay 2/1/2013 Closed
Compliance with notification of Recovery Act information at the time of disbursement help ensure that it makes required notifications when it record in PeopleSoft has been enhanced so that check stubs of future
Federal of funds to its one Recovery Act sub recipient. disburses Recovery Act funds to sub recipients. payments, if any, will include the following:
Requirements for the Management Response and Corrective Action Plan:
Research and - Federal award number.
External State Auditor's Office | Fiscal Year 2013 13-322 Finance Federal Portion of the UNT NA NA None NA NA NA N/A
Statewide Single Audit
Report for the Year
Ended August 31, 2012
External State Auditor's Office | Fiscal Year 2013 13-555 Finance Statewide Single Audit UNT On its SEFA, the University of North Texas (UNT): NA UNT should: 'We concur with the auditor’s findings and recommendations. Financial |Associate Vice President for 8/31/2013 Closed
Report for the - Incorrectly reported expenditures for four CFDAs in the Student aid reporting procedures will be modified to ensure compliance with  |Finance and Controller
Year Ended August 31, Financial Assistance Cluster of federal programs using award year -Strengthen its review process to help ensure that it prepares its |GASB 33 and the State Comptroller’s reporting requirements for SEFA.
2012 instead of fiscal year. As a result, UNT (1) incorrectly included SEFA correctly and that the SEFA it submits to the Comptroller’s |Pass-thru confirmation processes will be modified to ensure the
$6,257,520 and (2) incorrectly excluded $278,738 in expenditures on Office is complete and accurate. and retention of y evidence supporting our
its SEFA. UNT also incorrectly included $6,255,520 of those reporting assertions
expenditures in the notes to its SEFA and understated federal revenue
by $276,738 in the notes to its SEFA.
- Could not provide adequate support for excluding $361,374 in
expenditures from its SEFA. UNT asserted that it excluded those
expenditures because it had a vendor relationship with other state
entities; however, UNT could not provide support for that assertion.
External State Auditor's Office | Fiscal Year 2013 13-555 Finance Statewide Single Audit UNT On its SEFA, the University of North Texas (UNT): NA UNT should: 'We concur with the auditor’s findings and recommendations. Financial |Associate Vice President for 8/31/2013 Closed
Report for the - Incorrectly reported expenditures for four CFDAs in the Student aid reporting procedures will be modified to ensure compliance with  |Finance and Controller
Year Ended August 31, Financial Assistance Cluster of federal programs using award year -Confirm all pass-through and vendor relationships with other | GASB 33 and the State Comptroller’s reporting requirements for SEFA.
2012 instead of fiscal year. As a result, UNT (1) incorrectly included state entities and maintain documentation of those pass-through|Pass-thru confirmation processes will be modified to ensure the
$6,257,520 and (2) incorrectly excluded $278,738 in expenditures on and vendor relationships. and retention of y evidence supporting our
its SEFA. UNT also incorrectly included $6,255,520 of those reporting assertions
expenditures in the notes to its SEFA and understated federal revenue
by $276,738 in the notes to its SEFA.
- Could not provide adequate support for excluding $361,374 in
expenditures from its SEFA. UNT asserted that it excluded those
enditures because it had a vendor ip with other state
Internal UNT System Internal |Fiscal Year 2013 11-038 UNT Finance Salary Adjustments UNT Equity Adj -D ion did not ici High that the process was Human Resources has developed a written standard operating Marci Bailey, Human Resources 3/19/2013 Closed

Audit

Review

and clearly demonstrate how the equity adjustments were
determined.

followed and validates how the determination was made for the

decisi y

procedure on this process and provided that to Internal Audit.
Additionally, Human Resources now creates a written report for each
equity adjustment request that outlines the data reviewed, the findings|
and the recommendation. This is in addition to the information Human
Resources has always provided on the Equity Adjustment Request
Form. The recommendation to add the term equity adjustment to the
Salary Administration Procedures, Policy 1.6.2 will be moved forward
by Human Resources to administration.

Director, Denton Campus
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Internal UNT System Internal |Fiscal Year 2013 11-038 UNT Finance Salary Adjustments UNT Equity Adji - Di ion did not High Document internal procedures for reviewing equity adjustments.|Human Resources has developed a written standard operating Marci Bailey, Human Resources 3/19/2013 Closed
Audit Review and clearly demonstrate how the equity adjustments were procedure on this process and provided that to Internal Audit. Director, Denton Campus
determined. Additionally, Human Resources now creates a written report for each
equity adjustment request that outlines the data reviewed, the findings
and the recommendation. This is in addition to the information Human
Resources has always provided on the Equity Adjustment Request
Form. The recommendation to add the term equity adjustment to the
Salary Administration Procedures, Policy 1.6.2 will be moved forward
by Human Resources to administration.
Internal UNT System Internal [Fiscal Year 2013 11-038 UNT Finance Salary Adjustments UNT Equity Adj - Dy ion did not High Include the of equity adj in Human Resources has developed a written standard operating Marci Bailey, Human Resources 1/1/2013 Closed
Audit Review and clearly demonstrate how the equity adjustments were procedures for policy 1.6.2 procedure on this process and provided that to Internal Audit. Director, Denton Campus
determined. Additionally, Human Resources now creates a written report for each
equity adjustment request that outlines the data reviewed, the findings
and the recommendation. This is in addition to the information Human
Resources has always provided on the Equity Adjustment Request
Form. The recommendation to add the term equity adjustment to the
Salary Administration Procedures, Policy 1.6.2 will be moved forward
by Human Resources to administration.
Internal UNT System Internal |Fiscal Year 2013 11-038 UNT Finance Salary Adjustments UNT Position Reclasses — The Annual Position Classification Review Moderate that the process was Human Resources has discussed with Internal Audit the expectations of| Marci Bailey, Human Resources 3/19/2013 Closed
Audit Review Recommendation report did not consistently and clearly document followed and validates how the determination was made for the |what they consider appropriate documentation and asked for Director, Denton Campus
the analysis related to how all of the position reclasses were decision/sal; j suggestions or a recommended model and is awaiting that feedback.
determined. During the next reclassification review process, Human Resources will
tweak documentation procedures to incorporate recommendations
from this audit. Human Resources will ensure that any position that
needs addressed after the formal ‘call’ for requests, has a
Internal UNT System Internal |Fiscal Year 2013 12-001 SYS Finance UNT Stadium UNT System No Detail Review Of Invoice Support Documentation — UNT System Moderate Conduct periodic, sample based reviews of invoice support UNT System Facilities will revise and implement payment application  |Don Lynch, Director of System 12/31/2012 Closed
Audit Construction Review Facilities performs only a high-level review of the monthly invoice documentation to ensure the accuracy of the detail information |review procedures. For large projects, UNT System Facilities may utilize | Facilities Administration
(progress billing) including supporting documentation received from and calculations pertaining to the category totals including labor |an independent Construction Auditing firm to review the multiple y
the primary contractor. charges. payment applications. For smaller projects, Departmental resources
may be utilized. A project size threshold to determine large and small
projects will be established in the procedures.
Internal UNT System Internal |Fiscal Year 2013 12-001 SYS Finance UNT Stadium UNT System No Detail Review Of Invoice Support Documentation — UNT System Moderate Ensure primary contractors provide adequate labor expense UNT System Facilities will revise and implement payment application ~ [Don Lynch, Director of System 12/31/2012 Closed
Audit Construction Review Facilities performs only a high-level review of the monthly invoice support documentation for future construction projects. review procedures. For large projects, UNT System Facilities may utilize | Facilities Administration
(progress billing) including supporting documentation received from an independent Construction Auditing firm to review the multiple %
the primary contractor. payment applications. For smaller projects, Departmental resources
may be utilized. A project size threshold to determine large and small
projects will be established in the procedures.
Internal UNT System Internal |Fiscal Year 2013 12-001 SYS Finance UNT Stadium UNT System No Detail Review Of Invoice Support Documentation — UNT System Moderate Consider utilizing the services of a third party company that UNT System Facilities will revise and implement payment application  |Don Lynch, Director of System 12/31/2012 Closed
Audit Construction Review Facilities performs only a high-level review of the monthly invoice specializes in reviewing contractor construction documentation. |review procedures. For large projects, UNT System Facilities may utilize | Facilities Administration
(progress billing) including supporting documentation received from an independent Construction Auditing firm to review the multiple y
the primary contractor. payment applications. For smaller projects, Departmental resources
may be utilized. A project size threshold to determine large and small
projects will be established in the procedures.
Internal UNT System Internal |Fiscal Year 2013 12-001 SYS Finance UNT Stadium UNT System Incorrect Retainage Amount — The primary contractor did not apply Moderate Review Application and Certificate for Payment forms and UNT System Facilities agrees with the report finding. Don Lynch, Director of System 12/31/2012 Closed
Audit Construction Review the retainage percentage to contractor fees as required by the supporting documentation to verify that dollar amounts, UNT System Facilities will revise and implement payment application | Facilities Administration
contract terms including retainage, are accurate and in compliance with review procedures. For large projects, UNT System Facilities may utilize [y
contract terms. an independent Construction Auditing firm to review the multiple
payment applications. For smaller projects, Departmental resources
may be utilized. A project size threshold to determine large and small
projects will be established in the procedures.
Internal UNT System Internal |Fiscal Year 2013 12-002 SYS Finance Annual UNT System Non-Compliance with Yield Percentages of Investment Policy Moderate the yields and re- ing the yields have been and continue to be at historically low Allen Clemson, Vice Chancellor 8/1/2012 Closed
Audit Investments/Commerc investments to comply with UNT System Investment Policy levels. We do not anticipate that this condition will persist in the long  [for Administration and Chief of
ial Paper 04.100, Objective 6; and term. However, please note that UNT System policy 8.20, which was  |Staff
adopted in August 2012, supersedes 10.007 for UNTD, 4.100 for UNT
System and successfully resolves the finding noted above. As such, at
this point, we feel that no further management action is required.
Internal UNT System Internal |Fiscal Year 2013 12-002 SYS Finance Annual UNT System Non-Compliance with Yield Percentages of Investment Policy Moderate the yields and re- ing the yields have been and continue to be at historically low Carlos Hernandez, Vice 8/1/2012 Closed
Audit Investments/Commerc investments to comply with UNT Dallas Investment Policy levels. We do not anticipate that this condition will persist in the long  [President for Finance and
ial Paper 10.007, Objective 6. term. However, please note that UNT System policy 8.20, which was | Administration/CFO — UNT

Page

28 of

556



UNTS Enterprise Audit Report Inventory

Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 17 cardholders reviewed, 15 (88%) were not in full compliance High Require all personnel in the GSBS be retrained on purchasing Management agrees. The Dean’s office will ensure that all Purchasing |Aleta Wheeler, Senior Executive 11/30/2012 Closed
Audit Students Biomedical with purchasing card policies. card policies and procedures. Card holders in GSBS complete a refresher training course of the Assistant
Sciences Review Purchasing Card requirements.
Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 17 cardholders reviewed, 15 (88%) were not in full compliance High Follow procurement card program policies and procedures. GSBS Dean'’s office does not authorize P-Cards and authorization and  |Aleta Wheeler, Senior Executive 11/30/2012 Closed
Audit Students Biomedical with purchasing card policies. training is handled by BSC. Based on our correspondence with BSC, we |Assistant
Sciences Review were told that training and refresher training are required and offered
by the BSC. It should be noted that beginning in 2009, refresher
Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC ProjID charges for equipment usage by the Department of Molecular Moderate Work with the Office of Grant and Contract Management, and [ Management agrees. The Acting Chair will work with the Lab Director ~ [Johnny He, Acting Chair 12/31/2012 Closed
Audit Students Biomedical Biology & Immunology had inconsistent rates, duplicate charges and Office of Financial Planning and Budget to establish a service and Office of Grant and Contract Management, and Office of Financial
Sciences Review lacked i center Planning and Budget to establish a service center.
Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 102 travel vouchers reviewed, 53 were not in full compliance Moderate Request reimbursement of overpayments from traveler unless Agrees. qf reil of Thomas Yorio, Provost and 12/31/2012 Closed
Audit Students Biomedical with travel policy. you determine it is not cost effective to do so. overpayments from traveler on October 5, 2012. Executive Vice President For
Sciences Review Academic Affairs
Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 102 travel vouchers reviewed, 53 were not in full compliance Moderate Establish a travel monitoring process to ensure that travel is Management Agrees. All administrative staff that prepare travel Anuja Ghorpade, Chair; Steve 12/31/2012 Closed
Audit Students Biomedical with travel policy. properly approved, and that vouchers are submitted with documents should complete a refresher course (from the BSC) within [ Mifflin, Chair; Art Eisenberg,
Sciences Review supporting documentation. the next 6 months. Additionally, each department chair should discuss |Chair; Meharvan Singh, Chair;
travel policies and procedures with their faculty Johnny He, Chair; and Jamboor
Vishwanatha, Dean.
Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 102 travel vouchers reviewed, 53 were not in full compliance Moderate Provide training to faculty and staff on travel policies. Management Agrees. All administrative staff that prepare travel Anuja Ghorpade, Chair; Steve 12/31/2012 Closed
Audit Students Biomedical with travel policy. documents should complete a refresher course (from the BSC) within | Mifflin, Chair; Art Eisenberg,
Sciences Review the next 6 months. Additionally, each department chair should discuss |Chair; Meharvan Singh, Chair;
travel policies and procedures with their faculty Johnny He, Chair; and Jamboor
Vishwanatha, Dean.
Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Personal reimbursements to deptID holders did not have supervisor Low Establish a process to ensure that personal reimbursements to | Management Agrees. Each Chair and Dean’s Office will work with their [Anuja Ghorpade, Chair; Steve 12/31/2012 Closed
Audit Students Biomedical approval. the deptID/projID holders are properly approved. administrative staff to ensure that step by step procedures are Mifflin, Chair; Art Eisenberg,
Sciences Review followed. Chair; Meharvan Singh, Chair;
Johnny He, Chair; and Jamboor
Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Cash handling is not properly segregated or safeguarded in the Low Develop and implement cash handling procedures that ensure | Management agrees. The Chair will work with staff to develop and Art Eisenberg, Chair 10/1/2012 Closed
Audit Students Biomedical Department of Forensic & Investigative Genetics, and cash receipts cash is protected and deposited in a timely manner. implement cash handling procedures that ensure cash is protected and
Sciences Review are notall within one day as required by policy. in a timely manner.
Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Three projIDs were overspent and deficits were not cleared within the Low Require all Pls to submit a default deptID (i.e. the Pls F&A Management agrees. OGCM is working with management to LeAnn Forsberg, Executive 12/21/2012 Closed
Audit Students Biomedical 90 day close out period. deptID) at the time a projID is established that will be used if the |implement a process which utilizes the applicable F&A recovery deptID |Director, Office of Grant and
Sciences Review grant is overspent. as the default funding source for all projID’s. Contract Management
Internal UNT System Internal |Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC UNTHSC travel policy regarding partial day meal rates is unclear. Low Develop in coordination with the Office of Financial Planning and | Management Agrees. The Business Service Center will submit Susan Sims, BSC Director of 1/31/2013 Closed
Audit Students Biomedical Budget a clear partial day meal policy for UNTHSC. r i to the BSC O i C for standardizing |Payments
Sciences Review travel policy and procedure across the UNT System. The issue
identified above will be addressed.
Internal UNT System Internal |Fiscal Year 2013 12-008 HSC Finance Cost Transfer Process UNTHSC Cost Transfers — Of the 28 transfers reviewed, 12 transfers had no Low Develop a cost transfer form that collects all required Office of Grant and Contract Management (OGCM) agrees with the LeAnn Forsberg, Executive 5/31/2013 Closed
Audit Review explanation for why the correction was made over 90 days after the information including reason for transfers occurring 90 days suggestion to develop a cost transfer form. However, we have Director of the Office of Grant
original charges. after the original charge. reviewed federal regulations which state, “cost transfers should be And Contract Management and
within.... 90 days from discovery of the error.” Our Mazen Barakat, Manager, Grant
current policy statement of 90 days from transaction date is not in line |and Contract Accounting
with federal regulations and will be updated to reflect the language of
Internal UNT System Internal |Fiscal Year 2013 12-008 HSC Finance Cost Transfer Process UNTHSC Cost Transfers — Of the 28 transfers reviewed, 12 transfers had no Low Require all principal investigators to complete the cost transfer [We have developed a cost transfer form and will post on the OGCM LeAnn Forsberg, Executive 5/31/2013 Closed
Audit Review explanation for why the correction was made over 90 days after the form prior to making the transfer. website for use by faculty and staff. Director of the Office of Grant
original charges. And Contract Management and
Internal UNT System Internal |Fiscal Year 2013 12-008 UNT Governance and | NCAA APR Reporting UNT Based on the review, Internal Audit found the methods used by the NA None None NA NA N/A
Audit Regulatory Review Athletics Compliance Office and the NCAA Certifying Official in the
Compliance Registrar's Office to be effective.
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Internal UNT System Internal |Fiscal Year 2013 12-009 HSC Governance and | Compliance Program UNTHSC Audit work completed by the former Director for Research Moderate Retain research compliance documentation in accordance with agrees. The Office for Research Compliance will maintain |Brian Gladue, Ph.D., Executive 1/25/2013 Closed
Audit Regulatory Review Compliance was not available. the UNTHSC Records Schedule. D ion should [ Director for Research
Compliance include, but not limited to: documentation of work performed, Compliance
findings noted, and solutions implemented.
Internal UNT System Internal |Fiscal Year 2013 12-009 HSC Governance and | Compliance Program UNTHSC The Institutional Compliance Office is not made aware of all Moderate Modify the reporting structure in the Office of Research to Management agrees. Dr. Brian Gladue has joined the UNTHSC Brian Gladue, Ph.D., Executive 1/25/2013 Closed
Audit Regulatory Review compliance issues in research. ensure that all compliance issues are reported to the Compliance Council to ensure that research compliance matters and | Director for Research
Compliance Institutional Compliance Office. updates are communicated regularly to William LeMaistre and other | Compliance
of the university ¢ i team.
Internal UNT System Internal |Fiscal Year 2013 12-010 UNT Academic and Academic Programs UNT Based on results of the procedures performed, all new degree NA None NA NA NA N/A
Audit Students Review programs established during fiscal year 2011 and 2012 appeared to be
in compliance with THECB requirements and University policy.
Internal UNT System Internal |Fiscal Year 2013 12-011 HSC Finance Texas College of UNTHSC Only one indivi is ing cash toi Moderate Develop and implement procedures that ensure cash handling is | Management agrees. TCOM will add a second individual to the D. Thomas Dayberry, Associate 10/1/2012 Closed
Audit Osteopathic Medicine participating in training exercises for TCOM students. properly segregated. distribution process separating the responsibilities of verification of Dean for Academic Affairs
Dean Expenses Review eligibility from distribution
Internal UNT System Intern