September 18, 2006

Federal Trade Commission/Office of Secretary
Room 159-H (Annex C)

600 Pennsylvania Avenue N.W.

Washington, DC 20580

Subject: The Red Flag Rules, Project No. R611019
Dear Sir or Madam:

Boeing Employees’ Credit Union (BECU) appreciates the opportunity to provide comments on the proposed
Red Flag Rules stemming from the Fair and Accurate Transaction Act of 2003 (FACTA). BECU is a state-
chartered, federally insured credit union with assets of $6.6 billion and a membership base of over 455,000.

Here are our responses to your questions:

1. Red flags are generally defined as patterns, practices, or activities that indicate the possible risk of ID
theft. This would include situations in which there is a “possible” risk of ID theft, even though the existence of ID
theft is not necessarily indicated, such as the receipt of a “phishing” email or security breach. Should the
definition of “red flags™ include these possible risks of ID theft?

At our credit union, if a member contacts us that they have been “phished”, we feel the attempt has been
unsuccessful due to their acknowledgement and the steps we have to secure access to their account(s). We don’t
feel that a receipt of a “phishing” email should trigger a red flag because it would lessen the impact of red flags
for more likely instances of identity theft. Most of the population receives phishing emails; however, few are then
subject to identity theft unless of course the person falls for the scam. At which point we already have steps to
secure the members’ accounts. If there is a security breach on the part of BECU or any of our vendors, we feel the
Red Flag makes sense. We know that there is a potential exposure on a specific account(s) and follow our state
and the NCUA requirements to contact the affected members and our regulator.

2. The Program must include relevant “red flags” from: 1) Interagency Guidelines on Identity Theft
Detection, Prevention, and Mitigation that is included as Appendix A to the proposed rules; 2) any applicable
supervisory guidance, either now or in the future; 3) incidents of identity theft that financial institutions have
experienced; and 4) methods of identity theft financial institutions has identified that reflect changes in identity
theft risks. Are these appropriate sources?

Yes, we feel this is a complete list and cannot think of any others to include.

3. A financial institution using a third party’s computer-based programs to detect identity theft must
independently assess whether the programs meet the requirements of these rules and should not rely on the
representations of the third party. What impact will this have on the policies and procedures that you currently
have to detect and mitigate identity theft, including on third party computer-based products that you currently
use?

Our vendor review process will need to include a specific review of the proposed vendor’s identity theft
capabilities. The value-add of using a third party computer based program to detect identity theft is diminished



when you must independently verify the third party’s compliance with the rules. This requirement makes it harder
to comply. It adds expense to automating a process. The added expense will act as a disincentive to use computer
based programs. Rather than obtaining added security through computer based programs, some will forego the
expense and hassle associated with the “independent assessment” and continue to accept the risk without macro
analysis assessment tools.

4, In identifying the relevant “red flags” for its program, the institution must consider which of its accounts
are subject to the risk of identity theft; the methods it provides to open these accounts; the method it provides to
access the accounts; and its size, location and member base. Are these factors appropriate and should any others
be considered?

This seems to be a complete list. In our opinion, however, any account is potentially subject to identity theft. The
regulators should be clearer or more specific on what ones they feel have a bigger potential for identity theft and
ways they feel identity theft can be prevented.

5. The proposed rules include a number of actions that a financial institution may take to address the
risk of identity theft, such as monitoring an account for evidence of identity theft; contacting the consumer;
changing passwords, security codes, or other devices that permit access to an account; reopening an account
with a new account number; not opening a new account; closing an existing account, notifying law
enforcement, and possibly filing a Suspicious Activity Report; implementing any requirement for limiting
credit extensions, such as declining to issue an additional card if there is a fraud or active duty alert on the
credit report; and implementing any requirement that a furnisher of credit information to a credit bureau has
for correcting or updating inaccurate information. Should these all be included as examples and are there
any other appropriate examples?

These appear to be appropriate examples but we hope they are provided only as “suggestions” and not be
required and allow the financial institution to determine the best method of protecting consumers’
information.

6. Would it be appropriate to allow a service provider to implement a Program that may be different
from the one developed by the financial institution? Is it necessary to address service provider arrangements
in these rules or would it be self-evident that the institution would be responsible for complying with these
rules, even if they contract with a service provider to perform these activities?

We feel financial institutions have the freedom of contract and may not choose to do business with a service
provider who has a program that is not consistent with its own. We feel that service provider arrangements
do not need to be addressed in these rules as all liability rests with the financial institution.

7. Will annual reports to the board, a board committee, or senior management regarding compliance
with these rules be sufficient? Are the responsibilities allocated between the board and senior management
regarding the required oversight and reporting of the Program sufficient?

Yes, we believe that annual reports to the board regarding compliance would be sufficient.

8. Are the “red flags” listed in the proposed guidelines, which will be outlined in the appendix to these
rules, too specific or not specific enough? Should additional or different ones be included?

A couple of the red flag indicators cause us some concern: Under Address Changes, number 17 “Mail sent to
the customer is returned as undeliverable although transactions continue to be conducted in connection with



the customer’s account.” We receive a lot of mail undeliverable. For us to have to go into each of these
accounts to see if any recent activity has been done and if so, to ensure that the person performing the
activity is the actual owner of the account would be overly burdensome. Also under the Anomalous Use of
the Account, number 18 “The majority of available credit is used for cash advances or merchandise that is
easily convertible to cash (e.g., electronic equipment or jewelry)”. Again, this would also be overly
burdensome and we’re not sure our members would like us questioning them on what they are using their
credit cards on.

9. One of the “red-flags” listed is when an account is being used after being inactive for a long time.
The FACT Act indicates that the account should be inactive for two years before it should be considered a
concern. Should the rules include the two-year time period or should a time period not be listed to take into
consideration the different types and usage of various accounts?

In our opinion, financial institutions should determine time frames because different segments of customers
and account types dictate usage patterns. Additionally, Uniformed Abandoned Property Laws already handle
some of these timing issues to the extent that BECU, as a Washington State corporation escheat funds if no
activity after three years.

10. When required to determine the validity of a request for an additional or replacement credit or debit
card shortly after receiving a change of address request, the card issuer must either: 1) notify the cardholder
of the request at the cardholder’s former address and provide the cardholder with a means to promptly report
an incorrect address; 2) notify the cardholder of the address change request by another means of
communication previously agreed to by the issuer and cardholder; or 3) use other means of evaluating the
validity of the address change. Is further elaboration needed regarding these means of verifying a change of
address request?

Option 3 needs explanation. We need a better understanding of what actions are considered acceptable means
of verifying a change of address as it relates to requests for additional or replacement credit or debit cards.

1. Any written notice to consumers regarding change of address discrepancies must be clear and
conspicuous and separate from the regular correspondence to the cardholder. Should there be further
elaboration regarding these notices?

Clarification on whether electronic notices would be acceptable if the cardholder has previously contracted
for electronic communication from us.

12. The user of credit report information must use reasonable policies and procedures for verifying the
identity of the consumer for whom it has obtained a credit report whenever the user receives a notice of
address discrepancy from a credit bureau. Using the policies and procedures regarding identification and
verification that are outlined in the CIP rules will satisfy this requirement. Are these CIP procedures
sufficient?

Our Customer Identification Procedures address when an address on a credit report is different from what
was provided by the applicant, we take necessary steps to identify that person. If the credit bureau lists a
phone number to call to verify that person, that is what we do.

13. When certain conditions are satisfied, a user of credit information must use reasonable policies and
procedures for furnishing to the credit bureau, from which it received a notice of an address discrepancy, the
address for the consumer that the user has reasonably confirmed is accurate. Methods to do so include



verifying the address directly with the consumer, reviewing its own records of the address that was provided
in requesting the credit report, verifying the address through third party sources, or using other reasonable
means. Should these methods be included and are there other methods that should be included?

These methods seem sufficient.

14. For new relationships, the user of the credit information will furnish the address that it confirms as
accurate to the credit bureau for the reporting period in which it establishes the relationship with the
consumer. For other circumstances, such as when there is already an existing relationship with the consumer,
the user should furnish the information for the reporting period in which the user confirms the accuracy of

the address. Are these time periods appropriate?

They seem appropriate.

Thank you for the opportunity to respond to the proposal. We look forward to the final outcome.

Sincerely,

Gary J. Oakland
President and CEO

Joe Brancucci
Vice President of Product and Delivery Channel Management and Chief Lending Officer




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


