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1. Scope of this document
The NYS Board of Elections(SBOE) has asked NYSTEC to audit the process of acceptance testing that is being done on ballot marking devices (BMD’s) by SBOE at Building 4 in the Harriman Campus in Albany, NY. The purpose of this audit is to provide an independent evaluation of the process to determine if the written policies and procedures for acceptance testing are adequate and are being properly followed. NYSTEC was also asked to provide an opinion on wheather the testing process provides an adequate evaluation of the condition of the electronic voting systems delivered and if safeguards are in place to ensure that the systems are carefully re-packed with all necessary components for shipment to county boards of election. SBOE has received feedback from the Nassau county board of elections that voting systems are being delivered after completing acceptance testing with a large number of defects which prompted a need for an independent review of the process. 
2. Acceptance Testing Policies and procedures reviewed

For the purposes of this audit all current documents that have been created to document the BMD acceptance testing process were identified and reviewed prior to an on site visit. These documents include:

     Document file name

Document Name

    Document Content

	ATP Overview BMD v1.1.doc
	Ballot Marking Devices Acceptance Testing Overview
	Explanation of Acceptance Testing process for BMD,s and a high level overview of roles and responsibilities, how testing will be conducted and security controls that will be present. 

	Visio-Sequoia Acceptance Testing process 6.pdf
	Sequoia Acceptance Testing Flowchart
	Graphical rendition of the acceptance testing process for Sequoia BMD’s.

	Sequoia Acceptance Testing Warehouse Process 7.doc
	Sequoia Acceptance Testing Warehouse Process
	Step by step description of the testing process showing the order of processes, a description of each process, the owner and any related forms that may be useful.

	Visio-ES&S Acceptance Testing process 1.pdf
	ES&S Acceptance Testing Flowchart
	Graphical rendition of the acceptance testing process for ES&S BMD’s.

	ES&S  Acceptance Testing Warehouse Process 1.doc
	ES&S Acceptance Testing Warehouse Process
	Step by step description of the testing process showing the order of processes, a description of each process, the owner and any related forms that may be useful.

	Sequoia BMD Checklist STANDARD v2.1.doc
	Sequoia BMD Standard Acceptance Testing Checklist
	Checklist for all steps that need to be done, including:

· Voting System Vendor steps to document (inventory) the delivery and physical inspection of each device for damage and to verify that all components are present and pass diagnostics tests.
· SBOE Firmware Verification/Hash Check steps

· SBOE Functional Verification testing steps

· Documentation of any issues found by Vendor or SBOE and their resolution

· SBOE section for OGS Acceptance documentation
· Final sign off section for the voting system

	Sequoia BMD Checklist COMPREHENSIVE v2.1.doc
	Sequoia BMD Comprehensive Acceptance Testing Checklist
	The content of this checklist is the same as the standard checklist with the exception of the number of acceptance testing test decks that are used for testing. For standard testing 5 ballots are used. For comprehensive testing 40 ballots are used.

	ES&S AutoMARK BMD Checklist STANDARD v2.2.doc
	ES&S BMD Standard Acceptance Testing Checklist
	Checklist for all steps that need to be done, including:

· Voting System Vendor steps to document (inventory) the delivery and physical inspection of each device for damage and to verify that all components are present and pass diagnostics tests.

· SBOE Firmware Verification/Hash Check steps

· SBOE Functional Verification testing steps

· Documentation of any issues found by Vendor or SBOE and their resolution

· SBOE section for OGS Acceptance documentation

· Final sign off section for the voting system

	ES&S AutoMARK BMD Checklist COMPREHENSIVE v2.2.doc
	ES&S BMD Comprehensive Acceptance Testing Checklist
	The content of this checklist is the same as the standard checklist with the exception of the number of acceptance testing test decks that are used for testing. For standard testing 5 ballots are used. For comprehensive testing 40 ballots are used.

	Sequoia Hash Check Procedure v1.6.pdf
	Sequoia Ballot Marking Device Hash Check Procedure
	This document contains step by step instructions for performing a hash check on the Sequoia system, including screen shots of all necessary supplies. The documentation takes the reader step by step through everything that needs to be done with screen shots of every step of the process. 

	ES&S Hash Check Procedure v1.1.pdf
	ES&S Ballot Marking Device Hash Check Procedure
	This document contains step by step instructions for performing a hash check on the ES&S system, including screen shots of all necessary supplies. The documentation takes the reader step by step through everything that needs to be done with screen shots of every step of the process. 

	Visio-County Receipt Process 3.pdf
	Flowchart of the county receipt process
	This is a graphical flowchart of all the steps a county needs to follow to properly receive and inspect their voting systems.

	County Receipt Process 6.pdf
	County Receipt Process
	Step by step description of the county receipt process showing the order of processes, a description of each process, the owner and any related forms that may be useful. This also includes screen shots to show where security seals are located on the machines.

	CBOE Sequoia BMD Checklist 7.doc
	Sequoia BMD Receipt Checklist – County Inventory and Inspection Form
	This is a form with a checklist of the steps counties need to follow to inventory and inspect their voting systems when they are delivered after SBOE acceptance testing is completed. It also includes sections for County Functional Verification testing with a section to sign off on the results of their testing and note any issues and their resolution.

	CBOE ES&S AutoMARK BMD Checklist 8.doc
	ES&S AutoMARK BMD Receipt Checklist – County Inventory and Inspection Form
	This is a form with a checklist of the steps counties need to follow to inventory and inspect their voting systems when they are delivered after SBOE acceptance testing is completed. It also includes sections for County Functional Verification testing with a section to sign off on the results of their testing and note any issues and their resolution.

	Sequoia BMD Tips v1.0.pdf
	Sequoia Ballot Marking Device (BMD) Tips
	This document includes tips on common problems that have been experienced during acceptance testing. It provides screen shots and an explanation of a number of “lessons learned” during testing on common problems and their resolution.


3. Document Review findings

After reviewing the documents the conclusion reached was that they provide a good description of the acceptance testing process and provide a detailed plan for completing all the steps needed for BMD acceptance testing. There is a good summary overview document that explains the entire process and what various parties will be responsible for. Other documents break down components of testing through flowcharts and supporting documentation further explaining how each component of the process will work.  Complicated procedures like Hash checking are documented in detail, with screen shots showing the reader everything they are supposed to be seeing along the way, including where to look on the machines and what the software program(s) should be showing on your computer screen. Finally, individual checklists by type of voting system provide very detailed steps and provide space for required documentation of important information on the forms, including sign offs by the person doing testing and/or verifying that all required steps have been completed.

The level of detail in the written documentation and checklists, if followed, ensure that adequate acceptance testing will be consistently followed by all testers so that testing is always done the same way.  A physical audit of the process at the Central Testing Facility was conducted to verify that the people doing the testing are actually using the proper checklists and properly filling out the forms.  
4. AUDIT OF THE ACCEPTANCE TESTING PROCESS AT THE CENTRAL TESTING FACILITY
On July 8th an on-site audit was completed at the Central Testing Facility. The entire start to finish process for both Sequoia and ES&S was observed. Individual people performing various tasks were interviewed and asked to walk the reviewer through exactly what steps they follow to do their part of the process. 
The process followed is similar for both voting systems. Both Sequoia and ES&S have a team of their own employees that actually receive and provide the first check of systems that are delivered. Each voting system is given the proper checklist form which follows it from initial delivery through re-packing and shipping out to the final county board of elections. Checklist forms are identified by the serial number and county serial number of individual systems. Each voting system vendor has a team that physically unpacks each unit and verifies that all parts of the system are included and that there is no damage. The voting system vendor indicates on the form that there is no physical damage and verifies that all components are accounted for. If damage is present it is noted on the form with its resolution. In general, if a machine is defective, the vendor orders a replacement or fixes it before it is moved into testing. The vendor also runs a diagnostic test on each system to verify that it is working properly. The vendor representative signs off on steps 1 through 23 which are a checklist of inventory items to check and area’s of the physical machine to check for damage.  Both the vendor representative and SBOE signs off that the form has been filled out correctly and that the machine appears to be undamaged.
The checklist form is left on the machine and is then picked up by the next person who will add the system serial number information into the automated inventory system then pass the machine to the next tester for the hash check. The same checklist form is used and both a tester and SBOE representative sign off on its proper completion. The hash check expected values and tested values are added to the checklist form with an indication of pass or fail. At any point in the testing process, if a test is not passed the system is returned to the vendor to either fix or order a replacement system then testing begins again. Once the hash check is completed, security seals are attached to prevent tampering with the firmware and the security tag number is noted on the checklist form. Both the tester and a SBOE representative sign off that everything has been properly completed on the checklist form which includes items 24 through 29 of the checklist before moving the system to the next testing process. 
The next step is function testing which includes checklist steps 30 through 54. Each step is indicated as either passing or failing. When testing is successfully concluded security seals are added to the proper areas on the systems. The security seal numbers are noted on the checklist form. Any materials used during the testing such are test decks and printouts of diagnostic tests and voting results are included with the checklist. The tester sign’s the form and a SBOE representative verifies its proper completion and reviews the test ballots and printouts to verify that the test results were documented accurately.
At any stage in the process if there are issues and/or problems with a particular machine there is a section on the checklist form for documenting the problem and resolution. This remains with the form so that anyone working on that system knows the history of any problem. 

Another section of the checklist is the OGS Acceptance Form which is sent to OGS to authorize partial payment to the vendor. Both the tester and SBOE representative sign off that the testing was successfully passed.
Once this process is completed a copy of the checklist is filed with the particular county board of elections file. The original and all supporting documentation is securely attached to the system and is shipped with the system to the county board.

The final step is the voting system vendor’s representative re-packs the system and arranges for shipment to the county. 

After walking through this process and personally talking to a number of testers it was concluded that the process is working and the written procedures are being followed properly. Testers all use the same forms and received the same training which was based on the written documentation. Looking around the Central Testing Facility, each voting system had a checklist attached to it and it was obvious that procedures were being followed routinely. Although temporary help is being used for the majority of testing they felt that they were adequately trained and appeared confident throughout the testing that was observed. All testing is independently reviewed by a SBOE representative to make sure the tester is adequately trained, steps are being followed and the forms are being properly documented. All in all it appears to be a well run operation.
5. Comments on the Nassau county board of elections issues

In reading through the concerns voiced by Nassau in their documentation to SBOE they appear to center on three issues:

1. The acceptance testing being done was not identifying a number of problems they experienced with the machines; or

2. The transportation was damaging the machines; and
3. The SBOE is failing to communicate information on known problems and that “systematic problems” exist that have not been adequately addressed
Through a review of the policies and procedures and an audit of the Central Testing Facility operations it is our opinion that the acceptance testing process is working properly. It is unlikely that a system could go through the entire process with damage that was not observed during testing. 

The re-packing of the tested systems and transportation are completed by the voting machine vendor and is out of the control of SBOE. While auditing the Central Testing Facility the process appeared to be well organized and carefully done but it is always possible for damage to occur in transit. 
The third issue revolves around communication and training. In talking to the Sequoia representation while at the Central Testing Facility, I asked if he could verify that Vendor training had been provided to Nassau. Contractually, vendor’s are required to properly train each county board of election on the proper use of their equipment, including how to properly perform acceptance testing on delivered equipment prior to delivery of equipment. That training has not been done for Nassau and is scheduled for July 21st. It is likely that a lack of training is at least partially responsible for the number of problems reported. 

While talking to various people at the Central Testing Facility that were doing testing it was noted that they have found a number of perceived problems that they discovered were just a matter of knowing how the system is supposed to work. Over time they were able to develop a tip sheet that they use to train the testers. Many of the problems identified by Nassau were discussed with various testers at the Central Testing Facility and most seemed to be resolvable by a better understanding of how the systems worked. In particular, the printer error problem that appeared when running the diagnostic test was identified as not actually being a problem. This was the example of a “systematic problem” that was identified by Nassau County.
6. NYSTEC CONCLUSIONS AND RECOMMENDATIONS
NYSTEC concludes that the policies and procedures used for acceptance testing of the BMD’s are quite good and are being followed diligently. There are many checks and balances in place that would make it very hard for a machine to pass acceptance testing and arrive at a county with the number of issues that were noted by Nassau.  That being said, we did find a few things outside of the actual process of acceptance testing that are areas in need of improvement.

The main concern is a lack of communication and coordination with the counties by both the voting system vendors and SBOE. On the vendor side, each vendor should make sure that each county board is adequately trained on the use of their system prior to any delivery of their equipment. The training should be coordinated so it occurs just prior to the scheduled delivery of their equipment. Although this coordination is the responsibility of the voting system vendor, it is recommended that SBOE advise the counties to not accept a scheduled delivery unless training has been scheduled or try to find other methods to ensure that training is completed prior to delivery.  
SBOE also has room for improvement in communicating with the counties. One of the problems that Nassau found was a printer error that they listed 62 times. This error was a known bug (with an explanation of why the error should be ignored) that was well known by all testers. Although this and other problems were included in a written tips sheet that was shared with the testers in the Central Testing Facility it has not yet been shared with the counties 

One of the big advantages of centralized testing is that a large number of people are testing systems over time. As a result, discovery of issues and identifying resolutions occurs faster than it would if acceptance testing were being done at individual county locations.  Testers get more experienced and discover shortcuts and other information that individual counties can reap the benefit from. It is recommended that any tips discovered during acceptance testing be quickly passed on to the counties so they can take save time and effort by taking advantage of lessons learned.
On the positive side, due to the sheer number of machines being tested, people are getting experienced with problem resolution and counties now have experienced people available for getting their questions answered. While at the Central Testing Facility speaking with Bob Warren I experienced multiple times when he was interrupted to answer phone calls from counties on their machines. Their questions were routinely answered promptly and potential issues or problems were avoided.  
In conclusion, the acceptance testing process is working well and improving every day. With the court mandated time schedule everyone is working very hard to maintain quality while moving as fast as possible. Under those circumstances communications with the counties has suffered but now that the situation is identified it can be resolved. 
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