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P-ROGCGEDI-NGS
9:10 a. m

M5. PETERS: Good norning. |'m Marybeth
Peters, the Register of Copyrights. And | would
like to wel cone everyone to the first day of
hearings in Los Angles in this Section 1201 anti -
ci rcunvention rul emaki ng.

The purpose of this rul emaking
proceeding is to determ ne whether there are
particul ar classes of works as to which users are or
likely to be adversely effected in their ability to
make noni nfringing uses if they are prohibited from
ci rcunventing technol ogi cal nmeasures that control
access. That's quite a sentence.

Today we have several sessions. And the
first one will deal with filtering software. The
second wll deal wi th mal functioning, damaged and
obsol ete technol ogi cal protection neasures, as well
as research security in the public domain. And the
afternoon session will deal with copy protected CDs.

You shoul d know that comments, the reply
comments and the hearing testinmonies wll formthe
basis of evidence in this rul emaki ng which, in
consultation wth the Assistant Secretary for

Communi cations and I nformation of the Departnent of
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Commerce will result in my recommendation to the

Li brari an of Congress. The Librarian nust make a
determ nati on before October 28, 2003 on whet her or
not there will be any exenptions to the prohibition
during the next three year period.

The entire record of this, as well as
the last 1201 rul emaki ng, are on our website. W
wi Il be posting the transcripts of all hearings
approxi mately one week after each heari ng.

The transcripts as posted are
uncorrected, but each w tness does have an
opportunity to correct the transcripts.

Let me take this nonent to introduce the
rest of Copyright O fice panel. To ny inmediate
left is David Carson, who is our general counsel. To
my imediate right is Rob Kasunic, who is senior
attorney and advisor in the Ofice of the General
Counsel. To his right is Charlotte Douglass, who is
a principal legal advisor to the General Counsel.

I"mgoing to try to change this. Last
time | said to the far was Steve Tepp. That's the
far left. And he said |I've never been characterized
that way, Marybeth. So, to the left of the General
Counsel is Steve Tepp

MR TEPP: That's even worse.
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MS5. PETERS: Whatever. Policy planning
advisor in the Ofice of Policy and International
Affairs.

The format of each hearing is that each
panel has 3 parts. First, the wtnesses present
their testinony, and obviously this is your chance
to make your case and your chance to rebut his case.
Then we get to ask questions and, hopefully, they
wi |l be equally tough for each side. You should not
take any of our questioning as an indication of what
we think. This is just the exercise by which we dig
out information. Even our facial expressions should
not in anyway be taken to reflect what we think.
Because the truth is at this nonent we have made no
deci sion, and we haven't even sat down anobngst
ourselves to tal k about any particul ar exenption or
what the evidence is. So it's all totally w de
open.

If in fact this hasn't happened there's
an opportunity to the panel for each of you to
guestion happen. Mstly it's happened that during
our questioning you sort of question each other.

Qobvi ously, because we have sone tine
constraints here, we do reserve the right to ask

each person who testifies to answer any additional
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guestions. And, obviously, those questions will be
made and the answers will be nade available to
ever ybody.

| want to at this point thank David
Ni mrer of USCLA who was instrunmental in getting
these very nice facilities for us, and actually
thank UCLA for all the work in making this possible.

So without further ado, | should nention
that Jeff Joiner has joined us, and he's an attorney
with NTIA National Tel ecomunications and
I nformati on Adm nistration. So he's representing the
Assi stant Secretary that | referred to as having a
consultation involving in this process.

The first panel is dealing with
filtering software. And the wi tnesses are Janes Tyre
from Censorware Project and Steve Metalitz, who
filed on behal f of many copyright owners a very
ext ensi ve statenent.

So we start with the proponent of an
exenption and then we go to the other side. So we
will start with you, M. Tyre.

MR. CARSON: The m crophones.

MS. PETERS:. Oh, yes, the m crophones.
The m crophones are actually not to project the

sound to everybody who is here. The m crophones are

NEAL R. GROSS
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solely to assist the recorder. So, when you speak
as when we speak, you need to really speak out so
t hat everybody in the roomcan, in fact, hear you.
Ckay? Thank you.

MR. TYRE: Thank you. M nane is Janes
Tyre, as you indicated. |'mhere on behalf of the
Censorwar e Project.

|"m probably at least a little bit of a
nystery both to you on the panel and to M. Mtalitz
because, unlike the people who spoke in Washi ngton
all of whom | know fairly well and al so unlike M.
Metalitz, I was unable to submt witten comments.
So | cone here as a bit of a blank slate. And that
being the case, | want to tell you just a little bit
about nyself and what the Censorware Project is to
put the testinmony I'mgoing to give in perspective.

| ama |lawer here in the Los Angel es
area. | have been in practice since 1978. Mich of ny
practice, though not all of it, has been devoted to
First Amendnent issues. And it was the First
Amendnent aspect of Censorware that brought nme into
this particular field that got nme interested in it:
First, really as sonmething interesting just to
explore, then working really with it. Then starting

to think about the legal ramfications of it.
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The Censorware Project is a group
currently consisting of four people, nyself,

Jonat han Wal | ace, Jam e MCarthy, Bennett Haselton.
Oiginally there were two others, including Seth

Fi nkel stein fromwhom you heard a great deal when
you had a session in Washington. Seth has not been
a part of the group since about 1998/ 1999, sonewhere
in that area. But certainly he was essential when we
started the group.

What happened is that it was around 1995
when the issue of Censorware began to becone an
issue. Seth was telling you that he had been on the
I nternet since 1985. He had been seeing a | ot of
changes init. | cannot tell you that |I'mthat rmuch
of an Internet veteran. But fairly shortly after |
did get onto the Internet, | happened upon an enai
di scussion group that had to do generally with
I ssues of censorship regarding the Internet, and
specifically censorware. And | got interested in
it, not so nuch in the sense that | was immedi ately
t hi nki ng about filing a |l egal case or anything of
that sort, but I got interested in the inplications,
specifically First Amendnent inplications, at sone
poi nt ot her possible theories that m ght be

avail able for use with censorware. And, obviously

NEAL R. GROSS
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the First Amendnent inplications would apply only if
t he censorware was being used in a public
institution.

W have never taken the position, |
don't know anyone that's ever taken the position,
that if a famly chooses to use censorware in the
home or if a private corporation chooses to use it
at the workplace, that there are any First Amendnent
i ssues there. We may criticize it because we don't
I i ke censorware does, but we nmake no clains that
there's any particular legal significance to it.

In any event, it was in 1995/1996 when
this was really a hot topic, and it became quickly
apparent that there was a group of us that had a
fairly common interest. And | should al so indicate
that one of the other w tnesses fromwhom you heard
a lot in Washington, David Burt, was a part of these
di scussions. | believe | first encountered himon
the Internet in 1996 or possibly 1997.

So many of us who have been working in
this field, regardless of which side we're on, are
ol d acquai ntances. Wether we're friends or not is
a different story, but we've known each other for
quite a long tine.

But what happened was, and | know you've

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

10

heard a little bit about the Minstream Loudoun case

in Virginia. That case, actually, was essential to
how t he Censorware Project cane into being. And it's
actually a good illustration of the kind of work we
do and what the effect has.

Jonat han Wal | ace, one of the founding
menbers of the Censorware Project, like nyself, is
al so an attorney. And he had done sone witing on
his own site, "The Ethical Spectacle," spectacle.org
about what he viewed as sone of the |egal issues
i nvol ving censorware. And it was a very good essay
he wote. This would have been probably in
1996/ 1997. And it was about that tine when in
Loudoun County, Virginia the public library was
considering putting in censorware, and specifically
a particular version of X-Stop called the Fel ony
Load. And a |ot of censorware conpanies and
censorware products have changed names, so | just
i ndicate that the product that then was known by X-
Stop then was manufactured by a conpany call ed Log-
On Data Corporation. That product actually is the
product of one of the three conpanies that signed on
to David Burt's comments, that being 8e6
Technol ogies. At sone point the conpany changed its

nane. So we're tal king about a product of that

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

11
conpany.

But there was a group in Loudoun County
call ed Mainstream Loudoun. It was extrenely
concerned with the inplications of censorware being
used in their libraries. So the head of that group
sent an email to Jonathan Wallace and said we really
i ke what you've witten in your essay, but can you
hel p us? Can you give us sonething nore tangible.
And, again, this was before the Censorware Project
as a group existed. But Jonathan contacted two
people: Mself, Seth Finkelstein, said can we do
sonething to help these people. The answer was yes.

You' ve heard about sone of the
decryption work that Seth Finkelstein did. At that
time he decrypted the X-Stop blacklist. He and |
t oget her poured through that list |ooking for the
flaws in it and we fed the results fromthat, from
our work there to Jonathan Wall ace who wote a
scathing article about X-Stop

One of the interesting things was that
X-Stop was a fairly new product on the market at the
time. And it had gotten a nunmber of gl ow ng
endorsenents fromquite a nunber of people,

i ncluding specially David Burt, who at that tinme was

still a librarian not working for N2H2.
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And we put out that report. And
everybody went, in effect, "Ch, ny God." And
everybody who endorsed that product, including David
Burt, ran away fromit as fast as they coul d.
Everyone except the Loudoun County Public Library
system

So, the lawsuit was filed wwth a | awer
by the nane of Bob Corn-Revere representing the
plaintiffs, who were library patrons. Shortly
thereafter a group of website owners whose content
was being blocked in the libraries represented by
Ann Beeson of the ACLU intervened on the plaintiff's
side in that case. The lawsuit went forward.

David Burt nmakes a technically correct
statenment but very msleading statenment in his joint
chilling reply to the effect of there's nothing in
the court record to indicate that the Censorware
Project in general or Seth in particular had
anything to do with devel oping the evidence in the
case. That statenent is 100 percent correct and 100
percent m sl eadi ng. Because what happened was Seth
decrypted the |list not just once, but on nmany, nany,
many different occasions because you want to see
what happens as they find out about new bad bl ocks,

whet her they unbl ocked them what new t hey' ve added
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to the black list, things |like that. Through the
Censorware Project we were analyzing the lists, we
were going through the lists. W were feeding the
list bad bl ocks to the appropriate people invol ved
in the case.

So it may well be that the court record
says that library patron X has a declaration that
says "I found these 6 bad bl ocks using the library
termnals and, thus, using X-Stop as installed in
the libraries." Guess where he found out where to
| ook at those websites?

That was the inpetus of how the
Censorware Project was formed. The three of us
wor ki ng on that and then we added in three other
peopl e as we went on to other projects.

The first project we did as a group was
a di ssection, also based on decryption of
Cyber Patrol, which you' ve heard a good deal about,

specifically in the context of the M crosystens

lawsuit. A lot of these products, as | said, have
changed nanes over the years and CyberPatrol al ong
wi t h anot her product SurfWtch now have been nerged
into a product called SurfControl, which I'Il be
talking about a little bit today. So |I want to sort

of keep the players straight.
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It's interesting one of the things
that's said in the joint reply coment; and for this
pur pose, when |I'mtal ki ng about joint reply,
hopefully you will just assume that |'mfocusing on
the joint reply filed by M. Burt. | have no
intention of slighting or ignoring M. Metalitz'
comment, and | will address sone of the things you
have. But |'m sure he would agree that there's a
great deal nore detail, and properly so, in the
joint reply of the censorware conpanies than in that
which M. Metalitz put together.

M. Burt said, and | believe this was
actually in his testinony as opposed to in the joint
reply, he said have reports based upon decryption
ever really helped at all? And he said "No, they
don't help us at all.” And, of course, |I'm
paraphrasing. | don't have an exact quote in front
of nme. Because they just talk about a few sites here
and there. They're really not of any use to us.

Well, there's this interesting little
phenonenon because every tine we have done a report,
regardl ess of what the software it is, and we have
done maj or reports upon CyberPatrol, X-Stop,
SmartFilter, WebSense and -- |'m m ssing one.

There's one other, I'"'mtenporarily blanking on it.
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But five of them Every tinme we've done a report,
within 2 days the appropriate censorware conpany has
gone through our reports, whether they were based on
decryption or sone other techniques, and guess what?
The sites that we said were bad bl ocks suddenly are
off the list. 1It's folly to say that the censorware
conpani es do not pay attention to what we do and
that they put little credence into the reports that
are based upon decryption or other techniques.

We started the Censorware Project in
1997. We've been doing this since then. W're
strictly a volunteer group. W all have real jobs,
ot her things to do.

These ki nds of reports, frankly, are a
great deal nore difficult to do than they used to
be. | renmenber the good old says when a censorware
bl ack Iist m ght have 10,000 or 15,000 itens on it.
It was big news in the industry when the first
censorware black |ist had 100,000 itens. Now,
according to David Burt's testinony a nonth ago, and
| believe him the N2H2 bl ack list has 4 mllion
itenms on it. It's hard work to go through these
lists. So it's not as easy to do these kinds of
reports as it used to be. But, every report that we

have done based upon decryption and based upon ot her

NEAL R. GROSS
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techni ques we have used, has been taken very
seriously by the censorware conpani es and by ot her
peopl e.

My primary purpose today is to go
t hrough and counter sone of the statenments that M.
Burt made, both in his witten coments and in his
oral testinony. And really focus on one broader
| ssue.

You' ve heard testinony that, in essence,
there are three types of ways of doing this sort of
work. The first way is to start off by decrypting
t he encrypted database and having decrypted it,
anal yze it by whatever neans one does, draw ng
what ever concl usi ons and maki ng what ever report one
wants to make based upon that. That's what's at
i ssue here today.

But what's relevant to whether this
exenption shoul d be extended for another 3 years
isn"t just that question. | think one thing that's
uni que about this particular class, both as the
exenption was granted 3 years ago and if it should
be granted again for the next 3 years, is nobody
di sputes that the study of censorware is an
incredibly inportant, very legitimte course of

study. There is nothing silly about it. There is
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not hing frivol ous about it. It is socially
inmportant. It is legally inportant. No one has
ever disputed those contentions. Certainly David
Burt never has, and | don't think that M. Metalitz
will, though |I certainly do not presune to be able
to read his mnd

The only question here is whether the
I mportance of being able to continue decryption
based studi es as opposed to other techniques is
sufficient to justify the continuation of the
exenption. So when | get into nmy testinony, and |
realize you want to keep the opening statenent short
and |'ve spent a fair anount of tinme just giving you
some of ny background so I'Il hold off on this until
we get into the question period, but I do want to
spend a fair anount of tine focusing on the specific
i ssue of the benefits of doing decryption study
versus doing what is called either database querying
or sanpling versus what has been called log file
analysis. And in sone cases log file analysis
really is nothing nore than a subset of database
guerying or sanpling. 1In sone cases it's a little
bit different.

One project we as the Censorware Project

didis alittle bit different. W ve done themall,
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so l'min a position that not many are in to speak
to the benefits and detrinments of all of them And
I"d like to spend the bulk of ny tinme, hopefully
once we get into the questions, talking about the
di fferences, specifically tal king about the
weaknesses w th database querying. And as a subset
of that, very nuch tal king about the weaknesses of
the URL checkers, which you' ve heard a | ot about by
N2H2 and sone, but by no neans, all of the other
censorware conpani es offer

And with that, | suspect, I've tal ked
nore than enough for what you want to hear as an
opening statement, so | will defer to M. Metalitz
and then get to questions |ater.

MS. PETERS: Gkay. Thank you very nuch
M. Tyre.

M. Metalitz?

MR. METALI TZ: Thank you very nuch. It's
a pleasure to be back here.

I was thinking back to the last tine
that | was in this position before this panel, which
was 3 years ago in Palo Alto. And nuch has changed
since then. W live in a different world, sonme m ght
say, than we did in the sunmer of 2000.

And on a | ess consequential scal e,

NEAL R. GROSS
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t hi ngs have changed in the nature of this proceeding
as well. And if | mght, if I could just take a

m nute for sone general observations before I turn
to the subject of filtering software.

| really want to tal k about three things
that have changed that are quite relevant to this
proceeding and that | hope will be reflected in the
decision that ultimately results fromthis
pr oceedi ng.

The first change, of course, is that the
prohi bition that we're tal ki ng about 1201(a)(1) is
nowin force, and it wasn't three years ago. So,
you know, | think this proceeding can now turn to
what Congress said should be its main focus, which
is determ ning whet her a substantial adverse inpact
on the availability of works for noninfringing uses
is actually occurring rather than focusing as was
i nevitable in the 2000 proceedi ng on specul ati on or
predi cti on about what woul d occur once the
prohibition went into effect.

So | think that the burden that the
proponents of exenptions nust carry in this
proceeding, as they did in 2000, they had the burden
of persuading you to recommend to the Librarian that

an exenption be granted for a particular class of

NEAL R. GROSS
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wor ks, but they al so needed to cone forward with
concrete evidence of the substantial adverse inpact
that is actually occurring and that is caused by the
presence of 1201(a)(1).

Simlarly, if they challenge the
interpretations that you have nmade of the statute,
whet her these be procedural ground rules for the
proceedi ng or the substantive conclusions that you
reached in 2000, that is also a burden of persuasion
that they nmust undertake and they woul d need to
per suade you why you were wong in sone of the
concl usions that you reached | ast tine.

The second thing that has changed is
t hat we now have sone court decisions that have
really vindicated the interpretations that you
recomrended to the Librarian in 2000 and that he
adopted them on sone key aspects of Section 1201.

O course, there haven't been any court deci sions
directly on Section 1201(a)(1), but the decisions on
ot her aspects of the statute have clearly
established a point that is consistent with your
conclusions three years ago, and that is that fair
use, one of the noninfringing uses we're talking
about here, does not enconpass a guarantee of access

to copyrighted material by a preferred nmethod or in
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a preferred format. That's stated very clearly in
the Corley decision in the Second Circuit, echoed in
the El Comdecision in the District Court here in
California. And | think it's quite consistent with
the concl usion that you reached 3 years ago.

The third change that has occurred over
the last 3 years, and one that | will conme back to
| ater on today and tonorrow, is that there has been
a huge expansion of availability of all kinds of
works in digital formats for noninfringing uses.
Real |y we can speak of a digital cornucopia that is
now avail able to the Anerican public to a nuch
greater degree than was the case 3 years ago. And
much of this is attributable to the use of formats
and distribution nmethods that rely upon
technol ogi cal protection nmeasures, and particularly
upon access controls. And we've given sone exanpl es

I n our reply conments.

W'll talk nore about the DVD tonorrow.
We'll talk about online music distribution this
afternoon as well in the software field,

entertai nment software, business applications,
digital and online delivery of text and database.
The fact is that today neasured against 3 years ago,

we have far nore availability by far nore people to
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far nore material in digital formthan we did 3
years ago.

And the significance of this is really
twofold. One, your mission is to determ ne whet her
the availability of these materials for
noni nfringi ng uses has been substantially adversely
affected by Section 1201(a)(1). And this includes
the availability through Iicenses, through permtted
uses and other types of noninfringing use. So if
those have increased, then the availability of these
wor ks has al so i ncreased and you need to take that
I nto account.

Second, | want to enphasize that as you
recogni zed in your conclusions in 2000, you are
really perform ng here not a one sided cal cul ation,
but a net cal culation. And even in instances where
you find sone adverse inpact on the availability of
wor ks for noninfringing uses, you al so have to | ook
at the degree to which technol ogi cal protection
nmeasures have facilitated this use. It is a net
calculation, and | think Congress was correct when
it said the question here is whether on bal ance
there has been an adverse inpact on the availability
for noninfringing use that is substantial enough to

justify an exenption.
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So this is a question |I'mgoing to cone
back to, not really as a pronotion for what the 17
organi zations that | represent here have done in
terns of making material available to the public,
but sinply as a way to shed light on the bal ance
that you need to strike in the proceeding that we're
engaged i n.

Vell, let me turn now to the question of
filtering software and just briefly sunmmarize our
position on this.

First of all, the exenption that's been
proposed is verbatimthe sane or al nost the sane as
the one that is in existence now So it presents
squarely the question of how you should proceed in
j udgi ng whet her the exenption should be recognized
for an additional 3 years. And | think nothing is
clearer fromthe legislative history and also from
your prior conclusions that this is a de novo
determ nation. The burden remains on the proponents.
And the fact hat there has been an exenption in
effect for the current 3 years does not weigh in the
bal ance as to whether there should be a new
exenption recogni zed for an additional 3 years.

| think with regard to filtering

software, unlike the other exenption that we'll talk
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about later on today, | think at |east some of the
proponents of the exenption have nade an effort to
shoul der that burden and tried to present to you
with information to denonstrate how t he exenption
has operated in practice and why it is needed, why
it is still needed or why it should be renewed. |
think M. Tyre's presentation also was al ong that
line. But | did want to underscore the de novo
nature of the determ nation and the fact that the
burden remains on the proponents to bring forward,
agai n, concrete evidence about what is actually
occurring.

Now, in the 2000 rul e reconmendati ons
that was adopted by the Librarian, you essentially
had an uncontested proceeding. | think the
conclusion virtually states that, and there are
several conclusions that were drawn there. For
exanpl e, people who wanted to make fair use of the
type of comment and criticismuse that M. Tyre's
tal ked about of these |ists of websites had no
alternative but to decrypt them That there was no
other legitimate way to obtain access to this
information. And you also had no other evidence
before you at that point, according to your

concl usion, that these technol ogical protection
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neasures were at all use facilitating or that
granting an exenption for decrypting them woul d
decrease their availability in anyway.

I think all of those points are now very
hotly contested in the proceedi ng before you. You
have an extensive submi ssion fromseveral of the
conpani es, and you had testinony April 11th. And |
know M. Tyre will be rebutting sone of that
testinony as well. My point is sinply that you now
have the issue joined before you, and | think you're
in a position to determ ne whether the proponents of
the exenption can carry the day. But certainly the
record before you raises a question about whether
you can, in fact, find out w thout decryption
whet her any given site is blocked by one of these
prograns. And you al so have evidence, which |I'm sure
M. Tyre will comment on, that there has been a
great deal of research and comment and criticism
that's been undertaken of these prograns by nethods
that do not involve circunvention of technol ogical
control s.

Now, one other factor that | think is
extrenely rel evant here, which is what use has been
made of this exenption during the period since it

cane into force in Cctober of 2000 up until today, |
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think that as | east as of the beginning of this
hearing the record was quite nurky about that, as |
read the transcript of the April 11th hearing. It
wasn't clear what the witness testifying there
actual Iy had done.

Now M. Tyre's testinony that describes
alittle bit of what he did and perhaps he wll
pursue that further to find out whether those acts
of decryption took place before or after the
exenption cane into force. But as we pointed out in
our reply comments, it is relevant what use is being
made of this, how often it's being used, how many
people are using it. And | hope you can devel op the
record on that before you reach a concl usi on about
this exenption

Now, |'"m not sure that the organizations
that filed our joint reply comments really have nmuch
light to shed on how sone of these contested issues
shoul d be resolved. But | do want to just refer to
three aspects of the evidence as it stands now t hat
| think are rel evant.

First, | think you have to determ ne
whet her what the proponents are seeking is the
preferential or optinmal neans of obtaining access of

this information for their fair use purposes or by
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contrast, do they have sufficient access to it now,
is it sufficiently available for themto carry out
these types of activities w thout circunventing?
And this, of course, has to be gauged in the |ight
of the conclusion that you reached in 2000 and t hat
the courts reenforced in the ensuing two years that
fair use does not necessarily nean fair use in the
preferred or optimal format. Just noting access to
material in a preferred or optinmal fornmat.

The second issue is the scope of the
adverse inpact. |Is it de mnims or w despread?
And, again, this gets to the question of what
actually is being done under the shelter of this
exenption today.

And the third point which |I hope that
the record will be devel oped on is whatever adverse
i npact there is can be aneliorated or even
elimnated in other ways such as through private
agreenments. And | thought there were sone
tantalizing hints of this in the testinony you heard
on April 11th about the potential availability of
these lists to bona fide researchers under agreenent
wWth the proprietors, the people that conpiled them
and that have the copyright interest in them

| think it's M. Tyre's right that sone
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of these reports have been taken very seriously, and
there may be a very active interest on the part of
sonme of these conpanies in cooperating with
researchers, which m ght correspondingly reduce the
need for any exenption in this area.

Now, finally, | just want to conme to our
mai n concern about this exenption. And | hope |
don't get too deeply into the arcane and
met ophyi scal question that I'msure we will grapple
with today and tonorrow, which is what is a
particular class of works in terns of the statute. |
think this is actually a sinpler question as to
whet her this class that you recognized in 2000 is
too broad. |1'mgoing to assunme for now that the
cl ass you recogni zed fits the criteria of the
statute. In other words, it describes a particular
cl ass of works.

And | want to enphasize this point,
because we do live in a different world today than
we lived inin the year 2000. And | think our
concerns about conputer security and about
protection of the safety and security of our
conputer networks is hei ghtened today contrasted to
where we m ght have been in the year 2000.

We know that filtering software that may
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fit the description that appears in the exenption
that exists nowis one of the key tools in keeping
our network safe and secure. And many of those
filtering software packages may include lists of
websites that either are the sources of viruses or
the source of SPAM which is of course is a scourge
that we're all having to deal with increasingly now

In other words, that prograns that
really I don't think anyone in M. Tyre's would
consi der censorware may be swept wthin the anbit of
this exception with potentially very serious
consequences in terns of conprom sing the security
and safety of conputer networks.

Now, of course, there's no evidence in
this record whatsoever that there has been any
substantial adverse inpact on the availability of
copyrighted materials for noninfringing uses or that
were woul d be any of the action of circunventing
access to those types of security software |ists
were to be prohibited. So there's really no basis
for extending or maintaining such a broad definition
of this particular class of works with the breadth
that woul d i nclude those kinds of security prograns.

And | think one thing that | hope that

the panel will is, and | think M. Tyre and his
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group could probably nmake a very inportant
contribution here, is to nore narrowmy focus this
exenption if you conclude based on the testinony
that you hear and the contested issues that are
before you, that it is justified and that the
proponents have net their burden with respect to
censorware, then | think the exenption needs a
definition of censorware. The exenption needs that
in order to nore tightly focus it on the area where
the need for it has been shown.

And, again, because of the nane of this
project, I'msure M. Tire can provide you with a
proposed definition of censorware that m ght be
useful to you and that mght fit better within the
definition of a particular class of works that
Congress urged you to | ook at.

So, | will conclude there and be glad to
try to answer any questions you nmay have either
about ny general remarks or about the filtering
sof tware exenption. Thank you.

M5. PETERS: Thank you.

Let nme start the questioning, and
actually you asked the questions that | sort of had
i dentifi ed.

M. Tyre, you tal ked about the three
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ways in which people try to deal with what's in the
fire of CyberPatrol or whatever. And you nentioned
decrypting and anal yzi ng, and then reporting
dat abase inquiry log file analysis. Could you tel
us why the database inquiry and the log file
anal ysis is not sufficient and why the decryption
method is not only the preferred, but the only way
that you can do what you want if you can do that?
And comment a little bit about M. Metalitz' issue
with regard to woul dn't special agreenments work?

MR TYRE: Okay. |'d be perfectly glad
to talk about that. | think that's the nmain reason
why |'m here today, as a matter of fact. And this
actually does go both to what M. Metalitz has said
today and what he has in his joint reply, and al so
what happened in the Washi ngton testinony.

"mgoing to break it down into
segnents. And let ne refine one thing that you just
sai d.

W have never contended that the other
nmet hods based upon any techni que other than
decryption for doing this kind of work are
conpl etely inadequate. W've done studies using | og
file analysis and dat abase queryi ng oursel ves.

There's lots of things you cannot find out using
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t hose net hods. They are not nearly as good as
decryption and anal ysis based upon description. But
we are not saying, and | want the record to be clear
on this, that they are useless.

M5. PETERS: So you think they're too
[imted?

MR TYRE: Yes.

M5. PETERS: kay.

MR TYRE: Yes.

Now, | want to start off w th database
querying or sanpling, and | want to start even nore
focused on that with the specific question of so-
call ed URL checkers because M. Burt told you and he
gave screen shots in his joint reply comrents of the
URL checkers of four censorware conpanies, his own,
N2H2, WebSense, SmartFilter and SurfControl, which
is what used to be CyberPatrol have. They' re web
interfaces. You can go to them You can type in a
URL and it'll tell you it's not blocked, it's
bl ocked in this category, it's blocked in that
category. Geat. Wat's the problenf

Probl em nunber one: M. Burt used very
careful |anguage to tell you about those four and no
others. If you want to take a |l ook at nmy Exhibit 2

I n your booklets, this is just alittle survey | did
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on Monday just confirmng results | already knew.

| checked the nine nmajor censorware
copies. How many of those censorware comnpani es even
offer URL checkers? Exactly the four that M. Burt
menti oned and not one nore. Four out of nine offer
t hem

And | should note that two of the three
who signed onto M. Burt's joint reply conpanies,
8e6 Technol ogi es and BSafe Online do not offer them
So we've got nine mmjor censorware conpanies, five
don't even have them So let's conpletely throw them
out for purposes of talking about URL checkers.
That's half the industry right there.

Now, there are other players than just
t hese nine, but | choose the nine major players
because | didn't want to make this list too
extensi ve. And between these nine we have nost of
the field covered.

Then | want to talk specifically about
one particular URL checker, that being the URL
checker of WebSense. And | ask you to flip over
qui ckly to Exhibit 3. WhbSense's URL checker is
different fromthat of all the others. Because with
all the others, N2H2, SurfControl, you just go

there, you type in to your heart's content, you get
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what ever results they give you. Not WbSense.
WebSense as you can see fromthe form here they nake
you register using a real enmail address, you can't
even use a webmail address such a yahoo.com or
hotmai |l .com or sonething like that. You also can't
use an ACL.com address or an earthlink.net address,
or sonething of those sorts because they consider
those to be addresses for hone users, not for
serious business Internet uses. That's an
interesting assunption on their part, but that's the
assunption they offer. And it's spelled out right
here in this little exhibit. It's one of the reasons
why | printed it out.

So as long as you have a good enough
emai| address to satisfy their criteria, then they
will email you a password and if they enmail you the
password, then and only then can you access their
URL checker.

And if you | ook at the very bottom of
page 1 of Exhibit 3 going over to page 2, you'l
find their ternms of service. And their terns of
service say, in a nutshell, you can use this if you
are a custonmer or you're seriously considering
becom ng a custoner of WbSense.

So the mnute | clicked on that, |
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violated their agreement. They can sue ne if they
want. |I'msaying it openly. | have no intention of
ever becom ng a WebSense custoner, but that's what |
had to do to get access to their URL checker.

Then here's the real flaw in WbSense.
Let's go to Exhibit 4. It's a big exhibit, you do
not have to |l ook at all pages.

The first URL | called up on their URL
checker just because it mght amuse you was
sonet hi ng cal |l ed ww. copyri ght.gov/1201. And you'l
be happy to know that you are classified as a
governnment site in their web checker. It mght have
made for a good joke if you were classified as a
porn site, but they got this one right.

MR. CARSON. There's a lot of scurrilous
information in there.

MR TYRE: Now, if you want at your
| ei sure, you can go through the next 21 pages. |
don't really care. What | want you to do right now,
this is atest I ran going through this just
manual |y entering URLs at random For the purposes
of this test | don't care whether their
classification of any particular website was right
or wong. Wat |I do care about, and |'ve replicated

this experinent nore than several tinme; this was not
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an anomaly, is that after running 21 pages, what you
see in the first 21 pages of this exhibit. You get
to page 22, and please forgive ne if | have to
squint a lot when I'mreading things, but | don't
have a whol e | ot of eyesight.

But on page 22 WebSense site | ook up
tool. "Your organization has exceeded the nmaxi mum
nunber of | ookups for a single day. Please try again
tonorrow. WebSense has inplenented a limt to ensure
the use of the master database for WbSense
custoners and prospects only. Thank you for your
understandi ng." Twenty-one a day. That's very
hel pful. I hope the record reflects | was being
hi ghly sarcastic in saying that.

| think we can pretty well discount the
WebSense URL checker as a val uabl e research tool.

So now we're down to only three conpani es out of
ni ne that have even potentially val uable URL
checkers.

The next exhibit, Exhibit 5, all of
t hese were done from N2H2's URL checker. These were
not done to show any particular problemw th N2H2's
URL checker. It has had problens in the past. Those
probl ens apparently do not exist anynore, so |'m not

going to tal k about those problens.
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| created these exhibits to illustrate
ina fairly tangi ble fashion what sone of the
probl enms with database querying are. And for the
purposes of this, it does not matter whether in this
particul ar case | happened to be using a URL
checker, as | did for this exhibit, or whether
happened to have a running copy of N2H2 and I'm
doi ng nore extensive database querying. The probl em
IS the sane.

In the CIPA trial, ClPA being the
Children's Internet Protection Act the formal case

being Anerican Library Association v. United States

There was expert testinmony, and this necessarily was
very rough, that there are approxinmately 2 billion
webpages out there. That was a year ago. W don't
need an expert to sit here today and tell us that
sanme expert would give us a nmuch | arger nunber
today. And it wasn't actually 2 billion webpages,
it was 2 billion indexable webpages. Only those
pages that can be found and i ndexed by search
engi nes, which is a subset of the entire web.

| could explain that if you want, but I
think the figure of 2 billion by itself is big
enough to make one of ny points.

Then you have sonmething |ike N2H2, which
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has a database of 4 nmillion entries, according to
David Burt. That doesn't necessarily nmean that they
block 4 million websites. Those 4 mllion entries
could block, for all we know, 7 or 8 mllion
websites. For exanple, as all of the censorware
conpani es do, they have blocks in certain of their

bl ocki ng categories on the free web page services.
Al'l of them bl ock Geocities or what used to be
geocities. Now it's pages.yahoo.comin at |east one
of their blocking categories. That's only one entry
In their database, but that entry in their database
puts a bl ock on however many tens of thousands or
maybe even hundreds of thousands pages there are on
Ceocities, as | still prefer to call it because |I'm
just used to saying that.

You think about those nunbers, 4 mllion
entries in the database, 2 billion webpages. Not
websi tes, webpages. How is one going to devise a
statistical sanpling for a database query that it's
going to find truly meani ngful ways of discovering
what the problens in the database are?

And this next set of exhibits is
intended to illustrate for any database querying
met hod, not just for N2H2 URL checkers, that there

are problens with that which can be sol ved by
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decrypting, looking at the |ist, but that cannot be
solved effectively sinply by database querying.

Now you' Il see on the first page of
Exhibit 51 called up the site peacefire.org to see
how it was classified. And it's classified not
currently categorized in the N2H2 dat abase. Geat.
Peacefire's clean. Don't have to worry about it.
Move on to the next dommin name, right? Wong.

Turn to the next page. Go to a
subdirectory in peacefire.org, peacefire.org/bypass.
That subdirectory is blocked by N2H2 as a | oophol e
site. And | believe you heard just a little bit
about what a | oophole site is, so I'mnot going to
further burden the record with that. | just chose
t hat one because | happened to know that it was
t here, not because | want to further burden the
record tal king about what false sites is.

So, what do you do when you build a
dat abase for the purpose of doing a database
inquiry? Do you do it just with domain nanes? Do
you do with directories? Do you do it with
subdirectories? How do you build that database and
how do you even know what subdirectories that you
are to include in the database? This is a problem

Anot her exanpl e, the same problem And
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I"'mglad they're sitting behind me, because |
woul dn't want to be tal king their back. But the next
page of Exhibit 51 called up eff.org. They're
cl ean. Not categorized. Wong. Turn to the next
page, their Blue R bbon Canpai gn, which they' ve been
runni ng since perhaps 1993/1994 is in the world
according to N2H2 a drug site. And I thought it was
i mportant that you know N2H2 thinks it's a drug
site, because later today and tonorrow you're going
to be hearing a |l ot from EFF personnel, and you
real ly ought to know the quality and caliber, at
| ast according to N2H2 of who you're dealing wth.
Who in this right mnd who has ever | ooked at the
EFF Bl ue Ri bbon site could possibly think it's a
drug site? How could one inagine searching that
particul ar subdirectory, and yet there it is in the
N2H2 database, it's a drug site. So | have a bunch
of druggies sitting behind me according to N2H2.

Now, | told them!| was going to tell a
joke at their expense. | can't see behind ne to see
If they're laughing or they' re staring at ne.

Now, we turn to the next one and we get
to a very interesting exanple. The next page in the
exhibit is snark.freeserve.co.uk. UK being the

country code for the United Kingdom That's the
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basic root domain. And we see that N2H2 bl ocks in
t he ganes cat egory.
So suppose | want to find out how that

website is blocked or it's because | happen to be

t he owner of that website, which I["'mnot, | type in
the website address. | see, okay, it's ganes. |
don't care if it's blocked in ganes. | only care if

it's blocked in the categories that a public library
likely would use. So I won't do anynore searching
because |I' m not concerned with the ganes category.
Once again, please turn to the next page we start
going down to a subdirectory level. W've got
snar k. freeserve. co. uk/ -- uh-oh censorware. And
guess what. That's illegal. So dependi ng upon where
we are on that site, we have N2H2 taki ng the sane
site, categorizing it under two conpletely different
categories. If | was just setting up a random
dat abase, how would | know, particularly if | didn't
have the know edge and experience that | had, to
know t hat gosh, they may classify part of the site
one way, they may classify another part of the site
a different way?

And then | want to turn to the fina
exanple where I"'mgoing to wal k you through a series

of 4 pages to show just how far you have to dig to
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find sone of these.

This next site is danny.oz.au, AU being
the country code for Australia. The Root donain nane
free bill of health from N2H2.

Let's go down one directory to the next
page, danny.oz.au/freedom Cean bill of health.

No probl em

Let's go to the next page, down one nore
subdirectory | evel, danny.oz.au/freedonf censorware.
Wel |, that censorware site's okay. No problem

Let's go to the |ast page of the exhibit
going really deep into that site,
danny. oz. au/ freedoni censorware/ifilter.htm . Uh-oh,
we' ve got profanity there.

Now, how far have we had to dig into
that site to find sonmething N2H2 bl ocked? How could
anybody in the real world as opposed to in sone
conpletely theoretically world even think to go down
that far in the directory structure of that website
to look to see if there's a block or not. Mybe
Danny yee the owner of this site, mght think of
that. But | have no clue who el se would think of
t hat .

And if you're wondering, well, how did I

know this if nobody el se would think of that? There
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was sone di spute about whet her Seth Finkelstein had
decrypted the N2H2 black list. | asked Seth to find
me exanples to prove a point | wanted to make here
today. He did not give nme the entire decrypted bl ack
list. | do not have it. | have never asked for it.
But | specified to himwhat | wanted, find exanples.
He sent me exanpl es.

These exanples that | just gave to you
came from Seth's decrypted black Iist which M. Burt
clainms Seth never decrypted. That's how | know about
t hese exanples, and it's unlikely |I ever could have
found themw thout Seth having decrypted the black
list and given nme these exanpl es.

M5. PETERS: So you're basically saying
that decryption is the only way to have gotten this?

MR. TYRE: Sure. For this purpose, yes.

M5. PETERS: kay.

MR. TYRE: Suppose hypothetically | had
a list of every domain nane in every top | eve
directory, whether it be the big three .com .org,
.net, whether it include the sponsored TLDs, whet her
it be yours, .gov, .ml, whether we get into country
codes such as a .au or a .uk; suppose | had the I|ist
of every single one of those, could | wite a script

that woul d feed every single one of those through
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N2H2 or SurfControl or so forth? | personally
couldn't, but I know many people who coul d.

Let me very quickly say that |
personal ly do not do decryption because | do not
have the technical skills for it. It is a very, very
skilled thing to do. And | do not have those
skills, but I know a | ot about the results of it
because |I've worked with people who do it.

But let's get back to what | was saying.
| feed through every single domain nane in the world
regardl ess of what TLD is, it's going to give ne a
picture. It's not going to tell ne everything
because it's not going to tell ne whether a
particular site instead of being blocked at the
domain level is going to be blocked at a directory
| evel or a 3 level below subdirectory level. It's
not going to tell nme with that snark.freeserve. site
whether it's going to have one kind of block at the
Root or mmin | evel and another kind of block at the
| oner level. These are the reasons why dat abase
querying is not as effective as decrypting the
entire black list and going through it.

One uses tools to go through it. One
can't sinply read the black list or else one would

go crazy. And by the tine one finished reading it,
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it would be conpletely out of date in any event. But
the only way to find blocks at this | evel of
granularity is by doing decryption.

G ve you anot her exanple, this is an
exanple fromthe past but it's a good exanple of why
dat abase querying is not good.

Most of the studies we do at Censorware
Project we | ook for so-called overbl ocking or blocks
are wong or they' re bad bl ocks. Cccasionally we've
done the other side where we | ook at under bl ocki ng
where they don't block what they were supposed to
do. W did a study with N2H2 where we did both. But
that's one of the fewtines we've done both sides of
it. But there's a very fanpus exanple that we did
with CyberPatrol .

A site called mapl esoccer.org. It's a
yout h soccer | eague in Massachusetts. You all know
what youth soccer |eagues are. You can all pretty
wel | imagi ne what would be on the website of a youth
soccer |league. Here are the teans, here are the
standi ngs, here's the schedule, here's the age
groups, all that. Wwo would think to put that into
a dat abase query as part of a sanpling?

CyberPatrol blocked it. Wy did

CyberPatrol block it? Because it tal ked about teens
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age 13 to 15. Uh-oh, that could be sexual. Could
be child pornography. Could be a variety of other
things. It wasn't.

And the funny thing about that was we
exposed that block, CyberPatrol, as did all of the
ot her conpani es, went back and unbl ocked. Then they
went back and they reblocked it. W exposed the
fact that they're stupid, they reblocked this site.
They unbl ocked it. Went back and reblocked it. Not
because they're malicious, but because they do nost
of this by conputer robots, not by human review, and
the conputer robots are stupid. Conputers are not
smart for this kind of work. They never have been.
Some day they nay will be, but they surely are not
t oday.

So we did that a second tinme. They
unbl ocked it, they reblocked it. | won't tell you
exactly how many tinmes we went through this cycle,
but eventually | decided to have sonme fun with this.

| wote an open letter, you know, from
the President of CyberPatrol: Fromthe President of
Cyberpatrol to the PR Director for CyberPatrol, who
was actually on one of these discussion lists | was
telling you about, and was very active in the

di scussion. At that tinme people fromall sides
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really were tal king about this. Her name was Susan
Getgood. And the nmenp said sonething to the effect
of "Susan, they're killing me. You' ve got to find a
way that we can't keep reblocking this site. Those
Censorware Project guys are just driving us nuts.
Fi x our program Do sonething."

They kept reblocking it. They kept
unbl ocking it. Eventually they fixed the problem
And that story is not just a fun little story, but
it's an answer to a question that was raised in the
first hearing. You know that during the first
hearing Seth Finkel stein did have on one or two
occasi ons access to the N2H2 encrypted bl ack |ist.
But then N2H2 stopped |letting himhave it, not
surprisingly, but they stopped. Ws it enough for
himto have it once? To analyze it once, yes. Was
It enough for himto determ ne how many new m st akes
t hey kept making, whether the m stakes are isolated
i nstances, whether they're a problemat the system
| evel 7 The only way you can do that is if you keep
doing this over and over and over again.

In the Mai nstream Loudoun case we went

t hrough probably 8 or 9 different iterations of X-
Stop because it was inportant to see not only

whet her in the course of discovery the bad bl ocks
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that were being reveal ed were bei ng unbl ocked, which
for the nost part they were, but what new bad bl ocks
were being added. It's like the old Jay Leno
commercial for Doritos, "we make nore.” It's
guaranteed every tinme censorware conpani es add nore
to their black list, there's going to be nore
m st akes on them You have to have continuous
access to the list to find out what's onit. |It's
all fine and good to know what was bl ocked two
nmont hs ago, but that doesn't tell you what's bl ocked
today and how system c the problens are.

Now, that's why conbining those factors
t oget her, doi ng database querying al though it has
its uses, is not as effective as doing decryption
and having the ability to do the decryption as
frequently as possi bl e.

M5. PETERS:. | asked about private
agreenents, and you just basically cited and said
that M. Finkelstein basically had the [ist but no
| onger did. |Is that a coment on what agreenents
m ght be reached that nmaybe you can get an agreenent
to get it once, but having continuous access is a
pr obl enf

MR. TYRE: The practices vary sonmewhat

from conpany-to-conpany. But the normal practice is

NEAL R. GROSS
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that you fill out a form you give them your
information. Anytine |'ve ever done this, |I've used
truthful information, no fictitious identity. And I
bel i eve that the sane is true for Seth and ot her
peopl e I know who have done this. You fill out the
form they don't do any particular checking on it,
you just enter your information. As soon as it's
entered, you can downl oad the 30 day trial.

The only time |I've known of when that
was not the case was with a product called
SmartFilter when their sales person after
regi stered actually called ne. And before he called
me, he did a search on ne and he saw | was a nenber
of the Censorware Project and saw what the
Censorware Project did. And he still let me have a
sanple. It's the only tinme | know of that's ever
happened when a conpany has agreed to | et soneone
i ke the various nenbers of the Censorware Project -
- 1 think I'Il pass on defining whether we're
reputable or not. That's for others to decide. Has
actually let any of us have sonething |ike that with
know edge of who we are.

David Burt's testinony in WAashi ngton was
very specific wwth a reputable |ab, such as Consuner

Reports or sonething along those |ines, we've tal ked
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about this within N2H2, but we've not really

deci ded. Maybe if they |let us be present while they
do their testing, maybe if they sign a nondi scl osure
agreenent, then naybe we'd | et them have the
information and we'd give it to themin a decrypted
form W wouldn't even nmake them go through the
trouble of figuring out how to decrypt it. So if
that was maybe, he was in no position to say that,
yes, faced with a request |ike that, that the
conpany woul d agree to that.

And if you're tal king about fol ks Iike
us, folks who are not a reputable | ab such as
Consuner Reports, even though what we do is far nore
in depth than what Consunmer Reports does, there's
many maxi ns of jurisprudence. One of those maxins of
jurisprudence here in California, which is in our
civil code, is that the | aw does not require idle
acts. | can tell you, that if | were to go to a
censorware conpany today or if Seth were to go to a
censorware conpany today or if certain other people
were and say this is who | am this is why | want
it, it would be the ultinmate idle act. They would
never agree.

MS. PETERS:. So your answer iS no?

MR TYRE: If | renenber the question,
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yes.

MS. PETERS: Can this problem be
anel i orated through private agreenents?

MR. TYRE: In ny opinion, no. First of
all, 1 don't think the censorware conpanies ever
woul d agree. And second, if part of the agreenent
was an NDA, then what would be the point? CQur
purpose is to expose the flaws.

M5. PETERS: GCkay. One |ast question, |
don't want to hog it all. M. Mtalitz said even if
the case is proved, the class is too broad and the
focus is on censorware and can you cone up with a
definition. 1Is it possible to come up with a
definition for censorware that distinguishes it from
t he broader class of filtering software that woul d
deal with security and other things?

MR TYRE: Well, I'mgoing to turn that
around a little bit. And I'"'mdoing this not just as
a lawyer's trick, but because fromthe first nonment
| read M. Metalitz' coment, | had an idea of what
he was tal ki ng about but | wasn't sure. |'ve asked a
| ot of people, not just other censorware people, but
conputer security people who are anong ny client
list. And no one has been able to figure out exactly

what is neant by what M. Metalitz wote and exactly
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what definition, if any, would satisfy his request.

So I"'mgoing to suggest to this panel
t hat the burden should not be on nme or any other
proponent of censorware of this exenption to limt
t he proposed exenption. The burden should be on M.
Metalitz as the one who proposed this anendment or
[imtation, or whatever you want to call it, to
specify in witing that can be anal yzed as opposed
to being just a theoretical construct exactly what
it is that he does or does not want. And your
having indicated at the beginning that there will be
a chance for supplenental comments after this is
over, | think that's the appropriate forumto do
that in. | don't think it's appropriate today.

Agai n, not because |'m pl ayi ng ganes,
but seriously because no one, including conputer
security experts who are clients of mne, really
understands it. |'mvery unconfortable taking on
the burden of trying to deal with it at all before I
see sonmething nore tangible fromM. Mtalitz.

M5. PETERS: Gkay. Do you want to
comment at all?

MR, METALITZ: Yes. Sure. W have put
sonmething in witing to say we think the filtering

software that was covered by the evidence that's
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been presented here, and it's on page 13 of our
joint reply comrents. "Filtering software used to
prevent access to Internet sits containing materi al
deened obj ectionable to children or otherw se

i nappropriate for some segnment of the public or for
display in a public setting."

Now, that may not be a very good
definition, and I would think that people who have
the word "censorware" in their nane woul d have
probably a sharper definition of what kinds of
material they're tal king about. But the burden, of
course, is on the proponent throughout this
proceedi ng and this panel can't recomend an
exenption unl ess there's evidence to support it that
shows a substantial adverse inpact on the
avai lability of something, sonme copyrighted work or
noni nfringi ng purposes. So | woul d suggest that, you
know, we've taken a stab at it and |'"'msure M. Tyre
can do a lot better. But we just think that whatever
finding is made here ought to conformto the
evi dence and not extend nmuch nore broadly to get
into areas that aren't covered by the evidence.

M5. PETERS. W may do a question. The
way the supplenental come inis if we actually cone

up with questions that we believe we need further
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input from So, we'll handle it that way.

MR. TYRE: May | quickly respond to

t hat ?

MS. PETERS: Yes. Sure.

MR. TYRE: Certainly we can provide a
nore precise definition of censorware. | don't have

one in witing in front of ne, but that can be done.
That's not the problem

The problemis dealing with the other
aspects of what M. Metalitz proposes, and that
t hese things other than what would be defined as
censorware. And one of the specific reasons why
that's a problem is because there's been so nuch
consolidation in the industry, the rel evance
i ndustry segnment, that it's not a surprise that you
have conpani es such as Symantec which are offering
i ntegrated products which consist both of
traditional censorware and of firewall protection,
antivirus protection things of that nature.

And what |'masking for, | don't know
whether 1'l1 get it, but what |I'masking for is
sonething fromM. Metalitz that tells us how we
deal with sonmething |like that, how we deal with an
I ntegrated product. And further, how we deal with

what | would call a pure censorware conpany such as
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N2H2 not suddenly grasping onto this newy limted
category and by nmaking a few m nor changes into its
dat abase, suddenly turning itself into a conpany
that in addition to doing censorware has sone m nor
security functions, sone mnor virus protection.
And all of a sudden because of however this
definition may work, finds itself because of

I npreci se wording or any other reasons no | onger
subj ect to an exenption, assum ng of course that
there's going to be an exenption at all.

So I"'mreally troubled by how all of
this will play out. And that's why, though I may
not get my wish, I amw shing that you will put the
burden on M. Metalitz to give us sonething far nore
concrete to consider than what has been given.

MS. PETERS: |'ve basically hogged the
qguestions. So, David, how about you.

MR. CARSON. Let ne just suggest to you,
don't assune we're going to put a burden on you or
M. Metalitz. But it would be in your interest to
provide a nore precisely defined class and what you
would i ke to see if we were to go in that
di rection.

| assune you're not saying that there is

a reason why people should be able to have access to
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lists of what a virus swappi ng software bl ocks? |Is
that true or is that of interest to you?

MR. TYRE: Speaking for nyself and for
the Censorware Project, that is not of interest to
us. Whether it would be of interest to other
security researchers, I have no know edge or
coment .

MR. CARSON. R ght. But they haven't
come forward in any event, so that's not really
before us, | don't think.

I"mnot sure |'ve heard a preci se answer
to this question, and | think it's perhaps an
i nportant one. Can you tell us how people have
since Cctober 28, 2000 been taking advantage of the
exenpted class for conpilations of consisting of
websites bl ocks by filtering software applications?

MR. TYRE: That's an easy question to
answer and it's a difficult question to answer
because there's not really a whole ot that | can
say about that that wasn't already said in
Washi ngt on.

MR. CARSON: Well, not a whole |ot was
said, unfortunately, in WAshington

MR TYRE: I'mquite well aware of that.

| have gone through that transcript nore than once.
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M. Burt contends that M. Finkelstein
hasn't even done the work that he says he's done. |
personal ly got a rather |arge chuckle about M.
Band's comment about the Iragi Information Mnister.
| sincerely hope that this panel does believe that
M. Finkelstein has, in fact, done what he says he
has done. And I've told you straight out that sone
of what |'ve presented to you today is based upon
the work that M. Finkelstein has done, that
specifically decryption work of N2H2, not ot her work
t hat has been done.

There really isn't a great deal that |
personal |y know of that has been done in the last 3
years, but | think there are a couple of reasons for
that. And | think there's also a quick response |
want to make that's related to that to one of the
remarks that M. Metalitz nade in the beginning.
And that is that | believe he has incorrectly stated
what the appropriate considerations are for the
Copyright Ofice and for the Librarian of Congress.

There's no doubt that what has or has
not been done in the last 3 years is a rel evant
factor. You'll never hear ne say otherw se. But M.
Metalitz indicated in his opening statenent today

that that's the only relevant factor. | believe
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that's incorrect, both fromreading the statute and
fromreading your notice of inquiry, | believe that
regardl ess of whether it's an exenption that never
has existed or it's a request to in effect renew an
exenption that already has requested, such as this
one, the focus is the sane. The focus is “either/or”
it’s an either/or not an "and". Either what has
happened before or what is likely to happen in the
future

MR, CARSON. Could | stop you for a
second? Do you dispute that, M. Mtalitz?

MR METALITZ: If | understand what M.
Tyre is saying, no | would not say that what is
actually occurring nowis the only relevant factor.
But Congress said that should be the nmain focus of
t hi s proceedi ng.

MR. CARSON: So you don't dispute -- I'm
sorry. Go ahead.

MR. METALITZ: And now that the
prohibition is in effect, | think it's highly
rel evant what use is being nade of it.

MR. CARSON: But you don't dispute that
at least in theory, even if nothing were happening
now, if we could predict that it's nore |likely than

not that in the next 3 years it's going to happen,
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it's perfectly relevant for us to cone up with an
exenption if that's where it takes us?

MR, METALITZ: Yes. If it neets the
criteria that are in the statute and | egislative
history. And I think you' ve spelled themout in the
conclusion in 2000 what the burden would be in that
situation.

MR, CARSON:. Ckay.

Sorry for interrupting you. | just
wanted to clear it up. Please go ahead with your --

MR. TYRE: That's quite all right. It
was useful .

Now, let's get back to that. | cannot
cite to you any specific exanples that are not
already in the record. I'd |ove to be able to, but
I"'mnot going to nake up facts that don't exist.

What | can tell you is that there's sort of a unique
dynamc that's at play here, and this was not really
di scussed at the Washi ngton heari ng.

Thi s whol e exenpti on has many uni que
qualities about it, not the least of which it's one
of the two exenptions that you granted 2% years ago.
Most of the proposed exenptions that were requested
then were rejected. And so this is one that at | east

to sonme extent has had the opportunity to be field
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t est ed.

But you' ve heard a great deal of
testi nony al ready about how hard this work is. And
" mnot tal ki ng about what's been said about the
| egal risks involved. I'mtalking about that this is
extremely difficult work to figure out how to
decrypt these progranms in the first place. This is
not work for an amateur. This is work for trained
pr of essi onal s who focus specifically on know edge of
cryptography. There aren't a whole | ot of people
who are capable of doing this kind of work, and it's
a continuing arnms race as one version of the program
gets decrypted, then the censorware conpanies

respond as you woul d expect themto. They make

better encryption so then you need nore skill to
decrypt it. It's hard work. It's tinme consum ng
wor K.

| cannot say this of my own personal
know edge, but having gone through this with people
who have figured out how to decrypt this - Seth
bei ng one of them not the only one - | have pretty
solid know edge of how nuch is involved in doing
this.

G ven how hard the work is, there's

anot her factor that cones into play here. Sure,
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it's true that this exenption has been on the books
since Cctober of 2000. But 2 nonths later or 3
nonths | ater in Decenber 2000 CI PA was passed, the

Children's Internet Protection Act. And with, |

believe -- I"'mnot even sure if it was the day after
the legislation was signed. It may have even been
the day before it was signed. |I don't recall, |

don't care. The twin lawsuits by the Anmerican
Li brary Association and the ACLU were fil ed
chal l enging the constitutionality of ClPA.  And
those |l awsuits were on a fairly fast track. You know
they went to trial. You know they were deci ded.
Approxi mately a year ago the three judge trial court
found that Cl PA was unconstitutional as applied to
public libraries. The matter since has been argued
in the Suprenme Court. And at sone point before you
make your final rul emaking, the Suprenme Court
presumably will decide that case.

| make no prediction on what that
decision will be. But I think it plays an inportant
psychol ogi cal dynam c here because everyone has said
on both sides - M. Burt said | think, | know M.
Band said it, | know M. Finkelstein said it - that
what does or does not happen in the Cl PA case w |l

have an i npact on how this work is done in the

NEAL R. GROSS

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

62

future. And by that | nean specifically decryption
wor k where you can get into sonme of the in depth

t hi ngs such as the | oophole sites that you cannot
get into sinply by doing database querying or |og
file anal ysis.

The people who do this do this in their
spare tinme. They put in an awful lot of tine to do
it. And there has been a feeling on the part of
t hose people, nyself included, that is it really
worth investing a lot of time now when this major
court case is out there and this major court case
may have a huge inpact on what the relative val ue of
this work is in the future. That's a psychol ogi ca
issue. That may or nay not resonate with you, but
it's areal issue. That issue that Cl PA becane | aw
and was challenged in the court within a few nonths
of when this exenption cane to effect is one of the
reasons why there hasn't been a lot of this work
done in the | ast 2% years. But by the sane token,
knowi ng that the Suprene Court will be deciding the
case within the next nonth or at least in theory it
should be - I"'mcertainly not going to tell them
what to do - that there is a good |ikelihood, which
is the standard, that once the Cl PA case is decided

and we know again where the |andscape is that those
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who have been in the field, those who may be
interested in getting into the field will resune
their work.

MR. CARSON. I'mgoing to follow up on a
question that the Registrar asked you with respect
to the experience of getting access voluntarily from
the censorware suppliers to those |ists. Have there
been cases where the Censorware Project or people in
a simlar situation have tried to get access to
those lists and it's been flat out refused?

MR TYRE: I'msorry. | did not hear the
| ast part.

MR. CARSON. Have there been cases where
t he Censorware Project or people in simlar
situations have requested access to lists of bl ocked
websites and that access has been refused?

MR TYRE: Yes.

MR. CARSON: Ckay. G ve ne sone idea of
the nature and quantity of those attenpts?

MR. TYRE: Well, you already have in the
record that N2H2 flat out turned down Seth
Fi nkel stei n once.

MR. CARSON: Yes, that's once.

MR, TYRE: Once.

MR CARSON. |I'mtrying to get a sense
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of quantity of the problem the nature of the
pr obl em

MR. TYRE: There was a tinme when | tried
to get one and, honestly, |I'm blanking on which
product it was. There are so many of them they
sonmetines blend together. And they turned ne down.

A lot of tines you can get it the first
time because a lot of tines you can get it the first
time because their systemis automated. You give
themlegitimte information, 2 mnutes |ater you're
eligible to download it, you download it. It's the
second time that's the problem

You do it the first time, then we go out
and we do a report. You do it a second tinme, no.
They' Il not give it to you. Sonetines there are
ot her ways of getting a hold of it. But if you ask
for it, will they give it to you? No.

MR. CARSON: And you're telling us that
based upon a single experience of M. Finkelstein
and a single experience by you, is that correct?

MR. TYRE: Two experiences plus having
dealt with all these conpanies and know ng t hat
particularly after we've done a particularly
scathing reporting on themthat if we asked for it

again, they'd just |augh at us.
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MR. CARSON. And the two specific
experiences were both with a single conpany, N2H2,
is that correct?

MR TYRE: No.

MR, CARSON: Oh, I'msorry. M.

Fi nkel stein was with N2H2 and yours was w th?

MR. TYRE: Yes. | apol ogize for not
remenbering which mne was with. There's been a | ot
of consolidation in the industry and |I' m not
specifically renmenbering what it was. But | wll
state for a fact that it was not N2H2. | have never
made that request of N2H2.

So we have two instances, two conpani es
and 1'd be willing to make a rather substanti al
wager that that doesn't answer your question. But if
| were to go ask the other conpanies, |I'd know what
t he answer woul d be.

MR. CARSON. So you're asking us to make
judgnment s based upon your prediction, based upon
your experience?

MR TYRE: OCh, no. | know to a noral
certainty what the responses will be. [|'m not
asking you to --

MR, CARSON: You think you've shown us

two noral --
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MR. TYRE: |'mnot asking you to take
t hat as evi dence.

MR. CARSON:. Ckay. Al right. Thank
you.

M5. PETERS: How about going to Steve.

MR. TEPP: Okay. Thank you.

Just sort of follow ng on what we've
al ready been tal king about, M. Tyre, when we were
I n Washington M. Finkelstein was asked about how
many peopl e take advantage of this exenption. And
not wi t hst andi ng your comrents about the Cl PA case
and whatever chilling effect you think that has, you
made a conment about the |imted nunber of people
who have the technical skills to do this given the
| evel of detail of know edge that's required.

M. Finkelstein told us he thought about
6 people were using this exception. Do you think
that the nunber -- needless to say, that's an
extrenmely small nunber given the popul ation of the
United States. What it in your estimation is the
nunber of people who are capable and interested in
doing this so that, for exanple, if the C PA
deci sion goes the way you and your col | eagues woul d
i ke what should we expect to see in the next 3

years should this exenption be renewed?
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MR TYRE: [I'll give you sonewhat of an
anecdotal exanple to that. 1|'ve been involved in a
nunber of the DMCA | awsuits, including the 2600
cases in Am cus and the Felten case as one of the
attorneys for Ed Felten and his researchers at
Princeton and Rice. |'ve done a |ot of speaking on
DMCA. And it's reasonable to conclude that ny views
on the DMCA do not coincide with those of M.
Metalitz. But we're not here to tal k about that
t oday.

What | think is absolutely fascinating
is that | believe there's a conference called Crypto
whi ch takes place on an annual basis in Santa
Barbara. It is considered by many to be the | eading
conference of cryptographers in the world. People
cone fromall over the word to that conference. O
course, one of the reasons why is it's in late
sunmer in Santa Barbara and it's hard to find a
better place to be at that tine of year, but stil
the talent that is assenbled there is extraordinary.
That's your class of the people who could get into
this field if they wanted to get into this field.

When | was there speaking one of the
persons there, a nationally known expert on conputer

security, Matt Blaze cane up to ne afterwards and
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said to ne "Ww, Jim you're nmy hero." Not because
of anything | had done because of the DMCA, but
because of nmy Censorware Project work. | didn't have
the heart to tell himthat |I wasn't the person who
was actually doing the decryption. I do not have

t hose technical skills, as |I've said before. But he
found, and quite a nunber of people at that
conference, were nore interested in talking with ne
about censorware decryption work than they were
about talking with ne about DMCA. Because DMCA is
just lawyers and cryptographers don't want to talk
to | awers. They want to talk to people who are
doi ng work. And |'ve got these cryptographers who
are world fanous cryptographers comng up to ne and
saying tell ne about censorware. \Wat can we do?
How can we hel p? |Is this sonething that we can get
i nto?

WIl any of themactually do it if the
exenption is renewed for another 3 years? | don't
know. If it is, oh, | can put together a very |ong
list of people who I would want to talk to if |
wanted to expand the field of people who have the
appropriate skill set to learn howto do this and to
get involved in this. Because we could use nore

t han those we have.
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MR. TEPP. Ckay. Well, just to get a
sense of the value of your anecdote, how many people
conme to this conference in Santa Barbara on average?

MR. TYRE: Several hundred m ni num
maybe nore. Wien | did ny speaking gig there we
were in an auditoriumthat | would guesstimte sat
about 200. The house was packed, standing roomonly.
They hadn't conme to listen to ne tal k about
censorware. They came to listen to ne tal k about
the DMCA at this particular session. That was the
sol e purpose of that session. So there had to be at
| east 250 to 300 people in that room and they were
maybe not from every single continent on the world,
but nost of them

MR. TEPP. Ckay. Thanks.

One other thing in a simlar sort of
vein, you referred earlier to how the reports that
have been done al nost invariably result in one of
t he conpani es whose product is being anal yzed maki ng
corrections in line with the critique in the
reports. Can you give us a sense of how many reports
have been done in the last 3 years, or nore
preci sely since Cctober 29, 2000.

MR. TYRE: Ckay. Yes. Zero. If that's

preci se enough for you.
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W haven't done it, in large part, for
the reason that | nmentioned. Seth is not the only
menber of the Censorware Project and as |'ve
i ndi cated he is a fornmer nenber, he has not been a
menber since before Cctober 2000 or anytinme in 2000,
who i s capable of doing this kind of work but for
the reason that | nmentioned that there has been a
feeling that given the focus on the Cl PA case that
there is maybe not the energy level that there was
to continue doing these kinds of reports. G ven the
energy that's involved in them given the tine
consunption that's involved in themwe haven't done
any.

W1l that change once Cl PA is decided
and if the exenption is renewed? | think it wll. |
believe strongly that it will. But our last report,
whi ch happened to be on M. Burt's conpany N2H2 was
in 2000 but probably -- it was in 2000. |I'm not
certain when in 2000 it was. It nay or may not have
been after October 2000. But with that one
qual i fication we have not done any.

MR. TEPP: Ckay. Thank you.

One |l ast question, this one for M.
Metalitz. Looking at the opposite side of the

equation, the potential harmdone to right hol ders
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over the past 3 years and should the exenption be
renewed perspectively in the comng 3 years, when we
| ook at the situation that's been described you
tal ked about the burgeoni ng nunber of copyrighted
wor ks available on the Internet; M. Tyre's tal ked
to us about the explosion of the nunber of sites on
filtering lists and there appear to be several
filtering conpanies, it doesn't appear to be at
first blush to be an industry in distress. Can you
comment for us about what, if any, harmthere m ght
be should this exenption be renewed for the comng 3
years?

MR. METALITZ: In terns of the health of
the censorware industry, |I'mnot sure | can add
anything to what M. Burt has submitted in his
testimony. He's much nore know edgeabl e about that
than I am [|'mnot sure that the bal ance sheets of
the particul ar conpani es or whether they've
consolidated or not is necessarily the right test.
But | don't have any information really that would
shed nmuch light on that with regard to the
censorwar e conpani es.

MR, TEPP. O does it have any effect on
the 17 entities that you' re representing today?

MR, METALITZ: |I'mnot sure if any of
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the conpanies that are involved here are nenbers of
any the associations that | represent. To ny

know edge, they are not. So | don't know that it
has any direct inpact on them And I think |I'm not
really the person to ask about that.

MR. TEPP. Well, you're the closest
we' ve got today, so | thought 1'd give it a try.
Thank you.

M5. PETERS: Gkay. Thank you

Rob?

MR, KASUNIC. Okay. | have just a
coupl e of questions, nostly for M. Metalitz.
Mostly we haven't heard himtalk as nmuch. And in the
interest of tinme I'mgoing to sensor nysel f today.

MR TYRE: You can't do that. You have
to speak freely.

MR. KASUNNC. M. Metalitz, you had
mentioned that this is a net calculation and we do
have to | ook at the overall balance. And in |ine
with that |ast question just so we're absolutely
clear, if we do find any evidence of nore than de
mnims harmthat then we would | ooking to what the
adverse effect on the industry would be. And one
thing we do have in the record that was in N2H2's

annual report was that this exenption final rule
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will not effect the value of lists of bl ocked
websites. So that there's a statenent that this
woul d have seem ngly no adverse effect on the val ue
of these sites. There's nothing else to add in
terms of what harmthe exenption has had or is
likely to have in the next 3 years?

MR METALITZ: Well, | think you're
using harmto the industry as a shorthand for the
statutory standard, really, which has there been any
adverse inpact on the availability of this
copyrighted material for noninfringing purposes. And
| think the record shows that a ot of this materia
is avail able for the noninfringing purpose that M.
Tyre wants to pronote or at |east a close cousin of
t hat purpose. Because the record shows that a | ot
of evaluations, criticismand conment about these
products has taken pl ace.

Now, | don't say that it's possible
there could be nore of that criticism comrent of
that noninfringing use that we're tal king about if
the exenption were extended. But this really gets
into the question of to what extent has the
exenption contributed to that availability.

Qobvi ously, the health of whether the

extension of the exenption or the renewal of the
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exenption woul d have a specific inmpact on the bottom
line of a particular conpany is a sonewhat different
guestion. They obviously could be related, and I
don't really know what significance to ascribe to
the statenent that you just read that canme from one
of their securities filings. That partly would have
to do with how diversified their business is, and I
just frankly don't know the answer to that question.

MR. KASUNIC. Ckay. Well, inline wth
that then in your reply coment you state that we
shoul d be |l ooking at -- and this is a follow up on
what M. Tepp was asking - how many nenbers of the
public, how often and how frequently and how nuch
they expect to utilize this in the next 3 years.

But given the limts that nay be placed on harm and
probably the very small nunber of people who could
acconplish or nake use of any recommendati on we nake
to continue the exenption, what possibility of
adverse effect would you foresee in the next 3 years
that we haven't seen in the last 3 years?

MR. METALITZ: Well, 1 think you maybe -
- if | can suggest, you m ght be I ooking at this
through the wong end of the telescope. | think the
question is if the exenption is allowed to cone into

force -- excuse ne. |If the prohibition is allowed
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to come into force for these products, for these
wor ks, which it has never done because the Librarian
I ssued an exenption on Cctober 28, 2000; if the
exenption cones into force, will it have a
substanti al adverse inpact on the availability of
this material for noninfringing uses? | think
that's the question that's before you. And only if
you find that it will have a substantial adverse
i npact, can you justifiably extend the exenption.

Now, the nunber of people who can do it
and how often they do it, and what use they make of
the exenption is rel evant because Congress said if
you find that the adverse inpact is de mnins, then
you shoul d not reconmend an exenption. It doesn't
necessarily nmean that if only six people can do it,
is necessarily de mnims. But | think it's a
factor that you would want to take into account.

MR. KASUNIC. But isn't the question
there whether the adverse effect is causing an
adverse effect on noninfringing uses?

MR, METALI TZ:. Yes.

MR. KASUNIC. Not on whether people if
there is an exenption they will be able to
acconplish it? If this is a theoretical exenption

anyway in sone instances, if so many people will not
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be able to acconplish, take advantage of the
exenption because of the technol ogi cal savvy that
woul d be required to effect the exenption, can we
use that technol ogical hurdle as a barrier to
finding the exenption in the next 3 years?

MR METALITZ: Well, | think the problem
with that reasoning is that it seens to say that the
stronger the encryption, the Iower the bar to
recogni zi ng an exenption. If you had an encryption
that only two cryptographers in the world were
conpetent to break, does that necessarily mean that
the harm of recogni zing an exenption be de m nims?
So | don't think it really correlates necessarily
with the nunber of people who are able to do it.

| think the focus has to be on what
substantial dimnution of the public's access to or
the availability of this material for noninfringing
uses is attributable to 1201(a)(1l) as a causation
element in here as well. And if in fact it only
i npedes a very few people fromtaking an action
that, according to the testinony today, hasn't
resulted in any reports that would fall within this
category of noninfringing during the past 3 years,
then | think that's a relevant issue for you to | ook

at in deciding whether the statutory standard has
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been net.

MR KASUNIC. Well, the last thing |
just want to clarify, | raised this in Washi ngton
but since it was in your reply comment, | just

want ed sonme clarification.

What authority do you believe that we
have that -- at one point of your reply conment you
mentioned that if we do find an exenption, it should
be limted in sone way. And where do you find that
we have authority either placing conditions on an
exenption such as requesting perm ssion fromthe
conpany bef orehand, how woul d that be possible in
terms of designating a particular class of work that
we coul d fashion such conditions or such limtations
on the exenption?

MR. METALITZ: That's a big question
that 1'msure we'll be returning to during the day
and tonorrow. | think the primary way in which this
exenption if you decide to recognize it, ought to be
limted is by shaving down the category of works to
which is applies so that it only applies to
censorware, whatever the right definition of that is
and 1'msure M. Tyre can do a better job than I can
of giving you one, and that it not apply to al

these other types of security related and ot her
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lists of websites that would appear in filtering
sof t war e.

Now the reply comrent does nention this
I ssue of consent or whether there's a |ikelihood
that access to this informati on would be granted or
whet her there's in effect an exhaustion requirenent
t hat sonmeone using the exenption would have to first
ask for permssion. | think that's probably better
| ooked at in terns of trying to deci de whet her
there's a basis for an exenption at all. And the
testinony | heard, and | don't know that this is
correct, that basically it's very easy for soneone
to get at least one free bite at this database
wi t hout goi ng through decryption. It seens to
relevant to ne and it indicates that perhaps neans
ot her than an exenption would help to cure whatever
adverse inpact you find in this area. But,
obviously, that's a contested issue before you and
people's views are going to differ onit. But I
think that that's where that eval uation woul d best
fit.

M5. PETERS: GCkay. Thank you.

Charlotte, do you have a few questions.

MS. DOUGASS: | do.

M5. PETERS:. Ckay.
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M5. DOUGASS: | have one question here,
M. Tyre, and one to M. Metalitz.

We talked a little bit, a lot actually,
about whether or not it would make any sense to
request permssion fromdifferent conpani es because
you woul dn't be able to get it. It seens to ne that
when we net in April there was talk from M. Burt of
probably maybe an industry wi de agreenment or an
i ndustry wi de consensus that there mght be a
possibility that they would be in a position to give
you the lists. But you' ve read the testinony as
well. Is it your sense that an industry w de
agreenent woul d be al so as usel ess as aski ng conpany
by conpany. |If for exanple, M. Burt represents a
nunber of say the nine big -- did that nmake any
sense to you?

MR. TYRE: | do understand the question.

M5. DOUGALASS: kay. Ckay.

MR. TYRE: And with respect, | think it
slightly m sstates what he said.

M5. DOUGLASS: Okay.

MR. TYRE: And | actually can't see if
he's sitting here behind ne or not, but | al nost
hope that he is.

MS. DOUGLASS: | don't see him
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MR TYRE: But first off, he nmade it
very clear that in this context he was speaking only
about his own conmpany, N2H2. He was not speaking
about either of the two conpanies that joined himin
the joint reply, 8e6 Technol ogi es and BSafe Onli ne.
And he certainly was not speaking on behalf of any
of the various other censorware conpani es such as
WebSense, SmartFilter, SurfControl. WE ve all heard
the list beforehand.

What he said, as | understand it, is
that they've had sone internal discussions, never
resolved, within N2H2 that maybe if a reputable
research organi zati on such as Consuner Reports cane
to them and nmaybe if they agreed to an NDA, and
maybe if they agreed to certain other factors, then
they would let them have it.

M5. DOUGALASS: Okay.

MR. TYRE: There is zero chance on the
face of the work on this earth that regardl ess of
how reputable | m ght be in your eyes or in anybody
el se's eyes, that M. Burt would consider nme to be
reputable. There is zero chance that | woul d agree
to sign an NDA. Because what's the point of it if |
sign an NDA? That's a nonstarter.

M5. DOUGLASS: Gkay. Thank you for
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clarifying that.

Now, M. Metalitz, if an entire
community of users consisted of a group, say, of
about ten people all of whom sought to do what was
nore or |less clearly noninfringing work and they al
experienced the say problem would you say in your
estimation that this ten person group is an
i nsignificant nunber by definition or could this be
in light of the inportance of the indispensability
of the research that they're doing and the
entireness of the community, could be that be
consi dered?

MR. METALITZ: | don't think there's any
litmus test or any magi ¢ nunber below which it's
automatically de minims. | think you have to | ook
at the type of noninfringing use that they're
tal king about. And ny inpression, anyway, is that
they're really tal king about criticismand comrent,
the types of reports whether they're formal reports
or not or critiques of these various products. And
| think that output is probably what you should be
| ooki ng nore than the nunber of people that have
contributed to the output. But, again, this type of
fair use, and I'massumng this is fair use, like

any type of fair use for purposes of this proceedi ng
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is not necessarily the case that the goal needs to
be the preferred or optimal nmeans of access in order
to make fair use of the material. So you have to
consi der whether this is sufficiently avail able
t hrough other nmeans that don't require conduct
that's covered by 1201(a)(1) in order to justify the
exenption. | don't think there's any magi ¢ nunber
or any per se rule that would flow fromthat.

M5. DOUGLASS: Sure. | was just getting
at the sort of nunerical calcul us.

Thank you very nuch.

M5. PETERS: Ckay. Conment?

MR. CARSON: Yes. Just wanted to
clarify sonet hing.

| didn't nmean to be unfair to you, M.
Tyre. So the comment | made about how you perhaps
ought to think about and get back to us with a nore
strict definition of what censorware is or what it
is that you want us to exenpt aside fromthe current
one, which is this list of websites that are bl ocked
by filtering software. But the sanme goes for you,
M. Metalitz. You re the one who is proposing we
narrow it down. | think it would serve your
interests if you come up with the best definition

you can cone up with with what you think we ought to
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be narrowing it down w th, understanding that when

you' re doing that you' re not necessarily asking us

to exenpt anything at all, but if we're going in
that direction what is it you want. W'II| [ ook at
what you' ve both given us and we'll decide whet her

to do anything, and if so howto narrow it down, if
at all.

MR. METALITZ: We'll certainly do that.

M5. PETERS: Thank you very nuch.

The first panel is concluded. W'l
take a 10 m nute break and be back starting at
11:15. We're already significantly behind.

(Whereupon, at 11:05 a.m a recess until
11: 23 a.m)

MS. PETERS:

The second panel is looking at literary
wor ks, mal functi oni ng, damage, obsol ete
technol ogi cal protection nmeasures and issues rel ated
to research and security.

And the panel is Brewster Kahle
representing the Internet Archive, Barbara Sinons
representing the Association of Conputer Machinery,
CGeorge Zi emann representing --

MR ZIEMANN. | would this tinme say that

I"mjust representing nyself.
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M5. PETERS: GCkay. Al right. Fine.

And Steve Metalitz who was on the | ast
panel representing the Joint Reply Comenters of a
| ar ge nunber of copyright owners.

And we're going to go in that order. And
because of tinme difficulties, 1'"'mgoing to say for
t he beginning round -- try. 1'mnot saying you
must. Try to restrict your coments to 10 m nutes
in the opening round. Ckay.

Let's start with you.

MR. KAHLE: Thank you for inviting us
down. Appreciate the opportunity to be here.

My name is Brewster Kahle, I'mthe
digital librarian and Chairman of the Board of the
Internet Archive. It's a 501(c)(3) nonprofit
library located in San Francisco. W really
concentrate on digital works. So the issue is about
preserving digital works. W' re open to academ cs,
researchers, scholars and the general public. Sone
of our collections are avail able over the Wrld Wde
Wb, but at |least all of our collections are
avai | abl e for those that cone to our facilities and
our libraries to do things in-house that often
cannot be shown over the Wrld Wde Wb

All of our services are avail able for
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free. There's no fee for anybody to use this. And
we're open to the general public.

W maintain a broad collection,

i ncl udi ng websites, website novies, books and
digitized books both, nusical holdings and a grow ng
coll ection of software, which is the subject of the
conversation today.

Researchers cone fromall over the world
to |l earn about digital archiving, so we have sort of
a research focus in that way, but al so doing the
real work and people cone to use the collections in
our facilities.

W' re supported by foundations Sl oan,

Mar kel , Kal e Austin Foundation, governnent, Library
of Congress, National Science Foundation in kind
donations HP, Amazon. So in sonme of the replies and
back and forth, there's a little sort of who are
you, and so | hope that that sort of gives you an

I dea.

This is what we [ ook |ike, our building
in San Francisco, sone of the people that are
wor ki ng on preserving the materials, and this is a
fell ow doing work at one of the public access
term nal s.

The problemthat this is all about, is
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basically nmedia is degrading. Fornats becone

obsol ete and the platfornms change. It nakes our job
as librarians to record our digital cultural
heritage extrenely difficult. And we're doing our
best to adapt our profession, our field to be able
to take the materials that are not just digitized
materials that are now in our holdings, but also
things that were born digital and born to not
necessarily last the ages. They're born for a
particul ar commercial exploitation and then they go
into our hands. And that's the sorts of works that
we mainly try to deal wth.

Preserving these things are really
important. | got sonebody | ast week, the staff, so
what, who cares about this stuff? And | think it's
critically inportant. Tens of thousands of people
spend 20 years, so since the PC cane out there's
been a proliferation of commercial packaged software
in ganes, CD-ROWs that really sort of bring software
and content together and it's been a new expressive
medi a, but also really great stuff is in. So it's
not just to look at history, it's actually pretty
nifty material.

W' ve been | earning a | ot about how to

preserve these, and it's a fairly newfield the
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whol e digital preservation area. 1In fact, the
Li brary of Congress thing is really to push this
thing forward. W've found that it's critical to
both copy the materials and to gain access to the
materials to be able to do preservation. Wthout
copying and creating access, even if it's in-house
access for researchers, historians and schol ars,
we're out of luck. Many of us probably had
experiences goi ng and backi ng up software and
thinking that we're all safe. And then when you turn
back to it, it turns that it wasn't there in the
first place. So we think it's inportant.

What |'mhere to tal k about two
exenptions on the 1201(a)(1). The first is a
literary and audi ovi sual works enbodied in software
whose access control systens prohibit access to
replicas. So that was our first major one. W
think of it as a very narrow exenption, it's these
sort of software titles on a very specific project.

The ot her exenption is literary works
i ncl udi ng conput er prograns, databases protected by
access control mechanisns that fail to permt access
because of mal function, damage and obsol escence.
This is a nmuch broader exenption which is starting

to beconme useful in certain circunstances. And so
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I"d Iike to speak on both of those areas.

| thought a quick sort of overview, and
quick is the operative word here, of sone of the
titles that we have here. So this is Apple Witer
1. If you renmenber floppies that | ook like this.
When was the last tinme you tried to read a fl oppy
like this, though? They're non-trivial. This is
Apple Witer 1.1. The National Archives are starting
to get digital materials fromthe Wite House, for
instance. And if we don't go and save things |ike
Witer Apple 1.1, then we may have troubles in the
future

DCS. It's IBMoriginal DOS. These are
some of the early prograns that were done by
amateurs. This is an interesting title because it's
when the convergence of the personal conputer and
the filmindustry happened; when Epheneral Filns is
a semnal title off the Voyager CD-ROM col | ecti on.

Lotus 123 that really propelled the
whol e personal conputer

Just slipping through just some of the
materials that we have. This is when we tried to get
text on conputers. This is "Shogun" is one of the
first trying to do books and conputers together.

Ki nd of clunky, but inportant for people seeing the
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progress. |If we can't have access to the actual
software and just the packaging, that woul d be
tragic.

Early Quicken.

VisiCalc came before 123 and was the
first spreadsheet program | feel quite honored to
be able to even hold one of these packages into ny
hand. It's a seal ed package, never opened of
Vi si Cal c.

Tetris, the original Tetris. Soviet
Chal | enge, original works.

Sims Cty, when we first started to
have sinul ation in the educational environnent. Now
sirmulation is a basis of a lot of work in high
school and junior high school. But this work is
absolutely semnal in its worth.

One of the questions is, is do we do in
ternms of being able to support these and be able to
use them

Robocop 3 is interesting because its
content is a 3D imrersive, but it's also got that
fanous dongle problem This is, | guess, the access
control that was really tal ked about a |lot 3 years
ago of making it so that we have bypass those access

controls to be able to nmake these avail abl e.
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And this is sort of a chart of just 16
of these titles. And what it is we're advised by our
| awers we're not going to be able to save. W can
save one of these 16, all the rest of them have
access control that make it so that as we understand
it we would be violating the lawif we were to
circunvent the access controls to be able to
preserve these titles by maki ng copies, which is
relatively easy, and to be able to access them and
play them make sure that we have themin accurate
form

So, | find this tragic. These materials
are entrusted to us. These aren't easy to cone by.
And they're rotting in our hands.

I"d like to hit a couple of comments
that were done by an esteened col | eague Steve and
sonme of the other coments and sort of try to answer
a few of these.

First, preservation requires both
copyi ng and access. If we do just one -- it's not
i ke books. You know, it used to be that you kind of
put a book in a basenent and go back in 50 years and
you' d still have a book in the basenent and you'd be
able to read it. That's not the case with these

things. | nean, trying to get technology to work in
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the current day is hard enough. Trying to get
technol ogy that worked in the past is extrenely
difficult.

The reply seen no evidence of damage.
They spoke in hypothetical issues that maybe if
original access controls could be circunvented that
there m ght be problens. | think we've got concrete
areas where danage i s happening and I think we could
nove forward fromthat.

The uses that were tal ked about in sone
of the briefs actually were done before 1201, so
they were doing just fine before 1201 so why do we
think that things are happeni ng worse or better
since 12017

The use is still protected under the
Copyright law. W' re regulated just |ike everybody
else within the sort of 108 work. We are a library.
So the use is protected. Wile we have done sone
copying of these materials, it's been with signed,
witten perm ssion fromthe copyright owners. And
those are a couple of the offerings that we had on
our website. Al the rest we have not touched. And,
actually, I'"mKkind of scared of touching these.
don't know if we're ever going to be able to read

t hem
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The last point is what we're trying to
do is difficult. We're trying to go and resurrect
these old platforns based on enul ati on and ot her
mechani snms. It's non-trivial, so it's not for the
light of heart. If this exenption were out there,
don't think that we're going to have a flood of
hundreds of thousands of people going and doi ng
this. But by having these organizations, these
libraries and archives do this, it can effect
hundreds of thousands in the educational and
research domain that are trying to learn from our
past w thout danagi ng the market for those.

So we need both of these exenptions to
further our chance of preserving these, the narrower
class, which is the software enbedded type materials
and circunmventing that we think of as critical for
t hese sorts of materials.

There were argunents about actual |y what
we need these are copy controls as opposed to access
controls. Well, there m ght be copy controls, but
there seemto al ways be access controls. And as |
understand the law, it's very straightforward. |If
we circunvent the access controls, we lose. It's
not that it's a fair use, there's not Section 108.

We just lose. And that neans that we cannot
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preserve these materials, and we're about to | ose PC
sof tware and ganes.

This makes no sense. Tinme is not on our
side. These things are rotting. Stanford, the
Internet Archive; a lot of these materials cane from
Stanford, the Charles Babidge Institute, the
Computer History Museum we all have collections
that are rotting in our hands.

W bel i eve we know technol ogically how
to performour job function. Wat it is is we need
to be allowed to do our job function and preserve
these materials before it's too late for future
generati ons.

Thank you.

MS5. PETERS: Ckay. Thank you

Ms. Sinons?

DR. SIMONS: | think that | was seated
with Brewster so that | would be made to feel at
home. This is what ny desk usually | ooks |ike.

Good norning, M. Peters and
di stingui shed representatives of the Copyright
Ofice. Thank you for the opportunity to testify at
this inportant hearing as part of the Copyright
O fice' s anticircunvention rul emaki ng proceedi ngs.

|''m Barbara Sinpns. | co-chair USACM
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the U.S. Public Policy Cormittee of the Association
for Conputing Machi nery.

ACMis the |eading nonprofit educati onal
and scientific conputing society of nearly 75,000
comput er scientists, educators and other information
technol ogy professionals commtted to the open
i nt erchange of information concerning conputing and
rel ated di sciplines.

And | should also add, ACMis also a
publ i sher. We have a large digital library which is
onl i ne.

USACM which | founded in 1993, serves
t he ACM nenbership and community by providi ng
pol i cymakers, courts and the public with a deeper
under st andi ng of conputer and Internet issues and
their convergence with | egislative and regul atory
initiatives. I1'ma fellow of ACM and of the
Aneri can Associ ation for the Advancenent of Science,
and fornerly served as President of ACM and
Secretary of the Council of Scientific Society
Presidents. | earned ny Ph.D in conputer science
froma school up the road there, UC Berkel ey.

Wrked at |1 BM Research for many years. And have
aut hored nunerous technical papers. | have been a

consulting professor at the University of California
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Santa Cruz and Stanford University.

My statenment today represents the views
of the USACM to underscore the inportance of this
rul emaki ng proceeding to the conputing comunity.

My statenment has al so been endorsed by the Conputing
Research Associ ation, an association of nore than
180 North Anerican academ c departnents of conputer
sci ence and conputer engineering, industrial
academ c | aboratories and affiliated professiona
soci eti es.

USACM has found Section 1201 of the DMCA
to have substantial negative inpacts on the conduct
of basic research in the U S., particularly in
crypt ography and ot her conputer security areas. The
section interferes with many | egal, noninfringing
uses of digital conputing and prevent scientists and
technol ogi sts from circunmventi ng access technol ogi es
in order to recognize shortconmngs in security
systens, to defend patents and copyrights, to
di scover and fix dangerous bugs in codes and to
conduct forns of desired educational activities.

The follow ng are just a few
illustrations of legitimate activities currently
prohi bited by Section 1201.

A financial institution receives a
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di gital object protected by code obfuscation using
means ot her than encryption. Enployees of the firm
suspect it contains a highly destructive conputer
virus or worm The only way to find out if these
suspicions are valid is to circunvent the
obfuscation techniques to see what the code actually
does. Because the code including the possible virus
qualifies as an original wrk of authorship, the act
of circunmvention is prohibited.

A contractor enploys software technol ogy
froma third party in a systemw dely used by | aw
enforcenment. In the course of use the serious flaw
or bug is discovered that makes the system fai
unexpectedly. The third party could be unresponsive
or, worse yet, suspected of being a front for a
crinme organi zation not trusted to fix the software.
What ever the case, because the software is protected
as an original work of authorship, no reverse
engi neering or circunvention is allowed to fix the
flaw in a trusted manner.

Afirmwants to test a conmputer system
before purchasing it to ensure that it is
trustworthy and secure or to check for patent and
license violations in the code itself.

Circunventing a technical neasure w thout the
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product's producer's perm ssion is prohibited.

Scientists and educators are prohibited
fromteaching many of the standard security
techniques to investigate security risks because
t hese sane techni ques can be enpl oyed to circunvent
copyright protection nechani sns.

A copyright owner m ght suspect that a
user is infringing his code. The only way to test
his assunption is to bypass the encryption schene of
a suspected work to access the material. Bypassing
the encryption schene is prohibited.

ACM subm tted a declaration in the
Felton case, and I'd like to quote from part of that
decl aration because those concerns remain all too
relevant. This was witten in 2001, so sone of it
refers to an event which has already occurred but
hadn't occurred them

"Research and analysis, i.e. the
eval uation of the strengths and weaknesses of
comput er systens, is essential to the devel opnent of
effective security both for works protected by
Copyright law and for information in general. Such
research can progress only through the open
publ i cati on and exchange of conplete scientific

results. ACMis concerned that Sections 1201
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t hrough 1204 of the DMCA will have a chilling effect
on anal ysis, research and publication as the results
of litigation itself or of the threat or concern
about potential litigation.

ACM is al so concerned that application
of the DMCA to the presentation of publication of
scientific papers could result in the departure from
the U S. of the information security comunity for
conferences and publications. |If conference
organi zers cannot afford to take the risk of
publ i shi ng papers, such as the papers ACM expects to
be submtted for it's Novenber 5, 2001 workshop as
descri bed bel ow, those conferences nmay be held in
ot her countries where the risk of liability is
| onered. Such a result would have a negative i npact
on this country's | eadership in research in that
ar ea.

ACM s particularly concerned about the
potential inplications of the DMCA for its then
upcom ng Novenber 5, 2001 workshop on security and
privacy and digital rights managenent, the DRM
wor kshop. Part of the description of that workshop
states: "This workshop will consider technical
probl ens facing by rights hol ders who seek to

protect their intellectual property rights and
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consuners who seek to protect their privacy and to
preserve access they now enjoy in traditional nedia
under existing Copyright |aw"

Li ke many ot her ACM wor kshops, ACM pl ans
to publish the papers accepted for the DOM Wr kshop
as proceedings. ACMis concerned that the
publication and presentation of technical papers on
many of these topics, especially papers on
wat er mar ks, encryption, authentication, access
control systens and threat and vulnerability
assessnent coul d rai se problens under the DMCA. W
are concerned that ACM along with its conference
wor kshop organi zers and nenber authors will be open
to the sane threats and run the sanme risks of |ega
liability as will Professor Felton, his coauthors
and organi zers of the Information Hi di ng Wrkshop.

ACMis also likely to sponsor other
conferences that may be effected by the DMCA
Virtually all conferences that discuss the security
of digital information may be subject to threats
under the DMCA because such conferences consider the
strength and weaknesses of various technol ogica
protection neasures that could be applied or are
actually being applied to protect copyrighted works.

ACM has earned the reputation of
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choosi ng strong scientific papers through a peer
revi ew process without regard to political or
commercial pressure. It's reputation as a |eading
scientific and technical organization could be
substantially damaged within the scientific and
technical comunity if it failed to publish a
properly submtted and peer revi ewed paper because
of commercial pressure or the fear of litigation.
Any restriction that the DMCA may inpose upon the
publication of the scientific research wll keep
foreign researchers from attendi ng our conferences
in the United States with a potential |oss of ACM
nmenbers and of revenue for nenbership, conference
partici pation and publication.

We are concerned that sone of our
menbers, intentionally or not, may censor their
subm ssions to avoid potential DMCA problens. |If
that were to happen, the quality of the ACM papers
and presentations would be hurt and the scientific
community as a whole could suffer substanti al
damage.

Beyond the possibility of DMCA probl ens
at the Novenber DRM wor kshop, ACM nay continue to
face potential problenms in the future. ACM has | ong

publ i shed papers in fields addressing the
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ci rcunvention of security and technical protection
nmeasures. Unbi ased, objective research in the
fields of conputer and data security has al ways
i ncluded research into the weaknesses, as well as
strengths of security nmeasures. ACM could adopt a
policy of steering clear of papers that could
subject it to liability under the DMCA, but that
could only be done at the risk of sacrificing its
m ssion and damaging its reputation as a scientific
or gani zati on.

In sum as long as Sections 1201 to 1204
of the DMCA could be interpreted to reach scientific
and technical publications, ACMand its nenbers are
concerned they will face a continued risk of
litigation and liability."

That's the end of the quote fromthe
decl arati on.

Unfortunately, the concerns ACM
expressed in the Felton declaration are no | onger
hypot hetical. A few days ago in preparation for this
testinmony | posted a note to USACM requesting
per sonal experiences from peopl e who have had
problenms with the anticircunvention provisions of
the DMCA. | received 3 responses, all of which are

qguot ed bel ow wi th perm ssi on.
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One of the people with whom |
communi cated is Dutch conmputer scientist N els
Ferguson. Ferguson wthdrew a paper detailing
weaknesses in the HDCP content protection system
fromthe very ACM DRM wor kshop referred to in the
decl aration, and instead wote a paper entitled
"Censorship in Action, Wiy | Don't Publish My HDCP
Results Wiich I's Included In Your Packet."

He al so nmade the followi ng coment to ne
in email. "Since ny experiences with nmy HDCP paper,
| have stopped doing research on the security of
crypt ographi c systens that protect copyrights. There
is no point in doing research if I cannot publish ny
results. |'ve spoken to several other experienced
crypt ographers and many have cone to a simlar
conclusion. O course, this lack of research al nost
guarantees that the copyright protection techniques
will be easy to break and that works will be pirated
for years to cone. W know from experience that
systens designed w thout public review are al nost
al ways week. Wthout public review there is no
security and wi thout security the pirates wll
thrive."

A second communi cation was from

Prof essor Dr. Andreas Pfitzmann of -- | can't
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pronounce this -- Techni sche Universitat in Dresden.
Prof essor Pfitzmann was on the programcommittee of
the Informati on H di ng Wrkshop at which Professor
Pfitzmann was supposed to have presented his paper
initially. |1 now quote, and the English is because
| think he's a German speaker, so it's alittle bit
not quite correct.

"I do not know how nuch i nside know edge
you have about the Felton which started the
| nformati on H di ng Wor kshop whi ch accept ed t hat
paper for a presentation where not only Felton and
his coworkers, but also programcomrittee chair Ira
Moskowi t z and general chair John McHugh has been
threatened personally. 1In a later case, the
enpl oyer was willing to take the |egal risk.
Finally it was nostly the European nenbers of the
program comm ttee who voted to not exercise any
i nfluence whether to present or not to present that
accepted paper, but to | eave that decision
conpletely to the authors. And it was the decision
to let no American share the schedul ed section for
the Felton paper, but a European citizen, ne.

For the workshop it worked out very well
in the end by a lot of publicity and probably this

paper got even during the workshop so nany readers
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as no ot her paper. But when accepting to chair that
session, which | did not know whet her the paper
woul d be presented or not, it was quite clear to ne
that this could nmean staying in the U S. for quite a
while. Since |l amworking as an advisor for the
German governnment concerning privacy and security, |
was quite optimstic that it would work out well in
any case for me personally, since | expected so much
hel p by Germany in the EUS coul d be, but it sonehow
| ooked strange that mainly the Europeans were in
charge of helping to maintain basic liberties, e.g.,
to speak about the freedomto discuss research in
the U. S

After experiencing the threat to the
| nformati on H di ng Wor kshop nenti oned above, | woul d
argue to exenpt the organizers, programconmmttees
and session chairs as well as publishers assigned to
t he conferences and workshops. As long as this is
not done, we decided to avoid the U S. for
I nformati on Hi ding Workshop, and | personally
successfully argued to hold the successor of PET
2003 not in the U S., but in Canada.

In addition, it caused ne to argue to
stay with Springer Valic, a German publisher as the

publisher and not to switch to ACMwith regard to
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PET 2004 as we wanted to stay as far away from U. S.
jurisdiction as possible.”

The third communi cati on was from
Pr of essor David Wagner who was in the conputer
sci ence departnment at UC Ber kel ey.

"W | ooked at the HDCP, a copy
protection system designed for us in, | amtold,
high definition TV sets. W very quickly found it
had serious security flaws. W wote a paper and
submtted it to a scientific workshop. Then we
realized that we were running right down the sane
path the Felton group did and, hey, we'd better be
car ef ul

| then spent the next 2 nonths on
conferring with our university | awers checki ng out
whether it would be safe to publish our paper. As it
happened, we got lucky this tine on 2 counts. First,
the university agreed to indemify those of us at
Ber kel ey against any civil liability if we were
sued. Kudos for the admnistration. | can't say
enough good things about themfor their support of
us.

O course, the DMCA al so conmes with
felony prohibitions on certain violations, and we

were on our own in that respect. The university
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can't help with this crimnal liability. But civil
l[iability was probably the nore likely risk.

Second, we talked with the engineers at
Intel who designed the HDCP and they turned out to
have very enlightened attitude about the whole ness.
They thanked us for our work and told us they would
not sue us. Had this in any other conpany, though,
things m ght have turned out differently.

Based on these two positive signs, we
felt confortable enough to publish and our paper
appeared in the very sane ACM Wrkshop on Security
and Privacy and Digital R ghts Managenent 2001. W
were very fortunate. Nevertheless, it was not a good
experience. | spent nore tine talking to | awers
than | did doing the actual research. W changed the
way we w ote our paper. W changed the way we
interacted with our researchers before our paper was
published. And we wasted a lot of tinme on the | ega
aspects.

The DMCA is troubling. After spending
many hours with | awyers exam ning the inplications
of the DMCA, | personally have stopped doi ng work on
copyright protected systens due to the | ega
over head and uncertainties. For instance, the

encryption research exenption doesn't cover 1201(b)
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activities along with all sorts of other oddities,
with which I"msure you're very famliar. | cannot
in good faith ask students | advise to take on
uncertain risks at this tinme. | consider this a
per haps caution, but not irrational response to the
DMCA.

Yes, you may nention my nane and all the
situations at the hearing. This is public
information. In fact, it was featured as a cover
story in the SIAM News."

The fundanental ly flawed approach of
Section 1201 crimnalizes nmultiuse technol ogies
rat her than penalizing infringing behavior. During
the current rul emaki ng proceeding we urge that a
di stinction be made between circunvention for the
pur pose of obtaining infringing access to a work and
circunventing for the purpose of devel opi ng new
techni ques to protect conputer systens and networks
agai nst attacks, negligence, nalfeasance and
vandal i smor to advance the continued innovation of
software and digital conputing.

USACM recommends that the Library of
Congress provide an exenption to Section 1201 that
permts access to and di ssem nation of information

about conputer prograns and dat abases that are
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protected by CTP access control mechanisns in order
to recogni ze shortcomngs in security systens, to
defend patents and copyrights, to discover and fix
dangerous bugs in code and to conduct forns of
desired educational activities.

| would Iike to request perm ssion to
submt additional material to nmy testinony |ater

And | thank you for the opportunity of
appearing before you today.

M5. PETERS: Thank you.

M. Zi emann?

MR. ZI EMANN. Okay. First of all, |
would like to read -- if | send an email to the
Copyright O fice, what | get back on the screen says
"The m ssion of the Copyright Ofice is to pronote
creativity by adm nistering and sustaining an
effective national copyright system" And yet today
we are here to tal k about how closely we are going
to define the scenario at the begi nning of
"Fahrenheit 451." W already have the nusic police.
W m ght just give firenmen the flame throwers,
because that's what is happening.

As a copyright owner | want himto have
my copyrighted material. | don't understand why

anyone would not. Then if so, why did they create
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it in the first place.

| would also bring up just the issue of
what an oxynoron the phrase "intellectual property
owner"” is. No one owns intellectual property. They
may the right to coomercially sell it. But once an
idea is a book, that intellectual property bel ongs
to the world. E-MZ may have been Einstein's
theory, but we all own it now John Lennon's "Day
Tri pper"” song, he wote it, sonmebody owns the
copyright. But if the public didn't accept it as
sonet hing that they wanted, it would be worthl ess.
[t wouldn't matter

And taking even just that exanple, a
coupl e of years ago | went to the Rock and Rock Hal
of Fane and saw the original lyrics to "Day
Tripper."” That is the copyrighted work, | believe.
That and the original sound master recording. Not
ny copy of it, which | have one, is worth naybe $5.
It worthless. But that piece of paper that it was
originally witten on, even if it's in public domain
now, is valuable. It's worth nore than any of the
copi es. Ckay.

M. Metalitz is here to represent the
intellectual property owners. | would question: (a)

how t hey canme into possession of so nuch
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intellectual property. They certainly didn't create
it all. They contractually took possession of it.
In the nusic business al one you cannot get a
recording contract w thout relinquishing copyrights.
You may be able to if you' re powerful and have sone
i nfluence and can get a special contract, but talk
to any of the big people. They don't own their mnusic
anynore. This does nothing for the creators. It
does nothing to pronote creativity.

And then the next point | would like to
make is that the Copyright Ofice is on the verge of
becom ng as irrelevant as the record industry. Ckay.
I can nake ny own CDs now and sell them |[|'ve done
it. I don't need a record conmpany to do it or to
pronote it. Okay. They're no | onger necessary.

|"ve sent in a copyright, filled it out
wong. And so | have to fill it out correct again.
If I don't, you won't register the copyright, but
you'll still put a copy in the Library of Congress.
So that's all | wanted in the first place. And so
do | even need a copyright now? And if | do get a
copyright, I'mgoing to sell it for $1 to Leonard
Lessing' s Creative Conmments Foundation so that no

one el se can becone the intellectual property owner

of ny copyright.
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| don't see how the DMCA is doing
anything for any creativity anywhere. And if that's
what the purpose of the Copyright Ofice is, you're
certainly not pronoting creativity any |longer. And
if you don't adapt, you too will becone irrel evant.

My next question is if this gentlenman
deci des to go ahead and bypass copy protection, what
are you going to do to stop hin? Nothing? You have
no authority.

| would actually say that this entire
hearing is in a very appropriate venue. It is noot
and that's what we're in the Mot Court.

And one other point that | would like to
make is in reference to how the DMCA i s being used
to twist things. The record industry's big cry is
how piracy is destroying them In the past 5 years
the record industry, according to the RIA statistics
has gi ven away enough free physical goods to finance
the war in lrag. At a mninmnumit's $2.5 billion
dollars a year

The I nternet cane al ong and gave them an
opportunity for free pronotion, and what are they
doing? Exactly what | believe the Assistant
Treasury of Commerce -- |'ve got it in ny notes

here, but I -- is that they're creating a pay-per
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use society. Exactly what the original docunent
that 1 was referring to here was warned that you
don't want to happen. And they're creating a total
nmonopoly in the process. They're definitely
antitrust if anybody would even care to try to
guestion it.

Wen | first wote to cone before you, |
t hought that there was a purpose and | question now
what difference this all makes. [|If we want to copy
books, if the world wants to copy books and nusi c,
what are you going to do to stop us? You're going
to sue each one of us individually? Good |uck

Ri ght now to even make up what they give
away in free goods the record industry at the rate
of $15,000, which is what they appear to be
settling, would have to prosecute 448 successf ul
cases a day just to break even wi thout incurring any
addi tional court costs or attorneys fees. Not going
to happen. You can't stop it.

| think it's ridiculous that sonebody
has to cone here and argue why a |ibrary should be
all oned to have copied of copyrighted materials.
It's ludicrous. The fact that he even has to cone
here and ask.

That's all | have to say.

NEAL R. GROSS
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MS5. PETERS: Thank you, M. Zi emann.

M. Mtalitz.

MR. METALI TZ: Thank you very nuch.

I"mgoing to talk nostly about the
exenption for works protected by mal functi oning,
damaged or obsol ete access controls which severa
proponents, it's an existing exenption that they've
asked nme renewed. | will nention again, as | did in
the first session, that of course this has to be
done on a de novo basis for the burden of
denonstrating the need for this and conplying with
the statutory criteria is on the proponents. And
there's not been very nuch evidence subnmitted in
this proceeding up until the time of the hearing, so
we' re kind of playing catchup here.

But this really breaks down into main
exanples that 1'd like to at |east briefly discuss.
One is the dongle situation which you' ve had
extensive testinmony fromM. Mntoro from Spectrum
Software and the other is the issue that M. Kahle
has rai sed, although he has another formula of a
potential exenption, but the issues raised by the
| nt ernet Archive.

Let me just tal k about the dongle

situation. Let's stipulate that dongles break
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sonmetinmes. They don't always work. For only work for
finite period of tine. Then what? The question is
what can the user do then? | nean, there are
potentially four situations, | think, and I think
the problemthat many of our organi zati ons have with
t he exi sting exenption that we hope can be rectified
if this exenption is recogni zed again, has to do

wi th confusion anong those four situations.

In one situation, the vendor or the
copyright owner or the dongle manufacturer wl|
replace the dongle for free or at a mninml cost.

The second situation, they will repl ace
it but at a substantial cost.

The third situation, the vendor or the
copyright owners can't be found or is unresponsive
to a request.

And the fourth situation, the user
doesn't bother trying to find the copyright owner or
anybody el se responsi bl e, just goes ahead and
circunvents or, | suppose, potentially goes to M.
Mont ore' s conpany.

Now, the problemis that | think as the
exenption now reads all of these behaviors are
equal ly sheltered by the exenption. Al of them

could fall, potentially, within the exenption even
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though | believe the Librarian only intended that
the third situation be covered, the situation in
whi ch the vendor can't be found or is unresponsive.

In terms of the docunentation of which
situation is occurring, M. Mntore submtted an 89
page docunent that | have taken a brief |ook at. And
what | gathered fromthose docunents is that there
are many work arounds that are available in this
situation. And sonme of them are nmade avail abl e by
the copyright owner or with the authorization of the
copyright owner. And it's not clear to ne the
extent to which there is a problemhere or a
substanti al adverse inpact on the availability of
these works for noninfringing uses that isn't
resol ved by copyright owners thensel ves or by users
seeking assistance that is granted either by the
copyright owner or with the approval of the
copyright owmer. So | think the record is still
sparse on that point.

Also, | think there's very little in the
record about the applicability of this exenption to
any wor ks other than conputer prograns, even though
the existing exenption al so covers databases and
other literary works. And there's nothing in the

record until we get to M. Kahle's situation about

NEAL R. GROSS
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access control mechani sns ot her than dongl es.

| think the bottomline is that w thout
further definition of this exenption, it's hard to
see how the record in this proceedi ng woul d support
a conclusion by the Librarian, at least at this
poi nt, that this exenption ought to be recogni zed
for an additional 3 years.

| think part of the problemthat we see
with the existing exenption is a |lack of definition.
It depends on the three adjectives that are
operative here; mal functioning, danaged or obsol ete.
The first two are not defined and | think there's a
real need to have sone type of objective test of
when either of those situation applies.

Now, obsolete, I'"'mgoing to get to that
inalittle nore detail when | tal k about M.
Kahl e's subm ssion, but it's defined by reference to
or at least there is a reference in the final rule
to the definition in Section 108(c).

| think it is probably nore realistic to
tal k about something that's not supported or an
access control technology that's not supported
rat her than necessarily obsolete. And | think that's
the thrust of the 108(c) definition, although that

definition has to do with formats and not with

NEAL R. GROSS

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

117

access control s.

So if the problemthat is denonstrated
by the record is the third scenario that | posited,
the one where the copyright owner or any other
responsi bl e party can't be found or isn't
responsive, then it wold seemthat the exenption
shoul d apply only in cases of obsolete, that is to
say unsupported access controls. And that that be an
addi ti onal requirenent along with evidence of
mal functi oni ng or danage as neasured in sone
obj ecti ve fashion.

Let me turn now to the Internet Archive
submi ssion, which I think raised a nunber of
i nportant questions. Sone of these | believe were
addressed by the Librarian in the ruling in 2000.
That ruling said that the exenption that you
recogni ze for mal functioning, damaged or obsol ete
access controls would not cover situations such as
those described by certain libraries who expressed
the fear that they woul d be prevented by 1201(a) (1)
fromreformatting materials that are in obsolete
formats. If the materials did not contain access
control protections, but were nerely in an obsol ete
format, 1201(a)(1l) would not be inplicated.

As | understand the situation with the
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Internet Archive, those two sentences describe their
situation. The question is are the controls that are
preventing the use or the verification of the copies
that Internet Archive is able to nake, are those
copy controls or are those access controls? And |
think we raised that question in our subm ssion, and
perhaps we can find out a little bit nore about that
today. Because ordinarily one would expect that
sonet hi ng that produced a copy but which was
nonfunctional, would be viewed as a copy control not
as an access control.

So the first question about the Internet
Archive submi ssion is really whether it's within the
scope of this proceeding at all.

Then there's several different concepts
of obsol escence that | found in this subm ssion that
| think we have to try to sort out. First, | nean
in a sense a lot of the content that is in those
packages is obsolete in a certain sense. "The 1996
Col | ege Guide" that is referenced in the testinony,
| can testify as the parent of a child who was
| ooki ng for colleges, that information is obsolete,
particularly the tuition levels, and no one should
rely on it.

But there may be ot her types of product
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that's not obsolete, and there's certainly an

i nportant niche market in the entertai nment software
i ndustry for Legacy ganes, ganes that people want to
play in the sanme way that they played themon their
Orega and their Conmodore 64; they want to play them
on newer platforns. So this is not necessarily a
category that's w thout any commrercial significance.
That's one type of obsol escence.

And then there's the question of an
obsol ete nedia or an obsolete format. | think the
testinmony refers to the necessity to nove content
froma format before it degrades, such as CD ROM
and froma nmedi um before it beconmes unintelligible
and the exanple of PNG was given. That, | think, is
t he kind of obsoletness that is frustrating the
I nt ernet Archive.

And then the third thing that could be
obsol ete is the access control. But the subm ssion
fromthe Internet Archive said these access controls
are not obsolete, nor are they mal functioni ng and
damaged and that's why they want to have a broader
exenpti on.

So we turn to the proposal that they've
made for literary works and audi ovi sual works that

are protected by access controls, the original only
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access controls. And | think there's a |ot of
guestions about whether that proposal can neet the
criteria of the statute for a particular class of
works. It's an extrenely broad proposal. It starts
with two entire categories of the categories listed
in the Copyright Act, literary works and audi ovi sual
works. It potentially enconpasses a very broad range
of access controlled technol ogies. And sone of these
technol ogies may well be in use today. The fact
that an original only access control, if it is an
access control, was used on VisiCalc or on Mcrosoft
Basic and that's frustrating these preservation
activities, doesn't nean that an access control also
neeting that description isn't in use today on a | ot
of much nore current products. And | think in many
of the subm ssions you have fromthe SIAA you have
some exanpl es of reasons why copyright owners m ght
use that type of access control today, such as for
controlling beta testing and personalized versions
of works and for privacy protection.

| think the final point I would like to
rai se about the proposal fromlnternet Archive is
t he question of whether access to these materials is
avai |l abl e through other nmeans that would not require

circunvention of the original only access control if

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

121

it is deened to be an access control.

W' ve suggested a couple of these in our
reply comments. |In sone cases the content can be
preserved in other fornms, in analog forns or through
screen shots and other ways. But what really struck
me as | | ooked at the denonstration or the
presentation that M. Kahle nmade, was whet her access
to alot of these materials can't actually be
obt ai ned t hrough agreenent with the copyright owner,
whi ch of course is another form of noninfringing
use. Qoviously, this isn't going to apply to

everything, but | know the M crosoft Corporation is

still in business. | believe IBMis still in
business. | think Rick Prellinger, the author of the
Epheneral Film Collection | knowis still in
business. Apple is still in business.

And | wonder to what extent the problens
that the Internet Archive is experiencing can be
resolved in that fashion and thereby reduce the
necessity for any exenption in order to facilitate
access for noninfringing purposes to these
materials. So | hope that that is an issue that
per haps we can have sone further discussion about.

"1l just a word about the security and

remedi ation issues that Ms. Sinons raised. Again,
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this is an issue that was before the Copyright
Ofice and the Librarian in 2000. And | believe the
conclusion then was that in this proceeding the
Li brarian had to nove with particular caution when
asked to redraw | ines that Congress had al ready
drawn to define a perm ssible exception for purposes
such as encryption research and security testing.
think that advice certainly applies as well today.
Ms. Sinons read into the record again
the capsul e descriptions that were contained in the
ACM s subm ssion in the initial comment round. And,
obviously, there's a |ot of questions that could be
asked about those scenarios. But nearly all of
them it would seem are addressed either by other
exi sting exceptions to Section 1201(a)(1) that
al ready exist in the statute or through other neans,
such as consent and agreenent. So we could go
t hrough those, and perhaps there is nore information
t hat coul d be added as to where those scenari os cone
fromand why it's perceived that Section 1201(a) (1)
presents a problemin that area.
| can't really comment on the 3 enai
subm ssions that she received in the |ast few days
regardi ng concerns that some researchers have about

the i npact of Section 1201(a)(1) on their research.
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Qobvi ously, those concerns are deeply felt. | don't
know what the | egal basis for those concerns is, but
we certainly take a look at those. But | think in
the final analysis this is a situation that Congress
consi dered at great length in the process of
enacting the DMCA. It drew up a rather detailed
exenption or two exenptions for security testing and
for encryption research. And if those exenptions are
not achieving the purpose for which Congress

i ntended, because Congress clearly intended to
encourage the further devel opnment of encryption
research, then it may be that Congress is the forum
in which that |line drawi ng should be revisited and
not this proceedi ng.

Thank you.

MS. PETERS: Thank you very much. For
time's sake, 1'll only sake a few questions at this
poi nt and give ny fellow panelists a chance.

M. Kahle, I"'mtrying to understand the
scope of the exenption that you're |ooking for and
to identify exactly what the problemis. The
difference between the format that may be obsol ete
and what you referred to as basically enbedded, |
guess, conputer prograns that you have to get around

in order to actually gain access to it.
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Al'l the things that you showed us, and
the 16 works but only one of then could be used.

MR KAHLE: Right.

M5. PETERS: Do those works al
basi cal |l y have sone enbedded software that makes it
so that they're no | onger accessible? |If not,
what's the problemw th the 15?

MR. KAHLE: The problem for sonme of these
materials, | don't know, take Epheneral Filnms, we
can nmake a copy of the bits that reside on this
agi ng nedi a, though there's software enbedded with
the content that does certain checks to make sure
that, for instance, the COOROMis in the CD ROM
player. And if you're running this on an emnul ator,
you can fake it out, circunvent particularly code
around those issues to sort of make it think that
everything is fine. But if you do not do that, it
will not play.

These softwares are a little bit
different. Let nme see if | can try to answer that.
There's this constant mgration --

M5. PETERS: |I'mtrying to get at the
access control. Just the access control

MR. KAHLE: The access controls are

often original only access controls in this era of
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software where it requires that you have a physi cal
floppy in a floppy drive to be able to run. It's
not that the bits are accessible. |It's that it does
certain checks to nake sure that you have the
original in your possession.

M5. PETERS: kay.

MR KAHLE: That's the case of sone of -

M5. PETERS: Take the 5 1/4 floppy di sk.

MR KAHLE: Yes.

MS. PETERS. You' ve got it, but you
don't have the equipnent to play it? 1 still don't
totally understand what it is in that floppy that
makes it nonaccessi bl e.

MR. KAHLE: Ckay. Sorry.

It's not that the floppy may not -- this
floppy, if we found an Apple Il fromthat era and we
put it in, it could play.

M5. PETERS: kay. Right.

MR. KAHLE: And that would be terrific.
That woul d be a huge step forward.

VWhat we're trying to do is mgrate these
materials onto nore stable nedia.

MB. PETERS: Right.

MR. KAHLE: Currently that's hard
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drives. If we were to do that, nmake a replica. W
have the original, we want to nmake a copy t hat
functions the same way as an Apple Il running an
Apple Witer program then that whol e environnment of
the enul ator of the underlying Apple personal
conputer as well as the hard drive version of the
bits that were on the floppy, all have to act as if
were the original

M5. PETERS: Ckay. But I'mstill hung
up with where the access control is.

MR. KAHLE: The access control is when
the software on the floppy goes and says is this
floppy in the floppy drive.

M5. PETERS. So there's a piece of code
that says | don't play unless I'min a floppy
pl ayer ?

MR. KAHLE: Oten. Oten. In a mjority
of the cases here, that's the case.

M5. PETERS: And in the others?

MR. KAHLE: There's a dongle that sort
of checks to nmake sure you have that.

M5. PETERS: GCkay. A dongle.

MR. KAHLE: Does it have the CD. There's
certain things it checks certain things about the

drivers. There's these sort of couplings --

NEAL R. GROSS
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MS5. PETERS:. Ckay. Because these are
really all before the era when we tal ked about
technol ogi cal protection nmeasures. So these are
things that were done way back when, but just put in
-- | don't know. | don't know why they were put in.
But they effectively now preclude getting access to
them is that what you're saying?

MR. KAHLE: As | understand it, these
measures were done by software conpanies, and I
wor ked for some of them were done so that people
were forbidden to access the materials on the disk
unl ess, for instance, you had a physical copy or you
had the right set of configurations.

M5. PETERS: GCkay. And the sanme issue
is with regard to -- not to software. W' re talking
about software nostly. But with regard to ganes,

vi deo ganes?

MR. KAHLE: Ganes are often al so these
sort of software/hardware conbi nations as distinct
from say, audio CDs or DVDs that have data on the
di sks and the sort of protections and such tend to
be build into the players. These things are sort of
this nush of content and software that plays through
conputer progranms. |I'msorry, I'll try to be

concrete.

NEAL R. GROSS
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M5. PETERS: No, that's all right. |
still amstruggling with what it is we're trying to
do. Let nme just switch it -- because maybe ot her
peopl e can ask what I'mtrying to get at nore
effectively.

Your original category was literary
wor ks and audi ovi sual .

MR KAHLE: Yes.

M5. PETERS: And what you tal ked about,
however, was software and |i ke ganmes, which is a
much narrower category. |Is your focus nostly on
software and ganes or is as broad as --

MR. KAHLE: The pieces here are sort of
a representation of a class of sonme of the types of
things we're dealing with. W think of these as
audi ovisual materials and literature. They just
happen to be rendered with conputers. You know, this
is probably the best exanple of the sort of
l[iterature. It's a --

M5. PETERS: 1t was a book.

MR. KAHLE: -- book. It was a book. This
I's the conputer version of it, and here's a sort of
screen shot of a sort of dorky, you know, early bad
col ored graphics that they could view in those days.

But they're trying to render a book on a screen.
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Okay. Maybe not great. But at last seminal in terms
of early.

And novi es, audi ovi sual works as well as
software and ganes that sort of have all of these
conponent s.

So if | could figure out sone other way,
they seened, at least to a layman, qualify. They're
just of the conputer generation.

M5. PETERS: Ckay. 1'll still struggle
W th nmy question.

MR, KAHLE: Sorry.

M5. PETERS. Maybe |'l1 cone back.

MR. KAHLE: | apol ogi ze.

M5. PETERS. No. It's ny issue that |
haven't quite figured out.

I"mgoing to let the rest of the panel
ask questions while | try to figure out.

MR. KAHLE: Right.

MR. CARSON: Okay. |'m having the sane
probl em t he Regi strar has on whether or not these
original only access controls are truly access
controls. But I'"'mnot sure I know how to ask the
guestion any better to get an answer. Maybe it's our
problem not yours in terns of our not quite getting

what you're saying. But I'mnot entirely sure we're
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tal ki ng about an access control and |'mwondering if
you can sort of make the case as to how this
qualifies under the statutory definition of a
technol ogi cal nmeasure that controls access to a
copyri ghted work?

MR. KAHLE: It nmay be that those words
mean sonething different to a |awer than it does a
| ayman. You know, |'ve been reading sone of this
stuff and sonme of it's pretty -- anyway.

MR, CARSON. \Whatever you were going,
you're absolutely right.

MR. KAHLE: But these materials, the
design and the inplenentation of these nmeasures were
put in place to keep people from accessing these
underlying works if you had a copy of them on
anot her nedi um

You can copy these things, you just
can't access them You have to bl ow through the
access protections to be able to run them You
m ght be able to save the bits on the floppy or the
CD-ROM exactly as it was. But you can't play themin
a new environment.

MS. PETERS:. But nobody can see them and
nobody can hear then?

MR. KAHLE: R ght. No researcher can
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even -- we as librarians can't even find out whether
we did our jobs right. And | have a thorn in ny side
about this because we were trying to in a different
circunstance archive websites for the Library of
Congress. And we didn't go back and look if we were
doing it right. And we blewit. And when I find
this out, we do it over and over again. If we don't
actual ly check our work to nake sure that the
functioning real environnent on a mgrated version
and in versions that don't rely on the physical
medi a or having an Apple Il; we need to nove this
stuff forward and be able to access this stuff and
be able to use it and expose it to researchers or
think we'll fail. | actually know we will fail.

M5. PETERS: Could |I ask, what is it if
there's sone kind of an exenption --

MR, KAHLE: Yes.

M5. PETERS:. -- what is that you will be
able to do that will in fact nmake it accessi bl e?

MR. KAHLE: Ckay. Good. Wiat we're
| ooking to do is nmake a copy of the bits that are
stored on these nedia into a nore stable
environnent, hard drives currently. And then couple
with other emul ation software that is witten

i ndependently or together to try to get that to
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function and be able to live in the new world kind
as if it were the old world.

So as if you were sitting in front of an
Apple Il. W want to have a replica so that we have
this in the physical form we can | ook at the
packagi ng. Then you can go to a nodern conputer and
go and say what would it have | ooked like if | had
this dongle and had an Atari sonething or other.

M5. PETERS: Wsat does it take in order
for you to do that? 1In other words, you said you
replicated it. You got all the bits but now you
can't see it and maybe you can't hear it. But how do
you -- what do you do to that work? What are you
ci rcunventing? Wat are you getting around?

MR. KAHLE: |If we are trying to take
this floppy fromLotus 123, we believe we know how
to actually read the old PC Jr. and nake a verbatim
sector for sector copy onto a hard drive. Then we
need to enul ate and have software around that
transcription of the floppy to emul ate and fake out
this software to nake it believe that it is stil
I nside an | BM PC Jr.

M5. PETERS: So, but what is it
circunventing? It sounds |like you' re adding

sonething that will nmake it do what it could have
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done before.

MR. KAHLE: W are trying to nmake it do
what it did before by --

M5. PETERS: Are you taking the bits
from before and doi ng sonething to thenf

MR. KAHLE: No. We're going to try to
run them And by running themin this fake
envi ronnment we have to specifically go out after the
techni ques that the publishers used to try to keep
piracy from happeni ng and defeat that. W have to go
out and find every piece -- and there are sorts of
creative things that they did in this early PC era,
nost of which are gone now. But of junping around -
- and we have to go and circunvent their intention
to keep us fromrunning this off the original work.

M5. PETERS:. |'ve got nore about what
you're doing, but I"'mstill --

MR. KAHLE: |I'msorry. | feel like I'm
being --

MR. CARSON: The problemis we have
| awyers speaking to |ibrarians/technol ogi sts. And
whet her we can ever speak the sane | anguage --

MR. KAHLE: |'ve had that problem

MR, CARSON. This neeting is dooned to

failure.

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

134

M5. PETERS:. He's giving himthe | aw

MR. CARSON. The law. |1'mgiving the
definition. Hold on there for a second.

kay. So we have the definition here.
Section 1201(a).

DR. SIMONS: Can | nmake a conment while
he' s readi ng.

MR. CARSON: Go ahead.

DR. SI MONS: Because it was just
suggested to ne that perhaps what Brewster is trying
to do, and Brewster should correct ne if this wong,
is somewhat simlar to trying to read what's on a
DVD by bypassi ng the CSS encodi ng.

MR. CARSON. Well, that was occurring to
me. Yes.

M5. PETERS:. Right. Ckay.

DR. SIMONS: So that was not mny original
idea. It cane from behind ne.

MR. CARSON: Just wal k nme through. W' ve
got a definition in the statute of when a
technol ogi cal nmeasure effectively controls access to
a work. It says: "A technol ogi cal neasure
effectively controls to a work if the neasure in the
ordinary course of its operation requires the

application of information or a process or a

NEAL R. GROSS
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treatment with the authority of the copyright owner
to gain access to the work."

So | gather the key question here may be
does this original only access control you're
tal king about, is this sonmething that is requiring
the application of information or a process or a
treatment to gain access to the work? And if it is,
try to explain to us how that's happeni ng.

M5. SELVAGG O Can | -- can | --

MR. KAHLE: Try to be ny interpreter.

MR. CARSON:. ldentify yourself for the
record.

M5. SELVAGE O Yes. Marian Sel vaggi o.
["'mwith WIlson --

MR. CARSON. Ch, we have a | awyer

M5. SELVAGE O You have a | awyer.

MR KAHLE: Help ne.

MS. SELVAGE O These progranms were
witten so that you could only play then in a
particul ar pl ace.

M5. PETERS: In a player. Ckay.

M5. SELVAGE O \What Brewster and the
Internet Archive are doing is witing code that

circunvents that access control so that you can now
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get to it without having a player you need. That's
the circunvention that they're doing.

MR. CARSON: Ckay.

M5. PETERS: Ckay.

MR, CARSON: | think | get the
circunvention. | just want to make sure | understand
t he technol ogi cal nmeasure that effectively controls
access to the work is.

M5. SELVAGE O You can't play these,
you can't use themin the ordinary course of
busi ness wi thout the proper hardware or the proper
exchange of information.

MR. CARSON. Ckay.

M5. SELVAGE O Because of these access
controls you cannot run these as they were neant to
operate unl ess you have the exact code or the exact
hardware that they' re requesting. So what Brewster
Is doing is circunventing that access control and
emulating it so that it thinks it has the proper
har dware or the proper software and then you can run
it as it was neant to be run in the ordinary course.

MR. CARSON. All right. Now you tal ked
about an exchange of information, and certainly when
you |l ook in the statutory | anguage we're tal king

about, anong other things, the application of

NEAL R. GROSS
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information to gain access. So just elaborate a
l[ittle bit nore what's kind of information are we
typically tal king about that needs to be exchanged
or applied in order to get access to the work?

MR. KAHLE: As | understand it, these go
in pro particular nenory |locations to find out are
they -- they try running the actual disk. If you
had a copy, you would go and run the actual disk and
try to do transactions wth the original CD or
floppy that would be in the hard drive or go and try
to communicate with the dongle to go and get
particul ar information fromthe dongle, information
that's key, and does it act correctly.

The process, does it spin a hard drive.
And if you didn't have -- excuse ne. If you had a
floppy drive or if you didn't have a fl oppy drive or
a CD drive on these conmputers, then the
communi cation fromthe programthat's witten on the
floppy would fail.

So there's the information on the
floppy. You copy it to a hard drive. It tries to
comuni cate back with the floppy drive or the CD
drive, is it there? Hello. |If it cones back with
no or errors, then it shuts down and you' re out of

| uck.

NEAL R. GROSS
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MS. PETERS:. Ckay.

MR. CARSON. Ckay.

MR ZIEMANN: May | interject to this.
I"malso a conputer progranmer. And these things are
witten to prevent a copy from working.

MR KAHLE: Yes.

MR, CARSON: Ckay.

MR, ZI EMANN:. Specifically so that you
must have the original in the original machine. I|f
you make a copy of it, it's going to say no, sorry.
It's a copy and it's not going to work.

MR. KAHLE: And interestingly, just --
it shouldn't be interesting.

MR. CARSON: Right.

MR. KAHLE: Interestingly, a |lot of
these protections are kind of fromthe era of the
"80s and "90s. A lot of the types of protections
that people are doing now aren't these anynore.

MS. PETERS: Right.

MR. KAHLE: Things are changi ng.
They' re doing these |icense key exchanges. W're
going to have issues with all of that as well. But
we're sort of sitting around with a bunch of this
stuff and we're starting to find that these are

enough of issues, that we have to start working on
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things fromday one. Witing for themto be
obsol ete or malfunction, actually, is very scary to
us.

I["mnot sure how we're going to do on this
task. Stanford has 19,000 titles of this stuff and
they haven't started noving forward with it. But
starting to be nore proactive, working with the
manuf acturers, building those relationships but not
-- we find when we've tried to wite and request
i nformati on and approval from copyright hol ders,
nost of themcan't be found even within a year or
two of these things being nade available. It's just
practically inpossible.

And we have studies of this, of even
things fromthe 1990s, '95, '96, '97 sone from
Macronedi a CD- ROM col | ection. W wote to a bunch of
the contact information and we tried to find them
And we have very few responses. And we also got a
| ot of responses from people saying "I'mnot sure |
can give you that perm ssion,” which is sort of an
i nteresting one as well.

So unl ess we have sort of sone library
of 108 style ability to maneuver, | think we w |
| ose a |arge percentage if not a majority of all of

t hese works.

NEAL R. GROSS
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MR. CARSON. Thank you. You just
answered nmy next question. So | got two for the
price of one.

M. Metalitz, one of the things you said
at page 18 of your reply comments, and this is with
respect to the proposed exenption, actually the
current exenption for technol ogi cal neasures that
are failing because of damage or obsol et eness or
mal function. One of your criticisns is that that
current exenption is not confined only to those
i nstances in which the provider has denonstratively
refused or failed to provide tinely relief in the
form of assistance to access the work.

Now, I'mtrying to renmenber where you
were 3 years ago when you were arguing with us about
what a class of works was. And | think | remenber
where we were 3 years ago, and we deci ded what a
class of works was. And | don't recall, certainly
an el enent of what we decided, or an el ement of what
you were arguing ought to be part of the definition
of a class of works being referenced to what the
copyri ght owner nmay or may not be willing to do for
you. This sounds like it's getting pretty close to
an exenption that | ooks nore upon use and conduct as

opposed to a class of works. Am| correct in that?

NEAL R. GROSS
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And if so, how do you reconcile that with what |
think you were telling us 3 years ago and what we
certainly were saying 3 years ago?

MR, METALITZ: Well, | think you
essentially in our view you essentially got it right
3 years ago in terns of the definition of particular
class of works. And | would agree with you that it
shoul d not be defined in ternms of what the user and
t he copyright owner have done. But these exenptions
have to be defined in sone fashion.

In 2000 you said well mal functioning and
damaged, everybody knows what that neans so we're
not going to define it. And obsolete you referred to
Section 108(c). And Section 108(c) says that a
format shall be considered obsolete -- nowthis is,
you know, maybe responsive to M. Kahle's issue -- a
format shall be considered obsolete if the machine
or device necessary to render perceptible or work
stored in that format is | onger manufactured or is
no | onger reasonably available in the comerci al
mar ket pl ace.

That describes a situation in which -- |
nmean, | don't know how you woul d know t hat unl ess
sonmeone asked. | don't know how you woul d know t hat

it's no longer available in the marketplace or can't
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be found unl ess soneone went to |look for it and
wasn't able to find it.

What | think was behind the exenption
t hat was recogni zed, was not so nuch necessarily a
concept of being obsol ete, but a concept of being
not supported. And that inevitably gets back to the
question of whether there's been any effort or any
attenpt to try to get the copyright owner to support
t he access control .

So | think the solution to this problem
perhaps, is in a clear or nore definite or nore
specific definition of the adjectives that describe
the access control that under an exenption would be
allowed to be circunvented. And to some extent
those definitions may require an eval uati on of
criteria that have to do with what the copyright
owner has done and what the user has done. | don't
think that that transgresses the principles that the
Librarian laid down in 2000. | think it's a clearer
definition of what is the type of access control
t hat can be circunvented.

MR, CARSON. So if, for exanple, and
this is a very rough draft of what you maneuver see,
but if for exanple this tinme around we were

satisfied that in all other respects the case had
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been made and we were going to propose an exenption
to the Librarian and we canme up with an exenption
along the lines of what we did last tinme, but we
said anong the conditions it would be that the
access control neasure is no |onger supported by its
maker -- very rough draft, as | said.

MR, METALI TZ:. Yes.

MR. CARSON. That would satisfy the
concerns you were tal ki ng about, although in your
comment you were tal king about it in terns of
whet her the provider has refused or failed to
provide tinely rel ease. The unsupported sort of
adj ective would be sufficient to deal with that
phenonenon, | gather, fromyour point of view?

MR. METALITZ: Yes. | could give a rough
answer to your rough question. And that is | think
it's a problem of defining what those ternms nean.

MR. CARSON:  Yes.

MR. METALITZ: And that definition can
i ncl ude sonet hi ng about whether it's stil
support ed.

MR. CARSON. Yes. | get it.

M5. PETERS: If you go that way, would
that answer M. Kahle's problem

MR, METALITZ: Ask him
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M5. PETERS: No, but that's the
guesti on.

MR KAHLE: No.

M5. PETERS: No? |If in fact this is not
supported by the original manufacturer so therefore
there's an exenption, what nore do you need?

M5. SELVAGA O Well, it depends on what
you nean by not supported. |If he has the right

floppy disk to run this, would that be considered

still be supported? You're not mgrating the nedia,
you're not noving the data. It's still supported
because you can still put it in and run it.

MR KAHLE: Let ne take also a different
crack at it.

Trying to do this work is actually kind
of tough. | nean, trying to get this stuff to work
even the first tinme is hard. Kind of having your
conmputer and all, everything sort of set up. | nean,
we had it this norning. It's not |ike putting a DVD
in a DVD player. Al right. A lot of this stuff
seens to be sort of pirated around that sort of
world view That's not what we're dealing wth.

W're dealing with a lot of different
wor ki ng pi eces that we have to get all enmulated to

work right again. It's extrenely helpful if we have
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as nuch tinme as we can and the programmers are sort
of part of the program |F they're available, how do
we go and enul ate your new Atari, whatever it is,
your gane console with the right sets of pieces?

If we have to wait for all of the pieces
to be not supported, does that nmean that it's
al ready too | ate?

There's another characteristic as |
understand it in this exenption that causes
problens. It's when the access controls start to
becone obsol ete but the underlying -- the access
controls mght be perfectly operating fine. But
we've lost the rest of the media or we've | ost
abilities to read certain sectors of the drives --
of the nedia. And the whole thing starts to fade.

So the idea of putting a tine thing,
sort of push it off into the future and wait until
it's obsolete and then whose going to care quite so
much; in this digital realmespecially in things
that involve the interactions of lots of different
conputing conponents, | fear we will just lose a |ot
nore. And when we start to deal with Internet style
software, and we've got to start on it immediately
because it's got client server pieces -- but that's

not the subject today. Three years fromnow we'll
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come back and we'll have a |ot nore to say about
supporting those materials. These are where we have
concrete exanples and we would like to start to

enmul ate and deal with Wndows 98 software, W ndows
2000 software, Ml ntosh software of different forns,
even those are still currently being sold by the
manuf act urer.

M5. PETERS: M. Kasunic?

MR. KASUNNC. M. Metalitz, on page 41
of your reply comment, and this goes to the question
of what kind of control are we tal king about here,
you said that it was |less than clear whether this is
was an access or a copy control and said that: "A
t echnol ogy which all ows copyi ng but which renders
the resulting copies less than fully functional
shoul d be classified in DMCA terns as a copy contr ol
subject to 1201(b) not an access control."

So after listening to the description
that we heard here, can you nake our |ives a | ot
easier and tell us that that's not within the scope
of Section 1201 and that he's free to circunmvent
W t hout an exenption?

MR. METALITZ: Well, I'mnot sure |
could make life easier, but | am struck by what ny

col | eague here said that the real purpose of these

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

147

was to prevent soneone fromnaking -- at the tineg,
was to prevent soneone from nmaking a copy --

MR ZI EMANN. That woul d worKk.

MR, METALITZ: -- and presunably that
woul d work. And presumably that would -- | may be
wr ong about this, maybe M. Kahle can set ne set.
Presumably that would nean even a copy that would
work in that a original floppy drive. So it isn't a
guestion of enulating the hardware. It's a question
of the copy not being functional.

In other words, if back in 1985 | had
made a copy of that 5 1/4 inch floppy di sk and put
it into the sane machine that | was trying to run
the original on, would it work or would it not work?
If it would not work, it seens as though it's a copy
control .

MR ZI EMANN. On the Mclntosh software
the first thing that was there was sonet hing that
you needed an extra piece of software to access and
it was called the bozo flag. And if you checked the
box and sonebody copied it, it just didn't work.

MR. METALITZ: Even in the sane machi ne
t hen?

MR. ZI EMANN: Even in the sanme machi ne.

MR KAHLE: Well, than the -- well,
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even, there m ght be copy protections, but that's as
| understand it not the subject. Actually it's the
access protections that we're having troubles wth.

We can copy of |lot of these materials.
It's the access protection. So whether we're all owed
or not allowed to do the copy protections, if we
bl ow the access protections as | understand, bad
t hi ngs happen. And |I'm not exactly sure, Ceorge,
how to answer your question of who they happen from
but these guys say don't do it. So we need to bl ow
the access protections. W have to circunvent the
access protections to be able to do our job.

Yes, there may be copy protections that
we have to deal with as well, but as | understand
it, that as not as much of an issue that we have to
deal wth.

MR, KASUNIC. Well, even if this was
initially intended to be a copy control, once you' ve
reproduced that and in terns of getting access to
that reproduction, wouldn't 1201(a)(1) apply then?
O you could not get access to that reproduction of
the work, would there be a Section 1201(a)(1) issue?

MR, METALITZ: Well, don't just take ny
word for this. Hs would -- what the Copyright

O fice said 3 years ago.
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MR, ZI EMANN.  What do they know?

MR. METALITZ: To the extent that
technol ogi cal protections prevented the library from
converting the format, those protections would seem
to be copy controls, the act of circunvention of
whi ch is not prohibited by Section 1201.

Now, | think in the questioning that M.
Carson had of M. Kahle, I think I can see -- |
under stand better now how this can also potentially
be described as an access control by | ooking at that
definition of access control nmechanism M concern
woul d go toward how bounded this description is of
an original -- well, it's called an original only
control which, again, to ne sounds |ike what the
court said it was in 1988, a copy control. But
| eavi ng that phrase aside, | guess | wonder what is
the difference between this type of access control
that requires checking to see that it's running in
the right machine and a | ot of access controls that
are used today, sone of the other techniques that
M. Kahle tal ked about, that are used to make sure
that the programis being run, perhaps, in the
machine to which it was dedicated at the tinme of
registration or to a machine within a certain

network. So, for exanple, it's accessible by anyone
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using a conmputer within a particular university
net wor k but not by sonmebody el se outside the
uni versity system

A lot of techniques are being used now
to make sure that you can't have access to a
particular work unless it's done in a machine that
has certain characteristics. And part of what | was
hearing in the description of the controls here al so
fit that criteria. So | guess | am sonmewhat
unconfortable with describing this as an access
control until | had a better understanding of how
this can be distinguished, this 1980s and early '90s
t echnol ogy, can be distingui shed fromwhat is being
used today in an access control environment.

MR KASUNIC. Well then isn't it
reasonabl e to understand the Internet Archive's
concern since there is -- it's very uncl ear whether
this mght be or m ght not be an access control,
then their concern is legitimate in a need for an
exenption if we can't -- if the potential for
violation for doing what they're doing is there?

MR, METALITZ: Well, I'mnot saying that
their concern is legitimate. | do think there's an
argunment to be made that nuch of what is inpeding

their activities is a copy control and not an access
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control. But nmaybe | don't understand enough about
how this technol ogy works to cone to any definitive
conclusion on it.

It also | eaves open the question of to
what extent -- | nean, | hear what M. Kahle said
that in many cases these copyright owers can't be
found. But on the other hand, when he shows us the
16 greatest hits and nost of themare from conpanies
that are,you know, still actively being traded on
Nasdag and presumably are accessible, to request --
well, | don't whether he's got responses fromthem
or not. But to see the many -- there seens to be
many ot her ways to ensure the availability of these
materials for noninfringing uses. And again, |I'm
assum ng that his uses are noninfringing under 108
that don't require circunvention of an access
control in a way that also could effect both, as he
i ndi cated, products that are still currently in the
mar ket and techni ques, access control techniques
that are being used for many different purposes.

MR. KASUNIC. M. Kahle, do you have a
response to that in terns of whether it is easy to
get perm ssion or are there other ways of
acconpl i shing your ends?

MR KAHLE: We have found anecdotal that
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even if these conpanies exist, that they may not
have the original source code versions that don't
have the access controls as part of them such a way

that they would be able to donate themto a library.

That often -- if you go and show this to Lotus, they
go, "Ww. Cool. Geat. W'd love -- can we have
one back for our library."” Because back in that day
of -- this is 1982, we were in different building.

They don't have this stuff. The publishers aren't
librarians. They're out to nake a buck. And they're
required to, based on how corporate | aw works. So
even if they're around, it's often extrenely
difficult.

There's anecdotal. The requests that we
have sent out, and this is a study, show that very
few, even the emails on these -- or the physical
addresses working. So maybe they've noved. But it
starts to becone fairly difficult.

So | think even if we were -- we were
just looking for perm ssion, nuch less help from
t hese guys on being able to do these things.

| think the publishers will do
publ i shing activities, the libraries should do
library activities. And protection 108 hel ps us

stay out of their way commercially.
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MR. KASUNIC. | just have one other
guestion, and it's changing gears a bit, in terns of
the statutory exenptions in line with research and
encryption for security research. And also the
privacy exenption.

And, M. Metalitz, you ve nade the
st at ement about proceeding that we did al so nmake,
and |'ve asked a recommendati on about proceeding
cautiously where there is congressional exenptions.
But it seens, and correct nme if I'mwong, Professor
Sinons, but this adequately -- or do these
congressi onal exenptions adequately fit conputer
software? For instance, in the subsection, | guess
it's (g) dealing with security -- or (j), excuse ne,
dealing with security testing does not specifically
menti on conputer prograns. And so we'll |eave that
termconpletely out of that subsection. And there
al so seemto be sone potential holes, anyway, in
terms of privacy research. For instance, one thing
that's come up in our coments is spyware, trying to
get privacy information that in subsection (i) there
Is the requirenent that there be conspicuous notice
on the spyware before you can circunvent to see what
it's doing. Are these statutory exenptions too

narrow for the present circunstances?
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DR. SI MONS: Thank you for asking ne
t hat questi on.

It's our view that essentially all of
the statutory exenptions that would apply to
conputer scientists are too narrow. If you | ook at
the security exenption J, it says with the
aut hori zation of the owner or operator of such a
conputer. So that's -- so you first need the
aut horization in order to do the security research
to begin wth.

So if you happen to be using a program

where you -- | nean, if you think about the inpact
on just conputer security in general, | think it's
really quite serious. | personally find it somewhat

ironic that at a tinme when we are so concerned about
security in general in this country that we have

| egislation that is hanpering security R&D, not only
to do the investigation to see how secure software
m ght be, but also to dissem nate information when
you find vulnerabilities.

One of the people | quoted referred to
the fact that when this research isn't done, that
the pirates wll prevail

| understand that piracy, a terml| don't

particularly Iike, but infringing behavior is of

NEAL R. GROSS
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concern to owners of intellectual property. But
there are many other issues that we need to be
worried about. In particular, we need to worry about
the security of the information infrastructure. And
to the extent that it's insecure, which it is
seriously insecure, and to the extent that we are
hanpered frominvestigati ng some of these
insecurities and fromrevealing them not only does
it make this country -- | nmean, it nmakes this
country nore insecure and it also ironically has a
negative inpact on the very people who pushed for
this legislation to begin with because then they
will find thensel ves using protection mechani sns
that they nay not even know are insecure because
nobody can tell them But the bad guys w Il know,
right? Some of these things are really extrenely
fragile.

So anot her way of |ooking at sone of
t hese exenptions because they are so weak, what this
bill basically does is it protects weak forns of
protection. And it just seens to ne that that's not
i n anybody's interest.

| don't knowif | answered all your
questions. As far as the privacy goes, of course

again if there is spyware or sone other invasive

NEAL R. GROSS
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type of software, sonetines you can't know it's
there without [ ooking. And if you're not allowed to
| ook, then you can't find out.

MR. KASUNIC. M. Metalitz, do you have
any --

MR, METALITZ: Well, | think in general
the issues that you rai se about the scope of the
exi sting statutory exenptions are issues that are
best addressed to Congress that wote these
exenptions and, obviously, has the authority to
change themand in light of changi ng circunstances.

The job of this proceeding i s sonewhat
different. And | think the need to denonstrate the
reduced availability -- or the adverse inpact on the
avai lability of materials for noninfringing uses is
the touchstone of this proceedi ng which may not be
t he sane thing

On 1201(i), I"mnot sure that I
understood the question that you were raising, but
it does -- it actually rather closely tracks the
spyware concern that at |east one of the submtters
inthe initial round raised. It basically deals with
t he undi scl osed surreptitious collection of
identifiable information. And it allows you to

circunmvent an access control that does that under
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t hose circunst ances.

DR. SI MONS: But how do you know if it
does it without circunventing it?

MR, METALITZ: How do you know if it
does it?

DR. SI MONS: How do you know that it
does this w thout circunventing it?

MR. METALITZ: Well, you have to have
some way, sone evidence or some reason to believe
t hat personal identifiable information is being
col | ect ed.

DR. SIMONS: Right. But suppose you're
wr ong?

MR. METALITZ: It doesn't necessarily
nmean you have to circumvent in order to find that
out .

MR. KASUNIC. But if you' re wong,
you're in violation, right?

DR. SI MONS: Right.

MR. METALITZ: In other words, if you
think it does collect personal identifiable
information and it turns out that it doesn't collect
personal ly identifiable information is your act of
circunvention a violation? The act of circunvention

Is really dedicated to identifying and disabling the
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capability. So you're saying if the capability
doesn't exist, does that not cone within the
category of identifying it because it's a nil situ
and you haven't identified it? | don't know the
answer to that question.

M5. PETERS: Charlotte?

M5. DOUGLASS: Yes. For M. Kahle. It
seens tone that there's a little bit of a disconnect
bet ween your objectives, which is to protect things
for a 100,000 years and this proceeding which is
just for 3 years, maybe recurring, but this
proceedi ng. Because it just seens |ike you are
interested in maybe protecting things that may break
down, protecting things that essentially are in need
of archiving. I"'mgoing a long way around. But |'m
having a difficult tinme also seeing that this is
real |y access protection.

What do you want fromthe Copyright
Ofice? I mean would you be happy if we said this is
a copy control and go honme? | nean, it's just not
clear that it's access control.

MR. KAHLE: |'msorry. Gosh, that's
tragic. You know, |ay people. Ckay.

Let nme try to answer your preanble

bef ore- -
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M5. DOUGASS:. kay.

MR. KAHLE: So why are we so concerned
with the next 3 years when we've got sort of a
longer termtinme frane that we're really trying to
deal with? The urgency cones, and this stuff's
rotting now. If we don't do our preservation now,
we don't get another chance. And | fear that, you
know, this stuff's already gone. So, the urgency
here for us in the preservation is we've got to act
now and please don't put it off another 3 years.
Because these fl oppies are now 20 years old. And
they're starting to go. And anecdotal it takes 6
floppies to find out that doesn't have a read error.
This conmes out of the gam ng comunity. So
anecdotal | think so that's the urgency.

M5. DOUGLASS:. kay.

MR. KAHLE: Does that hel p?

M5. DOUGLASS: Yes, it does. | was
| ooking at first effect.

MR. KAHLE: Ckay. Then real issue that
a copy control or access control, what do | want
fromthe Copyright Ofice? If you think Iike
librarians are conservative folks, and we are, go
and ask sone of the |lawers that advise us and these

guys, especially when the | awers are working
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universities, they go and see endowrent. Endownent
and they divide endowent by $10, 000 each potenti al
infringement, right. And the answer is often no.

W need things to be fairly
straightforward for us to be able to do our jobs.
And if there's nurkiness, we're not a risk taking
group. But we're a little desperate at the nonent
because we're seeing the stuff evaporate. But as a
group, Stanford -- you know -- so. That's the --
what do | want fromthe Copyright Ofice?

| was told by our |awers, these high
priced folks that are --

M5. SELVAGE O This was pro bono.

MR. KAHLE: Yes. Another way of | ooking
at it, say thank you. |Is tens of thousands of
dol | ars has been put forward by a nunber of
organi zations, including these guys, to be able to
get here. | don't know how | ong we can sustain this.
|"mnot sure how long the premer law firmin
Silicon Valley is going to do this stuff pro bono
for a library.

So we have to try to lighten things up a
l[ittle bit in terms of how hard this stuff is to do.

But what do we want? |'mtold that even

I f you guys don't say "Hey, that's copy protection
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you're just fine. Go nuts, go through it." That if
the first time that we think we're bl owi ng an access
protection, and these things are designed to stop
access, we're liable. And no matter what you say.
I nean, it mght help us. You know, Judge, here we
have -- Charlotte going and say, hey, we're kosher.
But that nmeans we'll have to find that out in a
court of law. And just the threat of litigation on
this stuff is chilling. W just end up with people
spending a lot of tinme with [awers. So what 1'd
really like it to make it clear cut. And we're
attenpting with this verbiage to be actually fairly
narrow. | realize that's a fighting termthat you
sort of hit the ping back and say, "Ch it's broad,
it's narrow." The ideais totry to nake it so it
doesn't cover DVDs and CDs and things. |It's the
kind of stuff that's got software all wapped into
it. And it's sonething that's kind of a nice aspect
of this, isit's so hard to do the job that we're
setting out to do, that it's not |ike any script
kitty is going to go off and bl ow access protections
and post stuff because of this DMCA exenpti on.

This is going to be adopted by
Institutions that can enploy the progranmers.

Because we can't distribute, as | understand, the
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things that we di scover on how to circunvent access
protections. W have to enploy these people within
our own organization and we have to then do it on
our own materials for in-house use of these
materi al s because of Section 108, because we can't
wi t hout agreenent, have things available. And that's
a bunch of "ifs.”™ And | think that that brings it
down to be, hopefully, narrow enough that you can
grant us if it's got a software access control that
we're allowed to circunvent that.

M5. DOUGASS: Gkay. Thank you.

" msorry.

MR KAHLE: That's what we want.

M5. DOUGASS: Ckay.

MR. KAHLE: Just to do our job.

M5. DOUAASS: | have to nmake a little

bit clearer, however --

M5. PETERS: Thank you.

M5. DOUGLASS: Onh, I'm sorry.

MR. ZI EMANN. There's sonet hing you may
not realize that takes this to the next step is that
inthe interest of digital rights managenent, many
of the software conpanies are intentionally
attenpting to nake sone things be obsolete. And an

exanpl e that | have right here is MlIntosh tech

NEAL R. GROSS
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manual that nmy wife, who is a teacher, bought for
t he purpose of keeping the conputers at the school
running. But if you put this in a MlIntosh, even
though it is MIntosh tech manuals that has OS/ X in
it, it will not recognize that it even exists. But
if you go backwards to one previous operating
system it works fine.

And so Apple has on its own for sone

reason decided it doesn't want this particular CDto

pl ay.
M5. DOUGLASS: On the new generation?
MR ZIEMANN. Yes. OS/X. If | give this
to himand he puts it in his machine, it will not

see it. And | can say that w thout ever having
touched hi s machi ne.

M5. DOUGLASS: Well, there's an area of
108- -

MR ZI EMANN. But is that copy
protection or is -- have they nade new software that
prevents the access?

M5. DOUGLASS: Well, if it prevents
access the way it says access protection is defined
in 1201, then we'd have to say it's access
protection. But | don't think we've gotten to that

poi nt yet.

NEAL R. GROSS
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But if | can go back just a little bit

MR. ZIEMANN: | just needed to make that
poi nt .

M5. DOUAASS: -- M. Kahle. You said
broad/ narrow, broad/ narrow, you know, potato/ potato.
But it really does seem!|ike we have a broad
category, | hate to say, if we're tal king about al
literary works and all audiovisual works unless it's
pai red down sonewhat .

MR. KAHLE: That has software -- better
than software. There's a lot of materials that have
separate data fromthe software. CbDs, DVDs, VCR
tapes. Those are not what we're tal king about.

We're tal king about this sort of -- it's the CD ROM
generation, which I'"'mtragic report a najor
manuf act urer deci ded because of the copyright
vagaries, they decided to destroy their collection
of 10,000 CD-ROVs rather than donate it to the
l'ibrary.

The stuff because it's not clear enough,
that's not 1201 issue, as | understand it. It is --
we've got to nake it easier. And you can help
greatly, but it's just for this conplicated

mul ti pi ece conputer dongles, gane players, joy
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stick, running over the Internet; all these sorts of
odd ball now becoming fairly nmassive cultural itens,
t hose aspects of our cultural heritage are in
danger. And if there's sonmeway of restricting it -
- that's what we're trying to do

M5. DOUGAASS: | understand.

| think I have a question of M. --
well, Ms. Sinons. Wth 2 Ms?

DR SI MONS: One.

M5. DOUGLASS: Onh, okay. |I'msorry.
Ckay. You note substantial negative inpacts on
basi c research, and you give a nunber of exanples.
Are those actual exanples or are they hypothetical
exanples? And if they' re hypothetical, do you have
any information about the |ikelihood of those
actual Iy occurring?

DR. SIMONS: Well, the three quotes |
read to you were actual

M5. DOUGASS: The |last -- the ones that
you read to us today?

DR SI MONS:  Yes.

M5. DOUGASS: Gkay. | was thinking of
the ones in your statenent.

DR. SIMONS: Those are hypothetical.

But they were mainly to illustrate the kinds of --
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the ki nds of scenarios where you would |ike for
people to be able to do sonmething which they are
prohi bited from doi ng under the DMCA

M5. DOUGLASS: | see. Thank you.

And | think I have one question for
your, M. Metalitz. Actually, this question m ght
have been answered, but you can just say asked and
answer ed.

You say that this exenption if it was
proved that -- |I'mnow tal king about mal functi oni ng
and dongles. Should be conditioned on neeting
obj ective verifiable criteria. How can we do this?
This is what Congress had in mnd when it specified
a class of works? |In other words, how can we wite
all that in and we're really needing to tal k about
Congress says give us a class of works.

MR. METALITZ: | think you can do it
consistent with the guidelines that you laid out in
2000, which dealt with a class of works but also
made an effort to describe a certain type of access
control that was being circumvented. M concern is
that that description is too open ended. That, for
exanple, it doesn't address the question of who
determ nes whether is -- or by what criteria one

determ nes that sonething is mal functioning or
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damaged. And then on the obsol ete question, which
may perhaps be nore accurately unsupported, that
also -- you had a cross reference in there to
Section 108, but to ne that indicates that you felt
it was acceptable to limt the types of access
controls that could be circunvented by reference to
whet her they were available in the marketpl ace.

So, | guess ny suggestion here | think
Is conpatible with what you deci ded in 2000 and
woul d sinply provide greater clarity, greater
definition if you determ ned that based on the
evidence in this proceeding --

MS. DOUGLASS: Right.

MR. METALITZ: -- that an exenption is
necessary.

M5. DOUGLASS: Thank you, M. Metalitz.

M5. PETERS: Steve?

MR. TEPP: Thank you.

Dr. Sinons, you had nentioned earlier
your assertion or your belief that none of the
exenptions to Section 1201 are sufficient to do what
you and others in your organization want to do. |
want to focus specifically on encryption research,
and that 1201(g). And ask you if you can give us

sonme specifics about what it is you want to do that

NEAL R. GROSS
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you can't do under 1201(g)?

DR SIMONS: Al right. Well, just as a
general philosophical comment, we were -- we got
i nvolved with the DMCA was bei ng debated in
Congress, but later in the show By the tinme we
found out about it, we were told that it was
basically witten in stone. Found out about it and
got upset about the fact that there were no
encryption research at all, and started -- and
that's how we found out and started pushing for
that. And we also tal ked about security, and |
think we may have had sonething to do wth the fact
that there's a security exenption in there.

| should add that we don't |obby. W
were raising the technical issues. W weren't
sayi ng how peopl e should vote on the |egislation.

But as a philosophical view of this as a
conputer scientist, | was watching this whol e
process as various carve outs were being discussed
by Congress. And it nade ne quite unconfortable
because -- | nmean, | started taking conputer science
I n 1970. Things have changed a |lot since ny first
programm ng course. And to try to make -- to try to
say -- everything is illegal except for this and

this and this neans that there is probably going to
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be ot her things that come al ong which you weren't
t hi nki ng about when you said except for this, except
for this. And that's, in fact, what has happened.

| truly believe that Congress did not
intend to pass a | aw which woul d j eopardi ze conput er
security R&D in this country, but that's in fact
what they have done.

Now, getting back to the encryption
area. One of the problens here -- well,
backtracking a little bit before | answer your
guestion directly. Conputer science and conputing is
still a newfield. And there are a |ot of people
who are working in it in various |levels. Sone of
them don't have credentials. Sone of them are young
ki ds who don't have credentials. Sone of them who
have barely graduated from hi gh school, |et alone --
so they have no credentials. But sone of these kids
are really sharp and they really understand these
things. And you can imagine that in sonme cases they
m ght break sone sort of encryption schene.

Now, soneone that doesn't even have a
col l ege degree certainly doesn't qualify under these
definitions. Because, as | understand it -- let's
see, where is it? They talk about the person who

does this and ny understanding is that in general
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it's supposed to sonmeone who i s an encryption person
doi ng encryption research. |'mlooking, trying to
see if | can find this in real tine.

So when Ed Felton, for exanple, was
t hreat ened under the DMCA, | nmean he's pretty close
-- | nmean, he's actually not an encryption
researcher, he's a security guy. But you could say
stuff -- but he knows sone encryption stuff. | nean,
the very fact that sonebody whose a Princeton
prof essor was threatened has an incredibly chilling
i npact. And so then you go on down the line to this
ki d sonewhere who naybe broke sone weak encryption
schenme and is he or she going to be considered an
encryption researcher? | don't think so.

| mean, that's one of the concerns is
that by saying what's -- by saying everything is
di sal | oned except for such and such, and such you
| eave out a lot. And when you're tal king about
technol ogy, in particular, you leave out a lot. And
in fact, even when you're trying to define the
technology | think you get into trouble.

Just going back to the begi nning where -
- to 1201 where you they tal k about effectively
ci rcunventing, what does "effective" nean? | had a

ot of trouble with that phrase "effectively
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circunventing.” To nme it doesn't take into account
what soever how strong sonething is, how good
sonething is, how hard it is to break. | don't know,
for exanple, if sonmebody had an encryption schene
that was what | call a "cereal box" encryption
schenme where you replace one letter by another. Do
you remenber? | don't know if you renmenber those.
I"mold enough to renenber those.

MR. KAHLE: Decoder ring.

DR. SIMONS: Yes. Now, one of the
reasons that this was a challenge to kids is that it
was pretty easy to break, right? Now, if sonebody
produced a docunent which was protected by such a
schenme and sonebody el se showed the key, is that in
violation of the DMCA? | honestly don't know.

And | think when you get to that |eve
of uncertainty, it has an incredibly chilling
effect.

Now, I know it's not up to you to change
the way this law was witten, so I'"mreally just
sort of ranking, | suppose, about the kinds of
i ssues that we've been confronted with. And to the
extent that you could help us by broadening these
exceptions or making themas all enconpassing as

possi bl e, that woul d be very useful.
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| mean, | still think there's a
fundanmental flaw. Instead of saying we want to
outl aw i nfringi ng behavior, we're saying we are
out | awi ng technol ogi es except. And when you get to
those excepts when you' re dealing with technol ogi es,
you run into trouble.

|"mnot sure if |I've answered your
guesti on.

MR. TEPP: Well, you have and you' ve
actual ly provided a good seque to my next question.

DR. SIMONS: Ckay. Good.

MR, TEPP. Because | think what you said
is fair, that sone of your concerns appear to go
beyond t he scope of what this rul emaking is.

DR. SIMONS: | understand, yes.

MR. TEPP: And certainly have respect
for your views, and they're inportant issues, but in
trying to focus on exactly what --

DR. SIMONS: O course.

MR. TEPP: -- Congress has instructed us
to do, when | heard your three exanples that you
described in your opening statenent they were all
concerned with distributing the results of research,
sendi ng out papers, giving lectures, that sort of

thing. That struck nme as not sonething that falls
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within the act of circunvention, 1201(a) (1), which
is what this rul emaking is about, but nore likely
into 1201(a)(2). And | wanted to give you the chance
totell meIl"mwong. And if so, why. O if not,
tell me exactly what it is within 1201(a)(1) that
this rul emaking is about that you're asking of us
and why.

DR. SIMONS: Well, people said they're
not doing research anynore in these areas? That's
1201(a)(1). The doing of the research is
1201(1)(1). Now, it's true that | think nost
scientists |ike to have their work known and
acknow edged, and even prai sed when possible. And
so -- and there's definitely a |lot of ego in what
peopl e do and that's why they do want to publish.
But the fact is that the actual work is not being
done. And as a result, the systens and all the
software that should be being tested is not being
t est ed.

| nmean, you can inmagine for exanple a
scenario in which sonmebody did the 1201(a) (1) type
of work and di scovered sone sort of major flaw
Now, the dissem nation of that information m ght be
illegal under another part of the DMCA. But the

fact that there's a flaw, saying that there's a flaw
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not be illegal, right? | nmean to sinply say that
there is a flaw wi thout explaining what it is should
be, as | understand it, legal. So if -- you know,
to the extent that we all want to make our conputer
infrastructure, the whole information infrastructure
nore secure and to the extent that we want to
encour age people to testings for vulnerabilities and
to expose problens and to warn people of problens,
then | think that it is relevant.

| nmean, | also would like to see nore
br oadeni ng of the exenptions. But even being able to
warn people that there are problens, | think would
fall into this. And | think in the case of the
peopl e who wote nme, that their frustration cones --
is related to that. Because as scientists they
assune, of course, it's not sufficient to soneone,
you've got to prove it. But there's this mddle
step of warning which is also not available to us
now.

I's that answering --

MR TEPP: Well, it's another step
towards what |I'm |l ooking for. What you're
describing is a set of people who are fairly well
known in the field, so that's not a problem at |east

for this part of the discussion. And they find
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something. Gh, my gosh, there's something terribly
wong. And | don't disagree with your analysis that
they could say | found a flaw. Wen they say what it
is, that's a different question.

DR SI MONS:  So.

MR. TEPP. So they say, you know, the
hypot hetical is a well-known researcher does the
research, finds the flaw, announces that they found
a flaw. The proprietor of the software involved is
i nformed. He says oh ny gosh, thank you so nuch.
And the flaw is fixed.

DR, SI MONS:  Yes.

MR. TEPP: That sounds like it probably
could fall into a 1201(g) situation. Well, it seens
| i ke that could. DO you think --

DR. SIMONS: Well, (g) is encryption,
right? | mean, there are all kinds of other flaws
that have nothing to do with encryption.

MR. TEPP: Ckay. So that is what --

what are you asking us for? That's what I'mtrying

to get to.

DR. SI MONS: Wat am | asking you for?
Vell, this is where | could use -- | would like to
have you

| guess what |'msaying is that we need
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what ever hel p you can provide us to make it easier
for us to do our jobs, to nake it easier for the
conputer security and encryption comunities to do
what they had been doing before the DMCA was passed.
To make sure that people -- that researchers at UC
Ber kel ey, for exanple, don't have to spend nore tine
talking to | awyers than doing the actual research

| don't know how you can do that. | was
hopi ng that | would come and show you the probl ens
and you would tell ne how you could do it. But
that's, |'msure, not appropriate.

As an exanple, Sun -- just to give you
an exanple of what | think is a good kind of
situation.

Sun M crosystens has a policy where if
people find flaws in their software, they give them
$100 or sonething. And they encourage. And they
figure that that nmakes their software nore secure.
That's a very enlightened position and it neans that
peopl e can go and do reverse engi neering of various
aspects of Sun software and not have to worry about
being dragged into court. But other conpanies don't
necessarily have that approach. And as a result, |
think, sonmetimes their software is |ess secure

because they don't get this positive input fromthe
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community. By the way, many of whom are not comnputer
scientists with a capital C capital S.

So | don't know to what extent you have
the ability to even go back to Congress and nake
suggestions to themas to things that could be
changed or shoul d be changed. But we have a real
pr obl em

"1l just tell you a little anecdot al
story. | was on the Hll last year with a couple of
people from-- the two people who are in our office,
the USACM office. And we went into a cafeteria in
t he House for a snack. And the tables were occupied
so we asked this woman if we could sit next to her,
and she said yes.

And we started tal king. She was there
to | obby for sone sort of nedical thing. But we were
talking. It turned out she was involved with the
commttees that were doing the negotiations on the
DMCA, like I think between the House and Senate, you
know, when they were doing the negotiations. And |
suddenly had this insight. | said "Did they del ay
the inplenentation of the anticircunmvention and
anti-di ssem nati on provisions until 2000 because of
the Y2K probl en?" And she said yes.

| didn't get her nane. |'m kicking
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nyself. | did have wi tnesses, but that was what she
said. That they knew about Y2K. And either the
peopl e who knew about it thought that this was a

uni que problemthat woul d never reoccur, or they
didn't care.

I"d like to think that they thought it
was uni que, but we as conputer scientists know that
it's far fromuni que and that these kinds of
probl enms are constantly reoccurring. And to the
extent that you cannot do sonme of the sorts of
reverse engineering and circunvention that was done
to solve the Y2K probl em because of the DMCA, we are
at greater risk.

And probably didn't answer your
guestion. |'msorry.

MR TEPP: Well, we're not conputer
scientists even with a small C and small S.  And so
given that there is a burden that has to be nmet in
order to denonstrate a need for any new exception
that we're being asked to recommend to the
Li brarian, it makes our job nearly inpossible if the
proponents of the exceptions can't articulate an
exception for us to consider.

MR, KAHLE: WMy | suggest?

DR SI MONS:  Yes.
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MR. KAHLE: Wuld it be acceptable if
the ACM were to submt within one week -- potenti al
3 days -- 2 days.

MR CARSON: It's too |ate, folKks.

W' re way past the point of proposing exenptions.
But you've got one in witing. It's in front of us.

DR. SIMONS: | beg your pardon?

MR. CARSON:. You' ve proposed an
exenption to us in witing. It is in front of us.

DR SI MONS:  Yes.

MS. PETERS. W need to actually end
this panel. W're way past.

We have to be out of this roomat 5:00.
That's a given. So we're going to take a 45 minute
break and we'll start again at 2:15. Thank you.

(Wher eupon, at 1:30 p.m the neeting was

adjourned until 2:15 p.m)

NEAL R. GROSS

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

180

AF-T-ERNOON S-E-SS-I-ON
2:20 p.m

M5. PETERS: The panel is here, and since
all the witnesses are here, let's start. This
afternoon we're going to be focusing on sound
recordi ngs and nusi cal works that are on copy-
protected CD's. And the witnesses are fromthe
El ectronic Frontier Foundation, Gaen H nze, and Ren
Buchol z, and fromIP Justice, Robin Goss. And then
the other side, Steve Marks fromthe Recording
I ndustry Associ ation of America, and Mark Bel i nsky,
Macr ovi si on.

So let's start with EFF, however you
want to divide it up between you.

M5. HINZE: On behalf of the Electronic
Frontier Foundation, 1'd like to thank you for the
opportunity to testify at today's hearing in support
of the exenption the EFF has proposed.

My name is Gven Hinze, | ama staff
attorney at the Electronic Frontier Foundation and
"' m here today assisted by Ren Buchol z, our staff
activist.

EFF has requested an exenption for sound

recordings rel eased on audio CD s that are protected

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

181

by technol ogi cal protection neasures that
mal function, so as to prevent access on certain
pl ayback devi ces.

The proposed exenpti on would al |l ow
consuners to play nusic that they have legitimtely
acquired without fear of legal liability under
Section 1201. The exenption is effectively
identical in scope to the second exenption that was
granted by the Librarian in 2000 for literary works
that are subject to access control neasures that
prevent access due to mal function, or danage or
obsol escence.

The idiosyncratic and varying nature of
the reported mal functions of various copy-protected
CD s, working on sonme PC s and not other operating
systens, suggests that these copy control
technol ogi cal protection nmeasures were intended to
prevent unauthorized reproduction but were not
designed to prevent playback of nusic.

However, irrespective of the intent of
t hese neasures, the practical effect of these
mal f uncti oni ng copy protection controls has been to
prevent consuners from accessing protected nusic.

The inability to access or play the

music is due to a technol ogi cal protection neasure
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failing to work in the way that it was intended to
wor K.

M5. DOUGAASS: | nust ask that you try
to speak up a little. | can see people are noving
forward in the back.

M5. HI NZE: Thank you, thank you. EFF
is seeking a narrow exenption that woul d permt
consuners to take the steps necessary to play nusic
that they have legitimately purchased on the
consuner pl ayback devices they own. This is clearly
a non-infringing use. Playback is a private
performance and does not inplicate any of the
exclusive rights granted to copyright owners under
Section 106 of the Copyright statute.

The proposed exenption that we are
seeking is narrow. It is limted to restoring
playability and woul d not authorize copying of
affected nusi c.

I"d like to spend the bul k of nmy opening
stat enment addressing sone of the points that are
bei ng made in opposition to our exenption by,
anongst ot her people, the Joint Commenters,
represented this afternoon by M. Marks.

In the Joint Reply Comments filed with

the Copyright Ofice, the Recording Industry
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Associ ation of America, and the various other
commenters, have opposed this exenption on three
mai n grounds.

First, they have argued that the
proposed exenption is outside the scope of this
rul emaki ng process because the copy protection
technol ogy at issue is not a technol ogi cal
protection neasure that effectively controls access
to a protected work under Title 17 for the purposes
of Section 1201(a)(1l) and as per the discussion this
nmorni ng, 1201(a)(3)(B)of the copyright statute.

EFF does not dispute this. As we noted
in the coments filed in Decenmber 2002, based on the
information that we had that is publicly available
about the nature and the operation of these neasures
it does not appear that they require application of
i nformati on, a process, or a treatnent with the
authority of a copyright owner to play when they
pl ay.

And when they don't play, it doesn't
appear to be a matter of a failure to apply a
particul ar process information or treatnent in order
to make that mal function correct. The bl ocking of
access here is due to the mal functioni ng copy

protection controls, and it appears to be
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uni ntentional .

However, as denonstrated by the |egal
debate over the status of the content scranble
systemin relation to DVD s over the last five
years, a technol ogi cal protection nmeasure can
control both access to, and use or copying of a
prot ect ed worKk.

There is uncertainty within the | egal
community as to whether mal functioning copy control
t echnol ogi cal protection neasures that inadvertently
prevent playback of CD content should be
characterized as effective access control measures
for the purposes of Section 1201(a)(3)(B). The
| egal uncertainty here is exacerbated by the |ack of
public information on exactly how these technol ogi es
wor K.

In the neantime, however, consuners are,
if they find that they have purchased copy
protection CD s that do not play in their playback
devices, are left in a legal no-man's-land. Wether
or not a mal functioning copy protection neasure is
deened to fall within the technical definition of
“effectively controlling access” in Section
1201(a)(3)(B), the end result is exactly the sane

for consuners.
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Where the copy protection technol ogy
mal functions, it often bl ocks access conpletely and
consuners are sinply unable to play nusic that they
have | awful |y acquired.

However, given the doubt that surrounds
the scope of the prohibition in Section 1201(a)(1),
consuners can't be sure whether they' re breaking the
| aw and potentially putting thenselves at risk of
significant legal liability legally if they try to
ci rcunvent the mal functioning copy protection
technol ogy to nmake the CD pl ay.

If the Register were to clarify inits
rul emaki ng that mal functioning copy controls are not
access controls for the purposes of Section 1201,

t hen EFF agrees that the proposed exenption woul d
not be required.

However, in the absence of a clear
stat enent about the scope of Section 1201, or an
exenption, there's no guidance for consumers or
predictability as to what behavior is |awful when
they're trying to make a very common non-infringing
use of nusic they've purchased.

There is, in addition, a flowon effect,
a consequent chilling effect on manufacturers and

sof tware vendors who m ght otherw se devel op devices
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or software drivers, for current drives, and current
CD ROM and DVD pl ayers that woul d be capabl e of

pl ayi ng these non-redbook audio CD s. For instance,
in the absence of a clear statement or a clear
exenption, Apple may be less inclined to rel ease a
sof tware update that would permt Mcintosh (Mac.)
users, a particularly affected group, to play these
types of disks on their conputer CD ROM dri ves.

The second mai n argunent that our
opponents have nmade is that EFF has not net its
burden of proof on these issues. It hasn't net the
burden of show ng harm anmounting to a substantia
adverse inpact. In particular, the Joint Commenters
conpl ain that we have not provided evidence of the
nunber of copy-protected CD s currently in
circulation in the United States, and evidence as to
the frequency of actual failures of these disks on
particul ar types of devices. | have several commrents
in response.

First, it is not clear at all what is
necessary to neet the standard of proof of
substanti al adverse inpact for this category.
However, EFF does not agree with the joint
commenters' assertion that this requires us to

provi de exhaustive figures for the nunber of copy-
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protected CD s released in the United States and the
failure rate of that technology in particular
devi ces.

If the Copyright Register and the
Li brarian were to endorse that standard as the
standard for substantial adverse inpact, we believe
it would raise serious issues about the equity of
this proceeding and the ability of consuners to
participate neaningfully in this process. It would
certainly threaten to underm ne Congress' intent to
create a fail-safe nmechanismfor consumers non-

I nfringing uses.

The reason | say this is for these
reasons: First of all, consuners' experience of
identifying a copy-protected CD is nuch |ike playing
a ganme of battl eship.

Since copy-protected CD s are often not
| abel ed, consuners do not know whether any CD they
purchase is copy-protected or not wuntil they insert
it into their conputer CD ROM drive or their car CD
MP3 pl ayer, or their DVD player, and then experience
a mal function.

In this case, in this present exenption,
the only parties in a position to obtain

conprehensive information as to the nunber of copy-
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protected CD s that have been released in the United
States are those opposing the exenption, including
the RIAA and its nenber record | abels.

However, they have chosen not to
di scl ose that information in response to the
i nformati on that EFF has provi ded even though it
coul d presumably be used to prove that the exenption
is unwarranted, if the nunber of copy-protected CD s
actually in circulation is de mnims, as they have
suggest ed.

It's also difficult to provide
information as to the frequency and type of
mal functi on of these copy protection neasures on
particul ar types of devices. As the 48 consuner
comments that were filed with the Copyright Ofice
in this proceeding illustrate, the range of failures
t hat peopl e experience vary dramatically. 1In sone
cases, people are able to play one particular song
for a small segnent, or not play anything at all.
In sonme cases, people experience a conplete
operating systemcrash. It happened to ny col |l eague
and has been reported to be the case in a nunber of
the comments filed in this proceeding.

G ven the variation anongst the

different types of responses, and the fact that it
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seens to be a matter of operating system by
operating system drive by drive, it's a very
difficult thing to predict or to qualitatively
assess what the frequency or type of failure is.

More inportantly, EFF considers that the
information that's currently on the record is
sufficient to establish current substantial adverse
| mpact .

At a qualitative level, there is a
substanti al adverse inpact on the consuner.
Consuners use is non-infringing use of lawfully
acquired material when copy protection technol ogy
mal functions, and they are entirely prevented from
pl ayi ng back sonething they' ve |awfully acquired.
The nature of the harm experienced here is absolute
if there is no playback. 1It's not nmerely an
i nconveni ence. The custoner receives nothing, no
benefit for their bargain.

Qualitatively speaking, evidence on the
record indicates that a nunber of copy-protected
CD s have currently been released in the United
States. EFF identified titles of four copy-
protected CD s that had been verified as copy-
protected in our Decenber 2002 comments. However,

based on news reports and consuners' experiences,
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the actual nunber of affected titles nay be nuch
hi gher .

News reports indicate that covert trials
of unl abel ed copy-protected CD s have been taking
place in the United States since 2001. M
col | eague, Ren, is currently showing a slide with
excerpts fromthese news reports.

In July 2001, rovision reportedly nmade a
test release in the United States, including one
title that had sold al nost 100,000 units. This
followed a report in May 2001, which quoted Mark
Tokayer, the CEO of Macrovision partner, TTR Audi o,
as stating that Macrovision and a najor or several
maj or record | abels had rel eased copy-protected CD s
in California. In February 2002, technol ogy conpany
M dbas, which is now owned by Macrovi sion, announced
that it had released 10 mllion CD's in the United
States and Europe. And |ast nonth, Macrovision
announced its technol ogy had been used on over 100
mllion CDOs worldw de, including in the United
St at es.

The record industry has officially
acknow edged t he existence of two copy-protected
CDs inthe U S market. Yet we know fromfirsthand

experience that this is inconplete. One of EFF s
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staffers purchased a CD by the group The Donnas,
only to discover that it was copy-protected.

Thi s di sk has not been acknow edged by
Atl antic Records as being copy-protected, but if you
| ook very, very closely, you can see a tiny, tiny,
tiny logo down at the bottom here, which appears to
be a copy protection logo. It's on the actual
packagi ng, not on the disk itself.

The disk itself actually says that it
wi Il play on various conputer formats, including
Mac. OS players. In point of fact, it wasn't able
to be played at all on the Mac. OGS drive in
guestion, which is why this EFF staffer worked out
that it was copy-protected and found the | ogo.

This seens to match the experience of
hundreds of consuners in online fora who have
identified what appear to be copy-protected CD s
t hat have experienced and identified these as being
CD s who are not capabl e of playing on various
devi ces.

It's fair to assune that these
experiences and those of the 48 consunmer commenters
who filed comments in this proceeding indicate that
the nunber of copy-protected CDs in the U S. nmarket

may actually be nmuch higher than has been officially
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acknow edged by the record industry, and that the
nunber of these disks will increase in the next
t hree years.

The increasing copy vol unmes-- increasing
vol unes of copy-protected releases will have a
substantial and adverse inpact on consuners' ability
to make non-infringing uses of their works within
t he next three years.

First, record | abel and technol ogy
conpany statenents indicate that there are a
significant nunber of copy-protected CD s that wll
be released in the United States this year

Second, because of the nove towards nore
nodern, multi-format di sk players as primry
pl ayback devices, such as DVD s/ MP3' s/ CDR s.
Combi ned and X-Box gane consoles. Conbined multi-
format pl ayback devices of these types have nuch
nore vulnerability to the current copy protection
technol ogi es because the technol ogi es appear to work
by exploiting differences between audi o CD pl ayers
and these types of nmulti-format players as discussed
in the report that is cited in EFF s Decenber 2002
comrents, a research paper by Princeton researcher,
John Al exander Hal derman. And as | said, the

coments point out there has been a distinct nove by
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consuners to adopt nulti-format playback devices
such as conbi ned DVD and MP3/ CD pl ayers. NMSNBC
reported | ast year that sal es of standal one regul ar
CD pl ayers were down 48. 1% | ast year

Ren is showing slides with excerpts from
news reports about the expected influx of mllions
of copy-protected CDs into the U S. market in
com ng nont hs.

In late March 2003, news reports
i ndi cated that the BMG subsidiary, Arista Records,
woul d be rel easi ng SunnComm copy-protected CD s in
the United States later this year.

I n Novenber 2002 the L.A Tines reported
EM Recorded Miusic Vice President, David Munns, as
sayi ng that the 2002 holiday season woul d be, as you
can see, would be the last holiday season w t hout
wi despread use of copy protection technol ogy on new
rel eases.

And technol ogy conpany SunnConmm has
stated that it has already installed anti-copying
gear in a Bertlesmann subsidiary, North Carolina CD
manuf acturing plant, and that a sizable proportion
of this subsidiary's releases will be copy-protected
by the end of 2003.

The third main argunent nmade by our
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opponents is that this exenption is prem sed on an
i ncorrect assunption that consuners are entitled to
pl ay copy-protected nusic on any device capabl e of
using CD's as a data storage format.

On page 19 of the joint comments, our
opponents have argued that "neither the Copyright
Act nor the DMCA was ever intended to require or to
confer upon uses a right of conplete conpatibility
anmongst all devices in our nedia." That was a quote
fromthose comments.

They then clainmthat the existence of
pl ayback devices that can play copy-protected nusic
renoves any need for this exenption. 1'd like to
make several comments in response to that.

First, I'd |like to enphasize that the
nature of the exenption sought here is for non-
infringing use of lawfully -- of playing lawmully
acquired sound recordings. Private performance is
not one of the rights given to copyright hol ders
under Section 106 of the Copyright Act.

Qur opponent’s argunent about
conpatibility proceeds on the assunption that
copyright owners are entitled to control playback of
a copyrighted work an or user’s playback device.

However, there's nothing in the

NEAL R. GROSS
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| egi slative history of the DMCA that indicates that
Congress intended to grant additional rights to
copyright owners beyond those listed in Section 106.

EFF woul d submit that any opposition to
this exenption, which is prem sed incorrectly
on copyright owners. Caimto control rights
beyond those listed in Section 106, should be
treated with caution

The Second, contrary to our opponent’s

claim what is sought here is not a right of
conplete conpatibility for all devices in all nedia.
| nstead, the requested exenption would all ow
consuners to make a non-infringing use of nedia
they've awfully acquired on devices they currently
own and that they would reasonably expect would be
able to play that nmedia based on 15 years'
experience -- of over 15 years' experience of the
audio CD format. After all, what we're tal king
about here is consuners putting CD s into devices

t hat have previously played CDO's, not putting them
into toasters.

It's certainly true that Congress did

not intend to mandate manufacturers to design
devices to detect and respond to technol ogi cal

protection neasures that were inplenented by
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copyright owners. That's reflected in § 1201(c)(3).

However, nothing in the Congressional
Record indicates that Congress intended to grant
copyright owners the right to control consuners
non-infringing private performance of lawfully
acqui red content on devices they already own. The
exi stence of sone players that can play these disks
is not a sufficient reason for deciding to grant
this exenption.

Consuners seeking to make non-infringing
uses of works they've lawfully acquired shoul d not
be put to the expense of having to purchase an
additional player to play protected nusic. And as |
previously noted, the stock of players which can
actual ly play these types of disks is dimnishing as
consuners are noving towards nore nodern nulti-
format players, DVD s/ MP3's/CD s players; X-Box gane
consol es.

Therefore the existence of alternative
pl ayers that consuners can currently purchase, but
may not be able to easily acquire in three years'
time, as these devices are phased out, doesn't
protect consuners' ability to make non-infringing

uses of these works within the next three-year
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peri od.

Finally, in considering the bal ance of
harms involved in granting this exception, 1'd Iike
to enphasi ze that the exenption does not increase
the risk of w despread copyright infringenent.

First, the exenptionis |imted to non-

i nfringing playback of protected nusic. Second, as
Section 1201(a)(1) (D) mekes clear, any exenption
that is granted by the Librarian of Congress extends
only to non-infringing behavior. The exenption
woul d al | ow consuners to take steps to restore

pl ayability, but would not authorize otherw se

i nfringing reproduction. |If any consunmer were to
step beyond t he bounds of the exenption, and, for

i nstance, make an unaut horized reproduction on
distribution of a work on a protected nusic CD
copyright owners would continue to have the right to
bring an action for infringenent, and would conti nue
to have the full set of rights currently avail abl e
to them under Copyright | aw.

Finally, I'd just like to address one
point that was nade in the cooments of M. Metalitz
this norning, when he provided his summary of the
factors that the Copyright O fice had to take into

account. He suggested that in the context of the
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Copyright Ofice's mssion, the Copyright Ofice had
to consider the availability for use of works in the
class, as identified, and he made a statenent to the
effect that we have a digital cornucopia of it, if
you | ook at the situation in 2003 as conpared to the
situation in 2000.

We have a rich variety, nore works, nore
different types of works available. And that this
Is primarily due to the use of technol ogica
protection neasures backed by the | egal sanctions of
Section 1201.

I'"d just like to comrent on that in
relation to this particular class of CD's and note
that -- sound recordings, and note that that's just
not true with nusic. Misic has been around in nmany
formats for many years, and the availability of
nmusi ¢ does not actually have anything to do with the
technol ogi cal protection neasures that have only
started to be used on what look Iike CD's in the
| ast two years.

In fact, the nusic format that we know
as the CD has been around in existence for over 15
years. And so, to the extent that the Copyright
Ofice wants to take into account the consideration

about the user facilitation or the availability or
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facilitation of any particul ar technol ogi cal
protection nmeasures, | would urge the Copyright
Ofice to take into account that that is not
actual ly accurate, or not an appropriate factor for
consideration in respect of this class of works.
Thank you.

M5. PETERS: M ss G 0ss?

M5. CGROSS: Good afternoon. | P Justice
wel comes this opportunity to testify to the US
copyright on this about the adverse inpacts users
are experiencing in their ability to enjoy CD s and
ot her sound recordings in non-infringing ways. The
cause of this adverse inpact is the technol ogical
restriction nmeasures currently being applied, with
increasing regularity, to CDs by the record
i ndustry.

The magnitude of this harmwarrants the
declaration by the U S. Copyright Ofice that the
exenptions proposed by IP Justice inits submtted
comments. Before speaking to the substantive
reasons for our proposed exenptions, |P Justice
wi shes to highlight four inportant procedural issues
in relation to this rul emaking.

First, the Librarians' responsibility in

this rule-making is to users and not copyright
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owners. In the first rul emaking in 2000, the

Li brari an gave undue deference to the interests of
copyright owners. By doing so, the Librarian
dupl i cated Congress's deference to the interest of
copyright owners when Congress first enacted the
anti-circunmvention neasures in 1998.

The role of the Copyright Ofice in this
proceeding is not to determ ne that technol ogi cal
restrictions benefit the public, but to | ook for
ways in which the public is harnmed by them and act
to preserve the public's rights under traditiona
copyri ght.

Congress introduced the anti -
ci rcunvention neasures to encourage copyright owners
to make their works available digitally. O in the
words of the |ast rul emaki ng, "The neasures are
designed to be use facilitating."” The
responsibility of the Librarian in this rul emaking
is not to repeat Congress's analysis, but to protect
users and ensure access, not availability of
protected works such as CD s.

Second, the structure of this
rul emaki ng, as interpreted by the Librarian,
effectively precludes it fromachieving its purpose.

The Librarian insists that exenptions be defined

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

201

according to class of work. Adequate protection of
users' rights requires that exenptions be drafted
with reference to the type of user and circunstances
of use.

For exanple, if a person listens to a CD
at home, they're not infringing the copyright
owners' public performance right. But when they
play the CD in a discotheque, they m ght be. As
scholars and civil libertarians have noted,
architecture is policy and the structure of this
proceedi ng makes it extrenely difficult to obtain
consuner protections.

Third, the Librarian has set an
i mpossi bly high evidentiary standard, given the
nature of the harmit is supposed to protect
agai nst. The Librarian requires evidence of
substantial harmor |ikelihood of harm but w thout
any gui dance as to how to neet these threshol ds.

The adverse effects experienced by users
are likely, of their very nature, to be individual,
and personal, difficult to neasure and quantify.
This does not detract fromthe existence of such
harm It does nean that the Librarian should
accept, as sufficient evidence, news reports and

princi pal analysis of likely harmwhich take into
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account the interaction of the anti-circunvention
nmeasures with the limtations and exceptions for
users, under traditional copyright principles.

Fourth, 1P Justice urges the Copyright
Ofice to be mndful in conducting this second
rul emeki ng of two inportant facts. Firstly, the
first rul emaki ng was conducted when the prohibition
on access circunvention had not yet taken effect.
Three years later, the trend of digital lock-up is
nore apparent. Thus, the extent of the inpact on
users must be greater because the anti-circunmention
measures are broader than copyright.

The second inportant factor is that the
i npact of any exenption will necessarily be linmted.
This is sonething which the Librarian failed to take
in account in the first rul emaking. Acts of
circunvention and access controls are, by their
nature, inherently non-comercial and personal.
Anyone who seeks to take advantage of an exenpted
act of access circunvention, nust be highly,
technically, literate.

Even where exenptions to the general ban
are granted, a person still cannot acquire a
ci rcunvention device or service froma third party

nor nake it avail able to soneone el se because to do
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so would infringe the anti-trafficking prohibitions
of Section 1201. This neans that only a limted
nunber of people are likely to be able to avail

t hensel ves of any exenptions. Thus the inpact on
the copyright owner of any exenption will be
substantially limted.

Turni ng now to our substantive coments
in support of our proposed exenptions for copy-
protected CD and ot her sound recordings, |P Justice
woul d I'i ke to make two comments.

First, CD copy protection often serves
functionally al so, as access restriction technol ogy.
The technology restricts the ability of users to
play a CD in certain types of technol ogy, for
exanple, a PC. This is a clear interference with
access but CD owners are forbidden from bypassi ng
t he access control technol ogy.

Users are unable to sinply enjoy a CD in
the privacy of their own hone, office, or car, on
the platformof their choosing. Instead, the
copyright owner dictates the user's personal
experience of nusic, sonething well beyond the anbit
of Section 106 in the copyright act.

The focus on Section 106 is on public

uses of nusic and intellectual property. That which
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falls outside of the public sphere, the private

enj oynent of mnusic, should |ikew se fall outside the
reach of the copyright owner's control. CD copy
protection permts copyright owners to usurp the
user's private performance right through the use of
t hese technol ogi cal access controls that double as
use in copy controls.

The DMCA di stingui shes between
ci rcunventing access controls and circunventing copy
controls. It allows circunvention of copy controls
in order to engage in fair use.

I n passing the DMCA, Congress clearly
i ntended the public to continue to enjoy their right
to circunvent copy controls on sound recordings for
| awf ul pur poses.

So while in theory, consuners continue
to enjoy their right to circunvent copy controls to
make fair use or to engage in other |awful uses of
sound recordings, the law still forbids bypassing
access technology. And since it's not possible to
bypass the copy controls w thout al so bypassing
access controls with these dual use technol ogi es,
consuners are prevented fromexercising the right to
bypass the copy controls on sound recordings in

order to make the | awful use of their music.
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Secondly, CD copy protection chills
i nnovati ve personal uses of music. Digital
t echnol ogy enpowers people to access their nusic
coll ection in unprecedented new ways w t hout being a
pirate. Purchasers of CD s can space shift or play
shift their nmusic fromone device to another, for
exanple, to their MP3 player, to go jogging or their
hone or their car office.

CD copy protection technol ogy prevents
this fromoccurring. It treats all users as
copyright infringers. The trend of legitimate nusic
pur chasers being unable to access copy-protected
CDs is well established and will only continue.

Surely, the hundreds of coments
supplied by individuals conplaining of this
surreptitious practice during these proceedi ngs
establ i shed this substantial harm

| P Justice urges the Copyright Ofice,

m ndful of the limtations of this rul emaki ng and
its duty to users, to declare proposed exenptions,
enabling the I awmful enjoynent of mnusic and restoring
consuner freedons. Thank you.

M5. PETERS: Thank you. M. Marks?

MR. MARKS: Good afternoon. M nane is

Steven Marks and |' m senior vice president of
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Busi ness and Legal Affairs for the Recording

| ndustry Associ ation of America. Thank you for the
opportunity today to present the views of the R AA
concerning the exenptions that have been proposed by
EFF, Public Know edge, and |IP Justice.

The proponents case for these exenptions
boils down to conplaints of a few people that appear
to stemfromtechnical inconmpatibilities, not access
controls, relating to a very few nunber of sound
recor di ngs.

These conpl aints do not support the
exenption that they request. The proponents
t hensel ves admit that their conplaints are not based
on technical protection nmeasures that are access
controls, thereby taking their clainms outside the
scope of this proceeding.

The proponents have failed to present
sufficient evidence to support an exenption, even
under the nost |enient of evidentiary burdens, |et
al one the extraordinary circunstances that are
required here. And the proposed exenption is
over br oad.

But before addressing these in detail,
let me first say a few words about the use of

techni cal protection neasures by record conpani es.
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Record conpani es are focused on
provi ding access to their nmusic in as nany ways as
possi ble. They are in the business of selling
nmusi c, regardless of platformor delivery channel,
and are making nusic available in nore formats than
ever before. Record conpanies would like to do
this in a way that is not susceptible to easy
copying and wi despread distribution of further
copi es.

In light of the piracy that has
devastated the industry in recent years, through
cutbacks in artist rosters, lay-offs, retail store
cl osings, sone would say that CD copy controls are
necessary to ensure that the industry continue to
invest in new artists and continue to bring nusic to
consuners. This is consistent with Congressional
intent of the DMCA, to encourage copyright owners to
continue to invest in creative works.

Record conpani es under st and, however,
that success depends upon their ability to make
consuners happy and to distribute recordings w dely.
They realize that |ocking up content is not a
sol uti on.

CD copy protection technology is

evol ving qui ckly and one can only specul ate how
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mar ket forces and technol ogi cal devel opnments wil |l
affect the actual application of technical
protection nmeasures to CD s.

The regi ster of the Librarian should
not, on the basis of this speculation, grant an
exenption that would deter innovation and thwart
efforts to control piracy, but should instead all ow
t he marketplace to work for the comng triennial
peri od.

Let nme go through the individual reasons
why the -- substantively, why the exenptions should
be denied. The first is that the proponents sinply
failed to state a claimfor an exenption. The
conpl aint, EFF s conplaint, for exanple, is about
the purported mal function of copy controls, not
access control s.

| ndeed, EFF states that it does not
believe that the technology that is the subject of
t he proposed exenption, quote, "effectively controls
access to a work." Having denied an el enent of the
case it is required to prove, EFF' s claimshould be
rej ected.

EFF proposes an exenption for copy-
protected CD s that mal function to prevent access,

but the mal function of a copy control does not
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convert it to an access control. Mreover, EFF has
presented no evidence that the copy control indeed
mal f uncti oned.

| P Justice has requested an exenption
for copying to different platforns or different
devices. Aside fromthe fact that there is no right
of access on all devices, as | wll explain alittle
bit later, this proposed exenption is again about
copyi ng, not access, and therefore is outside the
scope of the proceeding.

The proponents have also failed to
identify the technologies with particularity, and to
establish that they have had or are likely to have
substanti al adverse effects on use of a properly
defined class of works. Instead, they have asked
for an exceptionally broad exenption, covering an
entire category of works identified in Section 102A
of the copyright act. They have al so inproperly
i ncluded a broad swath of diverse technical
protection nmeasures.

The Librarian should resist this
invitation to extrapol ate all eged problens with sone
technologies to all current and future technol ogi es.

The proponent's exenption is al so

m sguided in that it is predicated on the assunption
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that users, or consuners, have an unqualified right
to access works on any device of their choosing.
The Copyright Ofice has found that no such right
exi sts, and that dimninus or isolated problens or
mere i nconveni ences do not justify an exenption.
There is nothing in the DMCA or the fair use
doctrine that's intended to ensure access to every
work in every fornmat.

Ensuring access on every device is
sinply not the purpose of this rul emaking, either.
The ability to make non-infringing uses, even if not
in the preferred or optimal format, is sufficient to
satisfy the statutory factor of the availability for
use of copyrighted works.

Let me take a mnute to tal k about the
evidence itself, of adverse effect, that has been
presented by the proponents. They have failed both
to nmeet their burden that today there is an adverse
i mpact or that there is likely to be one in the
future. Focusing on the present, there have been
125,000 al buns released in the |ast three years.
125, 000, and only nine have been released in the
U.S. that have technical protection neasures.

Seven of those were by Universal Misic

G oup, all of themwere promnently |abeled. There
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were toll free custonmer hel p tel ephone nunbers and
web sites. And the conplaints of those CD s,
according to Universal, were fromless than one
tenth of one percent of the CDO s that were sold.
This is generally consistent with conplaints about
CD s that are released that have no technica
protection measures.

So that's seven of the nine. Another
one was by Music City Records. The tracks on that
CD were made avail abl e for downl oadi ng.

And then the final one was by a conpany
called Metropolis. There the CD was inported from
Germany, was not a U S. release. It was an inport
from Germany. And subsequently, Metropolis mde a
U.S. release without the technical protection
neasur es.

The reply comments identify 45 titles in
t hose comments. O these 45, 28 were not rel eased
inthe US wth copy or access controls. Four were
not even CD's. Five were foreign releases. Five
were two vague for us to gather evidence to
determ ne which category they mght fall in, and
only three of them contained any kind of technica
protection neasure.

The conpl ai nts appear to sinply be the
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result of technical inconpatibilities. Despite the
sophi stication of CD technol ogy, not every disk wll
play in every machine. That may be regrettable, but
it's certainly not the basis for an exenption
pursuant to this proceeding.

The proponent's have not alleged the
probl ens conpl ai ned of were even commonpl ace for
those CD's. As nentioned on sone of the ones that
were sold by Universal, the conplaints were |ess
than one tenth of one percent. The
inconpatibilities or the defects could be from
defects in manufacturing, which are clearly not the
basis of an exenption. And there's generally no
evi dence that's been presented that the probl ens
with any of these CD s is any greater than on CD s
general ly, w thout any such technical protection
nmeasur es.

The proponent's have also failed to
establish that there is likely to be a substanti al
adverse effect on non-infringing uses. An exenption
based on antici pated adverse inpact can be only in
extraordi nary circunstances, where the evidence
supporting the exenptions highly specific, strong,
and persuasi ve.

They have failed to establish that
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adverse inpacts are nore |ikely than not.
Specul ation, conjecture about new rel eases, are
sinply inefficient.

For exanple, EFF stated that no record
conpany had renounced technical protection neasures.
They have presented quotes today, but it is
specul ation that any of the technol ogies that may be
used -- and we don't know what technologies will be
used -- how those technologies will work at all
And agai n, those were based on copy controls, not
access controls, all of the statenents.

Finally, the specul ative all egations of
harm are vastly outwei ghed by the harmthat would
result fromthe exenption. The recording industry
has been devastated by piracy, which has and will
i ncreasi ngly have an adverse effect on the industry
and dimnish the ability of the industry to devel op
new arti sts and produce new creative worKks.

An exenption of the extraordi nary
breadt h sought by the proponents could forestall the
devel opnent of technical protection neasures for
musi ¢, and preclude use of technology to fight
piracy.

As the office has recogni zed, exenptions

are to be nade only in exceptional cases. And we
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bel i eve the proponents here have failed to nmeet that
bur den.

There were a couple of things that were
mentioned additionally this norning that 1'd like to
respond to. Just picking up with sone of the
comments of | P Justice first.

There is nothing, so far as we can tell,
that places a burden on the Librarian to seek out
and favor consuners in this proceeding. This
proceeding was set up as a fail-safe and the
| anguage fromthe nmanager's report and ot her
| anguage specifically says that exenption should be
found only in extraordinary circunstances.

And therefore, the burdens that exist
fromthe | ast proceeding, you know, should exist,
and we woul d say are the right interpretation and
are not a matter of favoring one side over the
other, but nerely applying the letter of the | aw

| think the only other thing I would say
on the substantive comments that were raised wth
regard to copy controls is again, that the
statenents about interference are purely specul ative
at this point. There have only been nine rel eases
inthe US to date, to the extent that other

releases will be nade in the future with sone
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techni cal protection neasures, mainly copy controls,
whi ch again, are not the subject of this proceeding.

It's sinply theoretical, at this point,
to say that those copy controls sonehow prevent
access, even assumng that that would be a proper
jurisdiction for this proceeding. There sinply has
been no showi ng that nore likely than not, that
t hese types of non-infringenment uses will exist.

I think 1'll |eave the rest of the
comments for (indistinguishable).

M5. PETERS: Ckay, thank you. M.
Bel i nsky?

MR. BELI NSKY: Thank you. Good
afternoon. My nane is Mark Belinsky and |I'mthe
senior vice president of the nusic technol ogy
di vi sion of Macrovision Corporation. 1'd like to
thank you and the Copyright Ofice for the
opportunity to be here today, and I'd also like to
express ny appreciation from Macrovi sion as a
conpany, being able to provide input to these
rul emaki ng proceedi ngs, both today as well as
tomorrow as well, where our president, Bill Krepick
wi |l be present.

From our perspective as a supplier of

copy protection and digital rights managenent

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

216

technology to the content industries: that is; film
entertai nment, software, and nusic for nore than 20
years; we think that nore than anything el se, these
hearings and indeed, the DMCA itself, are about
creating and mai ntai ning a bal ance between the
interests of content creators and the users or
consuners of that content.

This is admttedly not a | awer's
perspective, but nore of a practical perspective,
havi ng been an honest m ddl eman bet ween content
provi ders and consuners for nore than 20 years.

As we enter the 21st century, to us, it
becones very clear that the econonmic vitality of the
U.S., our country, is heavily dependent on
know edge, information, and information technol ogy
i ndustri es.

According to a recent study that | think
was quoted in one of the coments submitted for
t hese hearings, the copyright industries alone in
the U S. generated $535 billion of GDP and that
excl udes many other IP centric industries.

And when you | ook at the percentage of
our citizenry that earns their living by creating,
manuf acturing, or distributing know edge and

i nformati on products and services, and al so when you
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consi der the investnents required to create and

di stribute that know edge and information, you can
qui ckly conme to the conclusion that the content
creators' ability to get paid for their creative
works is not only inportant but, indeed, fundanental
to their very existence. And by inplication, we

t hi nk fundanental to naintaining the high standard
of living that we currently enjoy here in the U S.
as conpared to many ot her countries.

Turning a bit nore specifically to the
topic of music copy protection and DRM | think it's
by now common know edge, even to ordi nary consuners,
that recording artists and the nusic industry are
suffering greatly from unauthorized reproduction and
sharing of copyrighted nusic files.

| can't help but recall Johnny Cash's
Sept enber 1997 testinony to the U S. Congress when
he and | both gave testinony for the Commerce
Committee's DMCA hearings, about how he was al ready
personal |y experiencing this phenonenon, and that
was nore than five years ago.

| also think it's quite interesting to
note that consuners today accept that when they buy
"Shrek"” or "Sweet Hone Al abanma” on DVD, or when they

buy Madden Football fromElectronic Arts, they don't
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have the ability to nake copies for their friends.

We believe that the sane assunption
shoul d apply to the latest nusic rel eases from
Emi nem Avril Levine, or Madonna. Wether you
measure the nusic industry's problem based on the
overal | declining nusic industry revenues, the
t housands of jobs |lost at record conpanies earlier
this year, the bankruptcies of several nusic
retailers, the decline in an average top selling
al bumfrom20 mllion units to 10 mllion units, or
upon the nunber of nusic tracks available on file
sharing services, |ike Rockster and Mrpheus, it's
pretty clear that the balance | described just a few
nonents ago has shifted to the point where content
creators are not able, at least in the nusic
i ndustry, to reap the benefits of their creative
wor ks.

In fact, in the court of public opinion,
it could be argued that many consuners believe
copyrighted nusic is free for the asking or free for
the taking. And from our perspective, this is
preci sely the kind of neltdown scenario that
justifies policy initiatives, where governnent
establ i shes rul es of engagenent so an industry can

continue to provide val uabl e products and services
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to consuners, not to mention provide enploynment to
hundreds of thousands of people in the process.

Juxt aposi ng the inportance of the
content industries to the U S. econony, wth the
growm h and devel opnent of the Internet as a
di stribution nmedium we think it becones even nore
inportant to keep copyright |laws strong, and to take
a narrow view and a very cautious view on granting
exenpti ons.

As has been pointed out in sone of the
subm ssions leading up to this hearing, the nusic
i ndustry has, over the past couple of years, begun
depl oyi ng technol ogi cal prevention nmeasures in
connection with certain of their sound recordings
rel eased on CD's, generally known as copy- protected
CD s.

The objective of these depl oynents,
including the CD s that are protected using
Macr ovi sion's technol ogy, has been to inhibit the
unaut hori zed copying and file sharing of nusic
files, which has becone al nost commonpl ace over the
past several nonths, while at the sane tine
mai nt ai ni ng consuners' ability to listen to nusic on
their CD players and personal conputers.

Up to this point, the general approach
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has been to provide two versions of each mnusic track
on each CD, one of which plays on hi-fi's, car
stereos, and other garden variety CD players, and
the other of which plays on personal conputers.

Wthin the past few weeks, just within
t he past few weeks, Macrovision has announced a
partnership with Mcrosoft which will enable the
musi ¢ industry to configure the second of these
versions, the second session track, in nusic
i ndustry term nology, to allow consuners not only to
listen to the music on their PC, but to rip the
music to their conputer's hard di sk several tines,
and then to burn CD s and/or export the nusic to
portabl e devices made by conpanies |ike Sonic Bl ue,
Creative Labs, Conpaq, Thonpson, and others. Sone
of these very devices that one of the other folks
just described as you m ght use to go jogging. W
expect to see the first of these expanded
capabilities CDs in the market in the fall of this
year.

Because of our long history providing
commercially viable transparent copy protection and
DRM t echnol ogi es to content toners, we at
Macr ovi si on believe we have a rather unique

perspective on how technol ogi cal prevention neasures
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can be used to create healthy ecosystens that serve,
over the long term the legitimte interests of
creators and consuners alike.

In reflecting on the 20 years we' ve been
in the business, in particular supplying the film
entertai nment industry with copy protection, and the
ten-plus years we' ve been providing technol ogi cal
protection neasures to the software industry, we
believe quite strongly that the nusic industry is
depl oyi ng technol ogi es from Macrovi sion, but from
others as well, which will over tine recreate the
bal ance between the interests of content creators
and consuners.

In so doing, we believe that this wll
ensure that great nusic continues to be available to
consuners and that great nusicians and their
mar keting, distribution, and delivery partners are
rewarded for their creative works and/or financi al
i nvest ment s.

We al so believe, in the context of these
rul emaki ng proceedi ngs, that decisions about
exenptions to the prohibitions against circunvention
shoul d be nade taking into account the big picture
and wth a | ong-term perspecti ve.

As is the case we think in domai ns

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

222
out si de (i ndistinguishable) property and copyri ght
protection, the policy path of |east resistance in
the short termrarely provides the best long term
solution. And if we can agree that we're ultimately
talking in a small part maybe, about the econom c
vitality of the whole U S. econony, | think we can
and will see our way clear to making, or perhaps
avoi di ng, exenption decisions which ensure that the
musi ¢ industry can thrive over the com ng decades,
however it norphs, to the benefit of not only the
I ndustry, but the consuners as well.

During the Q and A session, | |ook
forward to answering any questions you m ght have
that | can address, and thanks again for the
opportunity to be a part of these hearings.

M5. PETERS:. Thank you. ['Ill start by
asking two questions and then passing it on. These
are for EFF. Just want to nmake sure that | -- what
you're saying. Are you saying that if, in fact, you
buy a CD, and it doesn't play on a particular
device, then you are taking the position that that
I's mal function of an access control ?

M5. H NZE: Actually, our positionis a
little bit nore nuanced. W' re taking the position

that this is actually a malfunctioning copy control,
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but it's an access issue. But we have actually
stated in our comments that we don't -- we have
taken the position that, in ternms of the technical
definition of effectively controlling access--

M5. PETERS: You say it isn't?

M5. HINZE: Right. W do understand
what that definition says, and we're not taking the
position that these protection neasures satisfy that
definition.

But what we are saying is that the net
effect, fromthe point of view of a consuner, is
that this is an access issue. A consuner has
purchased -- lawfully purchased nmedia, and is trying
to play it and nerely play it on a device that has
previously played this type of CD, and is naking a
non-infringing use of the work. W think that is an
access issue, first and forenost, not a copy control
| ssue.

My second point is that there is sone
| egal uncertainty in the |legal conmunity about
whet her or not sonething that controls incidentally,
controls access, even if its primry purpose was
I ntended to be a copy control, actually falls within
the prohibition in 1201(a)(1). So to the extent

there's uncertainty, there's a chilling effect, and
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the chilling effect is quite large on consuners.

Consuners are the people who have
purchased the CD s and who want to nmake a | awful,
non-infringing use of their works, but they're not
sure because of the scope of -- they're not sure
whet her the scope of 1201(a)(1l) wll prevent them
fromtaking any nmeasures to restore playability.

M5. PETERS: Let me just -- let ne ask
you, Ms. Goss. Do you agree with what she just
sai d?

M5. GROSS:  Yes.

M5. PETERS: So that is your position
t 00?

M5, GROSS: |I'msorry. |I'msorry. |
was writing something down. Could you please ask ne
what it is |I'm supposed to be agreeing or
di sagreeing wth?

M5. PETERS: Wiat | really was, which
didn't pick up all the nuances, what | had said,
which |1've just been told is not accurate, and | was
checking out to see if you agreed it was not
accurate or you had a different position, was that
when -- was it true that whenever soneone bought a
CD that basically had a copy control on it but was

put in a certain playback device such that it
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woul dn't play, that that was considered a
mal f uncti oni ng access control ?

M5. GROSS: | think it's even broader
than that. | think it's designed not to play in
particul ar devices. There was a report | ast
Sept enber on CNN about a Celine Dion CD that is
designed to crash your conputer if you try to play
it. So if you want to call that a malfunction,
that's fine, but I think it is designed to
mal function in that case.

M5. PETERS: But it was really whether
or not it was an access control.

M5. GROSS: It's absolutely an access
control. It is an access control that may doubl e as
a copy protection, but it does both goals. It has
bot h functions of denying access and denyi ng
copying. So you could talk about it as either one.

M5. PETERS: Now, |et ne go back to EFF.
Based on what you said, what extent does |abeling --
M. Marks basically pointed out that seven, seven
Uni versal copy-protected CD s that were limted with
regard to where they could be played. To what
extent dos the |abel respond to your concern for
consuners?

M5. HHNZE: The first thing 1'd like to
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say is that if the experience that EFF has had in
using or trying to use sone of the | abel ed copy-
protected CD s is anything to go by, it is direct
evidence. W have tried this on a nunber of
different systens the labeling isn't, in fact,
accurate. It's certainly -- for instance, if | take
t he exanpl e of The Madonna CD here, it's a very
small logo. 1'd be happy to pass this around for
the Copyright Ofice panel to have a closer | ook.
But it doesn't actually indicate the presence of
copy protection. | It's alittle logo. It doesn't
actually say, "copy-protected.™

So, for instance, fromthe point of view
of a consuner who purchases one of these, unless you
actual ly know t hat that synbol neans "copy-
protected”, you're going to be in the position, as a
consuner, of having bought this, and having opened
t he packagi ng from Tower or wherever you've bought
it, and not knowing that that's a copy-protected CD
So | would say that labeling is part of -- obviously
part of the issue here, but the effectiveness of the
| abel i ng and what the | abeling says is obviously an
i nportant point.

My second point on, | guess on a nore

fundanental level, is that | actually don't think
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that, by itself, labeling will address the nature of
the harmthat EFF is attenpting to cover by
requesting the exenption we've sought.

Even if something is | abel ed as copy-
protected, and even if the |abeling were accurate,
which | think it hasn't been to date, then there's
still a situation where a consumer cannot actually
pl ay sonething that they have | awfully purchased.
And - -

M5. PETERS. But if the | abeling were
clear, that it wouldn't work on their playback
devi ce?

M5. HHNZE: | think then it mght --
we'd have to look at that a little nore closely. |
think that if that were the case, you know that a
speci fic statenment about what things that people can
play it on, and what things they can't play it on,
then to the extent that consuners woul d not be put
on notice, that part of the harm would be dealt
with.

| guess the other part of the harmon a
nmor e net aphysical |level that wouldn't be dealt with
is if there -- if there's no other format for a
consuner to access that particular work on.

M5. PETERS: | agree with that. Let's
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go back to you, M. Marks, and | abeling. Universal
put out seven. You said they were |abels. They got
| ess than one tenth of one percent with regard to
havi ng any conplaints or issues. |s what's on that
record what the label -- is that the |abel that's
used by Universal ?

MR. MARKS: Well, | don't believe that's
a US. release.

M5. PETERS:. Oh.

MR, MARKS: Qur understanding from
Warner is that the Madonna CD was not rel eased in
the U S. with copy protection. |It's a foreign
rel ease.

MR, BUCHOLZ: It was purchased in the
East Village of New York Gity.

MR. MARKS: Well, (indistinguishable)
you know, coul d have been inported.

MR. BUCHOLZ: Absolutely.

MR MARKS: That doesn't nean it's a
U S release. So --

M5. PETERS: Well, maybe you could tel
us.

MR. MARKS: |I'mnot famliar with that
particul ar | abel.

M5. PETERS: Well, but you could tel
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us, do you know what the label is that's on the
Uni versal rel eases?

MR. MARKS: | can try and see if | have
the Universal one. | think that different countries
use different |abels.

M5. PETERS: You don't have to -- even
that. Just what's the general gist of what people
say when --

MR. MARKS: Here is one that's a
Uni versal release that's pretty promnent. Let's
see that. That's the size of it.

M5. PETERS:. Ckay.

MR. MARKS: Ckay? It says,

"This CD is protected agai nst
unaut hori zed copying. It is designed to play in
standard audi o CD players and in conputers running a
W ndows operating system However, playback
probl ens nmay be experienced. |If you experience
pl ayback problens, return this disk for a refund.”
And there's no standard for |abeling.

MS. PETERS: But there are -- | nean,
there are two bills that are pending before Congress
that would deal wth | abeling.

MR, MARKS: R ght. And | think the

| abeling is not the issue here. | nean the issue

NEAL R. GROSS
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here, again, is access controls and --

MS. PETERS: | agree; | agree. M --
Il et me go back over to this from
(indi stinguishable). 1Is your position that a
consuner basically has a right to buy a CD and pl ay
it on any device?

M5. CGROSS: Yes, that is ny position,
that if they buy a CD, they do have a right to
access that CD on whatever device they choose. That
Is a different statenent from saying copyri ght
hol ders nust ensure access. That copyright hol ders

must make sure that they can provide for entrap-

ability.

M5. PETERS. Were do they get this
right?

M5. GROSS: Because they have purchased
it. They own it. It is their property. It's

pretty elementary. Wen you buy sonmething, it is
yours to do with as you wish as long as you don't
viol ate the other provisions of the copyright.

M5. PETERS: But here, you're actually
meki ng a copy. Right? 1In order --

M5. GROSS: What do you nmean?

M5. PETERS: |If you buy it in one format

and it doesn't play on what you want, in order to
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play it, don't you have to make a copy?

M5. GROSS: |'m not sure that you woul d
have to. You would put it in your homenmade CD
pl ayer and I don't know that it would nake a copy.
It mght just play it.

M5. PETERS: (I ndistinguishable) where
you thought the consumer had a right to do anything
to make it play?

M5. GRCSS: | assune --

MS. PETERS. Like with regard to videos,
if it's in a PAL format or CCAM format, you really
do have to make anot her copy. But maybe over here
they don't. Right.

M5. GROSS: But even if they did nake --
even if they did have to nake that copy in order to
make that, in order to play it, they're still within
their rights. | nean we have a right to nmake a
per sonal use copy of sonmething if we need to in
order to access that material.

M5. PETERS: Whiere does this cone fronf

M5. CGROSS: Fair use. Personal use.

MS. PETERS. G eat. So that's your
I nterpretation?

M5. GROSS: That is ny interpretation,

absol utely.
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M5S. PETERS: Yes?

M5. HNZE: 1'd like to just nake a
comment if | may.

MS. PETERS: Sure.

M5. HHNZE: Two things. One, I'd like
to answer one particular way that you m ght be able
to, for instance, restore the playability of one of
these CD's. In EFF s conments, in our detailed
coments we submtted in Decenber, we attached a
paper by, as | said, Princeton researcher John
Al exander Hal derman. That's a quite a techni cal
paper froma conputer scientist, and he actually has
conducted a series of tests on three different types
of copy-protected CD s.

He tal ks about two mechani sns that m ght
be used in order -- he actually did sone of this
work as part of the task of researching on what
particul ar drives and what particul ar operating
systens, Wndows 95 or Wndows 98 W ndows 2000 --

M5. PETERS: Um hnmm

M5. HI NZE: -- and what particular CD ROM
drive things would fail. |In order to nake sone of
the nmulti-session disks actually function, he did
sonme testing with two -- with one particul ar type of

mechanism He put nmasking tape, as | understand it,
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to cover the second session on the disk so that the
CD player was able to read the table of contents on
t he second session and play the material.

Agai n, the paper is actually quite
i nformati ve about the nature of this technol ogy
based on that information was avail able. And what
one of the things that cones out of the paper is
t hat how copy protection works on any given CD
pl ayer or any playback device is specific to each
particul ar pl ayback devi ce.

So, in response to earlier question
about labeling, | guess | would |like to point out
that it would be extrenely difficult, based on ny
under standi ng of what is in that paper froma
technical point of view, to actually be able to
speci fy on what devices sonmething will not play.

So while you say this -- this instance,
this is instructive, but The Donnas CD includes a
statenment that this will actually play on Mac. QS -
The Mac. operating system and on W ndows pl ayers.
The reason it was di scovered to be copy-protected
was because it didn't play on the Mac. player.

So to the extent that |abeling nay go
sone of the way to addressi ng consuner awareness of

the particular issue, there are technical limts
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that set limtations about what a | abel can actually
say to put consuners fully on notice of the harm
that they are about to experience.

M5. PETERS: kay. | actually went to
| abeling because one of the comments suggested
narrow ng the category, if in fact, it would not be
-- you couldn't circunvent, if, in fact, there was a
clear statenment with regard to what it would and
woul dn't play on. That's what | based it. |
apologize. | will read this. It was not attached
to my copy.

M5. HINZE: The other thing I'd like to
do is point out in ternms of another popular way of,
as | understand it, that people have been restoring
the playability of these disks where they don't
play, is by using a felt tip marker. A felt tip
mar ker and maski ng tape --

M5. PETERS: Yes, yes. They work well.

M5. H NZE: Apparently, they work quite
wel|l and they wouldn't, of course, violate the --

MR. BUCHOLZ: The tools provision.

M5. HHNZE: The tools provision in
1201(a)(2). So there are ways available to
consuners to restore playability such that

ci rcunvention woul d not necessarily -- such that
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consuners could do that w thout violating one of the
ot her provisions in the DMCA

M5. GROSS: Could I just follow up
qui ckly, also with another indication that consuners
have a right to listen to the CD that they
pur chased, which is very clear in the copyright act
that the control over the perfornmance by the
copyright holders is with respect to the public
per f or mance.

The private performance, when |'m at
home, and | want to play it on whatever device that

| choose, that is explicitly outside of their

control. It is not a public performance. It is a
private performance. It is reserved for the
i ndi vi dual .
MS. PETERS: Yes.
MR. MARKS: Could | make a few conmments?
MS. PETERS: Yes.
MR. MARKS: Picking up with the |ast

one, | think there's a fundamental difference

bet ween what is actionable as an infringenent and
what is a right of the consuner. And as our
comments that we filed cited several |egal opinions,
saying clearly that the lawis not that there is a

right of a consuner to play on whatever device they
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want. | can't buy a CD, for exanple, and put it

into a cassette player. | nean, that's akin --
It's really the sane issue. | think

that -- you know, that one thing that is dangerous,

and | think also inappropriate, is to talk generally
about copy protection as though it is all the sane.
It is not. There are different
technol ogies. There's been different technol ogies
that have been used to date, there are going to be
di fferent technologies that will be used in the
future. And that, | think, is one of the
infirmties of the proposal on, fromthe EFF, and IP
Justice, is that there -- it does not specify any
particul ar technol ogy that is an access control.
Even setting aside the, "it's a copy
control, not an access control,"” even assum ng we
could get by that issue, it just broadly sedates al
CD copy control, and that is what is so potentially
harnful going forward of the exenption, because far
fromthe chilling effect that was cited by EFF and
| P Justice, the chilling effect will indeed be on
the ability of record | abels and technol ogy
conpanies to provide for what they deemto be
appropriate and workabl e copy protection in the

future, so that they can make avail abl e, you know,
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wor ks on a going forward basis and, you know,
fulfill the intent of Congress passing DMCA to
continue to nmake nusic avail abl e.

M5. PETERS: kay. Thank you

MR. CARSON. M. Marks, let's go back to
the first comment you made about there being no
consuner right to play a CD, for exanple, on any
device they want to. Let's look at it another way.

Let's say there is a CD that has an
access control on it that prevents you from pl ayi ng
it on a personal conputer, just for exanple. Let's
say Ms. Goss takes it and try to figures out how to
make it play on her personal conputer, even though
the intent of the copyright owner was that it
shoul dn't play on that personal conputer. Wen she
does that, is she engaging in an act of
i nfringenment?

MR. MARKS: | think it is a -- she's
ci rcunventing under 1201(a). MR, CARSON:
Okay. Yeah, | think that's probably true but that
wasn't the question. 1s she engaging in an act of
i nfringenment?

MR. MARKS: |Is she engaging in an act of
i nfringenment by accessing? | think that the -- |

think it's a 1201 issue, and probably not an
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i nfringement issue.

MR. CARSON: She's nmaki ng a non-
infringing use of the work itself?

MR MARKS: Right.

MR. CARSON:. kay.

MR. MARKS: Because it's an access, not
a copy or a distribution or sonething.

MR. CARSON: Right. So in that case, the
technol ogi cal nmeasure that restricts her access to
the work, is in fact adversely affecting her ability
to make an non-infringing use of the work, is that
correct?

MR MARKS: It may -- | don't know
whet her it's an adverse inpact.

MR. CARSON: She can't do it. she can't
make the non-infringing use.

MR. MARKS: She may be able to nake a
non-infringing use by getting the nusic in another
form

MR. CARSON. But with respect to the
particul ar non-infringing use she is trying to make,
what your accepting is a non-infringing use, she has
been adversely affected in her ability to do that by
virtue of the prohibition on circunvention.

MR MARKS: |I'mjust -- I'm not sure --
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| don't think that that's the test.

MR. CARSON: Maybe it isn't. [|'mjust
asking the question and we'll figure what it neans
later on. | just want to know.

MR. MARKS: You know, I'm-- it's a
hypot hetical, I'mnot sure, as | just haven't

t hought about it in those terns because | don't
think that's the test that governs out
(i ndi stinguishable).

MR. CARSON. Ckay, we'll think about it
and you can get back to us on that one. You know,
one thing |"'mnot entirely clear on. Is it your
testinmony that in some cases record compani es are,
in fact, marketing CDs with the intent that those
CD s cannot be played on certain kinds of devices
that consunmers do use to play CD s on?

MR. MARKS: |'msorry, could you just
repeat ?

MR. CARSON:. Yeah. 1Is it your
under standi ng that record conpanies at the nonent,
are, in fact, marketing sonme CDs with the intent
that those CD s cannot be played on certain devices
t hat consunmers do use to play CD s?

MR. MARKS: Not ny understandi ng. They

-- | think that fromthe | abel, for exanple, that |
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just read, it said it may not play. | don't know
whet her that's the equivalent of an intent that it
not play. | do think that, in the future, there may
be so-called hybrid disks that have different
sessions. One session is playable on one type of
devi ce, and anot her session is playable on another
type of device.

MR. CARSON:. Is it that you truly don't
know whether that's the intent, or is it that, in
fact, it's not the intent, but it may be an
uni ntended side effect. Do you know the answer to
that, or is it just you don't know?

MR. MARKS: That what's the unintended
side effect?

MR. CARSON. That it can't play on
certai n devices.

MR MARKS: It -- well, you know, again
it's -- I"mnot sure unintended side effect as a
result of a problemwth the well that's being used
Is a problemw th the machine that's being used, not
necessarily a problemw th the copy control. Again,
this is copy control, not access control, but --

MR. CARSON: Um hrmm

MR. MARKS: -- but what EFF and IP

Justice have done is just presune that there was a

NEAL R. GROSS
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mal functi on of the copy control, even setting aside
the copy control access control issue. Yet there
isn'"t any proof that that's the case, that there is
a mal function. And that's what nmakes this very
different fromthe dongle exenption |ast tine
around. | nean not only was that specifically an
access control, but it was specifically a
mal f uncti on.

Here, there's no evidence at all that
it's a malfunction. It may just be of that
technical protection neasure. It may just be
a technical inconpatibility between, you
know, the well in that nachine, or the
operating systemon that nachine and the
di sk.

MR. CARSON. Ckay. So | gather you can't

say whether any record conpanies are actually

mar keting CD s that they intend not be played on
certain devices. You just don't know the answer to
t hat ?

MR. MARKS: | don't know the answer to

that right now

MR, CARSON: Ckay. And that

(1 ndi stinguishable) the information you can get back

to us?
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MR. MARKS: Yeah.

MR. CARSON. Ckay, | think I've got ny
two questions, at |east sone of (indistinguishable).

M5. HINZE: M ght | just --

M5. PETERS: Did you want --

MR. CARSON: Ch, |I'msorry, soneone
wanted to respond to that, yeah

M5. HINZE: | wouldn't m nd respondi ng
to that now before we go onto other areas.

M5. PETERS:. Yeah. Sure.

M5. H NZE: What |'ve just
heard is a statenent that seens a little
inconsistent. On the one hand, |'ve heard that a
probl em wi th playback -- |'ve heard a di sconnect
bet ween i ntent and mal function, and what | would
like to say is it seens to us, as untrained
technol ogi sts but based on views of the trained
t echnol ogi st who wote the paper that | have cited
in our comrents, that these mal functions were
uni nt ended.

And in any event, they are malfunctions
purely because what is happening at the tine when a
disk is not playing, in many cases, for instance, in
the case of a multi-session CD what is happening is

that there are two formats of content on a disk.

NEAL R. GROSS
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One is a protected format, and one's an unprotected

format. And the error, if you were to put it in

those terns, that the user, consuner, experiences

when sonet hing doesn't play is a substitution error.
There has been a problemwth

substituting cleanly the material that was intended

to be -- apparently intended to be, substituted in
pl ace of the unprotected material. That |ooks |ike
a mal function. | can't think of any other reason

why, for instance, it would be the case that you
woul d see a disk that plays on one type of device,
nmeani ng a Wndows 2000 machine, and a simlar type
of conputer running a Wndows 98 operating system
woul d experience a nmal function. To the extent that
there's that nuch variation between the nature of
the errors that have been experienced, on a drive by
drive basis, and an operating system by operating
system basis -- common sense would seemto dictate
that it is not the intent of the copyright owner, in
that particular situation, to prevent the nusic from
playing in sone format. And what is happening is a
mal functi on of the technol ogy.

Now | ' m not technol ogi cally enough aware
to know particularly where in the chain of playback

or table of contents areas or just whether it's an
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error being introduced into the sub-channel data
with -- channel pay. | think that's -- that little
detail is sonmething that the Copyright Ofice m ght
be able to glean fromreading the paper that |'ve
ref erenced.

And | would al so draw t he Copyri ght
Ofice's attention to the table that's annexed to
that, which gives a listing of the types of
particular drives and the particul ar operating
systens that the tests were done on. And it becones
apparent when you | ook at that, the unintended
nature of the mal functioning, and the reason that's
mal f uncti oni ng because it's a very inconsistent
pattern of non-display of material or non-playback
of material.

MR, MARKS: | think ny point was just
that the mal function -- you can't nake the | eap that
it is the technology that is mal functioning, that
the technical protection neasure that is
mal functioning. It could be due to an
i nconpatibility. And you know, so that was really
just ny point.

You know, the question is whether is
there a malfunction in the TPM? Not clear that

there is. There is no evidence that there is. |t

NEAL R. GROSS
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may be. It may be functioning entirely properly as
an entire different reason that there is playback
difficulty. | nean this is one of the -- this also
gets back to the point of, you know, the danger of
tal king generally when there are different
technol ogi es out there. Some of the technol ogies
that may have been addressed in an article may no
| onger be used. They nmay have been used on one
di sk. Qut of 125,000 that were released, there were
only nine. It may have been used one tinme on one of
t hose ni ne disks and may never be used again.

Clearly, you know, that nine out of
125,000 or that use of that one technol ogy, you
know, can't rise to the level of an exenption under
the, you know, in this proceeding. And in terns of
the future, it's speculative as to what technol ogi es
wi Il be used and how t hose technol ogi es actually
work. And therefore, there's sinply no way for the
burden of it's nore |ikely than not for an adverse
I mpact to result. There's just sinply no way for
that to be net.

M5. HHNZE: |'d al so be happy to address
that now but | appreciate that this is the
prerogative for the Copyright Ofice to direct

questi ons.
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MR. CARSON. We've got time here.

M5. PETERS: We've got tine, yes.

M5. HHNZE: |'ve heard so far that --
proof that sounds to ne |ike we have a clear
statenent of agreenent on the grounds that there are
copy-protected CD s that are currently in existence
in the United States. The first tinme, I mght add,
I'"ve now heard that there are, in fact, nine titles
t hat have been released in the United States, so |I'm
happy to have sone quantification at long last. |
think the relevant point fromthe point of view of
assessing the nature of the harmhere is twofold.

First, it's not just the fact that there
are nine titles that have copy protection, it's the
nunber of the titles, the nunber of units of those
titles, that are in distribution that would give a
better sense of the qualitative -- I"'msorry -- the
guantitative harmthat nmay be experienced by
consuners.

I'"d also like to point out that to the
extent that there are copy-protected CD s in the
United States that are not U. S. rel eases, whatever
t hat nmeans, such as The Donnas CD. And |'ve also
got a CD that I, nyself, canme across that has copy

protection on it. Yes, it's labeled, but it doesn't
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play, and it's not a Universal release. To the
extent that there are a nunber of other non-U.S.
rel eased copy-protected CD s out there, | would
hesitate to Iimt nyself to believing that the only
nunber of copy-protected CDs in the United States
are "X'" nunber of units tinmes nine titles. If ny
experience is anything to go by, and | think it's
direct, firsthand experience, the nunber of copy-
protected CD s currently in the United States is
actually larger than | think we're getting a glinpse
of this afternoon.

The second thing I'd |ike to point out
in terns of an assessnent of harmis the nature of
the harmfor the consunmer. The consuner has
lawful ly acquired this particul ar packagi ng, and
this particular plastic disk, and has a nornative of
expectation that they're going to be able to play
sonmet hing that they have played on a CD pl ayer,
their car/MP3/ CD pl ayer before, that they previously
played it on a DVD player, none of which have any
capability for reproducing. So there's no sense in
whi ch the consuner is at risk of copying in the -
the case varies -- if she was intending to get a
benefit by trying to make a copy. Al they're

attenpting to do, when they're trying to play this
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type of material, is play it. And they have a good
normati ve expectation for expecting that this wll
actually play in their devices.

What we're asking for is alimted
exenption for playback, and it's quite an
appropriate thing for consuners to expect that they
will be able to play this type of plastic disk,
whether it's a CD in a Redbook audio format or not,
for the purposes of audio standards. They have a
reasonabl e expectation that they ought be able to
play it based on their 20 years of using CD s.

It's not the case where a consuner is
putting a CDinto a toaster or a cassette player.
The actual, real, situation is someone putting
something into a device where they can reasonably
expect that there will be pl ayback.

MR. MARKS: | have a couple of quick
ones. On the quantitative issue, you know, the only
thing that I can give you quantitatively was what
Uni versal told us about sone of the nine rel eases,
and that was | ess than one tenth of one percent in
conplaints, so | would say that there really is no
guantitative evidence.

And the evidence that was presented in

ternms of all these other disks above the nine, you
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know, again, there were 45 that were referenced in
the replies, and only three of the 45 had any kind
of technical protection neasure. And then finally,
just to get back to the very first point, which
think is still the nost inportant point, and that is
t hese are copy controls, not access controls and
t herefore, outside the scope of this proceeding.

MR. CARSON. Isn't it good enough for
you? He's saying the copy control, not access
control

M5. H NZE: Well --

MR. CARSON. Does he have to say
anyt hi ng nore.

MR. MARKS: No, what |'msaying is that
the allegation is --

M5. GROSS: (I ndistinguishable) for
trying to access it, so that sounds |ike an access

control issue.

MR. MARKS: The technical -- no, you
just -- | thought before, in response to the
guestion, -- I've got it in ny notes -- it's an

access issue. W would agree it's not a access
techni cal protection neasure. |'mnot here to say
that any particular technology is a copy control

versus sonething else. Al I'"'msaying is that the
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proponents have said thensel ves that they're copy
controls, and that's --

M5. GROSS: In addition to being access
control. W' re saying they're both.

M5. HNZE: | think there is actually a
di fference.

M5. PETERS: There's a difference of
opi nion; right.

MR. CARSON:. There is a difference,
right. It nmeans different things to different
peopl e.

M5. HHNZE: But | guess | would like to
ask if the RIAA would be prepared to nmake a
statenent to the effect that these, for all intents
and purposes, will be considered copy protection,
not access neasures and only copy protection
technol ogi cal protection neasures, and if we perhaps
were to get a statenent fromthe RIAA if they would
be happy to let us know that they won't take | egal
action agai nst consunmers for a violation of
1201(a)(1).

Then, you know, | think as | said in ny
openi ng statenent and as was made clear in EFF s
subm ssion, we would be prepared to be happy, to go

honme at that point.
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The point -- fromthe consunmer point of
viewis that it's not so clear cut. And to the
extent there's a chilling effect on consuners, what
are consuners supposed to do? They've bought a CD.
They' re not sure what they can do with it. They've
bought the CD but they can't play it. Are they
breaki ng 1201(a)(1)if they try to nature it
pl ayabl e?

MR. MARKS: |'msure they could play it
in their audio CD player. There's no question about
t hat .

M5. HI NZE: And what about --

MR MARKS: As nuch as | would love to
gi ve you that assurance, | just can't. And the
reason for that is that we don't -- you know, we're
not here to evaluate certain technol ogi es, and nost
certain technologies is, you know, is addressed as
part of the exenptions.

M5. PETERS: She's just |eaped on) the
fact that you said copy.

MR. CARSON:. (I ndistinguishable)
go ahead.

MR. BELI NSKY: Yeah, thanks. [|'d just
i ke to add sonething on the general notion of

formats. And that is that | think we're starting to
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enter a period where there will be -- forget copy
protection and access controls just for a second.

There will be multiple formats that
physically | ook exactly like the CD that you saw
over there. There's already the super audio CD,
there's the DVD audio, there's going to be DVD 9,
there's DVD blue laser. 1In the electronic world,
there's the WWA format from M crosoft, there's M3,
Appl e's new service uses AAC.

And | think that, juxtaposed with the
broader availability and broader capabilities for
consuners to get access to copyrighted works, |
t hi nk over the next -- fromwhere we sit,

t echnol ogi sts perspective -- over the next three to
five years, there will be a nultiplicity of data and
content formats that will, just as nore content is
com ng available, it will, I think, render the
notion that any physical itemthat is five inches in
di aneter can be plugged into any particul ar pl ayer.

That notion is not going hold true for
the next three to five years, | think. And that, to
me, Is just what you see when you go into a period
of rapid technol ogical innovation, is you have a
format differences and file size differences,

etcetera, and then eventually things shake out again
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in the next period of stability, Iike we've just
been through a period of stability in the CD format,
let's say, for the last 15 years, where a CDis a CD
Is a CD. Nowthings are starting to norph again,

and that is ultimately to consunmers' benefit, but
there's sone thrashing that goes al ong, goes around
in the interimperiod.

MR. CARSON. Let's pause here on that
then. Are you tal king purely about an abundance of
new and different, and sonetines inconpatible
formats?

MR BELI NSKY:  Yes.

MR. CARSON. O in connection with that,
will there sonetines be technol ogi cal protection
neasures to allow sone of those that will prevent
sonmething that is a new format, for exanple, from
bei ng accessed on the standard CD pl ayer?

VR, BELI NSKY: My comment was sol ely
related to the fact that new formats are going to
proliferate.

MR. CARSON: So you're not -- you're not
foreseeing that on top of that, there will be any
ki nd of access controls that make it inpossible or
difficult to play the new format on an old player?

IMR. BELI NSKY: Not necessarily, no.
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mean, fromwhere we sit, we don't make those
deci sions. So you know, it's --

MR. CARSON: You're not part of the
process (indistinguishable).

VR. BELI NSKY: (1 ndi sti ngui shabl e)
deci des, what business rules, policies, etcetera.

MR. MARKS: And | would just go back to
one of the first statenents | made, which is that
record conpanies want to sell nusic and they don't
want to lock up their content, they want to provide
access. Oherw se, they don't have a business
because there are certain consuner expectations and
you want to sell sonething that the consuner's going
to be happy wth.

M5. PETERS:. Ckay, what about Steve?

MR. TEPP. Thank you. M. Belinsky, you
menti oned in your opening statenent, the second
session, and we've had a little discussion of that
previ ous panel discussing related issues back in
Washington. I'mstill alittle confused as to what
functionality the second section gives consumners.
So, can you help ne out by telling ne what can a
consuner do with the second section that they can't
do with the first section?

MR. BELI NSKY: Ckay. The second section
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isin a format and has extra information as part of
it that essentially allows the consuner to play the
music on a PC. So when you put a CD into a personal
conmputer and you listen to the nusic, you're
listening to the nmusic fromthe quote, unquote,
second section files.

MR. TEPP: Yeah.

MR, BELINSKY: So it's, it's what gives
a copy-protected CD the ability to play nusic on a
personal conputer. It's just that it's another
aspect of the overall technol ogy used to produce a
copy-protected CD that inhibits copying and file
sharing and by the sane token, allows the consuner
to listen to the nusic on personal conputers as
conpared to garden variety CD players, like stereo
systens, boom boxes, you know, CD Wal kman's, t hat
sort of thing.

MR. TEPP. Thank you. So let nme junp
back to this side and say, do you -- M. Belinsky
says even when the first section is protected,
you' ve got the second section, you can play on your
PC. Does that solve your problemor do you have
sone di sagreenent with the way he's described the
reality?

M5. H NZE: What | understand is
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actual Iy happeni ng when peopl e are experiencing
pl ayback errors is that substitution is not actually
t aki ng pl ace.

So for whatever reason, whether you cal
it a technical inconpatibility or a mal functioning
copy protection, technol ogical protection neasure --
"Il leave that issue to one side -- the point is
that substitution is not actually happening.

That may have been the intent of the
desi gners of the copy protection technol ogy, but
where it doesn't playback, what is happening is that
for whatever reason, consuners are not actually
getting access to that second session. And the
exenption that EFF has sought woul d al |l ow consuners
to do that, whether it be by -- for instance, |
don't want to speculate as to how consuners m ght be
able to do -- but for instance, consuners m ght be
able to do exactly that and get access to the second
session where the particular copy protection
technology fails on their particul ar consumner
pl ayback device by, for instance, using a felt tip
mar ker or sonme other way of restoring the
pl ayability.

MR, MARKS: M. Tepp?

MR TEPP: Pl ease.
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MR. MARKS: The thing that may hel p
clear up the confusion on this is that, | think what
M. Belinsky is tal king about in ternms of disks that
may have two sections nmay not be the same thing as
Davi d hol di ng up those audi o disks that may only
have one section on them So they're two different
products, potentially, that | think is causing sone
of the confusion.

MR. TEPP. Ckay. Al right. Thank you
both. That does clear it up for ne.

M5. HINZE: Just to clarify, nmy coments were
respective of a nulti-section disk, and when | -- as
| said, that consunmers nmay be able to access to
first section on that disk, the one that they would
not -- otherw se not be able to see for reasons of
mal function. | was actually specifically
addressing, as | understand it, the type of
Macr ovi si on copy protection technol ogy that invol ves
mul ti-section format, apparently CD s.

MR. TEPP: Okay, thank you. So let ne
conme back to this side for a mnute, and it sounds
li ke, fromthe description you' ve given at |east
with regard to the dual section disks that there is
an intent to |l et consuners play the nusic on any

devi ce they choose.
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MR. BELI NSKY: Absol utely.

MR. TEPP. Wthin reason, not toasters.
If that's the case, what harmwould there be in
letting themdeal with sone sort of technical issues
that arise (indistinguishable) those qualified as
1201(a)(1) violations we can't seemto get agreenent
on today, but what harmarises to your industry if
there's an exenption that makes it clear they're
allowed to do what it sounds |like you were willing
to let themdo in the first place?

MR, BELI NSKY: | think, from our
perspective, |ooking across nultiple content
i ndustries and being a technol ogy supplier, it opens
up the door for folks to do that on a | arge scal e
and then content becones avail able on the Internet
at no charge. And it has the long termresult of
damagi ng, if not decimting, not only the nusic
I ndustry, but the novie industry, the software
i ndustry, the pharmaceutical s industry.

If an ecosystemcan't be created, and I
think to create it requires sone assistance,
particularly in today's technol ogi cal age, from
governnent, then you could end up doi ng substanti al
damage to every creator's ability to profit from

their creation and then the investnment cycle falls
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apart and you don't get nearly as good a nusic

vi deo, prescription drugs, sem -conductors, as
you're currently getting today, or you attenuate the
progressi on of those devel opnents. That's what's --
that woul d be our perspective.

MR MARKS: | think the harmis also
that what we're tal king about and the nature of the
guestion by itself is sonething hypothetical,
sonething in the future, sonething that's
specul ative. There's been no evi dence presented
that there's been anything nore than the di m ninus
problens with certain technol ogies, and the proposed
exenption is for sonmething nuch broader that would
enconpass all technol ogi es that have so-called copy
protection, technical protection neasures.

And | think the harmto the industry is
that by doing that, you are stifling the ability
potentially to use appropriate technical protection
nmeasures, technical protection neasures that
Congress, you know, envisioned, and encouraged, as
result of the DMCA. Because it's -- we're not
tal king about a -- you know, any specific technol ogy
here that is actually causing harm it just doesn't
exist in this record, and therefore, you know,

havi ng an exenption that covered all potenti al
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technol ogies is problematic and harnful, and that
would interfere with the ability to actually
institute certain types of technical protection
nmeasures because we don't know today how they w ||
wor K.

MR. TEPP: (Okay, did you have one | ast
guestion? |'msorry, go ahead.

M5. HHNZE: | thought it m ght be
appropriate to respond while we're on this topic. |
wanted to make two points.

First, the first one is to address the
statenment that we've sought a really broad
exenption, and that it would cover a whol e range of
technol ogies. Actually, our exenption is quite
narrow. On that | want to point out a couple of
features.

Qur exenption only covers copy-protected
CD s that mal function and prevent access. To the
extent that they work and they work now, or in the
future, whatever the technol ogies are, then they
woul d not be caught by the scope of our exenption.
Qur exenption, as | said, will only catch things
that are mal functioning. So | would actually
characterize it as a narrow, not a broad exenption

Secondly, 1’d point out that the
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statenment that we have not provided any infornmation
about the technologies at issue is perhaps a little
bit of a m scharacterization of the comments that
EFF filed in Decenber.

EFF |isted the four types of copy
protection that we are aware about from publicly
avai lable information that is currently bei ng used,
Macrovi sion’s Catus Shield technol ogy SunnConm and
TTR s Safe Audio. W've also nentioned Sony's Key 2
Audi o system W have nmde best endeavors to obtain
i nformati on about each of those technologies. The
Cactus Shield technology in the case of nedia as
wi th Macrovi sion, SunnComm s Media C og, and as |
said, the Sony Key 2 Audio system

There is very little avail able
i nformation about that, as |I'msure M. Belinsky
could point out, a nunber of these technol ogies are
subject to trade secret protection, and it is
difficult, froma consuner point of view, to
actually get a clear statenent about how the
technol ogi es work or any technical data that m ght
be avail able. Consuners have to rely on testing
along the lines of that done by M. Halderman in the
paper 1've referenced.

Finally, I'd just |like to make one point
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while we're on the topic, since it's received so
much conment so far. And that is this: The
particul ar copy protection neasures that are being
used at the nonent are, if we are to take the words
of the record executives and the technol ogy
conpani es, they are designed to keep honest people
honest. They are designed to stop casual copying.
They have no inpact as far as anyone can tell on
| arge scal e conmerci al copyi ng.

So to the extent that one person was
able to obtain the content of one copy-protected CD
and put it on a P2P Network, for instance, this
exenption will have no inpact on that. That is
al ready currently happeni ng, and the fact that
consuners m ght have the ability to restore
playability to, on disks they currently have
pur chased which don't have playability, that is a
conpl etely separate scenario fromwhat is currently
happeni ng and the inpact that it would |ikely have
on the existing world of P2P technol ogy and
net wor ks.

M5. PETERS: Could | note that this side
of the table is wanting to say sonething or is it
just facial expression?

MR MARKS: Well, I -- I'"mjust not sure

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

263

what mal function neans in this context. | nean, you
know, again, the scope of this proceeding is access
controls that, you know, have a substantial i npact
on what are different uses.

And you know, not w thstanding the
assertion of IP Justice, it certainly sounds and
reads, when you read the docunents, |ike what they
are tal king about are copy controls, not access
controls. And again, there's no evidence that's
been presented at all that even those are
mal f uncti oni ng.

So it's just a very different situation
even if you could get over that first hurdle, then
t he dongl e exenption fromlast tine.

M5. PETERS: | think we understand your
di fferent positions.

MR TEPP: Well, let nme just sort of
pick up a point Ms. Hinze just made and ask you to
respond if you care to, and that's ny | ast question.

Has there been any correl ati on between
the |l evel of piracy of unprotected CD s and
protected CD s? Because M. Belinsky made the
argunent that |ay people use an exenption for this
purpose is going to facilitate pier to pier, or

piracy re-appear. Pier networks and all sorts of
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probl enms, Ms. Hinze says, "No, actually that's not
the case.” W have sone basis for historica
analysis. Do you have any information?

MR. BELINSKY: Only fromthe video
i ndustry and the reason only fromthe video industry
is we've done tri-annual consuner copying studies
for the last 15 years on a nati onw de basis, across
the U. S., 1008 househol ds generalize
(i ndi stinguishable) the U S. population in general,
etcetera, statistically.

And what we've found over the last 15
years, given that copy protection appeared at the
dawn of the VHS format, in about 1985, is that each
successi ve study showed | ower and | ower consuner
copying attenpts and | ower and | ower rates of
piracy. And/or -- yeah, piracy and unauthori zed
sharing of video.

And what we attribute that to is kind of
a conditioning effect over a nunber of years on the
part of consunmers that it isn't okay to buy one copy
of The Lion King at Bl ockbuster video and make 14
copies for your neighbors. 1In the nusic industry,
it's just way too soon to tell. Copy protection in
any scale has only been wwth us probably for the

past year to maybe 18 nonths.
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And the vast majority of nmusic CD s
still are not copy-protected, despite our success in
achieving 100 mllion CD s, the total annua
production of nmusic CDs is way north of a billion
alnost two billion on a worl dw de basis.

So, unfortunately, there isn't the data
set to really have any data that woul d suggest
what's happening right now. The only data we have
is that if you do take the long view, over tinme, you
end up with a bal ance between consuners getting
great content at great prices, and creators being
paid for their investnent in their creative works,
so unfortunately, nothing to report on the nusic

i ndustry in particular right now

MR. MARKS: | would agree with
that. | think that -- | certainly amnot aware of
any information. | think it's precisely because you

really only have nine disks that have been in the
mar ket for you know, a certain period of tinme. |It's
very hard to draw any conclusions. | haven't heard
any specific data or any conclusions fromthere.

The 100 mllion that M. Belinsky was referencing is
a worldw de, not a U S. nunber you know, in terns of
nmusi c.

MR BELINSKY: That's virtually all
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outside of the U S.

MR. MARKS: Yeah, that sounds right.

MR. BELI NSKY: And up to this point.

MR. TEPP: Ckay, thank you.

V5. DOUGLASS: Ms. Hinze, it seens |ike
you' ve been tal ki ng about a nunber of frustrations
and | need to (indistinguishable) when peopl e put
their CO s into the CD player and it doesn't work.
I"mtrying to get to the adverse effect -- not
necessarily substantial adverse effect, I'mtrying
to get to adverse effect, you know.

Fromwhat | hear, is there are only nine
titles, like in nunmber of nultiplied by however many
there are, of, in the industry, of that nine titles.
But it seens |ike everyone wants to see, hear a
little bit nmore in ternms of adverse effect.

For exanple, your reply nunber 59 says

that, "He had problens” -- "a problemtrying to play
his CDin a particular” -- maybe it was a PC. It
was a PC, and he said, "Wll, it took nme a | ot of

time, but I eventually downl oaded a program and
indeed | was able to play it."

So that concept in ny mnd at first
ef fect (indistinguishable) or are we saying this is

just an inconvenience? It took hima long tinme, but
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he did finally get it. So, you know, you gave four
titles that had sonme problens but I'mnot too sure
if it adds up to adverse effect in ny mnd.

M5. HHNZE: So what | understand you to
be asking is, a statenent about what the harmis,

and whether it may or may not rise to a substanti al

adverse?

M5. DOUGLASS: Yes, yes.

M5. HHNZE: Right. | think there are
various aspects of that question. | think there is

sone genui ne di sagreenent anongst naybe this side of
the room and that side of the room about the nunber
of copy-protected CD's that currently exist in the
United States, whether they be U S. rel eases or
otherwise, so | think that EFF' s position would be
that there are a nunber of copy-protected CD s in
the United States. Statement one; that's the
current position.

Statement two; in the future, there wll
be -- if we can go by the indications of the record
i ndustry executives' statenents and by technol ogy
conpany statenents, there will be, as early as this
year, on Arista and BMG rel eases, there will be copy
protection. Then the questionis, is it likely to

mal f uncti on?
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Well, that's an interesting question.

It seens to be that there are -- you are | ooking at
reply coomments that have been filed by consunmers in,
48 consuners in this particul ar proceeding. You
have t he experience that has been docunented

el sewhere, people on the Internet who have
conpl ai ned about problens wth playback.

The nature of the harmis qualitatively
significant. |If you were one of the people for whom
the particular CD you have purchased does not play,
it doesn't play. So it's an -- it mght be an al
or a nothing thing, but I think part of the problem
in assessing the nature and the qualitative and the
quantitative aspects of the harmhere, is that the
harmvaries. And fromny point of view, the harm
vari es because it's an uni ntended mal functi oni ng.

But the point is, it's still a
mal functi oning, and where it mal functions to the
extent that soneone can't play nusic that they've
pur chased, they get nothing. They've paid for their
particul ar di sk, and they have an expectation that
sonet hing that they have previously been able to
play CD's on will play the CD and yet they receive
not hi ng.

So | would say for the people who are
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within the scope of that class, that's a fairly
fundamental harm They' ve experienced no benefit
fromthe bargain they've made to purchase the CD.

V5. DOUGLASS: Wthin the scope of that

cl ass?

M5. HHNZE: W thin the scope.

V5. DOUGLASS: We're 49, but there's
anot her one besides the -- at |east one nore in

addition to the 48. But on one side | see, you
know, 49 problens, and on the other side | hear one
tenth of one percent. So, you know, how do I
reconcil e those?

M5. HHNZE: Right 1'd like to nake two
apparently inconsistent statenents, but |et nme say
this. The nunber of comments that have been fil ed
by consunmers with the Copyright Ofice in this
proceeding is evidence, Direct evidence, of harmto
consuners’ non-infringing uses. | think that's
clear. The fact that there are 48 or 49 coments is
not necessarily indicative of the |level of harm
that's out there.

So in terns of a conparison, on one side
of the table we have our belief that there are a
nunber of these CD s in existence in the United

States. On the other side of the table, you're
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conparing a statement froman industry perspective,
with an industry representative who has the ability
to get an industry-w de feedback on the nunber of
conpl aints they've received.

| guess on this side of the table, as
much as | would |like to be the spokesperson or as
much as any of us here would like to be the
spokesperson for the entire American consuner
popul ace, we're not.

And in terns of the feedback that
consuners have given to the Copyright Ofice in
support of the exenption we're seeking here, | guess
| would Iike to point out part of the reason we
suspect why the Copyright Ofice received coments
when it did was because EFF asked people on its
mailing list if they had experienced these probl ens
to wite to the Copyright Ofice.

W are an organization that has a paid
menber shi p of about 9,000 people, and our nailing
list actually goes to about 30,000 people. That's a
smal| part of the Anerican population. | would
hasten to say that a | arger proportion of people
probably don't even know that this proceeding is
taking place, and that the level of harmthat is

experienced out there in the population is probably

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

271
far greater than the nunmber of comrents you' ve
received, with respect.

So, in ternms of apples and oranges, |
think it would be fair to say that the consuner
experience is not necessarily -- should not be
regarded based on, just on the information that's
been submtted to the Copyright Ofice in ternms of a
nuneri cal nunber of coments.

M5. DOUGLASS: |'ll grant you that.

Thank you.

M5. GROSS: Can | just follow up on
t hat ?

M5. DOUGLASS: M. Belinsky wants to
say sonething, too. Can --

M5. GROSS: (Okay. | just wanted to say
that you know, it's an interesting argunent about is
it nine titles? Is it nore than nine titles?

What's the exact nunber of comments received in the
har nf?

It seens to ne that this is -- should
really be a principled argunent, a principled
analysis. That it is the principle of the idea that
when you buy a CD, you have the right to play it. |
mean, you know, what gives ne the right to throw

this book in the air? Wy own it?
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The sane things with the CD, what gives
me the right tolisten to the CD? | own it, that's
the right, soit's the principle. 1It's not the
nunber of titles that are released, it's the |egal
principle here.

M5. DOUGLASS: M. Belinsky?

MR. BELINSKY: | just wanted to add one
observation, again fromour perspective as being in
the copy protection business for quite a nunber of
years. There is the notion of the frustrated copier
effect that we've seen over and over again in video
and in entertai nnent software, where the existence
of copy protection on a video cassette or a DVD, or
a CD ROM gane brings consuners, quote unquote,
conpl aints, that are consumer conplaints arise by
virtue of the consunmer not being able to nmake a --
an extra copy, when heretofore, before the existence
of copy protection, he could.

So fromthe perspective of assum ng
there's a goal to try and neasure how many
conpl aints or how nmany situations are ari sing,
thi nk that we woul d suggest you need to be sonmewhat
careful when you |l ook at the total volunme of input
that you're getting because our experience, not so

much in nusic again, because it's so new froma
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tinmeline perspective, but in video and in ganes, a
substanti al nunmber of the "returns" that canme back
to Bl ockbuster video or the video gane store were
from consuners who were upset that they could not
make a copy, not that they could not play their
video or run their conmputer games. So just another
data point fromthe historical perspective.

M5. DOUGLASS: So you're saying that
consuners are mad and they just sent to the
Copyright Ofice all these problens they were having
because they didn't really agree with copy
protection in the first place?

MR. BELI NSKY: |'m not suggesting what
t he consunmers who tal ked, who comuni cated with the
Copyright O fice were saying, but | am saying that
we have very direct evidence over the years that
consuners have conme back to retail stores and said
"This product doesn't work." \Wen indeed, what it
turned out was, they couldn't make a copy and they
wer e upset about that.

M5. DOUGLASS: Ckay.

MR. BELI NSKY: Because they thought that
It was their right to nake a copy.

M5. DOUGLASS: So this product doesn't

work then translated into --
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MR. BELI NSKY: Because of copy
prot ection.

M5. DOUGASS: -- this product doesn't
work like it did before, or like | expected it to
wor k.

MR. BELI NSKY: Yeah, exactly. Yeah, and
before I could nmake extra copies, and now | can't,

so it nust not work right anynore.

V5. DOUGLASS: | see, okay. | just
think I have one -- Oh, |I'msorry.

MR MARKS: | would just |like to nake a
couple of comments. | do think, though that what

you can take away fromthe 48 comments is that from
the 48, only three of them addressed CD s that had
been released in the U S. that had sone kind of
t echnol ogi cal protection neasure.

So | don't know whet her the other
reasons are attributable to sone of the things M.
Bel i nsky said, but the only record evidence here is
essentially that 48. And there's only three of the
45 titles that were discussed there that that are
actually U S. released and are recordi ngs that have
technol ogi cal protection neasures. And you know,
aside fromthat, | think whatever you m ght

specul at e about how many people m ght conplain or
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m ght not, | nean, this is a proceeding that has to
go by the record evidence and (i ndistingui shabl e)
the evidence that we can present is the .08 percent.
You know, the evidence that's been presented by the
proponents is 48 conplaints that detailed 45 CD s,
only three of which you know, fit within the scope
of this proceeding.

The second point that the EFF nmade that
| wanted to respond to about how there will be nore.
There may be nore, but we don't know what technol ogy
is going to be used, and we don't know and shoul dn't
presune that things won't be able to be played back.
It is entirely speculative in that regard.

Third point, sonmebody buys sonet hi ng.
The concl usion that they get nothing, not clear that
that's really the case. A nunber of things could be
returned. Universal had help lines, web sites that
hel d so that people eventually could have a place of
-- | don't think we can draw the concl usion that
just 'cause you bought sonething and on your first
try or second try it didn't work, that you ended up
with zero value for the noney that you spent.

And finally, with regard to Ms. G oss'
comment about you know, let's |ook at the principle,

| think the principle she enunciated is just wong,
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as a matter of law. And you know, that that |egal
forwarding is cited in there, our papers, | don't
know (i ndi stingui shable).

M5. DOUGLASS: Ckay, just one
clarification. The three titles were -- that you
mentioned. |s it possible that sonme of those that
were copy-protected; is it possible that sone of
t hose coul d have been non-U. S. copy-protected?

MR. MARKS: There were five foreign
rel eases that | found. So it's possible that sone
of them had taken the | ogical protection
(1 ndi stinguishable) that weren't released in the
U S

M5. DOUGLASS: kay. Thank you. Ckay?

M5. PETERS: Now you brought with your
long list of questions.

MR. KASUNIC. | have so nmany, | may be
putting some of these in witing later, but let's
just start with -- first, M. Marks. You nentioned
that it's not clear whether the technol ogical
protection neasures are mal functioning, or whether
this is some other kind of technical problem Isn't
it -- are nost -- prior to copy-protected CD s,
under standi ng the technol ogy right, or essential

Redbook CD s, nost that were put on the market for
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audi o enphasi s.

MR. MARKS: (I ndistinguishabl e)

MR KASUNIC. Ckay, so if it -- wouldn't
it be one way to nmake determ nations if a Redbook CD
wor ked on these devices, and a -- any kind of copy-
protected CD did not work on the device, wouldn't it
be pretty safe to assune that the problemwas a
result of the technol ogical protection neasure
rather than the consuner's technol ogy, or operating
system there was sone kind of glitch in the way the
nmedi a, the technol ogi cal protection neasure put on
t he nedi a work?

MR. MARKS: |I'mnot sure that that is a
saf e assunption, because, based on the nunber of
conpl aints that we know about, it was essentially
the sane nunber that you would get fromthe rel ease
of standard Redbook audi o.

So, you know, there's no clear
i ndication that the technical protection neasure was
the result of the problens anynore than it could ve
been a manufacturing defect or sonething el se,
because there was not -- it was consistent wth what
you normally have in terns of a disk that may not be
able to play for any variety of reasons.

MR KASUNI C: But then, isn't there an
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important difference in this situation that these
are protected by law in terns of making any -- there
was full of the problens that people nay have had

wi th the Redbook audi o, they couldn't nmake them
work. And they woul dn't have any violation of the

I aw.

MR. MARKS: |'mnot sure | understand
t he question.

MR KASUNIC. Well, the traditiona
Redbook CD s didn't have any technol ogi ca
protection they used on them so if there was sone
kind of a malfunction on them people could do
what ever they needed to do to get themto play on
their particular operating system |If they needed
to tweak it in sone way in order to get it to play,
they could do that, right, wi thout violating Section
1201,

because there weren't any technol ogi ca
protection neasures on the Redbook CD s prior
to these nine that are on the market.

MR. MARKS: Well, if I -- | guess what |
was saying is that they may be able to do that here
because it -- they may not be able to make them
pl ay, they may not have to circunmvent an access

cont r ol
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MR. KASUNIC. Ckay, well then let's go
to that. Now, | -- you nentioned that Congress
envi si oned use of technol ogical protection neasures
on copyrighted works to enable and facilitate these
being distributed. But didn't Congress al so
envi si on and encourage use of technol ogi cal
protection neasures that had -- that nmaking a
di stinction between what type of technol ogi cal
protecti on neasure was being used? Didn't Congress
envi sion that you would know if it was a copy
protecti on measure or an access protection neasure?
And it seens to ne here, the way we're tal ki ng about
this, no one's willing take a position on what is
actual ly out there.

So, it's virtually a situation of hide
the ball. No one knows what kind of technol ogical
protection neasure is on any given works anynore.

MR. MARKS: W don't believe it's our
burden of proof to cone in and prove that sonething
was an access control or was a copy control, it was
sonet hing el se. That burden of proof lies with the
proponents, so we're not saying hide the ball, we're
just sinply respondi ng according to the burdens and
prima facie cases that have been set forth by the

Librarian in these types of proceedi ngs.
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MR KASUNIC. Wait, but this isn't a
court of |aw where the burden of proof is the sane.
We have to look in ternms of, in the broad sense of
whet her an exenption should be issued, and that
exenption woul d be technol ogically neutral and would
apply to all kind of technol ogical protection
measures on the particular class of work.

So if it is unclear, then there seens
| i ke there may be sone sense of potential harm here.
Do you know for particular technol ogies -- we have
sone particular types of technol ogies that were in
the market, maybe we (indistinguishable) then if
t here's anot her question about the future, but when
we' re tal king about the (indistinguishable) as a
data shield, for instance, or a nedia code version
1, or a Sunny's Key to Audio, or in any one of
those, can you tell nme whether it's a copy
protection or a access protection neasure?

MR. MARKS: You know, M. Belinsky nmay
be in a better position than | am because | just am
not a technol ogy person and don't know the specifics
of those technologies. | think the point is that
when you' re proposing an exenption, you do have a
burden there, and whether this is a court of |aw or

not, it's a prima facie case that has to be nade
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out, and that -- included in that is to denonstrate
that there is an access control and that access
control is problematic for sone reason, or causing a
mal function for (indistinguishable) rely on the
downl oad type exenption or sonething
(1 ndi stingui shabl e).

MR KASUNIC. Well, let's assune they've
satisfied nme, and | think that they've passed the
burden in terns of showing that this is an access
control. |Is there anything that you can offer on
the ot her side that when |I'm bal anci ng now, that
will lead ne to believe otherw se?

MR. MARKS: Sitting here, | try, |
cannot. | would say, however, that even if you
assume that, they have not proven a case that
there's adverse inpact. It is a dimninus inpact.
125, 000 di sks, only nine of which that have been --
t hat includes (indistinguishable) technol ogica
protection neasure, even if you assune it's access.

There's no proof that its been, that
there's a malfunction in the access protection
nmeasure. There's just no record even on that. But
there's certainly no substantial adverse inpact
under the tests that have been set forth in the

evi dence that's been present ed.
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MR. KASUNIC. Well, that leads ne to ny
next question. Wiich is -- we have a situation
where there's -- we have at |east 48 established --
48 or so, established conplaints of problens --
identified problems with CD's currently, so, in
ternms of actual harm of sonething, where people
aren't getting what they want, at |east, there is
sonme record?

MR. MARKS: Again, that could be just a
manuf acturing defect. The fact that sonebody cones
in and files sonmething and says, "I've had trouble
pl aying this disk," may have nothing to do with --
t here's no nexus.

MR KASUNIC. Well, there are certain
CD s, at least, where there seemto have been
recurring problens on them so in ternms of proof,

(1 ndi stinguishable) disk, not all of them anyway,
are just random probl ens, but there are recurring
probl ens that appear to be recurring in sone of

t hose comments.

MR. MARKS: |'mnot sure what of the
three actually occur or not.

MR. KASUNI C. But beyond that, isn't
safe to assune that although this is obviously for a

| egi ti mate purpose, (indistinguishable) controlling
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massi ve unaut horized file trading, that these are
being put into the market, won't these protection
efforts invariably continue to cause problens on
many | egacy systens and devices that are out there?

There's an extraordi nary nunber of
systens and devices that it's going to be very
difficult to have full conpatibility with down the
road when there are many different kind of possible
protection systens that will be tried. Isn't it
likely that nore problens are going to occur, and
that at | east some of those wll be related to a
causally related to the technol ogi cal protection?

MR. MARKS: You nean with these
parti cul ar di sks?

MR. KASUNIC. No, |I'mtalking about into
the future

MR. MARKS: No, | don't think you can
draw t hat conclusion, because it's entirely
specul ative to conclude that the technology, if that
wer e used, on these nine disks, are ever going to be
used agai n.

MR, KASUNIC. No, |'mnot saying on
t hose nine disks, |I'msaying any kind of technol ogy
that will be used in the future. 1Isn't it going to

be likely that there are going to be sone probl ens
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with the many types of |egacy systens out there,
that you' re not going to have full conpatibility
wi th everything?

MR. MARKS: | don't believe you can
conclude that. | think it depends on the technol ogy
that will be used. And we just don't know what that
technol ogy is today because there are different
conpanies, like M. Belinsky's conpany that are
trying to you know, market very good technol ogi es,
and different content owners will nmake different
deci si ons about what technol ogies to use.

MR, KASUNIC. Okay. M |ast question
for you. Wat harmwould an exenption cause in this
situation if it was just for an individual being
able to create interoperability or conpatibility
with their device?

Gven the limtation of that, the
possibility that this may occur anyway, whet her
there's an exenption or not, people taking this,
what harm of l|etting people just be able to play
what they have purchased on a device that where
there is a reasonable relationship -- we're not
tal ki ng about playing this on the toaster, but we
are tal king about playing it on with the reasonabl e

consuner expectation of playing it on some kind of a

NEAL R. GROSS

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

285
CD pl ayer?

MR MARKS: Well, | think that, for the
nost part, those consuners are able to do that. O
the nine, sonme had been re-rel eased in unprotected
form Probably all of the rest are avail able on new
types of services, |ike the new Apple service and
downl oadi ng format, and coul d be downl oaded and
pl ayed on that very device that they're trying to
play the disk on. So I don't think that there's any
harm on the other side.

| think the harmto our side in the very
broad exenption that's been proposed, is that by
broadly exenpting all CD -- so-called CD copy-
protected di sks that have access problens, you are
interfering with the ability to devel op the new
technol ogies that will be used in the future. Wich
is directly contrary to Congressional intent and
directly harnful to the industry's ability to market
and to you know, defeat piracy.

MR KASUNIC. If | could just ask one
qguestion, (indistinguishable) don't feel left out,
that of the EFF and I P Justice. 1Isn't it likely
that the market wll correct the situation?

It's accepted that these mal functions or

what ever they are, were not necessarily planned, but
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are just the early action with the many types of
systens out there, and | egacy systens existing.

Isn't it likely that the recording industry will try
to you know, continue to accommobdate and nake this

| ess, make any problens that are occurring |ess
likely into the future?

And woul dn't a market solution to this
be preferable to just giving individuals who have
the ability to do so, the ability to circunvent?

M5. HHNZE: | think that's a good
question. As | said, | -- EFF s position is that we
believe that this is an uni ntended consequence, SO
it's a fair question to ask whether or not we m ght
expect to see this aneliorated. | have two
responses. One is even if it was unintended, the
existing situation is one where consuners can't play
t hi ngs on devices that presumably they were intended
to be able to play themon. For instance, the case
of multi-session CD s.

So even if it wasn't intended, there's
currently a problem \Wether or not a market, the
mar ket may be able to address that in the future is,
| think -- it's difficult for ne to speculate on
t hat .

Qoviously, if it's the intent of
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copyright owners to, as they say, to have their work
avai lable in as nmany different formats and as many
di fferent devices as possible, you woul d expect to
see that. But the situation that we currently see
is that, even if it weren't intended, there's

al ready a significant inpact on consuners. There
will continue to be a significant inpact on
consuners for the | egacy devi ces.

Even if | amto speculate and | ook into
the future and say, "Perhaps the copy protection
technologies will in the future sonehow i nprove
their conpatibility with a whole range of different
devi ces, and mmagically those problens will go away, "
there will continue to be a set of disks that are in
circulation and there will continue to be a set of
pl ayback devices that will potentially have issues
with those disks. That's not going to go away.

| guess | would also |like to address the
burden here. |'ve been told that EFF is wong to
specul ate, has speculated in the future that there
will be harm \What seens |ikely is that there wll
be a |l arge volune of copy-protected CD s being
released in the United States shortly. That nuch is
clear. It seens likely there will be a significant

time | ag before any changes exist to the copy
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protection technology that's currently being
released. It's clear that the current technol ogy,
the current group of copy-protection technol ogies
have probl ens, and that they were unintended.

| can't see that the market in the short
termis going to be able to address the current
probl ems, and to the extent that the market is able
to address the problemgoing into the future, our
exenption would only apply where there is a
mal function. So in terns of that, on the bal ance of
harm and burdens here, well, | would say that the
consuners are the ones here who are currently
beari ng the burden of harm They have purchased
somet hing that they can't use on a device they
expect to be able to play it back on.

The exenption we're proposing would
allowthemto play it back, only to the extent that
It mal functions. To the extent that the market is
able to aneliorate these problens in the future and
i nprove sonme of the conpatibility issues, even if
that's technically possible, our exenption would
t hen not cover the situations where a device can
pl ay back the purchased CD. So there is no harmin
granting the exenption fromthat point of view

From the copyright owner’s point of view, there wll

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

289
not be any significant loss fromthe point of view
of having the exenption granted.

MR. MARKS: | don't think there's any
basis to conclude that any copy-protected CD s that
are going to be released in the market in the near
future are going to be based on the sane technol ogy.
| just don't know how that statement could be made.
You know, M. Belinsky may have sone information on
what ki nd of partnerships and deals his conpany has
done, but w thout seeing business plans about what's
bei ng done, | just don't know how that statenent can
be made. There's just no way, there's no evidence
for it.

M5. H NZE: For the sake of clarifying
the record, | don't believe | said that | understood
what the technologies in the future would be, or
that they woul d be based on the current
technol ogies. | was nmaking a statenent about the
current inpact, and the statenent -- ny statenent
about the future actually addressed the scope of our
exenption and whether or not it would apply in the
event that technol ogies were to inprove and increase
conpatibility.

| would just like to add that the --

again, refer to the paper that EFF included in the
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conments we submitted in Decenber, which nmakes it
clear that the nature of the malfunctioning here is
quite conplex. It's difficult to get a clear

pi cture of that, exactly what formats will fail on
exactly which devi ces.

As | said, it appears to be that these
technol ogies currently exploit differences between
the way the stand al one audi o CD players work, and
multi-format players work. And to the extent that
we' ve seen nulti-format players over take stand
al one CD players, it's nore likely than not within
the next three years, there will be increasing
probl enms, because the playback errors -- that type
of problem fromthe point of view of the devices
will increase as people switch to these nore nodern
players. So, in terns of these specul ati ons about
future harm | think that should be taken into
account .

MR. MARKS: | think (indistinguishable)
actually be the exact opposite, which is that you
will see that .08 percent nunber go down as the
technology is inproved. And along with you know,
the clear incentives for the content owners to be
provi ding a consuner friendly experience for their

buyers.
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MR. CARSON: Now t hat we have a consensus

M5. PETERS: You guys nake it so easy
for us. | think David has sone concl uding
guesti ons.

MR. CARSON. Ckay. Let ne start with,
["msorry. Is it Mss Hinz or Hi nze?

M5. HINZE: | answer to both.

MR. CARSON:. Preference? | would like to
accommodate you. You stated earlier, and it's in
your witten comment as well, that assum ng that
what we're dealing with here is a mal functioni ng
copy control, there is uncertainty in the | ega
community as to whether that constitutes
(1 ndi stinguishable) that controls access,
copyrighted works, correct?

M5. H NZE: Um hrmm

MR. CARSON. And | know that in your
witten conment you cited one article by M.

Hal derman. | haven't | ooked at it yet, | apol ogize,
Il will. But |I nean, first of all, beyond that
article, any other sources for that statenent that
there's uncertainty in the |l egal community?

M5. HNZE: | can't point to a specific

| egal avail abl e source, but |'ve had numerous
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conversations with people who are well versed in the
hi story of Section 1201, and peopl e who' ve been
i nvolved in the debate about the interpretation of
the content scranble systens for digital versatile
disks and its joint nature as a enmerged, copy and
access control. | think it's --

MR. CARSON: This isn't a question of
mer ged copy and access control, you' re not even
(i ndi stingui shable) as that.

M5. HI NZE: Sorry?

MR, CARSON: You're not even
(i ndi stinguishable) this is a case of nerged copy
and access control --

M5. HHNZE: No --

MR. CARSON: You're saying this is a copy
control that inadvertently bl ocks access.

M5. HHNZE: That's correct. | would
like to, | guess, nmake two points. One is in terns
of our understanding of how to characterize this
technol ogy. We are partly handi capped by the fact
that there is no information out there.

As far as we can tell, there is no
application of a process, information or a treatnent
wWth the authority of a copyright owner for us to

fall within -- for a copy protection technol ogy that
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mal functions to fall within the definition in
1201(a) (1) (3)(B) of a technol ogy protection neasure
that effectively controls access.

So in terns of a strict |egal analysis,
| think part of the reason why there is uncertainty
is that people don't feel confortable that they have
enough information to know how this technol ogy is
operating. There is very little publicly avail able
i nformati on about exactly what is happening. As M.
Bel i nsky and M. Marks have pointed out, there are a
nunber of different technologies. There has been
some work done on each of those but it's like, by no
nmeans conprehensi ve.

And as far as we can tell, our position
is that it doesn't appear to fall within the
definition, as | said, of “effectively controlling
access” because there doesn't seemto be an
application of a process, information on treatnent.
But that is based on our limted understandi ng of
what information there is available publicly.

MR. CARSON. | guess, M. Marks, the
point I -- well, it's your burden whether you have
the information or not.

M5. HHNZE: Well, and it --

MR. MARKS: Well, the only thing el se
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woul d point out is that there -- ny understanding is
there are patent applications so those would
presumably be, you know, a good source of
i nformation as to how t he technol ogy worKks.

M5. H NZE: Wen the patent issues.
MR.. MARKS.: -- in this departnent.

What was that?

M5. HHNZE: | said when the patent
I Ssues.

MR. MARKS: \Wen.

MR. CARSON. Now, M. Marks, you did
tal k about the burden of proof and we'll go with --

| think we're in agreenent at |east sonmewhere al ong
the road you're tal king about that we've already
said the burden is on the proponent of the exenption
but let's explore how far that goes.

If we're going to tal k about burdens of
proofs and presunptions, Lord knows it's been a |ong
time since |'ve studied that but
(1 ndi stingui shabl e).

It's been awhile since |'ve even had to
apply the Rules of Evidence but I"'mgoing to
give it a shot here. 1Isn't there a Rule of
Evi dence that when evi dence on a particular

issue is within the control of one of the
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parties, even if that party doesn't initially
have the burden, the finder of fact is
entitled to infer, fromthat party's failure
to cone forward with any information
what soever when that information is totally
in that party's control, that if that
information were out it mght be adverse to
the party who has control of it?

MR. MARKS: |I'mnot sure we're in
control. W didn't -- we're not the technol ogy
conpani es.

MR. CARSON: But you are the people who
are putting the stuff out.

MR. MARKS: That's right but --

MR. CARSON. You don't know what they do
with it. You just tell themto protect it and they
protect it and you' re happy?

MR. MARKS: Well, | -- you know, | don't
know the answer to your -- ny -- | don't want to
tell you what grade | got in evidence so that would
hel p me explain why | can't answer that. But the
short answer is | don't recall the evidentiary
standards but, you know, the truth is |I honestly
don't know to what extent we even have that

i nformati on about how the specific technol ogy works

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

296

anyway. But | don't know what else to say on that.

MR. CARSON: Ckay. One final question
to the people on that side of the table, whether
we're tal king about a copy protection -- well, let's
assunme for the nonent, because it really was
i nspired by the EFF testinony.

Let's assune for the nonment we're
tal ki ng about a copy protection that just is
screwing up and restricting access unintentionally.
Let's assune that. Based upon the experience you're
famliar with, what would one have to do in order to
be able to nmake one of those CD s that has the
mal f uncti oni ng copy protection work on the
particul ar player that you want to play it on but
you can't play it on?

M5. HINZE: This comes not from persona
experience like | said, I"'ma |awer. However, |
woul d hate to be at risk of violating 1201(a) (1)
since |'ve not actually heard a clear statenent from
the other side of the roomthat they wouldn't sue
consuners for attenpting to circunvent what may
ostensi bly be a copy protection neasure. Like |’ve
just said, it's not personal experience.

But however, ny understanding is that it

works fairly well to use a felt tip marker to mark
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around the end of the table of contents. Partly
this is an issue about correct data being put into
the table of contents is my understanding on the
technol ogi cal side of how this works. Renenber you
have -- when we have a CD which has copy protection
and it's a nulti-session CD for instance, on nmany of
these, it is visible that there is a second session.

MR. BUCHOLZ: There's a thin line
between -- demarcating the two sessions, the first
and second sessi on.

MR. CARSON: Can't see it from here but
we'll take your word for it.

MR, BUCHOLZ: Sure. W can show you
after the --

M5. HNZE: We'll be happy to show you
that. But basically, it's clear where the second
session starts. And apparently, it is possible to
use a felt tip marker to mark out the table of
contents on the section that isn't showng. And
what that does is it basically prevents the error
frombeing introduced into the CD reader when it's
trying to read the table of contents. So it wll
see the second session which -- Well, it will see
the first -- it wll see the session that it can't

currently play. That's one way of doing it.
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Essentially the sane remedy happens if you use
masking tape to -- to again to obscure the session
that won't play.

MR. CARSON: Al right. this is the
rather celebrate case we all read about a few nonths
ago, | guess, about how you can get by this with a
felt tip marker. Am|l correct?

M5. HI NZE: Right, right.

MR. CARSON: Is it safe to assune in
|l ight of that experience, that we're probably not
going to be seeing that particular technology in the
mar ket pl ace agai n gi ven now everyone knows how easy
it isto get around it?

M5. HHNZE: | think that would be a
guestion for M. Belinsky rather than ne.

MR. CARSON. Ckay, fine. Let's
enbarrass him

MR. BELINSKI: Oh, this is crazy. |
bel i eve that the di sk you have and certainly the
Magi ¢ Mar ker approach worked in one version of
Sony's key to audio technology. | can tell you for
sure that that doesn't work with our technol ogy.
It's not a very effective technology for that to be
t he circunmvention net hod.

And | can't speak to what Sony's doing

NEAL R. GROSS
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today but | can speak to the fact that that's

absol utely not a generalize-able approach that would
render our copy protection approach, our copy
protection technol ogy inapplicable. So | think that
is one exanple that it was highly celebrated in the
press, as you pointed out, and I don't know of any

| abel s, any nusic conpanies, not even Sony that
continued wth that technol ogy.

MR. CARSON: |s there any reason to
beli eve that Sony would continue to nmarket that
particul ar technol ogy given the publicity as to how
easy it is to get past it?

M5. HHNZE: Well, again, | obviously
can't speak for the --

MR. CARSON:. Let's use common sense here
for a nonent.

M5. HI NZE: Then common sense woul d say
no to that. 1 nmean | would --

MR. CARSON: So shoul d we concl ude t hat
it's likely that it's likely that's going to be
happening in the next three years?

M5. HINZE: The -- the --

MR, CARSON. That particular
technol ogy' s goi ng to be depl oyed?

M5. HI NZE: You know, | obviously can't
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speak on behal f of the technol ogy conpani es. Conmmobn
sense woul d suggest that that particul ar technol ogy
wi Il presumably norph into sonmething a little bit
nore secure.

However, | think the general principle
is that there will be -- there will be copy-
protected CD's in the future and the technol ogi es
will have -- it will be -- there will be a
possibility that, for instance, there will be tools
avai l able. Qbviously, this proceeding can't
actually address tools and |I'maware of the
limtations of what a the Copyright Ofice can do in
this hearing process.

The exi stence of tools that may be
avai |l abl e to assist consuners to circunvent should
an exenption be granted and presumably needed, based
on the interpretation of 1201(a)(1). It's quite
possible that in the future software -- that
sof tware conpani es may, for instance, have incentive
for inproving the software players of CD ROVs, may
have the incentive for also producing nore
conpati ble drivers for their players. There's a
range of different way that this problem m ght be a
mel i or at ed.

It's difficult for nme to specul ate about

NEAL R. GROSS
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what the tools, that people might use to use them
because as everyone is aware, that the existence of
tools or the manufacturing and trafficking in tools,
unl ess they don't fit the three conditions, would
violate 1201(a)(2). So the fact that |I'm having
troubl e specul ati ng about how this mght work in
practice, | don't think actually says anything about
argui ng about whether or not the exenption should be
gr ant ed.

MR, CARSON. Ckay. Let ne cone
(i ndi stingui shabl e) may because the point of ny
question really had nothing to do with felt tip
markers. It had to do with whether the prohibition
on circumventing technol ogi cal neasure that control
access is likely to be preventing people from
engagi ng i n non-infringing uses over the next three
years.

And part and parcel of that analysis,
seens to nme, has to be you' re nmaking the case to us
that in order to be able to play those CDO s on the
pl ayer you want to play themon, you need to
ci rcunmvent an access control and there's a way to
ci rcunvent an access control that will let you do
t hat .

If there isn't, then there's no point in
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tal king about this. So what I'mreally trying to
get at is do you have any information that, by
circunventing a technol ogi cal nmeasure that controls
access, you will be able to play those copy-
protected CD s on players that, at the nonment, can't
pl ay thenf

M5. HHNZE: Do | have any evi dence at
all, essentially, is that?

MR. CARSON: Do you have any information
on -- | don't care about tools. A nethod, a way.

Is this a futile -- if we gave you this exenption,
would it be atotally futile act because

ci rcunventing an access control wouldn't do you any
good?

M5. HNZE: Right. | think | understand
the nature of the question. As | understand it,
there is software that currently is avail able that
all ows people to -- that would all ow people to nake
use of this exenption.

MR. CARSON: It may or may not violate
the 1201(a)(2) is what you' re saying | gather.

M5. HINZE: | appreciate that but from
t he point of view of answering your question --

MR. CARSON: No, no. Wuat I'mreally

trying to get at is --

NEAL R. GROSS
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M5. HNZE: Can | cite you exanpl es of

software that doesn't violate 1201(a)(2)?

MR. CARSON: No, no. | don't even care
about that necessarily but let's assunme -- let's put
that aside for the nonent. The software you're
tal king about, the way it works is by circunventing
an access control or circunventing sone kind of
t echnol ogi cal protection nmeasure?

M5. HHNZE: |'mnot sure. | guess, one,
that woul d depend on whether or not this is an
access neasure, which we appear not to have any
agreenent about. But two, |I'mnot personally aware.
| just understand that there are tools that --

MR. CARSON:. Ckay. Well, let's ask it
anot her way then. Since the whole prem se of your
case here is that a nmal functioning copy control or a
hyperacti ve copy control is also serving to bl ock
access, whether intended or not, is the way -- do we
know, do you know that the way to make that CD pl ay
on a particular device is to overcone the copy
control? To circunvent the copy control? |Is that
the solution or is it not?

M5. HHNZE: Yeah. | think it's a
technol ogy by technology thing. As | understand it

there are distinct differences between the ways that
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the three main -- four main technol ogy copy
protection technol ogies work and |I'mnot sure that |
know t he answer across each of the four of those.

MR. CARSON. So you're not sure whet her
we can do you any good, in other words; is that
right or --

M5. HHNZE: | think that -- | think -- |
guess ny understanding of this is that people would
have an incentive for creating tools that woul dn't
violate 1201(a)(2) but could be used for exactly
this purpose, if they were not, the overhangi ng
threat of a secondary circunmvention liability. To
the extent that tools currently existing can be used
for the current technologies that's | argely because
the tools have been found by people who have
arduously | ooked into this.

People are less inclined at the nonent,
to arduously look into this because they worry about
viol ating an access protection neasure and therefore
viol ating 1201(a)(1). |If there were an exenption
granted, | think that the flowon effect would be
that you woul d actually see the generation of tools
that don't violate 1201(a)(2), that m ght actually
serve to accommbdate sone of these purposes.

MR MARKS: Well, then the tools that

COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W .
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

305

exi st today, do they address the copy controls or
the access controls? | nean | think that that's a
key part of M. Carson's question as well as -- |
think that --

MR. CARSON. Well, not necessarily
because one of the prem ses is that you can't tell
the different between a copy control and an access
control or rather that a copy control is acting as
an access control. To buy her case we've got to
assunme that the copy control is also operating as an
access control whether intended as such or not.

Ri ght ?

M5. HHNZE: |'d have to think a little
harder about that. | mean | think that's
essentially what we're saying but |I'mnot sure about
t he second part of your question. | would have to
t hi nk about whether you have to -- for instance,
there mght logically be a space where you could --
if an exenption were granted you could conme up with
sone sort of software that m ght, for instance,
all ow you to potentially circunvent the access part
but not the copy part.

| don't knowif that's a -- the reason
" m | ooking puzzled is |I'mnot sure,

technologically, if that's possible. | don't know
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the extent to which they nmerged as a concept and
whet her it m ght be possible to have sone nechani sm
for circunventing one without the other. | think
that woul d be sonething that woul d be worked out by
peopl e who have a better sense of how these four
i ndi vi dual or however many different types of copy
protection technol ogies actually work. | think it's
difficult to speculate in the general, in the
abstract here.

MR. CARSON. Ckay. M. Bucholz, did you
have anything el se to say?

MR BUCHOLZ: No, no. I'mfine. Thank
you.

M5. PETERS. M. Belinsky, shed any
light on this?

MR. BELI NSKY: A coupl e of things.
First of all, we're experts at the technol ogy and
we're not as expert at mapping the pieces of the
technol ogy to the specific definitions in the |aw so
| don't want to go onto thin ice legally and say
sonmet hing that may or may not be correct.

But as | do understand the provisions
W th respect to copy control system having
i nformation applied to it to the presence or absence

of which controls whether a copy can be nade or not,
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the technol ogy that we're bringing to market now, in
particular, with the second section capability that

| described certainly includes that feature or that
attribute, where there's information required to,
for exanple, to nove the nmusic fromthe CD to the
hard di sk so you can play it on the conputer wthout
the CD present.

There's information required to be
present to validate that you're noving it from an
original disk to the post-concussion. There's al so
information required to be present when you want to
nove it off the conputer to a portable device to go
jogging with your nusic. So as | understand the
i nteraction between the technol ogy and the
provi sions of the law, that would qualify as the
technol ogi cal protection. | nmean -- sorry -- as a
copy control neasure.

But it's also the aspect of in the
context of the two sections taken together, the
information is added to the first section so that
t he personal conputer doesn't see it. And that's
where I go onto conplete thinice legally as to is
that an access control neasure as relates to just
the first section or is it because the two sections

together is really what, from our perspective,
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constitutes the copy-protected CD.

s that just additional information --
and we do add additional information to the first
section, the sO-called red book -- as part of the
overal | copy protection and technology. That could
al so 1 ook like just another exanple where extra
information is added in so I'mreally not capabl e of
parsing it in any nore |level of detail than that to
shed any light on is it copy control, is it access
control

My guess is, depending on which prism
you | ooked at it through, you know, and if you
wanted to make very detail ed argunents you m ght be
able to sustain both argunents at any one point
woul d be ny guess, dependi ng on how narrowy you
| ooked at it and whet her you | ooked at the two
sections together or just the first section or just
the second section. It's just hard for nme to say,
not being -- not being a legal scholar. That's the
best light I can shed on how the technol ogy actually
wor Kks.

M5. PETERS: Maybe after we read sone of
the papers we nay have sone nore questions.

MR CARSON. Good chance.

M5. PETERS:. Good chance. GCkay. This
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was a | ong session but thank you very rnuch, all of
you. W appreciate your being here and hel pi ng us
try to figure out how we're going to handle all the
exenptions that have been requested. So | think
you' |l hear fromus and we'll be back tonorrow
norning at 9:00 o' cl ock, right? Ri ght .

(Wher eupon, the hearing in the above-

entitled matter was adjourned at 4:50 p.m)
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