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Rule 9037. Privacy Protection For Filings Made with the
Court

(a) REDACTED FILINGS. Unless the court orders

otherwise, in an electronic or paper filing made with the court

that contains an individual’s social-security number, taxpayer-

identification number, or birth date, the name of an

individual, other than the debtor, known to be and identified

as _a minor, or a financial-account number, a party or

non making the filing may include only:

(1) the last four digits of the social-security number

and taxpayer-identification number;
(2) the year of the individual’s birth;

(3) the minor’s initials: and

(4) the last four digits of the financial-account

number.
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(b) EXEMPTIONS FROM THE REDACTION

REQUIREMENT. The redaction requirement does not apply

to the following:

(1) a financial-account number that identifies the

property allegedly subject to forfeiture in a forfeiture
proceeding:

(2) the record of an administrative or agency
proceeding unless filed with a proof of claim;

(3) the official record of a state-court proceeding;

(4) the record of a court or tribunal, if that record

was not subject to the redaction requirement when originally

filed;
(5) afiling covered by subdivision (c) of this rule;
and

(6) a filing that is subject to § 110 of the Code.
(c) FILINGS MADE UNDER SEAL. The court may

order that a filing be made under seal without redaction. The
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court may later unseal the filing or order the entity that made
the filing to file a redacted version for the public record.
(d) PROTECTIVE ORDERS. For cause, the court may
by order in a case under the Code:
(1) require redaction of additional information; or
(2) limit or prohibit a nonparty’s remote electronic

access to a document filed with the court.

(e) OPTION FOR ADDITIONAL UNREDACTED

FILING UNDER SEAL. An entity making a redacted filing
may also file an unredacted copy under seal. The court must
retain the unredacted copy as part of the record.

() OPTION FOR FILING A REFERENCE LIST. A

filing that contains redacted information may be filed together

with a reference list that identifies each item of redacted

information and specifies an appropriate identifier that

uniquely corresponds to each item listed. The list must be

filed under seal and may be amended as of right. Any
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reference in the case to a listed identifier will be construed to

refer to the corresponding item of information.
(g) WAIVER OF PROTECTION OF IDENTIFIERS.

An entity waives the protection of subdivision (a) as to the
entity’s own information by filing it without redaction and not

under seal.
COMMITTEE NOTE

The rule is adopted in compliance with section 205(c)(3) of
the E-Government Act of 2002, Public Law No. 107-347. Section
205(c)(3) requires the Supreme Court to prescribe rules “to protect
privacy and security concerns relating to electronic filing of
documents and the public availability . . . of documents filed
electronically.” The rule goes further than the E-Government Act in
regulating paper filings even when they are not converted to
electronic form, but the number of filings that remain in paper form
is certain to diminish over time. Most districts scan paper filings into
the electronic case file, where they become available to the public in
the same way as documents initially filed in electronic form. It is
electronic availability, not the form of the initial filing, that raises the
privacy and security concerns addressed in the E-Government Act.

The rule is derived from and implements the policy adopted
by the Judicial Conference in September 2001 to address the privacy
concerns resulting from public access to electronic case files. See
http://www.privacy.uscourts.gov/Policy.htm. The Judicial Conference
policy is that documents in case files generally should be made
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available electronically to the same extent they are available at the
courthouse, provided that certain “personal data identifiers” are not
included in the public file.

While providing for the public filing of some information,
such as the last four digits of an account number, the rule does not
intend to establish a presumption that this information never could or
should be protected. For example, it may well be necessary in
individual cases to prevent remote access by nonparties to any part of
an account number or social-security number. It may also be
necessary to protect information not covered by the redaction
requirement — such as driver’s license numbers and alien registration
numbers — in a particular case. In such cases, protection may be
sought under subdivision (c) or (d). Moreover, the rule does not
affect the protection available under other rules, such as Rules 16 and
26(c) of the Federal Rules of Civil Procedure, or under other sources

of protective authority.

Any personal information not otherwise protected by sealing
or redaction will be made available over the internet. Counsel should
therefore notify clients of this fact so that an informed decision may
be made on what information is to be included in a document filed

with the court.

An individual debtor’s full social-security number or
taxpayer-identification number is included on the notice of the § 341
meeting of creditors sent to creditors. Of course, that is not filed with
the court, see Rule 1007(f) (the debtor “submits” this information),
and the copy of the notice that is filed with the court does not include
the full social-security number or taxpayer-identification number.
Thus, since the full social-security number or taxpayer-identification
number is not filed with the court, it is not available to a person
searching that record.
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The clerk is not required to review documents filed with the
court for compliance with this rule. As subdivision (a) recognizes,
the responsibility to redact filings rests with counsel, parties, and
others who make filings with the court.

Subdivision (d) recognizes the court’s inherent authority to
issue a protective order to prevent remote access to private or
sensitive information and to require redaction of material in addition
to that which would be redacted under subdivision (a) of the rule.
These orders may be issued whenever necessary either by the court on
its own motion, or on motion of a party in interest.

Subdivision (e) allows an entity that makes a redacted filing
to file an unredacted document under seal. This provision is derived
from section 205(c)(3)(iv) of the E-Government Act. Subdivision (f)
allows the option to file a reference list of redacted information. This
provision is derived from section 205(c)(3)(v) of the E-Government
Act, as amended in 2004,

In accordance with the E-Government Act, subdivision (f) of
the rule refers to “redacted” information. The term “redacted” is
intended to govern a filing that is prepared with abbreviated
identifiers in the first instance, as well as a filing in which a personal
identifier is edited after its preparation.

Subdivision (g) allows an entity to waive the protections of
the rule as to that entity’s own information by filing it in unredacted
form. An entity may elect to waive the protection if, for example, it
is determined that the costs of redaction outweigh the benefits to
privacy. As to financial account numbers, the instructions to
Schedules E and F of Official Form 6 note that the debtor may elect
to include the complete account number on those schedules rather
than limit the number to the final four digits. Including the complete



36 FEDERAL RULES OF BANKRUPTCY PROCEDURE

number would operate as a waiver by the debtor under subdivision (g)

. as to the full information that the debtor set out on those schedules.

The waiver operates only to the extent of the information that the

entity filed without redaction. If an entity files an unredacted
identifier by mistake, it may seek relief from the court.

Trial exhibits are subject to the redaction requirements of Rule
9037 to the extent they are filed with the court. Trial exhibits that are
not initially filed with the court must be redacted in accordance with
this rule if and when they are filed as part of an appeal or for other

reasonms.
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Changes After Publication:

Rule 9037 is intended to parallel as closely as possible Civil
Rule 5.2 and Criminal Rule 49.1. The Advisory Committees have
worked together to maintain as much consistency as possible in the
three versions of the rule. The rule has been revised to implement the
several style revisions suggested by the Style Subcommittee of the
Standing Committee.  Subdivision (b) was reorganized and
renumbered. Subdivisions (b)(1) and (b)(3) were added in response
to suggestions by the Department of Justice. Subdivision (b)(4),
formerly subdivision (b)(2), was amended in response to . the
suggestion of the Committee on Court Administration and Case
Management so that the subdivision now refers to court records that
become a part of the record in the pending matter. The term “entity”
has been substituted for “person” in subdivision (c) and for “party” in
subdivisions (e) and (f) to conform the rule to the definitions provided

in the Bankruptcy Code.
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