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C. SYSTEM APPLICATION/GENERAL INFORMATION

1. Does this system contain any
personal information about
individuals?

{if there is NO information coflected,

maintained, or used that is identifiable to

the individual, the remainder of PIA does
net have o be completed.)

Yes, the person’s name, SSN, and date of birth are mandatory data fields and the
persan’s address and telephone number are optional data fields.




5. BATAINTHE SYSTEN

1. What bategarées of individuals are
covered in the system? {public,
employees, conlragiors)

CPSC Employess

Z. Generally describe what
datalinformation will be coliected in
the system.

The learning management system is used fo track courses that an employee takes
during the year. The empicyee enters a training request by enfering their name, SSN,
date of birth, course tile, vendor name, course iocation, and other OPM specific data
fields that perain to the collection of training racords,

3. Is the source of the information from
the individual or is it taken from
another source? If not directly from
individual, then what other source?

The employee enters the informafion inio the learning management sysiem using the
provided web form,

4, How will data be checked for
completeness?

The empioyee’s personal information (entered by the employee] is checked against
information maintained by the CPSC enterprise directory for correciness,

5. Is the data current? (What sfeps or
procedures are taken fo ensure the dala
is current and not out-of-date?)

The CPSC enterprise directory is maintained according to the processes for employee
arrival (new employee) and employee departure (terminating employee) as defined by
the Human Resources Deparimant and EX{T.

8. Are the data elements described in
detail and documented? (If yes, what
is the nams and location of the

Yes, the data elements are described in the Learning Management DDL that is

maintained in the EXIT Oracle databasse.

____ document?)
 E. ATTRIBUTES OF THE DATA

1. Explam how the use of the data is
hoth relevant and necessary to the
purpose for which the system is
being designed?

T OPM has mandated that alt federal égens%es rmust submit training reports on a

monthly basis. Section 4: Training Interface Processing of the “Guide to Human
Resources” document defines the required fields for the training record. The
empioyee SSN and date of birth are required fieids. These fields must be collected by
the learning management system and provided with each training record that is part of
the monthly report,

2. For électronic systems, if the data is
heing consolidated, what controls are
in place {o protect the data from
unauthorized access or use? Explain.

The monthly training report is submitted over the OPM EHR! interface using a secure
{encrypted) FTP connection. The connection can only be established by an
authorized machine and user as predefined by CPSC and OPM.

| 3. How will the data be retrieved? Can it
be retrieved by a personal identifier?
if yes, explain and list the identifiers
that will be used fo retrieve
information on the individual.

The employee's last name is used to retrieve the empioyee’s training records. The
learning management system implements Single Sign On authentication using the

v Novelf |Chain proxy server (CPSC enterprise infrasfructure server} and also

implements Roie Based Security fo confrof access fo system functions and data
records. Only the empioyee who created the record has access to modify the record.
Only supervisors, fraining administrators, and human resources have access 1o view a
read only copy of the record. In all cases, the SSN is not displayed when the record is
retrieved. No other users on the CPSC network have access to view the records.

4. What opportunities do individuals
have to decline to provide
information or to consent to
pamcuiar uses of the information?

Certain fields are mandatory according to OPM federal reguiation. Employee’s
wishing fo register for training must enter the required information. There is no option
te decling, other than not using the system,
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1. What are thé retention parwds of data
in this system?

Training records are kept for ﬁve years.

2. What are the procedures for
disposition of the data at the end of
the retention period? How long will
the reports produced be kept?
Where are the procedures

Training reports are submiiled to OPM via the secure EHRI inferface. CPSC does not
retain the training records,
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3. Will this system provide the capability | The training records include information such as the empioyee’s name and optionatly
to identify, locate, and monitor the employee's address and home telephone number.
individuals? H ves, explain.

4. What controls will be used to prevent | Authentication and Authorization controls are implemented. Access to fraining
unauthorized monitoring? records is restricted, based on the user's authenticated identity and the user's security
- 10les [pertmigsions).

5. Is this system currently identified as a | CPSC-
CPSC system of records? i so,
under which notice does the system
operate?

6. If the system is being modified, will N/A — New System
the Privacy Act system of records
notice require amendment or
revigion? Explain

G. ACCESS TO DATA

1. Who will have access to the datain CPSC employees and supenvisors.
the system? (e.¢., contractors,
managers, system administrators,
developers, other),

2. What controls are in place to prevent | Sensitive data fieids such as SSN are not displayed when viewing the training
the misuse of data by those having records. Employees can only view their own records. Supervisors can view

access? (Please list processes and empiloyee records. Supervisors are provided training on proper use of information.
training materials.)

3. Who is responsible for assuring EXEM and EXIT
proper use of the data?

4. Are contractors involved with the NO

design and development of the
system and will they be invoived with
the maintenance of the system?
yes, were Privacy Act contract
clauses inserted in their contracts
and other regulatory measures
addressed?

5. Do other systems share data or have | No other internal CPSC systems have access fo the training recorgs.
access fo the data in the system? if
yes, explain. Who will be
respansible for protecting the privacy
rights of the public and employees
affected by the interface?

6. Will other agencies share data or The training records are uploaded onca a month to OPM via the secure EHEY
have access to the data in this interface. OPM is responsible for the security of the EHR! interface.
system? [f yes, how will the data be
used by the other agency?




