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Goals of Identified Internet Mall
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* Provide tools to identify and block
spoofed email

* Preserve the positive aspects of email
Anyone can send to anyone, without introduction
Senders can be anonymous to the extent they are now
Ability to send mail independent of location
* Messages should not fail verification in case
of inconsequential modifications

Accommodate common mailing-list behavior

* Use existing trust hierarchies
Inclusive of large and small domains

Easier to deploy rapidly—processes are
already defined

« Support mechanisms that evaluate reliability
of message senders

10401_10_2004 © 2004 Cisco Systems, Inc. All rights reserved.



Authentication/Authorization Model
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Messages must pass two tests before
they are authenticated

AUTHENTICATE AUTHORIZE
THE MESSAGE THE SENDER

Receiving domain authenticates Receiving domain asks sending
the message—i.e. Verifies that the domain to confirm that whoever
message was not altered in any signed the message was
consequential manner prior to authorized to do so (without having
reaching the receiving domain to identify the sender)
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ldentified Internet Mail Explained
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User-level Keys and Privacy
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« Signing normally occurs at domain level

 Some users will need to sign their
own messages

Users sending messages from outside their
home domain

Roving users, mobile phones, PDAs
“Affinity addresses” (e.g., ieee.orQ)

* Qutsourced services sending email
sign client addresses
Email marketers
* User-level keys need not specify identity
of signer
Only that signer was authorized by the
sending domain
* A few domains will need large numbers
of authorized keys
Key authorization must scale adequately
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IIM Support for Wide Range of Use Cases
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Example of Signhed Message

Subj ect: Sanpl e nessage

From John Doe <jdoe@xanpl e.conp

To: Mary Smith <msm t h@xanpl e. net >

Content - Type: text/plain

Message- 1 d: <1098727240. 13184. 0. canel @ uci d. exanpl e. con

M me-Version: 1.0

X-Mailer: Ximan Evolution 1.4.6 (1.4.6-2)

Date: Mn, 25 Cct 2004 11:00: 40 -0700

Cont ent - Transf er-Encodi ng: 7bi t

[IMSIG v:"1"; h:“lucid. exanpl e.cont; d:“exanple.cont; z:"hone"; m"krs";
t:"1098727241. 26722"; x:"432000"; a:"rsa-shal"; b:"nofws:31";

YIw=="; n:"1hl/ HhbD4yHBgFXxH3+ERpvWINW wczz5Nhf B7t nP/ Pf dBa6OUZi +LHQvx OUF"

OW2H5MD/ E84eJ/ HyNnzsz CXf oqG\vgnR1kyceOmMau@CBz868j zUpe/ Nw'

B382Dx H+i KRGeoUs VHSJ 2PCOdwj QuKXxbSWARU9Yzf t 5ASbQpc=";

" J2LbKIVHf W2 Xk ZIWP05Cmt| adAJaED1dZ8| SZo7asq7KUZGIwBOul 6VODRr cvA"

(gb3z30zxCEL2gj r ef 8dwt of uwHANMIEXi XpaChBI KM7zPI ct pCVMBG7onDi X9"

o+/ YPAB6XxwWwW+M kFoGR2j t EZTJt ol i 2AH+LLVIXOR3+USJEgQ=";

Y Subj ect: Sanpl e nessage";

rom John Doe <jdoe@xanpl e.conp";
Date: Mon, 25 Oct 2004 11:00: 40 -0700"
I'IMVERIFY: s:"y"; v:"y"; r:"60"; h:"inconi ng.exanple.net";

c:"message from |l ucid. exanpl e.comverified;
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