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	Corporate
	Charter or Certificate Number
	Exam Date

	
	
	


	Area of Review
	Category

	303-Information Systems
	Physical Environment


	Question #
	Question
	YesNoNa

	303Q-001
	How is physical access to computer facilities controlled?
	

	Comment
	

	303Q-002
	Please indicate the location communication routers and patch panels that are not located with the computer facility and how they are secured.
	

	Comment
	

	303Q-003
	Describe fire protection facilities for computer equipment.
	

	Comment
	

	303Q-004
	What type of UPS system is utilized? Describe its capacity.      
	

	Comment
	

	303Q-005
	Are there any obvious hazards to people or equipment?
	

	Comment
	

	303Q-006
	How is the environment controlled?
	

	Comment
	


	Area of Review
	Category

	303-Information Systems
	Equipment Maintenance


	Question #
	Question
	YesNoNa

	303Q-007
	Please describe the schedule for equipment maintenance or replacement.
	

	Comment
	

	303Q-008
	Is any equipment maintained by an outside vendor?  If so, briefly describe who and the contract terms.
	

	Comment
	


	Area of Review
	Category

	303-Information Systems
	Operational Procedures


	Question #
	Question
	YesNoNa

	303Q-009
	Are operational procedures outlined in an operations manual?
	

	Comment
	

	303Q-010
	If job scheduling is required, review the job scheduling function for adequacy.
	

	Comment
	

	303Q-011
	Describe the process in place for problem reporting and resolution tracking and is it adequate?
	

	Comment
	

	303Q-012
	What procedures are in place to ensure adequate management reporting or problems and resolution?
	

	Comment
	

	303Q-013
	How is sensitive computer output protected from unauthorized access ( i.e., by placement in secured bins assigned to specific individuals.)
	

	Comment
	


	Area of Review
	Category

	303-Information Systems
	Back up and recovery Procedures


	Question #
	Question
	YesNoNa

	303Q-014
	How does management review backup procedures to ensure that backups are performed as scheduled?
	

	Comment
	

	303Q-015
	Describe the type of backup media utilized.  What procedures are used to ensure that the following systems can be recovered intact?
	

	Comment
	

	303Q-015a
	Operating systems.
	

	Comment
	

	303Q-015b
	Application programs.
	

	Comment
	

	303Q-015c
	Master files.
	

	Comment
	

	303Q-015d
	Transaction files.
	

	Comment
	

	303Q-015e
	System utilities.
	

	Comment
	

	303Q-015f
	Any other programs that are necessary to initiate restoration of the system at the backup contingency site?
	

	Comment
	

	303Q-015g
	Describe the storage media rotations process.
	

	Comment
	

	303Q-015h
	Where is the offsite storage site? What is the distance from the Credit Union?
	

	Comment
	

	303Q-015i
	Describe the environmental controls for the offsite facility.
	

	Comment
	

	303Q-015j
	What procedures are in place or software utilized to provide the following safeguards:
	

	Comment
	

	303Q-015k
	Unauthorized removal, introduction of substitution of back up media.
	

	Comment
	

	303Q-015l
	Ensures that restoration media is restored in the proper sequence.
	

	Comment

	Comment
	

	303Q-015m
	Utilization of current back up media as data storage.
	

	Comment
	

	303Q-015n
	Is a detailed listing of critical computer equipment and programs maintained?  If so, please provide.
	

	Comment
	


	Area of Review
	Category

	303-Information Systems
	Firewall Management


	Question #
	Question
	YesNoNa

	303Q-016a
	Describe the type of firewall(s) in place in the corporate network.
	

	Comment
	

	303Q-016b
	How is the firewall policy documented?
	

	Comment
	

	303Q-016c
	What procedures are outlined for incident handling?
	

	Comment
	

	303Q-016d
	Are the firewall access controls configured to comply with corporate policy?
	

	Comment
	

	303Q-016e
	Who is responsible for managing the firewall?  What training or other support has been provided to ensure adequate firewall support?
	

	Comment
	

	303Q-016f
	Are internal auditors responsible for auditing the firewall qualified to conduct the review?
	

	Comment
	

	303Q-016g
	What is the latest firewall service update and when was it applied?
	

	Comment
	

	303Q-016h
	Who reviews the firewall configuration and how often is the review conducted? Are they verified on a regular basis?
	

	Comment
	

	303Q-016i
	Describe the services running on the firewall servers.
	

	Comment
	

	303Q-016j
	Who monitors firewall log activity and what is the frequency?
	

	Comment
	

	303Q-016k
	Who has access to the firewall?  Describe how changes are made to the firewall configuration and access control lists.
	

	Comment
	

	303Q-016l
	Have firewall attacks and penetration attempts been conducted regularly?  Please indicate when and by whom.
	

	Comment
	

	303Q-016m
	Describe the backup procedure for the firewall.
	

	Comment
	

	303Q-016n
	Have the backup procedures been tested?  If so, when?
	

	Comment
	


	Area of Review
	Category

	303-Information Systems
	Network Account Policies


	Question #
	Question
	YesNoNa

	303Q-017
	What is the expiration period for system passwords?
	

	Comment
	

	303Q-018
	What is the minimum password length?
	

	Comment
	

	303Q-019
	What is the minimum time set to allow password changes?
	

	Comment
	

	303Q-020
	Are account lockout options enabled?  How many attempts are permitted before a lockout is enabled.
	

	Comment
	

	303Q-021
	Is there a minimum lockout period specified?  What is it?
	

	Comment
	

	303Q-022
	How are account lockouts restored?
	

	Comment
	

	303Q-023
	What is the usage period for remote access?  Are logoffs forced off during blocked hours?
	

	Comment
	

	303Q-024
	How and when are User accounts disabled of employees who have left the organization or change job responsibilities?
	

	Comment
	

	303Q-025
	Please describe all password options? (e.g., length requirements, repeat passwords, how often they must be changed, lockouts.)
	

	Comment
	

	303Q-026
	Please describe all built in operating system accounts that are in use or disabled.
	

	Comment
	

	303Q-027
	Provide a listing group memberships, the functions of the groups and a listing of members in each group.
	

	Comment
	

	303Q-028
	Are there users with Dial-in authority?  If so, have dial-in limits been established?  Have Call Back options been enabled?  Attach a listing of dial-in users.
	

	Comment
	

	303Q-029
	Do users with administrative authority have two accounts?.
	

	Comment
	


	Area of Review
	Category

	303-Information Systems
	GROUP Management


	Question #
	Question
	YesNoNa

	303Q-030a
	How are inactive accounts removed from each group?
	

	Comment
	

	303Q-030b
	Provide a list of the members in management groups such as administrators, server operators, account operators, backup operators, and print operators.  Please indicate the permissions for each group.
	

	Comment
	

	303Q-030c
	Has the administrator account been renamed to some obscure name?
	

	Comment
	

	303Q-030d
	Have adequate steps been taken to ensure that the administrator account is protected?  What contingency measures exist to provide management access in the event the system administrator is not available?
	

	Comment
	

	303Q-030e
	Are Guest Accounts permitted?  What is the justification for maintaining guest accounts?
	

	Comment
	

	303Q-030f
	Are User rights assigned appropriate for the group?
	

	Comment
	

	303Q-030g
	Is remote access privilege not included in the Administrator group?
	

	Comment
	

	303Q-030h
	How are remote access users monitored?
	

	Comment
	

	303Q-030i
	What authentication procedures are in place for remote access?
	

	Comment
	

	303Q-030j
	Does management approve and review remote access permissions?
	

	Comment
	

	303Q-030k
	Is the user right to log on locally restricted to the administrative group?
	

	Comment
	

	303Q-030l
	Who has access to system and event logs?  Please provide the file share listings for the logs.
	

	Comment
	

	303Q-030m
	Is the right to take ownership of files or other objects such as programs restricted to administrators?
	

	Comment
	


	Area of Review
	Category

	303-Information Systems
	File Permissions and Access


	Question #
	Question
	YesNoNa

	303Q-031a
	Are permissions to files and shared areas appropriate?
	

	Comment
	

	303Q-031b
	Are program and data files kept in separate areas or folders?
	

	Comment
	

	303Q-031c
	Are public and private files separated?
	

	Comment
	

	303Q-031d
	Are inherited permissions appropriate?
	

	Comment
	

	303Q-031e
	What files are stored on untrusted servers in the domain? (e.g., Internet)
	

	Comment
	

	303Q-031f
	Are any file sharing permissions assigned at the root directory level?  Please provide a listing of root file shares on all critical servers.
	

	Comment
	

	303Q-031g
	Has management determined what constitutes sensitive files and us auditing enabled on sensitive files that are password protected?
	

	Comment
	

	303Q-031h
	What measures are being taken to hide and protect files?
	

	Comment
	

	303Q-031i
	Is replication utilized to backup and secure critical files and directories?
	

	Comment
	


	Area of Review
	Category

	303-Information Systems
	Auditing and Event Logs


	Question #
	Question
	YesNoNa

	303Q-032a
	Please describe the procedures for managing and securing audit logs.
	

	Comment
	

	303Q-032b
	Who reviews the audit logs?  What is the frequency of each review?
	

	Comment
	

	303Q-032c
	Are any security alert triggers in place?  If so, please describe them.
	

	Comment
	

	303Q-032d
	Are security alert triggers forwarded to appropriate staff.
	

	Comment
	

	303Q-032e
	Is there a regular internal audit review of logs?
	

	Comment
	


Note:  

     This  Router checklist is based on the National Security Agency (NSA) Router Security Configuration Guide, Version 1.0j (Nov 21, 2001).  This guide was designed for use with routers made by Cisco Systems.  If non-Cisco routers are use, complete only those portions that apply.

     If necessary for clarity, complete a separate questionnaire for each unique router, e.g., if routers inside the firewall are configured differently than those outside a firewall.  It is not necessary to complete a separate questionnaire for like systems.  

	Area of Review
	Category

	303.2-Router Management
	


	Question #
	Question
	YesNoNa

	303.2-q001
	Describe the type of router(s) in place on the corporate network and the software version running on each router.

Comment:  
	

	303.2-q002
	How is physical access to the routers controlled?

Comment:  
	

	303.2-q003
	Who is responsible for managing the router(s)?  Who has access?  What training or other support has been provided to ensure adequate router support?

Comment:  
	

	303.2-q004
	What communication protocols are utilized to perform router maintenance?  How are the communication links secured?  For example, is telnet used to maintain the router?  If so, is access granted only to specific workstations on the internal network side of the router?

Comment:  
	

	303.2-q005
	Are any modem or network devices connected to the console port?  If so, are they password protected?


	

	303.2-q006
	Who reviews the router configuration and how often is the review conducted?

Comment:  
	

	303.2-q007
	Are commented, offline copies of all router configurations maintained and in sync with the actual configuration running on the router(s)?


	

	303.2-q008
	Is there a configuration management program that maintains old versions of the router(s) configuration?  If so, please describe, If not please indicate how router configurations are controlled.

Comment:  
	

	303.2-q009
	Have backup router configuration files been tested?  ? Please indicate the last testing date, the frequency of testing and provide testing criteria.
Comment:  
	

	303.2-q010
	Have penetration tests been conducted?  If so, indicate when and by whom.

Comment:  
	

	303.2-q011
	Is the router enable password encrypted with the “enable secret” command?


	

	303.2-q012
	Has password encryption been turned on?  (service password encryption)


	

	303.2-q013
	Are telnet VTY’s password protected?


	

	303.2-q014
	Are errors and blocked packets logged to a syslog host?  Does the router block syslog traffic from untrusted networks?


	

	303.2-q015
	Has the service timestamps command been used to ensure the complete date and time are stamped onto entries in the routers buffered log?


	

	303.2-q016
	Who monitors router log activity and what is the frequency?

Comment:  
	

	303.2-q017
	Are all unneeded services shut down on the router(s)? 

For example:  Cisco Discovery Protocol (CDP), UDP (echo, discard, chargen), TCP (echo, discard, chargen, daytime), finger, Network Time Protocol (NTP), BOOTP.   Provide listings of services running on the routers.

	

	303.2-q018
	Has “no ip directed-broadcast” been set on all interfaces?


	

	303.2-q019
	Have all unused interfaces been shutdown?  How many interfaces are on each router? What is the purpose of each interface.

Comment:  
	

	303.2-q020
	Is the source routing facility disabled?


	

	303.2-q021
	Has SNMP trap authentication been turned off to prevent a remote SNMP system shutdown request?


	

	303.2-q022
	Do the router(s) prevent forwarding packets with no clear route (no ip classless)?


	

	303.2-q023
	If not needed, has proxy ARP been disabled on all interfaces?


	

	303.2-q024
	Has the http server been turned off?


	

	303.2-q025
	Unless the router absolutely needs to autoload its startup configuration from a TFTP host, has network autoloading been disabled?  (no service config)


	

	303.2-q026
	If the router(s) has a separate bootflash image, is the IOS bootflash image version reasonably close to the current IOS version?


	

	303.2-q027
	Have access list filters been implemented to permit only those protocols and services that network users really need, and to explicitly deny everything else?


	

	303.2-q028
	Are router access lists configured to comply with corporate policy?


	

	303.2-q029
	Do access-list definitions start with the command “no access-list nnn” to make sure they start clean?


	

	303.2-q030
	Are access list port messages logged properly?


	

	303.2-q031
	Are internal addresses allowed to enter the router only from the internal interfaces?


	

	303.2-q032
	Are illegal addresses blocked at outgoing interfaces?


	

	303.2-q033
	Are packets blocked coming from the outside (untrusted) network  that are obviously fake or commonly used for attacks?  For example:  Incoming loopback packets (127.0.0.1), packets that claim to have a source address of any internal (trusted) network(s), unnecessary ICMP packet types, broadcast packets, IP multicast.


	

	303.2-q034
	Are incoming packets blocked that claim to have the same destination and source address?


	


Note:  

The following checklist is based on the Oracle 9i Security Checklist.  If you do not deploy Oracle in your environment, do not answer this section.   

	Area of Review
	Category

	303.4-Database Security-Oracle
	


	Question #
	Question
	YesNoNa

	303.4-q001
	Have unused products and options been de-installed? 

Comment:  
	

	303.4-q002
	Have all default database server user accounts been locked and expired?  (For example, user name ADAMS on an Oracle 9i installation)

Comment:  
	

	303.4-q003
	Have default user passwords been changed?  (For example, SYS on an Oracle 9i installation)

Comment:  
	

	303.4-q004
	What type of password management rules have been established?

Comment:  
	

	303.4-q005
	What type of network authentication services are employed (e.g., Kerberos, token cards, smart cards, or x.509 certificates)

Comment:  
	

	303.4-q006
	What type of data dictionary protection has been enabled?

Comment:  
	

	303.4-q007
	How has the principle of least privilege been implemented?

Comment:  
	

	303.4-q008
	Have unnecessary privileges from public groups been revoked?
	

	303.4-q009
	Are “all permissions” assigned to any database run-time facility (e.g., Oracle Java Virtual Machine)

Comment:  
	

	303.4-q010
	Is remote authentication turned on or off?  How is it restricted?

Comment:  
	

	303.4-q011
	What operating system accounts are established (administrative, root-privileged, etc.)

Comment:  
	

	303.4-q012
	Is the database server behind a firewall?

If so, have any holes been poked through the firewall?  (e.g., Oracle Listener 1521)

Comment:  
	

	303.4-q013
	Has a well-formed password been established for the Oracle Listener?  What additional security configuration parameters have been set ?

Comment:  
	

	303.4-q014
	Has a “valid node checking” security feature been utilized to allow or deny access to server processes from network clients?
	

	303.4-q015
	Is network traffic encrypted?  
	

	303.4-q016
	How has the operating system been hardened?

Comment:  
	

	303.4-q017
	What are the procedures for applying all relevant and current security patches for the database and the operating system on which the database resides?

Comment:  
	


Note:  This questionnaire is based on the SQL Server Security Checklist at http://www.sqlsecurity.com.  If you do not deploy SQL in your environment, skip this section. 
	Area of Review
	Category

	303.5-Database Security-SQL Server 
	


	Question #
	Question
	YesNoNa

	303.5-q001
	What SQL Server Service Packs have been applied?

What are the latest NT/2000 server packs applied? 

Comment:  
	

	303.5-q002
	What network protocol library is used?  

Is Multi-protocol used?

Comment:  
	

	303.5-q003
	Have the “sa” and “probe” accounts been secured with strong passwords?

How are the passwords physically secured?

Comment:  
	

	303.5-q004
	Is a relatively low-privilege user account used for SQL Server rather than LocalSystem or Administor?

Comment:  
	

	303.5-q005
	Are SQL Server data and system files installed on NTFS partitions?

Have appropriate ACLs been applied?

Comment:  
	

	303.5-q006
	Has master..Xp_cmdshell been dropped?

Comment:  
	

	303.5-q007
	Have you dropped OLE automation stored procedures if you can do without them?   For example:  Sp_OACreate, Sp_OADestroy, etc. 

Comment:  
	

	303.5-q008
	Have you dropped registry access procedures that you don’t need.   For example:  Xp_regdeletekey, Xp_regdeletevalue, etc. 

Comment:  
	

	303.5-q009
	Have you deleted other system stored procedures that could pose a threat?  For example:  xp_cmdshell, xp_deletemail, etc.
Comment:  
	

	303.5-q010
	Have you disabled the Default Login under “Security Options” in Enterprise Manager (SQL 6.5 only)?

Comment:  :  :  
	

	303.5-q011
	Have you removed the Guest user from databases to keep unauthorized users out (except for the master and tempdb databases)?.
Comment:  
	

	303.5-q012
	Has the SQL Mail capability been disabled?  If not, why is it necessary? 

Comment:  
	

	303.5-q013
	Have you checked master..Sp_helpstartup for trojan procedures?

Has Sp_unmakestartup been used to remove any rogue procedures?

Comment:  
	

	303.5-q014
	Have you checked master..Sp_password for trojan code?

Comment:  
	

	303.5-q015
	Has logging of all user access been enabled?

Comment:  
	

	303.5-q016
	Have applications been rewrittent to use more user-defined stored procedures and views so general access to tables can be removed?

Comment:  
	

	303.5-q017
	Have unneeded network protocol libraries been removed?

Comment:  
	

	303.5-q018
	How is the SQL Server physically secured?

Comment:  
	

	303.5-q019
	How do you monitor failed login attempts?

Comment:  
	

	303.5-q020
	Have you set alerts to log failed object access and logins?

Comment:  
	

	303.5-q021
	Are roles at the server and database levels assigned only to the users who need them?

Comment:  
	

	303.5-q022
	Do you frequently check group or role memberships and make sure to assign permissions by group so auditing tasks can be simplified?

Do you make sure the public group cannot issue SELECT statements against system tables?

Comment:  
	

	303.5-q023
	Do you audit for logins with null passwords?  How often?

Comment:  
	

	303.5-q024
	Do you make use of integrated security?

Comment:  
	

	303.5-q025
	Do you check access permissions for all non-“sa”s on stored procedures and extended stored procedures?

Please provide the results of the following query:     (Use “type” instead of “xtype” for SQL 6.5): 

Use master
Select sysobjects.name
From sysobjects, sysprotects
Where sysprotects.uid = 0
AND xtype IN ('X','P')
AND sysobjects.id = sysprotects.id
Order by name

Comment:  
	

	303.5-q026
	Is integrated security used when accessing Enterprise Manager?

Comment:  
	

	303.5-q027
	Has an audit plan been developed?

Are monthly security reports made available to IT administration that includes any new exploits, successful attacks, backup storage protection, and object access failure statistics?

Comment:  
	

	303.5-q028
	Do you allow users to log on to the SQL Server interactively?  If so, justify the reason.

Comment:  
	


Note:  

     This checklist is based on the Unix Security Checklist v2.0 published jointly by the CERT Coordination Center (CERT/CC) and the Australian Computer Emergency Response Team (AusCERT). 

     If necessary for clarity, complete a separate questionnaire for each unique UNIX-based system.  For example, one questionnaire for dedicated web servers, one for intrusion detection systems, etc.  It is not necessary to complete a separate questionnaire for like systems, e.g., redundantly configured backup systems.  

	Area of Review
	Category

	303.3-UNIX Security
	Basic Operating System


	Question #
	Question
	Yes/No

	303.3-q001
	Describe the software version running on this UNIX system, e.g., HPUX 11.0, Solaris 8.0, Linux Red Hat 7.1, etc.  

Comment:  
	

	303.3-q002
	How to you keep software and patches up to date?

Comment:  
	

	
	Network Services
	

	303.3-q003
	Are permissions 600 and owner root on /etc/inetd.conf?  

Have unrequired services in this file been disabled.
	

	303.3-q004
	Are tcp_wrappers used to monitor and filter incoming requests for common network services?

Comment:  
	

	303.3-q005
	Has the finger service been disabled?

If not, is the version of finger at least 16 October 2000?

Comment:  
	

	303.3-q006
	Have all “r” commands been disabled?  

If not:

     Have more secure utilities such as ssh been evaluated?

     Does your router/firewall prevent access to them by people outside your network? 

Comment:  
	

	303.3-q007
	Is there a /etc/host.equiv file or any .rhosts files on the system?

If so, how are they protected (permissions/owner)? 

If not, 

  - Is your /etc/hosts.equiv (or equivalent) set to the order hosts,bind?  

  - Have you specified in /etc/hosts.equiv the hosts for which you wish to allow the ‘r’ commands?

  - Have you ensured there is NO ‘+’ entry anywhere in the file?

Comment:  
	

	303.3-q008
	Are you using NIS?  

If so:

    - Has NIS+ been evaluated as an alternative?

    - Are separate netgroups define?  Does each netgroup contain only usernames or only hostnames?
	

	303.3-q009
	  - What are the owner and permissions on the following files?  Describe any special settings in each file.

     /etc/netgroup

     /etc/services

     /etc/hosts.lpd

     /etc/login.access

     /etc/login.conf (BSD systems)

     /etc/login.defs (Linux systems)
	

	303.3-q010
	Is PAM (Pluggable Authentication Modules) operational on the system?

If so, is it configured to be secure by default?

Are unneeded services under PAM disabled?
	

	303.3-q011
	Are permission for the root crontab set to 600 and owner set to root?

Is cron disallowed for regular users?
	

	303.3-q012
	Are secure terminals  set?

(etc/ttys, /etc/default/login, /etc/security, or /etc/securetty depending on system)
	

	303.3-q013
	Have you checked to ensure your system is not running a vulnerable rpc.statd?

(Refer to AusCERT ESB)

Does your router filter port 111 (tcp) to disable access to RPC services from outside your network?

Is the portmap service disabled? 
	

	303.3-q014
	Is tftp disabled?
	

	303.3-q015
	Are you using the latest version of Majordomo?
	

	303.3-q016
	Is the uucp account disabled?

If so, has the whole uucp subsystem been deleted?

If not, have you done the following?

     -Removed any .rhosts file from uucp home directory?

     -Ensured the file L.cmds is owned by root?

     -Ensured no uucp owned files or directories are world writable?

     -Ensured each site requiring uucp access is assigned a different uucp login?

     -Kept the number of commands a uucp login can execute to a bare minimum?

     -Ensured there are no vendor-supplied uucp or root crontab entries?
	

	303.3-q017
	Is the rexd service disabled?
	

	
	Network Administration-Packet Filtering
	

	303.3-q018
	Is packet filtering used at network or administrative borders to restrict traffic entering or leaving the domain?

Is a host based firewall used on the system?

What type of filters are used?  

Comment:  
	

	303.3-q019
	What steps are taken to prevent your site being used to launch denial of service attacks against other Internet sites?

Are IP directed broadcasts for subnetworks within your domain disabled?

Are packet filters used to allow only packets with a legitimate source IP address to originate (or transit) your network?

Are packet filters used to block incoming packets with source IP addresses that are in the well-known reserved address space?

Comment:  
	

	303.3-q020
	What encryption technologies are used in administering hosts and network equipment in your domain to prevent administrator passwords and other sensitive information from crossing your network in clear-text?

Comment:  
	

	
	Network Administration-File System Security
	

	303.3-q021
	Is the EXINIT environmental variable used to disable .exrc file functionality?
	

	303.3-q022
	Do you ensure user or directories shared among users are not specified before any system directories in executable search paths?
	

	303.3-q023
	Do you set filesystem limits? If so What are they?

Comment:  
	

	303.3-q024
	Is 022 the default umask for all programs?
	

	303.3-q025
	Are external file systems mounted non-setuid and read-only where practical?
	

	303.3-q026
	Are file permissions for the following set to 644?

/etc/utmp

/var/adm/wtmp

/etc/motd

/etc/mtab

/etc/syslog.pid (or /var/run/syslog.pid)
	

	303.3-q027
	Is read access removed from system configuration files that users do not need to access (e.g., rc.* startup files and authentication files like /etc/hosts.allow)?
	

	303.3-q028
	Are logfiles (usually in /var/log) only writable by root?
	

	303.3-q029
	Is the kernel (e.g., vmunix) owned by root, is the group set to 0 (wheel on Sun) and permissions set to 644?
	

	303.3-q030
	Are the following files owned by root ?

     /etc

     /usr/etc

     /bin

     /usr/bin

     /usr/sbin

     /tmp

     /var/tmp

Is the sticky bit set on /tmp and /var/tmp?
	

	303.3-q031
	Do you ensure there are no unexpected world writable files or directories on the system?  If so, please describe the procedure.
	

	303.3-q032
	Do any files have the SUID or SGID bits set?
	

	303.3-q033
	Is the umask variable for each user set to 027 or 077?
	

	303.3-q034
	Are all files in /dev special files? (charactor or block?)

Do you take steps to ensure there are no unexpected special files outside /dev?
	

	303.3-q035
	Do scripts or binary files executed by root employ the following protection?

     - Owned by root

     - Not world or group writable

     - Located in a derectory for which every parent directory is owned by root and not group or world writable.
	

	303.3-q036
	Have you changed all non-setuid files and all non-setgid files and directories that are world readable but not world or group writable from bin ownership to root, with group id 0?
	

	303.3-q037
	Do you run Tiger or a similar program that can automatically parse log files or check for vulnerable files?
	

	303.3-q038
	Do you employ Tripwire for integrity checking of critical files?
	

	303.3-q039
	Do you employ The Coroner’s Toolkit?
	

	
	Network Administration-Account Security
	

	303.3-q040
	Do you have a password policy for your site?

Do you apply and enforce password aging?

Do you periodically check passwords with Crack or other password cracking programs?
	

	303.3-q041
	How often do you audit your system for dormant accounts.

Do you ensure all accounts have passwords?

What are your procedures for auditing su attempts and login failures?

Comment:  
	

	303.3-q042
	Are there any shared accounts on the system?
	

	303.3-q043
	Have guest accounts been disabled or deleted?
	

	303.3-q044
	Have all default vendor accounts been disabled?
	

	303.3-q045
	Are all accounts that have no password and execute a command been disabled?  For example, “sync”.
	

	303.3-q046
	Have non-functional shells (e.g., /bin/false) been assigned to system accounts such as bin and daemon?
	

	303.3-q047
	Does /etc/ftpusers contain systems accounts (such as root, bin, uucp, ingres, daemon, news, nobody) and all vendor supplied accounts?
	

	303.3-q048
	What personnel know the root password?

Comment:  
	

	303.3-q049
	Can a person log in as root over the network?
	

	303.3-q050
	Is there a ~/.rhosts file?
	

	303.3-q051
	What is the search path for root? (echo $PATH)
	

	303.3-q052
	Do root login or cron files source any files that are not owned by root, or which are group or world writable?
	

	303.3-q053
	Are there any .netrc files on the system?
	

	303.3-q054
	Does the GCOS field of the password file contain information that would identify your site if the password file is stolen?  For example joe:*:10:10:Joe Bloggs, Organization X:/home/joe:/bin/sh
	

	303.3-q055
	Is password shadowing enabled?
	

	303.3-q056
	What is your audit frequency on your password and shadow password files?
	

	303.3-q057
	Do you employ one-time passwords?  If so, for what purposes?
	

	303.3-q058
	Do you use Lighweight Directory Access Protocol (LDAP)?
	

	
	Network Administration-System Monitoring
	

	303.3-q059
	Do you regularly expire user passwords?

Are successful and unsuccessful login attempts logged?

Are accounts disabled after a number of failed login attempts?
	

	303.3-q060
	What are your procedures for log file review and retention?

Comment:  
	

	303.3-q061
	Are automated tools like Tripwire used to check system files for modification?
	


	Area of Review
	Category

	303.3-UNIX Security
	Major Services


	Question #
	Question
	Yes/No

	
	Name Service
	

	303.3-q062
	Is BIND used?  

If so, what version?
	

	
	Electronic Mail
	

	303.3-q063
	Is Sendmail Used?

If so, what version?

    Is Sendmail configured to deny relaying from unknown hosts?

    Is sendmail logging set to a minimum log level of 9?

    Is the daemon mode disabled on client hosts?

If not, are other alternatives used, such as qmail?

    If so, what version is used.
	

	303.3-q064
	What version of POP/IMAP is used?
	

	
	Web Security
	

	303.3-q065
	Does the http service run in a restricted area (as a chrooted process)?
	

	303.3-q066
	Is the server configured to execute only those CGI scripts that reside in the CGI binary directory (e.g., /cgi-bin).

What are the owner and permissions on this directory?

Are CGI wrappers used?
	

	303.3-q067
	If running a web service, has the UID and GID been changed to a user and group that has no privileged access on the server?   (e.g., not as root) 
	

	303.3-q068
	Have script directories (e.g., cgi-bin) been set up owned by root with permissions set to 751?
	

	303.3-q069
	Is the web server directory set up with root ownership?
	

	303.3-q070
	Are the configuration, log, and binary files for the web server owned by root and permissions set to 755?
	

	303.3-q071
	Are shells and command interpreters removed from the web documents path?
	

	303.3-q072
	Is the machine run solely as a web server?

If so, 

     Are other services (such as mail, DNS) disabled or removed?

     Yave you removed all unnecessary accounts, utilities, programs, compilers, etc.?
	

	303.3-q073
	Is SSL (Secure Socket Layer) used for encrypting any TCP/IP protocols in use?
	

	303.3-q074
	Os SHTTP  (Secure HTTP) used?
	

	303.3-q075
	Is the web server configured to now allow automatic directory listing if an index.html is not present in the directory?
	

	303.3-q076
	Is the web server configured to not follow symbolic links?
	

	303.3-q077
	Is use of server-side includes prevented, or limited in use?
	

	303.3-q078
	Is the directory of the documents served by the web server not available via anonymous FTP?
	

	303.3-q079
	What web server software is used?

Has it been patched against the latest vulnerabilities?  Please list security patches that have been applied.

Comment:  
	

	303.3-q080
	If running as a client, is it configured to:

     - Not allow external programs to spawn for any downloaded files or content that contain executable material.

     - Ensure web browsers are NOT configured to automatically run files when downloaded from the Internet.

     - Terminate connections to secure pages if the web browser alerts that the host name in the site certificate does not match the host name of the server the certificate came from.

     - Reject site certificates signed by an unknown certifying authority.

     - Ensure Java, JavaScript, ActiveX are disabled in the web browser and built-in email readers that may come with the browser.

     - NOT run a web browser as root.

     - Remove cookies on a periodic basis (or make a symbolic link between the cookies file (e.g., ~/netscape/cookies) and /dev/null.

     - Utilize anti-virus software.

     - Patch the web browser against the latest known vulnerabilities. 
	

	
	FTP and Anonymous FTP
	

	303.3-q081
	Is the most recent version of the FTP daemon in use?
	

	303.3-q082
	Have you ensured your FTP server does not have the SITE EXEC command, or that this command is disabled correctly?
	

	303.3-q083
	Have you set up a file /etc/ftpusers which specifies those users that are NOT allowed to connect to your ftpd? 

At a minimum, does it include entries for:  root, bin, uucp, ingres, daemon, news, nobody, and ALL vendor supplied accounts?
	

	303.3-q084
	If you have a configurable version of ftp (e.g., WU-FTP), have you ensured all delete, overwrite, rename, chmod and umask options are NOT allowed for guests and anonymous users?
	

	303.3-q085
	Have you ensured there is no command interpreter (such as a shell or tools like perl) in ~ftp/bin, ~ftp/user/bin, ~ftp/sbin or similar directory configurations that can be executed by SITE EXEC.
	

	303.3-q086
	Have you ensured there are no system commands in ~ftp/bin, ~ftp/user/bin, ~ftp/sbin or similar directory configurations that can be executed by SITE EXEC.
	

	303.3-q087
	Are the permissions of the FTP home directory ~ftp/ set to 555 and owner set to root?
	

	303.3-q088
	Is the ~ftp/etc/passwd file owned by root and permissions set to 444?

Does it contain only root and ftp dummy entries with disabled passwords?
	

	303.3-q089
	Have you ensured ~ftp/etc/group is not a copy of your real /etc/group?

Is it owned by root and permissions set to 444?
	

	303.3-q090
	Have you ensured the files ~ftp/.rhosts and ~ftp/.forward to not exist?
	

	303.3-q091
	Is the login shell of the ftp account set to a non-functional shell such as /bin/false?
	

	303.3-q092
	Have you ensured no files or directories are owned by the ftp account or have the same group as the ftp account?
	

	303.3-q093
	Have you ensured no files or directories in the FTP area are world writable?
	

	303.3-q094
	Have you ensured the anonymous ftp user cannot create files or directories in ANY directory unless required?
	

	303.3-q095
	Have you ensured the anonymous ftp user can only read information in public areas?
	

	303.3-q096
	Have you ensured the system subdirectories ~ftp/etc and ~ftp/bin have permissions set to 111 and owner set to root?
	

	303.3-q097
	Have you ensured the permissions of files in ~ftp/bin have the permissions set to 111 and owner set to root?
	

	303.3-q098
	have you ensured the permissions of files in ~ftp/etc are set to 444 and owner set to root?
	

	303.3-q099
	Have you ensured there is a mail alias for ftp to avoid mail bounces?
	

	303.3-q100
	Have you ensured /usr/spool/mail/ftp is owned by root and permissions set to 400?
	

	303.3-q101
	Do you ever mount disks in the ~ftp hierarchy?

If so, are they set read-only in the mount command?
	

	303.3-q102
	Do you have any writable directories?

If so,

    -  Are they owned by root and permissions set to 1733?

    -  Are they put on a separate partition to help prevent denial of service attacks?
	

	
	File Services
	

	303.3-q103
	Are you using NFS? If so,

  - Do you filter NFS traffic at the router? (TCP/UDP on port 111, TCP/UDP on port 2049)

  - Have you installed available patches?

  - Is NFS port monitoring enabled?

  - Are /etc/exports or /etc/dfs/dfstab used to export only the file systems you need to export?

  - Do you NOT reference an NFS server in the exports file?

  - Do you NOT allow the exports file to contain a ‘localhost’ entry?

  - Do you export only to fully qualified hostnames?

  - Do you ensure you never export file systems unintentionally to the world?

  - Do you export file systems read-only whenever possible?

  - Do you use the secure option in the exports file and mount requests?  (If the secure options is available)

  - Do you use ‘showmount -e’ to check what you currently have exported?

  - Do you ensure the permissions of /etc/exports are set to 644 and owner is set to root?

  - Do you ensure you run a portmapper or rpcbind that does not forward mount requests from clients?

  - Do you test your NFS implementation with NFSbug?
	

	303.3-q104
	Do you run Samba?   If so,

  - Have you enabled encrypted passwords for Samba using smbpasswd?

  - Do you configure your shares for user-level security using the ‘security = user’ parameter in smb.conf?

  - Do you restrict access to your Samba service with the parameters:

          hosts allow =

          hosts deny =

  -  Do you protect your Samba services with firewall rules?  (ports 135, 137, 138, and 139 (TCP) should be filtered)

  - Do you use stronger authentication methods, such as Kerberos and PAM?

  - Do you encrypt your Samba traffic using SSL?
	

	303.3-q105
	Do you employ AFS (Andrew File System)?
	

	303.3-q106
	Do you use DFS?
	

	
	X Window System
	

	303.3-q107
	Do you control access to your X server through a host-based or a user-based method?
	

	303.3-q108
	Are permissions on /tmp set to 1777 (i.e., sticky bit set) with owner set to root and group set to 0 or “system”?
	

	303.3-q109
	Do you use the Xmagic cookie mechanism MIT-MAGIC-COOKIE-1 or better?
	

	303.3-q110
	Do you not permit access from arbitrary hosts?

  - Have you removed all instances of the xhost + command from the system-wide Xsession file, from user .xsession files, and from any application programs or shell scripts that use the X window system?
	

	303.3-q111
	Do you encrypt your X network traffic with SSH?
	

	303.3-q112
	Have you configured your workstations to disable listening for incoming X sessions over the network (-nolisten tcp option)?
	

	303.3-q113
	Is your X11 version release 6 or greater?
	


	Area of Review
	Category

	303.3-UNIX Security
	Specific Operating Systems


	Question #
	Question
	Yes/No

	
	BSD-derived
	

	303.3-q114
	Which OS are you running:

  - BSD/OS

  - FreeBSD

  - NetBSD

  - OpenBSD

Comment:  
	

	303.3-q115
	How often do you check and apply patches and security advisories for this OS?

Comment:  
	

	
	Linux
	

	303.3-q116
	Which OS are you running:

  - Caldera OpenLinux

  - Debian GNU

  - Mandrake

  - RedHat

  - Slackware

  - SuSE

  - Turbo

  - Other (Specify)
	

	303.3-q117
	How often do you check and apply patches and security advisories for this OS?  Please list all security patches that have been applied.

Comment:  
	

	303.3-q118
	If running Mandrake or RedHat, do you use the Bastille Hardening System?
	

	303.3-q119
	If running Slackware, have you used the SAStk tool kit to aid in security the OS?
	

	
	Solaris
	

	303.3-q120
	How often do you check and apply patches and security advisories for this OS?
	

	303.3-q121
	Do you use your Sun server as a bastion host or dual homed system?  If so,

  - Have you disabled IP forwarding and source routing?
	

	303.3-q122
	Have you disabled executable stacks by default to stop “stack smashing”attacks based on buffer overflow exploits?
	

	303.3-q123
	Have you enabled NFS port monitoring?
	

	303.3-q124
	Do you use the Solaris Security Toolkit to help minimise, harden, and secure Solaris?
	

	
	IRIX
	

	303.3-q125
	Do you use rscan to check for common IRIX-specific security vulnerabilities and problems?
	

	303.3-q126
	Have you reviewed the state of accounts that are installed by default by IRIX with empty passwords? (Such as: guest, demos, EZsetup, OutOfBox, 4Dgifts, lp, root)
	

	303.3-q127
	Have you changed the default, known passwords on the following accounts:  lp, field, tutor, tour, 4Dgifts.

Comment:  
	

	
	HP-UX
	

	303.3-q128
	Which version are your running (e.g., 10.2, 11.0, etc.)
	

	303.3-q129
	How often do you check and apply patches and security advisories for this OS?

Comment:  
	

	
	Digital/Compaq Tru64 UNIX
	

	303.3-q130
	Which version are your running?
	

	303.3-q131
	How often do you check and apply patches and security advisories for this OS?

Comment:  
	

	
	AIX
	

	303.3-q132
	Which version are your running?
	

	303.3-q133
	How often do you check and apply patches and security advisories for this OS?

Comment:  
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