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PROCEEDI NGS

MR. MEDI NE: Good norning. Oay, thank you.

Thank you all for all of your diligent efforts,
and wel come to what | believe will be the | ast neeting
of the advisory commttee. | guess we'll know that at
the end of the day, but | think we've nade substanti al
progress and it is our hope to wap up as much as we
can today.

Let me first call the roll

James All en?

2

ALLEN: Here.

MEDI NE: Stewart Baker?
BAKER  Here.

MEDI NE:  Chri stopher Curtin?
CURTIN: Here.

MEDI NE:  Paul a Brueni ng?
BRUENI NG Her e.

MEDI NE: St eve Casey?

CASEY: Here.

MEDI NE:  Fred Cate?

CATE: Here.

MEDI NE: Jerry Cerasal e?
CERASALE: Here.

MEDI NE: Steve Cole will be late.

P 222222522223
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Lorrie Cranor?

3

P 2223232223322 22233222H233

CRANOR:  Here.

MEDI NE:  Mary Cul nan?
CULNAN:  Here.

MEDI NE: Tatiana Gau?
GAU.  Here.

MEDI NE: Al exander Gavi s?
GAVIS: Here.

MEDI NE:  Dani el Ceer?
GEER  Here.

MEDI NE:  Rob Gol dman?
GOLDVAN:  Here.

MEDI NE:  Davi d Hof f man?
DAVI D HOFFMAN:  Her e.
MEDI NE: Lance Hof f man?
LANCE HOFFMAN:  Here.
MEDI NE:  Josh |say?

| SAY: Here.

MEDI NE: Dan Jaye?
JAYE: Here.

MEDI NE:  John Kanp?

KAMP: Her e.
VEDI NE: Ri ck Lane?
LANE: Her e.

MEDI NE: Janes Maxson?
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Geg Mller?

MR, MLLER  Here.

MR. MEDI NE: Deirdre Milligan?
M5. MJLLI GAN:  Here.

MR. MEDI NE: Deborah Pierce?
M5. Pl ERCE: Here.

MR. MEDI NE: Ron Pl esser?

MR. PLESSER: Here.

MR. MEDI NE: Larry Ponenon?
MR. PONEMON: Here.

MR. MEDINE: Richard Purcell?
MR, PURCELL: Here.

MR. MEDI NE: Peter Reid?

MR REID: Here.

5559 %

MR.

Sackler will be late.
Schut zer ?

SCHUTZER: Here.

MEDI NE:  Andrew Shen?
SHEN: Here.

MEDI NE: Richard Sm th?

Jonat han Smth?

Jane Swift?

VB.
VR.
VR.

SW FT: Her e.
MEDI NE:  Jim Ti erney?
TI ERNEY: Her e.
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MR. MEDI NE: Frank Torres?

MR, TORRES: Here.

MR. MEDI NE:  Tom \Wadl ow?

MR WADLOW  Here.

MR. MEDI NE: Ted Whanf?

MR VWHAM  Here.

MR. MEDI NE: Rebecca \Witener?

M5. WH TENER:  Here.

MR. MEDI NE: Thank you. | believe we have a

guor um
First 1 want to thank Ri ck Lane and the Chanber
for providing refreshnents. The FTC was |eft out of

the I oop on that, but we appreciate your efforts.

MR. LANE: | just want to say | was on the West
Coast all last week, and | cane in yesterday, and for
all of you who have been doing that each tine, | really

don't envy you at all.

MR. MEDI NE: Again, we appreciate the pleasant
surprise of seeing sone refreshnents this norning, and
t hank you agai n.

In terns of public comments, we've continued to
recei ve comments from nenbers of the public, and as of
yesterday afternoon, we had received 26 conments to the
commttee. They are all posted on the commttee' s web
page at www. ftc. gov/acoas. The public comrent period
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for the advisory conmttee ends today at 5:00 p. m
eastern tine, and so as we work towards finalizing the
report, we would encourage you all to continue to check
t he page certainly through the end of today and
consider any public comments that are submtted to the
comm ttee.

As you know, the final report of the commttee

is due on May 15th, and | think we're on excell ent

track to neet that deadline. W will -- I'"d like to
take up procedurally in a few nmonents how we'll go
about comng to closure on the report. | know we have

a drafting coonmittee that had volunteered at the | ast
session, Deirdre, R chard Purcell, Ron Plesser, Geg
MIller, Paula Bruening. | think one of the goals
obviously is to do sone final edits on the report,
avoi d sone inevitable overlap that occurs from nerging
sone of the sections, and work on font and format and
so forth, just to have a report that | ooks good as well
as has good subst ance.

| f you are submtting individual statenents,
whi ch agai n, based on our |ast session, everyone is
free if they wish to include a separate statenent which
will be attached to the report and delivered to the
Comm ssion, you are certainly free to do so. W ask
that you provide us a PDF version of your individual
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statenent, or alternatively, send us a hard copy
overnight to Allison Brown, who's back there, to her
attention for receipt by no later than May 15th,
ideally nmuch sooner than that, for processing and
inclusion in the final report. The FTC will be
responsi bl e for publishing the final report, but
obviously we need to get your statenents and the report
itself as soon as possible.

In terns of our anticipated work schedul e, we
anticipate taking a vote at the end of today on
approving the report in principle. | think it's fair
to say that there's sone tidying up, at |east, that
needs to be done and potentially nore substantive work
on the report, and so as we nentioned at the | ast
session, we're proposing -- and | assune the
commttee's decision -- is that an e-mail vote be taken
to finalize the report, not have the necessity of
anot her neeting, but review the report in electronic
circul ation.

So, the proposed schedule that we are
recommending, and | think it derived in large part from
the discussion last tinme, is as follows, and | suppose we
will be revisiting this at the end of the day to see
where we are, but at |east as of now, we're proposing
that by close of business May 3rd, at 5:00 eastern
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time, is the deadline for the subgroups to submt their
revisions to Deirdre. My 5th at noon, Deirdre wl|
e-mail the docunent to the -- the conpiled and edited
docunent to the advisory commttee mail box, which wll
then be distributed to all the commttee nenbers, and a
vote will be called for. My 10th at 5:00 p.m wll be
the deadline for voting by e-nmail on the final report,
and again, that will give us tinme to put the report
together and deliver it to the Conmm ssion on tine by
May 15t h.

Before we start the session, Jodie Bernstein and
| wanted -- felt that while we were getting your
report, we wanted you to have sonething to take back
fromus, and so we would like to distribute alittle
sonething fromus to you. A nonento of your service
here (showing a T-shirt). W will be distributing --
you don't have to wear them during the session,
al t hough you're free to do so. Jodie will be joining us
|ater in the day.

MR. PLESSER: W can't give you gifts, but you
can give us gifts?

MR. MEDI NE: Unfortunately, that's one of the
et hi cal rules.

| thought while we had pl anned on probably
delving into the substance of each of the subgroups
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sections, based on the e-mail traffic, particularly
yesterday, | guess | would suggest that we junp into
the issue right up front of both questions that were
rai sed about how the commttee's report will be used
and what its purpose is and so forth and the question
of any kind of summary or executive sunmary or
introductory statenent that m ght be incl uded.

Is that -- is the group anmenable to that?

Let me start off by just reiterating |
guess what we've said all along, which is that the
purpose of this commttee is to advise the Federal
Trade Conm ssion on the issues of access and security,
and its particular and nost innmediate application is to
assist the Commi ssion in evaluating the results of its
survey, 2000 of U S. conmmercial websites
privacy practices, as part of the process, which has
beconme an annual process of assessing the progress of
self-regul ation

| think the commttee's deliberations to date
have been extraordinarily helpful in that regard, and
|"'msure the final report will be, as well, but that is
the nost direct and continui ng purpose of the
commttee's work product. Obviously the Conm ssion
wi |l be making recommendati ons based on what it |earns
fromits survey, and |I'm sure whatever debate that
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ensues fromthat in either direction wll be infornmed
by the work of the commttee.

|"mnot sure the commttee can really restrict
the use of the report, although I do understand that
the commttee nmay want to reflect what it -- that at
|l east its intention is not to suggest one course of
action, whether it be self-regulation or |egislation,
but that the commttee -- different conmttee nenbers
cone at the issues differently, but I think -- and |
think this was part of the discussion yesterday on
e-mail -- is that clearly people would want the public
to benefit fromits thinking regardl ess of where things
go but not to infer fromthe report or people's
participation on the commttee that they support a
particul ar course of action, because ny sense is that
sone peopl e woul d support continued sel f-regul ati on,
sone woul d support | egislation.

Agai n, the nost relevant and direct use
of this report is to assess self-regulation, and
obvi ously people wll use the report as they wish in
the future, but | think the key thing is not to infer
by your participation in it that you endorse one course
of action or the other but that you are inform ng the
Comm ssion's views on |l egislation or self-regul ation.

| don't know if people want to discuss that
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particular issue first. That's at least the staff's
vi ew here of the purpose of this conmttee, and |
think it's been a pretty consistent one.

Ron Pl esser?

MR. PLESSER:. Well, we -- a nunber of us had
gotten together to take a shot at this preface that we

circulated around so that we could get a |lot of input

fromother people. The -- and | think you really put
your -- | don't -- you know, | think you said it better
than I would say it. | think there is a concern, nmany

of us are in this political debate, and not just in
this room but in the city and in the states around the
country, and | think it's very inportant to nmake it
clear at the beginning of the report at |east what the
work of this commttee is so that, you know, when we --
| or anybody el se goes up to the Hll, they say, Wll,
you signed -- your nane is on this report that called
for this or suggested this or suggested that. So,
t hought it was inportant to do a positioning in the
front of the report.

| don't know how we want to discuss it. |'ve
circul ated today sone edits. Lance gave sone very
hel pful comments. The |ast sentence | think he poked
sone fun at, and maybe that was right. So, we have
done sonme editing onit. | know that Deirdre and
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ot hers have done sone nore of this. There's two shaded
paragraphs or the two paragraphs that nore get into the
summary or the substance -- and | think that's a very

i nportant discussion, whether or not this preface
shoul d have sone kind of substantive summary.

Those two paragraphs, substantively we included
them | did not do a lot of editing on it or any
editing on it, because | know there's others that have
very strong views about it. | think it can benefit
from-- | think the report can benefit froma
substantive statenent in the beginning, but I think as
we may imediately find out, that's contentious. So,

t hi nk we need to decide howto do it, but I would |ike
at least not to have the conversation totally cl ouded
over.

| think that there is a use for a positioning
statenent in the beginning. Perhaps sone of the
substantive summary can go into the chapters or sone
other way. So, | think both things are very inportant,
but I don't want one to essentially inpact the other.

Thank you.

MR. MEDI NE: Ckay.

O her comment s?

Go ahead.

MR. TORRES: Frank Torres from Consuners Uni on.
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| was a bit perplexed and surprised when | got this
docunent just yesterday, and after contacting sone of
my consumer coll eagues, none of the consuner groups
were asked to be involved in the initial drafting of
it, and kind of all along |I had been pl easantly
surprised about the | evel of cooperation and kind of
consensus building that the base text docunent had.
Certainly anybody who wanted to participate had the
opportunity to in the devel opnent of the substance --
t he substantive docunent, and then to kind of have this
docunent thrown into our |ap, we weren't sure who
exactly was responsible for drafting it and witten in
such a way that there are very clearly objectionable

t hi ngs.

Now, granted, Deirdre and others were able to
qui ckly circul ate sone suggested changes, but to ne
this whole idea of putting this type of summary in
front of the docunent kind of flewin the face of the
spirit of cooperation that | thought that we had tried
to at |least foster here. So, a couple of questions.

One, who was doing the initial drafting of
this? 1'd be curious to find out. And second, | did
note that yesterday Andrew Shen sent around a
suggestion, and | have no problemw th a docunent
descri bing the process that we went through provided
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that all of us feel confortable in signing onto that,
but as Andrew suggested, perhaps it's nore appropriate
to be put inthe formof a transmttal letter rather
than sonmething that is, you know -- because to ne, the
summary of the docunent should be just that, a summary
of a docunent, not, "Congress, don't use this at al

for any | egislative purpose whatsoever."

First of all, it's silly to think that they
woul d not take a | ook at this docunent and use it for
what ever purpose they want to use it for, but to nmake
just general statenents |ike that just doesn't make sense
to ne.

MR. MEDINE: Deirdre?

M5. MULLIGAN. | certainly share sone of
Frank's concerns, that | have appreciated the
representative nature of the various task forces that
we have put together, and | still am actually not
certain who did the drafting, and I would very nuch
like to know that. | certainly know that Ron was
involved, but | aminterested in know ng.

| was particularly interested because at the
| ast neeting | think we strategically decided that it
was going to be very hard to sumrari ze a docunent the
contents of which were as yet uncertain, and, in fact,
| think that the procedural statenents about what the
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commttee was to do are absolutely fine. The summary
of people's feelings, of the split anong the conmtt ee,
| think is quite problematic, because as of yet |'m
uncertain about what the commttee is going to decide
and what the splits actually are.

So, | think that for the nost part the
proj ections about what, you know, how different
commttee nenbers feel, 1'd really like to hear those
expressed around this table and recorded and
transcri bed, and when we have a docunment, | feel very
confident that we can actually summarize its contents,
but I think that as we decided at the | ast neeting,
that that's a nore appropriate place to start.

MR. MEDINE: One thing |I'm hearing that
"Il just say for a response is we have appointed -- we
are going to be appointing a small group to finalize
t he docunent with hopefully a sonewhat representative
group, and perhaps that group could be charged with
preparing the summary and having essentially a broad
representation on that group, to take essentially the
docunent as it exists now, in |light of whatever
di scussi on occurs today, and prepare a sunmary for
distribution, but 1'll take reactions to that.

Lance?

DR. LANCE HOFFMAN: David, | think that's a
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very good idea and followon, and I will not nove it at
this time, but | would suggest at an appropriate tine,
probably this norning, we determ ne how a
representative group is going to be appointed. | would
just put sonething on the table, 1'd suggest maybe two
peopl e fromeach of the four groups get together, maybe
have a sonmewhat | onger break than usual, and the groups
coul d caucus for five or ten mnutes and appoint two
people to serve as the witers, which would | hope
yield a somewhat better result than this other nethod.

M5. SWFT: Jane Swift.

| think there are three things sort of to nove
the process forward that we have to decide in this
di scussion. The first is whether or not the group
beli eves we need a summary, and if, in fact, we have
consensus that we need a summary, how we should
consider the -- what is now being discussed as a
summary and its di ssem nation, and perhaps if we could
consi der those rough drafts rather than a part of the
report that was circulated fairly wdely and that was
vi ewed as consensus.

And then lastly, if we agree we need a sunmary,
if we agree we have initial drafts, what then -- maybe
we shoul d have a discussion not just procedurally on
how you produce that but what we think the content of
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t hat should be, because | will tell you in our

subcomm ttee on access, subconmttee one, we avoided
any di scussion of enforcenent, because we knew that was
where the biggest divisions would cone, but that is not
to say that different nmenbers of the group woul d not
have a different |l evel of confort with every different
proposal that was put forward, depending on who was the
enf orci ng power.

So, | think it is naive to ignore that that is
an issue. | think it probably is appropriate to put it
into a sunmary, but | think what we need to decide is
howwe will, in fact, generate that summary, and |
think Dr. Hoffman's idea of howto do that is a good
starting point.

MR. MEDI NE: Stewart?

MR. BAKER: Yeah, Stewart Baker, a coupl e of
t hought s.

It seens to ne that we m ght be able to agree
on sonething like the text that has been circul ated and
marked up to the extent that it's dealing not with
trying to sunmari ze the options and where the group
cones out but with the point that Ron has raised, which
is are we endorsing legislative action here, are we
suggesting legislative action. | think it's clear from
our charter that that's not what our job is, and there
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are obviously people who would hate to have it
suggested that they were | aying the groundwork for

| egi sl ative action, and with the exception of the

par agr aphs that were marked, | think we're probably
pretty close to -- to that.
So, ny guess is we -- if we put those

par agraphs aside, we could probably come up with a text
fairly quickly, have people identify the parts that
they disagree with and try to find a draft.

On the question of summarizing where the group
is, which is what the paragraphs that have sparked the
nost debate try to do, | think we're going to find if
you appoi nt eight people to do the drafting, it's going
to take forever, and this is the sort of thing, you
know, where summarizing this is a matter of great
nuance, and there wll be endl ess debates about whether
many or nost people supported this, whether sone or a
few supported it, and so nmy guess is we may find it's
too hard and maybe not wort hwhil e.

|"mpretty much persuaded now t hat we may not
be -- want to try to do that, because that neans voting
on every option and a lot of other stuff that wll keep
us here longer than we should be. So, ny suggestion
woul d be that we tal k about the docunent or docunents
in front of us w thout tal king about the controversi al

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025

798



© 00 N o o b~ W N P

N N NN NN R B R R R R R R R
a A W N P O © 00 N oo 0o~ N+ O

799

par agr aphs that Ron has bracketed in his draft and see
if we think that that's close, and then separately
consi der the question whether we want to sunmarize it.

Maybe we cone back to that later in the day,
whet her we want to try to sunmarize this or not.

MR, MEDI NE:  Yes?

DR. GEER: Just a small -- | guess maybe it's a
procedural question. In ny life in the comerci al
sector, nost of the people that | need concurrence of
the nost wll read one page at the nost. Are we in
that situation here? Do we have to have -- when this
gets read, are there a | arge nunber of people who wll
read the front page and nothing el se?

THE COW TTEE: Yes.

DR GEER  In which case that's all that
matters.

M5. MILLI GAN: Two pages is the rule.

MR. MEDINE: Let me say that | can't speak for
the outside world, but for the inside world | can
assure you that a ot nore will be read internally. In
fact, a |ot of people have been reading transcripts of
t hese neetings and your drafts and so forth. So,
think you will get a pretty detailed read inside, but |
don't dispute the point that many people read executive
summari es and not hing nore of reports.
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But in ternms of the Conm ssion benefitting from
your thinking, the Conm ssion has already benefitted
substantially fromyour thinking and the discussions to
date, and | suspect that the report will get a close
read inside. | obviously can't -- this has a broader
audi ence than that.

DR GEER  So, we would be witing the
executive summary, if that's what it is, not for you
but for the others who read this.

MR MEDINE: | think that's a fair statenent.
| think the Conmm ssion understands clearly based on
your charter what your goals are and that there's no
representation that you either support or don't support
at legislation or self-regulation, but we're | ooking at
t he substance of your fleshing out the subjects of
access and security. So, | don't think we will have a
probl em conmuni cati ng your nessage internally, but
again, obviously this will be a public docunent, and a
| ot of people will have a chance to look at it.

Jerry and then Lorrie?

MR. CERASALE: In an earlier life, working for
a regulatory comm ssion that wote, oh, 500-page
deci sions on a $60-plus billion a year rate case, the
executive summary took |onger than witing the rest of
the report, and | think that, agreeing with Stewart,
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doing a summary of this report is clearly going to nake
this not be the | ast neeting.

MR. MEDI NE: Lorrie?

DR. CRANOR | would actually like to disagree
alittle bit wwth that. | think it depends on what you
see as sort of the scope of the executive summary, and
if you want the executive sunmary to say whether sone
or many or few people agreed on each point, yeah, that
will take a long tinme, but if you just want to
summari ze the options and sort of the spectrum of
options that are laid out in the report, which I think
woul d be a useful thing to do, | think that's a | ot
| ess controversial and sonething which woul d be doabl e
by a subcommttee that we woul d appoint.

MR MEDI NE: Dan?

DR. SCHUTZER | agree with Lorrie. | think
it's inportant to have an executive sunmary that states
coherently a true summary of the report. That said,
agree we should take pains not to get into sonething
contentious or difficult, |like nost, many, few, words
like that, but clearly a good report needs an executive
sumary.

MR. MEDI NE: Ted?

MR. WHAM Ted Wham

| think that an executive summary i s nost
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appropriate where you have a docunent with a | ot of
content in it where you are trying to nove an audi ence
or state a consensus or a point of view fromthat. So,
for instance, in the rate case that Jerry brought
forth, | presume that at the end of that docunment,
there were sone decisions that were made about how t hat
rate case was going to be enployed, and 500 pages were
to tal k about all the reasons why that decision was
reached.

This is a group which was never intended to
cone up wWith consensus opinion, and | think that having
a summary is sinply going to say you can not regul ate,
you can regulate a little bit, or you can regul ate
lot, and | don't see that that's going to offer
a lot of value. | would be one of the people
that woul d say that the cover letter which was drafted
so far, which is effectively saying that there is a
broad spectrum of opinions represented in the group and
there is not an attenpt within the docunent to say that
this is an opinion that all of us would enbrace,
woul d suggest is the best way to go forward, is the
nost appropriate way to proceed at this tine.

MR. MEDI NE: Thank you.

Frank?

MR. TORRES. On the one hand we have got the
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charter that's clear on what the scope of this
commttee was all about, and to the extent that it
isn't about necessarily saying the Conm ssion needs to
regul ate this or Congress needs to |legislate that, why
even get into that discussion one way or the other?
Way not just have the executive summary, as Lorrie
suggested, stay out of the discussion about -- sone
peopl e agreed to this and ot her people agreed to that,
that type of discussion, and just lay out the options
and say these are the options that the commttee cane
up with? And if we can't do that, then no summary
what soever

It's interesting, you know, if comng up with a
summary is so conplicated and wll be so controversi al
then why do we have a summary docunment in front of us
t hat was put together by, you know, who knows who? So
if the charter is clear, then to the extent that
Ron or others have problenms up on the Hll, | trust
their ability as |obbyists in this town, and they
have certainly been around | ong enough, |'m sure
they will have no problem explaining to whonever
they're talking to up on the H Il that the charter of
this comm ssion was very specific in saying we weren't
sayi ng that anything had to be | egi sl at ed.

So, you know, if we can't conme up with a clear
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executive summary of what the options are, then
submt that we do no sunmary.

MR. MEDINE: Richard?

MR. PURCELL: | have this kind of -- Richard
Purcel |, sorry.

| have this personal feeling that we're so far
out of phase right now that we're not getting anywhere.
W' re spinning our wheels.

Cenerally when you have the draft materials for
a report, it is not the nonent to wite the sumary.
Wite the darn report, and then once the report is
constructed, a summary can be made. |If we continue
di scussi ng and argui ng about what the contents of a
summary is and then we spend the rest of the day
finalizing the report frameworks, we are going to have
to go back and re-exam ne what that summary agreenent
was because it will have changed by then.

Personally, 1'd like to formally nove that we
set the summary docunents and di scussi on aside for the
nmoment and get on with the work of the day, which is to
finalize the framework and the content of our report.
We can revisit the summary, perhaps we ought to
reserve tinme in the afternoon, because | personally
believe that a summary is very useful, but | think that
that will -- our purpose will be best served if we
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foll ow the proper sequence.

MR. MEDI NE:  Ron?

MR. PLESSER: Ron Pl esser.

| have no problemat all with Richard's
recomendation. | just would Iike one clarification.
| think there is a difference between a preface and a
summary, and | think what | and others drafted was
really as a suggestion. There was no -- we did try to
get it out in advance so everybody could see it and
comment on it, but it was really a preface, not a
summary, and | think that, you know, except for the two
paragraphs that | think Stewart discussed, the two
par agraphs, perhaps those are nore sunmary-type things
and coul d be considered separately, but | do think it's
i nportant.

"' m happy to put the conversation off, Richard,
but | think there's a difference between an executive
summary and a preface, and this is really | think the
-- the preface remains inportant, and | don't think it
does change in terns of what the substance of the
report is. \Wiether or not, you know, we attach it as a
transmttal letter that's attached to the report or
it's called a preface or whatever it seens to ne really
secondary. | think what -- you know, and | think
there's a lot of flexibility in how best to do it, but
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| think as you had said in the beginning, | think it is
inportant that -- at least to restate the context in
whi ch we're doing this.

And so |'"mhappy to -- Richard, to put it off,
but I think it needs to be discussed today, and | think
we need to discuss two separate things. One is the
preface, and one is a summary. | think they're really
two different things.

Thank you.

MR. MEDINE: And just to clarify this, | think,
the preface puts in context the work that was done by
the various commttee nenbers and what the point of the
report was, and the sunmmary woul d obvi ously sunmari ze
t he substance of the report.

MR PLESSER:  Correct.

MR. MEDI NE:  Ckay.

Al right, well, it sounds |like we have a
consensus to defer -- oh, sorry, Geg.

MR MLLER | was just going to say -- Geg
MIller, MedicalLogic -- | would second Richard' s notion

on one proviso, that we can have identified who, in

fact, was involved with the drafting of this so that

of fline during breaks we can go talk to people and get

an understandi ng. Can we see a show of hands of who

participated with Ron to put this together so we have
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people to go talk to at the break?

(Show of hands.)

MR MLLER Geat.

MR. MEDI NE: Ckay, any further discussion
on this? The only other |I guess -- oh, yeah, do
peopl e want to identify thenselves for the record
on that.

MR. LANE: R ck Lane, U.S. Chanber.

MR. KAMP: John Kanp, the Anerican Associ ation
of Advertising Agenci es.

DR. SCHUTZER: Dan Schutzer, G tigroup. | want
to clarify, it was in the spirit of a preface, not in
summari zi ng the docunent.

MR. MEDINE: It was in the context of the
drafting of a preface which puts in context the report.

MR. ALLEN:. Janes Allen.

M5. VWH TENER: Rebecca Witener, |BM

MR. DAVI D HOFFMAN:  David Hof frman, Intel
Cor por ati on.

MR. CERASALE: Jerry Cerasale, D rect Mrketing
Associ ation.

MR WHAM  Should we refer to these as
t he ACOAS 8?

MR. PLESSER: | have to say, | nean, | think
it's good that everybody's owned up to the process.
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t hi nk, you know, when | joined -- this is Ron Plesser
-- when | joined this conmittee, David told us there
was going to be a lot of work. | think that these
efforts have to be taken as sincere efforts to progress
the work, and, you know, any sense of identifying or
maki ng fun of people who are making, you know, | think
a legitimte effort to try to forward the action here
and provide sonething in advance that people could | ook
at, you know, | nean we can fight about the size of the
table and all of that stuff, but the questionis is a
preface docunent inportant on a substantive basis, and
" m glad that everybody -- you know, and others -- and
there was others that were asked to participate, but it
was just sonething that, you know, we hoped woul d
forward the action.

So, either it does or it does not, but | think
kind of exam ning who did it and what was their notive
is just -- is frankly silly.

MR. MEDINE: Well, | think certainly one
benefit of this group to date has been its
transparency, and people get a chance to see what's
bei ng di scussed and comment on it before anything is
finalized, and | think that's the spirit in which this
di scussion can take place, is that we have seen the
docunent and peopl e can have a chance to express their

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N P

N N NN NN R B R R R R R R R
a A W N P O © 00 N oo 0o~ N+ O

vi ews about it.

So, | take it we have a consensus to adopt
Ri chard' s suggestion of deferring this until we have a
cl ear sense of what the report | ooks |like?

Let nme raise one other issue before we junp
into the report. There was a fair anount of discussion
in yesterday's e-mail traffic over the nore fundanenta
issue wth regard to access, which is should access be
a Fair Information Practice, do people -- and we -- |
t hi nk the Comm ssion conm ssioned this group with that
in mnd, but I don't knowif people want to have a
di scussion of the question or that we start with the
guestion of is access a part of Fair Information
Practices and the question is how do we inplenment that
or whether there should be access at all. There were
clearly opinions in yesterday's discussion online
that access may not be a basic prem se that we start
from

So, | -- before we again nove on to the
substance of the reports, there was a consi derabl e
anmount of back and forth on that. | don't know if
peopl e want to have a chance to weigh in on that
subj ect .

DR. GEER  Just a point of information. Could
you rmake sure | -- that those of us who don't do this
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all the tinme know what you nean, Fair Information
Practice, whether there are capital letters involved?

MR. MEDINE: Sure. There are capital letters,
and that's -- and we basically refer to the
Comm ssion's 1998 Report on Online Privacy where we
outline our sunmary of Fair Information Practices
derived fromthe CECD s 1980 gui delines, fromthe work
of the Privacy Comm ssion, fromthe work of the
Comrerce Departnent, and we summari ze those into
notice, choice, access and security as the basic Fair
I nformation Practices, and again, look to this group to
gi ve advi ce about how those m ght be applied or
i npl enent ed.

But again, I -- | wuld -- if people want to
make comments on the question of whether access is a
Fair Information Practice, certainly feel free to weigh
in on that.

Stewart ?

MR. BAKER: Let nme start out the debate by
argui ng that what we have discovered in the course of
this discussion is that access is probably the nost
difficult of all the Fair Information Practices that
have been laid out. It raises real privacy concerns;
that is to say, providing access is going to be a
vehicle for consunmer theft of identity, for invasions

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N P

N N NN NN R B R R R R R R R
a A W N P O © 00 N oo 0o~ N+ O

of privacy for people who use conputers jointly, for
ot her kinds of problens that people will face, as a
result of guaranteeing access.

It's expensive, it isn't clear how nmany peopl e
actually use it, and in many of the sorts of data that
we | ooked at, the principal reason that | would say
there's a good justification for access, which is
correcting incorrect information about you, is sinply
not present. There's no reason to or way to correct
clickstreaminformation. There's no reason to because
the information isn't used in a nmanner that prejudices
you the way a consuner credit report mght, and there
isn't any feasible way for a conpany to say, kay,
we're going to record the fact that this custoner said
he didn't go to this site at this tine.

G ven all of the costs associated with granting
access, all of the difficulties froma privacy point of
view for consuners and the dubi ous value -- | recognize
there's a kind of consciousness raising or
accountability or whatever value in letting people see
what is being collected about them but | do think that
could be done mainly through notice. That suggests to
me that if access is maintained as a kind of standard
part of the litany of data protection, it ought to be
very carefully -- it ought to be the one that cones
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with a footnote that says what we really are talking
about here is data that can be corrected, that ought to
be corrected because it has sone adverse -- potentially
adverse effect on the person about whomthe file is

mai nt ai ned.

Qutside of that context, it's very questionable
whet her you need access and what purposes access serves
given all the costs. So, that would be ny statenent of
one side of this debate.

MR. MEDINE: |s the concept of reasonable
access perhaps another articulation of that position,
which is that access is not an absolute but that that's
sonet hi ng that depends on the type of information
i nvol ved and the inportance of its use?

MR. BAKER: Yeah, |'m not saying that we should
take it out of the catechism but | -- reasonable -- in
my view, nost of what we have tal ked about, nost of the
data we're tal king about maintained by websites is not
-- ought not to be subject to access if you take a
reasonabl e view of what the access principle requires.

MR. MEDINE: Richard Smth? 1'Il also note
that Jonathan Smth is here.

MR RICHARD SMTH. Yes, | just wanted to
follow up on Stewart's remarks. Cbviously there are a
| ot of angles on this story of access. | think the

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025

812



© 00 N o o b~ W N P

N N NN NN R B R R R R R R R
a A W N P O © 00 N oo 0o~ N+ O

813

inmportant issue that | see that it brings to the party
is some checks and bal ances agai nst conpani es
collecting data. A lot of times conpanies collect data
whet her they need it or not, and if they have to

provi de -- show what they're collecting, for two
different reasons -- one is the cost to them and as
Stewart's already pointed it out, to provide access --
then they choose not to collect to begin with. So, |
think it's a very good thing.

Secondly, in nmy own experience and in
situations that |'ve | ooked at, when conpani es have to
reveal what they're actually doing, they would a | ot of
times just rather not do it, and | think that's what
access is going to bring to the party here.

Thank you.

MR. MEDI NE:  Ji nf?

MR, TIERNEY: JimTierney.

Acknow edgi ng Stewart's points that there
shoul d probably be caveats on all four of these points,
| think that access is an integral part of Fair
I nformation Practices, and | think we shouldn't nove
away fromthat, and for those of us who share Stewart's
views that we should m nim ze governnent involvenent in
this industry, giving consuners the ability to access
their owm information, allow ng consuners to access
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their owm information is obviously one of the
fundanmental ways for enforcenent to be put in the hands
of the people nost affected.

MR, MEDINE: | thought that was a particularly
tinmely comment.

Ri chard?

MR. PURCELL: Strong endorsenent for M.
Tierney's views on governnent interference with the
industry. Now strike it fromthe record.

Ri chard Purcell from M crosoft, whoever that
ot her one was.

Sorry, Stewart, access in ny mnd has to be
strongly on the table for a ot of reasons. | think
that it gets us into the delicate bal ancing act where
we ought to be, where we have to recognize the strong
data protection principles that are needed, yet the
transparency that Richard Smth has just alluded to
that is also needed in order to nmaintain corporate
responsi bility.

| think the reasonabl e aspects have to be very
carefully thought through, and this is another area
where if we were to get overly broad mandates, we
actually could end up contravening the principle itself
by creating nore holes in our privacy prograns than
there are securities, not unlike a lot of interference
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Wi th security prograns where gaps are intentionally
created and then exploited for sonme | ater purpose.

In my mnd, access is one of the few direct
interactive tools that a consunmer can be provided in
order to renove their uncertainty about a relationship
they have with their business, and we have to keep in
m nd that access principles are one of the few ways
that consuners really can avoid discrimnatory
practices based on false information, which is the, you
know, decades-old reason that access has been provi ded
in the first place.

Finally, froma technol ogy point of view,
notice, choice, access, security and enforcenent are
ni ce acronyns, and we need the vowel as nuch as
anyt hi ng.

MR. MEDINE: Andrew s nane starts with a vowel .

MR. SHEN: Andrew Shen

Before | start, | have several points that are
inmportant, but | actually want to thank Stewart for
bringing this up, because | think it's an inportant
thing to get on the record why it should be a part of
Fair Information Practices and has been a part of Fair
I nformation Practices for decades at this point.

The first point, why do we need to correct this
i nformati on and why should consuners be able to correct
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this information? And | think the obvious answer is
because conpani es use that information, and conpanies
don't collect this data, put it into databases, analyze
the data, mne it, et cetera, et cetera, if they are
not going to use it, and how they use it affects a
consuner in sone way.

| hope sonme of you at |east had the opportunity
to read the article | forwarded around, it was a recent
Busi ness Week article that said that -- well, it
hypot hesi zed how conpani es could use all this personal
information to conduct sort of online redlining, what
they call weblining, in which sone custoners would
probably get better treatnent based on what they know
-- conpani es know about their behavior.

The second point is that -- and | think really
a much nore pressing point is that we really need to be
concerned with what consuners think of the internet
today. In sonme ways putting nore transparency, putting
accountability into the systemw || make custoners feel
confortable with the amount of information collecting
that goes on online, and the internet is a very
i nformation-intensive experience. A lot of conpanies
like that interaction, a |ot of conpanies collect a |ot
of data.

And third is that really we can start
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considering high levels of access online, because it's
fairly easy. | mean, that's one of the best things
about the internet. That's why e-comerce has taken
off. It's very easy to interact between an i ndividual
and a busi ness and sonet hi ng we shoul d take advant age
of and keep in mnd in figuring out how to inplenent
access.

Finally, on the very last point, I'mkind of
confused why soneone actually thought that access woul d
sonehow threaten privacy in itself. | think what we
see is that there are various ways and vari ous net hods
by whi ch peopl e authenticate thenselves online to do
very sensitive business transactions, |ike when people
trade stocks, when people check their accounts online.
That's obviously all sensitive data and things that
peopl e can check online reasonably without threats to
security.

MR. MEDINE: Do you want to respond?

MR. BAKER. | -- thanks, Andrew, | -- Lyndon
Johnson once said, when Sam Harvey started a neeting
wth I'mjust a country | awer, he would say, Hold on a
m nute, when | hear that in this town, | always reach
for ny wallet. So, | think that way when peopl e thank
me for raising an issue.

| think the risk to privacy, clearly there are
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ci rcunstances in which you will have -- everybody knows
fromthe start that your access is sensitive and
requires control, and nunbers and ot her authentication
devi ces are handed out at the start, and in those
circunstances, it's much -- there's less risk to
privacy and providing access.

The risks that | see in providing access arise
fromother kinds of data collection which my be quite
extensi ve and may be personally identifiable but which
are based on the fact that you have a credit card
nunber and a delivery address, and that's all that's
necessary to conplete the transaction. You' re never
asked to enter a special PIN nunber, never assigned
one.

When you go back and ask for information about
your account, | nmean, we live in a world where private
i nvestigators engage in pretext calls all the tine.
Once they know that they cannot be refused, if they
pretend to be the person they're investigating, if they
can get the credit card nunber of that person, they can
start calling people and asking for their information
as of right.

In those circunstances, unless there are brand
new aut hentication requirenents inposed on consuners
who want to get that information, there are going to be
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substantial invasions of privacy. W haven't solved
the question of liability for that. W haven't figured
out a way to solve the question of liability or a good
way to solve the authentication problem across the
board. So, | see that.

| al so see the problens associated with machi ne
identifications, cookies, in which people say, H, |
have this cookie on ny machine, as you can verify, I'm
online, tell me where this machine has been in the | ast
24 or 48 hours. You don't really know that that's the
only authorized user of the machine. So, all of those
are circunstances in which there are real risks to
privacy.

MR. SHEN. Well, 1'll agree with you that there
is no such thing as perfect authentication, no such
thing as perfect security, but | think we have sort of
those tools in place where we can provide a fairly high
| evel of both, and I don't think there has to be any
necessary sacrifice of one for the other, and | think
sone of the options that are laid out in the docunent
and sone of the pros and cons of each authentication
option sort of analyze the things that you brought up.

MR. BAKER: Yeah, it raises substantially the
cost obviously of access, and | guess | do disagree
wi th the suggestion that access is a good idea because
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it costs noney and it's a tax on collecting the data in
the first place. |If we thought it was a good idea to
have a tax on collecting data, we could suggest that.

MR. SHEN. Well, | don't think -- I'"'msorry, |
don't want to --

MR. MEDINE: Wiy don't we follow up around the

t abl e.

MR SHEN. If | could just respond very
quickly, 1 think Richard's point earlier about how this
may affect -- may encourage data mnimzation is a good

one, but | don't think that's a primary reason why
access is in place.

MR. MEDI NE: Janes?

MR, ALLEN. Janmes Allen. | find nyself
agreeing with sonme of what al nost everybody around the
tabl e i s saying.

First of all, | believe very strongly that
access is a fundanental part of the Fair Information
Practices, has been defined as such for, as Andrew

said, for certainly nore than a decade, but, you know

it's very inportant -- | think the transparency that
Richard referred to is also a very -- is, you know, a
very inportant concept, that -- that trust between

consuners and busi nesses, between busi nesses and
busi nesses who do business with each other, is -- is
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fostered by having a degree of transparency, of
openness. It's what our society is sort of built on.

The fact that everything we say in this room
goes up on a website is fundanental to the way we set
policy and so forth in this country, and it's the way
we're used to doing business with each other, and |
think that transparency is very inportant, but it can
cone in different ways.

Mary has made the point -- Mary Cul nan has nade
the point several tinmes that good notice can serve the
pur pose maybe as well as good access can. | think
Stewart's point that reanms of clickstreamdata may be
showi ng -- you know, giving direct access to the
consuner through reans of clickstreamdata probably is
not of great value to the consuner, and, in fact, the
consuner probably wouldn't know what to do with that
data, and it's expensive to do, but giving the consuner
notice that the data's being collected and for what
purpose it's being collected and the consuner sone
choice in whether that data continues to be collected
and used in that manner | think is inportant.

So, | think we need to bal ance these ot her
tools we have, though we weren't charged with notice
and with choice. | think we should be able to bal ance
our recomendations regardi ng access with
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recommendat i ons about notice and choice and the kinds
of data that access should be given to.

Stewart's concern about the ability to, you
know, violate sonebody's privacy maybe by getting at a
credit card nunber, well, the industry has figured out
a long tine ago that, you know, you can show peopl e the
|ast four digits of a credit card nunber to show t hem
that you have a nunber about them and then you can
give themthe ability to change that nunber and specify
a new nunber if they don't |ike the one they have. You
don't have to show people the whol e nunber.

So, there's different ways you can give access
to information that does protect their privacy, ways
that the industry has been using for many years. So,
don't think we should steer away from access at all.

t hi nk we should encourage it, but we should bal ance it
with ot her needs, choice and notice specifically.

MR MEDI NE: Thanks.

Deirdre?
M5. MIULLIGAN: | wanted to actually chinme in
with Janmes' points. | have been quite heartened by the

nunber of tinmes |I've heard the words "fundanent al

principle" used. | believe Janes used it, Richard,

Richard, Jim Andrew, which is a cross-section of

peopl e around this table, and ny hope is that, in fact,
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people did cone to this table with the recognition that
the FTC s annunci ation of access as a very fundanental
concept is a good starting point, but |I think that as
Stewart has pointed out, there are sone risks that we
do have to address, but | think that that doesn't make
t hem unaddr essabl e.

| ssues of authentication, they're pressing in
this context, and ny guess is that they' re even nore
pressing and that there are many folks in the industry
wor ki ng to address themin contexts that have nothing
to do with access. They have to do with paynent, they
have to do with control over systens, and that the --
think the challenge here is to make sure that tools are
depl oyed in an appropriate way and to think about how
we can enabl e access in a way that doesn't inpose those
risks.

So, | hope that we -- that | continue to hear

the notion that this is a fundanental principle, and

the question is, in what context -- in what cases does
it runinto conflict with other principles? | think
there are areas where it does. It nay expose sonmeone

el se's data. Areas where, you know, if you | ook at

sonet hing, even like the Privacy Act, we have concepts

of trade secrets, we have concepts of state secrets,

that there are areas where the access principle does
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gi ve way, but that does not nean it is not an inportant
princi pl e and sonet hi ng we should be striving for.

MR. MEDINE: Down the |ine, Dan, Lance, Dan.

DR. GEER  Thank you, Dan Geer.

| think maybe I'mon the sanme wavel ength as
Stewart on one part of this, so let ne see if I'm
right. |If you approach all information, all the
information i ssues we're tal king about here, as a risk
managenent problem then the rational position is to
mat ch the protections to the risk in sonme sense. The
classic slang "I've never put a thousand dollar |ock on
a hundred dollar door" cones to m nd.

| think where you were going, Stewart -- and if
l"mright, I'd like to know -- is that if we insist
that all data be treated as equally inportant, that if
it's about nme, | have access to it, regardl ess of
whether it is the inadvertent visit to a website
because | didn't know how to spell or whether it's
because | am anending ny birth certificate or anything
in between, and if we treat all of those things as
havi ng an equal access requirenent, the only way out
technically of which I amaware is what | would refer
to as identity culture in which everything I do has ny
unm st akabl e, nonrefutable thunbprint on it in an
el ectroni c sense.
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| would argue that if we insist that all data
be treated as equally valuable with respect to the
requi renent for providing access, then the only way to
avoid a coll apse of privacy is to step back and say our
trade-off is an identity culture. | think that's
dangerous. 1'd be happy to debate that at length. |
don't think it's the core issue today, but | just want
to be careful that the | aw of uni ntended consequences
doesn't take us in that direction. That is -- would
make it worth -- avoiding that woul d nmake it
wort hwhil e, my participation here.

M5. MULLI GAN:. David, can | just respond to
t hat ?

MR MEDI NE: Sure.

M5. MULLI GAN. Dan, | share sone of your
concerns that in the drive for authentication we
unintentionally head to perfect identification, and |
think that if you |l ook at, going back to the first
docunent of the authentication subcommttee, which at
that point | was not on, they made a very clear
di stinction between authentication and identification,
that those things are not synonynous and that in our
strive to do authentication, we should not seek to
collect nore information, seek to create an
identification culture.
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| agree with you that there are risks and that
we shoul d be cognizant of them but | don't agree that
that's a necessary conclusion of an attenpt to provide
access.

DR. GEER: Not an attenpt but a bl anket
statenent that access to all data about nme nust be
provided | eads, | believe, inexorably, you have to nmake
sure it's nme no matter what |' m doi ng.

M5. MILLIGAN: | don't think that's accurate.
| nmean, we have seen --

DR GEER: | think it's a |l aw of physics.

M5. MILLI GAN:  Dan, there are nmany, many
systens that are set up today where you can get access
based on your account, and you did not use your nanme or

any other identification information to establish that

account .

DR. GEER  Absolutely, absolutely.

MS. MJULLI GAN. Ckay, so physics has failed
t here.

DR. GEER. No, no, that is saying that we
endorse -- we recogni ze the physics and we endorse

pseudonym ty.
MS. MULLI GAN: Right.
DR GEER If that's the way we want to go, I'd
be happy to have the pseudonymty di scussion here.
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Ms. : Well, | think --

DR GEER. In fact, | think arm ng the popul ace
W th pseudonymty is the best thing that coul d happen.

M5. MULLIGAN: | think that's one of the
reasons that we're here discussing authentication in a
robust way that goes beyond assum ng that it neans
identification. | think if you |look at the
aut henti cation docunent, it very clearly addresses the
notion of pseudonymity. | think perhaps we need to put

the word in, but it very clearly addresses it.

So, you and I, | think, are in violent agreenent,

but I don't want the -- | don't want a suggestion on
the record that access is going to lead to an
identification culture, because | think that part of
the reason we're having a very conpl ex discussion is to
ensure that that is not the outcone, to defy physics.

MR GEER Well, | attenpted to put it on the
record, so there we are.

MR. MEDINE: And we were asked by one of the
commttee nenbers to take up authentication earlier in
t he discussion rather than | ater, because the commttee
menber couldn't be here and wanted to take up the
i ssues when they arrive, so we may want to nove into

aut hentication, but a couple of people had their cards

up.
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Lance?

DR. LANCE HOFFMAN:. | al so am hearing vehenent
agreenent, not violent, vehenent agreenent --

M5. MIULLIGAN: | like violent.

DR. LANCE HOFFMAN: Let the record show that
Deirdre likes violence.

M5. MILLI GAN:  Stewart knows that.

MR. MEDI NE: The FTC has a separate study of
vi ol ence going on if you want to join that.

M5. MILLI GAN:  Strike all that.

MR WHAM Can we install a lock on Deirdre's
m crophone here?

DR. LANCE HOFFMAN:. | also want to be very
careful about the | aw of unintended consequences, which
is exactly why | think that the way at | east the words
on one of these drafts articul ated access wasn't
appropriate, because it limted access, as | read it,
to correctable data collected by the first conpany, and
| don't -- access is nore conplex than that.

Actual |y, David, about ten m nutes ago, stated
this perfectly, reasonable access. | think everybody
woul d agree on what's reasonabl e access, but then the
point is, are we going to define "reasonable" around
this table this norning? And the answer is no. That's
why the word "reasonable" is so nice, just |like doctors
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shoul d do no harm people doing -- doing things that
end up in conputer code should delay binding tinme until
the | ast possible nonent, and given that, | would
suggest we don't escalate this up to the preface or
summary or whatever it is, except for the word
"reasonable.” Al these other discussions can be dealt
with in the body where they bel ong and have been to a

| arge extent.

MR MEDI NE: Dan?

MR, JAYE: | think like nmany people |I agree
with alittle bit of what everyone is saying here, but
particularly Deirdre's coment about sonetines access
gives way to other principles, you know, at the start,
| certainly say that like |I think many peopl e here,
access is a fundanental principle, and it's a place
where we start, but the comment that | would nmake is
havi ng experience and actually going -- working with
ot her jurisdictions that have | egislative requirenents
to enforce these principles, what I'mafraid of is what
|'ve seen, is a dogmatic application of the sort of
broad ternms wi thout |ooking at the conprom ses and the
I Ssues.

There are -- one of the concerns | have is that
there's an assunption that when a business or an
organi zation is saying that access is not appropriate
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in a certain case, that there is sonethi ng underhanded
or there is sonething pejorative to the consunmer going
on, and | just would want to nmake the statenent that
often -- and in specific cases that |I know of -- it's
specifically because the business is trying to do the
right thing. It's made a commtnent to privacy. It
actually thinks that not providing access in certain
ci rcunst ances, given the fact that there may not be
synonynous aut hentication possible in those

ci rcunstances, is the business specifically trying to
uphold its privacy policies.

MR. MEDI NE: Ckay, Dan?

DR. SCHUTZER  First of all, | want to clarify,
| certainly agree that access should be a fundanent al
principle and even to the extent that | think that
we're underselling how inportant data is. Now, not al

data is as risky, but I venture you can tal k about

clickstreamdata, | can al nost envision a business plan

| would have as to how | could use that data for a

custoner to provide many interesting uses. So, | think

that we can't anticipate how useful a lot of this data

will be for the consuner.

On the other hand, though, | think it should be

clarified that -- that in order to provide that access,
that it's a -- it's a sticky problem So, we shoul d
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recogni ze that, and I think we have recogni zed that. A
| ot of people have seen -- and | have had sone

difficulty wwth the authentication section in terns of

it -- it alnost nmakes it sound too sinple. You know,
it uses sone -- it tal ks about sone practices that |
think are ill-advised practices in terns of making it

too easy to socially engineer, use the sane channel,
just to provide access. There's a |ot of weaknesses,
several things that have been said.

So, | think we should acknow edge the
fundamental principle of access, and we should al so
acknowl edge the difficulties and the -- in terns of
authentication. As with security, it's an inperfect
process, and we'll be working to make it better, and we
don't -- and as you said, we don't want to nake it
better by noving it in a direction where it would
beconme an identity-based society. So, it's not a
totally resol ved issue.

It's something we wll continue to strive to do
better on, but we are sort of responsible to do our
best to provide our custoners access in a safe and

secure way to maximze the chances of privacy, and

we'll get better at it, and we'll have to take risks --
we'll have to take liability consequences when probl ens
arise.
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MR. MEDI NE: Frank, and then Ted?

MR. TORRES: | think since the beginning, when
Stewart first nmade his comments, that this has been
probably one of the nobst productive discussions that
this group has had and has laid out sonme really good
i ssues, and perhaps we need to go back oursel ves and
| ook through the transcripts and perhaps use sone of
what has been articul ated, because | think sonme of the
points are very well put out, but in listening to sone
of this, I'mgetting nore frightened, and I'msure |']I
get even nore frightened as we nove into the security
di scussion and cone to the know edge that maybe there's
no way to provide 100 percent security for data, even
sensitive data.

Per haps one solution to all of this, and it
woul d help sinplify the process of even drafting a
report, we probably wouldn't even need an executive
summary, is just to cone to the conclusion that we
shouldn't allow data to be collected in the first
pl ace.

But falling short of that, and | doubt that we
will reach that conclusion, that we do need to take a
reasonabl e approach, and in that way | do concur with a
| ot of the comments that have been nmade, and if we
remenber that access doesn't exist in a vacuum that,

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N P

N N NN NN R B R R R R R R R
a A W N P O © 00 N oo 0o~ N+ O

you know, for sonme -- and | think Jimpointed this out,
that, you know, for some, in getting to notice, that

m ght make a consuner not reach the concl usion that
they need access to the particular bit of information
or the lines of code or sonething |ike that that shows
where they -- where they' ve been.

Certainly a trigger, though, is where
information is used to nake a deci sion about the
custoner, and that gets to redlining. The problem
though, is in today's society, it's difficult to know
what information is being used to nmake the deci sion.
You know, it used to be credit information. Now
understand that it's a lot nore than just that. So,
how do we -- how does a consuner, first of all, know
how it's being used and then nake sure that they are
able to get it and correct it if it's wong?

| appreciate the concerns about will access
|l ead to privacy intrusions, but to the extent that a
ot of this information is collected, and as Andrew
said sone tinme ago, is being used, sold, shared, used
to make decisions, then to nme that shows that if the
conpany can access it to digest it and sell it, then
t he consunmer should al so have access to it. So, maybe
what I'mtrying to get at is perhaps sone places where
we go for the reasonabl eness test, and | concur with
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Deirdre that to the extent that many people around the
tabl e believe that access is a fundanmental principle,
that that's inportant.

Just one sidelight, too, |I also do a |ot of
work on the e-signature | egislation going through
Congress now, and it's interesting, because in that
concept they're trying to get consuners to buy into the
i dea that you should be able to do contracts
electronically online, and if |I'ma consuner and want
to sign on, then | use ny digital signature to do that.
Presumably the technology wll be there to ensure that
it's only you that can sign your name to a docunent
online. To ne, if a consuner's unable to have the
assurance that that digital signature cannot be
conprom sed, then it -- wthout that assurance, the
whol e systemfalls apart.

So, you know, |I'mwondering if we can take
t hose concepts, that consuners wll have this digital
signature, and use that as the door-opener to allow for
access and nmaybe address sone of Stewart's concerns.

MR. MEDI NE: Ckay, Ted, Ron, Stewart, Larry,
then | would like to go nore explicitly into access
three, which is the authentication we have been
touching on quite a bit, and I think Dan has given
us sone excellent openings to that.
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MR VHAM  Ted Wham

When the question was first raised by David
tal ki ng about whet her access is a fundanental
principle, which is kind of like he took a big red flag
and proceeded to bounce it around over ne, and probably
a good thing, allowed ne to be a bit nore reflective.

When | joined on this conmttee, | nust admt
that | thought that ny viewpoint on the world was a
fairly liberal viewpoint, and |I've now cone to
recognize that I'ma little bit to the right of Atilda
the Hun, you know, conpared to sone of the people here,
and hopefully, as part of ny defense, | can, you know,
call on the extrapol ation of a quote from W nston
Churchill who said that anybody who is not a liberal in
his youth has no heart and who is not a conservative in

hi s adul thood has no head, so perhaps | can use that as

a def ense.

When | | ook at access and we talk about it as a
fundanental right, | get concerned, because | am not
one who shares the opinion -- Deirdre will not able to
use ne as exanple -- who thinks that access, there is a

per se fundanental right to it --
M5. MULLI GAN:  Principle, | said principle.
MR WHAM Principle, I won't be on that I|ist
either. Instead | think that access is nmuch nore of a
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continuum and to look at it and to describe it as a
fundamental principle is to look at it and describe it
in a very binary manner, and even putting the caveat to
it reasonable access is to instead say, Wll, you have
got access in the follow ng, you know, areas, but then
it's binary within that area, and | think that that

m sses a lot of the different things that are proven.

Access is very positive in many, many ways. |
believe that the information that | provide online to a
third-party conmpany, | should be able to have an
opportunity to viewit, | should have an opportunity to
edit it and change it and update it as | have the need,
| shoul d have the opportunity to, at a m ninum disable
it and hopefully delete it, although there are sone
technical inplications to deleting it. | would
advocate those as being very prohibitive.

On information that is directly observed about
me, such as ny clickstreamdata, | believe that there's
a real public policy interest in allow ng view ng of
that data. | do not share the opinion that there is a
value in allowing that to be edited or chall enged, as
is in some of the docunents here, which is frightfully
expensive for the conpanies to be able to support that
type of standpoint, but | believe that there's sone
value in there to be able to view that information and
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know what is being collected about you.
When you start to have information about what

is inferred about me, such as the decisional data

that's had a lot of discussion, | start to stray from
t he opi ni ons whi ch have been shared here. | -- and
when you have things that the -- especially froma

mar ket i ng standpoint that the conpanies are doing to
target marketing prograns to nme and which sonetines are
given the pejorative nane of weblining, I would argue
that that actually serves a public policy interest,
that that is an efficiency standpoint, that taking the
i nformati on about what a custoner has done online and
of fering segnented | ayers of services and di scounts
pronotes econom c efficiency and that that is sonething
that instead of saying we don't want to happen, we
shoul d actively be saying we do want to happen.

| want to take ny custoner who does the
great est anount of business with nme, never returns a
product, who al ways cones back and uses ny service, and
| want to answer the tel ephone call on the first ring
for that guy, and | want the "Hoighty Pall oighty" to be
at the back of the line, that people who offer
difficult problens for ne, who are never happy with ny
service, who are com ng through and are returning
products, those are the people that | want to offer a
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differentiated |l evel of service. |If that's called
webl i ning, so be it.

| don't believe that we should be able to offer
differentiated | evels of services based upon sonebody's
age, based upon their gender, based upon other types
of , you know, protected class information. |'mnot --
" m hoping that -- and that's the problemwth
"weblining" as a term is that it's linked to
redlining, which is based upon, you know, race
barriers, and |I'm not advocating any type of that, but
| am saying that you do want to have different |evels
of service.

| don't want to have to tell my custonmer why
|"mcomng to that decision, because if | allow
conplete transparency into that, then that inpacts ny
ability to offer that variable | evel of service, and
that's not sonething that | believe the FTC or the
menbers of this commttee should be advocati ng.

The next thing that conmes through fromthis is
t he access to whose data. Just because it's about ne
doesn't nean it's ny data, and that harkens back to the
exanple that | gave earlier that was a source of, you
know, of another, you know, ribbing that | received
before this neeting here this norning about, you know,
what information | have about the other nenbers of this
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commttee and the opinions and the inferences that |'ve
drawn about you within ny private, you know, outl ook
context, right?

And there was discussion, Wll, gee, Ted,
that's you as a person, but | would argue that the sane
type of inferences are nmade in a business type of
setting where a salesman will make deci sions about
their custonmer and will offer different |evels of
service around that. Even though it's about the
custoner, | don't believe that the custoner has a right
to access that information, even in the view
standpoint, and | don't want to have to live in a
soci ety where everything that | think about sonebody
el se in a business setting or in a personal setting is
avai l able to those other people. | don't think that
that's the type of society that we want to, you know,
really work towards.

The last thing is that, you know, this is ny
drumthat | keep com ng back to, and that is that if
we're going to tal k about right of access as this
absol ute, that everybody has a right to see everything,
then I want to continue to harken back to the areas
where that is not an equivalent right in a non-online
setting and that that sets undue burden for online
busi nesses.
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So, again, to use what are presunptive exanples
here, | don't believe that | can go to R chard Purcell,
who represents Mcrosoft, and say, Richard, can
M crosoft tell me everything it knows about ne and
everything it's ever sent to ne in an e-mail and
everything it's ever sent to ne in direct mail and
every custonmer service activity that |1've ever done
with that conpany? | don't believe that you can do
that. | don't think that you should have to do that.

| don't think I can go to Frank Torres, who
represents Consuners Union, and say, Can you tell ne
every tinme you solicited in a direct mailing to nme to
sign up for the Consuners' Reports Magazine? | don't
believe that | as a consuner have a right to that
information. | don't think that we're really screw ng
the custoner if we don't give themthe right to that
i nformati on.

At a mninmnum | would not want to see a

840

differentiated |l evel of service where in an online setting

you have to do that; offline, you don't have to do that.

So, intotal, to sumit up, access is a continuum it's

not a binary decision. It is sonething where it has

privacy risks for the consuner. |If | have an absolute

right of access to information about my clickstream

data, then presumably ny enployer can sit down at ny
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conputer at work and say show ne everypl ace where this
conput er has been, and an enpl oyer just out of the sane
rights of |law where they can see ny e-mail stream and
make deci si ons about whether to fire ne based upon ny
e-mails, even personal e-mails, could can ne based upon
because we have done the consuner a favor by offering
access to that and based upon the fact that access to
whose data, just because it is about the custoner, does
not nmean it is owned by or belongs to the custoner.
Very, very difficult. | don't believe it's an
absol ut e.

MR. MEDINE: Well, we will give prem um service
to Ron Pl esser and call on hi mnext.

MR. PLESSER. | think part of the -- there is
no question that access has been kind of in every
iteration of Fair Information Practices, really
starting in the HEWreport of 1974, which really was
Attorney WIllis Ware's (phonetic) work and ot hers.

The question, | guess, is really |I think the
controversy has cone under the word "fundanental ."
mean, it is a Fair Information Practice principle. The
question is what -- first of all, what does
"fundanental " nean and what does it add to the debate?

| guess if | had to choose between the five
whi ch | thought the fundanental one was, it would be
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notice, because |I think that's over which everything
kind of grows. |[If you don't have notice, nothing else
can -- can nove, but saying that, | don't think there's
much val ue in tal ki ng about which one is fundanental,
and if they're all fundanental, if all five are
fundanmental, what's the value of picking -- of saying
that they're fundanental? | nmean, | think that's part
of the question, | think, that Stewart was ai ned at.
The other thing is that, you know, if you | ook
back in witten material that we are now going to view,
there is alot of this in there, and I think not only
is it the authentication issue, it's also to nme the
retrievability issue. You may have a database
organi zed in a way where information about an
i ndividual can't be retrieved by the nanme of
that individual, but yet you have it there, and so one
of the questions is do you have to create
retrievability mechanisns to retrieve information that
you wouldn't -- that you wouldn't do but for access?
So, there's a lot of issues there, and | think
that the concern is that it's not really clearly stated
as you go through the report, that there may be
ci rcunst ances when access is not appropriate, that
there are -- you know, | think part of the options
really need to reflect that there are sone
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ci rcunst ances where access would -- you know, is

bal anced in such a way that it would be
counter-productive or wouldn't be appropriate or would
be dangerous to other privacy or other -- the other
kinds of interests that were suggested.

So, | think the issue isn't whether or not it's
fundanmental. It's an issue of howis it balanced. |
think the reason why the debate is here is that the
docunents, even the very fine, you know, summary t hat
Steve Cole did on the so -- on his proposal doesn't
really clearly say that there are sone circunstances
where access can create sone problens, and | think in
my interpretation that's what Stewart was trying to
focus us on, and | think that that can be done in the
report.

| think, you know, we could wind up with a
summary, whether or not we have it, but | just think we
shoul d get off this word "fundanental" and just talk
about it as a balanced right and when it's appropriate
and when it's not. And there are circunstances when
it's not appropriate.

MR. MEDINE: And for the record, Steve Cole is
her e.

Stewart ?

MR. BAKER. Well, | really appreciate Ted
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expl aining why ny calls are not returned when | cal
t he cabl e conpany.

Actually, what | thought | would do is, in the
interest of trying to drawthis to a close or at |east

MR VWHAM If he paid his bill, his calls would
be returned.

MR. BAKER: There we go. | got access and al
of you did, too.

Let nme suggest --

MR. MEDI NE: Not nmuch security, right?

MR BAKER: -- four or five points and try to
tie themto drafting issues that | think cane out of
this discussion, which I do frankly think has been very
val uabl e.

First, once you -- if you put "reasonable" in
front of "access," practically everybody can agree with
access, as long as, you know, you | eave the roomto
di sagree about what "reasonable" nmeans. So, ny first
suggestion is that whenever we tal k about access, we
put the word "reasonable"” in front of it and that we
make it clear fromthe first sentence that there's room
for lots of disagreenent about what -- when access is
reasonable. So, that's -- that would be ny first
suggestion. W could nmake that change right in the
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i ntroducti on.

The second point that | thought | heard sone
agreenent on is that it is at |east rel evant whether
peopl e are being granted or denied benefits on the
basis of the information. |Is this information being
used to hurt you or help you or is it just information
that influences what ads you see?

| think everyone -- there would be a | ot of
di sagreenent about whether that is determ native. |
think it probably ought to be, but |lots of people would
not think that, but | think it ought to be added to the
list of factors to determ ne whether access is -- you
know, what kind of access determ nation should be made,
and that's, again, at the end of that first paragraph
in the access di scussion.

The third thing that | think | heard froma
fair nunber of people is there is some privacy risk
associ ated with access, and people would say maybe it's
fixable, maybe it's not as bad as | think it is, but
there's sone risk. | don't think we've acknow edged
that, at least in the introduction to this section, and
we shoul d have a sentence that acknow edges that there
are privacy risks associated with it and liability
concerns that are legitimte.

The last point, and this is -- this is just one
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that | -- perhaps | don't understand what is being
summari zed, but in the fourth paragraph of this
overvi ew of the access or the reasonabl e access
section, there's a statenent that during the neetings,
the conmmttee concluded that where information is tied
to a specific identifier, a nane, address or unique
identifier, access could be provided. | couldn't tel
whet her that was basically a conclusion that there was
a consensus that we should al ways provide access in
that context or not. | think we should nmake that
clear, that it is possible to do it, but we're not
saying --

M5. MILLIGAN: Right, it's a "could," not
"shoul d."

MR. BAKER: (Okay, | think perhaps that in this
context, as a summary, it -- it could be nore clear
that we're just saying that it is possible to provide
access.

MS. MULLI GAN:  Yep.

MR. BAKER: And ny last, | hope,
unobj ecti onabl e comment on this section would be this
is not a summary of the entire report, and therefore,
it's inappropriate to have that |ast paragraph that
tal ks about the determ nations on security.

MS. MULLI GAN:  Yep.
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MR. MEDI NE: Ckay, Larry, then | would like to
try to shift, if we can, to focus nore specifically on
t he access three discussion.

DR. PONEMON. What an act to follow, ny God.

About six weeks ago, we tal ked about an ethics
framework, and this is the first tine we have actually
had a conversation about a fundanental principle, so |
amvery happy that we're talking about it. It may be a
little too late in the process.

| think the fundanental principle is not
access. | think the issue is transparency fromthe
consuner's perspective. | think we get there by
provi di ng access, we get there by providing
notification, we get there by providing other |egal and
soci al mechani snms, but it's not a fundanent al
principle. Transparency is the fundanental principle.

So, it goes back to the point that was raised
that ultimately you want to make sure that good
conpani es do good things and that if there are bad
conpani es doi ng bad things that you know about it
i mredi ately and you don't do business with them

| think that the concern that | have based on
real experience is the word "reasonabl e access.” Once
you put a wiggle word in front of an inportant concept
Ii ke access, you open up a floodgate of problens, and |
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think that if we endorse a wiggle word |ike
"reasonable,” we are creating sone potentially negative
consequences to the consuner. So, |I'd like us to think
about that at the -- over the course of the next few

m nut es of our break.

MR MEDINE: |1'd like to turn now | guess nore
specifically to the access three, and sone have
described it as too sinple, ill-advised and soci al
engi neering. So, perhaps we m ght consider whether or
not we're confortable with the access -- | know we're
-- let's -- on authentication?

M5. MILLI GAN:  Yes, | am happy to do it, but
can | just make a rejoinder?

MR. MEDINE: |I'msorry, |I'mfocusing on
authentication. This is the third -- the access three
group.

M5. MILLIGAN: Can | nmeke a --

MR. MEDI NE: Yes, access three is the third --

M5. MULLI GAN: | just have a quick followup to
Larry, but ny quick followup to Larry is | share
Larry's concern, and | think that perhaps a nore
finessed way to deal with issues of reasonabl eness is
to say access is the principle, there are reasonabl e
areas where access is limted or conmes into conflict
with other issues, and to list them and say there are,
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you know, trade secret issues, there are areas where
the data may actually come at a risk to sonebody el se's
privacy, very clearly enunerate so you don't create a
very broad |l egal realm but you do say that there are
other things that conpete here in a nuch nore clear way
that don't create that same kind of cloudiness. So, |
would i ke to put that -- because | share the concern
of putting kind of a blanket "reasonabl eness” cl ause
in.

MR. MEDINE: Just to clarify, we are going to
focus on authentication in the access context as
opposed to authentication in the security context,
al t hough one question we mght want to address is what
is the relationship between the authentication concept
as it applies to both access and security.

Dei rdre?

M5. MILLI GAN:  As one of the co-chairs or
co-witers of the authentication subgroup, | wanted to
respond to sone of Dan's comments.

Dan, your conments were conpletely well taken
There was -- we could not reconvene in order to address
them because a lot of it was gut everything that you
did and throw it in soneplace else, and we coul dn't
really do that in the time franme that we had.

| passed out a two-page docunent that | ooks
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like this, which was an effort to show people -- right
now we have a very long garble of text, and what |
woul d actually propose to do with the docunent as we
nove forward is to pull out sonme of the -- for exanple,
| think Dan assuned that the case studies were supposed
to be "This is how you should address this issue,"
rather than a case study, "Here's an exanple of options
t hat sonebody coul d pursue,” and that this m ght then
be further narrowed to say this is the way in which we
think it would be best, as an exanple, not as a "This
is the social engineering, this is what every business
shoul d do," but to give people sone concrete exanpl es
of what it is that we're tal king about.

| agree with you that sone of themare very
sinplistic. |1 also think that some of our audience is
going to be not as well versed in sone of these
i ssues as you are, and ny kind of invitation would be
if we could work towards two or three exanpl es that
gi ve people the notion of, okay, you don't want to --
intrying to authenticate, you don't want to do the
massi ve identification sweep, so here, these are kind
of the considerations, here's howto deal with that,
you know, but -- so, what I'd hoped we'd be able to do
with the docunent is put a lot of the pros and cons,
the case studies, into sidebars, so that there
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woul d be sone nice flow of text, whether it's the

di scussion, you know, in the security section, here's
the standard that -- if you | ook at page 2, the

gover nnment - est abl i shed sliding scale, and then have a
pul | -out box that has here are the pros and cons, so

t hat people can both kind of read the docunent in a
little bit nore of a wholistic way and understand there
are little things that they can pull out and | ook at.

| thought that that m ght address sonme of your

aut henti cati on concerns.

The other piece is | agree with you that a | ot
of this is about security, and | also, as you see,
folded a lot of it into the conversations about access
nmore generally. So, | just want to say that | think we

agree with many of your concerns and want to address

t hem

MR MEDI NE: Dan?

DR. SCHUTZER: Just before | start, 1'd like to
support the one comment that -- about the inferred data

and give an exanple in inferred data, that sone
inferred data woul dn't be appropriate. | nean, if | --
if I collect a lot of data fromwhich | infer
information which is highly probabilistic, but I'm
using it as a nodel to determne the ultimate
profitability of a customer or their |ikelihood of
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being interested in the product, and | find that as,
nunber one, not absolute, and nunber two, you know, a
proprietary nodel that would hel p ny business, then
that's probably not an appropriate kind of a piece of
information to nmake accessible. So, | think inferred
informati on m ght have to be | ooked at separately.

VWhat | was tal king about with authentication
is, nunber one, | do think a |ot of tinmes when we talk
about authentication for access, and indeed we're also
tal ki ng about access and the right to correct as
opposed to challenge, in nost cases | really get a
little upset when we say correct, |like online, as
opposed to just challenge, but those two things
t oget her make the authentication and the chance for
fraud even nore, you know, vul nerable.

Li ke, for exanple, let's say | have collected

-- and so, number one, if | have sone idea as to the

process by which you're going to be authenticating, and

it's a routine process, you do it all the time, what

pi ece of information, like the |ast transaction, and
then | use that to cone on and access information and
then correct it, then |l -- what | can do is | can go
ahead and inpersonate you and do a transaction that |
di d, okay, on your behalf, use that to identify nyself,
and then change the address so you'll never find out,
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okay, which is a common source of fraud.

So, | would say that really rather than to try
to descri be even casebook exanples, just |like we don't
try to in security, |I'd strongly recomend that we
recogni ze this is an art that wll change, because as
we start doing authentication, we'll find cases where
people will get savvy to it and find ways of soci al
engi neering, and sonme of the things you didn't describe
at all in authentication mght be I mght want sone
offline or let's say different channel form of
aut hentication, which is clearly sonme of the ways in
whi ch we now handle fraud with credit cards. Wen people
receive a new credit card, we ask themin a different
channel to verify that they, indeed, did receive it.

So, I'd say that the problemw th this, since
it's inperfect, we don't want to describe too much or
show t oo many case exanpl es, because what's likely to
be good practice today could be, you know, really bad

tonorrow, and tonorrow could be next week when sonebody

finds that out. |If I find out a practice that you
mentioned with Amazon, | could have a field day, okay,
with that kind of practice, because we have had -- seen

peopl e have field days with sone of those kinds of
practices in nore sensitive information.
Therefore, | also say we should give sone pause
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to -- thought as to challenging information is good,
okay, but necessarily comng in and just saying |'m
going to correct it, even if you think it's the -- your
own personal information, |ike your nane and address
and phone nunber, don't |let people do that too easily,
you know, w thout being able to challenge that. Oh,
you want to change the address? Fine, I'll take that
under advi senent.

Then we go use that address, because |'ve been
sending mail to that address, and peopl e have been
paying bills. So, let me go back to that address that
you say is no longer any good and first verify that it,
indeed, is -- that the occupant there isn't chall enging
that that's really their address or really that
account. So -- if you're follow ng what |'m saying.

So, | would suggest that we -- we acknow edge
the inperfectness, we talk about the need to be very
cautious about this, and we recogni ze the fact that
there's good practices and there's good practices that
are a noving target in the process that we'll inprove
upon, and it won't really be perfect unless we soneday
could inprint people with nonforgible, you know, |Ds,
whi ch none of us want, right, stanp us |like cattle, and
therefore we know exactly who that person is and what
they are doing all the time, and I'lIl knowit's you,
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but that's -- but that solution is, nunber one, not
perfect in itself, sonme kind of bionmetric, and nunber
two, it's not the kind of thing | think we'd Iike as a
sol uti on.

M5. MIULLIGAN: Can | just -- | think a lot of
the issues that you raised about access, correction and
amendnent, which were the words that the authentication
group had cone up wth, actually are addressed on page
6. We did talk a |ot about raising the barrier. If
you' re actual ly tal ki ng about correcting sonething, we
actually used a Post Ofice exanple specifically tied
to credit card fraud, because |I think we are very
cogni zant of that issue.

l"mnot as clear -- you know, | think | agree
with you that the -- that the case study, the exanples,
need to be very -- nore clearly noted as exanpl es, but
|"mnot sure if what |'mhearing fromyou is that there
is no value in exanples, and if that's the case -- |
mean, | actually think that exanples, particularly in
the authentication area, are really hel pful, and |
woul d prefer to, you know, maybe work with you and
maybe Dan and sone ot her people who have a | ot of
experience in the authentication area to craft sone
exanpl es that you think would be perhaps |ess specific
but nore -- but nore useful noving forward rather than
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can them altogether, but I'"'mnot sure if you're saying
no, you really think we should junk thenf

DR, SCHUTZER. Well, you know, as a suggestion
what we m ght want to do is say give two extrenes, you
know, one is give sone secrets and then another is to
gi ve sonmething wth some physical device, okay, or sone
bi onetric as an exanple of stronger authentication, and
then, of course, that would be a perfect case to then
note the concern if we start drifting in that manner,
stronger identification being a |ot better, but we're
also drifting into the dangerous ground of linking it
too much to identity, and we would have to do that
trade-off, all right, or something along those |ines.
That may clearly be so.

| f you're tal king about sone bionetric, sone
physi cal device that sonebody has to have that there's
cost or sonething else involved in it, but it
definitely makes it a stronger kind of identification
of being sure of you being the right person if, indeed,
it hasn't been stolen and you haven't reported it
stolen and it's sonmet hing physically you have to have.

MR. MEDI NE: Rick?

MR. LANE: Just a couple things. First, | just
want to tal k about the fundanental principles and --
l"msorry, Rick Lane with U S. Chanber -- fundanent al
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principles and access. | think there's a general
consensus around the roomthat access could be a
fundamental principle. | think what causes businesses
to pause is when you say fundanental principle, in a

| ot of us, that neans, Ch, ny gosh, that neans
fundanmental regulation or fundanental |egislation.
Because it is a fundanental principle, why not regul ate
it or put it into regulation or why not nake it

| egislation? So, | think there can be an agreenent
that this is a fundanental principle, but having said
that, there are different ways to inplenment that
fundanment al principle.

On the authentication side, and | amin
agreenent with what Frank was saying, especially the
e-sign exanpl e, where he was saying that electronic
signatures are going to be used as part of an
aut henti cati on nmechani sm but even in that |egislation,
we were -- we made cl ear, because of some of the
consuner concerns, that even if you sign sonething
electronically, there is still the ability to contest
that signature in a court of |law, because there is a
possibility, no matter how secure you think it is at
one point, that it nmay not becone secure, so you're
al ways able to challenge that wth the know edge t hat,
again, it's not a perfect system
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So, even though authentication and using that
is mking it easier for consuners to access and do

busi ness online, we also have those back protections in

there, as well, and so if you try to make it -- that as
a standard or that as a -- as a legislative effort,
that could still cause probl ens, understanding the

techni cal problens that could exist in the future.

MR. MEDI NE: So, again, how would you apply
that in this particular context? Wuld you -- on
aut hentication? Wuld you basically require that this
IS -- businesses use reasonabl e net hods of
aut hentication or how would you translate --

MR, LANE: Well, | wouldn't require businesses
to do anyt hi ng.

MR. MEDI NE: Excepting self-regulation.

MR. LANE: But | think best practices --

MR MEDINE: | didn't nean to | ead you down
t hat path, but what woul d be a good business practice
in this area?

MR. LANE: Again, | think the reasonabl eness
standpoint -- | understand there are | oophol es when you
say "reasonable," but because as we've heard there are
so many chal l enges even wth the exanples that we
listed, which we thought were pretty good exanpl es,
but there are a whol e host of other exanples
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whi ch could exist. So, you need a little bit of
| eeway.

You can't say here, this is how things need to be
done. If you have it that narrow and straight, you
really may cause nore harmthan good. So, you know,
havi ng a reasonabl eness standard of allow ng sone
flexibility there | think is probably the best way to
protect both sides on this -- in this debate.

MR MEDI NE: Dan Jaye?

MR. JAYE: Daniel Jaye, Engage.

On authentication, | think one interesting way
to look at this is to |l ook at how aut hentication
af fects degree of access. Up to now we have had a | ot
of discussion particularly around nonaccount - based
data, about sort of the black or white decision, access
or no access, and | think actually in the docunent,
when they tal k about the options with regard to
aut henti cati on of nonaccount-based data, one
interesting way of looking at this is the fact that you
could have different |evels of access based on the
aut henti cation capabilities.

It seens counter-intuitive to say this, but the
first level, the | owest |evel of access mght, in fact,
be deletion and not read, and, in fact, if you | ook at
many i npl enentations of clickstreamcollection on the
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web today, you know, one m ght argue that today delete
access is provided. There is an ability for a consuner
to opt out of the association of a unique IDwth
clickstreamcollection that at that point no | onger
ties that back to that individual

So, | think that once again, there is a -- |
think that nay be a different way of |ooking at this
probl em that nmay cause one of the controversi al
categories to sort of conme into the, you know,

100, 000-f oot | evel view of conpliance with the access
principl e.

M5. MJULLI GAN:  So, can | just --

MR. MEDINE: This is an inportant -- this
rai ses sort of the opposite concern of deletion, which
i s what about the malicious deletion, which sonmeone
el se is deleting your data which may hinder your
getting access or benefits to other things? Deletion
is sinple, but the question is how do you authenticate,
even there, that it's the subject who's deleting it and
not sonebody el se?

MR JAYE: It's absolutely a conprom se. |
just think that when you stack up the relative benefits
of allow ng a consuner who has concerns about the fact
t hat deci sions are being made about themw th the
potential that a consuner may not get rel evant ads and
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of fers because sonebody el se has di sassoci ated the
information or deleted it, | think that when you stack
that up, you may -- you cone out with the solution that
tal ks about del etion as the basic |evel of access.

MR. MEDI NE:  Ckay.

M5. MIULLIGAN: Could I just -- | -- you know, |

amvery pleased to hear sonebody kind of drilling down.

This is actually on page 10 and 11 of the docunent, and

it's tal ki ng about neans of authentication for
provi di ng access to things that are nonaccount data,
and we've put out a set of options, you know, ranging
frompresent the cookie, which | think many of us felt
was not satisfactory, to things that while they don't
really pronote access we thought protected privacy in
anot her way, such as requiring the deletion of the
dat a.

| really would like to hear other people's
t houghts on this particular issue, because | think it
is one of the thornier ones, and I'mvery heartened to
here Dan step up to the plate, that he thinks there is
sonmething in here that is of -- while it may address
access, there are also privacy issues, and | think it
is sonething that m ght be useful, and | would love to
hear other people's coments on this section.

MR. JAYE: Just to respond, part of the point
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I"'mmaking is that it is access, but it's a specific
subcat egory of access called deletion, you know, of the
three maj or subcategories, access, update and del ete.

M5. MULLIGAN. But it's usually view and
delete. This is skipping -- | mean, point taken.

MR. MEDI NE: Any questions on that in a limted
sense nore protective --

M5. MULLIGAN. Right, if | could ask people on
behal f of the authentication group if other people
woul d just kind of focus on this for a second, because
Dan kicked this off so nicely, so it wuld be great if
we had a sense of where the commttee is going on that
i ssue.

MR GAVIS: Alex Gvis. No, I'msorry, the
pages were -- were very difficult to figure out, the
pagi nation on this.

The point | wanted to make was sinply that it
seens as though there's a conti nuum of authentication
here, sort of that one end of the spectrumis very sort
of light authentication, on the other end bionetrics,
and | just wanted to nmake the point that | think what's
very inportant is that conpanies actually nonitor and
assess the risks sort of along the way, which |I guess
is what Dan was saying earlier, and then it may not be
necessarily that there's a continuumand that it's so
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sinple to lay out a continuumlike that, because
ultimately, as a conpany creates an authentication
system it may actually m x and match and change t hi ngs
al ong the way and change themrelatively quickly if it
finds that there's a problemor that there's an issue
that's arising tine after tine.

And so | think it's -- the exanples may be a
little too sinplistic. | think we want to nake sure
that there's an el enent of conplexity that gets |ayered
in that says that these may actually w nd up being
conbined in certain cases.

MR. MEDI NE: Rob?

MR. GOLDVMAN. Rob Gol dman, Dash.com

| think the solution that Dan proposes for
aut hentication, in the case of clickstreaminformation,
is an interesting one, especially when it is not, in
fact, personally identifiable but machi ne identifiable,
and it's not necessarily an ideal solution for other
kinds of data in other situations, so it's a very
specific inplenentation that's useful in that case, and
| think that it's a difficult -- they're all different
trade-offs to make, of course, and | guess this -- |
don't want to drag us back to fundanental principles,
but | think they are very related, so | amgoing to
make a conment there, because | think it has clear
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i nplications here.

| believe access is a fundanental principle but
not an absolute principle, and | believe that there's a
di fference between -- or there's a continuum of
fundamental principles. Certainly sone relate
specifically to information and online information and
others relate to business online. So, there are
princi ples the busi nesses have defended and need to
deal with in their nmaking decisions every day,
principles Iike conpetitive differentiation and
rel ati ve advantage and trade secrets and the |iKke.

When those principles cone into conflict, it's
difficult often to come to a clear decision as to which
ones should -- should domnate in any given case, and |
t hi nk that obviously authentication is one of those
where it's very inperfect and often you'll find these
fundanmental principles clashing agai nst each ot her.

So, | think in the case of derived data with regard to
access, it's a thorny issue.

Dash provi des access to clickstream
information. W also allow for challenging of
clickstreaminformation at a donmain |evel, but we have
gone to great lengths to try to provide access to users
of that type of information. Derived information is a
little thornier, because we have proprietary algorithns
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that we're trying to defend. O course, we want to
provi de access to the -- to the output of those

al gorithns, because it's in our best interest to do so,
but we have to guard agai nst adverse sel ection, because
the people nost likely to use that access will be the
ones who wi Il be nost damagi ng for Dash, our
conpetitors. So, we need to do the best we can to
trade off against that.

So, | share Dan's fear of the dogmatic
expression and i nplenmentation of anything when all of
these principles cone into conflict with each ot her.
So, | guess in the final analysis maybe a word |ike
"reasonable"” is the best way to deal with sonething
i ke authentication, but we can't hope to in any
docunent entirely enunerate all of the various
conflicts of the various principles, and it would be
useful if there was one absol ute principle that
overwhel ned the others, but | think it's too
conplicated a space, and it gets nore and nore
conplicated as we go.

So, we have identified that the case studies
that may be useful now won't be useful l|ater as things
evol ve, and just the technology that underlies this is
evol ving so quickly, sone of these principles m ght
shift and change under our feet.
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So, | guess | have no -- | wsh | had sort of
the answer to all of it, but the frustrating thing is
that every tinme | think we get close to sonething, we
realize that there are five or ten principles in
conflict just right under our feet, and the answer
we've cone to for in this case access to nonpersonally
identifiable clickstreaminformation just doesn't work
when you're tal king about health information or other
types.

So, maybe just guarding agai nst those conflicts
by using qualifying |anguage is the best course, at
| east for now.

MR. MEDINE: It sounds like to sone extent
there is a range of authentication that may parallel to
sone extent the discussion in the early access piece of
the range of access, depending on the benefits and
costs of access, as well.

Dan?

DR. SCHUTZER  Yeah, just to react to the
delete, | was sort of thinking about it, you know, when
you said you don't have to be as cautious about
del eting, because | was reacting to applications |I was
famliar with, and so, Gee, delete, you know, request
for credit or accounts, you know, shudder, right? And
then | said, Oh, well, he's tal king about click data,
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so | guess -- | think what we're tal king about here is
so application-specific, and that application, of
course, may change.

So, | nean, even things like click data, let ne
illustrate why that m ght be sonething I m ght shudder
about, too. Supposing that | was using the clickstream
data to really better understand whether ny PC had been
used by others, you know, not just ny own self, or had
been conprom sed, you know, by sonme hacker, the first
thing a hacker will try to do when they conpromse is
tore -- to erase the logs, to erase any trace that
they had been there. 1'd like to keep those logs to
see if they have been there or what they have done or
that my little son or daughter went in and actually
clicked around places under ny nane and password that |
woul d just prefer to not go to.

It would be a useful tool that I mght want to
have, you know, sone strong authentication preventing
sonebody fromdeleting, which is one reason why |1'd
rat her couch the whol e authentication issue and the
correction in the sane way in which we've couched the
security in the follow ng sense:

| mean, to ask sonebody who's a security
expert, if I'"'mgoing to try to devise sone new security
algorithmor systemand | go and build it and | give it
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as nmuch careful thought as | could, |I'man expert in
that area, | still can't be sure, until it's faced the
test of time, that there isn't sonmebody or some group
of people smarter who have been able to penetrate sone
holes in ny inplenentation.

So, a lot of us security people are very
cautious when we first see an algorithm or
i npl enentation of an algorithmthat's been around for a
whi |l e, has been tested, people have -- ethical hackers
and the |like haven't been able to find a way to break
it, and that's the only concern | have when we start
tal ki ng about case exanples, that as bright as we think
we are, we are going to cone up with sone exanples and
find that, A it's either -- it seened good at the
time, but it really turned out to be easy for sone nore
cl ever people to penetrate, and it seened like it was
pretty harm ess to all ow sonebody to correct this data
or provide sonme deletions, but it elimnated a whole
host of other kinds of things that were really
i nportant to protect.

So, I -- you know, I'd rather opt nore for the
reasonabl e and the continuum and the process kind of a
thing, the sanme kind of words we used in the security
section, words like that that say, O course we want to
gi ve access to information, of course we want to be
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able to protect that by authentication, and we'll do
reasonabl e t hings, okay, and what seens reasonabl e
today may be different tonorrow, both because
technol ogy makes it possible to get better, stronger
aut hentication nore cheaply in the hands of people and
because we've -- the world's noved on, you know, what
| ooked like it was a very good schene at one point is
no | onger a good schene, because peopl e have engi neered
ways around it.

MR. MEDINE: Ted and then Andrew?

MR VWHAM  Ted Wham

To address the question that | think you
brought up or put forth in terns of feedback on this, |
think that adding deletion as an additional |evel along
the par of view, edit and challenge m ght make a | ot of

sense. | think specific applications such as the

one Dan brought forth are very useful. Qobviously you can

have aut hentication considerations and certain business
nodel s where that doesn't fit, but | would suspect that
there's a lot of unanimty wthin that delete that, you
know, you don't use all the tinme, just on ones it fits.
As a tangential point to that, and it fits to
other portions of the text within that, deletion per se
causes a little bit of concern for nme versus disabling,
because deletion would inply to ne it's deleted from
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all backup tapes, all offline storage and so forth, and
that is very problematical to inplenent on a conpany
basi s because of automatic processing and so forth to
back it up. It raises a question which I'd like to

ki nd of, you know, percolate up to the group here.

Sonmeone can cone, for instance, to Excite.com
and di sable their account at any point. W wll take
it out of the active databases, you won't be able to
log in and use that, but that information is stil
sitting on sone backup tape or probably scores of
backup tapes, quite honestly, and it's discoverable in
a legal process, right? So, is disabling a sufficient
| evel of control or is, in fact, deleting sonething
that's required?

MR. MEDI NE:  Andrew?

MR. SHEN: Just continuing the flow of kind of
the conversation here, nore on deletion, in sone ways |
t hi nk sone of the exanples that Dan brought up in
situations where you m ght want to prevent del etion of
clickstream data, some of themare very valid. You
don't want to have consuners be able to certainly
del ete records of a product they bought if they did,

i ndeed, order it. | nean, that's sort of commobn sense.

But | think a ot of situations he brought up
are really kind of very mnor ones, because they really
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don't go to why that conpany coll ected that information
in the first place. Conpanies don't collect that
information and all this |og data to nake sure that
they aren't getting hacked at. That may be one of the
benefits, but that's not really the primary reason why
a lot of the conpanies around this table are collecting
all of this clickstream dat a.

To the point that Ted just brought up about the
various records you have, digital tapes, backups, in
sone ways |'mstarting to feel like Frank, I'mstarting
to have nore worries about ny privacy. There are so
many copies out there, there is no way you could
possi bly expunge it fromyour records. The nore copies
you have out there, the nore possibility it could get
to where it shouldn't be.

| think sort of in the shuffle, and this has
been di scussed, Fair Information Practices has many
iterations, as Ron nentioned, and in all its different
versions, sonething that sonetines gets left out is
kind of a -- something you have to think about even
before you start thinking about Fair |Information
Practices. Should a conpany be collecting this
information? 1|s this necessary for that business to
conduct business? And | think that's sonething that
shoul d be brought forth. 1In some ways del etion hel ps
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support that point.

MR. MEDI NE: Stewart?

MR. BAKER: You know, there's a point that I
don't see being discussed here that | think is a
significant one that we need to address, and that's the
risks of liability that conmpani es face when -- when
asked to provide this information. W' ve tal ked about
the pretext requests and the risks that inportant
information will be rel eased just because you haven't
asked for a third piece of ID. There's sort of
significant risk that that will result in liability for
t he conpany that has provided the information that
turned out to go to the wong person.

| don't see that addressed. | think it needs
to be addressed very clearly that conpani es shoul d not
be liable if they have undertaken reasonable efforts to
make sure that the information doesn't fall into the
wrong hands, and at the sanme tine, if they have a good
faith belief that a particular nmeasure i s necessary to
prevent information fromfalling into the wong hands,
t hey ought not to be held to have viol ated those
principles. It seenms to ne that otherw se you have a
kind of dammed if you do, damed if you don't result.

MR. MEDI NE:  Jerry?

MR. CERASALE: Yeah, | wanted to -- this is
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Jerry Cerasal e

| can't find in here right now, Deirdre, where
at least we had a liability discussion --

MR LANE: It's F.

M5. MJLLI GAN:  We had a whole section. It's F

MR. BAKER: | didn't see it in the
aut henti cation section.

M5. MILLI GAN:  The problemis that has been
folded in, but it is here, and there's a fair anmount --
| think al nost verbatimwhat you just said.

M5. SWFT: It's page 30.

M5. MILLI GAN:  The page nunbers are rather
screwy, so if you count fromthe back, it's the third
page fromthe back

MR. LANE: It's after E

M5. MILLI GAN:  Third physical page.

MR. CERASALE: Yes, there we are. There is
sone di scussion there anyway, Stewart, we didn't
totally forget that, so --

MR. BAKER: Wy don't | nake a conment when
actual ly have sonething intelligent to say.

M5. MULLIGAN: | think this needs to be tied
into the security section in part, because | think it's
part of that broader discussion.

MR. MEDI NE: Right, okay.
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MR. CERASALE: | originally put it up to
respond to Ted, and David, you can hel p ne, because |
have senior nonments every once in a while, but if ny
menory is correct, when we worked on the Children's
Online Privacy Protection Act and tal ked about
del etion, what we were tal king about is not being able
to be retrievable, and so | think that mybe we have to
try and get that type of a thought in here if, in fact,
we keep deletion in there, that it's get it out of the
ability of the conpany to specifically go in and
retrieve that information, Stewart, through its active
processes.

MR, WHAM  Just be really careful, because if
it's on tape, you can get it.

MR MEDINE: | think there is also a Fair
Credit Reporting analog here, as well, which there is a
seven-year obsol escence provision in the Fair Credit
Reporting Act, which doesn't require deletion of data
but sinply nmeans it can't be reported out. It doesn't
have to be deleted fromthe credit bureau' s database.

M5. MILLI GAN: We al so offer an option of
di sassoci ate, which is closer, | think, but we also
provi ded a del etion option, which does provide
different |evels of protection.

MR. MEDI NE: Let me just counsel fromthe FTC
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poi nt of view that you want to be sure how you

communi cate to consuners what's goi ng on, because if
consuners think it's deleted and, in fact, it's sinply
di sassoci ated or disabl ed, consuners nmay be operating
under a different inpression, and, of course, at the
extreme you mght risk Section 5 issues, deception, in
terms of how you communi cate the information to
consuners.

| think clearly you have to conmunicate to
consuners what it is that's happening, it's critical,
and that's not to push you one way or the other but to
make it clear that there is a -- there may well be from
a consunmer's perspective a very -- a feeling it's off
t he dat abase versus not being used or versus not being
able to be used. There's a whole range of
possibilities.

MR WHAM | guess the whole point | wanted to
bring up and was springing up as a point of discussion
is disabling it is probably pretty common. Even
conpani es that may represent thenselves as deleting it
are disabling it, because there are, you know, --
sorry, Andrew, but data kind of filters into all sorts
of little backup tapes, and Frank is not here, too bad,
but I think he ran out with his hair on fire.

The question | have is froma public policy
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st andpoi nt, you know, if the FBI cones in with a
warrant, we wll go get that data, right? And it is
technically possible to get rid of that data, it's just
a nightmare to do it. If you want to really get rid of
it, you can do it, but wow, you're |ooking at huge
expense. So, does that create sonmething we want to

di scuss and how we're going to deal with it in the
context of the report?

MR. GOLDMAN:  Can | just quickly interject? It
was -- | totally agree with Ted, it is a nightmare to
do, but it is doable, and we | ooked at it carefully,
but we didn't want to represent ourselves as having
del eted information and then find ourselves in a
situati on where we were subpoenaed for it and there it
was. So, the solution we cane to, and if you can
i magi ne the volune of information we collect, a
staggering volunme of information, is that we do an
entire conpl ete system backup twi ce a week and recycl e
the tapes, so that by the end of the week it's gone
from any backup all the way across.

It is an operational challenge to do it that
way, and | don't know that |arger organizations with
distributed data can -- could do it nearly as well, but
there certainly are options.

MR. MEDINE: Richard?
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MR. PURCELL: Finally, thank you. A lot of the
points | was going to make have just been made. | just
want to summarize sonething here and then provide an
exanpl e.

First of all, it's incredibly inportant that we
understand David's comments about the way we
communi cate how data is handled here, and | think it's
nai ve even to say that he's not putting pressure on us.
This is -- there is a responsibility and a | egal
l[tability to say exactly what you're doing in precise
and unanbi guous terns. So, if you can del ete data,
del ete data and say that. |If you disable or deactivate
data, say that. |[If you disassociate data, say that.

Al so, our good friend Richard Smth about a
year ago pointed out a data collection practice at
M crosoft that he regarded as being, you know,
irrelevant to a purpose or unknown to a -- to a user if
a purpose existed. W actually did have the
opportunity to go through this exercise of deleting
data. A best practice for a nonregul ated industry, |
can't apply this to the financial industry, is to have
rolling backup

In other words, you keep a tape of every week
for about a six-week period, and so in the seventh week
you erase or you overwite that |ast tape, and you rol
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it around. 1In essence, if you delete data in week one
fromyour live system by week seven, that is virtually
and physically del eted, but you do have to say it.
That's essentially the process you go by.

We went through that process, and we said it's
not good enough in that case to wait for that rolling
backup to clean out that six-week period of tinme. W
went to each and every one of those backups and del eted
the tapes -- and deleted the information in an explicit
and rat her aggressive nanner.

| can't trivialize this, because it is
difficult work, but it's not undoable by any neans. It
sinply neans you change your processes, you put up
sone, you know, sone special considerations, and you
essentially tell people, Sorry, dude, it's your job, we
have to do it, go do it, get it done by this date, and
it happens. People walk into data centers, they nount
tapes, they go find the right start place, and they
delete as is appropriate fromthat point.

So, be sure that you say what it is you're
doi ng and describe it distinctly and then al so nake
sure your processes support what you're doing and it
can be done.

Andrew s poi nt about how nuch data gets out
there and how far it goes, that's another point we have
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to talk -- we have to be very conscientious about. |If
you keep data for -- in a manner, if you're a pack rat,
if you're a data pack rat and you just keep data and
you don't know why you keep it and it just is there and
it does filter out in all these ways, that's
nontrivial. You should know about that, and you should

have control processes around that.

This is -- this is not stuff we can just say
kind of just happens. It doesn't happen. You have
control processes that can -- that manage this stuff,

and if you don't, then it's an irresponsible act.

MR. MEDI NE: Wiy don't we take two nore
coments and then take a break so we have tinme to go
into the other parts of the access discussion this
nor ni ng.

Ri ck and Tom your final conments?

MR. LANE: Rick Lane, U. S. Chanber.

| think Richard is right on point, is that it
really conmes down to notice of how that information is
going to be used, howit's going to either be del eted
or, you know, the other functions that are out there in
ternms of disassociating data, because even though you
may say | delete and | back up ny tapes, if it's
al ready been given to third parties, and you read the
privacy statement, and it says third parties have this
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information, you may delete it fromyour system but
it's not necessarily del eted.

Agai n, you have to make sure that people
understand that. | just think it's inportant to have
clarification, but to mandate deletion in all cases
could cause a problem So, | think, again, it gets
right back to the notice issue of how that information
can be di sassoci ated, deleted and so forth.

MR MEDI NE: Tontf?

MR. WADLOWN Well, | just wanted to throwin a
-- sonething | think probably is going to be probably
nore of a technical note here, but, in fact, | would
claimthat the days in which you claimthat data could
be able to be deleted, if are not passed al ready, wll
be passed very soon. There is just sinply too many
ways in which data will be around.

You know, you tal k about nounting backup tapes
and things like that. Disk gets cheaper every year
The data w il spread for legitimate reasons as well as
nonl egitimate ones. People wll nake copies of it for
wor ki ng things, you know, test data wthin prograns and
things like that, and the -- the notion of the
i ndustry, the notion of the state of the art is toward,
whet her you like it or not, sinply the fact that once a
-- once a bit is set, it wll remain set, and you can
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never really get rid of all the copies of that bit.

MR. MEDI NE: Ckay, why don't we take a
15-m nut e break, reconvene about 10:35 and nove into
t he access one subgroup. Thanks.

(A brief recess was taken.)

MR. MEDI NE: Ckay, could we start, please?
Take your seats. |1'Ill be like the House, take your
conversations outside the chanber.

Wiy don't we turn to the first access group,
and the draft report puts forward three nodels for
determ ni ng when access is appropriate, the default
rule, the total access rule and the case-by-case
approach, and maybe to start the discussion off soneone
fromthat group would like to maybe wal k us through
what those are so we can get a better understandi ng of
t hat .

Jane is volunteering for that.

M5. SWFT: Let nme just wal k you through partly
what they are, although |I hope nost of you have had an
opportunity to read nost of themand also a little bit
behi nd the scenes of what the thought process was in
devel opi ng these three separate approaches.

The total access rule is pretty nuch what it
sounds like. It assunes, with very limted exceptions,
that any information that is -- that broad categories
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of information that are coll ected about you that
should, in fact, be -- that consumers should be
entitled access to.

The second approach is the default rule
approach, which al so operates fromthe assunption that
consuners have a right to the information that's being
col |l ected about them although it represents, at |east
we believe, a little nore narrow definition about what
information is that you should have access to, as well
as sone nore extensive -- extensive limtations to that
i nformati on based on getting a little bit nore into the
cost - benefit approach.

The case-by-case approach is -- was really an
attenpt, based on a lot of the conversation around
here, to find sone approach that tried to build in the
variety of issues that have been discussed around the
table, sensitivity of information, how different
i ndividuals feel about the sensitivity of different
information, the use of information, the practicality
of collecting information, and to sort of get sone
nodel whereby the variety of viewpoints expressed
around this table, as well as in the public at |arge,
could be utilized in an approach for access.

Wt hout going nmuch nore into each of those
t hree approaches, let nme just nmake three additional
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points, and then if Steven Cole wants to talk a little
bit nore about the default rule, 1'll give himan
opportunity.

First and forenost, | hope everyone wl|
recogni ze that this was largely sort of a 50, 000-f oot
endeavor to look at in a very broad context three
approaches that run the range of the sentinents al ong
this table. It was not intended to be a 10, 000-fooot,
drill down to the detail |evel approach, which |eads
into ny second point, which is support for any one of
t hese approaches by any of the constituency groups
represented here will really depend on three issues.

Nunber one will be what the 10, 000-f oot
inplenmentation is of an -- whether it's in
case-by-case, default rule or total access, what the

details becone. Secondly, what the correlation of

t hose approaches would be to the other Fair Information

Practices, what -- howit relates to notice, how it
relates to consent. And lastly, and | do this with
sone trepidation, what the enforcenent nmechani smfor
each of these approaches will, in fact, determne, in
addition to what the details are and what the
correlation as to Fair Information Practices, what the
confort level is of a variety of different viewpoints
around this table with each of these approaches.
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And | astly, just to throw another issue on the
table, in even a broad, sort of high-level view of each
of these approaches, these approaches do reflect --
each approach reflects the differing opinion of nenbers
of this comm ssion and of our subcommttee of what the
reason is for access. The total access approach does
derive partly, and maybe largely, although I'll et
others comment on that, fromthe belief that one of the
pur poses of access is to provide consunmer awareness.
The default rul e approach and the case-by-case approach
may al so have el enments of consuner awareness but are
nore geared toward the belief that access is based on a
need to provide accuracy of information.

So, we tried to establish three very different
approaches. They are very broad definitions of
approaches to just start a framework for how you could
tal k about accessing information, and we al so di scussed
alittle bit about what different types of information
then are to bear in those approaches.

MR. MEDI NE: Steve, do you want to add to that?

MR, COLE: kay, Jane thought it m ght be
hel pful if we just spent a few m nutes describing what
the subcommttee called the default rule. It's not a
name that was used in any of our materials. This was
nodel ed after the approach that is used in the BBB
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Onl i ne Seal program

Before | discuss the substance of the approach,
in ny view, the approach has two procedural aspects to
it that make it kind of an interesting nodel.

One, it was devel oped by 27 conpani es who are
engaging in e-commerce in all facets, consuner product,
financial services, you nane it, and so sonebody at one
time thought at |east for the purposes of a seal
programit was reasonable or many bodies did, many
of you around the table, in fact.

The second procedural aspect of it that to ny
m nd nmakes it interesting is it's very simlar to and
in our belief very conpatible with the safe harbor
approach that was negotiated by the Departnent of
Comrerce and the European Union, and that | think
reinforces, at least to sonme of us, the attractiveness
of it.

The approach was offered in reaction to two
things during our last neeting and prior to that. One
was a discussion at the last neeting | ed by Deirdre and
ot hers suggesting that access shoul d be afforded unl ess
there was a reason not to. It was basically a sinple
prem se. And the second reason that we nade this
recommendati on was a concern that sone had, | certainly
did, that the options that were previously on the table
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fromour conmttee may be too conpl ex, may have been
t oo conpl ex.

They required a | ooking at, in every single
case, how the data was going to be used, the type of
the data that we were tal king about, the purpose that
the requester had in seeking access, and because this
was an analysis that on the one hand seens very
reasonabl e, that you want to know all this information
many of us felt it would be very burdensone and costly
to do -- and unnecessary to do in every single case.

| know | recall David s adnonition that maybe
this advisory commttee would provide sonme guidance to
webmasters, and | think that | personally added to
that, and maybe we coul d provi de gui dance to ot hers who
were trying to enforce these kind of principles, but
having said that -- | wasn't referring to the
Governnent there -- the approach is sinple, as Jane
says, at the tree top |level.

It refers to personally identifiable
information that's collected online froman individual
or is nerged wth other information obtained from ot her
sources or fromthe individual offline. It does not
refer to information that is not retrievable by the
busi ness in the ordinary course of business. W have
sone definitions of how you decide that, and the basic
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rule is that data shoul d be accessi bl e upon request,
proper authentication and all that, unless it would
create an unreasonabl e burden to provide the access.

There was a lot of I'll use the term
| egislative history to the term "unreasonabl e burden.”
The exanple that was on the table was the undue burden
requi renent of the Anericans with Disabilities Act, and
essentially, as we understood that, there was a bias in
favor of making an accommodation unless it really would
be very, very burdensone for the business to do that.

So, this was the thought of the BBB Online
steering group, that you would provide access unless it
was very, very burdensone, and it's in that
deci si on-maki ng process that a conpany woul d do sone of
t he bal anci ng that m ght have been necessary in a
routine manner in all the other cases. There you m ght
| ook at the need for the data, the sensitivity of the
data, the cost to the conpany in setting up systens to
put -- to respond to this kind of request and that kind
of thing.

There were sone comments during the |ast few
days from nenbers of the advisory conmttee that were
very well taken, and | just want to say one or two
comments about them Renenber that this approach was
borrowed from anot her purpose, the operation of a seal
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program and renenbering what | know you tal ked about
this norning for a while -- | wasn't here for that, but
| have been |like a broken record raising this point at
every neeting -- there is not a crisp focus about what
this report is exactly for.

The reason | bring that up is there may be
aspects of this approach that may neke a thousand
percent sense in the context of the seal program and
it my be needing to be -- even if everyone likes it,
it still needs to be tweaked and i nproved for this
purpose, and that's very possible. Two very easy
exanpl es were we excluded fromthe definition of
"personally identifiable information"” information
that's not retrievable in the ordinary course of
business, and | don't recall if it was Dan or sonebody
made the comment, well, it still may be personally
identifiable information even if it's hard to retrieve.

Well, that's right, and we shoul d cl ear
sonething |like that up. That was just a technique for
saying it wasn't going to be accessible in our program
and we just used that technique to exclude it fromthe
definition, sort of a legislative drafting technique.

And the other comrent that's an exanple of the
hard | ook that we ought to give to particul ar
provi sions was we have an all owabl e charge for access
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of $15, and the comment is correctly made, well, maybe
$15 isn't the right anmount, maybe next Wednesday it
won't be the right anmpbunt even if it was the right
anount today, and there's probably a nore general
principle at stake here, which is it should be -- |
don't know that people would agree with this, but what
we saw the $15 is as an anount that m ght deter sone
frivol ous requests but was not intended to recapture
conpany costs, and we understood it wasn't going to do
that, and that's all it was going to serve.

So, that's an overview, and certainly there
m ght be a |l ot of good questions.

MR. MEDI NE: Before we get into the discussion,

it mght be helpful for Jane or Steve or others to

explain the difference between the default rule and the

case-by-case rule. Is it a different process of
anal ysis? Does it necessarily lead to different
results? How can one conpare those two options?

M5. SWFT: | think it is a different process,
but agai n, depending on the inplenentation nethod and
the sort of details that you conme up with, they could

end up with -- in a particular request for access

comng to the sane result. It's just the nmethod of how

you get there.
| think the biggest difference is the
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presunption, as Steven said, on the default rule
approach that there should be access to information and
then trying to carve out definitions of when there
woul d not be access that would trigger a variety of
different indications, versus building all those
consi derations, use of the data, who the requester is,
what the purpose of that request, what the sensitivity
i's, how you neasure sensitivity, how you define
different kinds of data, all being in the first
i nstance put into an equati on.

| guess the sinplest way is alnost froma
nodel i ng standpoint in our mnds, which is you start
with the default rule, with assum ng that nost things
are avail able, and you start to whittle down to get an
exception, whereas you start with the case-by-case with
no assunptions but a lot of different criteria to
measure against and try and find sonme fornula or
mechani sm by whi ch each piece gets neasured in sone
sort of spectrumor map type neasurenment that | am
totally incapable of trying to describe, because |
don't have the right words, and |I'd be making a hell of
a lot nore noney if | had taken those courses in
col | ege.

MR, COLE: David, let nme add just one nore
thing to that, and again, it gets to the function of
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what the recommendati on woul d be for.

If we're tal king about a self-regulation or
even a regul atory approach, what the commttee called
the default rule I would suspect allocates burdens
here. If the presunption is in favor of access, unless
the entity that holds the data has a good reason not to
provi de access, then the entity is going to have to
establish to sonebody that they had a good reason.

In every single case, if you have to weigh and
bal ance this, it arguably could put nore of a burden on
t he person asking the request to establish -- making
the request to establish the need for it, but as Jane
says, we're at a tree top |level, and not know ng how
it's going to be inplenented, who's going to be
inplenmenting it and what the details are, it's not very
easy to answer these questions on the distinctions.

M5. SWFT: And | would just say that al so
there is another inportant point, which is the
case- by-case nmethod has a great deal of attractiveness
inits ability to take into consideration and weigh a
variety of different viewpoints, a variety of different
i ssues, as we have in this conm ssion. That very
strength is its greatest weakness, because by wei ghing
all of those, it becones extrenely conplex, and that
conplexity in and of itself m ght nake the 10, 000-f oot,
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sort of the street-level agreenent, very difficult to
get, but also, even if you could get there and get a
variety of different constituency groups to agree on
that, know ng what the inplenentation was, you may cone
up with a systemthat is so conplex as to be
unwor kabl e.

MR. MEDI NE:  Fred?

MR. CATE: Thank you, Fred Cate.

| wanted to nmake comments just about the
introductory part of the access section and al so about
the default rule approach, and the first is about the
i ntroductory section. | just think we need to be
explicit, particularly in light of the conversation
earlier this norning, that to sone extent that
i ntroductory paragraph or paragraphs need reworking to
reflect | think that broader discussion this norning.

We junp right into reasonabl e access. It's the
termused in the first sentence. W, of course, don't
say what is reasonable access or what makes access
reasonable. It strikes nme that we just need to be a
l[ittle bit nore explicit. [|'mnot disagreeing
substantively with anything here but rather am saying
t hat access, in order to have these benefits, nust be
reasonabl e.

Then what the rest of this section is |ooking
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at are the types of conditions under which access woul d
be reasonabl e. Unreasonabl e access woul d presumably
not be sonething that we would wite about in these
sort of warm and gl owi ng terns.

The ot her comment about just the first
paragraph is it presents reasonable access as entirely
positive until the fourth sentence, where it says,
"However, the manner in which this access is provided
and to what degree it raises these conplex questions,"”
and | think in light of the discussion this norning,
there was certainly sonme tension that even reasonable
access is in tension with other val ues, whether
related to privacy or related to other things, and that
this introduction should reflect that, that even with
reasonabl e, there are other issues at stake.

That's exactly why, then, it takes pages nore
to descri be what woul d nmake reasonabl e access and what
shoul d happen once we find it is reasonable.

Under the -- under the default rule approach,
the only comment there is just that we seemto be
nmoving in between these two sort of |evels of
abstraction, that at sone levels it's very broad, the
50, 000- f oot approach, and at sone levels it's very
specific, like $15, and | find that extrenely
confusing, and | think it wll be even nore confusing
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to a reader that hasn't participated in this
di scussi on.

Along the sane |ines, we have terns that we
don't clearly define. W say, "and this includes
prospect data," never say what that is, or as you
menti oned just a nonent ago, Steve, we say, you know,
"information is not personally identifiable
information.”" Well -- because | don't think that's
what we really need to say. | think we need to say
that one of the things that goes into the balance is
whet her access shoul d be provided or whether that
access is reasonable and is it retrievable in the
ordi nary course of business, and that we should say it
nmore in those terns if that's what we nean rather than
sort of go back and forth to say these specific
definitional concepts.

The last point related | think exactly to that,
100 percent | think we should give credit to BBB Online
if that's where nuch of this is taken from | think it
is better to describe this as much as possible in our
own st and-al one vocabul ary so that we don't bring into
it another organi zation, another organization's
docunents, another organization's experience as ways of
interpreting this docunent, and to that end | guess the
nore we can sort of elimnate |ong bl ock quotes from
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anot her organi zation's addressing of these issues,
again, unless we think they've just got it exactly
right, I think that adds to the sense of going back and
forth between these kind of broad scope issues that

m ght be useful to the Comm ssion or to sonebody el se
and these nore specific, you know, here's the
definition of, you know, personal information.

MR. COLE: May | just say, Jane and | just had
this exact conversation, and | agree with you entirely,
that that would be a desirable thing to do. This is
just part of the drafting process and the speed with
whi ch docunments were put together. So, | think the
point is very well taken.

M5. SWFT: And | would just say it was also in
an attenpt to keep the report shorter rather than
| onger, to sort of rewite things to be able to
reference them but it is really just a drafting
mechani sm whet her you not -- whether you go through
and, you know, whether you give credit or not, say what
prospect information is, for exanple.

MR. MEDI NE: Ckay, and we certainly appreciate
the trenmendous effort of drafting work that was done to
get to the point where we are right now

Jonat han?

DR. JONATHAN SM TH:  Jonathan Smth, University
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of Pennsyl vani a.

One of the things I'd like to note here, and |
think it's inportant -- maybe you can say that it's not
i nportant because |'ve got it wong, but | think |I've
got it right. | nean, one of the things that we really
haven't yet addressed is nodels where the consuner is
actually active, okay, and this is to follow up on a
point that Dan nmade earlier. |1've nostly been |urking
this norning, listening to what's been going on, but |
want to react wwth this just because | think it could
i nformthe di scussion.

You can have active efforts by consuners, for
exanpl e, the use of these pseudonyns, okay, and the,
you know, the issue here is -- what we're tal king about
i s kind of passive consunmers and active conpani es,
okay, so the conpani es are doing everything, but
there's a different nodel where, for exanple, you could
have active consuners and active conpani es, where the
conpanies are trying to frustrate the consuners'
ability to use pseudonyns or the conpani es are saying,
Yeah, we can nmake it work even with pseudonyns, right?

| nmean, that's part of what we were discussing
in one of the points that Dan brought up, and | think
that it's kind of inportant to think about roles here
and who's doi ng what. You know, so, for exanple,
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instead of telling conpani es what they nust do, | nean,
one of the things that you could imagine is telling
t hem what they nust not do.

So, for exanple, they nmust not interfere with
people's attenpts to use pseudonyns, okay? So, for
exanple, that's -- that's also a different way to
reason about the sane problem So, that |eaves people
free to invent their own approaches to managing their,
you know, Cybil-like 137 personalities, okay, but it
doesn't interfere with businesses' abilities to do
things that allow themto nmake their profits and
custom ze and all the other sorts of things that a | ot
of the people around the table have tal ked about as
beneficial to the consuner.

You know, so, these kinds of things are things
that we haven't really tal ked nmuch about that are kind
of really key to what could actually happen in the

future, and, you know, it seens to ne that that's

sonet hing we should at |east spend a little bit of tinme

f ocusi ng on.

MR. MEDINE: How do you see the active role
addressing the criteria that are set out in the report
currently, that is, the default, total access,
case-by-case? Do you see -- how do you see the active
role on the consuner's part setting the standard for
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what kinds of information they get access to?

DR. JONATHAN SMTH:  Well, | think the consuner
-- an active consuner m ght nake a decision about what
kind of information they're wlling to surrender and
not surrender. Wat kind of information they nay be
wlling to surrender as Daffy Duck may be far different
than the information they'd be wlling to surrender as
Jonathan M Smth, right?

| nmean, that's really the issue, is that, you
know, to try to address -- | thought Ted nmade sone very
good points about there being a conti nuum Wll,
mean, you know, the continuumis in |ots of directions,
and an active consuner can also nmake intelligent
decisions. | nean, assumng the -- you know, assum ng
that the consuner is a dunb lunp of clay I think is a
poor nodel. [I'mbeing alittle extrene, but, you know,
| think that part of the -- you know, part of the nodel

here is that there are intelligent people consum ng,

t 00.

MR. MEDI NE: Staying with our academ cs, Mary?

DR. CULNAN: Putting us with the dunb |unp of
clay?

MR. CATE: That was his other choice for a
segue.

MR MEDINE: Well, as a forner one, | wouldn't
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rise to that.

DR. CULNAN: Mary Cul nan from Geor get own.

| want to talk to a couple of things that cane
out as you were going over the total versus default,
because | think there are sone -- there's nore than one
i ssue lunped in there, and when you go fromdefault to
total, it's not just sort of adding one, but you could
really look at a -- sort of a two-by-two table, which
no academ c paper would be w thout.

The two dinensions are is the information
collected online fromthe individual, yes or no, and |
woul d say by no, then it can be derived information,
and then is it retrievable in the ordinary course of
busi ness, and | think those two ought to be sorted out
nmore clearly, because they're different issues.

For exanple, if you apply for a |l oan online or
you nmake a custoner service inquiry and associated with
your nane cones your credit score or comes your
custoner profile, like this is a really good custoner,
you better really be nice to them is that retrievable
in the ordinary course of business or not? And |I'm not
arguing that, in fact, it has to be given out, but, in
fact, | think that would make that data retrievable in
the ordinary course of business, because if the
consuner canme back, it could be -- it would be maybe a

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N P

N N NN NN R B R R R R R R R
a A W N P O © 00 N oo 0o~ N+ O

900

new nunber associated with that, but it could be
retrieved in the ordinary course of business. So, |
need -- | think we need to sort out those two

di mensions nore clearly.

But I'll put as an aside in ternms of providing
access to derived data, about a -- | don't know, naybe
it was ten years ago, Equifax had a product that was
short-lived, but it was basically you got a newsletter
if you subscribed to this about your credit report and
credit facts, but one of the things they did, they gave
you a narrative paragraph that interpreted your credit
score.

Now, it took sone software and sone noney to do
this. It wasn't the score, but it basically said this
is kind of your financial picture, and, in fact, when
cl osed sone open tradelines on ny credit that | had,
that were on ny credit report, ny narrative got better
the next time | got ny newsletter. So, there m ght be
sone -- |'mnot saying we should recommend this, but
for conpanies that wanted to do this, there m ght be
sone clever ways to -- again, to provide access to the
information to the consuner in a way that's easy to
understand w thout giving away their corporate secrets

or their proprietary data and that way nmake everybody

happy.
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MR. MEDI NE: Davi d?

MR. DAVID HOFFMAN:  This is nore of a mcro
guestion. Steve, | was wondering if you could expound
alittle bit on what you nean by "prospect information”
that's included there and specifically whether the
prospects thensel ves gets to get access to that data or
it's the person who provided it.

And | ask that because the definition that's in
the footnote refers to a person when ordering a gift
that 1'massum ng fromwhat you're referencing there
that would then be shipped to a different person, but I
worry about, w thout having a better definition, it
could be extrapolated to also apply to situations |ike
a conpany that would nonitor and run news groups and
chat roons. |If you're in that business, you generally
are going to have to record conplaints fromsone of the
users about ot her users.

Wul d you have to provide the information about
who conpl ai ned and what the conplaint was if you' ve got
that in your systens? There's a variety of those types
of concerns.

And then | was just surprised at the
aut henti cation discussion followng that, that it
didn't include any of the issues that woul d be caused
by trying to authenticate prospects, if that's what you
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were really going for

MR COLE: On the latter point, it's probably
described by different subgroups integrating work that
didn't start together, so let's put that one aside,
al though it needs to be addressed, and I'mfortunate to
be able to be sitting next to Jerry if | need any help
on what prospect information is.

W had a limted focus. Wether it ought to
for this purpose have anal ogies that are built on that
[imted focus is something for this commttee to
consi der, but the prototype prospect information is if
| buy you a Christmas gift and | want it shipped to you
and | give your nane and address and ot her information
about you because it was pertinent to that gift and the
entity -- the online entity has that information, that
woul d be prospect information, and under our program
you woul d have a right to access that.

MR. DAVI D HOFFMAN:  Who is "you"?

MR. COLE: "You" being the gift recipient whose
information it's about. The right of access would go
to the person about whomthe information pertains.

M5. SWFT: If, in fact --

MR COLE: To whomit pertains.

M5. SWFT: And | also think the other aspect
in that definition is if the business accessed that
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information in its ordinary course of business. So,
"1l maybe build on the exanple.

I, Jane Swift, sent -- nowl'll get -- anyway,
Harry & David's apples to you, and now Harry & David
deci des through the online world to use the fact that |
sent you apples to start sending you nail about the
appl es that they have on sale this nonth, so they have
taken the information that | provided, they use it in
their course of business, and it's information about
you. You woul d have access to that information that
t hey have coll ected.

MR. DAVI D HOFFMAN:  So, ny foll ow up question
would be -- | was a little bit confused by the answer.
Are you proposing that for this purpose we really

should just limt that to the information that has been

given to fulfill a physical product that is then
shi pped to that user, or should -- because if we're not
going to do that, I think we've got sone major issues

here that need to be brought out.

MR, COLE: Jane, | may need help --

M5. SWFT: Let nme tell you what the definition
is actually fromthe BBB Online, and we won't give them
any footnotes and credit for it, and I'll just pretend
| made this up

MR. COLE: Then again, if it's lousy, we don't
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get bl aned either.

M5. SWFT: Right.

Prospect information woul d nean, one, when
associated with an individual and can be used to
identify himor her, so it gives an identification of
when it woul d be personally identifiable. Secondly, is
elicited by the organi zation's online website through
active data collection froman individual other than
the individual identified by the information and is
retrievable by the organization in its ordinary course
of busi ness.

It then goes on to further say that the term
"prospect information" does not include informtion
that the organi zation did not obtain online froman
i ndi vidual or information that the website cannot
retrieve by the individual's nane, e-mail address or
simlarly specific identifier in its ordinary course of
busi ness.

MR. DAVI D HOFFMAN:  So, that sounds like it
woul d include ny earlier exanple about news groups and
chat roons, also could include -- if soneone is running
an online service that -- to distribute content which
many people may find objectionable and are getting
prospects of who else mght be interested in that
service, then soneone would cone in and get access.
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Now, hopefully you'd be able to authenticate
t hat person who was the individual who was that
prospect, but that may be difficult, but be able to
cone in and get access to who are these people that
peopl e believe woul d want to get that objectionable
material. | think there's a |lot of issues there.
We're going -- we're going to need to work on them and

| think it is going to be problematic.

MR COLE: I'mnot sure | fully understand it.
| mean, |I'msure | don't fully understand it, but is
what -- is the kind of information you're talking about

now likely to be retained in a way by the online entity
so that it is retrievable in the ordinary course of
busi ness?

M5. SWFT: |In order to identify that
i ndi vi dual who was tal ked about ?

MR. DAVI D HOFFMAN:  Yeah, | think that's
i kely, that many services woul d be retaining that
information, and to even use -- so, those are ny
exanples that are a little further out but that | think
are problematic, but | think that there are -- just your
base question, take an online bookseller. That online
bookseller is going to record not just the name and the
address that they ship that information to but also the
books that they ship to that address. |f sonmeone has
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to conme back in to get -- if a prospect has to get

access to that infornation, there's no informati on that

they -- that that entity has to authenticate other than
t he nane, address and those books at that point in
tine.

| think that creates some real authentication

problens, and | think that's sone information, the

ki nds of books that may have been shipped to ny hone,
that | wouldn't necessarily want ot her

M5. SWFT: |

peopl e to get.
think you are tal king about an

aut hentication, but let nme just say, assum ng that you

can authenticate that, right, if I all of a sudden

start getting material mailed to me or sent to ne

online -- let's stay with that so I don't include

sonebody else -- that | find objectionable, | should

have sone way to find out
i nformati on and how | can
For exanple, if |

young child, and all of a

sai d sonet hi ng about ne or

t hey assuned that | would
online they assuned that |
mat eri al
home, |

access to a prospect

For The Record,
VWal dor f, Mar

cone into ny hone that I
think the reason for

is that |

why you possess t hat

get rid of it.

am as | am a nother of a

sudden, because soneone el se
mai | ed ne sonet hi ng t hat

want or ordered sonething
woul d want, | start having

don't want sent to ny

provi ding that type of

now need to have sone

| nc.
yl and

(301) 870- 8025



© 00 N o o b~ W N P

N N NN NN R B R R R R R R R
a A W N P O © 00 N oo 0o~ N+ O

907

control over how to access what infornmation you have
about nme that |ed you to nake these assunptions.

If you're utilizing that information, | should
have the opportunity to say | don't want you to assune
t hat because soneone else did X, Y or Z, that that's
sonet hing that should be associated with ne. So, you
may be right that this may be a policy discussion that
is a very inportant policy discussion, but I don't make
-- | nmean, | think that consuners would think if you as
a business take information that you get from sone
ot her source than me and use it as if it is true to
contact nme or in your course of doing business,
shoul d have access to that information, because you're
using it in sone way and perhaps in a way that | find
obj ecti onabl e.

MR. MEDI NE: W have a bunch of people with
flags up. Do any of you want to address the specific
i ssue of prospect information? Ron and then
Dei rdre.

MR. PLESSER: Well, on prospect, | think you --
it is clearly semantic, but | think you' re absolutely
using the wong word, because | think that prospect
information in the direct marketing industry, you know,
means sonething significantly different than the way
you're using it here, and | think it creates a | ot of
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confusion and difficulty.

Normal |y prospect information would be, you
know, a mailing list you obtain froma third party,
that you probably don't see it, it goes through a
service bureau, but it is the people that you are
prospecting. It becones conpl ex because there are sone
peopl e who have access provi sions who provide those
lists, and so you could go to that third party and get
the list, but if you're going to the nerchant, it's a
little difficult, again, because they probably don't
really have it in the database or possession unless the
prospect responds. So, it's one of those exanpl es of
where you woul d probably invade privacy rather than
l[imt it, and maybe you'd save it by the retrievable in
the normal course thing, which is a good concept, but
if you make it available, it's difficult.

So, | just think that the prospect -- to cal

it prospect information is | think a difficult thing.

| don't disagree -- | nean, | -- if sonebody sent ne a
gift certificate to -- to Amazon and | bought sone
books, | would argue that if | responded, | had a

busi ness relationship with Amazon, amnot really a

prospect, even though it cane from sonepl ace el se, but

| don't think we're arguing about whether or not those

peopl e shoul d be excluded fromaccess rights. | think
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t hey probably are at sone | evel of business
relationship with them How that devel oped may

be a little unique, and | think we can cover it, but I

think to call it prospect informationis -- is --
MR. COLE: Ron, before we --
MR. PLESSER. -- is just a red flag.

MR. COLE: Let nme nmake sure there's a conmon
under st andi ng here, Ron. Wen | send you -- ask to
have a gift sent to you and | give personal information
about you --

MR. PLESSER. It wasn't you who sent nme a gift,
but --

MR COLE: Well, did it cone in a brown
wWr apper ?

It's nmy understanding that that -- that you
woul d be consi dered a prospect by that entity. Now,
the term"prospect” is broader in the direct marketing
industry. It doesn't just include this situation. W
have defined it in the limting sense. So, we could
use a better word, | nean --

MR. PLESSER. Right, that's all

MR. COLE: -- that's an exanple of sonething
that is done for one purpose, and we shouldn't feel
driven by that.

MR. MEDI NE: | guess naybe the broader question
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is we're tal king about a category of information that's
reported by a third party about soneone else that is in
the files or the database of a conpany.

MR. COLE: And collected online fromthat
person.

M5. SWFT: And then used.

MR. MEDINE: But let's pose the sort of
gquestion that that poses, which is should |I get access
if I"'mthe subject of that information but the
information was reported to the website by a third
party?

M5. SWFT: And | think what we're saying is
you should if that information is used by the conpany.

MR. MEDI NE: Ckay. Does anyone feel that
that's a category of information that you shoul dn't
have access to?

Tati ana?

M5. GAU. Tatiana Gau.

How do you deal with the notice issue in that
situation? Because the person who has received the
books doesn't necessarily realize that Amazon has data
on themand is going to, in fact, target them So, how
woul d they know to -- even the fact that they have
access, because they haven't been given any notice?

MR. MEDINE: Well, turning that around, then,
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woul d you suggest that notice was appropriate in that
situation?

M5. GAU: | think that it really all depends on
t he conpany's approach to the situation. Now sonetines
you're seeing with sone deliveries and shipnments, you
are getting a statenent of the company, you know,
terms along with like a copy of the printout if you
need to return the item Sonetines there are terns of,
you know, agreenent and different stuff |ike that
printed on the back of a form So, it could be done in
t hat fashion

MR. MEDINE: Deirdre?

M5. MULLIGAN. | wanted to respond to two
t hings, one to David's concern and then to your
guesti on.

Davi d's concern about, you know, whether or not
this further conplicates access, because | think you
were saying there's an authentication problem right?
And | think it's kind of interesting, because Dan
Schut zer before was tal ki ng about using anot her
channel, right? You have -- Tatiana was just sayi ng,
so, | just got the book from Amazon, | now go and say
to Amazon, what information do you have on ne? So,
there's already -- | have the book, and | say, | just
got this book fromyou, da-da-da, ny nanme is Deirdre
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Kat hl een Mul ligan, and so there's a lot of circular
data there.

You have in sone sense al nost an additional
check, because | actually received a product to an
address through the mail. | mean, so, | think you're
right, there are authentication issues, but | don't
know that they're any different than sonme of the other
areas that we've | ooked at already.

| think that we do need to define "prospect
information.”" | think that there -- | think that
actually the prospect information conbined with the
retrievability issue does respond in nany ways to Ron's
question, because if I'ma conpany and |I'mdoing a
mai | i ng based on a prospect |list that |'ve gotten from
sonebody else and | don't have it, then yes, it may be
prospect information, but it's also not retrievable.
So, you'd say, | don't have that data, because actually
it's ablind mailing, it's done through a third party,
and so | don't think there's actually an issue there
that needs to be addressed. | do -- | don't think that
means that we don't need to define "prospect
information.” | think we do.

Can | add an additional -- | think that the
default rule approach is, in fact, the approach that
you have in nost statutory rules dealing with privacy,
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in nost business practices dealing wwth privacy. It's
t hat you have access, and then there are sone
exceptions, we call themusually, and, you know, the
goal is to enunciate where there may be exceptions, and
| think Jane's right that whether or not we |ike or
dislike this approach will a | ot depend on what those
exceptions are.

| think many of the exceptions that have been
articulated earlier on were useful, you know, does it
i nplicate sonebody el se's privacy? David asked -- you
asked a question, should | get access to data that
sonebody el se provided about ne? Well, if, in fact,
sonebody else is reporting ne as a child nolester to a
| aw enf orcenment agency through a website, they have
certain data about ne, maybe there's a mtigating
circunstance there and | don't get access, or you can
see there may be mtigating exceptions, but | think
woul d want to articul ate those.

| think generally the answer woul d be yes, you
have data on nme, it's personal information, you have
it, it"'s retrievable, it neets the definition, | get
access, unless there's sone other mtigating factor,
which I think is generally what's been laid out.

The one concern that | have with the default
rule as it currently stands is the notion it's very
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tied to in many ways an offline nodel of what
identificationis. |It's tied to nane, address,
sonething else that is, in fact, kind of an offline
identifier. 1t kind of explicitly excludes sone of the
things that we've tal ked about, unique identifiers that
are going to take the place.

You know, if we had done this a few years ago,
peopl e woul d have said, Wll, e-mail addresses aren't
really personal information. You can have six of them
We don't actually know what the person's nane is.

Well, yeah, but I nmean we now treat those as sonething
that is an identifier, and so I'm anxious to nake sure
that this is not outdated because we have catal oged a
set of identifiers that don't actually include the
identifiers that are going to be used to identify us in
the online world, and I would -- | think that a | ot of
that has been dealt wth in earlier discussions.

We have had a | ot of people say that if, in
fact, it's retrievable and it's about a specific
individual or it's collected as though it was about an
individual and it's being used to nake deci si ons.

There may be sonme mtigating circunstances. | think

we've -- you know, Dan and | have had sone back and

forth, are we conprom sing sonebody else's privacy, is

t here anot her way, should we require a deletion rather
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t han access, what can we do, but | don't want to | ose
the notion -- | don't want to outdate ourselves by
saying if you don't have the nane and address or the
e-mail, there's no privacy consideration here, there's
no access consi deration, because | think we're going to
see many dat abases that are based on other identifiers.

They may be digital signatures, they may be
things that nove us into the online world and out of
the offline notion of what is an identifier.

MR. MEDI NE:  Andrew?

MR. SHEN: Andrew Shen, EPIC

| would Iike to echo sone of Deirdre's
cooments. | think they are very intelligent ones.
Maybe one advantage of staying at the 50, 000-foot |evel
is that we make these sort of representations, make
them |l ast as |ong as possible, and there are, of
course, other considerations, of course, it's very
difficult to inplenment those sort of things, but that's
one thing we have to rem nd you, keep these
recommendati ons as technol ogy-neutral as possible, mnmake
t hese be guidelines that can stand the test of tine.

Several points, responding to what Lieutenant
Governor Jane Swift brought up in the beginning.
Enforcenment, | think in the security section, there are
enforcenment options. W didn't necessarily even
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endorse any enforcenent selection, but | think maybe
that's something as a starting point we can consider
for the entire docunent, so that it can enconpass
access and security, but that's sonething we can talk
about of course further.

And second, I'ma little worried that this
"ordi nary course of business" phrase is sort of like
sayi ng "reasonable.” Wat does that nean? For
exanpl e, Dash.com provides a different |evel of access
t han say Doubl edick, and they are in roughly anal ogous
busi nesses, so what is the ordinary course of business?

For exanple, a lot of conpanies are
participating in sonmething called Consunmer Profile
Exchange, CPEX, which is a standard for exchangi ng
i nformati on about internet users. Now, they are
transferring information about people in the ordinary
course of business, and obviously they have an ability
to do that, and so there should not be an ability to
provi de access to the subjects that that information
actual ly descri bes.

MR. MEDI NE: Wiy don't we go down the |ine,
because we have a bunch of fol ks here, Tom and then
Ted.

MR. WADLOW  Yeah, the "ordinary course of
busi ness" phrase kind of had nme concerned, too, and
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there seens to be -- |I'mjust thinking through the
exanpl es that we've been tal king about here. Sone
things that come to ny mnd are, for exanple, | send a

nunber of books every year to ny sister, and Anazon has

her address online, and when | deliver -- when | choose
to send things there, I send themthere.
VWell, of course, now they're shipping books to

my sister, and that seens |ike something that is in the
ordi nary course of business, but if that was all they
did, I wouldn't mnd so much and woul dn't necessarily
feel that ny sister needed to have access to that
information if that's all they were doing. They keep
that information available in case | want to send books
to my sister again. That also is getting a little
bigger, but it's still pretty straightforward there.

But if, in fact, then they start sending e-nai
to my sister, then -- you know, indicating that they
woul d i ke ny sister to buy nore books of the kinds
that | sent to her, now we're getting very deeply into
the situation where | think that sonme additiona
gui dance needs to be put in place there.

You know, there's a nunber of other issues that
beconme very interesting with sonething like this where
you have -- | nmean, we were talking earlier about
pseudonymty, and in a sense all of these different

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N P

N N NN NN R B R R R R R R R
a A W N P O © 00 N oo 0o~ N+ O

918

accounts, all these different informations are sort of
vaguel y pseudonynous. An exanple is, you know, let's
suppose that everyone here were to send a gift to
Deirdre for her -- all her good work. Well, we all

m ght get a slightly different version of her address.

Now, instead of having one odd thing, now she's
got 40-sone different versions of herself with that
system and it becones a very tricky and interesting
probl em

MR. MEDI NE: Ted?

MR VWHAM Ted Wham A whole grist of
di fferent wonderful things here to kind of consider.

First of all, in terns of access to the
i nformati on and what |evel -- topping off on what David
brought up as the whole issue of, you know, how nuch do
| get to see what other peopl e have provi ded about ne,
that brings the whol e question of whose data is it,
right, who is the owner of it, and I'll use the exanple
of Bay.

If I go and conduct a transaction on Bay, Bay
is facilitating a transaction between ne and a third
party, and at the end of that transaction |I can put in
a vote on that third party about how responsive they
were, whether they actually fulfilled the
transaction, so | can rate themone to five or
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sonething |ike that.

A conpilation of those ratings over tinme wll
tend to affect the ability of that individual to
transact yet future transactions, so that if a bunch of
peopl e give them negative responses, they are not going
to get any buyers in the future. ay, so, whose data
is that, all right? |Is the sumthat it averages to
2.9, that probably belongs to the individual who was
selling the data on there, but do they get to find out
that, you know, | gave thema vote of a 1.4 or that
sonebody el se out there said that --

M5. GAU. Yeah, you do. You do. It's al
posted publicly.

MR WHAM But | can't necessarily -- and | am
not an Bay user, so | m ght show ny own ignorance in
this case, but | don't knowif | can necessarily get
back to the real identity of the person who is posting
that information, even if Bay has it.

M5. GAU. If you're a registered user, you can
at | east know how to contact them

MR. WHAM  Ckay, | kind of question whether we
woul d want to enshrine that type of a system where
soneone i s nmaking a vote on the quality of sonebody
el se's services, is in a position where they can be
harassed by the person to whomthey have given that
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vot e on.

M5. MILLIGAN: | think that's where there's
maybe an excepti on.

MR. WHAM  Exactly, a whole host of mtigating
factors, and so it cones down to whose data is it and
to what degree do you want to viewit, and to cone down
to a notion where you have categorical access across
the board offers sone problens to that.

Coupl e other things | wanted to bring out, Jon
Smth had the comment about protecting pseudonymty. |
think that that's an excellent goal that we would |ike
to have. | think along the way we need to recognize
that there's instances where if the custoner w shes to
be, you know, representing thenselves other than who
they are, that business needs to have a right to say
well, then, | don't want to have a busi ness
relationship with you, and that you don't want to
require a business to have a relationship with soneone
who doesn't want to, you know, give their rea
identity.

There are countl ess exanples of that from
conpanies that require an e-mail response, and you' ve
got to actually confirmthat your e-mail is an actua
| ogged e-nai |l address because that's a fundanental
portion of how the systemis run, to other businesses
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that require that you provide a true credit card if you
are going to do an online bidding situation, right, so
they can show that you're not -- that you can fulfill
all the ordering and sone things of that nature.

The last thing is | want to talk a nonent about
the total access provision and contrast that to the
ordi nary course of business. |'ve heard sone coments,
my colleague just to the right, Tom here, was talking
about ordinary course of business causes sone concern
for him and | -- and | realize sonething that nay not
be really clear, and that is that there's a bunch of
data that is collected that is categorized in one
met hod that's very easy for businesses to get to, and
the data may be available, but it's not categorized in
another nethod that it is equally easy for themto do

it.

So, I'll use the exanple of the paper day
pl anner. |If you conme to ne, you know, okay, first of
all, you have got to go back a few years, you know, to

the use of a paper day planner, and we will nake fun of

t hose of you who still do who are in this room but if

you | ook at a paper day planner, it is very easy to

say, what did you do on March 22nd? You can go through

and say | was here, | was here, | was here, | was here.

But if you want to go through and say what are all the
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meetings | had wwth Jane Swift, that's substantially
more difficult to achieve, right, you have to go
through all the different days and catalog all that
di fferent information.

s the data present? Yes. |Is the data
collected for a legitimate business purpose? | would
argue yes. |Is it available in the ordinary course of
busi ness for the user of that day planner? | would
argue no, that that's not typically what sonebody uses
that day planner for. |Instead they want to find out
what |'mdoing tonorrow. To have a requirenent that
that data be available, it is technically achievabl e,
you can cross-reference it in a different nethod, but
now you're creating access to a bit of information that
was never available to the conpany before, and you're
creating a privacy risk as a result of that, because
now I'mstarting to ook at all the things | did with
Jane Swift --

M5. SWFT: Except under your definition,
because it's not retrievable in the ordinary course of
business, it would not be available to access by the
third party in that case.

MR VWHAM |I'mnot referring to third party,
|"mreferring to -- to Jane Swift. Ckay, so, the
exanpl e --
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M5. SWFT: | would be the third party.

MR. COLE: To assist this conversation, can
just read the definition, because there is a definition
here. We may hate the definition or we may like it,
but let me give it atry. "Information is retrievable
in the ordinary course of business only if it can be
retrieved by taking steps that are taken on a regul ar
basis in the conduct of the business with respect to
that information or that the organization is capabl e of
taking wth the procedures it uses on a regular basis
inits conduct of its business. Information is not
retrievable in the ordinary course if it would inpose
an unr easonabl e burden. "

So, under this rule, if, in fact, this is
information that on a regul ar basis the organization
does retrieve, or using the software prograns and ot her
techni ques el sewhere in the business it could easily
retrieve it upon your request and there's no big cost
attached to it, it's no big deal, yes, it should be
made accessi bl e.

MR VWHAM Ckay, | want to touch on that,
because I'mvery confortable with that type of a
construction, and nmy understanding is that that's the
prem se behind the default rule and that instead the
prem se for the total access rule is if you ve got it,
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you' ve got to nmake it avail abl e.

M5. SWFT: Right.

MR WHAM And to the point of creating systens
that don't otherw se exist to nake that information
avai |l abl e.

MR. COLE: That is a key distinction, that's
right.

M5. SWFT: And to the degree you go through
and define every single exanple, such as ny Harry &
Davi d, your Amazon.com you're getting into and
bl eeding into the case-by-case approach.

MR VWHAM Ckay. So, | would -- | want to
posit sonmething, and | think I am going to get shot
down on it, but |I want to throwit out there anyway,
and that is if -- | have to use an exanple first.

Excite assigns a cookie to individual users,
bot h anonynmous and registered. Those cookies are
reported in log file transactions, and we use it to
identify nunbers of unique users, becones a uni que
identifier so we can renove duplicates wthin certain
context areas, and we need the log file transaction to
be able to determ ne page views within a given area,
not necessarily who the people are.

| have all the building blocks to say where did
David Ellington go? | do not use that information
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today, and | do not go through and I don't have the
processes to go through and say | want a profile of al
the different page views that M. ElIlington does.
Dash. com does, but | don't have that nodel right now
Could | create it? Yes.

My understanding is that under the total access
provision, | would be required to generate that nodel,
| would be required to go through those processes and
create a set of know edge about data that | did not
previously have. |Is that -- do people -- are there
menbers of this conmttee who believe that that's a
reasonabl e goal that we should strive for? | see that
as being really risky.

M5. SWFT: But -- | think you' re expressing
your opinion, but | think the nost inportant thing is
totry to get people to a confort |evel of each one,
and as | said before, if you want to go to -- but |
think it's sort of useless, because whether -- unless
you have a need to know who supports which approach,
think what we're trying to do is define the broad
spectrum of approaches, try to determ ne what woul d be
t he nodel of those approaches, and we could sit here
and take a vote, but | think depending on a variety of
di fferent circunstances, |ike who enforces it and what
the details beconme, people are going to vote in
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different ways, and | can prom se you we wll never
come to consensus on one approach.

MR. MEDI NE: Again, the goal is not to conme to
consensus, and | will say that having the different
nmodel s out, even if just to contrast with the other
nodel s, is a useful technique, and the pros and cons
associated wth each.

MR WHAM So, | amnot |ooking for a straw
vote, not looking for it, but |I'msaying as an overal
policy objective, is there anyone in this room-- and |
suspect there are, so just if there is, you know, say
SO now -- is there anyone who believes that a total
access rule that requires businesses to create
categori zation of data that they do not already have is
sonet hing we want to endorse?

Because if there's no one who wants to endorse
that, then we should list it in the report and say it's
possi ble, but we think it's a bad i dea because of the
negative privacy inplications.

M5. MIULLIGAN: Can | respond since | --

MR MEDI NE: Sure.

M5. MIULLIGAN: | certainly don't want to create
a systemwhere we are -- the systemyou' re descri bing,
there is a very good paper that was witten by Ed
Pal ecky (phonetic), and he's the privacy comm ssioner
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in Ontario, and it tal ks about systens that bifurcate
systens and transactions, which is basically what

you' re tal king about, and that that is, in fact, a very
privacy-enhanci ng feature.

Now, the fact that you have -- whether or not
you're retaining a key that allows you to |ink those
becones very significant, all right, and what you're
saying is you have a system you have two parts, and
you have no key.

MR WHAM | can put Hunpty-Dunpty back
together, but | don't put Hunpty-Dunpty back together.

M5. MIULLI GAN: Right. Now, | guess part of the
issue is that you can -- and depending, if | cone in
with a subpoena because | want to have information
about what ny husband's doing -- ny future husband, by
the way, or --

MR. MEDI NE: Congratul ati ons.

MR. PLESSER: | was starting to wonder if there
was an announcemnent.

M5. MILLIGAN: -- and | do want all that
information, or if |aw enforcenent conmes in because
t hey want access, | nean, there is a privacy risk here.
Now, do | want to create a systemthat nakes that
retrievability easier and encourages nore nmalicious
behavi or, nmore inquisitive behavior? No, | want you to
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design systens that limt the risk. But for ne, the
corollary -- the corollary piece of this is that
self-regul ation mght be able to do a | ot of things.
It can't address the two scenarios that | just put on
t he tabl e.

| f sonebody cones to you with a subpoena,
sonebody cones to you with a warrant, it's really nice
that you don't want to give them access, but that
doesn't nean you're not going to.

MR VWHAM | may not have a choice, yes.

M5. MIULLI GAN: So, there is a need to
acknow edge that even though you may not be doing it,
it may not be retrievable in your ordinary course of
business, that it exists and it is retrievable when
push cones to shove and that we need rules to stop that

shovi ng.

MR. WHAM  Ckay, | could not agree nore, but do

we want to suggest --

M5. MILLI GAN:  Maybe we can get that in the
report.

MR WHAM No, | nean, do we want to suggest
that having total access, that we woul d suggest that
having -- that creating nmeans of access when they
ot herwi se woul d not be created by the businesses is
sonething that is a legitimate policy option that we
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woul d -- at |east one of the menbers of the commttee
woul d want to endorse?

M5. MIULLIGAN: | would love to wite a section
with you that basically said we think that this
bi furcation is good, we would prefer that people not
link this data, that they not have keys avail abl e that
allows this, but we understand that there is stil
risks in our existing |l egal environnment and that this
commttee thinks that in addition to addressing this
access issue anong the private sector, that there is a
real need to |l ook at setting limts on third party,
real third party, so, you know, nme going in after ny
husband's, right, and | aw enforcenent.

MR. BAKER. | think Ted asked the question, and
| don't think that's the answer. He asked a sinple
guestion, does anybody support this option?

MR. SHEN: Yeah, | support this option, and I
think sone of the privacy risks can be avoi ded.

MR. WHAM  So, you do believe that | should
create a systemthat allows nme to know nore about you
than | otherw se woul d? That seens so
counter-intuitive to ne.

MR. SHEN. You actually already have a system
right now that has all that information in it, if | --

MR VWHAM | agree, but | don't use it in ny
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business, so literally, if you're on ny site every day,
| don't know where you go. | really don't, okay? You
m ght argue that it m ght be a good busi ness deci sion
for me to doit, and I think | could probably make that
argunent quite well, but I don't know that today, and
if you nmake total access a policy requirenment, |I'll use
it, and let me tell you, if |I have to spend the noney
to catal og the data that way, you can bet your sweet
ass | amgoing to start using it to do things to you
that | don't do today.

| will spend a snmall fortune -- ny choice of
phrasi ng m ght have been poor, but I will have to spend
a small fortune --

M5. MULLI GAN:. W are sending you downstairs.

MR WHAM -- | would have to spend a snal
fortune to build that type of data, but if | have to do
it, I will use it to change your experience on ny site,
all sorts of things that I think wll nake you feel
worse at the end of the day than better.

M5. SWFT: Can | just say in the pros and
cons, opponents would argue that -- opponents would
argue, | think we m ght have |l ost a piece in the
transition. Under opponents woul d argue on page 9 of
the total access approach, the next to last bullet
says, "Providing access to derived data would affect
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the confidentiality of,” and I think that was supposed
to say "consuners” if I'mnot mstaken, which is
exactly what opponents are saying. So, we did try to
build in those types of considerations, recognizing not
everybody agrees that that has to happen.

MR. WHAM  But ny question still remains, with
this new bit of data input, do you still want nme to
provide -- a reasonable alternative, one of many to
consider for the FTC and others -- total access?

MR MEDINE: | would like to try to break at
noon, so maybe just to bring nore people into the
di scussion, | think we -- | think we appreciate the
point, and if people want to address that, they
certainly should, but James has been waiting patiently.

MR. ALLEN: |I'mmaking a long list of things to
tal k about, Janmes Allen.

First of all, I was on the -- this conmttee --
this subconm ttee and having seen the work in the |ight
of day integrated with everything el se makes it | ook
very different than it | ooked a week ago when we were
putting it together, and so there are a few things that
| would Iike to suggest that we do in general to the
report.

One is to avoid nanes -- section nanmes that
inply some kind of value, and | think, for exanple, the
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default nanme inplies sonething nore than it was
intended to nean. It mght be a lot nore neutral just
to say option one, option two and option three.

Furthernore, | think that throughout this
docunent we've inplied definitions of terns that are
then used in different ways other places, and |I'm
havi ng sone trouble -- the nost obvious one is where we
define that personally identifiable information doesn't
include stuff that's nonretrievable. | nean, | -- |
t hi nk nost of us or many of us or certainly I would say
that's not true, and | think we have to be very carefu
with the terns we have used t hroughout the docunent.

Third is that there have been -- there's sone
val ue statenents inplied in the text of the docunent
that -- the text quality, better in the pros and cons,
and specifically I'm concerned about the statenent that
t he case-by-case, so-called case-by-case approach is
inplicitly or by definition nore conplex than the other
approaches, because | don't agree with that.

Third of all, I think we're really trying to
oversinplify this. Both the default -- so-called
default approach and the total access approach are
trying to grossly oversinplify a terribly conpl ex
issue, and | think that, in fact, when you dig into it
and you look at all the qualifications that are
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enbodied in the so-called default case and then try and

put paranmeters on them so you could actually inplenment

it, you end up with a case-by-case approach, which is where
| started, and nost of ny paraneters sonehow ended up

bei ng del eted out of the final text, and I1'mgoing to

hope to get them back in by working with the final

drafters, by putting themin as a case study, because

they were originally in as an exanpl e.

But | really feel like we're grossly
oversinplifying this thing and that we really should
say -- we could say in one paragraph, you could give
access to everything, and that's total access, and
everybody agrees that that's not realistic. And then
you coul d give access to nothing, and that's the no
access case, and everybody agrees that's not what we
want to do. So, now let's talk about how we deal with
the conplexities, the sensitivity of data, the source
of data, who certified it, howretrievable it is, et
cetera, et cetera, because we really need to deal with
those to have any kind of a report that has any val ue.

M5. MIULLIGAN: Can | just say, if we deleted
it, we had no intention to delete anything. It was --
every piece of text that was in in anybody's docunent
was supposed to be here, and so if we did, | hugely
apol ogi ze.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N P

N N NN NN R B R R R R R R R
a A W N P O © 00 N oo 0o~ N+ O

MR. ALLEN: | amnot conplaining. |In fact, the
more | | ook through the docunent, the nore I find
pi eces that | thought got deleted. So, nobst of them
are probably there, just not in the formthat |
expected to see them

M5. MILLI GAN:  Ckay, the online version had the
red, purple, blue, green that people could follow and
|"msorry you don't get that in here.

MR, ALLEN. | think you did a great job.

MR. MEDI NE: And before Stewart, in addition to
nmy plea to webmasters, |let ne make one to consuners,
and that is on the notice aspect, admttedly notice is
not the focus of this group, but sonmehow whatever gets
deci ded on access will have to be translated into
notice to sone extent, and so |I would again keep in
m nd that the conplexity of whatever nodel people
prefer, how you translate it into that -- in an
under st andabl e fashi on so consuners appreci ate what
access i s being provided.

MR. ALLEN. One nore thing | forgot to say.
Andrew referred to the CP Exchange group or CPEX as he
referred to it, but that's an industry group that's
defining standards. They are not exchangi ng
i nformati on about consuners today. It's -- it's a --
you know, it's a standard defining work now, and it's
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not sonething that's going on today. | would hope that
sonme of us around the table who are participating in
that group don't get tagged with having -- with doing
this today.

MR. MEDI NE: Stewart?

MR. BAKER. Now, this has actually been a very
hel pful discussion, and | think it plays off of a
concern |'ve got about the document, which is a sort of
form essness to it and a lack of clarity to the options
for decision makers. You know, for exanple, in this --
in this option, if you pick the default option, you
coul d charge $15, but if you pick the case-by-case
option, you couldn't. | nean, this doesn't really nake
much sense. It's just sort of what you get when you
dunp the options together.

| think we al so have the problemthat the
options are really not a representation of the range of
potential views in the room W have a total access
option, which has some support in the room W have an
option that says basically you provide access unless,
you know, it costs you as much as a kneeling bus
(phonetic) to produce it, and then you' ve got a
case-by-case, which is hard to define in advance and
just below a |lot of talk.

It seens to me that at a m ni nrum we need an
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option that represents a sort of response to reasonable
access that is much nore limted than any of these
options, and, you know, I'Il put nmy hand up, | support
much nore limted options than any of the three that
are listed here, and | think we need to put sonething
in that focuses -- that sinply says reasonabl e access
means is this information nmaintained in a fashion that
wi |l actually have significant consequences for the
consuner you're maintaining it about? Is it
susceptible to sonme kind of correction so that people
woul d want to get access for a correction purpose? And
that would be it.

It seens to me that's an option that then
al l ows deci sion nmakers to see the range of potenti al
views on the -- on the commttee, and | will, with sone
trepidation, volunteer to circulate a draft in the next
coupl e of days, if that's okay.

MR. MEDI NE: Good, thank you.

Lorrie?

DR. CRANOR  Yeah, | have a few things. There
was a --

MR. MEDI NE: Could you use the m crophone?

DR. CRANCR  Sorry.

There was a statenent made that information
about third parties, you could not authenticate, and I
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just want to point out that if sonebody orders a book
for me, when that book arrives, it could cone with a
statenent that includes a password or sone sort of a
code which | could use if | wanted to go back to the
conpany and find out what they have on ne. So, that's
sort of a red herring.

Also, | wanted to reiterate sonmething that Mary
rai sed a while back about the matrix that she proposed
and | think it's inmportant to look at. She had said
that we need to | ook at whether data is derived or not
derived, and that's one of the differences between the
-- two of the options that we have here, and then al so
whet her or not it's retrievable in the ordinary course
of business. That's four boxes. W only have three
options. | think we need to make sure that all four of
t hose boxes get covered, as well as the additional
access that Stewart just raised, which | think needs to
get covered, as well. So, we really need to highlight
all the different pieces of the option.

MS. MULLI GAN: Lorrie, can you just say those
four boxes agai n?

DR CRANOR Two by two matrix, derived or not
derived, and retrievable in the ordinary course of
busi ness or not.

DR. CULNAN: O it could be even collected
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online was -- yes or no, so it could be -- if not
collected online but it's retrievable in the ordinary
course of business by PII

DR. CRANOR In fact, the not derived is
collected directly versus derived are those two
choi ces.

M5. MIULLI GAN: Well, there's collected
directly, there's collected from another source but not
derived, and then there's derived.

DR. CRANOR Right. | nmean, you could expand
the matrix to be nore than a two by two if you wanted,
as well.

MS. MULLI GAN:  Yes.

MR, ELLINGTON: Thank you, David Ellington.
just wanted to comment in support of what Ted had j ust
said. | -- I'"'malittle surprised that -- Andrew, 1'd
like you to respond to this, if you could, just
briefly. | was a little surprised that you woul d want
us in industry to actually create a category, and |I'm
-- and not expect us to have to develop a way to use it
to cover those costs, to actually pursue that, and |I'm
-- the reason why I'msaying |I'msurprised is because
as an individual, of course, | have a lot of -- |'ve
been supporting the consuner side, so | have had this
conflict listening to all of the discussions, but of
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course I'mrunning a business, too, and |I'm an
entrepreneur.

So, how do you reconcile that? You actually
want me to do sonmething? |'mnot clear.

MR. SHEN: Well, maybe | should clarify, and |
think that's -- you know, Ted brought up a very
i nportant point, a very inportant consideration. No,
don't want Ted to -- or you, | guess, as a businessman
to go through and categorize |og data, clickstream
data, transactional information in every single way
possible, in sonme ways to convey to ne, the consuner,

t he data subject, the anount of information you have on
me. | think in sone ways we can get around that
obstacle, and to be quite honest, | don't have a ready
answer, because | think Ted brought up a very
interesting question, but I think total access in al

of its other elenments and its -- and whatever it adds
to the default option is an inportant consideration and
sonet hi ng we shoul d continue to consi der.

MR. MEDI NE: Ckay, we have tine -- why don't we
just freeze the flags that are up and just go around,
starting wwth Jimaround to Lance, and then we wll
call a break.

Jim-- Ted?

MR VWHAM |'msorry, | --
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MR. MEDINE: Mizzle. | think we have got to

keep on goi ng.

MR. WHAM | just thought that was a nonanswer.

M5. GAU: | know, | agree with you.

MR VWHAM | nean, if you -- if it belongs in
there, I"'mnore than happy, if there's one person who

t hi nks that we should categorize data that's not

ot herwi se categorized, |'m happy to have it represented
in the report, this is a community of opinions, but I
didn't hear you say that.

MR, ELLINGTON: | understand, Andrew, and |
have |istened to you on the phone and I have |istened
to your conmments here before, and | have nothing but |
think -- | agree with a lot of what you' ve said on a
variety of issues. It's just that piece is very
strange to nme, just didn't fit.

MR. TIERNEY: Let ne first respond to this. |
think it's a bit unfair to say to Andrew is there
anyone here who has this ridicul ous position, and
Andrew says yes, and then when he answers, they say,
well, that's not a real answer. Now, | -- so, | think
it's clear that he has the position and he has every --
now, it also happens to be not ny position. M
position is actually to be option one -- is that
good? -- we will call option one, and you can all guess
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what that is.

No, the real reason | put ny flag up is that |
wanted to say sonme good words about this term"ordinary
course of business,” if | could. | like it for three
basic reasons. The first is that it is understandable.
It is understandable in the world, dare |I say, of the
law. It's also understandable, | think, intuitively to
| ay people. You kind of -- it is sonething you can
understand, and I think that makes it very val uabl e as
we | ook towards figuring out -- yes, | wll use the
word "enforcing"” -- various aspects of these principles
that we're tal king about, in this case the principle of
access.

The second thing |I like about it is that it is
flexible. It is by definition, will energe and change,
and once peopl e understand, businesspeopl e understand
that, indeed, their information that they collect in
the ordinary course of business will then becone public
to people, they mght want to change those ordinary
practices, and that's okay, too, because that's the way
the system works, and, for exanple, | think Andrew s
poi nt was, well, sonme ordinary course of business, sone
of these businesses | mght not |ike. That's okay.
That's to be resol ved in another forum

The point is, | guess to ny third reason to
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liking it, in addition to bei ng understandabl e and

fl exi ble, goes back to Larry's point about the
principle. It enhances transparency in this area. It
all ows people to get a fuller understanding, as all of
us have been fortunate to do around this table, of the
conplexities of the issue, if you wll, James, and of
how conplicated and hard this is to understand, and
then if access is available in the ordinary course of
busi ness, people will cone to understand the busi ness
and therefore |I think have a higher |evel of
informati on they need to nake whatever public policy
deci sions they would have to nake | ater on.

MR MEDI NE: Dan?

DR SCHUTZER: The difficulty I had with this
section is that it was okay in the beginning where we
tried to el aborate different situations, but as we
begin to discuss these options, and | hear people who
talk around it, well, you know, it starts to turn out
that we start putting adjectives and exceptions to al
of them right? So, we talk about full, but then we
tal k about there are sone exceptions about derived and
there are sonme exceptions about -- and the sanme with
the default and the case-by-case. Wat do we nean by
case-by-case? And we end up with an exanpl e that sounds
remar kably |ike the default.
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So, | say to nyself, are these really options,
really? | don't know, because by the tinme you put al
the right caveats and concl usions, they mght all three
be closer to each other, and there mght really only be
one option. | don't really know that, because no one's
really made the effort to really seriously take these
three pure things and tal k about things that woul d be
reasonable to apply. So, | don't think we've worked
hard enough at this particular case to really drill
down.

| suspect we only have one option. W have
|ots of pros and cons. W have sone words we'd like to
put inin ternms of reasonable, but we only have really
one option that | see there.

At anot her point, just to put on ny consuner
hat, now, wal k away from busi ness and put on ny
consuner hat, what would I like to see as a consuner, a
rat her paranoid kind of consuner, where | would like to
have really good control and access to all the
information on nme, but | certainly would not I|ike
conpanies to be able to integrate those in all ways. |
woul d i ke very nmuch to have indices where things are
very conpartnentalized, and I m ght have to do sone
heavy lifting, and that heavy lifting may not be as
heavy as you think, where | can pull on all this
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different information fromdifferent sources that have
different indices and different kinds of addresses,
different kinds of IP, e-nail, et cetera, so | can get
a conplete picture of what everyone has on ne, but it
woul d be extrenely difficult for any conpany or even
sonetimes subsidiaries of the sane conpany to get that
sane clear picture, and | suspect that nost custoners,
nost consuners are probably like that, like -- nore
like nme, in the case that many tinmes their notivation
in spreading their business around is twofold.
Sonetinmes spreading it around will find the best deal,
but sonetines spreading it around just so their
information is different and distinct and not so well
integrated. So, those are two points | have to make.

MR. MEDI NE:  Ron?

MR, PLESSER: | think it follows the track,
concentrating on really the default option, there's a
coupl e of concerns in there, and also on this view ng
concept. The proponents of the approach woul d argue
t hat consuners be able to view passively, and also in
the | ast sentence, | guess on page 5, "This system

woul d be consistent with the storage and use practices

of the business.” | think we're very concerned or many

peopl e are concerned that, you know, if access is
provi ded, that it should be provided and coul d be done
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inareturn e-mail, maybe even in mail, but the
question of kind of an online, realtinme access, and
this last sentence, | think, at |east raises that
spectre, that, you know, you have to do it consistent

with the practices of the conpany.

Vll, if the practice of the conpany is to use
the data online, I'"'mnot sure -- | nean, at least it's
an option. | think it's a big junp to say that the

consuner should be given instantaneous online access.
You gave ne kind of a feed before on

proprietary information, and | just want to follow

that. The way it is in this group is that it's a

subset al nost of derived information, and I -- | don't

think it is. In sonme cases it mght be. | nean,

direct information may identify a proprietary

consi deration, but there could be proprietary

i nformati on, how -- what can -- what suppliers you use,

what net hods you use or procedures or manufacturing

processes, there could be a lot of things that could be

di scl osed in an access request that could be proprietary

that's not necessarily derived.
So, | think that's a concept that's absolutely
not clear in the papers, and even | think, you know,

when -- | think the prior work of the FTC the

Departnent of Comrerce and even the safe harbor all has
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a clearer sense of, you know, proprietary information.
So, | think that has to be done, and | think -- | won't
say that we're using the wong word here with
"derived," | nean that's also a -- kind of a cross-over
word, but | think we have to define it and give sone
exanpl es or talk about it.

You know, | think we -- when we first started,
| gave the exanples of, you know, Anerican Express
where you get -- you know, | took three trips on
ai rplanes or four trips on airplanes in the |ast year,
they'I'l tell me which trips | went, where | went, where
| -- you know, but then do they characterize ne as a
frequent flyer or how they characterize ne for a
mailing or a pronotion | think is different, and that's
what -- | think the reports really need to delve a
little bit into that differential.

It's fine to talk about -- | support how
derived data is treated in this default approach, but I
don't think it's limted, because it really doesn't
describe what it is. So, we'd be happy to help in that
process.

MR COLE: It's not in the default.

MR. PLESSER. It's in the default.

MR COLE: It's not supplied by the individual
online. It's in the total access.
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Jane? |'msorry.

M5. SWFT: That's okay.

MR. PLESSER: You're saying in your default
report, you say derived data is not provided?

MR COLE: Yes.

DR. CULNAN: That was our point, too.
MR. PLESSER. |'m saying | support that
approach. | just don't know what derived -- still you

have got to define derived data in making that
statenent neaningful. | support the approach. | think
the total approach -- that's why -- one of the reasons
why the total approach is problematic. So -- but |I'm
just making nore fine points here that I think there
needs to be -- those refinenents have to be in there.

MR. MEDI NE: Rick?

MR. LANE: Yes, a point of clarification. Wen
you were tal king about having access to information,
when sonething is sent to nme from soneone, is what
under st ood, so you nentioned that you could have a pass
code so you could have access to that. Wat
information am | accessing, just the information of
t hat book or that product that was sent to ne, or al
the information that that site has on ne froma variety
-- you know, fromtransactions that |I have done on the
ot her side?
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Because if it's all transactions or even other
transactions of people that sent it to ne, the problem
isif | get a book from Amazon that has a pass code on
it, what happens if, you know, several -- you know, |
throw out the box and | don't realize there's a pass
code and soneone takes it out of the trash, or |I'm out
of town for vacation during the sumer and soneone goes
to Amazon, sends ne a $5 book, and then I'mable to
access all of the information on that individual,
including their credit card nunbers, because | have a
passcode?

So, ny question is nmaybe what information is
that third person or that person who got the product,
what are they able to access? And maybe | m ssed
sonet hi ng there.

DR. CRANOR Well, I wouldn't try to define it
here, but | think, you know, we would cone up with
sonet hing reasonable. | nean, | --

MR. VWHAM We want unreasonable rules, come on

DR. CRANOR -- in the bookseller scenario, |
woul d assume that it would be the information about the
gift transaction that is relevant to ne. So, the
credit card nunber of the person who sent me the gift
is not relevant to ne.

M5. GAU. No, no no, what if you had purchased
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fromthat site and so there's history about you at that
site, should your information, in addition to
i nformati on about being a recipient of a gift from

soneone, all be in the sane file?

DR. CRANOR: Well, there are two -- | nean --
MR LANE: | mean, if | have a book that's sent
to me, | have all the information really |I need, maybe

except for the person who sent it to nme, but maybe |
want to send that anonynously because | -- you know,
it's a -- you know - -

DR. CRANOR So, if | already have an account
with Amazon, then | already know how to access ny
account with Amazon. If this is setting up a new
account with Amazon, | think there's a question of
whet her you want to link the two accounts automatically
or otherw se do sonet hi ng.

MR. LANE: So, that's the question. The bottom
l[ine thing is why do | need to have access to that
i nformati on, because all the information -- of a book
being sent to nme, because all the information is
al ready there? Qoviously Amazon has ny nanme, address

DR. CRANOR But if I've never purchased
anyt hing from Amazon, so now they are creating a record
on nme for the first tinme, | should have sone way to
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access it. If I'"'malready a custoner, | already have
it.

M5. MILLI GAN:  Maybe they have nore
information, and this goes to Dan Schutzer's point, is
you have to use reasonabl e authentication for the kind
of access. |If you are going to provide access to the
credit card nunber on file, no. The book transaction
i s probably not enough. So, | nean --

MR MEDINE: Ckay, | think -- | appreciate the
point. W may need to separate access as to what,
dependi ng on the context, but again, given the clock,
just relatively brief comments.

Dan Jaye?

MR. JAYE: Ckay, very briefly, the first one
was on the personally identifiable information
definition, we had a di scussion about being very crisp
on our definitions. One thing | would like to offer up
is | think that sone | anguage about identifiers that
could be used to locate or contact an individual is
hel pful, because otherw se we deal with types of
identifiers that may be used for statistical purposes,
they may be uni que, but they don't have an ability to
be tied back.

There is also the use of the term"globally
unique ID" that's another termwe need to define, and
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we've taken a stab at that in the past, but
particularly the sensitivity there is IDs that have a
high risk of being associated with data that can then
be used to | ocate and contact an i ndividual.

The second point here is just an aspect of
access in terns of data retention. W -- data
m ni mal i zati on has been nentioned in the past. One
techni que to sol ve business -- the business need to do
fraud detection and auditing is to use sanples, so
rat her than keeping conplete log files for everyone
forever, you mght keep a two-week -- keep log files
around fromtwo weeks on a 1 percent random sanpl e of
data so that you can |l ook for fraud and spoofing.
There's a bunch of reasons why we need to have, for
exanpl e, network-level information to prove that, for
exanpl e, robots aren't clicking on ads generating
artificial click-through rates, et cetera,
and one of the concerns there is consuners -- if you
notify consunmers and give them notice, saying your
information may be retained for two weeks for this
pur pose, then they're going to say, can | have access
to that information?

VWl l, sonetines you can provide it because
they're in the sanple, and sonetinmes you can't, and
j ust the ongoing concern consuners m ght have about,
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you know, are they just refusing ne access or did they
really not have it?

The third point is there was a point that
Dei rdre made, and please correct ne if | got this
wrong, but about self-regulation can't prevent the
access to the data by subpoena or |aw enforcenent. |
think it was sort of a point to -- to a point that Ted
made, and | just wanted to sort of raise the point in
general that |I'mnot sure that |egislation does that

either and certainly raise the point that many people

have considered, which is that big brother -- apol ogi es

to governnment enployees -- was not a corporation, was a

governnment institution in Orwell's book, and that
| egi slation mght very well carry along with it
carve-outs for |law enforcenent that would actually
potentially require custoners to keep nore dat a.

M5. MILLIGAN: Can | respond to that?

Carve-outs woul d suggest that sonething now
exists, right? 1It's kind of | had sonebody yell at ne
once saying that | was creating a carve-out for access
to medi cal records by dog catchers as though they had
Fourth Amendnent protection, which, in fact, they
didn't, because the only way you get it is through
statutory creation.

MR. JAYE: | am not suggesting that you are
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recommendi ng that.

M5. MULLI GAN:  No, no, no, what |I'msaying is
you can only go up fromwhere we are, and the only way
to do it is through |egislative processes. You cannot
say | aw enforcenent, you need a warrant to get access
to this data, if statutorily they don't -- | mean, BBB
Online can do a lot of things. They can't do this.

MR. COLE: And nor are we seeking to.

MR. MEDI NE: Ckay, | --

MR. JAYE: | think | was making a different
point, but I'll table it for now

And then the last point is related to this

i ssue about the third -- another consuner forwarding on
data -- basically providing data about another consuner
and the issues of notice. | just want to run out a

scenario that if you nmake an online purchase today, for
many, many nerchants, if you want to ship it as a gift
to athird party, you actually have to call up the
credit card conpany and give the nane and address of
the recipient to the -- have it on file at the credit
card conpany so that it can be verified, and | just
want to raise that as an additional issue of how do you
provi de notice and access in that case to the third
party.

DR. LANCE HOFFMAN: Can you go through the --
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MR MEDINE: | amgoing to arbitrarily break at
12:15, and then we can resune with whatever flags are
up, if you want to discuss --

DR. LANCE HOFFMAN. O fli ne.

MR. MEDINE: O fline, okay.

Josh?

MR. | SAY: Josh Isay.

| would Iike to raise an elenent that only
seens to be in the case-by-case approach, which is the
likely use of the information, which has not been
di scussed yet, and | think after lunch I1'd love it if
we could go back and tal k about it, because it seens to
me that we do hold different standards for different
uses of information. | nmean, consuner credit
i nformati on, we have different access and correction
requirenents, and | think that has to be true in the
online world, as well, and I just think it's an
i nportant issue that we go back and tal k about consuner
credit information and health information after the
break, because | think that does change the access --
it can change the access requirenents.

MR. MEDI NE: Ckay.

Lance?

DR. LANCE HOFFMAN: Lance Hof f man.

You'll be happy to know this is not going to be
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substantive but nore on process, and it will be brief.

| -- this discussion today has to ne at | east
been so far the best of all of the discussions and the
nmeeti ngs we have had. An awful |ot of good information
has conme out, and I amsort of |ooking forward to and
al so cringing at the sane tine at what we have to do
with this and whatever is going to transpire in the
af t er noon.

It strikes ne, and | would |like to get sone
gui dance fromthe chair, David, before we break for
[ unch, in essence, in some manner, this conmttee is
going to have to nerge the so-called lightly edited
draft, okay, wth at |east points that have been
brought up in today's transcript, possibly also with
the so-called preface or so-called summary, but that's
all up in the air right now, that we started tal king
about this norning, and put all those together into a
-- arevision of the draft report, which presumably
wi |l have a short executive sunmary with it.

That's going to be a major effort. Having done
that, we're not done yet. Having done that, that is
going get e-mailed or distributed to the commttee
menbers. Comrents will be nade by the nmenbers of this
commttee -- this is all in a very short tine franme --
and the -- let ne call it a drafting commttee wll
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then have to go and do redrafts or accept and reject
certain of these coments and obj ections and what ever,
send out the final report -- and tell me if I'magetting
this wong -- send out the draft final report so that
peopl e can, if they wish, put in any additional
comments or dissents, to then go all in one nice, neat
package to the Comm ssi on.

Do | have this right so far?

MR. MEDI NE:  You do.

M5. GAU. Wth an e-mail vote.

DR. LANCE HOFFMAN: Wth an e-nmail vote. So,

want to ask -- speak to this, please, before |unch
MR MEDINE: | don't want to spoil your
digestion. | guess what | would say is let's all take

out our calendars during lunch and consi der how we can
achieve all those goals within the tine frane that's
required, which is a report to the Conm ssion by the
15t h.

| would also follow up on an earlier suggestion
that if groups want to maybe nom nate two people from
each group to be part of sonme drafting process so that
each of the groups has representation, you m ght
confer anong yourselves and nom nate two of your
menbers to join with the drafting group so that you
make sure that your views are represented in the
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revisions to this effort. | think that would be
hel pful to have a broader representati on as we nove
forward, but | think why don't we conme back and try to
| ook at our calendars and figure out how we can
acconplish all of these tasks.

DR. LANCE HOFFMAN: Is that a fixed deadline?

MR. MEDI NE:  Yes.

(Wher eupon, at 12:15 p.m, a lunch recess was
t aken.)

(Wher eupon, there was a change in court

reporters.)
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AFTERNOON SESSI ON
(1:35 p.m)

MR. MEDINE: W had a coupl e people that had
flags left standing as we broke for lunch, some of whom
may be here. If we could -- thank you.

| would i ke to try to closeout -- we have
basically two nore areas to cover. One is the entities
di scussi on under access, and then security plus whatever
remai ni ng coments we have on the initial discussion,
and again we're going to be under the gun in terns of
getting -- not nentioning having to reserve sone tinme to
di scuss the nechanics of the report. W're going to
keep comments briefly focused to get through a fairly
hefty agenda.

Let me also note that Art Sackler is here for
t he record.

MR. SACKLER: Thank you, Davi d.

MR. MEDINE: And he was here before the break,
just for the record. Rob?

MR. GOLDMAN. Rob Gol dman, Dash.com two quick
points. One was on derived data. These both canme from
the end of -- just before the break. One was on derived
data, and | think we haven't made a distinction in the
room and it would be a good idea to do so maybe in the
docunent between factual derived data and nonfactual derived
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data. Facts that are corrected are facts. W can nmake
the inferences that are basically just aggregations,
summat i ons, counting, various mathematical operations on
facts, and those remain facts.

But as soon as you make an inference that is an
opinion, | think it's a different kind of derived data
that should be treated differently on the two by two or
what's probably rapidly is becom ng 16 by 32.

The other is on sanpling which Dan raised
qui ckly, and sonething that we've | ooked at quite a bit
and deci ded agai nst, and the reason we deci ded agai nst
sanpling, and | think many of the conpanies in the room
probably have taken the sanme tact, is that it doesn't
work well in an environnment that is a one to one
mar ket i ng envi ronnent.

So it works fine for things along the Iines of
audi ting and general high level information but, if
you're trying to do one to one work, sanpling just
doesn't work.

MR. MEDI NE: Thank you. Deirdre?

M5. MULLIGAN. | actually just wanted to go back
to a point that | nmade earlier about ny sense in talking
to several people who are actually on the initial access
one subgroup was that -- and it certainly | think has
conme out around the table, there seens to be kind of a
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majority of opinion that favors the option one.

|"'mnot certain, but that's certainly a | ot of
what | hear around the table, and that's what | heard
from people who are actually in that working group, and
| nyself lean towards favoring that because |I think it
represents the notion that access is yes, and then there
may be sone reasons why we say no.

But | just want to say again that | really would
only be able to think that that was appropriate if it
reflected the notion that identifiers which make things
retrievable in the ordinary course of business, while
they may not have a nane and address on them are still
things that we want to consider access to subject to
sone of the limtations that we mght find in the
aut henti cati on area.

And | don't think that's reflected there now,
and | really would like it to be reflected, and |I'm
interested in other people's opinions about that.

MR. MEDI NE: Turning that around, how does that
i npact non personally identifiable information in terns
of access?

M5. MILLI GAN:  The notion of non personally
identifiable is a very slippery term | nmean, | can
tal k about, for exanple, if I say we have information
t hat has been conpil ed about your use of a service but |
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don't have your name attached to it but in fact you're
the only person that has gone to those six web sites and
we're using all this data to make deci sions about you
wher e quote, unquote, when you cone to the web site,

we' re changing the experience -- we're contacting you
with different ads, if you want to use the word

cont act .

| don't necessarily know that that's the right
term but to push a little in the direction that Dan was
suggesting, we're contacting you. W may not be sending
it through the mail, but we're sending it to your
identifier. W're sending you a different nessage.
We're contacting you with different content. W can
contact you. W can profile you and contact you because
we have this identifier.

In the offline world it would be your nane and
your address that we would need to do this. In the
online world, we're using this profile that's attached
to a global unique identifier, a consistent identifier,
a persistent identifier, and if we knew it was you, we
certainly have a file that we use in our routine,
ordi nary course of business associated with this
identifier, here's the data.

And | don't want to suggest that the nane is the
magi ¢ thing that nmakes that data inportant. |It's being
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used to make substantive decisions perhaps. Dan
certainly thinks there's sone reasonabl e things one
could do, and I don't want to create this bright |ine
that says only if it has a nane, address or emi

addr ess.

MR. SCHUTZER | woul d support that notion.

MR. MEDI NE: Let me just respond to that.
Dan?

MR, SCHUTZER. Wuld you nean, let's say, for
exanple, a lot of us have fixed |IP addresses, for
exanple. So if | have an | P address, you know who |
am You don't necessarily know ny nane and address. Is
t hat your point?

MS. MULLI GAN:  Yes.

MR. SCHUTZER  And you can al so comuni cate back
to me that way, so | would support that notion that a
Pl could be sonething |like that.

MR. JAYE: | just want to clarify the
definition. Wen | use the termcontact it nmeans | at
any given tinme can send a nessage to you at a tine that
| choose, so | specifically do not include that at the
time you visit a web site that a web site can recogni ze
that you are a repeat visitor

That is not considered at least in ny intent of
using that definition, just so that ny definition isn't
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used in a different way, to be counted as a contact.
Contact would be | can send a nessage to you because you
have a fixed IP address. | can send a nessage

to you because you have sone sort of contact mechani sm
i ke an anonynous enmil address.

M5. MILLI GAN:  For you it turns on whether it's
push or pull?

MR. JAYE: Yes. It depends on whether it's
active or passive.

M5. MILLI GAN: |1've seen them both as active.
It's very clearly a push or a pull.

MR, JAYE: It's whether or not the conpany can
interrupt the consuner with sonmething that they didn't
ask for as opposed to -- with sonething different than
what they woul d see otherwi se, so in the case of an ad
on the page, they would see an ad on the page no matter
what .

The ad is nerely relevant to them It's very
different than | stuck a nessage in your in-box.

M5. MILLIGAN: | think you're right. There may
be differences on howintrusive is it on ny privacy, but
it doesn't change the cal culus of you' re using the data,
you' re using the data to change ny experience, to change
what | get. The data is associated wwth nme in sone way,
shape or form
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MR. JAYE: Absolutely. It affects the
experience of the conputer visiting the site. | wanted

to clarify the definition of contact that | was giving.

MR, SCHUTZER. | would say your exanple is nore
intrusive your way. | nean, in other words if you give
me an email, | can build a filter and elimnate al

that stuff or put in a special folder, but if you're
going to hit me wwth a banner ad that | don't want,
that's going to slow ny experience and be a pain in the
butt, and | really don't want that?

MR. WHAM You're going to get a banner anyway.
It's just a question of which banner.

MR. SCHUTZER  Well, no. | mght get a lot nore
with ny IP address if they find that |I'ma good target
for nore things, so | may find that nore intrusive.

MR. MEDI NE: Davi d.

MR. DAVID HOFFMAN: David Hoffman fromintel. |
just have a question for Deirdre. I'ma little confused
by the | anguage, first off that we say because you m ght
have a local identifier I know that it's you, and |
don't think we know that. | think we knowit's the
machi ne or you know it's the browser which creates al
the problens, and that problemis in the draft in
di fferent places.

And because of that | feel there's a lot |ess
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harm that could ever potentially come to a user based on
the information that could be collected because they can
al ways change that. It can't be tracked back to ne as
an individual because | can always delete the | ocal
identifier in ny browser, start over and not have to
worry about it, so the question | have for you is, could
you talk a little bit about the kind of harmthat you're
trying to prevent.

M5. MILLI GAN: We can tal k about harmif that's
part of what's useful for the discussion. |'mactually
trying to tal k about access, but 1'lIl give you an
exanple. You said this would be | ess harnful than other
things, and in fact the overbreadth of the potenti al
collection is in fact what nakes it nore harnful.

There's an exanple, | know people this has
happened to. They share a conputer with a coworker, a
famly menber, et cetera. They are researching
sonmet hing dealing with sexual orientation or sone other
i ssues, and all of a sudden the ads reflect sonething
t hat i ndi cates sonething perhaps about the person who
was browsi ng.

MR, DAVID HOFFMAN. So if they delete the
identifier, then the harmis solved, right?

M5. MILLI GAN:  Well, you're presum ng the
i ndi vi dual s know they can delete the identifiers, and
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that is a pretty big assunption from nost people's
experiences on the web, and all identifiers are not
possible to delete on ny side. | nean, there are
different issues here. Dan probably is not free to
change his | P address.

MR. SCHUTZER  Yeah, trying to change your fixed
P is not going to be so easy.

MR. DAVI D HOFFMAN:. To take care of your
concerns, if it was split to tal k about the kinds of
identifiers that you can either change or opt out of
provi di ng and have a true choice and we were able to
educat e consuners so that they knew how to do that and
what that was about, then have we solved -- you said
you' re not tal king about harm You're tal king about
access, but | thought the whole reason we were talking
about access was to prevent harmto consunmers so that
confused ne.

M5. MIULLI GAN:  No. | nean, the access
di scussion is not prem sed on harm other than the notion
of how we protect privacy. Part of it is transparency
and all owi ng peopl e to understand what data is being
col l ected and processed about them

MR. MEDI NE:  Ron?

MR. PLESSER: A technical point being here on
behalf of CIX. |IP addresses are al nost al ways
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dynam c.
(Chorus of nos.)
MR SCHUTZER I ncorrect.
M5. MILLI GAN:  They're becom ng nore and nore- -
MR. MEDINE: DSL and cabl e nodens use fixed IP

addr esses.
MR. PLESSER: | get a different answer every
time | ask that question. | think mainly if you had

| SPs here, they would tell you that they are dynam c and
t hat they change.

MR WADLOW |I'msorry, Ron. | aman ISP and
they are not dynamc. Many individuals --

MR. PLESSER: W're talking different |anguage.

M5. MIULLI GAN: It depends. It varies highly.

MR. MEDI NE: Ckay.

(Di scussion off the record.)

M5. MILLIGAN: Can | finish responding to the
guestion?

MR. MEDI NE: Let's have a quick cl ose out
because we need to nove on to the entities discussion.
Deirdre and then Jane.

M5. MIULLIGAN: | think the presunption in the
default one is if something is retrievable, right, in
t he normal course of business and then there's this
guestion about whether or not it's personal, and ny
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argunent | guess is that information that's being used
to make deci sions about people is archived in a way that
it isidentified as a specific -- it may be a conputer,
the same way it may be ny phone, but we all know that ny
phone nunber and ne are fairly tied, ny |IP address and
me are fairly tied, a unique identifier that's assigned
to me could be tied, that there may be reasons why we
say no because there may actually be information about
si x people and therefore we're going to mtigate on the
access, but that we don't create an assunption that that
data i s never accessible which is what this does right
now.

MR. MEDINE: This may be roomfor two nore boxes
on the chart for identifiable, unidentifiable. Jane?

M5. SWFT: Wichis actually a good segue for
me. First of all, just on a procedural thing, | think
under st and people wanting to change the titles, but | do
think there's sone value in having a title to each of
t hese approaches beyond option 1, option 2, option 3
which is much nore difficult to sort of understand what
we're talking about. [It's just the way that people who
operate in words and not nunbers conmmuni cate.

Secondly, in our access two subcommttee earlier,
we had done a whole list and attenpted to do a list that
then got taken out just of definitions, and I'mthinking
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that one of the things that mght help us to get to the
end of this process is a |ot of the discussion we're
having is on using consistently the sane words for the
sanme definition and agreeing on definitions.

And that to me may be sonething that we could
all conme to closure on through email in the intervening
time, and then it could be edited in a way that | think
achi eves sonething, so | would just put that out as
perhaps a task to be acconplished that would help to us
save tine.

My last point which gets to yours is we talk
about option one default rule, and everyone starts to
tal k about under which circunstances they would find
that to be the nost preferable approach. |'mnot -- |
hope this doesn't bring us back to where we started, but
that was the thought between case by case is that the
subgroup | believe recognized that in an attenpt to have
an approach with relative sinplicity that you woul d
| eave sone things undefined.

We did pick the termordinary course of doing
busi ness because it does have as | think Ji mpointed out
very well before the break sonme | egal, some definitiona
and sonme sort of general understanding. W didn't get
into derived versus -- we limted what was information,
didn't get into global and unique identifiers, limted
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what we thought of as information as well.

Because of this reason, when you start to talk
about the cases under which you woul d want uni que
identifiers, for exanple, to then be access to data is
not all the tinme. Even in the cases, it is, well, if it
was used for X or if it was information about ny sexual
status or preferences, then it would be. That starts to
bring in a conplexity that says sensitivity actually is
what defines whether or not a particular type of
information may be or m ght not be utilized.

All I"'msaying is that, well, undefined | think
sonme of the fol ks around the table who want to nake
option one default rule exactly what they want perhaps
shoul d engage in a debate. |I'mtrying to get nore
clarification for case by case because | think there was
a real intent, and | recognize that may draw away from
t he general support for option one, to | eave sone things
in broad definitions to do a sort of thing that we
t hought was wor kabl e, but that was al so understandabl e
and sinpl e enough to be inpl enent ed.

MR. MEDI NE: Thanks. | would like to again
because of the clock to nove to the entities discussion,
and perhaps soneone fromthe entities group could
help -- also one quick style suggestionis try to
transform sonme of these questions into options just to
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be consistent with the other sections of the report.

| know we're all trying to blend it into a
cohesi ve docunent, but that mght be a useful way to
just make it appear simlar to the other discussions,
but there seemto be three entities that are discussed
internms of -- and it m ght be useful perhaps if naybe
soneone in the group mght be able to wal k us through
what their thoughts were on those divisions or what the
consequences woul d be.

MR WHAM May | nmake one qui ck access thought?
In terns of access it would be useful, and I don't know
what people think about this, if access were |imted to
being able to provide access in an online nmethod. There
was a | ot of discussion about batch processes versus
real tinme processes, but even batch allow us to cone
back via email as opposed to requiring snail mail,
al t hough there may be an enfranchi senent issue around
t hat .

Because we're tal king about online data
presumably everybody has online access and it's a | ot
| ess costly to be able to send sonet hi ng back enui
than packing it up in an envel ope so avoi di ng any
requi renment on the governnent |evel for offline

response.

MR. CERASALE: David, mne's been up for quite a
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whil e, even before | unch.

MR. MEDI NE: Sorry.

MR. CERASALE: Because | don't want to interrupt
the entity discussion. | have just a couple, sone of
themare fairly specific. | raised |last neeting the
idea of what if there is no data held and you get an
awful 1ot of questions about that, and | can envision an
individual trying to get every dot.comto show ne the
data you have, and we do have in the access di scussion
costs and whet her you shoul d charge soneone or not.

| think we really have to consi der whether or
not someone sends around in a sense fraudul ent or
harassing -- not fraudul ent, harassing requests that
t here should be sonme formof required paynent of them

That woul d nean if you don't have any data in a
certain place and you get inundated with a | ot of
requests, that costs a lot of noney to respond, to
actually be of sonething added here.

The other is | really hope that we do go to the
definitions because no offense to ny fell ow Cape Cod
house owner next to ne here.

MR. CATE: : Are you about to offend ne?

MR. CERASALE: Yes, | am He has a statenent in
here that is quoted. It's not sonmething we put
together, it's sonething that's quoted. He's saying
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that date of birth by itself is personally identifiable

Well, | can give you a whole series of dates of
birth, and you may or may not know whet her one of them
is mne, it doesn't tell you a darn thing about who I
am so | think that we want to make sure we define what
PIT is here.

The other is | really hope, Jane, that we try
and find another nane for prospect since it has another
definition outside, and I'll try to think of sone word
to help you.

The other -- | want to go to page 1, actually
page 2, which is the access, nunber two access, and |
want to raise these issues because | think this section,
the initial section before any of the options, is
basically a general statenent section, and as we go down
to the one, two, three, four, fifth paragraph where a
deci sion has been made to extend access rights, we talk
specifically about rights here in the access di scussion.

And if you want to do that, that's fine, in pros
and cons, but | don't think that I would |like to have
rights put in here. You can say where decision is nade
to extend access to a consuner. You don't have to say
rights or sonmething |like that. | would hope in any
place that it's not tal king about pros and cons, that
the word rights be renoved because | don't think there's

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025

973



© 00 N o o b~ W N

N N NN NN R B R R R R R R R
a A W N P O © 00 N O 0o~ W N+ O

974

a consensus that it's a fundamental right.

The paragraph right before that, the |ast
sentence, discusses raising additional authentication
problens for data that is not -- that have a uni que
identifier or a browser identification and so forth.
would i ke to add in there, it's not just raising
addi ti onal authentication concerns but al so additional
privacy concerns to allow access there.

Now | would like to, if we can, turn to page 8
which is the first section on B, total access approach.
| want to ask a question. 1In the second -- let ne find
it here, in the second paragraph where we tal k about
consuner costs, it's the paragraph that goes "this
approach,” if you go down one, two, three, four, five
lines, consuners would al so experience additional costs
such as pass through costs for system upgrades, new
personnel, et cetera and so forth.

| would like, if we can, to add sonmething in
there that says they're going to face higher prices for
goods and services for all consuners to provide access
for those consuners who request it or sonething al ong
that line. | think this report needs to show that the
access costs are going to go on all consuners, not just
t hose consuners who want it.

And | think one final statenent, the general

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N

N N NN NN R B R R R R R R R
a A W N P O © 00 N O 0o~ W N+ O

statenent |'ve said many tinmes before, on uses of data
versus access. | think there's a huge difference in the
use of data and what we should do in access and how you
should do it wth any cost benefit equation for data
that's used to determne the eligibility for a product
or service, whether or not you're eligible to receive it
versus data that's used to determ ne whether or not a
business is going to expend its resources to offer a
good or service directly to you

| think it's a huge difference, and it's in the
approach here. It's in a couple things, but | wanted to
really enphasi ze that because it's a major difference.
Deirdre, you tal k about you're making choi ces, and that
puts all of it together. The choice of whether or not
to send you an ad is very different of whether or not
you can buy this product.

MR. SCHUTZER  What if the ad had di scounts?

MR. CERASALE: Pardon?

MR. SCHUTZER  What if the ad canme with
di scounts or sone kind of a feed-in teaser, | don't get
it and you get it.

MR. WHAM  You do that all the tine, all day
long you're --

MR, SCHUTZER. Does it have the relationship of
eligibility in a sense?
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MR VWHAM Al |'msuggesting is that there is
not a business representative at this table that does
not use price discrimnation.

MR. SCHUTZER O course.

MR WHAM Price discrimnation is economcally
efficient.

M5. MILLI GAN:  The only question is whether or
not --

MR. MEDI NE: The question is should you have
access to information that leads to the decision to
choose different prices.

MR. WHAM  The answer is you | ook at what the
analog is in the non online business where there is
absolutely no requirenent for that in any sector that
"' maware of in Anerican business. Were is it that I
amtold as a custonmer of Nordstromthat |I'm supposed to
get the sane offer that you are, David, or that | have
any right to know what the offer is?

M5. MULLIGAN. If all we were going to dois to
figure out what had happened in the offline world and how
to apply it, we can go hone. | can tell you there are
very few access rights. There are sone |aws that
require it, and very few busi nesses provide it other
than what's legally required.

| don't view that as nmy task, to inport the
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offline environment into the online. |If anything, |

woul d hope that the rules that are devel oped here in
what | viewis a very forward | ooki ng segnent of the
busi ness community would hel p i nform what the rest of
t he busi ness community does.

MR WHAM A lot of what that has in practice is
that that neans that you take an energing not clearly
economcally viable in all of its business nodels and you
overlay a higher standard of performance than you do for
a non online business nodel .

You take CD Now with a stock trading at about $2
because they can't figure out how to nake a buck and you
| ook at it and you say, You now have to tell all your
custoners why you get a 10 percent off deal and sonebody
el se gets a 20 percent off deal, and let ne tell you,
the custonmer that gets the 10 percent off is going to
want the 20 percent off.

And you're going to renove in practice that
conpany's ability to offer a differentiated price out
there, and that does not serve the interest of the
busi ness certainly. | don't believe that in the end it
wll serve the interest of the consuner because you're
going to end up with | east common denom nat or of ferings,
and it doesn't serve the interest of the econony as a
whole. It's a bad thing to do.
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MR. MEDINE: Let nme call on Josh and then
Jonat han, and let nme just say to those who are in the
entities group, we're eating into your tine so if you
want to have your say in the open session, you' re going
to have to weigh in on entities issues.

MR ISAY: It's the fundanental flaw of the
default rule which is that the scope of access does not
take into account the type of information that's
collected and the possible harmthat it may cause. Do
peopl e here think that the access should be the sane for
consuner credit information as it should be for the
nunber of white socks that soneone bought?

M5. MIULLI GAN: | think the question was best
posed by Steve Cole. The question is, do you start with
a presunption of access and then a business has a
responsibility to say, no, there were reasons that
mtigate agai nst access, or do you start where | think
Josh, you would like to start, which is the presunption,
consuner, unless you can prove harm you don't get
access.

And | think nmy overall agreenment is that | would
like to start where Steve has put it, not in the I have
to prove harmin order to get access because that's not
a robust access principle.

MR. | SAY: Yeah, but the bottomline is we do
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have in the offline world different |evels of access for
different types of information. It is a commonly
accepted sliding scale that we have in the offline
world. Are we saying that that sliding scale should not
be applied to the online world that it is in the offline
worl d? It doesn't seemto make nuch --

M5. MILLIGAN: | don't think we're trying
to undo nedical rules, financial rules, credit rules
at all. 1 think we're |ooking at an area where right
now there are very few rul es and sayi ng we've
identified this, FTC s identified this, BBBOnline,
TRUSTe.

MR. | SAY: But should consuner's right to access
for their health records be the sane as -- should their
heal th records --

M5. MILLI GAN:  Their health records aren't on
the table right now.

MR. | SAY: -- be the sane as they are for the nunber
of white socks that you have bought froma store?

M5. MULLIGAN. | think --

MR TORRES: If you're collecting information
about how many white socks | buy, what's the harmin
telling nme you' re collecting that informtion?

MR ISAY: It goes to cost --

MR TORRES: Do | need to see that, | nean --
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MR. | SAY: It goes to the cost benefit to
busi ness and consuners. That's what --

MR, TORRES. Nobody's tw sting businesses' armin
forcing you to collect this information in the first
pl ace, to the extent that you package it up and sell it
or share it with other entities with or without ny
know edge or consent, and then to turn around and say,
Well, gee, we don't know if we can provide this to you
because the cost is too nmuch for us, to do that or to
even tell you about it just doesn't get us anywhere.

| nmean, | agree that we need to be reasonabl e
about how we approach this, but to throwin a red
herring about, Onh, this is going to be at undue cost we
can't share it with you but we can share it with
everybody else in the world or we're concerned about
your privacy and I'mglad to see so nmany people sitting
around the table all of a sudden concerned wth
custoners' privacy, to say that we can't provide you
access because of privacy concerns, tell that to
consuners out in California and in M nnesota who had
their privacy violated by financial institutions instead
of protecting that sane information.

Like | said, | want to be reasonabl e about
things, and | agree that cost is a concern, but at the
sanme tinme don't use that as an excuse not to provide
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access to accounts with consuners.

MR, COLE: Can | ask a procedural question to
maybe hel p you get to what you want to get to? This is
really interesting, and I nmade a list of things I would
respond to if it was appropriate to do that now, and if
you tell nme it is, | will, but does it nmatter? Does it
matter?

Haven't we all agreed that various options and
di fferences of opinion will be in this report. David
knows |'ve had sonme m sgivings about that, but that's
what we've all agreed we're doing, so we know now there
are different -- we've known it for hours that there are
di fference points of view here, so let's get all those
points of viewin the report and nove on.

MR MEDINE: And | think in part as we go on
think there are sonme new points that have energed in
response to the draft that will make the report a ful
reflection of a variety of views.

MR. COLE: Oh, absolutely.

MR MEDINE: And | think that is really the nost
hel pful . These are obviously issues as today suggests
that we can continue to debate for an extended period of
time and di scuss, but obviously we have a very focusing
event com ng up which is conpletion of this report.

And | think it has been -- | think it's been
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valuable in terns of going through these various
sections to have new i ssues energe that people felt
should be in the report that weren't in the report, and
that was really the goal here is to have a smaller group
prepare a report and have the |arger group coment and
say their views ought to be reflected and are not
currently or the report got it right or whatever.

And so | think we're proceeding, but
unfortunately we also have a tine constraint, and right
now again | want to reiterate we're eating into the
entities group tinme, which is fine, but we do need to
reserve sone time for security, obviously a very
significant conponent of that, so | think it was a
hel pful di scussi on.

And now I'Il call on Jonathan and again we'l|
see if we want to skip entities and nove into security
because people feel that that adequately states their
concern, that's fine, we can do that, but I want to
reserve a sufficient anount of time for the security

di scussi on.

Jonat han?

MR, JONATHAN SMTH. | would just like to note, as
nunbers and not words person, | did a quick cal cul ation
that | think illustrates the difference between online

and offline for Ted, and here's what | cal cul at ed,
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okay? If | renmenber correctly fromthe news report, the
CD Now i ncident was 300,000 credit card nunbers.

MR WHAM  Wong conpany. Wong conmpany. My
exanple was not CD Now. | was just suggesting that CD
Now uses price discrimnation, which they may or may not
do.

MR. JONATHAN SM TH. Ckay. Well, sonebody
soneone | ost 300, 000 credit card nunbers. At 60 |ines
per page that's 5,000 pages. Controlling that
i nformation generally would cause a hernia for nost
peopl e, okay, and so | think the differences, the point
that | made in the last neeting which is More's | aw
which is the cost and ease of noving that information in
the online world is very, very different, and | think
that's the source of concern.

MR MEDINE: |1'mgoing to give entities one nore
chance. Then it's going to be going, going gone on

entities. Dave?

MR. DAVI D HOFFMAN. | was going to give a brief
downl oad of our entities work, | think very brief
because | actually don't think -- | think there's a | ot

of disagreenent but | don't think where we ended up
there was nuch di sagreenent on the range of options that
we ended with, and there was a |lot of comentary in the
end of our draft.
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So | would just want to provide a brief summary,
especially of the three different options we ended up
with on entities, and if | could figure out which pages
of which drafts everybody is |ooking at, | would give
you a page, but at least on mne it's 7.

MR SCHUTZER It's 17.

MR. DAVI D HOFFMAN: | woul d al so say then since
we did have a high anpbunt of disagreenent on our
commttee, there may be others on our comnmttee who wll
want to conme in and give sone comments after | talk

The three different options, and these need to
be cl eaned up, but the first one really goes to just the
fact that the entity collecting the information fromthe
i ndi vi dual woul d have to give access, and it would only
be those entities that actively maintain the data that
is linked and associated with individual consumers or
consuner househol ds. That was one option. At |east we
t hought these were in sort of a spectrum

The second option was instead of tal king about
just the entity that's collecting the data, it was the
entity the consuner reasonably believes is the data
collector, and the differentiating factor we thought
there was we will have a nunber of situations where it
may be actually anot her conpany that's actually doing
t he physical collecting, but the consuner actually
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believes that it's the branded entity that they're
di scussi ng.

So they may actually contact that branded
entity. They may not have really collected it, but they
shoul d be able to get access fromthe people that they
think they're giving it to.

MR. MEDINE: Can you give a real world exanple
of that, not necessarily identifying a conpany nane, but
a context in which that may arise?

MR. DAVID HOFFMAN: ['mnore than willing to
avoi d giving nanmes, which | think we all should do start
doi ng, although we only have a few hours left to conply
with that.

A data hosting situation potentially where a
data hosting conpany may be actually nanagi ng the
application, the web site that collects the nanes, but
they're actually -- they're actually not the ones that
are branding it, is that they're actually branding it as
another entity that's hired themto do that.

MR. MEDINE: So a consunmer woul d reasonably
think it was the other entity that was collecting the
informati on and not the hosting conpany.

MR. DAVI D HOFFMAN: Right, so they wouldn't cal
t he hosting conpany if they wanted to get access. They
woul d call the conpany.
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The other situation that we wanted to call out
there would be to separate from-- in |arge corporations
you could easily have as far as the definition of the
entity just a subset of the entity. It could be an
i ndividual brand, if it's a brand nanagenent type
conpany, or it could be an individual service within
that | arge corporation

They woul d contact that individual part of the
corporation, not believe that they could call anywhere
within that corporation and expect to get access, SO
those were the two points | believe we were trying to go
for there.

We then said -- and this goes to the data
hosting situation that you should be -- if that entity
is using an agent, and we tal ked about this the |ast
time we got together, the difference between an agent
and a third party, that that agent then should be
required to give access as |long as that agent, and the
definition of agent being the restriction on the use or
further transfer of the data, so there's a variety of
di fferent agencies you can think of, including sone of
t he shi pping conpanies of potentially doing fulfill ment
of goods.

And then we -- the second option assuned that
what you could take care of, and this was hotly debated
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in our group, that other third parties and this whol e

i dea we tal ked about during the |last neeting of the
chain of trust, that you could contact one conpany.

They woul d have to contact everybody they had sent the
information to, who then would have to contact everybody
they had sent the information to to give access back.

The idea here being that -- several nenbers of
our commttee thought that that was unworkabl e, although
several also thought that that should work, so we built
in an option saying, Hey, in that situation just
notice. You put on the online service that the
information is going to be transmtted to
third-parties. |If people don't want that to happen,

t hey choose not to take part in the service.

The third option was the inclusive option
basically saying the entity that collects it, parents,
subsi di ari es and ot her recipients which would include
third parties and agents. That's ny --

MR. MEDI NE: What was the group's thinking about
perception of information internediaries? Wat types of
entities would that cover?

MR. DAVI D HOFFMAN:. Coul d be an agent or a
third-party dependi ng upon the contractual relationship
between the information internediary.

MR. MEDINE: And the data collector? There is
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al so presunmably information in the internmediary on
behal f of consuners.

MR. DAVI D HOFFMAN:. Can you give ne an exanple
of that.

MR. MEDINE: Well, sone of the anonym zer type
services, for instance, where |'macting on behal f of
the consunmer to interact. Wuld that --

MR. DAVID HOFFMAN: | would assunme -- |'m
probably not understanding the question. | would assune
an anonym zer in that situation --

MR. MEDI NE: Wbhul d have access obligations?

MR. DAVI D HOFFMAN:  Yes, woul d have access
obl i gati ons.

MR. MEDINE: And |ikew se, another situation
that you're concerned about information the internediary
woul d have and the data coll ector would al so have access
requi renents under the third option?

MR. DAVID HOFFMAN: Yes, if they're acting --

" massum ng by information internediary you nmean
soneone generally that the consuner or the data subject
woul d not have know edge woul d actually be getting --
woul d actually have the data and so, yeah, | woul d.

MR. MEDINE: Geg, you wanted to weigh in?

MR. DAVID HOFFMAN: Can | just say | wanted to
gi ve an opportunity for Andrew or sone of the other
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menbers of our commttee who may have -- or Frank or
anybody or Ron who may think | didn't describe that well
bef ore.

MR, SHEN. No, | think you did a great job of
descri bing that.

Actually to get back to your question, David, |
think you're referring to infonediaries, and maybe we
didn't really do a good job of distinguishing this, but
| think when we use the terminformation internediary,
we're tal king about the sort of web hostings, sort of
out -sourcing that David Hof frman was tal ki ng about .

And | think those kinds of situations you're
tal ki ng about as sone sort of third party that | have as
a custoner or an independent user, an active
relationship with those. They hold ny data and al | ow
people to see it.

MR. MEDINE: Well, | may be evidence of consuner
confusion about that point. It mght be useful to at
| east clarify that.

MR. DAVI D HOFFMAN:  That would fall under what
we referred to as a data col |l ector because they woul d be
actually collecting the data fromthe end user, the
subj ect .

MR. MEDINE: Do others on the group want to
comment ? Ron?
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MR. PLESSER: Well, just everything that Dave
said was great except the additional point that's in
there is that we did talk about, at least in terns of
access, the correction. On the correction stuff there
may be certain entities where it's not appropriate to
have them do corrections such as public record
di ssem nators, and that was not a consensus but it was
an option in there and I just wanted to highlight that.

MR. MEDINE: Greg?

MR MLLER | had a couple comments. One was
to mention that the infonediary is typically referred to
as broker in the Internet space for clarification.

But the other two things were adm nistrative
points, one tangentially related to entities, and |'|
take that one first. | would like to propose for the
record that maybe in our introduction that we note that
we respect the reality that there is |legislative and
regul atory efforts going on underway in various stages
of conpletion with regard to protection specifically of
health care information and financial informtion and
that we recogni ze that there's probably going to be sone
gquestion about conflict and resol ution between different
regul atory agents trying to do the sane thing but with
different conditions and criteria. Health care
information in particular has sonme pretty specific
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t hi ngs under way.
The ot her question | had adm nistration wse is,
are we allocating any tinme in the remaining couple hours

here to tal k about production and schedul ing chal | enges

or shall | say opportunities?
MR. MEDINE: | hope so at the end. | think
we'll have to reserve a fair anount of tinme for that.
MR MLLER | too have been doing sonme

cal cul ation here, and just based on the content, the
guantity of content we have today and having been around
sort of production schedul es before, we've got sone
serious issues to resolve with what we're trying to
acconplish, so...

MR MEDINE: Well, as long as we can nove
through the other matters, we'll take that up as the
| ast matter but as soon as possi ble because | think that
does raise sone significant practical issues.

Q her coments? Stewart, you have your flag up
on entities?

MR. BAKER: In the interest of tinme | wthdraw
ny conments.

MR. MEDINE: Other comments on entities, David?
Ri chard?

MR, PURCELL: | would just like to ask if
there's -- what the subcommttee was -- what were you
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t hi nki ng? What was the discussion around or was there a
di scussion around entities reporting about other
entities?

There is a discussion around whet her or not
entities would forward corrections to other entities
that are downstreamin a distribution chain which is
addressed in here, but what |'m questioning is whether
entities should have a role in reporting to which other
entities they did distribute data?

As an exanple, I'mon a web site. They say, Can
we share your information with third parties. | say,
Okay. Do | have access to the list of third parties to
whom ny data was distributed?

MR. DAVI D HOFFMAN:  Under option 2 that you
woul d be given notice to who those third parties would
be.

MR. WHAM  Specific firnms, specific instances?

MR. PURCELL: Ri ght, what | understand your
response to be, David, is that in general here is the
[ist of conpanies to whom we distribute data, but we're
not at all sure to whomanong this |list your data was
distributed. I'mjust trying to clarify .

Let's say | have a serious change | have to nmake
to ny data, and I'mnot able to have the data coll ector
forward that change down the distribution chain. Aml
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to be provided a |list of conmpanies to whomt hat
erroneous data was distributed so I can individually
contact them for the change?

MR. DAVID HOFFMAN: | don't think I'mthe right
person to answer that because | was the person
advocating the option that |I think that woul d take care
of that so that woul dn't happen because | think that's
the sole reason why | think -- | think that's so
unwor kabl e.

| think notice is the only way to go, and you
educate consuners that it's the information -- if
they're going to participate wwth an online service and
give theminformation, that information is going to be
disclosed to third parties, that they're not going to be
able to propagate corrections or get access to that
i nformation then.

MR. MEDI NE: Does anyone el se want to take up
that question? Also | just would add in the context of
sone of the financial and nedical regulatory issues
there has been at |least a view that you don't disclose
the specific firms to whomthe information is disclosed
but the types of firnms. That would then nmake it very
difficult to effectuate what you're aimng at.

Dei rdre?
M5. MILLI GAN:  Except in the nedical context.
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mean, it may not be in the privacy rules, but as a
physician if you propagated an error, there would be
sone duty for you to correct it if it was sonething that
was going to inpact people in a substantial way and

| think that's part of what Richard was getting to.

If there is data that is potentially -- it's
incorrect and the fact that it's incorrect could lead to
sone serious ramfications, is there a requirenent, and
| think this may best fall under what Jerry would call a
case by case.

You have to look at this, and if you are in the
busi ness of transferring data that's going to be used
for health care, for exanple, you better have an audit
trail of where you' re sending that data because people
are going torely onit, and then if they rely on it
i nappropriately, you know.

MR. DAVI D HOFFMAN: One comment on that because
t he discussion that we had didn't really conme out very
clearly was that we had concern that even if we gave the
ability for consuners to go follow the data, they would
never catch up to the data. They would never find al
of the places to go to the data, so we thought what's
the best way to handl e that?

The best way to handle that is to educate the
consuners not to have given that data in the first place
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or have the conpany control that data by actually --
t hose parties being the agents and contractually
commtting those parties not to further transfer the
data, and then that data collector would have the
obligation of going and propagating that correction.

MR. SCHUTZER Let nme talk a little bit about
it. | think we discussed that at great |ength. Now,
what happens sonetines, | absolutely think you should be
telling people who you gave the data to. They in turn
may be giving it to if other people. They may in turn
not store the data in the sane format | gave it to them
in.

For exanple, if | buy a list from sonebody, |
may scrub that |ist by conparing what other data that |
have and correcting things or making inferences based
upon it, so it could very well be that although you
found an error in the original data, | don't have that
error because | corrected it, could be.

So rather, we thought that in sone cases there
wer e responsi bl e sources, right, that everybody tapped
and that were responsible for maintaining things. Like
for exanple in a financial case you mght tal k about a
credit bureau. Certainly you would want to go back to
t hat source and correct that.

Now, whet her you would be able to practically
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propagate woul d be on a case by case basis, but clearly
| think we all agree that to the extent that you can and
you have that information available, | should be able to
say that, yeah, not only do | share the data with these
entities but these are the entities | provided your data
to the extent that | have.

Now, | m ght indeed not know who they shared it
with. | mght not be at all know edgeabl e about whet her
they're storing it or not, soit's their
responsibility. Also if they are maintaining data
online, they should provide you access to it, and you
i ndeed were going to go and access it and see if they've

got it and see if it's a correct thing or if it's

erroneous.
MR. MEDI NE: Fr ank?
MR TORRES: | think this is one where it is

certainly reasonable and this task cones in to play, did
| buy six white socks instead of four? Utimtely after
| realize that you're collecting that type of
information, does it make any difference if | can
correct it if it's wong?

MR, VWHAM  \What about five?

MR. TORRES: Then it doesn't becone
unreasonabl e, but | think we all have the benefit here
of David's other life, and that is one of the |eading
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Fair Credit Reporting Act experts here in Washi ngton,
and | think that maybe that could provide sone gui dance
as to what the obligations are of entities that report,
merchants that report credit information to bureaus and
their obligations to go about correcting it and
provi di ng access to that information because that's one
area where your credit report is used to nmake deci sions
that affect your pocketbook, consumer's pocket book, how
much you pay.

And | venture to guess if anyone around the room
i's buying a house or applying for a credit card, you
woul d want the best rate that you could get, and to get
that, you need to nmake sure that your credit report
accurately reflects where you are and if there's any
errors init to be able to get in, seeit. |If there's
errors you would be able to correct it. David and | --

MR. MEDINE: Briefly, furnishers of information
under the Fair Credit Reporting Act have a duty to
correct information and |ikew se credit bureaus that
di scover error are obligated to share that information
with other credit bureaus.

"Il leave it to the group as to whether that's
a nodel that's relevant to your discussions or not, but
inthat world there is the both sharing and correcting
duty under the Fair Credit Reporting Act.
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MR WHAM But there's not a responsibility to
send that to the people you previously sent the credit
report to, is there?

MR. MEDINE: Well, the consunmer can request a
credit bureau send an updated corrected report six
nmont hs back, everyone who received it for credit
pur poses, and two years back for everyone who received
it for enployment purposes as a matter of |aw, al so once
it's been corrected and updat ed.

MR TORRES: To bring up a point that Stewart
rai sed at the beginning of this today, this session
t oday where maybe we need to | ook at cases where the
consuner has sone benefit, and maybe the higher |evel of
correction falls in those circunstances and a | ess |evel
of correction falls in other information that m ght be
out there.

MR MEDI NE: Dan?

MR GEER. This is very late in the gane to ask
this question, but let nme make sure | understand it.
When we tal k about information relating to a person,
everything here has been in the context of flesh and
bl ood and not a | egal person. AmI| wong or am!|
right?

MR. MEDINE: | think we're tal ki ng about human
bei ng consuners.
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MR GEER Only flesh and bl ood, but not the
| egal person, so if, for exanple, just to nmake it up, |
have another |ife where |I'mincorporated as a whatever,
you could not tell the difference between ny use of such
and such a book store as to whether | was operating as
my | egal person or as ny physical person.

| don't know how you're going to get that, get
at that, but it just occurred to nmy all of a sudden,
what is the definition of a person. It's alittle bit
of a problem

MR, MEDINE: | think we've been operating under
the flesh and bl ood person. (Qbviously sonetines those
protections may carry over to non flesh and bl ood
corporate entities, but our clear focus is on people.

MR GEER  Well, the small business entities
where you're operating out of your house, and there's
| ots nore now, and the net nakes that so, |I'm wondering
whet her we m ssed sonething here. This is a non
sequitur | admt, but when we're tal king about entities
here, does the entity thing include | egal persons?

MR. MEDI NE: At |east corporations don't buy
five pairs of socks so we may be safe there. O her
comments about the entities issue?

MR. CERASALE: | just had one question to nmake
sure | understand it. Were in this do the deliverers
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of products, the UPS, the Fed Ex, the Postal Service
stand in connection -- one second.

| think he nentioned deliverers. Were do they
stand in these entities here, UPS, Fed Ex, Postal
Servi ce?

MR. DAVI D HOFFMAN:. Cenerally | believe they
woul d be agents because they would -- part of this would
be to drive the obligation on the data collector in
their contracts wth those conpanies to nmake sure that
the data is protected by saying that they cannot forward
that data on to anybody else or use it for any other
pur poses.

MR. MEDI NE: Who woul d be providing access, the
agent, the shipping conpany, or the data collector?

MR. DAVI D HOFFMAN:  |'m sorry?

MR. MEDINE: |s that what you were --

MR. CERASALE: Yes, | would like to know. In
other words, is it an obligation suddenly of Fed Ex or
nmore problematic of the United States Postal Service to
provi de access?

MR. DAVI D HOFFMAN.  No, | think that the
obligation is on the data collector to make sure that
access is provided. Now, the data collector may choose

MR. SCHUTZER Wit a mnute. |If I'ma
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transporter like a UPS and | choose to maintain a

dat abase of this information, then | think they should
provide access to it. If I'mjust maintaining that
information to do a service, | don't keep it.

But if they're maintaining it online, selling
it, using it, then why shouldn't they be?

MR. DAVI D HOFFMAN: They woul dn't be selling it
because they're agents in this exanple. They would only
be using it for the purposes that they were hired for by
the data collector. In ny opinion the agent could be
provi ding that access directly, but the obligation is on
the data collector that if the agent's not doing it, the
data collector has to figure out sonme way to nake sure
that access is provided.

MR MEDINE: |Is that a line that you're draw ng
as Dan suggested between the agent acting as the agent
and when an agent chooses not to act as agent, they then
i ncur other responsibilities?

MR. DAVID HOFFMAN: That's right. Then they're
athird party.

MR. SCHUTZER  Then they're a data collector.

M5. MUILLI GAN:  But shi ppi ng conpani es |ike UPS,
et cetera, are frequently not acting as agents. At
| east that's been -- Lorrie and | have done a fair
anount of research in this area.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N kP

N N NN NN R B R R R R R R R
a A W N P O © 00 N O 0o~ W N+ O

MR. DAVI D HOFFMAN:  Yeah.

M5. CRANOR O'ten especially if it's a smal
busi ness, there's no contract between the business and
the UPS. You just drop it in the UPS box.

MR, COLE: Those are two different points. They
may be having no contract, but that doesn't nmean they're
| egal |y not agents.

MR. MLLER That's correct.

MR. COLE: The absence of a contract may nean
you don't have an opportunity to create the protections
that we're tal king about.

MR. CERASALE: There's a contract with a tariff
agreenent. Just dropping and putting noney on it,
that's a contract. There's a contract with the Postal
Service when you put a stanp on it, so it is a contract.

M5. CRANOR It still happens that there is no
privacy policy associated with that contract.

MR. CERASALE: That's correct.

MR. SCHUTZER | woul d say --

M5. MIULLI GAN: Wthin that context there is no
agent contracting rel ationship.

MR. SCHUTZER If they're just using the
information to deliver the mail, and that's it, that's
one thing.

M5. MILLI GAN:  They're not.
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M5. CRANOR  They're not.

MR. SCHUTZER If they're using the information
to maintain and create a database, then they're
collecting it.

M5. CRANOR Yes, that's what they're doing.

MR. MEDINE: It's not so nmuch in ternms of the
contract as their practices in determ ning of how they
handl e t he dat a.

MR GEER So if | don't explicitly throwit
away then I'ma collector.

MR. SCHUTZER  Well, if | keep it --

MR. CEER That's where this deal

MR, SCHUTZER: If | nmake a record in case you
want to trace it that's one thing, but if | actually
create a database, that's another thing.

MR. CEER | create a database for the three
days it takes ne to deliver the package. | never delete
the data because it's nore expensive for ne to go and
find it and delete it, sit down at the disk drive, now
|'ma collector.

MR. SCHUTZER  Then | say you're not really a
col l ector.

MR. MEDI NE: | guess stepping back to sort of
the break down that the group proposed, are people, now
havi ng gone through a discussion, fairly confortable
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with at | east the categories on the table? Are there
either different categories or different organizations
t hat peopl e woul d suggest to the categories just for the
group as it goes back to the table to edit a section?

MR. DAVID HOFFMAN: One thing | did hear in this
conversation, this is David Hoffman fromintel, is we
probably need to make a nention in a discussion of the
second option what that notice nmeans, and it may -- the
different kinds of notice there may split that into two
di fferent categories.

One m ght be general notice, and the other m ght
be specific notice of the actual nanmes of the third
parties.

MR. MEDI NE: Rick?

MR. LANE: One question on entities, but it gets
back to what was just previously being discussed between
UPS and Fed Ex. | had nmy own small business, and | used
both Fed Ex, UPS and others, Airborne, and if | had a
privacy statement on ny web site saying, | don't give to
third parties but in fact | ship ny product out, and
that third party -- and that entity has that
information, | don't know how Fed Ex uses t hat
i nformation.

To this day | don't know how Fed Ex uses t hat
information, so is it ny responsibility to go and try to
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figure out all the different distribution nmethods that |
use to figure out if that third-party information is
bei ng used i nappropriately considering what ny privacy
statenent says as a small business?

MR. SCHUTZER. That's a good question. | don't
know.

MR. MLLER Good question

MR. SCHUTZER: | would think it was Fed Ex's

responsibility if they're maintaining this is as a data

col l ector.

MR, LANE: Howis ny custonmer -- | guess if they
get Fed Ex packages they can go to Fed Ex. | don't
know.

MR. DAVI D HOFFMAN: | woul d di sagree wi th Dan.

| think it's your obligation to your custoners to
protect their data, and so when you're signing up
shi ppi ng conpanies to actually be able to deliver that
product, you need to nmake sure that they are going to
protect that data as you have disclosed in your privacy
statenment to the consuner.

MR. LANE: | nean, we signed up --

MR WHAM This is such a -- this is alnost an
i npossi bl e standard of behavior to be hitting. Wat
you're saying is if a custoner -- think about all the
ways the data cones through, right?
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So you' ve got the custoner who's originally
doing it. The data passes through their ISP so the ISP
has that information, and it passes over a public
network, and it goes through several different Sprint's
backbone and sonebody el se's backbone, and then it cones
t hrough your the ISP or the site that's hooked into the
I nternet that then hooks into your hosting system

Then it gets to you and it gets printed out on a
pi ece of paper for the shipping clerk, and that gets
thrown into the garbage can. Do | have to indicate that
your information may have been disclosed to the
everyone.

| think there is a standard -- | would like to
return to ny colleague who is doodling to nmy right here
from Consuners Union who put it very well. He said
there is a level of gradation and of reasonabl eness
where if |'ve got the fact that | shipped sonething to
your address, | hate to break it to anybody, but your
address probably isn't the nost sensitive bit of
i nformati on about you in the entire world.

MR, TORRES: | wasn't doodling. | was doing a
graphic. | have a little person, a business, a shipper
back to the consuner, so Il'mtrying to --

MR. MEDINE: Do you want to talk about it for
t he record?
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MR WHAM So is Rick Lane is up for an FTC
enf orcement action because he didn't disclose the -- he
used Federal Express and that --

MR. LANE: Am |, David?

MR. MEDI NE:  You coul d be.

M5. SWFT: This is Jane Swift, and | think this
is why we get to a reasonabl eness and an ordi nary course
of doi ng business, and sone of these things about
whet her or not you have to give access to the
information even if you're a qualified entity starts to
get weaned down.

However | do want to nake one point. If you are
soneone that's being stal ked or you're a victim of
donestic violence, there are a | ot of people for whom
their address is a secured piece of information which is
why we get into all these issues because not everybody
can guess what is a sensitive piece of information for
everybody el se.

And that's why control and notice and access and
all these things are so inportant because for you, you
m ght not care. Everybody in the world knows where you
live but if you have sonebody who's going to shoot you
if they find out where you live, then it becones a
di fferent cal cul ati on.

MR MEDINE: |I'mgoing to use the control
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opportunities to shift the discussion to security just
because again the clock is ticking away, and we're not
going to have time, so | think we've got the basics of
entities on the table. Qobviously there's a lot of fine
tuning that could be done, and we're still staying at 30
to 50,000 feet, but unless people have strong
objections, | wuld Iike to nove on just to preserve the
time at the end.

Do you wi sh to proceed?

MR BAKER. | will. The security group got
al ong remarkably well. The security group report that
you' ve got here has sort of four or five sections to do
our stretching exercises, and then we lay out -- we're
tal ki ng about page 20 through approxi mately 28. You'l
see in here four sections of kind of clearing the ground
and then a set of options that begin on page |ike 23,
but in fact we at |east canme up with an option, kind of
conbi nati on of options that we are recomrendi ng t hat
deserve sone discussion here because we can't recomend
it without the entire group agreeing to it.

And that is to be found on page 28 and 29. W
make the recommendati on that an appropriate security
program has three elenments. There's a typo in here that
di sguises that. First, that every web site ought to
mai ntain a security program and that the el enents --
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second that the elenments of that security program ought
to be specified, and we give the exanples of risk
assessnent, planning and inpl enentation, internal
review, training and then reassessnent, a whole life
cycl e.

And then the typo is in the next paragraph, our
third point should be C, an indented, that the security
program ought to neet an objective standard that it be
appropriate for the circunstances which obviously is
case by case and takes account of the fact that security
needs vary over tine and there are particul ar
circunstances that mght require nore security or |ess
for particular data, and that cost is a consideration,
but essentially there is a requirenent that you go
beyond just witing down any old thing as your plan,
that you actually neet a standard that could be defined
case by case to say, Is this an appropriate security
that you have -- programthat you' ve witten down.

The last thing that we cover is a set of
enforcenent options, which we didn't provide pros and
cons on, that is a way of approaching the question of
enforcement, | think the focus on, Do we agree with
the security recommendations that cane out of the group,
and everything el se woul d probably be the best way to
handl e this.
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MR. MEDI NE: Anyone on the group want to
coment? Mary?

M5. CULNAN: Just add one quick point, that we
al so argued that while notice is not enough, that the
appropriate program should al so be acconpani ed by sone
formof disclosure, and that we also call for consuner
education since consuners are often their own worst
enem es when it conmes to security.

MR. MEDI NE: Comments on the security? Rick?

MR. LANE: Just a couple things. First of all,
notice that you have antitrust issues in here for
security, and so businesses can conmuni cate to one
another, and it's obviously sonething we strongly
support, and there is legislation, |egislation noving
forward just on that point.

It's not only antitrust issues, there are a
coupl e other issues that need to be attached to that
which include liability issues, so if information is
shared, that one business can't sue another business
simlar to the Y2K liability, the first piece of
l[tability, not the second piece of the liability, and
al so issues of sharing information, if you' re sharing
information for security purposes with the federal
governnment, there's a strong concern fromthe business
comunity on FO A requests.
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And | would like to have that incorporated as
well, that if you share information, and | know there is
sone proprietary protections within FOA, but again
| ooking at the Davis Miran legislation, if we clarify a
little bit because businesses were still sonmewhat
concer ned about that.

And then going to consunmer education, that's
excellent. | think the nore we can do that the better.
The one that gives ne nost concern, and we can maybe

talk about it alittle bit later, are the whol e sides

of -- the enforcenent options and renedi es.
It makes ne a |ittle concerned. It |ooks |like
we're now having -- | know they are options but having

recommendati ons sound too nmuch like |egislative
recommendations and, | don't know if we can drop that
part out, but | throw that out for discussion.

MR. MEDINE: Deirdre?

M5. MILLI GAN: | strongly object to including
reference to the Davis Miran and to creating new --

MR. LANE: Not to the Davis Mdran bill but to
t he concepts.

M5. MIULLIGAN: -- to creating new exceptions to
FOA It's a whole huge discussion that has not
happened at this table, and | really would be
unconf ortabl e suggesting that in here.
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MR. LANE: Can we list it as one of the
options?

M5. MULLI GAN. Personally I will very strongly
object to doing that. [I'mjust putting that on the
table. | don't know if the people around this table
are famliar enough with the FO A issue to weigh in on
it, and if they're not, then | don't necessarily know
that we have the expertise here to -- |I'm happy to brief
people and bring in papers if that's useful.

MR LANE: As are we.

M5. MULLIGAN:. As |I'm sure other people are.

MR MEDINE: | don't knowif this will help, but
in what context in the self-regulatory environnment would
this issue arise where the governnment was review ng
security?

MR. LANE: Sure. There are |-SACs out there,
whi ch are sector by sector entities that are
being created. There's a very good one in
t el econmuni cations. Financial Services has an |- SAC,
and what the goal and what we've been working on for the
Partnership for Critical Infrastructure Protection which
is a Departnment of Commrerce private public partnership
that we're working on is that there's several ways of
sharing information from busi ness to business, but also
sharing information to the governnent so that they can
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provide -- if |I'm being hacked in financial services, it
may be a simlar attack that's happening over in the

el ectric side or the energy side, and that the
governnment's able to find out where those common t hings
are and provide that information.

The concern is that under certain FO A, that
proprietary informati on and what's going on could be
given either to conpetitors and/or other entities, and
there's concern anong the business community that
they're not willing to share a |Iot of information
because of the FO A aspects of it.

M5. MULLIGAN: And what I'mtrying to say is
that that deals with sharing information with the
governnent, and there's actually absolutely no
di scussion in here about businesses sharing information
wi th the governnent. There's discussion about
busi nesses wor ki ng together to devel op standards, and
there are sone liability, there are sone antitrust
concerns. There are no FO A concerns.

And | don't want to throw sonething in here that
soneone may pick up on the hill and use as an
endorsenent as a piece of legislation or the notion that
there's a wide agreenent that new exceptions to FOA are
needed in this area.

| mean, | think you and I could have a
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conversation about that, but | don't want the report
used for that purpose.

MR. PLESSER: Then you're supporting the
pref ace?

M5. MILLI GAN:  |' m supporting not having
di scussion of FOA in this docunent.

MR WHAM But did you want to support the
preface?

MR MLLER Different subject.

MS. MULLI GAN:  When there is a preface that
is -- 1 certainly believe we need a preface.

| just want to commend Stewart because | think
it was not an easy thing, and this is the one subgroup
that actually has a recomendation, and | think the
subgroup is very confortable with it, and |I'm hopi ng
that we can get a sense around the roomif there is
confort with that recommendati on because | think we can
give ourselves a big pat on the back if we even had just
one recomendation, and this one seens to be shining out
t here.

And on the enforcenent options | would like to
differ wwth Rick alittle. | actually think the
enforcenent issues go in part to sone of the issues that
people were trying to address in the summary in saying
that there are a range of enforcenent options here.
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And in fact the conmttee does not agree on how
enforcenent should take place, but, however, here are
the kinds of things that we think can happen, and it
could be -- we can put in some different things here,
but the notion that there's a range of enforcenent
options and therefore it's very clear that we're not
endorsing any specific thing --

MR. SCHUTZER Right, | think that was the
spirit.

MS. MULLIGAN. -- would be very useful, and |
think it should not be part of the security discussion
but actually should be a broader part of the discussion.

MR. MEDINE: G eg and Steve.

MR MLLER In the interest of tinme I'l
wi t hdr aw.

MR. COLE: Like the other commenters | found
this an extrenely useful and hel pful section and | think
it illumnated the issues very clearly, but -- there's
al ways a but, |I canme away with a m sgiving about it, and
soneone alluded to it a little earlier. There seens to
be a governnment enphasis here or a requirenent enphasis
her e.

It's not only that the word required is used in
every section, but the sliding scale standard is
characterized as a governnent established sliding scale

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025

1015



© 00 N o o b~ W N kP

N N NN NN R B R R R R R R R
a A W N P O © 00 N O 0o~ W N+ O

to be contrasted with industry created standards, and
sliding scales can be created in any nunber of ways, not
necessarily by the governnent, and this would stand out
very differently than the other sections of the report.

And | don't know -- and the answer to that may

be, well, it's intentional, it's security, you really
need a different |evel of governnent involvenment. |If
that's the answer, | would be confortable with it if we

said it specifically and explained why, but if it's not
the intent, | think that maybe woul d be hel pful to
clarify.

MR. MEDI NE: Dan and then Dan.

MR. JAYE: Thank you. | just want to agree
partially with R ck Lane about the fact that -- and
think as well Deirdre here, if we're going to have
enforcenent options listed in the docunent | think it's
inconsistent to have it in only one section, but | think
there's a broader question about whether or not there
should be -- how nmuch we want to tal k about enforcenent
options in the discussion.

To the extent we tal k about enforcenent options
in the docunent, | just want to point out on the create
express private action option, it tal ks about Congress.
It inplies that Congress woul d be necessary to do that,
and | believe that there's a potential for industry
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groups to contractually create private rights of
action. It's kind of a different concept, but | think
that it's a solution that we should and is certainly
worth some di scussion.

MR MEDI NE: Dan?

MR. GEER. Dan Geer. Two things that | guess
are inportant to nme: First, that the question of
sharing what it is you have | earned from bad experience
is at the present tine, regardless of whether it is FOA
or inertia or | don't care what, is substantial.

Being in a position to see this, the sane thing
happens over and over again in a |l ot of places, and the
ability to share that is widely understood to be
dangerous; hence, it doesn't happen. Wether you want
to call it dangerous because you can't share it with the
NI PC and because that will then be FO A" d, whether you
consider it dangerous because if it gets to the press
the markets will punish you, whatever it is.

The inability to share information about bad
events is substantial, and | do not believe this
comm ttee nor anybody has a handle on how to deal with
that. It is really hard.

Nevertheless, if there is any kind of white flag
that we could recommend creating where that kind of
stuff could take place, | assure you it would be used,
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and it would be valuable, and it would be a
contribution, and frankly it would be real nice if it
didn't stop at the edge of the U. S. territorial waters
because this kind of stuff, it has nothing to do with
territorial boundaries whatsoever, end of story.

The second thing in the question of who should
enforce and so forth, I'munconfortable with enforcenent
stuff at this stage because | don't think we know what
the problemis well enough despite all this work to know
what all the solution is despite all this work.

Nevert hel ess, the insurance industry is com ng
in this space, and they're com ng hard and they're
comng fast and they're | ooking to do sonething that as
the electronic portion of our economc life grows, the
necessity of the insurance idea grows. | assure you
underwriting standards are going to cause things to
happen that frankly I don't think this organization
this building could cause to happen.

They' Il cone from econom c reasons, and they'l|
be strong, and that is just around the horizon. | can't
go nuch further than that, but it really is just around
the horizon. Wat a reasonable underwiting standard is
for people that handle |ots of other people's data is a
hot topic in the biggest insurance firns right now, and
| guarantee that this wll have sone inpact and quite
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frankly really soon.

|f there's anyway we can encourage sayi ng
econom c results to lead us in the direction we want to
go, I'mjust telling you that the horsepower is out
there, and it's only a question of whose hand is on the
steering wheel, but the horsepower is there.

And I'll shut up. | think |I've beat that in the
ground. | hope you get the idea. There's an awful | ot
of demand for solutions to security, way beyond the
question of handling private data. There's an awful |ot
of demand for this, and if there's a way in which we can
help with this, I think the answer would be how to
determ ne recourse in the event of bad things is the
primary way that you would be able to steer where this
goes.

Sonet hi ng bad happened. Therefore in the
Anerican society it nust be sonebody's fault. Nothing
ever happens by accident. Therefore, how are you going
to allocate recourse? That's the only steering wheel
submt that you have.

MR. MEDI NE: Janes?

MR, ALLEN. | would like to conplinment the group
with comng up on a set of recomendati ons.
think they're a very good set of recommendations that |
can support with one m nor change. The point A says
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that there should be a security programthat applies to
personal data that the entity has collected, and while
our charter may be to deal with information that's
collected online, I would certainly hope that we would
want a security programinplenented that applied to al
personal data that the entity had in its possession and
control, not just data it had personally coll ected.

M5. MULLIGAN. | think we coul d probably agree
to that. Stewart, can we agree to that? | think that
was the intent.

MR. MEDI NE: Good.

MR. ALLEN. It's just the previous discussion was
very specific about the use of the word collector.

M5. MIULLIGAN: It was, you're right. W wll
change it to hold or sonething.

MR BAKER:  Yes.

MR. MEDINE: Other comments on the security
section?

MR. WHAM | have one comment. Gven that in
all four of our sessions it seens |ike we have these
really, really difficult chart things on access in the
nmorni ng and then we reserve tinme on security and just
blow right through it, I wish |l was the security expert
and being on that side of the fence.

MR. MEDINE: In your next life.
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M5. MILLI GAN:  We've had four hour phone
conversations six tines a week.

MR. TORRES: Then since we have tine, ['ll add
my two cents. Job well done on this section. |t |ooks
really good, and | think it mght serve as a tenplate for
the rest of us on the other sections as to how to format
it. Thank you, for spending four hours on the conversation.

MR. MEDI NE: Thanks. Dan?

MR, SCHUTZER | would like to nove it to the

process discussion that we had because it seens to ne --

MR. MEDINE: At that point, let nme just nake a
suggestion of schedul e, and people can cone back to ne,
but we did reserve tinme for public cormment. | thought
once we finished the security, we can take up public
comment, take a break and cone back and westle with the
process until we're tired of westling wwth the process
and then we call it a day, but if you want to do it in a
different order, it's your conmttee, you can deci de.

MR. PLESSER. W said we would cone back to the
i ssue of preface as well.

MR. MEDINE: That's part of the process.

MR. CERASALE: One question. | agree with that
but one question back on security. The way we have
l[iabilities set up in here I think we discussed it but |
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just want to reiterate we're going to try to get the
liability over towards that, also to the providing
access area.

M5. MULLI GAN:  Yeah, | think there's a question
whi ch hopefully | think the mandate is clear, that the
l[iability piece has to be promnently worked into both
the access considerations and security considerations,
and it's a question of howto do it.

MR. CERASALE: That's fine. | just wanted to
reiterate.

MR. MEDI NE: Are peopl e anenable to proceedi ng
to public comment, break and then process issues?

Ckay.

| s there anyone in the public who would like to
make a comment? | see a couple back there. If you
could please identify yourself once you get the
m cr ophone.

(Di scussion off the record.)

M5. MARTIN: Thank you. | am Di anne Martin, the
chief policy officer for GeoTrust, which is an Internet
start-up conpany based in Portland, Oegon. GeoTrust is
devel oping a suite of Internet based products and
services designed to reduce risk in the online business
to business transactions by creating a technol ogy based
trust infrastructure that will increase confidence in
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ecommer ce by enabling conpanies to evaluate the
authenticity of the identify, reputation and performance
capabilities of other conpanies.

|"ve heard sone allusion to this issue already
inthis commttee. M coment centers around the
simlarity between the privacy and security concerns
related to protecting the personally identifiable
information of individuals and the confidentiality and
security concerns related to protecting critical data
for conmmercial entities, data such as transaction data,
digital signatures, trade secrets.

Now, we recognize that this commttee is
chartered and operating nom nally under the Bureau of
Consuner Protection and is focused primarily on
consuners, but we're very concerned that focus be given
to the rapidly expandi ng val ue of business to business
transactions online.

So when you make your recomrendations to the
Comm ssioners, we therefore would request that the
comm ttee consider including conments on broadening the
definition and principles for protective data to include
| egal entities such as conpanies along with the concerns
al ready stated for individuals.

Thank you.

1023

MR. MEDI NE: Thank you. Ildentify yourself, please.
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MR. CATLETT: Jason Catlett from Junkbusters.
Two comrents, one responds to Jerry Cerasale's solution
that there are costs associated with access, and they
shoul d be noted. Certainly there are costs, and | think
it would be good to have, to the extent that you can
docunent this, those costs both in ternms of the capital
costs of providing the infrastructure for that plus the
vari abl e cost of doing that over and over again so it
woul d be good to docunent that.

| think it's possible that the net result of
provi ding access may be to | ower costs to both
busi nesses and consuners. For exanple in the Fair
Credit Reporting context, we've seen the quality of data
has risen since the access requi renent was nandat ed, and
we may see that simlar sort of effect. W may not. So
| would |ike to see that docunent ed.

Secondly, just an observation, this is the first
of these sessions that |I've been to. | know |I've been
generally inpressed with the discussion this norning and
how wel |l infornmed and diligently people are working, and
| would Iike to say thank you all for giving your tinme
to this comon cause.

MR. MEDINE: O her nenbers of the public?

MR LEE: H there. | would like to say thank
you for the opportunity to allow the public to speak.
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Once again nmy nane is Dennis Lee. |'mfroma conpany
called I FSec, and we're an information security firm
based in New York. Actually I would nove to nom nate
all of you for the next Emy award for providing the
public with such wonderful drama and conflict.

But in any case, | have a very short but
i nportant suggestion, and that is as you are putting
t oget her your recommendations, if you can pl ease
consi der maki ng your reconmendations tineless or at
| east stand the test of tine.

The reason why | say this is we are -- our firm
is getting a whole new class of clients these days in
the world of web devel opnent, and | o and behol d, folks,
if you haven't seen this already, this is what the new
web browser | ooks like. 1It's on a nuch smaller
platform and there other issues concerned with this,
and that is these devices, there are many simlarities
with this type of wireless technol ogy that you guys are
tal king about that can apply here with the wirel ess
world as well.

For exanple, these devices have authentication
quite often built in, and there's also strong encryption
applied as well, but there are also differences and that
is, for exanple, of all the web sites that -- the
wreless web sites that we've been | ooking at, very few
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if any have privacy policies on them

So, in other words, if I use this little device
to browse a wireless web site, you won't find that many
web sites that have privacy policies for exanple. Yet
the rules still apply. That's nunber 1.

Nunber 2, we've also been finding out that a
uni que identifier, we've been talking about unique
identifier, doesn't necessarily link to an individual.
However, in this case it may be linked to an individual,
to a phone nunber receptor, so there may be perhaps new
i ssues we may need to contend wth.

It's probably too | ate perhaps for you guys to
throw in sort of the wireless perspective to all of
this, and it may nean in the future the FTC may need to
revisit this issue, but nmy reconmendation again is
pl ease keep us in mnd. Think of the future and nake
sure your reconmendations are as tineless as possible.

Thank you very nuch.

M5. GAU: | would like to comment.

MR. MEDI NE: Thanks for your comments.

Tati ana?

M5. GAU. Wth respect to the second point you
made as to sone unique identification nmethods that are
being used in the wirel ess space, in particular the cel
phone nunbers, as nost of us here probably know | ast
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month Sprint PCS got taken to the table on that issue,
and they have backed off of that practice, and I want to
enphasi ze that as one illustration of how the narket
forces do cone in to play and push conpanies in certain
directions, particularly when the public cries out and
condemms certain practices by a conpany.

But | would also Iike to conmend you for
bringing this issue to the table because indeed this is
happening very fast with TV, all kinds of devices and as
sone of you may know, AOL is very nuch active in that
space where the rules are conpletely changi ng.

MR. MEDINE: Are there other public comrent?

MR. MLLER David, response to the comrenters?
| would |ike to hear fromthe gentlenmen given what
you're tal king about -- Geg MIler, MedicalLogic. W
actually have a lot to do in the wreless space within
heal th care because of el ectronic nedical record
devices, wireless devices. Gven what you're talking
about really goes to what I'Il call the transport |ayer,
do you have sone things that you think the commttee
shoul d | ook at specifically that you think are unique or
different in the wireless space given it's wreless
access protocol, et cetera, et cetera, that wouldn't
al ready be covered by this?

MR. LEE: Yes, but | would think to be fair it
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does cone rather late to be introducing all of this at
this late date. That's why | said at the end it may
mean that the FTC may need to revisit this issue in the
future, but probably in the very near future as well

t hough.

MR. MLLER That's what I'mtrying to draw
out .

MR. MEDI NE: Deirdre.

M5. MIULLI GAN: One thing that actually the P3P
wor ki ng group has dealt with recently, and | actually
woul d make a nove or notion to actually perhaps add
sonething to the definition that at |east gets to a part
of this, is there is one significant information
explicit, I think it would be useful for us to reflect
that other category of information w thin our
definitions.

| think nost of the other discussionis still
very general, and so I'mnot sure if -- | too have sone
concerns about whether or not we're going to be outdated
in a week, but I think at |east by doing sonething that
takes our hat off and says, Yes, we recognize there's
different kinds of data created by these kinds of
devices | think would be a nod in that direction, so |
don't know if people would be opposed to that or Lorrie
or nyself | think can float the | anguage.
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MR. MEDI NE: Lance?

MR. LANCE HOFFMAN. | want to foll ow up
Tatiana's point because if we're doing this for record
whi ch we may use to produce the report on, | read and |
assune it can be confirned by the gentleman to ny right,
that Intel inits |latest version of the next chip has
gone and agai n backtracked fromthe identification
information it had in the previous Pentium nodel .

M5. MILLI GAN:  We want to appl aud that.

MR. DAVI D HOFFMAN:  Yeah, | can confirmthat.

MR. MEDINE: | think we have anot her nenber of
the public who would |ike to corment. Identify
yoursel f, please.

MR SMTH  Christopher Smth. I'mfroma
conpany called Eldentification in Massachusetts. |
would i ke to thank the FTC for putting this on and
opening it up for the public. This was very good for
smal | start-ups |ike nyself.

We are about identifying and authenticating
i ndi vidual s online, and there are certain industries out
t here where personal information is necessary in order
to conduct business such as the online al cohol market.
There's also car rentals and such areas as online
phar maci es where age is significant, and any privacy
i ssues by identifying these sorts of organizations and
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protecting the information | think would be critical
because they need the personal information.

MR. MEDI NE: Thank you very much. O her
comments? Thanks for all the nenbers of the public who
conment ed.

M5. MIULLIGAN: | wanted to respond. |It's that
age and identification don't necessarily have to be
coupled. And I think it's a challenge for -- if you
think about it, I wave ny driver's |license around and
people |l ook at it and they determ ne ny age. They
actually don't -- 7-Eleven doesn't keep a record of ny
identity, and there's a challenge in the online
environment to figure out techniques that allow ne to
reveal ny age and to verify ny age in sone way but not
to | eave the sane kind of detailed identification trai
behi nd.

MR. SCHUTZER: There are sone business nodel s
based on that prem se already.

MR. LANE: | just wanted to comment about the
Wi rel ess because | noticed, as | | ook around the table,
| amnot the only one that's using ny cell phone to
access the Internet right now, not that we were doing
ot her things while we were here.

MR MLLER |I'mpicking up a | ot of data here.

MR. LANE: One of the concerns about a | ot of
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recommendations even if we took themall at face val ue
is when -- if there is a novenent towards regulation in
this area. The cell phone and the wreless

communi cation is a huge issue just because -- exactly
what am | going to be able to read on ny little screen
and what does that nean, and do you just not -- are you
not able to access web sites because it's just
physically inpossible to have all these different

requi renments fromsecurity and so on and so forth that
are mandat ed on conpanies where in fact in the wirel ess
mar ket, which is the fastest growi ng area, new

t echnol ogi es are being developed all the tine that all ow
-- and there's a concern that specific recomendations
on here is security, here is all these different things
that are going through and in sone folks mnd could
really deter devel opnment of this new wirel ess nmarket.

So |l think it's an interesting idea to have
another commttee reflect it in what we're tal ki ng about
today to keep it tinely.

MR MEDINE: Geat. Let ne, unless people want
to barrel through, suggest just a short break and
per haps during the break you m ght have a chance to chat
with some of your subcomm ttee nmenbers who you m ght
want, one or two people to serve on a drafting
commttee. Maxi mum 15 m nute break.
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(A brief recess was taken.)

MR. MEDI NE: Before we get into the nitty-gritty
of report preparation, | would Iike to introduce to the
group the director of the Bureau of Consuner Protection
Jodi e Bernstein.

MS. BERNSTEIN. Thank you, David. It's
wonderful to see you all again. | know you' ve all had a
marvel ous tinme, and I know you're going to m ss com ng
in here like once a nonth, so I'mgoing to propose we
have anot her advisory commttee. No, no.

M5. MUILLI GAN:  Just anot her neeti ng.

MS. BERNSTEIN. Just anot her neeting. Just
another neeting, and | really just wanted to convey to
you the thanks and the gratitude of the Comm ssion as a
whol e. Each Conm ssioner has nmentioned how useful this
group has proven already and how much we all appreciate
the length of time, the anount of work you all have
done. It's just been extraordinary, so that really is
nmy role.

| had | ooked to see what are the benefits of
this group so far because of course everything has to be
cost benefit these days, so one of the costs was David
and | gave the shirts. That's also a benefit.

The other one that | particularly wanted to
convey is | think you all know that our person upstairs
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at The Top of the Trade, who is not a federal enployee
but rather a contractor, sonehow |I've devel oped sone
kind of an obligation to himthat | have to produce a
certain amount of business. Oherwi se he won't make his
nunbers, you know, at the end of the quarter, so today
he said, You' ve been doing good, you've been doi ng good,
now are you goi ng to have anot her one of these things,
so any of you would like to conme back for |unch
regularly, it would be a great benefit to ne as | do ny
cost benefit analysis for running the bureau.

In all seriousness, we really feel very grateful
and really do thank you for all of it. | want you al
to wear your T-shirts fromnow on so that you wll
remenber us, not forget us, and we are | ooking forward
to your report. So is the Conmm ssion.

We've briefed all of themregularly, those who
haven't been able to be here, and again ny thanks,
David's thanks. Qur staff has been working with you and
very nmuch appreciate the whole effort.

| don't know how soon again we will ever have an
advi sory commttee unless it's all of you. Do you have
any questions that you would like to ask nme while |I'm
here for ny brief interlude? This is one of ny Loretta
Young appearances where | sweep in and out. Renenber
t hose?
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MR. TORRES: Frank Torres, Consuners Union. |
just want to commend you and your staff and certainly
David and everyone el se involved in this process.
They' ve been very diligent in keeping us in mnd and
providing a free flow of information as we've gone about
our deliberations and they're to be commended, not just

-- alot of us deal with your staff on a |ot of issues,
and it's always been very professional and very
know edgeabl e and the access has been there, no pun
i ntended, and we appreciate that very nuch.

M5. BERNSTEIN: Thank you, Frank. W have nade
every effort to have all of our processes be as open as
we t hink governnent should be to everyone, and | think
this was illustrative of how nuch value there is in an
open process, so we'll continue to do that and | ook
forward to David finishing up here the nuts and bolts,
and | won't keep you here any | onger because | know

you' ve been here all day.

So thank you very much again, and we'll see you
soon.

MR. MEDI NE: Thanks, Jodie. And also while
we're giving out thanks, | wanted to thank the people who

are behind the advisoryconmttee@tc.gov, Allison
Brown and Ell en Finn who have really made all of your
nmeeti ngs proceed as snoothly as they have.
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(Appl ause.)
MS. BERNSTEI N: Nobody in this roomis to try

to hire them You'll get kicked off the conmttee.

MR. MEDI NE: Ckay. Now that the fun stuff is
over, let's get to work, and --

MR, COLE: Jodie's last comment was you were
going to finish up

MR. MEDINE: I'll adjourn the neeting, and we'l|
call it that.

There are a nunber of things we need to think
about. Maybe one thing that will be helpful up front is
to | ook at the cal endar because that ultimtely both
because of the charter and because of the Comm ssion's
specific needs for the report | think will drive the
agenda, and that is we do need again to deliver a report
to the Comm ssion on May 15.

MR WHAM | would like to challenge that
assunption right now \at we're trying to dois we're
trying to jam 20 pounds of potatoes into a 10 pound
sack. | can state as soneone who canme out fromthe West
Coast, ny email box on this topic was enpty when | |eft
at 6:30 in the norning on Thursday.

There were 27 nessages in ny box when | arrived
i n Washi ngton, D.C. at four o'clock in the afternoon,
just a sign of how we are always putting stuff through.
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We have a lot of drafts we need to conb through. W' ve got
sone drafts that need to go back for all the people that
participate and so forth

| think May 15 is nice, but is not a drop dead
must have, and the Commttee's authority runs through
the end of the nonth, and if we have that extra tine,
you would end up with a better product.

MR MEDINE: | refer you to the second page of
the charter, quote the duty section which states that
the advisory commttee will provide advice and
recommendations in the formof a witten report to the
Comm ssi on descri bing options for inplenenting
reasonabl e access to, and adequate security for,
personal information collected online and the costs and
benefits of each option by May 15, 2000.

MR WHAM Wth all due respect | believe the
FTC has the power to change that charter if they are so
i nclined.

MR. MEDINE: | don't believe so. The charter
was approved by the General Services Adm nistration, and
that is the charter we've been operating under, and |
don't believe it can be. Also just --

MR. COLE: Just for argunent's sake, what woul d
happen if the commttee didn't submt the report by My
15?
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MR. MEDINE: The commttee would not have a
report. Al ex.

MR GAVIS: Could you submt the executive
summary and then the report to foll ow?

MR VWHAM We'll never get take the executive
summary done so that doesn't matter

MR GAVIS: | withdraw the question.

MR. MEDI NE: The report also obviously will be
very tinmely in the Comm ssion's consideration of the
results of our survey of web sites, so | think it's in
everyone's interest to get the report in on tinme, so it
could be part of the Comm ssion's consideration of the
2000 online survey.

But again besides that, | think the charter does
bind the commttee to produce whatever it's going to
produce by My 15.

M5. GAU. David, | just want to refer back to
the fact that at sonme point we're all going to have to
vote on the report, and if there are a certain nunber of
us that think that the report is still not fine tuned
enough and hasn't -- does not reflect all the views and
all the issues that we have discussed, there are going
to be nos that are going to conme through there, which
are going to nmake it such that no report is submtted if
the process goes as | understand it.
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MR. MEDINE: Well, again renenber there is an
option that every commttee nenber has to submt a
separate statenent of their views, so you can
procedurally as is sonetines done, vote to say that --
| guess as commttees and Congress do vote the Senate
nom nation to the floor, not because they support the
nom nee but they think the floor ought to -- the ful
Senate for instance ought to consider the nom nee even
t hough they personally nmay not be thrilled with them

So you have an option to procedurally submt the
report to the Conmm ssion with your views as to the
wei ght to be given to the report or any particul ar set
of recommendations. Again that's the commttee's
option, and the commttee -- obviously the conmttee has
to proceed by a majority vote in ternms of whether it
submts a report and on what date and in what fashion.

M5. MIULLI GAN:  Majority, not unanimty.

MR. MEDI NE: That's absolutely correct.

MR. PLESSER:. Is there an opportunity perhaps
for a short neeting or another neeting because | think
part of the problemis really to have sone of this, if
we did go on to a drafting commttee if it's -- and | nean
| think that between the chanber, there are roons that
we could do it in.

MR VWVHAM We woul d be happy to host it out in
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Redwood City for you.

MR. PLESSER. | nean, there may be -- | think
part of the problemis this is the | ast neeting where
the group as a whole can supervise it. Is there an
option at the Trade Conmm ssion or an option in a hotel
or can we have a neeting wthout you?

MR. MEDINE: No, you may not. No nore than a
guorum of the conmttee can neet without it being a
commttee neeting, and if a commttee does neet, it has
to be in public session.

No, | believe -- | need to reviewthis nore
carefully | believe there is flexibility both in the
charter and the bylaws to have another neeting. Wile
we are bound by the charter to submt whatever you're
going to submt by the 15th, there is flexibility of the
addi ti onal neeting.

Now, whether the commttee had so nuch fun you
want to do this again. Personally we would be happy to
host that neeting, absolutely.

M5. MIULLI GAN: Could we do it on the 5th so we
could actually have an in person vote? | know that's
two weeks away.

MR. MEDINE: Can | consult?

MR. LANE: That's one week away.

MR WHAM Is it possible to anmend the charter
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so we' ve got anot her week?

MS. MULLIGAN: It's not.

MR. MLLER You can't anend the charter.

MR. WHAM  The GSA cannot ?

MR. MEDI NE: What is the question?

MR COLE: It's inpractical and they can't, but
to say --

MR VWHAM | really feel like we're being boxed

into sonething which is going to put us in a really
substandard product where there's sone really excellent
work just ticks me off. | can't believe that we

cannot -- does it -- are other people of agreenent that
having to cone up with a conpleted report by the 15th is
going to yield a substandard product versus anot her
week?

MR MLLER Geg MIller here. Wile we've been
tal king, being in the web production for years | just
did a little napkin calculation here. Just for reality
check, based on the nunber of pages we have to date,
pl us sone assunptions about front matter and back matter
and production and everything and a commttee to pul
that together, | really believe we're realistically
| ooking at 41.5 hours of production tinme, so start from
the 15th of May, back up 41 real hours.

MR. VWVHAM  Two days.
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MR. MLLER You're volunteering?

MR. WHAM  You were saying it was |nternet
based.

MR MEDINE: I'msorry. |'madvised by counsel

here that | think there may be a requirenent under the
Federal Advisory Comm ssion Act for public notice of
Comm ssion -- notice 15 days in advance, so | don't see
how as a practical matter that can be acconpli shed.

The Federal Trade Conm ssion as a body approves
federal register notices, so | don't knowif we can
obtain a vote of the Federal Trade Conm ssion today but
| think it would be required. |I'mnot even sure if we
publish it first, so | think there may be practica
i npedi nents to having a neeting.

We're not opposed to it, and | don't think the
charter prohibits it, but I think we may be procedurally
unabl e to acconplish that. One second. Richard?

MR. PURCELL: Ri chard Purcell. [It's crunch
time, and we've known this for four nonths now, and if
we are not prepared to produce a quality product on the
15th of May, then it's a shame we're not, not on anybody
else. This is a known deal

Where | conme fromthere's a saying when you are
faced with these kinds of deadlines which is what if you
don't eat and sleep, and that's pretty nmuch how it
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goes.

So | come froman environnent where you don't
eat and sleep right at the -- in the final hours, and
that's how you produce the product on tinme, but | think
it's absolutely --

MR. VHAM W ndows 957

MR, TORRES: Al you types on the Wst Coast.

MR, PURCELL: It's a critical elenent of the
credibility and integrity to produce a quality product
on tinmne.

M5. MILLI GAN:  This is why everyone shoul d think
carefully if you're one of the two people that your
comm ttee has sel ected because you may be on the don't
eat and sl eep schedul e.

MR. MEDI NE: Let me suggest that while we don't
have nmuch flexibility as perhaps we would |i ke, we do
certainly have all possible flexibility up until the
15th, and if you submt sonething to the staff, we wll
be responsible for copying it, duplicating it and so
forth. The question is so that you have basically unti
the 14th to get sonmething to us --

M5. SWFT: Can | just say that just from having
done sonme of the subcommittee reports and being the
person in charge of producing them that | think the
nost useful expenditure of the next 25 m nutes woul d be
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to figure out if it's going to take 41 and a half hours,
what are the deadlines that you expect everybody to
meet, firmdeadlines in the next two weeks because the
truth is while there may have been 27 emails in the

last 12 hours, | would put forward from ny experience,
and this isn't an indictnent of anyone who's served on a
commttee with ne, that that was pretty standard
practice, that the first seven days we had things out

t here.

And that's just how people function, and it's
not just in Mcrosoft. It's in governnent and
everywhere el se. Wen there's a firm deadline, people
meet it, so | think usefully we shoul d determ ne what
needs to be done between now and the 15th, how we're
going to achieve it and what the deadlines are, and
everyone can be clear, and if you decide not to
partici pate because you can't neet the deadline, then
you | ose.

MR MEDINE: Well, then | would turn it to you
and of fer suggestions for deadlines in terns of what --
you guys are close to the work product and know what
needs to be done.

MR. LANCE HOFFMAN: Fol l owi ng up right before
l unch when | said ny understanding is we have to do
this, this, this, this, this and | went through a little

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025

1043



© 00 N o o b~ W N kP

N N NN NN R B R R R R R R R
a A W N P O © 00 N O 0o~ W N+ O

chart | had drawn, and what | didn't say is | put dates

next to it so let ne put this out as a straw person.

Today is April 28. | would propose that by
the -- that there be a subcommttee that neets, a
drafting commttee, if you wll, that produces what is

going to be a major effort, not nuch eating and sl eeping
-- produces a draft by My 4.

M5. SWFT: |Is that a draft of the report or the
report what we're also calling a preface and/ or executive
sunmary.

MR. LANCE HOFFMAN: Just to put sonething on the
table, that is a draft of the report with an executive
summary. | amsilent on whether or not there is a
preface. Then that draft goes out by email to people,
and by April the 7th.

M5. GAU:  May.

MR, LANCE HOFFMAN. |'msorry, by May 7 conments
are received by everybody, coments are back in.

MR. SCHUTZER  Wait. The draft is done My 4.
Some of us won't even see it until the 5th.

MR. LANCE HOFFMAN: This is Internet tinme. You
can disagree with this, but I'"mjust putting it on the
table. I'mwth Richard' s school of thought on this.

MR. SCHUTZER: That neans the draft is out and
di stributed by the 4th.
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MR. LANCE HOFFMAN: By 11:59 p.m on May the 4th
the draft is distributed.

MR. MEDINE:  Wiich tine zone?

MR. LANCE HOFFMAN: Eastern Tinme. By May 7th
11: 59 p.m Eastern Tinme, coments are in. Comments are
returned to the drafting conmttee. The drafting
conmm ttee takes these into consideration, nakes
what ever changes it deens appropriate and produces those
by May 9 so by 11:59 p.m on May 9, that is the -- now
you have the draft final report.

By May 12 persons or individuals who wish to
make comments, dissents, whatever they're called to go
in the entire package, | gather that's how this works,
produce those so that by m dnight or 11:59 p.m on My
12 those are done. They all go into the FTC so that
allows for sone transm ssion difficulties and such, by
t he begi nning of business on May 13 the FTC has this
materi al .

MR. PLESSER:. That's a Saturday.

MR, SCHUTZER: The only suggestion m ght be a
nmeeting on May 12.

MR. PLESSER G ven it's a weekend date.

MR. LANCE HOFFMAN: Make it May 15.

MR. SCHUTZER  So suggest a neeting |like May 12
where we can all sit here.
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MR. LANCE HOFFMAN: | npossi bl e because of the notice

constraint.

MR. MEDI NE: We can't neet.

MR, JONATHAN SM TH: W can't neet.

MR TORRES: Can we neet in separate groups?

MR. MEDI NE: You can neet in groups that are
smal l er than a quorumcommittee. Let ne just add on to
that schedule. W need to build in a voting period of
time on the final report. Now, that may be fromthe 9th
to the 11th, that's fine. Watever you want to decide
t he schedul e you i npose on yourself, but we do need an
affirmati ve vote by the commttee.

Let me just signal, | think we should take a
vote at the end of today that we are approving this
procedure and these deadlines and these voting
schedul es, but we'll also need individual votes on the
final transm ssion of the report to the Comm ssion.
Again it's not an endorsenent of the report, just a
transm ssion of the report. R ck, then Deirdre.

MR. LANE: Rick Lane, U S. Chanber. In terns of
t he quorum and not being able to neet and sone of those
technicalities.

MR. MEDINE: That's the | aw

MR. LANE: [I'mgoing to say this as a non
| awyer, but during the ecomerce Comm ssion neeting,
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they had a simlar problemwhere they were trying to
meet, and what they did is they sent actual Conm ssion
menbers out of the roomso there was never really the
quorumthat net the criteria.

The chanber has the ability to break roons down
into very small roonms, and if the groups were neeting
separately and not all together at the sane tine in
different drafting commttees and they weren't neeting
-- | don't care if it's opened up to the public,
that's not a concern of mne, but if they are neeting in
separate neetings and not neeting all at once, is that
technically a violation of the quorumrequirenent?

M5. MILLI GAN: | woul d be unconfortable with it
as a |l awer.

MR. LANE: M thing is the notice issue. [|I'm
just trying to offer a suggestion.

MR. JONATHAN SMTH. Is it realistic to think
that this group of 40 people could assenble a quorumin
t he next couple weeks anyway? |'msorry, but |'m not
going to be there. 1It's not going to happen. | can --
you can probably elim nate enough people just physically
from maki ng a neeting.

M5. MILLI GAN:  That in fact supports in the
suggestion that doing it ny email would probably
better, allow nore people.
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MR. JONATHAN SMTH: | can't be there.

MR. COLE: | have another question. If this was
a board of directors, which it's not, under the
corporate | aws of every state we wouldn't be able to
take a vote except at an in person neeting, this would
be a deliberative body.

| f our charter and the GSA rules and all that
prohibit us fromhaving a neeting, is it clear that
we're permtted to take a vote knowi ng that we may not
meet to discuss our vote? Sonething's wong there.

MR. MEDI NE: The charter does not specify the
mechani sm by which the vote is taken, so we have been
operating under the assunption that the commttee by a
vote in person could authorize an email vote.

MR. COLE: Wy do we have these procedures at
meetings? It's because there's an interface between
public accountability, public observance and
participation and the roll of kind of a private group
advi sing the governnent, so we're tal king about having a
vote that's as private as it gets.

MR. MEDINE: The vote will be on a public
docunent and the public --

MR. COLE: The result of the vote.

MR. MEDINE: The result will be recorded
publicly.
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MR CGEER Are all the enmails to date public

record as well? 1|Is that what you're getting at?

MR MEDINE: | believe they are.

M5. MILLI GAN: They are FO A --

M5. GAU: They are not. They are not.

MR MEDINE: | don't believe they' re exenpt from

FO A

M5. MIULLIGAN: If they went to the Advisory
Commi ssion's mail box I think they're certainly subject
to FA A

MR. MEDI NE: They're not on the web site, but |
don't think they would be exenpt from FO A

MR. TIERNEY: | don't know how -- how are you
doi ng over there? Are you getting every word?

|"mvery unconfortable with any attenpt to
circunvent not only the letter of the law but the spirit
of the law. It's not only wong because it's against the
law. It also subjects this commttee which is -- whose
work is going to be viewed in many foruns, hopefully if
we' ve done our job to the kind of inappropriate
criticismthat we don't need, so | feel really pretty
strongly about that being a | aw enforcenent person.

| just wanted to respond, the second point is if
we have enough faith in our drafting commttee of ten
and the right individuals, isn't it ten?
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M5. MILLI GAN:  Eight |'m hopi ng.

MR, TIERNEY: Two for the preanble so | cane up
with ten, if we have enough respect for those, and we
have the right people and we've chosen w sely, | think
this is not a major problem | think all views would be
represented, and since this is a 100 percent emai
literate organi zation, | think that we can use it
appropriately.

MR. LANE: David, if | can clarify. | wasn't
attenpting to say anything. That's why | was asking as
a non |lawer, not a |lawer, the technical question if we
were trying to get together.

MR. TIERNEY: | think we all appreciate the
frustration.

MR LANE: | didn't want to do anything that
woul d cause anyone to be unconfortable.

MR, TIERNEY: | think we ought to get past
that. W know the tinme franmes we have to work in.

We know the | aw we have, so we do the best we can with
what we' ve got.

M5. SWFT: Can | just ask if we agree with the
tinme line that Lance gave?

M5. MIULLIGAN: No, and that's what |I'mtrying to
get back to.

MR MLLER W're trying to get through this.
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M5. MILLI GAN: | as sonebody who | think fromny
group will be on the small commttee, we actually didn't
tal k about it conpletely, Rick and |I talked about it. |
talked to Richard, Jerry, but | would much prefer that
we try for a prelimnary draft, a second draft and a
final draft because | think that if there are only eight
peopl e representing 40, | would nmuch rather get it out
twce even if only half the people get coments back
than only get it out once because | would just feel nuch
nore confortable.

And so | would like to suggest that we actually
try to have a prelimnary draft out on Wdnesday the
3rd, try to have a second draft out either at the end of
the day on Friday the 5th or on the 8th, allow comments
back in, try to have another draft out by 7:00 p.m on
the 10th or maybe 9:00 in the norning on the 11th and
have votes on the 12th.

And | know that that pushes the voting, but I
think it allows people to read and di gest nore and
comment, and because if we're tal ki ng about ei ght
people, | really want to nake sure that those eight
peopl e get what 40 peopl e want.

MR. SCHUTZER: Sonme of us -- | would Iike to
see the extra draft, but sone of us, we have fire walls
and things, we don't always get these drafts like in
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real tinme. Sonetinmes |I'mgetting it |like a day |ate.
It mght be inpossible to vote if | get it late.

MR. TORRES: Maybe we should do it by fax.

M5. MULLI GAN:  Just the principle of having nore
than a prelimnary draft and a final draft | would like
to have an internediary.

MR. SCHUTZER | agree with that, but give us at
| east two days.

MS. MULLI GAN.  So, Lance, | don't know if you
think we can work with that, and maybe it nmeans that the
voting, people can vote the 12th, the 13th, the 14th, |
don't know.

MR. PLESSER. W have to build in a time for the
concurrences too.

MR. LANCE HOFFMAN: That's true.

M5. MILLI GAN: My hope woul d be that by the
second draft people would be on notice that perhaps they
should be witing a dissent. | don't think you re going
to go froma report you love to a report you hate
between the prelimnary and the final draft.

MR. LANCE HOFFMAN: Can you reiterate those
dates one nore tinme?

M5. MULLIGAN: |'mnot tied to the dates. | was
t hi nki ng maybe the 3rd, the 5th and the 10th.

MR. SCHUTZER: Draft 1 on the 3rd, draft 2,
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5th. Does give you tinme to incorporate the comments?

MR, BAKER. | don't think it gives us tinme to
i ncorporate the coments.

M5. MIULLIGAN: | agree it's an insane schedul e.
We could push the 5th to the 6th. W could push the 5th
to the 8th.

MR. SCHUTZER: Push it to the 8th. Yes. So
draft 2 on the 8th. Mke the next draft the 11th?

MR. DAVID HOFFMAN: | don't think we necessarily
need two drafts. W' ve already had a draft. W just
provided a ton of comrents. People have al ready
provi ded comments to all the things that went into the
draft.

MR. SCHUTZER: | think we need it because we had
a lot of substantial discussion.

(Di scussion off the record.)

MR. MEDI NE:  Who wants to comment ?

MR, SCHUTZER: In other words, ny feeling is we
had a | ot of substantial discussion so | have faith in
the drafting commttee. They're going to try to take
all these comments which neans that the next draft wll
be probably sonmewhat substantially different, and then
we would all like to read that and provide comments
agai n which nean they have to integrate all those
comments to have like a final draft we feel confortable
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voting on | think with some mnor changes. | really do
think Deirdre is right, it probably takes two drafts.

MR. MEDI NE:  Ji nf?

M5. MILLIGAN: | think it probably takes two
drafts.

MR. MEDI NE:  Ji nf?

MR. TIERNEY: | agree with that and would |ike
to also put alittle caveat on it that m ght solve sone
of the confusion we're having, and Frank enbarrassed al
of us over here unfortunately off the record and said
maybe we shoul d do sonething by fax, which was a 20th
century device that was devel oped for reasons which
we've all forgotten

| think we can do this by email. | have a
suggestion, a hunble suggestion. | amas | stated
before and as you all know, if you don't know you w ||
soon, a deep adherent to using Mcrosoft products, and
on ny Mcrosoft email product, there are two buttons.
One says reply and the other says reply to all.

Now, part of the confusion | think we're al
having logistically is many of us think our reply is so
valuable we hit reply to all, and as a result, people,
it is a huge ness because people who are responding to
things they got not four or five days ago but four or
five hours are irrel evant.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N kP

N N NN NN R B R R R R R R R
a A W N P O © 00 N O 0o~ W N+ O

1055

It's very confusing, so again we cone back to
the fact that if we have faith in our eight person
commttee, if we try to keep our remarks -- and | wll
be maki ng comrents, but | will be directing themonly to
that commttee, | think it would be nmuch | ess confusing
and allow them the opportunity to synthesize themin a
rati onal way, and that makes the second draft nore
i nportant because in a sense by delegating this
authority to the commttee, we're asking themto use
sonme judgnment here in synthesizing this.

So that would I think clarify a |lot of what |
see as just confusion because, this will be a shock to
many of you, but | don't read all of the emails that
you send. So this would make it a | ot easier | think
for those.

M5. MULLIGAN. On that process issue, | would
li ke to suggest that we set up a system for exanple,
"' m comenting on access section 2, so that we can sort
all of themand | ook at all the access section 2
guestions so that the comments are things that are easy
for us to incorporate.

MR MEDINE: We will also nmake efforts to put on
our web sites the drafts to help those who have del ayed
emai |, and others obviously are free to post it on
their web sites if they want as well, but we wll
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certainly make best efforts to try to avoid ancient
t echnol ogi es and --

MR. WHAM From a process standpoint if you're
going to have themup on the web site you need to keep
them out of PDF. You need to keep themin an editable,
docunent Word docunents | think, unless anybody has a
problemw th that.

MR. MEDI NE: One second. One second. Fred?

MR. CATE: | just wanted to | think second what
is now the anmended what I'mgoing to take as a notion
fromDeirdre wwth the deadlines being the 3rd, the 8th
and the 11th with the assunption being that responses
will go back only to the drafters and not be distributed
to everyone and that concurrences or dissents or
whatever we're calling the separate statenments woul d be
delivered sonetine in the period between the 8th and the
11t h.

So that the drop dead date for receiving those
woul d be the 11th so that others could see them and
consi der them when voting. So if that was the notion as
it now stands anended, | would li ke to second it.

M5. SWFT: | say we nove to a vote.

MR. MEDI NE: Mdtion, comments? Jonat han.

MR. JONATHAN SM TH. | have a question though
which is |I've sonehow lost in ny brain the structure and
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role of these comments, where they will end up in our
docunents can sonmeone reiterate.

MR. MEDI NE: Tal ki ng about the individual
comm ttee nmenbers comments.

MR. JONATHAN SM TH: That's correct.

MR. MEDI NE: The coments on the report, those
w Il be standard at the end of the report. They will be
transmtted to the Federal Trade Conm ssion, and they
will be transmtted along with the Federal Trade
Comm ssion's larger report on online privacy which wll
be copies of the conmttee' s work.

MR. JONATHAN SMTH:  WII| those be voted on?

MR. MEDINE: |'msorry, what is that?

MR. JONATHAN SM TH. Are those outside the scope
of the vote? I'mtrying to understand.

MR MEDINE: | don't think you'll be voting on
i ndi vi dual statenents which includes individual
statenents. You will be voting on the whol e package.

MR. JONATHAN SM TH:  What is the date for those
st atenent s?

MR. MEDINE: What |'mhearing is the 11th, 11:59
Eastern Standard Ti ne.

M5. CULNAN: And they go to the drafting
commttee go to the drafting commttee or to --

M5. MIULLIGAN: | think we can go straight to the
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FTC.

MR. LANE: W're not going to edit.

M5. MULLI GAN:  Actually I don't know. They have
to go to you, but | think Fred made an inportant point,
that they should be available so they can inform as
Steve said other people' s deliberations.

MR. MEDINE: Right, which we'll do at the sane
time the final report is circul ated.

MS. MULLI GAN: Right. Well --

MR MEDINE: O earlier, preferably but no later
than the 11th

MR. COLE: In that vein, you characterized the
vote as a vote for transm ssion of the report to the
Comm ssion. Is that the vote that you' re expecting to
vote on?

MR. MEDI NE: That's what | propose the committee
do which this commttee -- nenbers will have stated
either their views will be reflected in the body of the
report or in their individual statenments, so the vote
woul d be to transmt that report along with the
attachnents, individual sections to the Federal Trade
Comm ssi on.

MR GAVIS: | thought actually the reason
for having individual statenents was because we
were thinking that we were going to have a report that
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was not going to reflect a lot of different options,
that we were going to end up comng up with

recommendations in the report, and ultimtely people
were going to wite their own recomendations | ater.

My sense is that | think it would be nmuch better
if we created a report that really stood for the group
and that individual statenents if anyone wanted to wite
a letter on the public record they could do that and get
it submtted with the public coments.

But ny sense is is that attaching |ots of
different statenents and having |lots of different
conflicting views, et cetera, is going to be very
confusing for the public when they read it and may sort
of serve cross purposes for us.

MR, MEDINE: Just let nme reflect the prior
di scussion which is that people did feel -- hopefully
people's view will be represented in the report and
won't be a need for any statenents, but people seened to
feel at a prior neeting strongly that they at |east have
the opportunity to submt an individual statenment if
they felt the report didn't fully reflect all the
options or views or pros and cons that they felt about
the particular issues so again --

MR COLE: | feel strongly we should stick to
that prior discussion, but I think we should clarify.
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One of the reasons soneone may choose to file a comrent
or whatever you're calling it is not because they think
all the views weren't reflected, but they want to
comment on the sumtotal of the report and its neaning
to themor it's inplication or whatever else the First
Amendnent all ows themto say.

MR. MEDINE: Right. W wll not edit your
comments. They will be attached to the report as
subm tted, so you can say what you want in those.

MR. SCHUTZER  Before you call it to a vote,
would i ke to make two comments. One is that | think we
shoul dn't be tal king access 1, 2, anynore. Let's talk
about the whole report as edited so | can see the whole
report, nunber 1.

Nunmber 2, for some of you who m ght get confused
if it's reply to all but |I find that a good process for
me to absorb and understand and keep track of what
everyone is saying. It doesn't nean that | will be
commenting, editing. The onus will be on the
drafting commttee to take care of all of those things
and produce the next version, but | would appreciate a
reply to all so | can see what's going on and j ust
absorb it.

That's the way | synthesize this thing.

MR. MEDI NE:  Yes?
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M5. MILLIGAN: Can | respond to that? |'m not
suggesting not to reply to all. It's in the sorting, if
we get -- if every single person makes 300 little
coments throughout the entire docunent, that if we can
sort themso that we can | ook at the preface coments.

MR. WHAM  You can actually do a nerge within
Wor d.

MR. SCHUTZER  Nobody el se but the drafting
commttee, but for the rest of us we want to see what's
goi ng on

M5. MIULLI GAN: | want you to see what's going
on, but if the email subject lines allow us to sort so
we can make sure, okay, we |ooked at all the comments
that were relevant to the security section, it's very
hel pful , having done this before.

MR. SCHUTZER:  There shouldn't be sections
anynore. There should be coments on the draft because
it's all integrated.

M5. MILLI GAN:  Absolutely. But the draft wll
still have subtitles.

MR. MEDI NE: Let's slow down comments so the
court reporter can keep up. Ron?

MR. PLESSER: Yeah, just a couple procedural
questions before we go on to vote. | nean, there's been
sonme assunptions around the table asserted about eight
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peopl e on the drafting conmttee. Lance certainly nade
a recomendation. | don't think we've had a ful
di scussion of how that will be resolved at all.

| think there's been sonme assertions about it,
but | don't think it's been a discussion, nunber 1.
Nunber 2, | do think that while we do need to cone back
to this conversation of whether or not we try to do a
summary, whether or not we try to do sone kind of
preface so that we have instructions on the other four
things, | think we need to get sone instructions on
those two things because those are substantive.

So I'm happy to tal k about those things
substantively, but if you want to have a vote on the
dates, that's okay, but | think those other things
al nost either cone first or have it to be resolved as
wel | .

MR. MEDINE: It mght not be a bad idea to
resolve this so when people vote they know what the
process is that's going to lead to the various drafts
being circulated, and we will be responsible for this.
That seens to be an advi sabl e approach, but Deirdre?

M5. MULLIGAN. | actually just wanted to second
Lance's suggestion that we were anxious, we thought we
had the authority to dunp the docunent together. W
didn't feel like we had two people from each subgroup
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We want ed make sure that we had the people who the
subgroup -- 1've said, yeah, |'"mhappy to do it. W
subgroup didn't say, Deirdre, can you do this for us.

And we wanted -- it's an authority issue, and |
woul d like to have two peopl e that the subgroup woul d
i ke to have represent them

MR. MEDINE: Could we go to the four subgroups
now and poll themfor who they would like. Yes, M.
Kanmp?

MR. KAMP: Yes, | think we ought to do that, but
| suggest we have a subgroup for a preanble, but |
presunme we're going to have to have a preanble
di scussion. 1'magoing to strongly recommend that we do
a preanble. | think we have to have an expl anatory
position there.

l"mnot trying to take a position on any one
thing, and | also would like to recommend that Frank
Torres be one of the two, and that Ron Pl esser be the
other of the two in that preanbl e di scussion.

M5. MIULLIGAN: | actually would like to nake a
count erproposal, that the preanble and summary shoul d be
part of the drafting assignnent of the people who are
responsi ble for drafting so that the docunent's
consi stent.

MR. MEDI NE: That can be consistent with the
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recommendation if that's what people want and have Frank
and Ron represent those concerns. Dan and then Lance.

MR. JAYE: W' ve been tal ki ng about how nuch
work we have yet to get done, and we started off the day
tal king about how difficult it was to do the data
reduction to come up with an executive summary versus a
preface that tal ked about our process.

And I'"'mgoing to sort of suggest that we take
t he Gordi an Nod approach here and commt the sacril ege
of issuing a report that has no executive summary. That
basically forces everyone to wade through the details,
that there's a lot of inportant points that everyone has
brought up here, and that any attenpt to try to reduce
it to some sunmmary is going to basically eat up what
limted tine we have left to produce the report and
arguably be less informative to the critical targets of
this report, so...

MR. MEDI NE: Lance and then G eg.

MR. LANCE HOFFMAN:. | coul d speak to that but
"1l let other people speak to that. Wat | want to say
is | think once people -- whoever we decide to put on

the drafting commttee, once they're on the drafting

commttee, they in essence |lose their, if you wll, status

as representatives except for they know what happened in
t he subcommi ttees because at that point we're all --
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this is a subset of the entire group that has a task
Its deliverable is to produce draft 1, draft 2 and
the final report. So that's the first thing.

In that regard | woul d argue agai nst havi ng two
nore people to do what | call the preface because |
think this group now if we nmake sure it's
representative, and | would like to see before we | eave
here and before in fact, Ron, we vote on this, who are
going to be the eight proposed people, whoever they are,
on the commttee, and I'l| stop there.

Once we do that | think we should be okay given
the constraints we're under.

MR MEDINE: Geg, I'll call on you, but can we
maybe go through the four groups and put on the table
who they recomend and see if that maybe addresses
peopl e's concern about representation. Access one?

MR VWHAM | mght recormend an alternative.
| nstead of going through the four groups, who wants to
be on this drafting commttee? | think if we may have
kind of a self selection, it will be obvious who.

MR MEDINE: | think it will need representation
from each group

(Di scussion off the record.)

MR. LANCE HOFFMAN. Can | suggest a two mnute
recess so the groups don't have to quibble in public?
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M5. MILLI GAN: | second that.

MR. MEDINE: Really two m nutes because we're
getting --

(Di scussion off the record.)

M5. SWFT: Access subgroup 1 will have Richard
Purcell and Jam e Allen.

MR MEDI NE:  2?

MR. SHEN: Andrew Shen, for access 2 it will be
mysel f and Ron Pl esser.

MR MEDI NE: 37

M5. MILLI GAN: Rick Lane and Deirdre ?

MR. MEDI NE: Four, security?

MR. BAKER: Stewart Baker and Lance Hof fman. We
al so request that we be able to use Geg MIller as an
al ternate because he has promsed if we do that he'l
draft the preface.

MR. MEDINE: Which will be unobjectionable.

M5. SWFT: W haven't totally decided on the
preface yet, and actually our sub group in nom nating
our appoi ntees, gave sone direction to where we thought
t hey should go on those issues.

MR MEDINE: So it's Richard Purcell, Jame
Al l en, Andrew Shen, Ron Plesser, Deirdre Milligan,
Stewart Baker and Lance Hoffrman. Ron?

MR. PLESSER: | would |like to make a
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suggestion. Wen you and | tal ked about this early on,
you said one of the reasons we put academ cs on here is
that they can help with the witing, and it is terrific,
and | amvery positive that Lance is on it and he
certainly is a recogni zed academn ci an

MR. LANCE HOFFMAN: What's he going to say next?

MR. PLESSER:. Fred Cate, who just left, is a
wonderful witer and has a lot of ability to pull it
together, nmake it a commttee of nine or nmake hi mKkind
of the officio or something. | would think having Fred
particularly with his talents pulled into the imedi acy

of the process would be hel pful and inportant. He knows

l"mdoing it.
MS. MULLI GAN:  Which comm ttee was Fred on?
MR. SHEN: | think he was on access 2.

MR. PLESSER: Part of the problemis he was on
vacation for three weeks but he really -- anyway that's
my suggesti on.

M5. MJLLI GAN:  How does access 2 -- Stewart and
| think the security group have a specific reason. 1Is
t here consensus anbong the access 2 committee that that
woul d be good?

MR. PLESSER: | don't think he's being --
Fred's being presented as a representative of a
particular group. | think the sense too is that

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N kP

N N NN NN R B R R R R R R R
a A W N P O © 00 N O 0o~ W N+ O

everybody here is now kind of representing the whole.
think Fred is very talented and it would be hel pful, but
that's up to the group

MR. MEDI NE:  Ji nf?

MR, TIERNEY: | often say | work for 50 equally
gifted and talented attorneys general, and I think it's
fair to say that we are all 40 of us equally gifted and
talented or we wouldn't be here, and | say that with al
respect to Fred.

| like the way this commttee | ooks. 1've
listened here for all these neetings, and |I think that |
have such faith in this commttee | have no doubt that
they m ght be able to out-source pieces of this as it
goes along in their discretion, and | think we ought to
let it go at that.

Fred is enornously capable, there are other
peopl e who are enornously capabl e, and you ought to use
your judgnment to go where you need to get the
information down to the drafting in your own
discretion. | don't think any of us will second guess
it.

MR. MEDI NE: Fred can be an information
i nternmedi ary.

MR. PLESSER He can be a resource.

MR MEDINE: Are we confortable with going with
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the eight as proposed and then having out-sourcing being
Fred and Greg as it seens appropriate?

MR. TORRES: Sal ute.

MR. MEDINE: So we have a group. Let ne just
specifically address the issue of executive summary
versus preface, is it the -- | think we have a couple
alternatives. One is to delegate to the group the
drafting of an executive summary and preface if they
feel that's appropriate, circulate it and see if it's
sonet hi ng peopl e can support or not or nmake a deci sion
here about that. Richard?

MR. PURCELL: Comments that were made briefly
in our huddle had to do with a couple things. First of
all, an executive summary essentially is designed to
state a conclusion, to state at a high level the
supporting argunents for that conclusion and point to a
docunent that has the due diligence that was used to
reach that conclusion. This is not the kind of docunent
that's going to support that.

Now, that being said, |I think that it's
inportant that we may want to wite -- I'mgoing to
t hrow another word on the table here. | think it's
inmportant that we wite a prologue to this report,
whi ch provides the appropriate set up for readership,
and additionally we may want to at the -- we may want to
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break this into a chapter format in the sense that it
can be supported by a table of contents that provides
easy access to the depth of nmaterial that's going to be
supported in here.

And there's ways that the docunmentation
process can work to do that quite readily as |ong
as you use the right products and the best
products.

MR. KAMP. Owned by one conpany.

MR. WHAM  Not for I|ong.

MR. PURCELL.: Even then it would only be one
comnpany.

| think the essence of what we're trying to get
at in the discussion around preface is how do we set
this up so the reader's prepared to address the materi al
in a contextually appropriate way? W can do that.
That's how -- that's what you use a prol ogue for

You say, Here's the deal, you' re about to read
sonet hing and here's the context within which this
shoul d be read or under which it was witten. W can do
t hat .

We can then provide a table of contents that
allows the user to quickly figure out what the format or
the structure of the docunent is and go to specific
pl aces in that docunent for specific needs that they
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m ght have, and | think given that kind of a structure,
we may be able to acconplish this by picking it up as

pi eces that have good structure to hold it together.

MR MEDINE: |'mseeing a lot of nodding in the
room |I'mgoing to see if we can grab a consensus
before we lose it and say that -- at least give that a

try and see as the draft circulates if that serves their
needs.

M5. SWFT: | just have another sort of deadline
piece. | think we agreed or we're assuned going to
agree, now that we've got the commttee appointed that
we will have the first draft on the 3rd, the second
draft on the 8th, the third draft prepared by the 11th.

W have to add dates in between the tine by
whi ch you circulate the draft, you need all of us to get
coments to you so that you can then produce the draft
so they have to be a date between the 3rd and the 8th
and a date between the 8th and 11th just for the
functioning of the drafting conmttee.

MR. BAKER: Wy don't we just circulate that,
| eave that to the commttee.

MR. MEDINE: | don't think that has to be a
formal voting matter. There is one other date though
t hat needs to be added which is the -- well, two dates:
The date that voting opens and the date voting cl oses by
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email on the final draft.

So | guess | would propose that voting open at
12:01 a.m on the 12th and close at 11:59 p.m on the
14t h.

MR. COLE: | thought the 15th.

MR. MEDINE: The 15th is the day it's due to the
Comm ssion. Comm ssion staff woul d appreci ate know ng
and having that date to put everything together.

MR. PLESSER. Can you repeat that.

MR. MEDI NE: Physically fromthe norning of the
12th to the evening of the 14th to conplete voting so we
can deliver it to the Conmm ssion as the charter calls
for on the 15th,

MR. CERASALE: Eastern tinme?

MR. MEDI NE: Yes, Eastern Daylight Savings Tine.

M5. MIULLIGAN:  You're saying if we give it to
you on the 15th, you'll copy it and deliver it to the
Comm ssion all on the sane day?

MR. MEDI NE: Yes, yes. You can conclude your
voting the | ast possible mnute on the 14th and we wll
cone in fresh, bright and early on the 15th and take
care of getting everything copied and taken care of.

MR. KAMP: Delivery date, does that have
anything to do with Labor and Mdther's Day on that
Sunday? Never mnd. |'msorry.
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MR. MEDINE: At least there's not Friday the
13th in there. |Is that it?

MR. TORRES: David, one comment that | have.
Since email is not yet -- ny system sonetines goes
down. Sonetinmes it takes a while to get things
circulated. | think as soon as we know what dates --
now t hat we know what dates the copies are supposed to
conme out by email can we have -- do we call you if we
didn't get it so we can have another nethod to do that?

MR. MEDI NE: Yes, you can call us.

MR. PLESSER: You can put the draft on the web
sites too.

MR. MEDINE: We'll put the draft on the web
sites too, but that does take sone tine as well, but we
w Il do our best to get that done as quickly as possible.
I f you haven't received your email call us. W wll
fax it to you or if you're local nmake it available on a
hard copy for you to pick up, whatever we can do to
assist you in getting it as quickly as possible.

MR. TORRES: | woul d suggest the sane thing with
the votes. | take it that if you see that certain
peopl e haven't or you haven't received enmails from
certain people, there could be |ots of reasons for the
glitches, that you all nake the call.

MR. MEDINE: That will be a little trickier

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N kP

N N NN NN R B R R R R R R R
a A W N P O © 00 N O 0o~ W N+ O

because we're calling for a vote over the weekend, so
you can have an option if you want of calling or faxing
your vote in or --

MR. LANE: | was going to say because you nay
have sent it over the weekend. It may not go through
for sonme reason. You don't know about it so | would
think that at ten o' clock on Monday norning if you
haven't received a vote from Frank or nyself or sonebody
on the commttee, maybe give us a call because we nmay
have thought it went through and there's no way to track
it.

MR. MEDINE: Just for formality, I'magoing to
suggest that the voting deadline be noon on Mnday,

t hough with an aspiration that everybody conplete their
votes on the 14th so that we only have to do catch up
rem nder kind of calls Mnday norning on the 15th. W
w |l make best efforts to vote by 14th but | don't want
to be past the voting deadline where we're taking |ate
votes and have a dilemma of counting them or not
counting them

M5. CULNAN: One quick question. The drafting
commttee will decide who's going to email it out and
basically we'll know to whomto reply and rem nd us
about putting what in the headers of the nessage to nake
your job easier?
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MR. PURCELL: Yes.

MR. CERASALE: The response is to go to one
person? | had a note that David asked themto have the
FTC send us an email with the specific emai| addresses
of the eight on the drafting commttee so | don't have
to try and figure out what they are.

MR, PURCELL: That's fine.

MR. CERASALE: Let's get it. But how do you
want it? Do you want the email to just one person or
all eight?

M5. MULLI GAN:.  No. What | would propose to do
is when we send out the prelimnary draft we will have
everybody in the cc line that you should respond to so
that if you reply to all, it wll come back but what
we' |l ask.

MR. CERASALE: No, it won't. It will goto
everybody on the |ist.

(Di scussion off the record.)

M5. MIULLIGAN: 1'Il give you the addresses in
the cc line and you can take them and paste themin so
you only reply to the cc or --

MR. PURCELL.: May | nake a suggestion, that the
designated federal officer can set up an alias that al
ei ght peopl e would be included on so you have a single
draft ACOAS email address so that will make it nuch
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less difficult?

MR. MEDI NE:  Your DFO woul d be happy to do that.

M5. BROMN: The problemis if sonebody emails
sonething at 8 p.m to the advisory commttee, enai
backs, it may be maybe 8: 30 the next norning before |
send it out to the drafting coonmttee so you may --

MR. MEDI NE: W can create an autonatic
f orward?

MR PURCELL.: Yes, you can.

MR MEDINE: We will forward it to the drafting
comm ttee.

MR. PLESSER. One thing is | do think fromny
own perspective since | amnot a good note taker,
think a | ot of people have very good coments today, and
we have some of those notes but before the begi nning of
next week if people could email to nme and | assune to
others kind of the hit list of the definitions that need
to be played with, your kind of suggestions or
recommendati ons on goi ng through here and again over the
weekend so if we can get that on Mnday, Tuesday, |
t hi nk that woul d be nuch easier, would be very hel pful
to me to see the substantive coments, not that everyone
will be taken but | think it will give us sone gui dance.

MR. MEDI NE: Your DFO would also |ike to suggest
a service to the commttee, if you like, given the rich
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di scussion we had today, we would be willing to emai

the transcript of today's session on Monday with the
caveat that it's uncorrected it mght be hel pful in your
del i berati on.

W'l |l al so obviously post an edited versi on when
we've had a chance to review it, but it sounds |ike because
of the pace we're on it mght hel pful once we get it in
to email it to the group. |1'mseeing lots of nods so
we w il do that.

MR. TIERNEY: | had one specific question again
logistically, if I"'mto comrent on three different
sections of the report, is it your suggestion to us that
| send you three separate email s?

MS. MULLI GAN:  Yes.

MR. TIERNEY: | thought that's what you said. |
wanted to make that clear

M5. MILLI GAN:  Yes, and | think when we send out
the directions for how to coment on the attached
docunent, it wll give you very specific details about
what to put in the subject line, and | knowit's a
little bit of a hassle on your end, but it's way nore of
a hassle on our end and it will make sure that we
actually get to everybody's coments.

But to just go off of that, | think it's
i nportant that we get those second dates that you tal ked

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© 00 N o o b~ W N kP

N N NN NN R B R R R R R R R
a A W N P O © 00 N O 0o~ W N+ O

about. | don't want to wait and send you guys out a
note that says, oh, you have ten hours to respond, so
for exanple, if we're going to get the prelimnary draft
out to you at 5:00 p.m Eastern Standard Tine on the
3rd, | want people to have comments back to ne by 5:00
p.m on Thursday the 4th.

| know it's 24 hours but if each one of you
makes 12 comrents, it's a lot nore for us to incorporate
than it is for you to read a docunent, and so we get the
bul k of the tinme, not the commenters. So if | can
suggest that we put a deadline -- |'mhappy to do
Thursday at twelve o' clock Pacific Standard Ti ne.

MR. LANCE HOFFMAN:  Thur sday what ?

MS. MJULLI GAN: The docunent that will go out on
the 3rd, you have until mdnight Pacific time Thursday
to get coments back which nmeans 3: 00 a.m in the
nmorni ng for those of you who really like late nights on
t he East Coast.

Draft 2 which goes out on the 8th, simlarly
comments should be back to us on the 9th by m dni ght
Pacific Standard Ti ne.

MR. PURCELL: That gives us 48 hours to
conplete the task

M5. MULLIGAN: | knowit's a little nore than 24
hours on the other side, but I really think that's what
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we need to do if we're going to be able to do it.

MR MEDINE: |I'msorry, conment to the drafting
commttee for the first draft should be subm tted when?

M5. MILLI GAN:  Monday the 1st, 12 Pacific
standard, m dni ght Pacific standard.

MR. RICHARD SM TH: When you send out the draft
will you remnd us?

M5. MJLLI GAN:  Yes.

MR GAVIS: Do you want comments right in the
Word docunent, or do you want themin the email ?

M5. MIULLIGAN: | would prefer if people put
changes in the email. There's too nmany people. Even
if we use track changes we will not be able to keep
track of them

MR GAVIS: No Word in email

MS. MULLI GAN:  Sorry.

MR. LANCE HOFFMAN:. Qui ck suggestion to the
Comm ssion. | suggest when you get a vote you
acknow edge the vote to sonebody and that way you'll cut
down on your back and forth

MR. ALLEN. What is the voting process, and wl|
there be any visibility to the commttee nenbers during
the voting period as to the status of the vote?

MR. MEDINE: Well, the email should be sent to
advi soryconm ttee@tc.gov. | suppose you can copy
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t he ot hers.

M5. SWFT: You won't ask for a vote. You w |
assunme we know to start voting.

MR. MEDINE: We're going to entertain a notion
that there be a period of tinme during which votes wll
be received so people will send an email during that
period of time to record their vote. You're all free to
copy each other on your voting email

MR. COLE: Wen you're ready for that notion, |
woul d i ke to suggest that you tickle your calendars to
send everyone a rem nder that voting is now open.

MR. MEDI NE:  Ckay.

M5. CULNAN: Then people will know --

MR. MEDI NE: Jonat han?

MR. JONATHAN SMTH. On the voting process | nmay
not be email capable at that tinme. |Is it possible --
is it acceptable to tel ephone call in?

MR. MEDINE: The problemw th the phone call is
t he record.

M5. CRANOR | have the sane probl em

MR MEDI NE: Fax.

(Di scussion off the record.).

M5. CRANOR | have the sanme problem | may not
have emai |l during those three days.

MR. MEDI NE: What about fax?
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M5. CRANOR | may not have fax either. |'m
going to be traveling. | don't know what |'mgoing to
have.

MR MEDINE: | think it's difficult --

M5. CRANOR | could definitely have a phone. |

coul d call sonebody.

M5. SWFT: Can | ask a question, maybe this is
not the thing, but don't you have sonebody who can j ust
go to your conputer and send an email fromit?

M5. GAU: That's authenticity.

M5. MJLLI GAN:  Lorrie, if you would like to cal

me, | would be happy to transmt your vote. |If you would
like to call nme, | would be happy to transmt you vote.
M5. CRANOR  Ckay.
MR. JONATHAN SM TH. Is that acceptable?
MR MEDI NE:  Yes.
MR. JONATHAN SM TH:  You're happy wth that.
MR GAVIS: Wen is the report going to be made

public?

MR. MEDINE: On the 15th | believe.

M5. GAU: |I'msorry, David, | thought prior to
the vote we were going to actually see what the entire
package woul d | ook |ike, including any dissents that
were going to be part of the materials.

MR. MEDI NE: Conments, that would be by the
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11th. Maybe | can summarize where | think we are.

MR. LANCE HOFFMAN. Before you do, one question
on the vote, David, I'"'msorry? |Is the vote going to be
arolling, that is, if person nunber 1 votes on the
m nute one after voting is open and then voting is open
for two or three days, okay, is everybody going to see
each person's vote as they cone or are they going to
cone in and be closely held until the end?

MR. MEDI NE: Again because this is occurring
over the weekend, what | would suggest is the nenbers of
the group copy each other on their email so you can
see, but it will be very difficult for us to have it be
a public process.

MR. WHAM  Based upon what we're doi ng here,
where we're trying to do achieve a consensus where we've
got three drafts all the way through, where we get to
have indi vidual comments, can anyone see a situation
where you're not going to vote to a yes? Isn't it
pretty clear that everyone is going to say yes?

MR. JONATHAN SM TH:  No, you're right.

MR. MEDI NE: We reserve that question to you
You have a chance to record your vote.

M5. MULLI GAN. Send the no votes to everyone on
the |ist.

MR. LANCE HOFFMAN: What if a hacker did that?
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MR MEDINE: So if | could summarize where |
think we are. The first draft will be circulated on the
3rd, comments to the drafting commttee by the 1st
(sic).

The second draft will be circulated on the 8th,.

M5. GAU. Wait, 3rd and to the 4th.

MR. MEDINE: 5/1 mdnight, coments due to the
drafting commttee. 5/3 the drafting commttee wll
circulate the first draft.

M5. MILLI GAN:  Yes, end of day.

MR. MEDI NE: Comments are due back to the
drafting commttee the next day, 5/4 mdnight. The
second draft will be circulated 5/ 8, coments due back
m dni ght 5/9; final draft to be circulated along with
i ndi vi dual comments, those who choose to make them 5/11
m dni ght, voting opens 12:01 a.m on the 12th of My,
voting closes at 11:59 a.m at noon on the 15th of My.

We are encouragi ng people in good faith to vote
by m dni ght on the 14th so when we cone in on the 15th,

t hose who have not voted we will nake our best efforts
to contact and make sure that --

MR. PLESSER. WII| you draft up the voting
statenment because | think it's really your job to do
that and then circulate it so we know exactly what we're
saying yes and no to?
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MR. MEDINE: W woul d be happy to do that.

M5. CULNAN: The other question is |I have
witten down that we're supposed to send our comments if
we choose to make themto the FTC on the 11th. And so
at that point howw !l they -- are they going to then be
sent back to you to be put into the final package?

M5. MILLI GAN:  There's a question. | think --

coul d we have.

MS. CULNAN: W cc you?

MR. MEDI NE: 5/10, would that be easier?

M5. MJLLI GAN:  Yes.

MR. MEDI NE: | ndividual comments 5/10.

M5. CULNAN. To the drafting group?

M5. MILLI GAN: Here's the question. | think if
it's anenable, and | have to talk to the group, | have

commandeer ed our web person to do a nice Quark
version of this so the report | ooks good which we could
then turn into a report to send to you all.

| don't necessarily feel Iike we need to al so
handl e all the individualized statenments. You've
already created a tenplate, et cetera, so if those were
just sent directly to the Comm ssion, that's okay, and
make sure that -- it lessens the risk that there's a
transm ssion error because it's only going one step
i nstead of two.
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M5. CULNAN: The question is how do they get
into the final package that we see to vote? |If they're
going to the FTC and you have the final report, is the
FTC going to send it out?

MR MEDINE: W will send them out or post them
on the web site by close of business on the 11th.

M5. MILLI GAN: O maybe the individual
statenents do go to the full commttee.

MR. MEDI NE: Again you' re always free to copy
your fellow commttee nenbers on anything you send.

MR COLE: | think we're getting alittle
confused. It seens to me when we're asked to or we're
encouraged or allowed to send coments, we would like to
see the final report to which you're comrenting, so it
seens that the coments ought to be follow ng the
distribution of the last draft, and then those comments
plus the last draft get voted on. The comrents woul dn't
get voted on, but you would see the whol e package when
you vote.

M5. SWFT: | think the problemis we're not
sure we have enough tine to do that.

MR WHAM And | think we'll be cl ose enough on
a final that it's not necessary to see the absolute
final draft.

M5. MIULLI GAN: My hope is that the only changes
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we're making on the final draft are really we m ssed
typos, that they were -- nmy hope is that the first draft
and the second draft are the ones that we're really
shaping, and that the third draft -- you should know.

MR. LANE: Technical corrections.

MR. COLE: That's never been ny experience.
know t here's al ways been a hope.

MR. MEDI NE: You know. We're |osing people, and
we have to take a vote while we still have a quorum or
there will be no report.

M5. MILLI GAN: | woul d propose that we could try

MR. MEDINE: | would suggest we lock in a vote
bef ore peopl e | eave.

M5. MJULLI GAN: Can | nake a notion?

MR. MEDINE: We will have no report if we don't
have a vote with a quorunf

M5. MULLI GAN.  On behal f of the drafting group,
unl ess sonebody el se shoots ne down, that we could say
that we could get the final report circulated by the
11th at 4 p.m Eastern Standard Tinme so that people
could make their comments if they wanted to subsequent
to having that and still get themin by Thursday at
m dni ght Pacific Standard Ti ne.

| know it neans that you' re going to be working
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after hours.

M5. SWFT: You know what, | really think we're
going to have vote right now, before people are m ssing
their planes, as to whether or not when we adhere to
this process, whatever the deadlines are, we agree to
take a vote, the process that's been established in

order to submt a report directly to the Comm ssion.

MR. LANE: | second that notion

MR. MEDI NE: Let's take a vote. Janes Allen?
MR. ALLEN: Aye.

MR. MEDI NE: Stewart Baker? Jerry.

MR. CERASALE: Do you have to do a roll call?

MR MEDINE: Al in favor say aye?

(Chorus of ayes.)

MR. MEDI NE: Opposed say no.

(No response.)

MR. MEDINE: Mjority. Thank you very nuch.
(Time noted: 4:31.)
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