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	Area of Review
	Category

	304-ITEM PROCESSING
	A.   GENERAL INFORMATION


	Question #
	Question
	YesNoNa

	304Q-001a
	Does the board-level oversight of the item processing operation include the following:  Approval of all new item processing services to be offered?
	

	Comment
	

	304Q-001b
	Periodic reviews of profitability of the operation?
	

	Comment
	

	304Q-001c
	Approval of the fee structure?
	

	Comment
	

	304Q-001d
	Periodic review of market penetration and volume trends?
	

	Comment
	

	304Q-001e
	Establishment of charge off policies?
	

	Comment
	

	304Q-001f
	Approval of significant new investment(s) in facilities and/or equipment?
	

	Comment
	

	304Q-001g
	Review of internal and external audit reports of the operation?
	

	Comment
	

	304Q-002
	Do all operating procedures manuals receive at least annual review by management?  What controls are in place for the ongoing updating of procedures?
	

	Comment
	

	304Q-003
	Have cross-training policies and procedures been developed for employees assigned to the item processing department?  If yes, are these procedures sufficient?
	

	Comment
	

	304Q-004
	Is there a periodic cost analysis performed to evaluate its level of profitability?  If yes, are indirect expenses allocated to the department?
	

	Comment
	

	304Q-005
	Are fees and item charges for services periodically compared to competitors?
	

	Comment
	

	304Q-006a
	Are there legal agreements in place between the member credit unions, corporate, and other parties, for:  Settlement lines of credit with all members for whom share drafts are processed?
	

	Comment
	

	304Q-006b
	Disaster recovery for site and equipment?
	

	Comment
	

	304Q-006c
	Equipment maintenance?
	

	Comment
	

	304Q-006d
	Couriers?
	

	Comment
	

	304Q-006e
	Federal Reserve Bank?
	

	Comment
	

	304Q-006f
	Telecommunications service?
	

	Comment
	

	304Q-006g
	Document destruction companies, if used?
	

	Comment
	


	Area of Review
	Category

	304-ITEM PROCESSING
	B.   SECURITY AND DISASTER READINESS


	Question #
	Question
	YesNoNa

	304Q-007
	Is access restricted to processing equipment?  What are the physical controls which limit access?
	

	Comment
	

	304Q-008
	Is there a current listing of employees authorized to access this area?
	

	Comment
	

	304Q-009
	Are two employees present in the computer room while item processing is taking place?
	

	Comment
	

	304Q-010
	Do security levels established for the mainframe (processing unit) correspond with the employee’s duties and responsibilities?
	

	Comment
	

	304Q-011
	Is there a formal training program emphasizing security and control?
	

	Comment
	

	304Q-012
	Is there an appropriate investigation (police, bond, and credit checks) on personnel hired or assigned to the item processing department?
	

	Comment
	

	304Q-013
	Does the processing room have a fire suppression system with associated detectors? (i.e. heat, smoke, and water)  What other environmental controls are in place?
	

	Comment
	

	304Q-014
	Are all sensitive forms and negotiable items controlled throughout receipt, processing, distribution, and/or destruction ?
	

	Comment
	

	304Q-015a
	Do posted emergency procedures in the department address the following:  Instructions for shutting off utilities and powering down equipment?
	

	Comment
	

	304Q-015b
	Instructions for activating/deactivating fire suppression equipment?
	

	Comment
	

	304Q-015c
	Personnel evacuation?
	

	Comment
	

	304Q-015d
	Securing data in process and equipment?
	

	Comment
	

	304Q-016
	Are emergency drills conducted to ensure employees are familiar with emergency procedures?
	

	Comment
	

	304Q-017
	Does the item processing department have a disaster recovery plan?
	

	Comment
	

	304Q-018
	Are employees familiar with the plan’s procedures?
	

	Comment
	

	304Q-019
	Is there a written agreement between the corporate and another processor to provide facilities in the event of an emergency?
	

	Comment
	

	304Q-020
	Has an annual testing of the equipment at this “hot-site” been conducted to ensure the equipment and the software is compatible with the corporate’s system?
	

	Comment
	


	Area of Review
	Category

	304-ITEM PROCESSING
	C.  EQUIPMENT


	Question #
	Question
	YesNoNa

	304Q-021
	Identify hardware and operating systems(s) in use in the item processing operation.
	

	Comment
	

	304Q-022
	Identify the type and location of the UPS.
	

	Comment
	

	304Q-023
	Does the department maintain a log of equipment malfunctions?
	

	Comment
	

	304Q-024
	Is there a program of regular preventive maintenance for all item processing equipment?
	

	Comment
	

	304Q-025
	Does management periodically review the performance of outside vendors?
	

	Comment
	

	304Q-026
	What controls are in place to protect the accuracy and confidentiality of data transmitted via phone lines?  (e.g. parity checks, message authentication, encryption, etc.)
	

	Comment
	

	304Q-027
	Identify and describe measures management has taken to prevent corruption of item processing data or software by computer viruses.
	

	Comment
	


	Area of Review
	Category

	304-ITEM PROCESSING
	D.  OPERATIONAL PROCEDURES


	Question #
	Question
	YesNoNa

	304Q-028
	Are staff duties adequately segregated?
	

	Comment
	

	304Q-029a
	Are operators prohibited, by procedure and practice, from performing the following duties?  Note:  If one person performs more than one of any of the functions below, mitigating controls should be in place. (i.e. cross-check by an independent person)  Originating entries for processing?
	

	Comment
	

	304Q-029b
	Correcting exceptions, unposted, or rejected items?
	

	Comment
	

	304Q-029c
	Preparing any general ledger and/or subsidiary ledger entries?
	

	Comment
	

	304Q-029d
	Performing any balancing functions other than run-to-run control?
	

	Comment
	

	304Q-029e
	Controlling report generation and distribution?
	

	Comment
	

	304Q-030
	How are suspense and reconciling items monitored?  Has management established procedures and maximum timeframes for resolving or writing off these items?
	

	Comment
	


	Area of Review
	Category

	304-ITEM PROCESSING
	E.  PROCESSING OF ITEMS AND RETURNS.   

IDENTIFY THE SERVICES WHICH THE CORPORATE OFFERS:


	Question #
	Question
	YesNoNa

	304Q-031
	Deposit Clearing (Encode only).
	

	Comment
	

	304Q-032
	Deposit Clearing (Encoding and Sorting by Endpoint).
	

	Comment
	

	304Q-033
	Inclearing of Member Drafts and Returns.
	

	Comment
	

	304Q-034
	Other – list and describe.
	

	Comment
	

	304Q-035a
	DEPOSIT CLEARINGS (Encode only).  Are the daily deposits for all credit unions accounted for prior to signing the courier’s receipt?
	

	Comment
	

	304Q-035b
	Are the deposits opened and accounted for under dual control?
	

	Comment
	

	304Q-035c
	Does the corporate prepare and retain a listing of items received when the credit union’s deposit is opened?
	

	Comment
	

	304Q-035d
	After encoding is completed, is the batch balanced to the credit union’s deposit total?
	

	Comment
	

	304Q-035e
	Are all items microfilmed before sending to the FRB?
	

	Comment
	

	304Q-036a
	DEPOSIT CLEARINGS (Encoding plus Sorting by Endpoint).  Are all items microfilmed as they are sorted?
	

	Comment
	

	304Q-036b
	Is a balance performed during the reading, endorsing, filming, and sorting function?
	

	Comment
	

	304Q-036c
	Are rejects reentered by a person other than the one performing the sorting operation?
	

	Comment
	

	304Q-036d
	Is an internal settlement sheet report prepared and balanced at the end of the sorting process?
	

	Comment
	

	304Q-037a
	INCLEARINGS OF MEMBER DRAFTS AND RETURNS.  Are all drafts microfilmed as they go through the Prime Pass (fine sort)?
	

	Comment
	

	304Q-037b
	Are rejects reentered, corrected, and balanced by an individual other than the operator performing the sorting functions?
	

	Comment
	

	304Q-037c
	Are items balanced to cash letter totals before transmission of the item files to the member credit union’s data processor or the in-house processor?
	

	Comment
	

	304Q-037d
	Are there adequate procedures in place to ensure all returns are stamped properly?
	

	Comment
	

	304Q-037e
	Does the center balance the returns after they have been stamped and qualified?
	

	Comment
	

	304Q-037f
	Are procedures in place to ensure returns are handled within 24 hours after presentment?
	

	Comment
	

	304Q-037g
	What procedures are in place to return items after the 24 hour deadline?
	

	Comment
	


	Area of Review
	Category

	304-ITEM PROCESSING
	F.   DATA RETENTION AND STORAGE


	Question #
	Question
	YesNoNa

	304Q-038
	Are system backups performed on a daily basis?
	

	Comment
	

	304Q-039
	Is the backup media stored off-site on a daily basis?
	

	Comment
	

	304Q-040
	How long are the items (truncated drafts) retained on file?
	

	Comment
	

	304Q-041
	Are secure procedures in place for the destruction of truncated share drafts?
	

	Comment
	

	304Q-042
	Does the corporate verify the readability of the micro-film before original drafts are destroyed?
	

	Comment
	

	304Q-043
	Are microfilm duplicates sent off-site on a daily basis?
	

	Comment
	

	304Q-044
	Are procedures in place when re-filming occurs to ensure all drafts in storage for that particular day are re-filmed?
	

	Comment

	304Q-045
	How long is microfilm kept on-site?
	

	Comment
	

	304Q-046
	How long is it kept at the off-site location?
	

	Comment
	


	Area of Review
	Category

	304-ITEM PROCESSING
	G.   PROOF AND RECONCILIATION


	Question #
	Question
	YesNoNa

	304Q-047
	Are procedures in place to ensure full credit for return items submitted to the FRB?
	

	Comment
	

	304Q-048
	Are procedures in place to ensure all "stop-pays" and closed accounts are handled properly?
	

	Comment
	

	304Q-049
	Are returns balanced prior to the automated "pull"?
	

	Comment
	

	304Q-050
	Are procedures in place to ensure suspense accounts are worked and balanced on a timely basis?
	

	Comment
	

	304Q-051
	Does management review the suspense accounts regularly?
	

	Comment
	

	304Q-052
	Are adjustments made on a timely basis?
	

	Comment
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