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SUBJECT: Service Provider and Software Vendor Year 2000 Readiness
The Year 2000 Impact on Customers

Federal Financial Institutions Examination Council Guidance Papers

Enclosed you will find the following documents released by the Federal Financial
Institutions Examination Council (FFIEC) concerning the Year 2000 issue:

> FFIEC Press Release.

> Guidance Concerning Institution Due Diligence in Connection With Service Provider
and Software Vendor Year 2000 Readiness (Vendor Due Diligence Guidance).

> Guidance Concerning The Year 2000 Impact on Customers (Customer Risk
Guidance).

The FFIEC issued the guidance papers as part of their on-going effort to update
federally insured financial institutions on the risks associated with the Year 2000. The
Vendor Due Diligence Guidance outlines a process for monitoring service providers
and software vendors. The Customer Risk Guidance focuses on steps to reduce
potential credit or liquidity risk caused by customers/members encountering Year 2000
related problems. The following are the key points of each paper.

Vendor Due Diligence Guidance

> |dentify mission critical services and products provided by service providers and
software vendors.

> Establish monitoring procedures to verify that service providers and software
vendors are appropriately addressing the Year 2000 concerns.

> Test services and products within credit unions’ own environment to the extent

possible.

Establish contingency plans for all mission critical systems.

Pursue alternative plans when service providers or software vendors fail to deliver,

in an acceptable time frame, products or services that are Year 2000 ready.
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Customer Risk Guidance

> |dentify material customers/members based on the size of their overall relationship
with the credit union.

> Evaluate their Year 2000 preparedness.

> Assess their Year 2000 risk.

> |mplement controls to manage risks.

The Customer Risk Guidance applies primarily to financial institutions that could be
adversely impacted by their customers’/members’ failure to properly address the Year
2000 concerns. Typically, these institutions include those involved in business lending,
have large borrowers, or have customers/members whose ability to repay debt may be
impaired by the Year 2000 problem.

Information Systems Vendor Year 2000 Reviews

The enclosed March 17, 1998 FFIEC press release states that FFIEC agencies
(Federal Reserve, Federal Deposit Insurance Corporation, Office of the Comptroller
and of the Currency, Office of Thrift Supervision, and the National Credit Union
Administration) will release the examination results of service providers. On March 20,
1998, the President of the United States signed into law The Examination Parity and
Year 2000 Readiness for Financial Institutions Act (Examination Parity Act). This Act
amends the Federal Credit Union Act to give NCUA the same regulatory authority over
vendors as the other federal regulatory agencies. NCUA is in the process of
developing policies and procedures to implement the Examination Parity Act , which
includes disclosure of future Information Systems Vendor (ISV) Year 2000 reviews
conducted by NCUA.

To date, NCUA has completed a Year 2000 review of ten large ISVs. These ISVs
provide service to approximately 55% of all federally insured credit unions. Since we
conducted these reviews prior to the implementation of the Examination Parity
Act, the vendors voluntarily allowed us to conduct the review, and we agreed to
keep the results of the review confidential. NCUA will not release these reviews
to the vendors’ customers. However, we can state that at the time we conducted the
reviews, some of them several months ago, these vendors were on an acceptable
timeline for addressing the Year 2000 problem. In addition, NCUA has adopted the
FFIEC Year 2000 rating system (satisfactory, needs improvement, unsatisfactory) and
has rated these vendors as satisfactory.

NCUA is working with the other FFIEC agencies to develop standard procedures for
disseminating the results of ISV Year 2000 reviews to the ISVs’ customers. Once
developed, NCUA will begin sharing the results of these reviews with the ISV’s
current customers of record.



Conclusion

The Year 2000 poses a wide range of risks. It is imperative that all levels of
management, which includes your board of directors, understand and take a proactive
approach in addressing these risks.

We will continue to keep you informed via our web site and letters. You may access
the enclosed statements and previously released material at www.ncua.gov (Year
2000). You may also access the FFIEC Year 2000 guidance papers, as well as all
previously released guidance papers, at www.ffiec.gov.

If you have any questions about these issues, the interagency policy statements, or our
examination approach, please contact your NCUA Regional Office or State Supervisory
Authority.

Sincerely,
/S/
Norman E. D’Amours
Chairman
Enclosures
EI/RAB:rab
SSIC 13600
cc:. OED
RDs
OA

Webmaster
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The Federal Financia Institutions Examination Council (FFIEC) today issued additional guidance
for financial institutions on risks they face due to the Y ear 2000 date change -- risk from service
providers and software vendors and from institutions' customers. Today's guidance follows previous
FFIEC Y ear 2000 statements on project management and business risk.

"Regulators want to make sure senior management and boards of directors are fully aware of the
wide range of risks that the Y ear 2000 date change poses for their institutions," said FFIEC Chairman
Eugene A. Ludwig. "Regulators have made a major commitment to this challenge and all financial
institutions are expected to do the same.”

Vendor Due Diligence Guidance

Today's FFIEC guidance on Y ear 2000 risks from service providers and software vendors calls for
financial institutions to develop a due diligence process that includes identifying mission-critical services
and products provided by service providers and software vendors, monitoring procedures to verify that
service providers and vendors are taking appropriate Y ear 2000 action, establishing contingency plans,
and testing of these services and products within the environment of the financial institution to the
extent possible.

The guidance encourages financial institutions to join other financial institutions through user
groups to evaluate and test service providers and software vendors' Y ear 2000 efforts. These joint
efforts may help financial institutions to solicit information and demand performance from service
providers and software vendors that provide mission-critical products and services.

Financial institutions should develop contingency plans for all mission critical systems and ensure
that they pursue aternative means of achieving Y ear 2000 readiness in the event the service provider or
software vendor cannot complete critical efforts by "trigger dates.”

As part of the FFIEC's efforts, the FFIEC agencies are conducting examinations of service
providers and will provide the results of these examinations to the federally insured financial institution
clients of these servicers. The FFIEC agencies also will inspect software vendors that agree to
examinations and, where software vendors consent, the agencies will release the results of those
examinations to serviced institutions. The agencies, however, will not certify service providers or
software vendors as Y ear 2000 compliant as aresult of these reviews.

Customer Risk Guidance

Today's customer risk guidance outlines a due diligence process that will help financial institutions
identify material customers, evaluate their Y ear 2000 preparedness, assess their Y ear 2000 customer
risk, and implement controls to manage the risk. A financial institution can face increased credit,
liquidity, or counterparty trading risk when its customers encounter Y ear 2000-related problems. By
June 30, 1998, senior management should implement the due diligence process. By September 30,
1998, Y ear 2000 assessments, based on this due diligence process, should be substantially completed.
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The customer risk guidance includes sample forms and questionnaires to assist financial institutionsin
evaluating the Y ear 2000 preparedness of their customers.

The guidance recognizes that the due diligence process will vary among financial institutions,
depending on the size of an institution and the size and technological sophistication of its customers.
The FFIEC identifies three major types of customers: funds takers, funds providers, and capital
market/asset management counterparties. For funds takers, such as borrowers and bond issuers, the
guidance focuses on assessing how the Y ear 2000 will affect their ability to meet the terms of contracts.

The guidance notes that Y ear 2000 problems in the second group of customers, funds providers,
can increase an institution's liquidity risk. Y ear 2000 due diligence plans for this group should focus
particular attention to funding concentrations, including concentrations from one provider or group of
providers.

Stepsto limit Y ear 2000 risk from a third source -- counterparties and capital markets -- may
include requirements for additional collateral or netting arrangements on contracts. The guidance
underscores that failure by a capital market customer to meet its obligations because of the Y ear 2000
problem could cause liquidity problems and, in some cases, total loss on financial contracts.

The FFIEC will issue shortly two additional Year 2000 policy statements on testing and contingency
planning.

I nteragency Statements

Guidance Concerning Institution Due Diligence in Connection with Service Provider and Software
Vendor Y ear 2000 Readiness

Guidance Concerning the Y ear 2000 I mpact on Customers

[Top of Page] [Press Releases] [FFIEC Home Page]

Maintained by FFIEC. All suggestions regarding this site may be forwarded via e-mail.
Last Updated: April 16, 1998
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Guidance Concerning I nstitution Due Diligence in Connection with Service
Provider and Software Vendor Year 2000 Readiness

To: The Board of Directors and Chief Executive Officer of all federally supervised financial
institutions, service providers, software vendors, senior management of each FFIEC agency,
and all examining personnel.

Background:

The Federal Financia Institutions Examination Council (FFIEC) has issued severd
statements on the Y ear 2000 problem. These interagency statements address key phases of
the Y ear 2000 project management process and the specific responsihilities of senior
management and the board of directors to address business risks associated with the Y ear
2000 problem. Nearly all financial institutions in the United States rely on service providers
and software vendors to operate mission-critical systems, and thus nearly all should work
closely to ensure services and products are Y ear 2000 ready.

Purpose:

The purpose of this guidance is to ensure that senior management and the boards of
directors of financial institutions establish a due diligence process for determining the ability
of its service providers and software vendors to become Y ear 2000 ready, establishing
appropriate and effective remediation programs, establishing testing to the extent possible,
and developing effective contingency plans in the event service providers and software
vendors are not Y ear 2000 ready.

Summary:

Management of financial institutions should establish a comprehensive Y ear 2000 due
diligence process with its service providers and software vendors. The due diligence process
should enable management to:

* |dentify and assess the mission-critical services and products provided by service
providers and software vendors;

 |dentify and articulate the obligations of the service provider or software vendor and
the ingtitution for achieving Y ear 2000 readiness,

e Establish aprocess for testing remediated services and products in the ingtitution's
own environment to the extent possible;
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¢ Adopt contingency plans for each mission-critical service and product; and
¢ Establish monitoring procedures to verify that the service provider or software vendor
is taking appropriate action to achieve Y ear 2000 readiness.

FFIEC Expectations and Efforts

In the May 1997 Interagency Statement, the FFIEC advised all financial institutions to
identify service provider or software vendor interdependencies as part of its assessment
phase. The FFIEC recommended that a Y ear 2000 readiness team and oversight committee,
formed by the board of directorsin consultation with senior management, be assigned the
responsibility for identifying all systems, application software, and supporting equipment that
are date dependent. Institutions should have completed their assessments by September 30,
1997. The Interagency Statement also addressed the importance of assessing mission-critical
systems first because the failure of mission-critical services and products could have a
significant adverse impact on the institution's operations and financial condition. Each system
and application should be assessed based on the importance of the system and application to
the ingtitution's continuing operation and the costs and time required to implement
alternative solutions.

The FFIEC recognizes that service providers and software vendors may not be able or may
be unwilling to correct Y ear 2000-related problems for a variety of reasons. Developers of
software and equipment may no longer be in business or they may no longer support the
application or operating system. Source code may not be available for remediation and the
systems and hardware equipment may have components that are no longer manufactured. In
addition, a software provider that sells alarge variety and volume of programs might provide
only general instructions for reconfiguring a product to the user because of the high cost
associated with changing each product. Alternately, a service provider may assume total
responsibility for the renovation of its operating systems, software applications, and
hardware because its systems are maintained internally. However, the FFIEC believesit is
important that financial institutions obtain sufficient information to determine if their
mission-critical service providers and software vendors will be able to successfully deliver

Y ear 2000 ready products and services. This guidance assists financial institutions with
managing their relationship with service providers and software vendors as their Y ear 2000
project management plan is implemented.

The FFIEC will support financial institutions in their efforts to meet the expectations
addressed in this guidance. The FFIEC agencies will provide to the serviced institutions
information on the level of preparedness of their service providers that the agencies inspect.
In addition, the FFIEC agencies are encouraging software vendors to provide as much
information as possible on their remediation and testing efforts to their client financial
institutions. The FFIEC also plansto participate in industry-sponsored events to exchange
information on software vendors and the due diligence process and post information on its
Internet web site (www.ffiec.gov).

Dueto the pivotal role played by service providers and software vendors in an institution's
operations, the Federa Reserve System, the Federal Deposit Insurance Corporation, the
Office of the Comptroller of the Currency, the Office of Thrift Supervision, and the National
Credit Union Administration have augmented their examination of service providersto
include focused Y ear 2000 reviews. Although the agencies will not certify service
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providersor software vendorsas Year 2000 compliant asa result of these reviews, the
agencies will forward the results of service provider Year 2000 readiness examinations
to the serviced institutions that use these service providers. The agencies also will
examine software vendors that agree to periodic inspections. In those cases where the
software vendor consents, the results of Y ear 2000 readiness examinations will be forwarded
to client institutions.

The examination reports of service providers and software vendors should not be viewed as
a substitute for independent due diligence of your service provider's and software vendor's

Y ear 2000 readiness. The examination reports should not limit a financial ingtitution's efforts
to obtain information directly from the service provider and software vendors. The
information contained in an examination report reflects the Y ear 2000 readiness of a service
provider and software vendor as of a particular point in time. When reviewing these reports,
institutions should be aware that circumstances may have changed since the review was
conducted and follow up with the service provider and software vendor may be necessary.

Financial institutions may find it beneficial to join forces with other financial institutionsin
similar circumstances and coordinate group efforts to evaluate the performance and testing
methodologies of service providers and software vendors, to participate in testing effortsto
the extent possible, and to evaluate contingency plans. By working through user groups,
financial institutions can gather and disseminate information on the efforts of service
providers and software vendors, testing methodologies, contingency plans and monitoring
techniques. User groups also can be useful to encourage uncooperative service providers
and software vendors to provide more prompt and effective service to client institutions.

Responsibilities of Financial Institutions with Respect to Service Providers and
Software Vendors

The management of afinancial institution is responsible for determining the ability of its
service providers and software vendors to address Y ear 2000 readiness, for establishing
appropriate and effective testing and remediation programs, and for developing effective
contingency plansin the event providers are not Y ear 2000 ready. Financial institutions
should contact service providers and software vendors to determine what is needed to make
the product or service Y ear 2000 ready. Management also should assess whether the service
provider or software vendor has the capacity and expertise to complete the task. Service
providers and software vendors should make full and accurate disclosures to their client
financial institutions concerning the state of their remediation efforts.

Management should request the following information for all mission-critical products
provided by service providers and software vendors:

Information on Y ear 2000 project plans, including the scope of the effort, a summary

of resource commitments, dates when remediation and testing will begin and end, and

dates when Y ear 2000 products and services will be delivered to the financial

institution.

¢ Plansto discontinue or extensively modify existing services and products.

¢ Ongoing updates on the service providers and software vendors progress in meeting
timetables of their Y ear 2000 project plans.

e Estimates of product and support costs to be incurred by the financial institutions
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required for remediation and testing.
¢ Contingency plans of service providers or software vendors in the event their project
plans fail.

Financial institutions should thoroughly investigate the legal ramifications of renovating
software vendor code because there is considerable legal risk in renovating software
vendor-supplied code. For example, code modifications could render warranties and
maintenance agreements null and void. However, financial institutions may need to make
critical decisions that balance the consequences of these legal risks with business necessity.
Financial institutions may also need to determine whether they can terminate their current
service contracts and at what cost.

The failure of service providers and software vendors to meet these expectations could pose
arisk to the safety and soundness of an institution and in such circumstances, institutions
may need to terminate their relationship with the service provider or software vendor.

Testing

Testing for changes to the services and products will play a critical role in the Y ear 2000
process. Financia institutions should test, to the extent possible, service provider and
software vendor provided products and services in the institution's own environment. The
FFIEC expects service providers and software vendors to fully cooperate with financial
institutions in testing. Management should not rely solely on the stated commitment of a
service provider or software vendor to test but request that the scope be defined, objectives
listed, and testing approaches and scenarios be developed. Testing schedules should be
supplied by service providers and software vendors. In addition, the ingtitution's testing
strategy should include a testing scenario to smulate and measure the impact of a'Y ear
2000-related disaster on normal operations.

The FFIEC will provide guidance on testing in an upcoming release.
Contingency Plans

Financial institutions should develop contingency plans for each mission-critical service and
product. Contingency plans should describe how the financia institution will resume normal
business operations if remediated systems do not perform as planned either before or after
the century date change. They should establish "trigger dates' for changing service providers
and software vendorsto alow sufficient time to achieve Y ear 2000 readiness. Management
of financia institutions, in consultation with the institution's legal counsel, should identify
any legal remedies or resolutions available to the institution in the event products are not
able to handle Y ear 2000 date processing. Institutions should consult with business partners
that have interconnected systems, user groups, and third-party service providers.

If service providers and software vendors refuse or are unable to participate in Y ear 2000
readiness efforts or if commitments to migrate software or replace or repair equipment
cannot be made by the "trigger date," the institution should pursue an alternate means of
achieving Y ear 2000 readiness. In either of these cases, the institution should consider
contracting with other service providers and software vendors to provide either remediation
or replacement of a product or service. Difficulties of this nature should be reported to the

5/18/98 2:25 PM



1998 Y 2K Advisory Letter http://www.ffiec.gov/y2k/vendor.htm

financial institution's primary federal regulatory agency.

The FFIEC will provide detailed guidance on contingency planning in an upcoming release.
However, that portion of afinancial institution's Y ear 2000 contingency plan pertaining to
service providers and software vendors should be tailored to the needs and complexity of the
institution and should incorporate the following components:

e A risk assessment that identifies potential disruptions and the effects such disruptions
will have on business operations should a service provider or software vendor be
unable to operate in a'Y ear 2000 compliant environment. The plan should determine
the probability of occurrence and define controls to minimize, eliminate or respond to
disruptions.

* Ananalysis of strategies and resources available to restore system or business
operations.

¢ A recovery program that identifies participants (both external and internal) and the
processes and equipment needed for the institution to function at an adequate level.
The program should ensure that all participants are aware of their roles and are
adequately trained.

e A comprehensive schedule of the remediation program of the service provider or
software vendor that includes atrigger date. Institutions should assure themselves that
adequate time is available should their internal test results require additional
remediation efforts.

The development and implementation of contingency plans should be subject to the scrutiny
of senior management and the board of directors. Institution management should
periodically review both its contingency and remediation plans. These reviews should
address the impact that any changes made to a renovation plan might have on contingency
plans. Additionally, the institution should ensure that an independent party review these
plans. Finally, the institution's senior management and the board of directors should review
and approve al material changesto their plans.

Monitor Service Provider and Software Vendor Performance

Management of financial institutions should monitor the efforts of service providers and
software vendors. The monitoring process should include frequent communication and
documentation of all communication. Since the institution cannot rely solely on the proposed
actions of service providers and software vendors, management should contact each
mission-critical service provider and software vendor quarterly, at a minimum, to monitor its
progress during the remediation and testing phases. The institution should maintain
documentation for al of its communications.

Many service providers and software vendors maintain web sites on the Internet with
information about the Y ear 2000 readiness of their services and products. In addition, the
FFIEC Year 2000 web site (www.ffiec.gov/Y 2K/) includes links to other federal
government web sites in which listings of various service provider and software vendor
statements are maintained. To the extent that a financial institution relies on information
from aweb site, a paper copy of the information should be kept on file, and the web site
periodically checked to determine if information has been updated.
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Conclusion

The FFIEC expects management and the boards of directors of financia institutions to
establish a comprehensive Y ear 2000 due diligence process with its service providers and
software vendors. Management of each financial institution is responsible for ensuring that
its service providers and software vendors take adequate steps to address Y ear 2000
problems. Financial institutions should establish contingency plans to ensure that
management has alternative options for all mission-critical systemsin the event service
providers and software vendors are not able to meet key target dates. Management should
test services and products in the ingtitution's own environment to the extent possible.

Maintained by FFIEC. All suggestions regarding this site may be forwarded via e-mail.
Last Updated: March 17, 1998
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Guidance Concerning the Year 2000 | mpact on Customers

To: The Board of Directors and Chief Executive Officer of all federally supervised financial
institutions, service providers, software vendors, senior management of each FFIEC agency,
and all examining personnel.

Background:

The Federal Financia Institutions Examination Council (FFIEC) has issued three statements
providing guidance on the Y ear 2000 problem. Two interagency statements were issued in
June 1996 and May 1997 to address the key phases of the Y ear 2000 project management
process. The most recent guidance, published in December 1997, outlined the specific
responsibilities of senior management and the board of directors to address risks associated
with the Y ear 2000 problem.

Purpose:

The purpose of this guidance is to assist financial institutions in developing prudent risk
controls to manage the Y ear 2000-related risks posed by their customers. This guidance
describes a variety of approaches for afinancial institution's senior management and board of
directors to assess the risks arising from the failure or inability of the institution's customers
to address their Y ear 2000 vulnerahilities. This guidance outlines the due diligence process
that financial institutions should adopt to manage their Y ear 2000-related risks arising from
relationships with three broad categories of customers: funds takers, funds providers, and
capital market/asset management counterparties.

Summary:
Key points addressed in this guidance include:

¢ A financial ingtitution can face increased credit, liquidity, or counterparty trading risk
when its customers encounter Y ear 2000-related problems. These problems may result
from the failure of a customer to properly remediate its own systems and from Y ear
2000 problems that are not addressed by the customer's suppliers and clients. By June
30, 1998, senior management should have implemented a due diligence process which
identifies, assesses and establishes controls for the Y ear 2000 risk posed by customers.
By September 30, 1998, the assessment of individual customers' Y ear 2000
preparedness and the impact on an institution should be substantially completed.
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¢ The due diligence process outlined in this guidance focuses on assessing and
evaluating the efforts of an institution's customers to remediate their Y ear 2000
problems. Y ear 2000 issues related to the institution exchanging data with its
customers should be addressed as a part of the institution's internal Y ear 2000 project
management program.

¢ The guidance recognizes that each institution must tailor its risk management process
to its size, its culture and risk appetite, the complexity of its customers, and its overall
Y ear 2000 risk exposure. The FFIEC understands that these differences will affect the
risk management programs developed by financial institutions. However, financial
institutions must evaluate, monitor, and control Y ear 2000-related risks posed by
funds providers, funds takers, and capital market/asset management counterparties.

e The institution's due diligence process should identify all customers representing
materia Y ear 2000-related risk, evaluate their Y ear 2000 preparedness, assess the
aggregate Y ear 2000 customer risk to the institution, and develop appropriate risk
controls to manage and mitigate Y ear 2000 customer risk.

¢ Risk management procedures will differ based on a variety of factors, including the
institution's size, risk appetite and culture, the complexity of customers information
and operating systems, and the level of itsown Y ear 2000 risk exposure. The Y ear
2000 due diligence processes used by smaller institutions may not be as extensive or
formal asthose in larger institutions where customers may be more dependent upon
information technology.

¢ The attached appendices provide examples of processes used by financial institutions
to manage Y ear 2000-related customer risk.

¢ Aninstitution's management should provide quarterly reports to the board of directors
that identify material customers who are not effectively addressing Y ear 2000
problems. The reports should summarize the action taken to manage the resulting risk.

Overview

The Y ear 2000 problem presents many challenges for financia institutions and their
customers. The FFIEC recognizes that risk management procedures will vary depending on
the ingtitution's size, its risk appetite and culture, the complexity of customers information
and operating systems, and the level of itsown Y ear 2000 risk exposure. For example,
customers of small community financial institutions may not depend on computer-based
information systems to the same extent as large business customers of large financial
institutions. As aresult, Year 2000 due diligence processes used by these institutions may
not be as extensive or formal as those in institutions whose customers may be more
dependent upon information technology. Senior management should oversee the
development and implementation of a due diligence process which is tailored to reflect the
Y ear 2000 risk in their institution's customer base.

Three major types of customers may expose a financial institution to Y ear 2000-related
risks. They include funds takers, funds providers, and capital market/asset management
counterparties.

e Fund Takers
Funds takers include borrowers and bond issuers that borrow or use bank funds.
Failure of fund takers to address Y ear 2000 problems may increase credit risk to a
financial institution through the inability of fund takersto repay their obligations.
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e FundsProviders
Funds providers provide deposits or other sources of fundsto afinancial institution.
Liquidity risk may result if afunds provider experiences a 'Y ear 2000-related business
disruption or operational failure and is unable to provide funds or fulfill funding
commitments to an institution.

e Capital Market/Asset Management Counterparties
Capital market and asset management counterparties include customers who are active
in domestic and global financial markets. Market trading, treasury operations, and
fiduciary activities may be adversely affected if a financial institution's capital market
and asset management counterparties are unable to settle transactions due to
operational problems caused by the Y ear 2000 date change.

General Risk Control Guidelines

By June 30, 1998, financial institutions should establish a process to manage the Y ear 2000
risks posed by its customers. The process should: (1) identify material customers; (2)
evaluate their Y ear 2000 preparedness; (3) assess their Y ear 2000 risk to the institution; and
(4) implement appropriate controls to manage and mitigate their Y ear 2000-related risk to
the institution. The assessment of individual customers' Y ear 2000 risk and their impact on
an ingtitution should be substantially completed by September 30, 1998. Y ear 2000 issues
related to data exchanges between the institution and customers should be addressed as a
part of an ingtitution'sinternal Y ear 2000 project management program.

¢ |dentify Material Customers
Management should identify customers that represent material risk exposure to the
institution, including international customers. Material risk exposure may depend on:
Size of the overal relationship;
Risk rating of the borrower;
Complexity of the borrower's operating and information technology systems,
Customer's reliance on technology for successful business operations,
Collateral exposure for borrowers,
Funding volume or credit sensitivity of funds providers; and
Customer's dependence on third party providers of data processing services or
products.

EEEENEN

¢ Assess Preparedness of Material Customers
The impact of Y ear 2000 issues on customers will differ widely. Smaller financial
institutions may find that most of their material borrowers use either manual systems
or depend on commercia software products and services. The evaluation of Y ear
2000 preparedness for these customers will be less involved and may not require
additional risk management oversight. To ensure consistent information and a basis
for comparisons among customers, management should address the following.

Train account officers to perform a basic assessment of Y ear 2000 risk of
customers.

Develop a standard set of questions to assess the extent of a customer's Y ear
2000 efforts. Appendices A - D contain samples of forms some financial
institutions use to evaluate customer Y ear 2000 preparedness. Financial
Institutions are not required to use these forms, although they provide useful
examples of methods to evaluate customer preparedness.
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m Update the status of a customer's 'Y ear 2000 efforts periodically, but at least
semi-annually. For customers that represent significant Year 2000 exposure to
the ingtitution, quarterly updates may be necessary.

W Document Y ear 2000 assessment conclusions, subsequent discussions, and
status updates in the institution's customer files.

e Evaluate Year 2000 Risk to the Institution
After identifying all customers representing material Y ear 2000 risk and evaluating the
adequacy of their Y ear 2000 programs, management should assess the Y ear 2000 risk
posed to the institution by these customers, individually and collectively. Management
should determine whether the level of risk exposure is high, medium, or low.
Management also should provide quarterly updates to the board of directors on
customersthat are not addressing Y ear 2000 problems effectively and discuss the
actions taken by the institution to control the risk.

e Develop Appropriate Risk Controls
Once the ingtitution has evaluated the magnitude of Y ear 2000 risk from its
customers, management must develop and implement appropriate controls to manage
and mitigate the risk. Senior management should be active in developing risk
mitigating strategies and ensure that effective procedures are implemented on a timely
basis to control risk.

Specific Risk Control Guidelines

The specific risk controls an institution implements will vary depending on the size of the
institution, itsrisk appetite and culture, the complexity of customers information and
operating systems, and its own level of Year 2000 risk exposure. Different risk management
controls may be needed to address unique and material Y ear 2000 issues that arise from
business dealings with different categories of customer.

e FundsTakers
Aninstitution's Y ear 2000 risk management controls for funds takers should focus on
limiting potential credit risk by ensuring that Y ear 2000 problems do not prevent a
borrower or bond issuer from meeting the terms of its agreements with the institution.
Controls to manage an institution's exposure to its funds takers should address
underwriting, documentation, credit administration, and the allowance for loan and
lease losses (ALLL). These same factors also should be considered, where
appropriate, when evaluating risk posed by an ingtitution's capital market and asset
management counterparties.
Underwriting
During any underwriting process, management should evaluate the extent of the
borrower's Year 2000 risk. Specifically, management should:
o Ensure that underwriters are properly trained and have sufficient
knowledge to perform a basic assessment of Y ear 2000 customer risk.
There are a number of resource materials available that will assist in
informing lenders of Year 2000 issues. State and national trade
associations have prepared materials to assist lenders in understanding
customer risk created by the Y ear 2000. Additional information is
available on the Internet and can be located by searching on the words
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"Year 2000".

o Evaluate whether Year 2000 issues will materially affect the customer's
cash flows, balance sheet, or supporting collateral values. As a part of the
assessment and based on materiality, management should consider the
complexity of the customer's operations; their dependence on service
providers or software vendors; the extent of management oversight of the
Y ear 2000 project; the resources the customer has committed to the
project; and the date the customer expects to complete Y ear 2000 efforts.

o Control credit maturities or obtain additional collateral, as appropriate, if
credit funding isto be continued for high-risk customers.

Documentation

Proper loan documentation provides an effective means to monitor and manage
the Y ear 2000 risk posed by borrowers. Loan documents should reflect the
degree of risk posed by customers. Institutions should consider incorporating
some or al of the following into loan agreements:

o Representations by borrowersthat Year 2000 programs are in place;

o Representations that borrowers will disclose Y ear 2000 plans to the
lender, provide periodic updates on the borrower's progress of the Y ear
2000 program, and provide any assessment of the borrower's Y ear 2000
efforts conducted by athird party;

o Audits that address Y ear 2000 issues,

o Warranties that the borrower will complete the plan;

o Covenants ensuring that adequate resources are committed to complete
the Y ear 2000 plan; and

o Default provisions allowing the lender to accelerate the maturity of the
debt for non-compliance with Y ear 2000 covenants;

Credit Administration

After the initial assessment, ongoing credit administration provides the best
opportunity for an institution to manage Y ear 2000-related customer risk.
Periodic credit analyses, which should include an update of the customer's Y ear
2000 efforts, can help to monitor a borrower's Y ear 2000 efforts. When
performing credit analyses, loan officers should determine whether a customer's
Y ear 2000-related risk merits an adjustment to itsinternal risk rating.

ALLL Analysis

Management's review of the adequacy of loan and lease loss allowances should
include Y ear 2000 customer risk. When Y ear 2000 issues adversely impact a
customer's creditworthiness, the allowance for loan and lease losses should be
adjusted to reflect adequately the increased credit risk. Additionally,
management's analysis of loss inherent in the entire portfolio should reflect Y ear
2000 risk.

e FundsProviders
Management should consider the potential effect on an institution's liquidity by
assessing the potential for unplanned reductions in the availability of funds from
significant funding sources that have not taken appropriate measure to manage their
own Y ear 2000 problems. Management should develop appropriate strategies and
contingency plans to deal with this potentia problem.

Risk Assessment of Funds Providers

As with funds takers, management should discuss Y ear 2000 issues with
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significant funds providers, evaluate their Y ear 2000 readiness to the extent
possible, and assess the Y ear 2000-related risks posed by the providers.
Management should be aware of concentrations -- including concentrations in
any single currency -- from an individual provider or group of providers that
may not be Y ear 2000 ready.

Contingency Planning
The risk assessment of major funds providers Y ear 2000 readiness should be
incorporated into an ingtitution's liquidity contingency plans. As with other
contingency planning processes, management should evaluate its exposure and
potential funds needs under several scenarios that incorporate different
assumptions about the timing or magnitude of funds providers Y ear
2000-related problems. Institutions with significant funds flows in different
currencies may needs separate contingency plans for each major currency.

Although the liquidity risks from funds providers Y ear 2000-related problems
are similar to other "event risks' that institutions address in their liquidity
contingency plans, Y ear 2000-related liquidity risks differ because the date of
this event is known in advance. As aresult, ingtitutions may be better able to
plan for and mitigate potential liquidity risks. For example, institutions may be
able to reduce potentia liquidity risks by extending the maturity of their
advances under funding lines sufficiently past January 1, 2000, to provide time
to assess and evaluate the effect of the Y ear 2000 on its funds providers.
Maintaining close contact with funding sources throughout this potentially
difficult period can provide management with timely, market sensitive
information and thus allow for more effective liquidity planning.

e Capital Market and Asset M anagement Counterparties

The focus of the controls for an institution's exposure to Y ear 2000-related problems
in capital markets and among counterparties mirror those needed for funds takers and
funds providers. Potential Y ear 2000-related problems with capital market participants
range from a counterparty's failure to complete a securities transaction or derivatives
contract settlement to, in extreme cases, the failure of the counterparty itself. A
counterparty failure could lead to the total loss of the value of the payment or

contract. A counterparty's failure to settle atransaction could cause the institution
unexpected liquidity problems, which in turn could result in the failure of afinancia
institution to deliver dollars or foreign currencies to its counterparties.

In addition, Y ear 2000-related problems among fiduciary counterparties could prevent
afinancia ingtitution from fulfilling its fiduciary responsibilities to protect and manage
assets for fiduciary beneficiaries. A counterparty's failure to remit bond payments,
fund employer pension contributions or settle securities transactions could increase the
institution's fiduciary risk.
Risk Assessment of Counterparties
As part of a sound due diligence process, management should identify and
discuss Y ear 2000 compliance issues with those counterparties which represent
large exposures to the bank itself and to fiduciary account beneficiaries.
Financial institutions should evaluate counterparty exposure and develop risk
reducing action plans to help manage and control that risk.
Risk Reduction Plans
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In cases where institutions are not fully satisfied that their counterparties will be
Y ear 2000 ready, management should establish mitigating controls such as early
termination agreements, additional collateral, netting arrangements, and
third-party payment arrangements or guarantees. In cases where management
has a high degree of uncertainty regarding a counterparty's ability to address its
Y ear 2000 problems, the institution should consider avoiding transactions with
settlement risk after January 1, 2000. As noted earlier, the interest rate effect of
material mismatches of funding, or maturity, should be evaluated as maturity
and settlement risk is adjusted. The financia institution should not resume
normal transaction activities until the counterparty has demonstrated that it will
be prepared for the Y ear 2000.

Conclusion

Financial institutions face significant internal and external challenges from Y ear 2000-related
risks posed by their customers. The concepts and guidance in this interagency statement are
designed to assist ingtitutions in developing appropriate risk controls. The FFIEC recognizes
that risk management procedures may vary depending on the institution's size, its risk
appetite and culture, the complexity of its customers information systems, and its own Y ear
2000 risk exposure. While these differences will affect the risk management practices
developed by management, it is essential that financial institutions identify, measure, monitor
and control Y ear 2000-related risks posed by funds providers, funds takers, and capita
market/asset management counterparties.

Note:
The appendixes are PDF (Portable Document Format) files. PDF files are displayed through Adobe's Acrobat
Reader, which can be obtained free of charge from Adobe's site. PDF files can be printed only with the Acrobat

Reader print button.

Appendix A: Year 2000 Questionnaire (9 KB PDF)

Appendix B: Year 2000 Worksheet (14 KB PDF)

Appendix C: Millenium Risk Evaluation (13 KB PDF)

Appendix D: Year 2000: Credit Risk Assessment \Worksheet (26 KB PDF)

Maintained by FFIEC. All suggestions regarding this site may be forwarded via e-mail.
Last Updated: March 27, 1998

7of7 5/18/98 2:29 PM



Appendix A

YEAR 2000 QUESTIONNAIRE

FOR CUSTOMERS OF BANK

Customer Name: Date:

Relationship Manager:

Please complete the questionnaire based on responses from the customer. If necessary, comment in the space
provided or attach additional information to this form. Any "No" answers require appropriate follow-up with
the customer on a periodic basis. Please retain a copy of this formin the credit file.

Yes No N/A

1. Hasthe company developed a comprehensive plan for Y ear
2000 compliance?

2. s someone in the company specifically responsible for
managing the Y ear 2000 plan?

3. Has senior management and the board of directors reviewed
and approved the plan?

4. Hasthe company completely inventoried its software,
hardware, and telecommunications?

5. Hasthe company identified all equipment with date-sensitive
operating controls such as elevators, HVAC, security systems,
manufacturing equipment, etc.?

6. Hasthe company verified that vendor-supplied systems will
be Y ear 2000 compliant?

7. Hasthe company verified Y ear 2000 compliance of outside
data-processing companies and established a testing time frame?

8. Has the company budgeted sufficient resources (both
financial and personnel) to accomplish its Y ear 2000 mission?




9. Hasthe plan been reviewed by the company’s outside
auditors?

10. Doesthe company’s plan call for remediation and
preliminary testing of critical systems to be largely completed by
12/31/987?

11. Will the company have contingency plans for mission
critical systemsin place by 12/31/987?

12. Does the company have any ongoing or long-term contracts
that could subject it to liability if it failed to perform as aresult
of Year 2000 compliance fallure?

13. Hasthe company discussed potential legal ramifications or
expenses with its attorney?

14.Has the company discussed potential losses from Y ear 2000
problems with insurers to determine coverage of any losses?

Comments:
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The following are issues surrounding Y ear 2000 that your relationship manager will be discussing with you in
the near future. Please note that this worksheet should not be used and is not intended to be used by you to
determine whether your company needs to enlist assistance in assessing and addressing your company’s Y ear
2000 preparedness and/or exposure. For answers and assistance regarding Y ear 2000 guestions, you should

YEAR 2000 WORKSHEET

contact qualified professionals of your choice.

Circle Response
Y N NA
Y N NA
Y N NA
Y N NA
Y N NA
Y N NA
Y

Y

Y

Y

Y

Y N NA
Y N NA
Y N NA
Y N NA
Y N NA
Y N NA

ISSUE IDENTIFICATION

» Hasyour company begun its assessment of the scope of being Y ear 2000 compliant?
* Areyour following systems capable and ready to handle Y ear 2000 processing?
eInformation processing (hardware and software)
*Delivery (telecommunication and transportation)
*Manufacturing (robotics, lighting, heat, water supplies)
*Real estate (HVAC, security, card access, elevators)
*Support (insurance, license, automatic inventory control)
» For each“ No"” answer to the last question, which systems need to be modified to handle year
2000 processing?
eInformation processing
*Delivery
*Manufacturing
*Redl edtate
*Support
» Has any vendor of any of the above advised that they will not make their system Y ear 2000
compliant? Please specify.
« If outside data processing service bureaus are used, have they been verified for Y ear 2000
compliance and a testing time frame established?
» Do you have any ongoing or long term contracts that could subject you to liability if you failed
to perform as aresult of a'Y ear 2000 compliance failure?

SPONSORSHIP/MONITORING
* Hasyour company assigned overall responsihility for the Y ear 2000 effort to a senior manager?

» Doesthe processinclude regular reporting to and monitoring by senior management?
» Doesthe processinclude regular reporting to and monitoring by the Board?
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N/A
N/A
N/A
N/A
N/A
N/A

N/A

N/A

N/A
N/A
N/A
N/A

N/A

OVERALL PLAN

 Does your company have a 'Y ear * Has your company discussed a Y ear 2000
2000 problem resolution process problem resolution process that includes
that includes: (Awareness, assessment, renovation, etc.):

With Key Suppliers With Key Customers

» Awareness of the problem Yes No N/A Yes No N/A
* Inventory check list* Yes No N/A Yes No N/A
» Assessment of complexity Yes No N/A Yes No N/A
* Remediation Yes No N/A Yes No N/A
 Validation/Testing Yes No N/A Yes No N/A
* Implementation Yes No N/A Yes No N/A

*Complete list of equipment, software, etc., that may be affected by the Y ear 2000 issue

» Has your company discussed the Y ear 2000 issue with its major suppliers, service providers or
customersin terms of any system interfaces that may exist between them?

RESOURCE ISSUES

 Hasyour company established a budget for the Y ear 2000 effort (determined how much and how
the expenditures will be financed)?

 Hasyour company assigned adequate personnel resources to the project?

* Hasyour company discussed potential legal ramifications or expenses with its attorney?

* Will your company’ s CPA firm help in this task?

 Hasyour company hired a consultant to assist with Y ear 2000 issues?

TIMING

» Hasyour company established project target dates and deliverables for the Y ear 2000 effort?

» By what date does your company’s Y ear 2000 plan call for the renovation and testing of all
mission critical systemsto be largely completed? Date

» By what date will contingency plans for mission critical systems bein place?
Date




Year 2000
Customer Evaluation

Customer Name: Rel Mgr/Mail Code:
Obligor #: Date:

I nstructions: Complete the evaluation based on responses to the Customer Questionnaire, Customersrated “ High” or “ Medium”
require quarterly follow-up until their “ Status” israted “1”. Forward a copy of completed formsto Loan Administration. Retain
a copy of thisform in the Credit File.

1. Ratethecompany’ssensitivity to Year 2000 risk based on the following information about the company’s operations:

High Medium Low (circleone)
High M edium Low
a. Could not conduct itsbusiness a. Computersonly used in a. Minimal reliance on
If it did not have computers, or financial, accounting, and computersto conduct its
recordkeeping functions, or business

b. Operatesin computer-related
industry, or b. Hascustomersor suppliers
that are systemsimpacted
c. Hasmajor customers, suppliers,
or vendorswhich meet (a) or (b)
above.

2. Ratethestatusof the company’sYear 2000 implementation on the following scale (1-6, with 1 representing most progress
to 6 representing least progress):

1 2 3 4 5 6
(circleone)

1. HasYear 2000 plan with budget, implementation datesin place
» Plan has senior management (and Board) support and regular reporting on status.
» Plan isevidenced by material progresstoward testing and implementation
» Year 2000 issues have been discussed with information system vendors, key customers, and suppliers

2. HasYear 2000 plan with budget, implementation datesin place
» Limited action taken on plan implementation to date

3. Haspreliminary Year 2000 plan and budget drafted but not finalized and approved
* Very limited or no action taken to date

4. Awareof Year 2000 issue and intendsto draft a plan but has not begun
5. Not fully aware of Year 2000 issue

6. Nointention of completing a Year 2000 plan
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Millennium Risk Evaluation

Yes No
. Awareness
A. Isthe customer redlistically aware of and does the O o A. Does the customer fully understand how their industry,
customer understand the Y ear 2000 or Millennium business, customers and key partners can be affected?
problem and the potential business and financial risks Different industries are impacted in very different ways. A
to which he or she is exposed? casual explanation is probably awarning that the issue has
O O not been explored in depth. A quick glance at the
B. Hasthe customer identified an individual and/or a millennium matrix can guide you to complexity levels:
working groug responsible for al functions impacted B. If anindividual has not been sdlected to lead the
by Y ear 20007 program, then a program does not exist. |dentify the
person. Isthisafull timejob? Aretheir skill sets
Name: consistent with the task?
C. Isthe customer relying on: C. Reliance on third partiesis not uncommon, but heavy
i 0O use of external resources can increase the risk by not
internal external resources? having full control at all times.
I1. Vulnerability and Dependency
O O A.B.C. Itishard to imagine industries where computers
A. Aremainframe or minicomputer applications critical are not critical, functions/operation are not automated, or
to core business operation, whether in-house or where critical dependencies do not exist; we are seeking
outsourced? high levels of criticality where aternatives are few and the
business functionality is at risk. These questions could be
B Doesthe core business operation depend on automated O O answered through arelationship manager's own
. knowledge of the business/industry.
processes, whether delivered on desktop computers or
mainframes, whether in-house or outsourced?
. o : o 0O
C. Do critica dependencies exist (suppliers, customers)
that are vulnerable to Y ear 2000 disruptions?
1. Assessment
O O A. Anassessment isthe foundation of serious planning
A. Hasthe customer performed an assessment of the Y ear and budgeting. The discussion should cover major
2000 impact on its system and business operations? business segments; for example, inquiring how major
balance sheet categories could be negatively impacted by
all hardware (including mainframes, minicomputers, determining how deeply the customer hes andlyzed its
local and wide area networks and personal condition. Lack of an assessment isared flag.
compute_rs),_ﬁrmware, and software (including systems B. Theinventory of hardware, firmware, and software
and applications) components for al EDP systems? falls out of the assessment and vice versa. If the inventory
O [0 hasnot been taken, than a plan and budget cannot be
C. Hasthe customer had to provide certifications or completed. The entire program is suspect.

disclose millennium status to third parties?

C. Ask about the nature and frequency of inquiries being
directed at the borrower, which will mirror the nature of
their issues and industry challenges. Can you see afew?
Do they keep alog?



Millennium Risk Evaluation

V. Current Status

A. At what stage is the customer in his or her Y ear 2000 project:

Has not started

Up to /4 complete
Upto 1/2 complete
Up to 3/4 complete

OO0O0OOoan0

More than 3/4 complete
B. Doesthe customer report that he or she is on schedule?

C. Doesthe customer report that the project will be completed
before Y ear 2000?

D. Will there be time for testing?

Yes No

o 0O
o 0O
o 0O

A. B. C. Keepinmind that there is adate certain by which
thiswork must be done; it cannot be moved. In discussing
the date of completion and the status thereof, determine
how much reliance has been placed on third party delivery
dates, which are outside of company control.

D. Tegtingiscritical to ensure trouble-free operations.

V. Budget, Planning and I mpact

A. Hasthe customer developed a credible plan and budget
for the Y ear 2000 project that is properly funded?

1. What is the estimated cost? $

2. Millennium cost as a % of $
Technology budget?

3. Expended to date? $

4. Over how many years spent? $

B. What isthe impact to the customer if Y ear 2000 issues and
programs are not successfully completed?

No downgrade, or downgrade withinpass  Green O

categories
Downgrade to problem loan status Yellow O
Risk of loss Red O

C. Inyour opinion, will this customer meet significant Year 2000
timetables?

Highly likely Green O
Tight schedule - not sure Yellow O

Unlikely Red O

A. After some discussion on resources, inventory,
pervasiveness of technology; etc., you should be
developing an opinion on whether the plan and budget, if
they exist, are indeed appropriate and credible. We do not
expect you to be technology experts, but reasonably
informed on your customers' efforts to remediate their
systems.

B. We are asking you to consider the impact of failure to
remediate systems. |s capacity to pay impacted in away
that will affect arisk rating?

C. Condder this question in the light of the specificity of
the plan, the complexity of the operations, the resources
and funds dedicated to the project, and the track record of
management in overcoming similar challenges. In
situations where risk of loss or downgrade to problem loan
status is the outcome of failure, we need to be very certain
of the answer.
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Year 2000: Credit Risk Assessment Worksheet Y 2K Credit Risk Assessment Worksheet Page 1

Information

The purpose of this worksheet isto help credit officers assess the level of a business borrower’ srisk associated with the Y ear 2000
(Y 2K) problem and to ensure consistency of Y 2K risk assessment approach.

The worksheet is multidimensional, assessing (1) the borrower’ s overal vulnerability to the Y 2K problem, (2) the borrower’s
resources to manage the problem, and (3) the adequacy of the borrower’s Y 2K plan.

Although designed in a“ check-the-box” format, the worksheet does not replace thoughtful and informed analysis.

Add to this worksheet issues that are specific to the business that you are assessing. Record and support appropriate conclusions
driven by your information and analysis, whether or not derived directly from the worksheet logic.

The worksheet is divided into four parts:
¢+ Patlisanoverdl Y2K credit risk conclusion, based on the assessmentsin Parts 2, 3, and 4.

¢ Pat 2isavulnerability assessment, which helps to determine whether the business because of its reliance on technology,
supplier, and or customer concentrations, and other considerationsis a high, medium, or low risk to the Y 2K problem.

¢+ Pat 3isafinancial, management, and technology resour ce assessment, which helps to determine whether the businessis
at high, medium, or low risk in relation to the depth and stahility of resources available to addressits Y 2K problem.

¢+ Pat4isaY2K plan assessment, which helpsto determine whether the businessis at high, medium, or low risk based on
the adequacy of its Y 2K plan.




Y2K Credit Risk Assessment Worksheet Page 2

Borrower Name Risk Rating
Borrower Industry SIC
Binding Commitments ($000)

Worksheet Prepared by Telephone

Unit Name Unit #

Date Prepared

Part 1: Year 2000 Credit Risk Summary and Conclusion
Complete Part 1 after completing Parts 2, 3, and 4 on the following pages. Section C is provided for updating
conclusions at intervals as required by managers or as new information is obtained from the borrower.

A: Summary of Conclusionsfrom Parts 2, 3, and 4

Part 2. Y 2K Vulnerability Risk O Low O Medium O High
Part 3. Y 2K Resource Risk O Low O Medium O High
Part 4. Y2K Plan Risk O Low O Medium O High

B: Conclusion: Overall Y2K Credit Risk Assessment

Based on the above and other considerations as applicable, determine an overall Y 2K credit risk conclusion for the borrower.
Generdly, if both resource and vulnerability risk assessments are low, the conclusion should be low overall risk regardless of the
adequacy of the Y2K plan.

O Low Y2K credit risk O Medium Y 2K credit risk O High Y2K credit risk
Comments:
C: Update
Date: Name (if differs from above): BANEet:

Based on information in the comments below, provide an updated Y 2K credit risk conclusion.

O Low Y2K credit risk O Medium Y 2K credit risk O High Y 2K credit risk

Comments:
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Part 2. Year 2000 Vulnerability Assessment

A. Overall technological and business vulnerability to the year 2000 problem

Yes

No

Comments

Are mainframe or mini-computer applications critical
to core business operation, whether in-house or
outsourced?

Does core business operation depend on one or more
automated processes (e.g., inventory, assembly line,
shipping, customer orders, etc.), whether delivered on
desktop computers or mainframes, whether in-house
or outsourced?

Does the business depend on any one supplier for
25% or more of inventory, isthere asingle mission
critical supplier, and/or is the supply chain generally
vulnerable to Y 2K disruption?

Does the business depend on any one customer for
25% or more of revenue and/or is the customer base
generally vulnerable to Y 2K disruption?

Arethere other key Y 2K vulnerahilities? If you check
yes, explain your assessment in the comment section.

B. Vulnerability Risk Conclusion

¢ Ifdl boxesin Section A. Above are checked No, it islikely that business vulnerability risk is low; if thisis your conclusion,

stop here and indicate low vulnerability risk below.

¢+ If one or more boxes above have been checked Y es, vulnerability to the Y 2K problem is medium to high. Continue Part 2 by

checking yes or no to the following (substantiate all yes responses).

Yes

No

Comment/Substantiation of “ Yes’ Response

Isthe business by its nature generally not vulnerable to
technology failure (e.g., some personal service
businesses)?

If thereis abusiness interruption caused by a'Y 2K
problem, could the business recover rapidly because of
ready accessibility of viable alternatives, or other
reasons particular to this business operation?

¢+ If one or more of the section B boxes above are checked Yes, it islikely that Y 2K vulnerability is medium; if thisis your

conclusion, indicate medium vulnerability risk below.

¢+ If both boxes are checked No, it islikely that Y 2K vulnerability is high; if thisis your conclusion, indicate high vulnerability

risk below.

Overall Year 2000 Vulnerability Conclusion

Technologica and business vulnerahility risk is:

O Low O Medium O High

Comments:
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Part 3. Year 2000 Resource Risk: Financial, Management, and Technological Assessment
Consider the adequacy of financial, management, and technology resourcesin relation to the extent of the technological
vulnerability risk identified in Part 1.

O Low ResourceRisk
Financial, management, and technology resources (whether in-house or outsourced) available to address Y 2K are superior to
exceptional and businessis not facing other unavoidable internal or external challenges likely to divert necessary resources.

O Medium Resource Risk

Financia resources available to address Y 2K are ample, management quality is good, technological expertise is readily available
(in-house or outsourced) and business is not facing other unavoidable internal or external challenges likely to divert necessary
resources.

O High ResourceRisk

Financial resources available to address Y 2K are marginal to inadequate, management depth is thin, technologica expertiseis
marginal to inadequate or not readily available, and/or businessis facing other unavoidable claims on cash flow or business
stahility that threaten the adequacy of resources available for Y 2K.

Comments:

Part 4. Year 2000 Plan Assessment (based on discussions with management).

Yes No N/A | Comments

Does the business have a comprehensive Y 2K
plan that effectively prioritizes misson-critical
systems?

Doesthe Y 2K plan have the endorsement and
involvement of executive management?

Has management clearly established that
implementation of the Y 2K plan hasfirst

priority?

Doesthe Y 2K plan include vendor compliance?

Doesthe Y 2K plan include contingencies for the
impact of Y 2K business interruptions affecting
key vendors, suppliers, or customers?
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Part 4. Year 2000 Plan Assessment Continued

Yes | No | N/A | Comments

Doesthe Y 2K plan include computer controlled
systems such as telecommunications, security
systems, elevators, and climate control?
HasaY 2K budget been established? (Enter budget ($000)
totalsin Comments.) 1997 $

1998 $

1999 $

2000 and beyond $
Has the business incorporated the effect of Y 2K
into its financial planning?
Has the business taken any steps to ensure key staff
do not leave prior to project completion?
Is the business generaly meeting its plan Target completion date

deliverables at the dates specified in the plan?

Is the business developing contingency plansto
mitigate risk if the Y 2K project is not completed on
time?

Other key considerations:

Overall Plan Assessment

O Low Risk: Good Overal Plan

All questions above are answered yes or
not applicable

O Medium Risk: Adequate Plan

Most questions above are answered yes
or not applicable; those that are
answered no are not critical to success.

O High Risk: Inadequate Plan

Most questions above are answered no,
or one or more answered no are critical to
SUCCESS.
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