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Questions we're often asked about XCCDF

What technical expertise is needed to create and

modify configuration benchmarks in XCCDF?
Is an XCCDF editor available?

What human readable formats can an XCCDF

benchmark be translated into?

Does XCCDF help tool vendors?



Members Site

Become a CIS member!
Click here for more info 'Y

CIS Members Worldwide
Click here for more info 'Y}y

Find Out How To Get Involved!
Click here for more info 'Y

UE Federal, state and local
government agency license.
Click here for more info 'Y},

CIS certities commercial software.
Click here for more info 'Y,

CIS licenses resources for
commercial use.
Click here for more info ),

CIS Trademarks & Logos
Click here for more info 'Yy

Upcoming ClS-Related Presentations

Click here for more info 'Y},

CIS Benchmarks/Scoring Tools

Now Available, Free of Charge!

Operating Systems
Benchmark Version Updated
Windows HP Professional
— 2m 09092005
Windows Server 2003 1.2 10252005
Windowes 2000 Professional 221 12172004
Windowes 2000 Server 221 12M 72004
Windowys 2000 122 020472005
Windowys [T 1.05 03042005
hdac 05 H 1.02 052672005
Fre=B5D 1.0.5 10024 /2005
Salariz 10 211 0347 2006
Solariz 251 -90 1.3 03M 42004
Fed Hat Linux 1.0.4 1202972005
SUSE Linux 1.0 03M 72006
Slackyware Linux 1.1 05 G 2006
HP-IA 1.31 10024 /2005
AR 1.0 1002172005
Mol SES: Metare 1.0 03M 472006

Network Devices
Wireless Metworks 1.0 04 4,2005
Cizco 2= Router 22 1045520035
Cizco PIX 22 0904 /2004

Applications
Exchange Server 2003 1.0 =M 82005
Cracle Databasze G 1.2 04062003
Oracle Databaze i Og 2.0 0EM 472006
Apache Web Server 1.0 094 sr2004
SEL Server 2000 1.0 12M 552005
BirC 1.0 01 MOS2006
Mavell eDirectary 1.0 0EM 272006

CIS Members
receive scoring tools

with added features
for mare info 'Y}

ANNOUNCEMENTS Y\

August 14th, 2006 - CIS releases Level-
1 Benchmark for Mowvell DES: Metare
syatems.

Click Here for more information.

July 28th, 2006 - CI= awards Security
Softweare Cedification o Bladelogic's:
Operations Manager 7 .0 for the Lewvel 2
CIS Benchmark for Windawes 2000
Server OS5 w2 2.

Click Here for more information.

June 12th, 2006 - CIS releases new
Benchmark far Movell ebirectary 8.7
Click Here for more information and to
dovwenload the henchmark.

June Sth, 2006 - CIs avwards Security
Software Cerification to Scalakle
Software's Command Center Examiner
w10 for the CIS Legacy Settings
Benchmark for Windowes 2003 Member
Servers vl 2

Click Here for more information.

June Sth, 2006 - CIs avwards Security
Softweare Cedification o Bladelogic's:
Operations Manager 7.0 for the CIS
Benchmark for AR w1.0.1.

Click Here for more information.

Click Here for alder announcements.
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Windows XP Professional

Operating System Legacy, Enterprise,
and Specialized Security Benchmark
Consensus Baseline Security Settings

Version 2_01
August, 2005

Copynight 82005, The Center for Internet Secunty
hittp:/wrww.clsecurity.org

Editors: Jeff Shawgo




The Center for Internet Security

Setting:

Legacy

Enterprise Specialized Security —

Desktop

Mobile Limited Functionality

2219 Audit System Events

Success (minimum)

2.2.2 Account Policy
2221 Minimum Password Age

1 day
2222 Maximum Password Age 90 days
2223 Minimum Password Length 8 characters 17 characters
2224 Password Complexity Enabled
2225 Password History 24 passwords remembered
2226 Store Passwords using
Reversible Encryption e
2.3 Account Lockout Policy
2231 Account Lockout Duration 15 minutes TSI e
2232 Account Lockout Threshold 50 attempts 10 attempts
2233 Reset Account Lockout After 15 minutes 15 minutes
2.2 4 Event Log Settings — Application, Securnity, and System Logs
2241 Application Log
22411 Mlazximum Event 16 MB
Log Size )
22412 Restrict Guest Enabled
Arcess i
22413 Log Retention
= Az Neaded
Miethod
SR =
22414 Log Retention <Not Defined=
2242 Securty Log
22421 Mlaximum Event 20 MB
Log Size )
22422 Restrict Guest Ensbled

Page 12 of 82




the CENTER for
77) INTERNET SECURITY

How the consensus benchmark process works

« Teams are formed with security experts from public and
private sector organizations

* A consensus benchmark draft is developed via email and
conference call discussion

« A scoring tool is developed

« Both are made available free to all users globally via the
CIS website

(http://www.cisecurity.org)



the CENTER for
77) INTERNET SECURITY

Scoring tools are used to:

Harden systems before putting them into operation

Monitor compliance with organizational policies

Document FISMA compliance

Support the audit process
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CIS NG Scoring Tool

* The reference implementation for XCCDF and OVAL

« Scores actual configuration of systems against
appropriate benchmark standard (O to 100)

« GUI version

e Command line version
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NG Tool History and Usage

« GUI & CLI NG Tool for Windows (2000, XP, Server
2003) released Sept 2005

— 34,233 downloads in 2005
— 42,041 downloads Jan-Jun 2006

e CLI NG Tool for Solaris 10 released March 2006
— 6721 downloads Jan-Jun 2006
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GUI Mode
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Benchmari Report
User Report
Service Report

<> CIS Next Generation Scoring Tool

Scoring

Benchmark Profile
Windows ¥P Professional Benchmark sp2 Entexpdsaﬂﬂhwaﬁtamhfmn -
Score %P1 Legacy e
%P2 Legacy Standalone
%P2 Legacy Domain Member

%P1 Enterprise Desktop

%P2 Enterprise Desktop Standalone

%P2 Enterprise Desktop Domain Member
%P1 Enterprise Mobhile

C N Maodarsrinas BlEAabhils Cdaoncdalaoses

[
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Processing

Frocessing the XCCOF henchmark

Cancel
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Processing ]

| i |
Wiriting the XCCOF benchmark result data file

Cancel
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Processing

Fenerating the henchmark report

Cancel




Summ ary

Computer Name: SonyI350P
Benchmark: Windows XP Professional Benclumark
Profile: SP2 Enterprise Mobile Standalone
Scan Time: 09/17/2006 10:54:16

Items Score
Description
Passed Failed Actual Max
1 Service Packs and Security Updates 1 0 20.000 20.000
1.1 Major Service Pack and Security Update Requirements 1 0 20.000 20.000
1.2 Minor Service Pack and Security Update Requirements 0 0 0.000 0.000
2 Auditing and Account Policies 8 17 3125 20.000
2.1 Major Auditing and Account Policies Requirements 0 2 0.000 10.000
2.2 Minor Auditing and Account Policies Requirements 8 15 3.125 10.000
2.2.1 Audit Policy (minimums) 0 7 0.000 2.500
2.2.2 Account Policy 1 3 0.625 2.500
2.2.3 Account Lockout Policy 1 2 0.833 2.500
2.2.4 Event Log Settings — Application, Security, and System Logs 6 3 1.667 2.500
2.24.] Application Loz 2 1 0.556 0.833
2.2.4.2 Security Log 2 1 0.556 0.833
2.2.4.3 Sysiem Log 2 1 0.556 0.833
3 Security Settings 21 28 5.897 20.000
3.1 Major Security Seitings 1 2 3.333 10.000
3.2 Minor Security Settings 20 26 2.564 10.000
3.2.1 Security Options 20 19 2.564 5.000
3.2.2 Additional Registry Settings 0 7 0.000 5.000
4 Additional Security Proiection 33 32 13.696 20.000
4.1 Availahle Services 14 0 5.000 5.000
4.2 User Rights 17 6 3.696 5.000
4.3 Other System Requirements 2 0 5.000 5.000
4.4 File 0 26 0.000 5.000
4.4.1 File Permissions 0 26 0.000 5.000




Command Line Mode
with the
CIS Dashboard
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B NG Scoring Tool CLI ﬂﬂ

Verifoping Java 1.5.8 by Sun Microsystems
Please select a benchmark from one of the following:

1> Windows HP Profeszsional Benchmark — This document is a security henchmark fo
1 the Microsoft Windows HP Professional operating system for workstations. It re
flects the content of the Consensus Baseline Security Settings document develope
d by the Hational Security Agency (HMSA»,. the Defense Information Systems Agency
CDISAY. The Hational Institute of Standards and Technology ¢HIST>». the General 5
ervices Administration (GSA>, The SANS Institute, and the staff and members of t
he Center for Internet Securdity CCIS>.
Enter the benchmark # to use <(1-1)>: 1
Pleasze =zelect a benchmark profile from one of the following:

8P1 Legacy

8P2 Legacy Standalone

5P2 Legacy Domain Membher

SP1 Enterprize Desktop

P2 Enterprisze Desktop Standalone

5P2 Enterprisze Desktop Domain Member

8P1 Enterprise HMobile

P2 Enterprize Mohile Standalone

SP2 Enterprize Mobhile Domain Member
18> 8P1 Speciali=zed Security
11> 8P2 Speciali=zed Security Standalone
12> 8P2 Speciali=zed Security Domain Hember
Enter the profile # to use <1-12):
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CIS Dashboard

« Configuration status of systems via red-yellow-green
displays
— Reports extent of compliance with benchmark standards

» For various organizational divisions or sub-net hosts

 Reveals trends over time

« Aids FISMA reporting of configuration status

— Regular and ad-hoc reports from SQL database
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CIS Next Generation Scoring Tool Dashboard
Cuerview
Welcame Frank James, ¥ou are logged in as SUPERUSER as of January 9, 2006 06:11AM,

Please select from the list of available systems groups below,

Wiew Trends | Find Mon-scored Systems

Group
Summary:

66.6%% (50)

Marketing & Sales -0 Mac and PC desktops and laptops in the marketing and sales departmants [Ema [ =/1s/200S
Engineering wWindows, Mac and UMIX workstations, Rendering farm and file servers - - 3102005
Windows KP Systems (= All Windows HP systems company-wide _ - F10/2005
Project ¥ Design Lab oo TOP SECRET S [ z11z00s
Metwork Infraztructure (=00 Routers, hubs, switches and firewalls - _ F10/2005
Administration: Manage Groups | Manage Users | Edit Tool Preferences

a http: ffdevad.codemagi.com/dashboardgroup_detail. himl L] Internst
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CIS Next Generation Scoring Tool Dashboard

Cwerview = Marketing & Sales

Mac and PC desktops in the marketing departrment

Applicable Benchmarks: <I5 Windows HP Professional Benchmark - Enterprise Standalone, ©IS Windows %P Professional Benchmark - Enterprise Mobile, €IS Windows Server 2003 Benchmark - Specialized Security - Limited functionality, CIS
MacSH Benchmark, Local Adapted Windows ®P Benchmark, Local Adapted MacO5SK Benchmark

“Wiew Trends | Search Systems

Group
Summary: _ 66.6%% (10) _

Marketing (=01 Mac and PC desktops in the marketing department U] [P =i1s5r2005

Salesforce laptops e —| [ =/15/2005

Sales |

3/15/2005, CIS Windows Server 2003 Benchmark - Specialized Security
- Limited functionality

File Saruver (= Marketing and zales shared files
T Lacation: Lab 3

Administration: Edit Group

: ' Internn_e_t

a Cone
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CIS Next Generation Scoring Tool Dashboard

Owerview = Marketing & Sales = Marketing
Mac and PC desktops in the marketing department
Applicable Benchmarks: CIS Windows XP Profeszional Benchmark - Enterprise Standalone, ©IS Mac2SH Benchmark, Local Adapted Windows P Benchmark, Local Adapted MacOSH Benchmark

Wiew Trends | Search Systems

Group
Summary: _ 7 L.4% (35) _

Jill's oo Jill Owens, WP Marketing Tellow: 3/15/2005, CIS Windows ®P Professional Benchmark - Enterprise

e Fbo Standalone

Frank's iMac - Frank Borden, Sraphic Designer _3.-"1.-"2005, Local Adapted Mac Q5K Benchmark

Frank's pe o Frank Barden, Graphic Designer Tellow 3/15/2005, CIS Windows ®P Professional Benchmark - Enterprise
B1%: Standalone

Sam's D et e S G R T R Tellovr 3/15/2005, CIS Windows HP Professional Benchrmark - Enterprise
F2o%: Standalone

Stephanie's PC o0 Stephanie Carlson, Office Admin ?;III;;" 3/15/2005, Local Adapted Windows XP Benchmark

fargrics PO gaat) e S e e e 3/15/2005, CIS Windows HP Professional Benchrmark - Enterprise

Standalone
' . . . Tellow
John's Mac [=2 John Dobbs, Marketing Associate 1% 3/15/2005, CIS MacOSH Benchmark

Administration: Edit Group

@ http: fidevd. codemaai.comjdashboard/swstem_detail. html & Internet
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CIS Next Generation Scoring Tool Dashboard

Cwerview = Marketing 2 Sales = Marketing = Frank's iMac

Frank Borden, Graphic Designer

Applicable Benchmarks: CIS MacOSK Benchmark, Local Adapted MacOSk Benchmark

1/1/2005 01:05am CIS MacOSH Benchmark
1/15/2005 01:05am SIS MacOSH Benchmark
2/1/2005 01:05am SIS MacOSH Benchmark
2172005 12:32pm Local Adapted MacOSH Benchmark
2152005 01:05am IS MacQ5H Benchmark
/172005 01:05am SIS MacOSH Benchmark
A1/2005 10021 am Local Adapted MacOSH Benchmark

Administration: Edit System

O Internet
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CIS Next Generation Scoring Tool Dashboard

Cuerview = Marketing % Sales = Marketing = Frank's iMac = Benchmark Results, 3/1/2005
Benchmark: Local Adapted MacoSH Benchmark

Scan Time: March 1, 2005, 10:21am

Description

1.1 Major Service Pack and Hotfiz Requirements u] 1 0,00 12,50

1,2 Minar Service Pack and Hotfix Requirements 1 o 12,50 12,50

2.1 Major Auditing and Account Policies Requirements 1 1 6,25 12,50

2.2 Minor Auditing and Account Policies Requirements 15 i5 7.95 12.50
Security Settings

3.1 Major Security Settings 2 1 2,33 12,50

2.2 Minor Security Settings 15 1) 2.36 12.50

Additional Security Protecton

4.1 Auvailable Services =1 18 2.08 .25
4.2 User Rights 28 3 6,23 6.25
4.3 Other Systemn Requirements a %4 o0.00 6. 25
4.4 File and Registry Permissions o 0,00 5,25

_ Owerall Score: 45.73

Mote: Actual scores are subject to rounding errors, The sum of these values may notresultin the exact overall score,

Security Items

1 Service Packs and Hotfixes

1.1 Major Service Pack and Hotfix Requirements

1.1.1 Current Service Pack Installad m

| 1.2 Minor Service Pack and Hotfix Requirements |
1.2.1 all Critical and Impaortant Hotfides available to date have been installed,

1 Minimum Password Length m

2 Ma urmn Password Age

2.2.1.1 Audit &ccount Logon Events —
2.2.1.2 Audit Account Management _
2.2.1.3 Audit Directary Service Access Mot Tested
2.2.1.4 Audit Logon Events

2.2.1.5 Audit Object Access m
%bl 8 Internet
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2214 Andit Logon Events

Description

Lagan Events will identify which accounts are accessing resources on the workstation, These events are generated only when local machine credentials are used, Even if a workstation is domain member, it is still possible ta lag on to the
warkstation using a local account,

Status:
2215 Andit Object Access

Description
Itiz pussible to track when specific users access specific files, This option only produces events when one or more objects are actively being audited,

In order to track user access to specific files ar directories, navigate to the file or folder, edit the security properties for that object, and enable auditing the object,

Failed System Objects

Crata not available in this release of the MG Scaring Tool.

Status:

2216 Andit Policy Change

Description

When the “Audit Palicy Change” aption is set, changes to User Rights, Audit Policies, or Trust Policies will produce events in the Security Event Log,

Status:
2217 Audit Privilege Use

Description

Auditing privilege use enables auditing for any operation that would require a user account to make use of extra privileges that it has already been assigned, Ifthis is enabled, Events will be generated in the Security Event Log if a user or process
attempts to bypass traverse checking, debug programs, create a token object, replace a process level token, or generate security audits,

If security credentials are used to backup or restare files or directories using the "Backup or Restare” user right, and if this setting is set, security events will be generated,

Privilege Use is used by all user accounts on a regular basis, If success and failure events are audited, there will be a great many events in the event log reflecting such use,

Failed System Objects

Crata not available in this release of the MG Scaring Tool,

Status:
221 Andit Process Tracking
Mot Tested

Description

When this option is enabled, an eventis generated each time an application or a user starts, staps, or otherwize changes a process, This creates a very large event log very quickly, and the information is not normally exceptionally useful, unless
wyou are tracking a wery specific behawvior, &s such, auditing process tracking is not required, and is only recommended when absolutely necessary,

E‘I & Internet
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CIS Next Generation Scoring Tool Dashboard

Cwerview = Marketing & Sales = Marketing > Trends

Bi-weekly average of scoring teol runs reported from 1/172005 to 3/15/2005

a9 27 %

& %6

1/1/2005 1f15/2005 2/1/2005 2/15/2005 3/1/2005 3/15/200%5

Pre-Defined Reports: MTD | Last Month | ¥TD | Last ¥ear

Report Parameters
Start Date: [L/1/2005 |

End Date: [3/15/2005 |

Interval: Bi-wweaekhys .

Benchmark: | Local Adapted Windows =F Benchmark M

@ Done & Internet
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CIS Next Generation Scoring Tool Dashboard

Cwerview = Search Systems

Search for systems which have MOT reported results since: |3-'"’10-"’2005 |

Benchmark:|A|I Benchmarks [i]

2f28/2005, CIS Solarizs 10 Benchmark

Jeff's Warkststian Jeff Lee, Senior Engineer

3f1/2005, Local Adapted MacOSH Benchmark

Frank's iMac Frank Borden, Graphic Designer

° Internet

@ Done
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Questions we're often asked about XCCDF

What technical expertise is needed to create and

modify configuration benchmarks in XCCDF?
Is an XCCDF editor available?

What human readable formats can an XCCDF

benchmark be translated into?

Does XCCDF help tool vendors?



http//-www.cisecurity.org
ckreitner@cisecurity.org
dwaltermire@cisecurity.org
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