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Questions we’re often asked about XCCDF

• What technical expertise is needed to create and 

modify configuration benchmarks in XCCDF?

• Is an XCCDF editor available?

• What human readable formats can an XCCDF 

benchmark be translated into?

• Does XCCDF help tool vendors?









How the consensus benchmark process works
• Teams are formed with security experts from public and 

private sector organizations 
• A consensus benchmark draft is developed via email and 

conference call discussion
• A scoring tool is developed
• Both are made available free to all users globally via the 

CIS website
(http://www.cisecurity.org)



Scoring tools are used to:

• Harden systems before putting them into operation

• Monitor compliance with organizational policies

• Document FISMA compliance

• Support the audit process



CIS NG Scoring Tool

• The reference implementation for XCCDF and OVAL

• Scores actual configuration of systems against 

appropriate benchmark standard (0 to 100)

• GUI version

• Command line version



NG Tool History and Usage

• GUI & CLI NG Tool for Windows (2000, XP, Server 

2003)  released Sept 2005

– 34,233 downloads in 2005

– 42,041 downloads Jan-Jun 2006

• CLI NG Tool for Solaris 10 released March 2006

– 6721 downloads Jan-Jun 2006



GUI Mode













Command Line Mode
with the

CIS Dashboard





CIS Dashboard

• Configuration status of systems via red-yellow-green 

displays

– Reports extent of compliance with benchmark standards

• For various organizational divisions or sub-net hosts

• Reveals trends over time

• Aids FISMA reporting of configuration status

– Regular and ad-hoc reports from SQL database
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