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August 21,2007 

Federal Trade Commission 

600 PennsylvaniaAvenue N.W. 

I 
Office of the Secretary, Room H-13 (Annex K) 

Washington, DC 20580 

Subject: Social Security Numbers {SSNs) in the Private Sector -Comment, Project No. PO75424 

Dear Sir ox Madam: 

Boeing Employees' Credit Union (BECU) appreciates the opportunity to offer input and comments on the 
topic of SSNs in the Private Sector. BECU is a state-chartered, federally insured credit union with assets of 
$7.5 billion &d a membershipbase of over 500,000. 

Let us begin by saying we applaud your continuous efforts to address and combat identity theft and the 
resources you provide the public on this sowing issue. Everyday BECU encounters a consumer who has 
been a victim o f  identity theft and the steps the consumer has to endure to try to clear up their records. We 
recommend your website to our members for the valuable informationand resources you have available. 

&re is our input and comments on the specific questions you asked. 

Current private Sector Collectionand Uses of the SSN 
1. What businesses and organizations collect and use the SSN? 
Just to name a@w: credit unions,financial instittionm in general, consumer credit reporting agencies, and 
empdoyers of all US companies. 

I 

2. For what specific pqose s  are they used? 
We, as afi&ncia/ imtitufjon,use SSNs in thefollowing ways: 

To cum& with our Bank Secrecy Aci Cwiumer IdentiJicatfonProgram, 
To determine rnembersh@with our credit union eligibility based on credit and debit history, 
To esfablishbans (Byproviding the SSN lo the credit reporting agency(s)), 
For idenftjkutionwhen determining apossible fahe-positive related to an Ofice ofForeign Assets 
~onh.olhit, 
Imstigutions surroundingf.aud upad identify they, 

4 For debt collectiolapwpuses, 
To verlfi the member when conductingfiytancialfransactions, 
Reporting of interest information to the IRS. 

As an employer: 
For payroll purposes and reporting of income and faxes to the IRS. 

3. What is the life cycle (collection, use, transfer, storage and disposal) of the SSN within the businesses 
and organizations that useiit? 
It is c&ecteh.for opnin~laccountsas indicated in question two. It Is stored in databases, image$!es, and 
on printed &wer. and when technically possible in the database or image file G e m s  if is 
encqpied. If1isfurther used when new products are requested that require credit checks and comeq 
is framfewed to one of the three consumer credit reportingagencies. Transfer to other thirdpartypart. 

I 
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is restricted and when required, if is closely rnomYored. In many cases disposai is restricted by governing 
body regulations,for example, membership applicafions. 

4.Are governmental mandates drivingthe private sector's use ofthe SSN? 
Partially. Die Bank Secrecy Act (BSA) h s  nrles tkaf rely heavily in the use and verz@cation of it. Fraud 
a~ldnew accozwtprocesses, which are not necessariiy manduted by the regulators, do nut n e b  the SSN as 
many of ow new account opening products rely on it establish membership, which is mmdaed by the 
BSA. 

5 .  Are there alternativesto these uses ofthe SSN? 
Not always. E%en if corms to idenfBing members of sociey across organizational Iim fhreis no single 
unified idenhlfier. FOP'example, a m~qwi&nf$er assigned to a cusfumerof one organization would not 
match that of mother orgmiz~tion's zmique ihttfier. Checkingcredit is the biggest hurdle to reducing the 
use ofSSN in the private sector. &feflorts were aimed at using an altemte idenftpw,if too will become the 
target of idenrity thieves- We dorr'f have any issues with the requirement of lrhe SSN.We fed it is an 
important i&nti!er thutjhmciab imfihrtiomneed 10 vdidate identity. 

6 .  What has been the impact of state laws restricting the use of the SSN on the private sector's use of the 
SSN? 
It has caused marry organizatiomto stop using SSNs as theprirnury i&nt$erfor access to Inreme&$acing 
applicatiom,which is apositive eflecf. Reducing the zrse of the XWfor Intemt-facing applications should 
be contintced. 

The Role of the SSN as an Authenticator 
7.The use of the SSN as an autkmticarnr, asproof that consumers are who they say they are, Is widely 
viewed as exacerbating the risk of identity theft. What are the circumstances in which the SSN is used as an 
authenticator? 
We me the SSN in thefollowing instances: 

In the new account opening process including our Customer Identzzcation Process as required ia 
the BSA rules. 
In inveLvtigationsrelafedto claims ofidersfity t f i  ~fzna~ciulfFmcd, 
Hits to the qffice ofForeign Assets Control l i ~ ,  
Credit checks on Loan @ic@bw, 
Member ver$cations. 

8. Are SSNs so widely available thatthey should never be used as an authenticator? 
It should mt be c~llowedas an lnfmt-facingapplication identip cre&ntiaI- Wefeel no private sector 
organization &odd be allowed to me it as an e m e M  fur Internet applicuibn authentication.H m m r ,  we 
db feel the requirement of the SSN is necessary in other-factors; mch as ver2;fcation. We don-.tfeeI it. 
should solely be relied u p ~ t f i rverz@ation, but thaf in conjunctionwith otT?ePvuiidnting ir$ormutior;r, it is 
eflective. 

9.  What are the costs or other challenges associated with eliminating the use of the SSN as an 
authenticator? 
This is not a single bminess entity issue and cannot be done w i t h t  cross entity cmpration. How would 
private sector blisti.ress enfih'es&&I% the same idividriuIs - credit checking again wouid be the biggest 
chaIIengefor us.Again, regulating the use of the S N asm a~knticdorforInternet-facing appEicutz3ns 
rhouM continue. Ow a b i l i ~to compare credit and &bit history 10 &tennine apossiblefi .u~entnew 
member wodd not be effecfive anbwoudd increase owfioud losses. Withoutknowing w h0 t h  itknfiiers 
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the government is reviewing, it is hurd to determine h w  we wouldfi6lfiZI ow obligation of knowing our 
member. 

10. Some members of the private sector use the SSN as an intend  identifier (for exampie, an employee or 
customer numk),  but others no longer use the SSN for that purpose. What have been the costs for private 
sector entities that have moved away from using the SSN as an internal identifier? What challenges have 
these entities faced in substituting mother identifier for the SSN? How long have such transitions taken? 
Do those entities still use the SSN to communicate with other private sector entities and government about 
their customers? 
We huve transitiuned our comp&er system from wing the SSN as the member identi$er, $0 a urriqtle, 
wstem-generated member number. Removing the SSN as the iknhter and just relying on it for 
nuthenticution was a necessmy andp&nt step for ow members a d  our busiwss. f i n  collrrh~ating 
with other private sector entities or government agencies, azer caking appropriate precwtions of course, 
we utilize SW as an idenfifier, hecause o w  j n ~ e m l  identificaiion number would not align or could nof 
support m s s  referencing, with orher private sector entities or govement agencies unique idenfi~ers. 

1 1. For entities that have not moved away fiom using the SSN as an internal identifier, what are the barriers 
to doing so? 
CostsS In many cases, moving auaypom SSNs wuuM require adopfing entirely new system. Additiomliy, 
there is swcmd member frainin~edwation. ?$%en we mifckb our computer ystem awr to mt we the 
SSN as the accomi number, som of ow members had a d1PcrJr time a~-usiig - as wiih ury change. 
Additionally, we had at least u par's w o ~ h  ofnewsIedter mticIes provihd to ow members m d  advanced 
training to st& B kad been klayed once as we wanted to enswe a smooth tramition to o w  members. 

The Role ofthe SSN in Fraud &vention 
12. Many segmerrts of the private sector use the SSN for 6-a.d prevention, or, in other words, to prevent 
identity theft. How is the SSN used in fraud prevention? 
Primarib it is wed as a second facfor of mfhenficrn-on - something thuf one knows abazd him/her.wEfthat 
others shodd not know. Today of course we only ask for the last four digits- Wben we open new accounts 
we use it by entering the number when we pull credit and debit history. 

13. Are altemtives to the SSN available for this purpose? Are those alternatives as effective as using the 
SSN? 
We believe so. We tcse w& words and other data elements as seeorad facfor foms of atcbhentication, 
however, became we are nof in physical p x i r n i l y  we can't always checkphoto identijicatiun subsequentl'y 
we rely on our members to pr~vide us thee eEemnts that only they s h d d  know about tFremseCves (e-g. 
date of birth, Eat four digits of the Sm, code word, etc.). However, when we pudl credit hi5tuy for new 
accourxts and doam, titere isn't onotlrrm i&nt@er we would feel comfortub~e wing for verz@cahbn. 

14. If the use of the SSN by other sectors of the economy were limited or restricted, what would the 
ramifications be fbr h u d  prevention? 
Regdating the use of the SSN by the private sector is a prudent conhl  measure a d  shdd be pursued 
&they. With t h t  said, my new idenbfter used for Jimncid credit hisfury will be targeted by idzrztily 
thieves. Cmequently, and more importmi&, regulations requiring the protection of SSN or my other 
unique idenh9er shodd be the fonts of the m C  and ather regduto~ agencies. Hmever, gifthe me is 
restricted to 0 t h  sects, and mt w, we would still we if. This woudd promote cvmersutiom with our 
members, potentiaZIy mpbasunt, as they wauId question why we would still require the w e  of if but other 
sectors don't. 

The Role of the SSN in Jdentitv Theft 
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15. How do ide~titythieves obtain SSNs? 

T;hewaysfor gaining aSSNme numerousSHere are afew: Internet searEh engines, the$ ofmail, dumpster 

diving, &abase breaches, computer theft, key-stroke loggers, spy ware, social eptgineering such as 

p h i s h i n ~ v i s l u ' n g , - 4 ~ 9 - s c ~ a n d - m n - i ~ L p ~ - ~ m m p a r u * e ~ . - A ~ 0 n a I ~ , - ~ ~ e - ~ e ~ ~ - ~ h e r ~  

fami& me+rs have stolen a reWe' s  SSNandopen accotmis, credit, etc. 

16. Which private sector uses of the SSN do thieves exploit to obtain SSNs, (for example, the SSN as an 

identifier or SSN as an authenticator)? Which ofthose uses are;most vulnemMe to identity thieves? 

These two uses are quid at risk A thief may, for exinnpIe, overhear a phone canversalion where n 

consmeris-&d-fo~thei~hether-&e-me-ifa s a n i & ~ ~ e r - o ~ & ~ n t i ~ f r ' o n - f a ~ t e r ~ ~ n - t h e s ; s N - 

is wed asan authenticufor,wefeel limiting and regulatingprivate sector entities b use only the LC& fow 

would be aprudent control. 


17. Once thieves obtain SSNs, how do they usethem to commit identity theft? What types ofidentity theft 

are thieves able to commit withthe SSN?Do thieves need other i n f o d o n  in conjunctionwith the SSN to 

commit identity theft?If so,what other kinds ofXormation must they have? 

Typically,oather dcda eiments are needed by identiiy thieves to nvly usme a commer's idenfinfity.if a 

thiefguins a consumer's SSN they will use if in nEempf to gain the other &to elements fo complete the 

identity theft-A thief- cull aprivate sector entity mmed with the SSN andattempt tosociui engineer the 

ofherelements such as hte  ofbir& adbress, marker's rnoidmt name,driver's license number, dc. Most of 

this iq%&ation cmz be obtained through variolls interned seurches, phishing, vishing, e t ~ .After gafhing 

this i n f o ~ b n ,they estcrbIish or ~ K ~ Q Wbank C I C C ~ ,credit carbs, mzto loans, home loans, lines of 

credlt, etc. 


18. Where alternatives to the SSNare available, what kind ofidentiiytheft risks dothey present, if any? 
Webelieve tkat whateverchangesmemabe, t h e  may be impact rmd reduction initiuZly, but ar the thieves 

regroup, wewill be back to wherewe m e  in regard tofinrtdand loss.Any new i&n@er usedf6rfinancisrl 

credit kisto?y wiZ2 6e e e t e d  &y icientity thieves. Cbmequently, d more importantly, regulatiorer 

requiring theprofectlonof theSSN or any ofhermque  idemer should be t&fonrs of the FTC rmd other 

regulafoy agencies. 


Thank you for allowingus the opportunityto provide comments. 

Sincerelv, ' 
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