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Dear Sirs and Madams: 

The Center for Information Policy Leadership at Hunton & Williams LLP appreciates 
this opportunity to file comments in response to Model Privacy Form, FTC File No. 
P034815. The Center is a business process-oriented think tank supported by forty 
organizations. The Center's members include financial as well as non-financial 
companies. The Center develops processes that promote use of information to create 
economic and social value while furthering data privacy and security and protecting 
consumers from harm. The Center's views are its own, and do not necessarily reflect the 
views of its members, Hunton & Williams LLP, or any clients of Hunton & Williams 
LLP. 

The Center has been deeply involved in the development of systems of privacy notices 
that are easy to understand, complete and legally compliant. To facilitate the creation of 
such notices, the Center developed the concept and prototype for multilayered notices. It 
coordinated a global effort by governments, data protection authorities, civil society and 
business to create an ~ntcmational norm for notices. That work included a session and 
resolution at the 25Ih Annual International Data Protection Conference in Sydney, 
Australia; a global workshop in Berlin and the development of the Berlin Memorandum; 
and the adoption of a common position by the Article 29 Working Party of the European 
Commission. Numerous businesses and government agencies have adopted the multi- 
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layered notice format, including the U.S. Postal Service, the Australian government, the 
New Zealand Data Protection Commissioner, and the British Columbia Illformation 
Commissioner. As an outcome of this work, the Center published "Ten Steps to Effect 
Multi-Layered Notices," which is attached as an appendix to these comments and 
referred to later in this submission. 

The primary focus of these comments is not the issues specific to financial services 
companies as they consider whether to adopt the proposed model. Many other 
organizations will comment on those issues. Instead, the Center will address the value of 
the research and the strengths and limitations of the resulting model form. 

1. The research and public process conducted by the financial services regulators 
provides important information and insights about how privacv notices should be 
designed to best serve consumers. 

The research conducted to develop this model provides critical information not only 
about the model for Gramm-Leach-Bliley notices, but also about privacy notices more 
generally. 

In engaging the services of the Kleinman Communications Group, the federal financial 
services regulators underscored the importance of conducting in-depth, disciplined 
research when writing rules about privacy. The research conducted by Kleinman set 
measurable objectives and proceeded without preconceived notions about outcomes. She 
research provides insight into what effectively communicates to consumers. It reveals 
important information about how people learn about privacy, about the use of tables to 
facilitate comparisons across companies. and about the need to inform consumers about 
why they are receiving a privacy notice. In addition, the regulators solicited the input of 
a full range of constituencies concerned with Gramm-Leach-Bliley notices. who brought 
a practical perspective to the process. Businesses. policymakers and advocates can learn 
a great deal from the research and the process engaged in by the regulators. 

2. 'l'hc pr~~posctl the retfuircn~ent> I T ~ I ~ I ~ I -modd format n:trro\r I\ :i~ltlrcs~es of'(' 
I.cach-l%lilcv,hut mar. lack tlcxibilit\ necessary f i ~ r  n.idesorcatl utlol~tic~n I n  
companies 

The Regulatory Relief Act of 2006 required the agencies regulating entities subject to the 
requirements of Gramm-Leach-Bliley to propose by April 11,2007 a model form for 
making the required Gramm-Leach-Bliley annual privacy disclosure. The model form 
was to meet the following requirements: 

ji) Be comprehensible to consumers, with a clear format and design; 

(B) Provide for clear und conspicuous disclosures; 



(C) Enable consumers easily to identzfv the sharing practices of a financial 
institution and to compareprivacypractices amongfinancial institutions: and 

(D) Be succinct, and use an easily rearlable type font 

The proposed form meets all of the objectives set forth in the Regulatory Relief Act of 
2006. However, the model form will onlv be effective if financial institutions actuallv 
implement it. It is not clear to the Center that the proposed form is sufficiently flexible 
and adaptable to evolving, complex business requirements to be optimally useful to 
companies and consumers. In addition, providing the notice in the manner prescribed 
will introduce additional costs to companies that does not result in a commensurate 
increase in privacy awareness for consumers. 

A. The model form lacks necessary flexibility. 

The research conducted to develop the model notice was narrowly focused to support the 
specific requirements that Gramm-Leach-Bliley sets forth for consumer privacy notices. 
In reality, however, Gramm Leach Bliley represents only one issue about which financial 
services institutions must inform consumers. Further, it responds to the needs of a very 
specific business model, in which privacy concerns almost exclusively involve 
information sharing. There are, however, privacy issues in addition to sharing that 
companies must address, and financial services companies need to comply with other 
laws regulating those uses of information, such as the California On-line Privacy 
Protection Act. The model form would make compliance with those other laws more 
difficult, making it necessary for some companies to send a second privacy notice just to 
comply with those additional rules. Moreover, for many institutions robust privacy 
protection and the resulting benefit to customer relations and brand reputation presents a 
competitive advantage. The prohibition against introducing additional elements into the 
notice, and the absence of a "Other Important Information" section makes the model form 
unattractive to those companies. 

The model format also lacks the flexibility necessary to easily adapt to new business 
technologies and practices used to communicate with customers. In particular, the model 
format is designed for a paper-based environment, at a time when more and more 
communications with consumers occur electronically. It would be necessary to make, 
and arguably obtain government approval of, significant alterations to the proposed 
model format to render it usable in online, electronic interactions. 

Moreover, many companies are defined as financial institutions that are neither 
depositories nor credit card issuers. For example, personal financial management 
software providers that include an online interface with financial institutions are 
considered to be financial institutions as well. It is not clear that all the context of the 
model form makes sense for these companies. 



B. The model format is unduly costly 

Privacy is important to companies and their customers, but it is not the only consumer 
issue businesses must manage. The model form has the potential to be expensive and not 
fit within existing business processes, taking resources away from other initiatives. 

While consumers should be educated about the use and protection of information about 
them, mailing notices annually to consumers is costly and reputedly does not add to the 
consumers understanding of privacy. Consumers have shown little interest in reading 
notices other then when they request them directly, when they are beginning a 
relationship with a business, or when there are changed circumstances. However, 
Gramm-Leach-Bliley requires that an annual notice be sent to the consumer. The model 
form exacerbates a less than optilnal situation because of the required length of its 
presentation (three pages) and because of the rules required that it be inailed annually. 
These requirements increase costs. and create a disincentive for financial institutions to 
use the new form. It may make more sense to send the form to consumers at the time that 
a business relationship is entered into between the business and consumer, and use a 
shorter form for the annual notice as required by law. 

Further, as more organizations become more conscious of environmental issues in their 
business processes, the length of this notice, and the need the notice may create to send 
supplemental notices to meet other privacy requirements runs counter to industry efforts 
to address environmental concerns. 

As stated earlier, many aspects of the model format, e.g., its use of tables, framing 
behavior against a norm, and defining the purpose of the notice, offer benefits to 
companies and consumers. However, if financial institutions find this notice difficult to 
adapt to changing business requirements, or too expensive to implement, the 
improvements the model format offers will not be available to the market. 

3. The model proposed is not broadly applicable to companies not governed by the 
requirements of Gramm-Leach-Blilev and does not correspond to international 
norms about privacv notices. 

The financial services regulatory agencies invested significant resources in developing 
the narrowly focused research that supports this specific model form. However, this form 
applies to privacy in a regulated industry whose governing laws allow for specific kinds 
of data sharing. These kinds of data sharing arrangements are unique to the financial 
services industry and do not reflect data practices of companies outside of that sector. 

While the Federal Trade Commission has encouraged organizations outside of the 
financial services industry to develop privacy notices that are simple and easy to 
understand, the FTC must recognize that while this model form may work for financial 
services organizations and the kinds of data sharing in which it engages, it has no 



applicability to notices in general commerce. Most industries can not reduce privacy to 
the seven classes of sharing of the information that are reflected in the model form. 

Moreover, the provisions of Gramm-Leach-Bliley specify that only some elements of fair 
information practices as expressed in the Privacy Guidelines of the Organization for 
Economic Cooperation and Development, and in the Asia Pacific Economic Cooperation 
Framework be reflected in the notices. This model form does not incorporate an 
expression of these practices, which may be necessary for comprehensive notice and is 
insufficient in broader commerce. 

Also of concern, the model form blurs the concepts of information "sharing" and of 
information "use." The Center suggests that the regulatory agencies have an interest in 
educating the American public about the important difference between these two 
concepts. Given that in the 21" century consumers will have to make important decisions 
regarding the use and sharing of their personal information by public and private 
institutions. the model form should aim to keep those two concepts separate and clearly 
distinguished. 

Further, given the global nature of data flows, it is increasingly important that privacy 
notices link to international norms. Companies like IBM, P&G, Lenovo, Microsoft. and 
the United States Postal Service appreciate this need and publish notices that are in a 
common format. have been approved in Europe, and are endorsed by privacy agencies in 
Asia. This international linkage is very important to the success of their business models 
and their ability to efficiently serve consunlers. 

4. The proposed model notice is narrowly applicable to financial sewices companies 
in a paper-based environment, but does not serve evolvin~ information collection 
and sharing models and emerging data collection technologies. 

The model form addresses issues that were raised when banking and financial 
transactions were conducted in a paper-based environment. Information technology has 
changed the manner in which information is collected, matched with other data, and used 
to create economic and social value, both in financial services and in other industries. It 
has also enabled real time communication to customers (and other consumers) online. 

Notices must be adaptable to online businesses and transactions, and must serve 
international data flows. In addition, the emergence of new data collection technologies, 
such as radio frequency identification and near-field computing introduce the possibility 
of data collection and sharing in ways that consumers would not anticipate. Concise 
notices that can be read in real time - "notice-at-a-glance" - will be necessary to provide 
key information to consumers as they engage with these new technologies. While the 
research will help to inform the best manner to deploy this kind of notice, the model 
format will not resolve the concerns these new technologies and information management 
practices raise. 



5. Conelusion 

The strength of the model notice is also its weakness. The researchers focused on 
creating a notice to educate consumers about the sharing of information in financial 
services markets. They developed a model form that perfectly meets that need. 
However, the model form may not be used by financial institutions because of its cost 
and its lack of flexibility. Furthermore, this model form does not link to the evolving 
international standard, and has limited application outside of financial services. 

The Center urges that, going forward, regulators be mindful of the need for notices that 
reflect and serve the needs of a dynamic business and technology environment and 
intemational data flows. As the regulators consider tliese remarks, and the remarks 
submitted by other stakeholders, the Center urges them to refer to the multilayered 
notice' the Center developed that has been widely adopted by companies with an 
intemational presence. See attached. The multilayered notice was developed through a 
dialogue among data protection authorities, governments, busmess and consumers 
advocates. It seeks to provide a flexible, compl~ant model that can be adapted to 
changing business models and evolving technologies and processes. 

We are happy to answer any questions, and look forward to working with the regulators 
as their effort on this important issue continues. 

Respectfully submitted, 

-
Martin E. Abrams 
Executive Director 
Center for Information Policy Leadership 
Hunton & Williams, LLP 
mabrams@hunton.com 

' A layered notice is one that meets all consumers privacy needs far understanding and complelcness. The heart of the layered nonced 
is a template that highlights key aspects of the privacy policy, and in so doing, provides the consumer with the essential elemcnts o i  
how information is managcd by an organization. Online, this highlights ~iotice links to complete notice that gives the interested 
consumer a complete picture oihon,  inioimation is managed. This complete notice is also available in printed form upen  request. 
Whcie space is limited, such as on a mobile phone, an or~anirution may provide the consumer with an initial layer that identiiies the 
collecting organization's name, and where the consumer may obtain subsequent layers that provide male complete information. 

mailto:mabrams@hunton.com


APPENDIX 


MODEL PRIVACY FORM, FTC File No. PO34815 




Ten steps to develop

a multilayered privacy notice
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Foreword 
Experts agree that good privacy begins with effective transparency. Transparency requires privacy 
notices that are easy to understand, facilitate comparison, and are actionable. Privacy notices 
must also comply with legal requirements that may differ from country to country, and jurisdiction 
to jurisdiction. Research on how people learn has shown that for notices to be easy to read and 
understand, they must be short, use plain language, and be presented in a common format. Complete 
notices tend to be longer and more complex, so it is impossible to have both sets of requirements 
in one document. A multilayered notice is made up of a condensed notice that contains all the key 
factors in a way that is easy to understand and is actionable, and a complete notice with all the legal 
requirements. A growing number of privacy officials and experts agree that multilayered notices meet 
the transparency objective. Corporate and government sponsored research shows that multilayered 
notices build both trust and compliance. The work of the European Article 29 Working Party gives us 
confidence that layering a privacy notice is legally complaint. 

The purpose of this ten step guide is to help privacy practitioners in organizations of all sizes to 
assess their privacy notices and build effective multilayered notices, if appropriate. 

After several years of testing and development, the international privacy community has begun to adopt 
multilayered privacy notices that make it easy for consumers to understand how their information is 
used and protected, and to compare companies’ privacy policies. These new notices also encourage 
compliance and make it possible for organizations to use the same privacy notices worldwide. While 
there are still differences of opinion on notice content, we are at a point where organizations may feel 
comfortable using the notices discussed in this ten step guide to develop an easy to read and compare 
privacy notice, compliant with the emerging standard. 

The guide begins with background on multilayered notices and a discussion of why you might like 
to change or update your notice. It then provides the reader with ten steps that can be followed by 
organizations of all sizes when developing multilayered privacy notices. Finally, the guide provides the 
reader with resources available on the internet for reference when developing a multilayered notice. 

Background 
With the growth of the internet in the �990s, more and more organizations began publishing privacy 
notices. The complexity of the notices began to mirror the increasing complexity of information 
practices. Consumers found these notices confusing, and policymakers began to realize that the 
notices were failing to give the individual a clear picture of how their information would be used. 
Organizations had conflicting goals of creating notices that were easy to understand, complete, and 
compliant. By 2003, privacy leaders were beginning to discuss a concept called layered notices. A 
layered notice would be a short notice in a common template format, combined with a longer complete 
notice. This concept was endorsed by the 25th International Data Protection Conference, held in 
Sydney, Australia in 2003. 

This basic concept was explored further at a workshop in Berlin in March 2004. The workshop, 
attended by data protection commissioners, other government officials, European consumer leaders 
and business, led to the Berlin Memorandum. The memorandum called for multilayered notices to be 
made up of as many as three layers. The additional layer would be a very short notice designed for 
use on portable digital devices, coupons and other places where space would be very limited. The 
Berlin Memorandum was discussed by the European Union’s Article 29 Working Party, which adopted a 
common position endorsing multilayered notices in December 2004. 

The Australian Data Protection Commissioner recommended this evolving norm in a 2005 review of the 
Australian private sector privacy law. The Australian government subsequently adopted a layered notice 
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on its website. The Ontario Information Commissioner, working with the Ontario Bar Association, used 
layered notices as the basis for their new health care privacy notices. The US Postal Service adopted 
a multilayered notice in July 2005. The Data Protection Commissioners of New Zealand and British 
Columbia became the first Data Protection Agencies to publish condensed notices in November 2005. 

Example 

USPS notice 

The first layered notices began appearing on US business websites in 2003. Companies began 
publishing multilayered notices in different languages in 2005. There are now condensed notices in 
over forty languages, including Arabic, Chinese, French, German, Korean, Japanese, Polish, and 
Russian. 

This guide follows the recommendations in the European Union (EU) Article 29 common position of 
December 2004, which has gained wide acceptance within and outside the EU. This structure is as 
follows. 

‡ Layer � - The short notice: the very minimum, for example, when space is very limited, providing 
only the identity of the data controller, contact details, and the purposes of processing. 

‡ Layer 2 - The condensed notice: covering the basics in less than a page, ideally using subheadings, 
and covering Scope; Personal information collected; Uses and sharing; Choices (including any 
access options); Important information; How to contact us. 
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‡ Layer 3 - The full notice. 

Why create a multilayered notice? 
Privacy notices must be kept current. When updating the notice, organizations should strongly consider 
the multilayered approach. Multilayered notices are a big ‘win’ for organizations, consumers, and 
regulators. 

Companies win because multilayered notices easily build consumer trust. Research conducted in Hong 
Kong, Germany, the United Kingdom, and the United States shows that consumers prefer the template-
based condensed notice to longer text-based notices. The US Postal Service changed its notice when 
the template-based notice scored highest in a survey of public trust. Consumers like multilayered 
notices because they like information that is clear, graphically appealing, and easy to compare. 

Companies also win because regulators in Europe and the Asia Pacific regions have agreed on the 
core concepts that need to be covered in short and condensed notices. This results in a single notice 
that can be translated into many languages, rather than a notice with different text for each country. 
This makes web notices much easier. P&G, MSN, and IBM have all published their web-based notices 
in more than 40 different languages. 

Example 

P&G French notice 
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Data protection authorities like multilayered notices because they increase public understanding of 
privacy and data protection — a clear goal for regulation. Many regulators also believe that multilayered 
notices will result in increased compliance with existing notice requirements. 

The bottom line is that all parties win when privacy notices are easy to read and understand. 

Creating a multilayered notice 
Creating a privacy notice should not be viewed as an intimidating process. Developing a multilayered 
notice is no more difficult than a full legally compliant notice. If an organization has already created 
a full legally compliant notice, they can skip the first 5 steps below and move directly to creating a 
condensed notice in step 6. Good practice principles would suggest a legal review before publishing 
any notice. 

The ten steps 

Step 1 Determine what your company does with personal data 

Catalogue the organization’s collection, use, sharing, protection, and destruction of information that is 
about individuals. There are many means of doing this. You could start with the data and map its flows 
throughout the organization. You could also begin with the uses, and determine the data needed to 
fulfill those uses. An organization must understand its data flows before creating notices. 

‡ What personally identifiable data is collected directly from individuals, from transactions with indi-
viduals, or from third parties? 

‡ Where is that information collected? 

‡ How is the information used by the organization? 

‡ Is it shared with third parties? If so, with whom, and for what purposes? 

‡ How long is the information kept? How is it destroyed? 

‡ How is the information secured? 

‡ What choices does the individual have related to that use, retention, and sharing of information? 

‡ Does the consumer have opportunities to access and make corrections related to the information, 
either because of requirements in law or policy in the organization? 

The OECD, the US Direct Marketing Association, and many other organizations have websites, guides, 
and online tools that may help you develop your full notice. 

Step 2 Determine whether your company’s treatment of personal data is legally compliant 

Review the laws, regulations, industry codes, contracts, and corporate promises that cover the 
collection and use of personally identifiable information to make sure the processes mapped meet legal 
expectations. 

‡ Is the data or use covered by law or industry codes of conduct? 

‡ Is there a contract in place to limit data use? 
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‡ Is the data limited by consumers’ choices exercised either directly with the organization or with third 
parties? 

‡ Does the law require special notifications or disclosures to consumers? If so, how must those notifi-
cations or disclosures be addressed? 

Step 3 Develop and test an internal privacy policy that reflects how your company treats 
personal data 

Write an internal information policy to describe the processes. Make sure that the employees covered 
by the policy understand it. 

‡ The internal policy should match the organization’s culture. Write it in a way that matches the 
organization’s identity standards, bearing in mind plain language. 

‡ Test the policy with the legal department and other senior stakeholders. 

‡ Test with line managers to make sure the internal policy actually reflects corporate behavior. 

‡ Finally, test with employees to make sure they understand the policies. This testing should be done 
in a way that actually tests current compliance. 

Step 4 Use that internal policy to create the organization’s complete external privacy policy 

Make sure the external policy is consistent with the practices in step �. This is the long, complete policy 
that meets all compliance requirements. 

‡ Have you included all the legal requirements in the complete notice? If you are using the complete 
notice in many countries, it might have special sections to address particular national requirements. 

‡ Have you included every significant use and sharing? Don’t forget to mention if you use outside 
vendors, agents, and processors. 

‡ Have you discussed information security? While the condensed notice doesn’t require a security 
section, almost all complete notices should. 

Step 5 Test and revise the full privacy notice 

Test the language and structure of the complete external policy to make sure it is understood by the 
target audience. 

‡ Is the long notice in language that most individuals would understand? Just because the notice is 
long doesn’t mean it should be hard to read. You should not need a university education to under-
stand the notice. Keep the sentences simple and easy to read. Consistently use the same words to 
mean the same thing. This will also help translation. 

Test the notice directly with consumers. This testing need not be costly. You can test a notice on your 
organization’s website. Once you have tested the notice you should revise it based on the research, 
and then retest. 

Step 6 Create the condensed notice 

Summarize the main elements of the complete policy in the six categories of the condensed notice. 
Use language that is easy to understand. If possible, take sentences directly from the full notice. This 
will help with consistency. You should compare the condensed and complete notices to make sure that 
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nothing has been left out of the condensed notice that is important or would be beyond the reasonable 
expectations of individuals. 

‡ Scope 

Who is covered by the notice? The organization collecting the information? A family of companies? 
An entire industry? The scope should be defined clearly in as few sentences as possible. You 
should avoid long lists of affiliates - that detail should be in the longer notice. 

Example 

Scope 

This statement applies to XYZ company Web Sites Worldwide. 

‡ Personal information collected 

This section should describe the types of information collected from the individual, from transac-
tions with the individual, and from third parties about the individual. You should mention information 
gained from third parties such as credit bureaus or credit referencing services used to make 
decisions about the individual. You should also mention if you use cookies, if they are linked to 
personally identifiable information. 

Example 

Personal information 

‡ We collect information you choose to provide during your registration. 

‡ We use common internet technologies, such as cookies and beacons, on our websites and 

emails.


‡ We sometimes obtain additional information about you from other sources, such as your demo-

graphics and lifestyle information.


‡ For more information about our information collection practices, please click here. 

‡ Uses and sharing 

This section discusses how the organization uses the information it collects. The organization 
should describe its own uses, uses by affiliated parties not listed in the scope, and non-affiliated 
sharing. The organization should list its own uses first, followed by affiliates and then non-affiliated 
third parties. 

There has been a great deal of discussion about whether to mention sharing with vendors and 
agents in the condensed notice. Discussions with consumer, business, and data protection agency 
privacy leaders have led to a consensus that, in most cases, sharing with vendors and agents 
should be covered in the long notice. Any use and sharing that would be beyond the reasonable 
expectations of individuals, however, should be highlighted in the condensed notice. 
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Example 

Uses 

‡ We use personal information to provide you with information and samples you request, and to 

help us develop new products and services that meet your needs.


‡ We do not share your personal information with other marketers unless we have asked for and 
obtained your explicit consent. If you do not provide your consent, we will not share your informa-
tion. 

‡ We will use personal information you provide only for purposes consistent with the reason you 

provided it.


‡ When we temporarily provide personal information to companies that perform services for us, 
such as to send you email or samples, we require those companies to protect the information in 
the same manner as XYZ. These service companies cannot use your personal information for any 
other purpose than the reason you provided it to XYZ. 

‡ Choices 

This section would include choices the individual has relating to the information collected and used. 
In some instances the choices are consents, while in other instances they are opt-outs. In many 
jurisdictions the consumer has the right to request access to information and request corrections or 
deletions. These choices should be in this section. 

Example 

Choices 

‡ You may access personal information that we hold about you. You can ask us to correct any errors 
or delete the information we have about you. 

‡ You may opt-out of any further contact from us. 

‡ To protect your privacy and the privacy of others, we may have to verify that you are who you say 
you are before we can give you access to, or change, information about you. 

‡ Important information 

Every organization has factors unique to its management of personally identifiable information. 
Some organizations have seal programs, while other organizations have special protections for 
information. This section is where organizations would place seals and other important facts. You 
could also mention special legal requirements in a particular jurisdiction, or information about where 
a person can complain. 
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Example 

Important information 

BBBOnline reviews and enforces our compliance with this privacy notice. XYZ participates in the 

EU/Department of Commerce Safe Harbor Program.


‡ How to contact us 

The last section gives the individual information on how to contact the organization for a complete 
notice, to ask questions, and to exercise choices. Many organizations give the individual more than 
one way to contact the organization. 

Example 

How to contact us 

E-mail: privacy@xyz.com. 

By post: XYC, Privacy Office, 475 Morningside Drive, Rochester, NY 12345. 

To see our full privacy policy, click here. 

Step 7 Harmonize the full and condensed notices together 

Now that you have developed the condensed notice it is time to go back and look at the full notice to 
see if there are any format changes to make them consistent. In some countries, many consumers 
will want to see the full notice. The complete and condensed notice must work together whether the 
complete notice will be available from a click-through on-line, or on request off-line. 

‡ Does the complete notice need to be reorganized so that topics are in the same order as the con-
densed notice? 

‡ On-line, do you want to hyperlink the complete and condensed notice? 

‡ Are there words and phrases that need to be made consistent? 

‡ Do the two notices reflect the same organizational identity? 

Step 8 Create the short notice 

If the organization collects information over a hand-held computer, mobile phone, or with coupons, you 
should now develop the short notice for these applications. 

The short notice must contain three items of information. 

‡ Who is collecting the information? 

‡ What is the primary use for the information? You should also include non-primary uses that would 
be beyond the reasonable expectations of the consumer. 
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‡ Can you contact the organization easily for the condensed or complete notice? For example, maybe 
through a phone number, e-mail address or a message saying ‘text �23 for more information.’ 

Step 9 Review and test the multilayered notices 

It is important to see whether the target audience understands how the three layers work together. 
This may be through consumer research on your website. Finally, you should read through the notices 
again to make sure that there is nothing in the complete notice that would be beyond the reasonable 
expectations of the consumer, that has been left out of the condensed notice. In some jurisdictions, this 
lack of consistency might be perceived as deliberate deception. 

‡ Do the layers work together? 

‡ Are there important facts that have been left out of the notice? 

‡ Are all the notices consistent? Would the reader be surprised reading the full notice after reading 
the condensed notice? 

Step 10 Publish your new multilayered notice 

Make sure the various layers are published in the correct locations. All employees with consumer 
contact must be aware of the notice layers and how to provide a complete notice when asked. 

‡ Have your consumer affairs staff been educated on the various notice layers? 

‡ Can they explain your policies to the intended audiences? 

‡ Have you placed the various layers where they legally must be placed, as well as where you want 
them placed to build trust? 

Resources 

For more information and for the documents referenced in this paper, please visit the Center for 
Information Policy Leadership at www.informationpolicycenter.com. You will also find useful information 
at: 

� 	 Direct Marketing Association Privacy Policy Generators 
www.the-dma.org/privacy/privacypolicygenerator.shtml 

2	 BBBOnLine 
www.bbbonline.org/reliability/privacy/ 

3	 OECD Privacy Statement Generator 
www.oecd.org/sti/privacygenerator 

© 200� The Center for Information Policy Leadership at Hunton & Williams LLP. Attorney advertising materials. 
The content of this paper is strictly the view of the Center for Information Policy Leadership and does not 
represent the opinion of either its individual members or Hunton & Williams LLP. The Center does not provide 
legal advice. These materials have been prepared for informational purposes only and are not legal advice, 
nor is this information intended to create an attorney-client or similar relationship. Whether you need legal 
services and which lawyer you select are important decisions that should not be based solely upon these 
materials. Please do not send us confidential information. Contact: Martin E. Abrams, Executive Director, The 
Center for Information Policy Leadership, �900 K Street, NW, Washington, DC 20006-��09, (202) 955-�62�, 
mabrams@hunton.com. 
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Chase (English) 
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MSN (Japanese) 
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IBM (Slovenia) 
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Lenovo (German) 

�4



