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Introduction to the ACE Editors Identification

Identification

Document Identification

Software Identification

Document Title: Introduction to the ACE Editors
Version: Final (OPNET 230)

Product Name: NETWARS
Product Release: 5.1

Documentation Conventions

This documentation uses specific formatting and typographic conventions to present the
following types of information:

* Objects, examples, and system I/O
* Object hierarchies
e Computer commands

e Lists and procedures

Objects, Examples, and System I/O

Object Hierarchies

* Directory paths and file names are in standard Courier typeface:
C:\Netwars\User Data\Projects

¢ Function names in body text are in italics:

op_dist_outcome()

* The names of functions of interest in example code are in bolded Courier typeface:

/* determine the object ID of packet’s creation module */
src_mod objid = op pk creation mod get (pkptr);

* Variables are enclosed in angle brackets (< >):

<NETWARS path>\Scenario Builder\op admin\err log

Menu hierarchies are indicated by right angle brackets (>); for example:

Edit > Preferences > Advanced
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Documentation Conventions

Introduction to the ACE Editors

Computer Commands

Lists and Procedures

These conventions apply to Windows systems and navigation methods that use the
standard graphical-user-interface (GUI) terminology such as click, drag, and dialog box.

» Key combinations appear in the form “press <button>+x"; this means press the
<button> and x keys at the same time to do the operation.

* The mouse operations left-click (or click) and right-click indicate that you should press
the left mouse button or right mouse button, respectively.

Information is often itemized in bulleted (unordered) or numbered (ordered) lists:
¢ In bulleted lists, the sequence of items is not important.
¢ In numbered lists, the sequence of items is important.

Procedures are contained within procedure headings and footings that indicate the start
and end of the procedure. Each step of a procedure is numbered to indicate the
sequence in which you should do the steps.
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(not just the ‘how’) for NETWARS users utilizing the ACE Editors.

Reorganized document around specific use cases rather than
product workflow. Moved chapters on ‘Capturing Application
Traffic’ and ‘Importing Capture Files’ to Appendices.

May 13, 2005 5.1 Draft All
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Introduction to the ACE Editors 1—Introduction

1 Introduction

NETWARS Overview

The Command, Control, Communications, and Computer Systems Directorate
of the Joint Staff, in partnership with the Defense Information Systems Agency,
Directorate for Technical Integration Services, developed Network Warfare
Simulation (NETWARS). NETWARS provides modeling and simulation (M&S)
capabilities for measuring and assessing information flow through strategic,
operational, and tactical military communications networks. Analyzing the
results from NETWARS can provide considerable utility in determining which
communication systems might be overloaded during selected times in a
particular scenario, and can assist with making prudent acquisition planning
decisions.

Document Overview

NETWARS provides access to an optional OPNET module called the
Application Characterization Environment, or ACE. This user’s guide,
Introduction to the ACE Editors, describes how NETWARS users can utilize
ACE and the ACE Whiteboard to perform network performance analysis and
troubleshooting.

The examples provided in this guide were presented at OPNETWORK as part
of various ACE-related workshops. If you do not have access to the sample files
referenced in a particular example, simply view the screenshots provided in this
guide.

Note—To learn more about the ACE module, access the ACE User Guide by
selecting Help > ACE Product Documentation from within ACE.

Referenced Documents

* ACE User Guide, OPNET Technologies.

NETWARS/Release 5.1 uGa-1-1
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ACE Editors Overview

The capabilities of the NETWARS software are organized into multiple editors:
the System Editor, the Scenario Builder, the IER Editor, the Icon Editor, and (if
you have an ACE license) ACE and the ACE Whiteboard.

ACE allows you to troubleshoot application and network performance
problems by analyzing raw traffic data files obtained from a live network
without months of data gathering and error prone traffic approximations (i.e,
IERS).

ACE Whiteboard enables you to predict application performance under
varying configurations and network conditions, and simulate the behavior of
an application that does not exist yet by creating a model of the application
and then running analyses on it.

Thus, the ACE Editors can be used in a pre-deployment environment to assist
in application rollouts on the network, or in a post-deployment environment to
troubleshoot the behavior of existing applications on the network.

When Should You Use the ACE Editors?

The ACE Editors can help you to answer important questions about your
network such as:

Why is my application slow? (Use Case 1: Troubleshooting Problems)
— User’s desktop running slowly?

— Server delays?

— Application not doing what it's supposed to do?

— Non-optimal TCP settings?

— Heavy congestion over WAN?

— Too little bandwidth?

— Latency too high?

Can this new application be deployed over our network? (Use Case 2:
Predicting Performance)

— Will users have to wait two seconds or two minutes?
— Will deploying this applicaiton impact other critical applications?

— Do you need to add bandwidth?

Use Case 1: Troubleshooting Applications Using the ACE Editor

The standard workflow to follow when using ACE to troubleshoot applications
on your network is provided below:

Identify application with performance issues,

uGz-1-2
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Work with users to enumerate tasks or workflows that have performance
issues,

Capture each task from production network, trying to reproduce bad
performance,

Import traces into ACE,
Visualize, diagnose, and perform predictive analysis, and

Create reports to share what you have learned.

Use Case 2: Predicting Application Performance Using ACE Whiteboard

The standard workflow to follow when using ACE Whiteboard to predict
application performance before deployment is provided below:

Determine key workflows and tasks:
— Frequent tasks, and

— Big tasks.

Capture key tasks in lab environment:
— One capture file per task, and

— All tiers usually on same LAN.

Import a task into ACE,

Create templates of import and report options, prediction scenarios, etc.,
Import other tasks,

Flag tasks with application problems,

Use QuickPredict to predict performance from different sites, and

Optional: Use Discrete Event Simulation (DES) to predict response times or
perform server capacity planning.

ACE Inputs and Outputs

The ACE Editors require ACE traffic data (atc.m) files (called “trace files” or
“capture files” as input. Trace files are simply a snapshot of the application traffic
in your network. This traffic is in the form of packets generated by your
applications. Assuming that the trace files were captured correctly, their traffic
information would be more accurate that any user approximations of real-world
traffic using IERs in NETWARS.

NETWARS/Release 5.1
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The ACE Editors analyze your traffic data and present results in:
* Reports, graphs, and tables,

* Visualization of application behavior,

* Diagnosis of bottlenecks and performance problems,

* Predictive analysis of same traffic on different network, and

* Information NETWARS can use for capacity planning studies.

ACE Features and Tools

ACE provides several important features and tools to help you visualize,
analyze, diagnose, and predict network traffic behavior.

For additional product information, access the ACE User Guide by selecting
Help > ACE Product Documentation from within ACE.

Visualization Features

ACE includes three different windows for viewing your application; often you can
troubleshoot an application just by viewing it in one of these windows. You can
also use these windows to remove or delete sections of an ACE file, and thereby
focus on transactions of interest:

* Treeview window—OQOrganizes a task into tier pairs, connections and frames.
This window also shows summary information and a timeline of the individual
transactions that make up your application.

* Data Exchange Charts—Use a timeline to show the overall flow of data
between tiers. You can view applications from both the network and the
application layer, quickly determine inefficient or “chatty” applications, and
pinpoint delays in both the network and the application.

* Tier Pair Circle window— View all tier-pair conversations in your ACE file.
You can easily determine which tiers are conversing (and not conversing),
view general information on each conversation, and zero in on conversations
of interest.

Refer to Chapter 2 in this user’s guide for more information. For additional
product information, access the ACE User Guide by selecting Help > ACE
Product Documentation from within ACE.

uGgz-1-4
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AppDoctor Tool

The AppDoctor feature includes three different tools for performing high-level
analysis. You can use AppDoctor to identify and diagnose bottlenecks,
determine the relative amounts of application vs. network delay, and view
detailed statistics on your network and application. ACE also allows you to
decode and analyze the protocol and application data found in individual
packets.

Refer to Chapter 2 in this user’s guide for more information. For additional
product information, access the ACE User Guide by selecting Help > ACE
Product Documentation from within ACE.

Predictive Features

ACE includes four separate predictive features: QuickPredict, QuickRecode,
discrete-event simulations, and ACE traffic flows.

* QuickPredict—This feature provides instant feedback on how network
variations will affect an application’s performance. This allows you to answer
questions such as, “If | double the bandwidth between two tiers, will it speed
up my application’s response time?”.

* QuickRecode—You can use this feature to predict how proposed fixes and
changes to your application will affect its performance. You do this by
manually editing your ACE file to create a “hypothetical application” and
comparing its performance to the original. This enables you to study
questions such as, “How will my application be affected if my database could
transmit a record in 30 messages, instead of the current 300?”

* Discrete-event ACE simulations—You can take full advantage of OPNET’s
event-based simulation technology and model library to test your application
in a wide variety of network scenarios. For example, you could create a
“virtual deployment” of an FTP application to test the effects of multiple
downloads on the application’s overall response time. Using the Import from
ACE operation, you can easily generate and configure network scenarios
based directly on an ACE task.

* Given an existing network, you can import end-to-end traffic directly from
ACE. You can also scale the ACE traffic to model the effects of multiple
iterations on a single node or multiple nodes. ACE traffic flows are especially
useful when you want to study the effects of massive deployments, in which
a discrete-event simulation of hundreds or thousands of transactions would
require too much time or memory.
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Before You Begin

Before you can use the ACE Editors to perform traffic analyses, you must have
ACE traffic data (atc.m) files to use as input. If you do not have these files, you
can create them and import them for use in the ACE Editors. This involves two
general steps:

1)

Capturing application traffic—ACE uses raw traffic data, captured from your
network, as the basis for modeling an application. You can use ACE’s
application capture utility or a third-party tool such as Sniffer to create these
capture files.

Refer to Appendix A in this user’s guide for more information. For additional
product information, access the ACE User Guide by selecting Help > ACE
Product Documentation from within ACE.

Importing the capture file—The ACE Import Wizard guides you through the
process of importing your capture data. This wizard might prompt you for
additional information about your network, such as tier locations and the
bandwidths of certain connections. ACE can import multiple capture files of
the same exchange and merge the results into an accurate, realistic model
of your application. Using ACE’s capture and import features, you can
model highly complex application exchanges that span many tiers.

ACE can import capture files from external programs like Sniffer and
TCPdump. ACE also interfaces with the conversion utility ProConvert to
support a wide variety of other formats.

Refer to Appendix B in this user’s guide for more information. For additional
product information, access the ACE User Guide by selecting Help > ACE
Product Documentation from within ACE.

UuGgz-1-6
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2 Troubleshooting Applications Using the ACE Editor

The ACE Editor provides visualization graphs, diagnosis charts, and predictive
analysis features and tools to enable you to analyze ‘near real’ NETWARS
traffic data obtained via capture agents from a real network without months of
data gathering and error prone traffic approximations (i.e., IERSs).

Use the ACE Editor features and tools described in this chapter to generate the
most granular traffic description of NETWARS traffic available today.

Note—For instructions for capturing NETWARS traffic data using ACE’s
application capture utility or a third-party tool such as Sniffer, refer to Appendix
A. For instructions for importing captured data into the ACE Editor for analysis,
refer to Appendix B.

Overview of ACE Editor Features

The ACE Editor provides three primary windows for visualizing your application:

* Treeview window—OQOrganizes a task into tier pairs, connections and frames.
This window also shows summary information and a timeline of the individual
transactions that make up your application.

_t] ACE: cwd_local
File Edit “iew AppDoctor Graph Reports  Windows Help

= o N

[}:E & 3 R? ﬁ QUEK QUICK 3% =4 D'E'

FeTHSXE =~

.// i | 1 = - —_ e =
. Hl- [
- - ——— - |
— . =
™ e e e f—= Tom < i
Figure 2-1 ACE Visualization Windows and Charts
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e Tier Pair Circle window— View all tier-pair conversations in your ACE file.
You can easily determine which tiers are conversing (and not conversing),
view general information on each conversation, and zero in on conversations
of interest.

* Data Exchange Charts—Use a timeline to show the overall flow of data
between tiers. You can view applications from both the network and the
application layer, quickly determine inefficient or “chatty” applications, and
pinpoint delays in both the network and the application.

For additional information about using ACE visualization windows and charts,

access the ACE User Guide by selecting Help > ACE Product Documentation
from within ACE.

Treeview Window

You can access the Treeview window by clicking the Treeview window toolbar
— icon. The Treeview window provides a breakdown of conversation pairs,
[:E_- organized in three views:

* Tier Pairs — Application Messages,
e Tier Pairs — Network Packets, and

* Application Messages.

_—:] Application Characterization: 3Tier_Application_1 f = I m] Ll
File Edit WYiew AppDoctor Reports  WWindows Help
a— o ‘H o = e =2
[}:_— = ; Rﬁ. o glick ELﬁE: ”!{ w | T
| App Butes ->|App Butes <-| Start Time| End Time | Duration ‘ ﬂ .05 = ]
= TierPairs =
= 4=k [ Client <> 'wieb Server 752 378439 0.000000 8.380140 8.380740 ¢ [HE |
= Connections
[E4=+ HTTF: 4020<->80 CPort= | 361 6216 0000000 0538008 0.539008 : n
=4+ HTTP: 4021<-580 CPort= | 391 3633 8.300140 7.957935 : [ B
4=+ \web Serven <> DataBase e | 27974 227307 g 5.478328 5.397192 © IE e v
T | ;lJ | pemmmm—— _'lJ ) 121
Application payload size:
i B I | obtes 1100 101500 | 5011000 | 1ooi1sss | s-14e0
Wiew by I Tier Pairs - Metwork Packets j
I ]|

Figure 2-2 Sample Treeview window
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Each view has three panes:

* Tree pane (on the left-hand side) showing tier pairs, connections, and
frames,

* Table pane (center) shows detailed statistics by tier pairs, connections, and
frames, and

* Timeline pane (on the right-hand side) shows an overview of messages
(color coded by size) over the time of the task.

Tier Pair Circle Window

The Tier Pair Circle window shows the flow of data between different tiers for a
= transaction. Each arrow (in a one-way conversation) or arrow pair (in a two-way
conversation) represents a conversation between tiers.

The Tier Pair Circle can also be used to visualize other statistics, such as:
* Response times,

e Application turns,

* Application information (Messages, Data, Average size),

* Network information (packets, data, average size),

e Latency,

e Bandwidth,

e Effects of Protocol/Congestion,

e Max Application Bytes Per Turn (directional),

* Max Unacknowledged Data (directional),

NETWARS/Release 5.1 UG2-2-3
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¢ Retransmissions, and

e Connections Resets.

| Tier Pair Circle - 3Tier_Application_1 ol x|

Wigw statistic: IApp\ication Data [butes) [Directional] |

iAppIication D ata [bytes] [Directional] LI
‘weh Server Response Time {sec)

Application Turns

Application Messages

Application Messages {Directional)
Application Data (bytes)

[z7.oke| Application Data (bwtes) (Directional)
Average Application Message (bytes)
Metwork Packets

Metwork Packets {Directional)
Metwork Data (bykes)
Metwork Data (bytes) (Directional)
Average MNetwork Packet (bytes)
Latency {ms)
[Fzg] Bandwidth (kbps)
Effect of ProtocoliCongestion (sec)
Max Application Bytes Per Turn {Directional)
Max Unacknowledged Data {Directional)
Retransmissions
Client Connection Resets
Iv Show values

DataBase Server

Tatal number of application messages bytes transmitted [per dirsction.] ;I
Statistic description:

Update Curent Statistic LI
. | I;aynulV\Ewl AElDLayDull . | L |

Figure 2-3 Sample Tier Pair Circle Window and Menu

Data Exchange Chart

The Data Exchange Chart shows the data transferred between tiers on a time

E line. As with the Tier Pair Circle window, the colors of the application messages

! indicate the size of the messages. Each group’s color represents a histogram of
message sizes.

Data provided on the Data Exchange Chart includes:
* Application messages (exchange between tiers),
* Application tiers,

* Network messages,

¢ Time line of task,
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Messages dependencies (application and network), and

Application payload sizes.

j Data Exchange Chart - cwd_remote

=lolx|

File Edit WYiew

AppDoctor  Graph  Reports

EeVELSEESAN 00 %

7~ N\

K

Application message chart IAppIicat\on chart anly LI \ [¥ Show dependencies
DiD 1 ‘4 2.|Ss 4i2 5.533 T 43
e I k 4 web_client
web_server

<

Dependencies

database_server  —
-

Bl

Application payload size:
1 0 bytes

1 1m0

101-500 1 5011000 T 1001-1453 1 »="1460

Dependency delays: Network delay

Application delay

LClose | Help |

Figure 2-4 Sample Data Exchange Chart with Application Chart Only
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:i]Data Exchange Chart - 3Tier_Application & |EI|5|
Ele Edit Wew AppDoctor Graph Reports
— H - by =3
ESYESIEEEX LOP%
Metwark packet chart I Metwork chart only LI
DiU ‘ 1i3 2i8 3i9 5i2 8‘5 ?iS ) 9i1 B
_‘_'I Clent
¥
‘wWeh Server
DataBasze Server
K o
Applicati load size:
PPicalion PEYOSCSEe | 4 1 byies 4 1400 101500 4 o100 4 omasss 4 o-1am
Dependency delays: | Metwark delay Application delay
LClose | Help |

Figure 2-5 Sample Data Exchange Chart with Network Chart Only

:J]Data Exchange Chart - 3Tier_Application =il LI
File Edit Vew AppDoctor Graph Reparts
o= . i LS At =
EOVESIEREXILOPLE
Application message chart IADDI\cation and network, charts j I~ Show dependencies
E.E355 E.7005 E.7055 E7105 6.7155 6.7205 B.?2E;|
I I I L 1 1 1
Client
‘web Server hd
Kl i »
Metwark packet chart v Align charts
66355 6.7005 6.7055 67105 6.7155 6.7205 B.?2E;|
h h h L 1 1 . 1
Client
‘web Server -
Kl i ’
Applicat load size:
e H D bytes 1 1400 101-500 fomamo fooaess -0
Dependency delaps: | Metwark delay Application delay
LCloze Help

Figure 2-6 Sample Data Exchange Chart with Application and Network Charts
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Overview of the ACE AppDoctor Tool

ACE’s AppDoctor tool automates the process of application troubleshooting.
® AppDoctor finds the major components of delay and determines the root cause
= of application performance problems.

AppDoctor presents four (4) main tabbed windows, and if applicable, special
tabs for specific statistical information:

Summary of Delays window,
Executive Summary window,
Diagnosis window,

Statistics window, and

Special windows of statistical information (optional) for HTTP, Citrix ICA,
Corba, and SOAP.

For additional information about AppDoctor, access the ACE User Guide by
selecting Help > ACE Product Documentation from within ACE.

Summary of Delays Window

The AppDoctor Summary of Delays window divides the total application
response time into separate components of network and application delay:

Tier-Processing delay is the total time it takes to process the application at
each tier, including user “think time”.

Latency delay is the component of delay due to latency in the network.
(Latency is the time required for 1 bit to be transmitted across the network.
Using ping is one way to measure latency.)

Bandwidth delay is the component of delay caused by the limited bandwidth
of the network.

Protocol/Congestion delay is a metric of network restriction to packet flow.
This restriction may be caused by packet queuing in the network
(congestion), or by flow control mechanisms imposed by network protocols.
TCP, for example, has several built-in flow control mechanisms.

NETWARS/Release 5.1
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_1‘] AppDoctor - 3Tier_Application

Summary of Delaps |Executive Summaryl Diagnosisl Slatisticsl

=lol x|

web Server

DataBase Server

/

/

T

i ‘web Server <-» Database Server

T Client <-> web Server

Client

Processing Effects

Network Effects

| - Latency

El Tier Processing

- B andwidth - Protocol/Congestion |

Exploded Fie Chart j [~ Show values

Help |

Update | Lloze |

Figure 2-7 Sample AppDoctor Summary of Delays window

Executive Summary Window

The AppDoctor Executive Summary window provides the following information:

e Total Transaction time,

* Total Application data transferred,
* Single greatest cause of delay,

e Tiers in application, and

_t] AppDoctor - 3Tier_Application

Bandwidth and latency at each tier.

Summary of Delays| Executive Summary |Diagnosisl Statisticsl

transferred.

This reportis for the transaction 3Tier_Application. The total response time is 7.1 seconds. 267 KB of application datay

The single greatest cause of delay is Tier Processing delay atWeb Serer (72.2% of total delay).

This transaction has 3 tiers: Client Web Server and DataBase Senver.
Bandwiclth and latency measurements between tiers:
Cliente-»'Web Server. bandwidth = 1.5 Mbps, latency = 15 milliseconds

Figure 2-8 Sample AppDoctor Executive Summary window

Web Server<->DataBase Server handwidth = 100 Mbps, latency = 0 milliseconds
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Diagnosis Window

The AppDoctor Diagnosis window provides a detailed analysis of probable
bottlenecks for the application. Bottleneck categories exist for both network and
application issues and are identified by machine or by network segment.

_r] AppDoctor - 3Tier_Application = ||:| ll
Summary of Delaysl Executive Summary| Diagnosis Slatislicsl
Total |Client |Web Server ‘ DataBase Server ;I
Processing Bottleneck Mo Bottleneck Bottleneck Mo Bottleneck. -
K| _'l_I
Taotal | Client <-> ‘web Servell ‘web Server <-» DataBaze Server ;I
Protocol Overhead Eottleneck Mo Battleneck
Chaltiness Ecttlzneck, No Battleneck Buottleneck,
Mehwark Effects of Chattiness Mo Bottleneck. Mo Battleneck Mo Battleneck
Effect of Latenc No Botteneck No Bottleneck Mo Bottleneck
Effect of Bandwidth Mo Batleneck Mo Battleneck Mo Battleneck
Effect of Pratocol/Congestion. No Bottleneck No Bottleneck Mo Bottleneck
Connection Resets No Bateneck No Baottleneck Mo Baottleneck
Retransmissiong Mo Batleneck Mo Battleneck Mo Baottleneck

Out of Sequence Packets No Bateneck
TCP “Windowing [# -» B Mot Applicable
TCP Wwindowing [& <- B Not Applicable

TCP Frozen Windaw Mo Batleneck
TCF Nagle's Algarithm No Battleneck
il

No Baottleneck
Mo Battleneck
No Battleneck
No Battleneck
No Battleneck

Mo Baottleneck
Mo Baottleneck
Mo Baottleneck
Mo Battleneck
Mo Baottleneck

ol

Frotocol overhead is high. Consider sending fewer. larger application messages
Threshald: 30.0%, Value: 46.49% - lowervalues are better.

Click on "Help" for detailed explanations and recommendations.

Erpart to Spreadshest

;I I Wiew values

=
Help |

Update | Cloze

Figure 2-9 Sample AppDoctor Diagnosis window
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Statistics Window

The AppDoctor Statistics window provides detailed task statistics by tier on
various measures of network and application performance.

o
Summeny of Delays| Executive Surmeny| Diagnosis| Stalitics
Total | Client |Web Server | DataBase Server =
Effect of Processing [sec) 6.422573 0.156382 5144154 1121444
Effect of Network [sec] 0687212 Not Applicable Mot Applicable Mot Applicatis =
7 o
ITota\ Client <-> ‘web Server Wweb Server <-»> DataBlase Server ﬂ
Fesponse Time [sec] 7.109732 7.109732 £.396873
Application Tums 1.208 E 1.299
Application Messages 2683 17 2666
Application Data (bytes] 293 882 38601 255,281
Average Application Message [bytes] 10953 227065 9575
Metwork Packets 4,088 72 3936
Metwork Data (bptes 523,433 4277 480,716
Awverage Metwork Packet (bytes) 12867 592.29 120.30
Latency [ms] Mot Applicable 18.00 0.00
Effect of Latency [sec] 0.072000 0.072000 0.000000
Bandwidth [Kbps] Mot Applicable 1,500,000 100,000,000
Eftect of Bandwidth [sec] 0.233503 0.201562 0.031340
Effect of Protocal/Congestion [sec) 0.331937 0.391243 0.000634
Max Application Bptes Per Tum [& > B) Not Applicable 331 206
M Application Bytes Per Turn [A <- B Mot &pplicable 31,633 32,924
ax Unacknowledged D ata (4 -» B] (bytes] Mot Applicable O o
Max Unacknowledged Data (& <- B] [bytes] Mot Applicable 0 1}
R ission v 0 7
Out of Sequence Packets a o o
Connection Resets a a 1}
TCP Frozen ‘Windaw [sec) 0.000000 0.000000 0.000000
TCP Nagle's Algarithm [sec) 0.000000 0.000000 0.000000
TCP Triple-Duplicate ACK, loss indications 01 0 0

4 |
Export to Spreadsheet Help

Update Close

Figure 2-10 Sample AppDoctor Statistics window

Troubleshooting Applications Using the ACE Editor

The following sample use cases illustrate three common application problems:
bandwidth constraints, “chatty” applications, and TCP window constraints.
Follow the procedures in this section to import three example application packet
traces that show these different application and network issues or problems.
Read each trace file, one at a time, and then use ACE diagnosis, visualization,
and statistics features to study each of the problem traces and evaluate the
results and findings in ACE.

Note—The following examples were presented at OPNETWORK 2004 in
Session 1209, Introduction to Using ACE, as Lab 2. If you do not have access
to the files that this procedure uses, you can still follow the procedure using the
sample screens provided in this user’s guide.

uGz-2-10
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Use Case 1: Troubleshooting Bandwidth Constraints

Procedure 2-1 Diagnose an Application with Bandwidth Constaints

1

2

Launch NETWARS.
From the System Editor’s File menu, choose Open Editor.

From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import: Choose Capture File(s) dialog box displays.

Click Add Capture File. The Select Capture File for Import dialog box displays.

In the Select Capture File for Import dialog box, select the file named
1209 LAB 2 Probleml, and then click Open.

Note—If you do not have access to this file, simply view the screens provided in
this user’s guide to follow along with the procedure.

Proceed through the ACE Import Wizard screens without modifying any data. The
Treeview window displays the following information.

ﬁ Application Characterization: 1209_LAB_Z_Problem1 ;IQILI

File Edit ‘iew AppDoctor Reports Windows Help

EeFELRE K-

| App Butes ->|App Bytes <-|StartTime|End TirnelD j 0z b33

= TierPais ﬂ
HH client <-» ftp_  |1000002  B22 0.000000 B.962772 B.E [ ]

EifEa _'lJ o ) ;IJ | I
Application pavload size:;
0 bytes 1-100 101-500 507-1000 1001-1459 | »= 1460
Wiew by I Tier Pairs - Metwaork Packets j
|Dpened File: [c:\op_models»1209_LAR_2 Problem?. atc.m) I

Figure 2-11 Treeview window
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7 Click the Data Exchange Chart toolbar icon to switch to the Data Exchange Chart.

E ﬁData Exchange Chart - 1209_LAB_2_Problem1 = | =l |i|
E File Edit View AppDoctor Graph Reparts
—_ i e m X | =5
EeVEIEREFXRIO9N
Application message chart IAppIication chart only ;I I Show dependencies
DiD 1i1 2.?3 3i3 4.:13 5i5 E.IES ﬂ
client
ftp_server —
-
Kl ]
Application papload size:
e 4 obwes 1400 1014500 tamoo fFowmaess -
Dependency delays: I _Metwork delay Application delay
Cloze Help |

Figure 2-12 Data Exchange Chart

8 Click the AppDoctor toolbar icon, and then use AppDoctor to diagnose the trace.

R,i. This trace shows an application that is being constrained by bandwidth. Increasing
the bandwidth would help this application with improved response time.

9 Click the QuickPredict toolbar icon, and then use QuickPredict to test the
E bottlenecks you find, and determine what changes would improve the response
LR time (i.e., ranges, how much?)

The decision to be made involves weighing the cost of upgrading links vs. the gain
in response time. A possible option would be to upgrade links in smaller increments
to different user locations, based on urgency and user priorities.

10 Close all currently opened windows, except for NETWARS.

End of Procedure 2-1

Use Case 2: Troubleshooting Chatty Applications

Procedure 2-2 Diagnose a Chatty Application
1 Launch NETWARS.

2 From the System Editor’s File menu, choose Open Editor.
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3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import: Choose Capture File(s) dialog box displays.

4 Click Add Capture File. The Select Capture File for Import dialog box displays.
5 In the Select Capture File for Import dialog box, select the file named
1209 LAB 2 Problem2, and then click Open.
Note—If you do not have access to this file, simply view the screens provided in
this user’s guide to follow along with the procedure.
6 Proceed through the ACE Import Wizard screens without modifying any data. The
Treeview window displays the following information.

r] Application Characterization: 1209_LAB_2_Problem2 & |EI|£|
File Edit “ew AppDoctor Reports Windows Help

== F Q@ R & an *K - e

| App Bytes ->|App Bytes <-|StartT\me End Time d i 16s

Tier Pairs d

l4—> Cliert <-» DB Server 95029 26957 6159467 18196092 [ e E———

il Llj_'l_l _»lj 4 I

Application papload size:

I I 0 bytes 1100 101-500 I 50711000 I 1001-1453 I »=1460

Wiew by I Tier Pairs - Metwork Packets j

|

Figure 2-13 Treeview window
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7 Click the Data Exchange Chart toolbar icon to switch to the Data Exchange Chart.

E i]Data Exchange Chart - 1209_LABE_2_Problem2 & IEIIﬂ
File Edit “iew AppDoctor Graph  Reports
5= 'l s e G AR =
EesVEIEEZX O O0P %
Application meszage chart IAppIicatinn chart only LI I~ Show dependencies
0.0 34 B8 10.2 136s 17 20.45 B
i i 1 1 i 1 i
Cliert |
DB Server
-
L I»
Application payload size:
pRicalan ey 01 s 1 1m0 101500 foorom Fooaess 4 s-t4e0
Dependency delays I Metwork delay Application delay
LCloze | Help |

Figure 2-14 Data Exchange Chart

8 Click the AppDoctor toolbar icon, and then use AppDoctor to diagnose the trace.

This trace shows that the number of application “turns” (applications that are very

“chatty”) could cause a considerable amount of delay, even for applications over a
high-speed connection with low latency. A large number of turns through the

9 Click the QuickPredict toolbar icon, and then use QuickPredict to test the

P

connection will build up latency.
5} ottler
e time (i.e., ranges, how much?)

bottlenecks you find, and determine what changes would improve the response

The application would have to be modified to reduce its interaction/activity. This

can be validated with “QuickRecode”.

10 Close all currently opened windows, except for NETWARS.

End of Procedure 2-2

Use Case 3: Troubleshooting TCP Window Constraints

Procedure 2-3 Diagnose an Application with TCP Window Contraints

1 Launch NETWARS.

2 From the System Editor’s File menu, choose Open Editor.

UG2-2-14
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3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import: Choose Capture File(s) dialog box displays.

4 Click Add Capture File. The Select Capture File for Import dialog box displays.

5 In the Select Capture File for Import dialog box, select the file named
1209 LAB 2 Problem3, and then click Open.

Note—If you do not have access to this file, simply view the screens provided in
this user’s guide to follow along with the procedure.

6 Proceed through the ACE Import Wizard screens without modifying any data. The
Treeview window displays the following information.

ﬂ Application Characterization: 1209_LAE_Z Problem1 : i | ] |£|

File Edit Wiew AppDoctor Reports  Windows Help

EsVYELIREREYK %

App Bytes ->|A|:||: Bytes <-| Stark Time| End Timel b} d i b.ps
Tier Pairs =

[F4 cliert <> i |1000002 B2 0.000000 & 962772 B.S [

| | _>lJ || ] L'J 4] |
Application payload size:
I 0 bytes 1-100 101-500 I 5011000 I 1001-1459 I »>= 1460
Wigw by I Tier Pairs - Metwaork Packets j
|Dpened Filz: [c:hop_models'1209_LAB_2 Probleml.ate.m) |

Figure 2-15 Treeview window
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7 Click the Data Exchange Chart toolbar icon to switch to the Data Exchange Chart.

? _ﬁ Data Exchange Chart - 1209_LAB_2_Problem3 alﬂlil

Eile Edit View AppDoctar Graph Reparts

o . | e -t Q.
EsVELSEEE Y. 00 %
. [[Appiication char oriy =l [Pl e
an 3 [3 E] 12 15 13 21 24 ;I

Client

FTP_Server

4 _>l_I
Appleation payload
el I 1 obptes 1100 101500 1 sor10m0 1 1001145 4 -1
Dependency delays: Metwork delay Application delay
Clse Help

Figure 2-16 Data Exchange Chart

8 Click the AppDoctor toolbar icon, and then use AppDoctor to diagnose the trace.

Rg. This trace shows the application is constrained by the TCP window. The
application could complete faster, but the TCP window size between the Client and
Server was not set for optimum use by this application. This can be validated with

QuickPredict.
9 Click the QuickPredict toolbar icon, and then use QuickPredict to test the
ez bottlenecks you find, and determine what changes would improve the response
(eEe time (i.e., ranges, how much?)

Operating systems have standard defaults for the TCP Window size (i.e., Windows
NT = 8K, Windows 2K = 17K). Some applications programmatically set the TCP
window size.

10 Close all currently opened windows, except for NETWARS.

End of Procedure 2-3

Analyzing an FTP Download

In the following example, the client is executing a large FTP download over a
T1, but is only observing approximately 400 Kbps of throughput. The network
has high and variable latencies. There are traces already captured at Client and
FTP Server.
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We will merge the client trace with the FTP server trace within ACE to generate
an accurate model of the transaction. This production environment, with
high/variable latency, lends itself to diagnosing the problem using the ACE trace
merge feature. Then we will use the ACE diagnostic and visualization
capabilities to identify the bottleneck, and contrast trace merge to single trace
import in this production environment.

Note—The following example was presented at OPNETWORK 2004 in Session
1415, Application Capture and Import Strategies with ACE, as Lab 2. If you do
not have access to the files that this procedure uses, you can still follow the
procedure using the sample screens provided in this user’s guide.

Procedure 2-4 Analyze an FTP Download
1 Launch NETWARS.
2 From the System Editor’s File menu, choose Open Editor.

3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import: Choose Capture File(s) dialog box displays.

4 Click Add Capture File. The Select Capture File for Import dialog box displays.

5 In the Select Capture File for Import dialog box, select the file named
1415 lab 2 FTP download client.enc,and then click Open. The selected
file name displays in the Capture File column of the ACE Import: Choose Capture
File(s) dialog box.

Note—If you do not have access to this file, simply view the screens provided in
this user’s guide to follow along with the procedure.

6 Click Add Capture File. The Select Capture File for Import dialog box displays.

NETWARS/Release 5.1
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7 Inthe Select Capture File for Import dialog box, select the second file named
1415 lab 2 FTP download_ server.enc, andthen click Open. The selected

file name displays in the Capture File column of the ACE Import: Choose Capture
File(s) dialog box.

AGE Import: Choose Capture File(s) il
Start by clicking "Add Capture File..." or by selecting an Import Configuration
Capture File |Capture Ag.. |Filter Preprocessor ;I Add Capture File. |
1415_lah?_FTP_download_client enc Site 1 Default MNohe B T |
[1415_lab2_FTP_download_sererenc \Sile 2 Default Mone o0 s
Open Capture Manager |
Capture Agent Location: rename
the location of the agent that
created the capture file {optional)
Filter: eliminate extrangous
packets (optional).
Preprocessor: assign afile
converter (optional)
ACE can import and merge
multiple files that were captured
simultaneoushy.
7| Click Help far details
Import Canfiguration: |None LI et > I Cancel Help

Figure 2-17 ACE Import: Choose Capture File(s) dialog box

8 After you have specified the two (2) capture file(s) to import in the ACE Import:
Choose Capture File(s) dialog box, click Next. The ACE Import: Rename Hosts
dialog box displays.

9 Assign a Tier Name to each Hosthame as indicated below.

F¥]AcE Import: Rename Hosts g X
Hename hosts to logical ter names (optional)
Hostname |Tier MName :I

172.16.4.52 Fenameto  Client
192.168.2.2 Fenameto  [Server |

DME Lookup | ext > I Cancel | Help |

Figure 2-18 ACE Import: Rename Hosts dialog box

10 Click Next. The ACE Import: Specify Tier Locations dialog box displays.

Notice that both Tiers’ locations were Auto-detected by ACE. When the traces
being merged contain shared traffic, ACE will auto-detect tier locations.

11 Click Next. The ACE Import: Specify Bandwidth/Latency between Locations dialog
box displays.

12 Specify the bandwidth and latency between the capture locations. Specifying this
information is very important for accurate AppDoctor results.

12.1 Specify 1,544 (Kbps) as the Bandwidth.
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12.2 Note that the One-way Latency was Auto-Detected by ACE.

i—]AEE Import: Specify Bandwidth/Latency between Locations ﬂ

Specify the bandwidth and latency between the following locations

Location | Location | Bandwidth [Kbpsg] | One-way Latency [ms) ;I B_andwidth is th_e minimum ling rate
= = [i.e.. the capacity of the slowest link
Site 1 [1415_lab2_FTP_dow... Site 2[1415_labZ_FTP_dow... T7.7 - auto-detected between the bwa lacations).

One-way Latency iz one half the tatal
round-trip [ping] time. ‘when merging
filez, ACE auto-detects as many
latencies as possible, based on
mirimum observed latencies.

Click Help for details.

E stimate Latencyll— tic: B anduwidth < Back | Mext » I LCancel | Help |

Figure 2-19 ACE Import: Specify Bandwidth/Latency between Locations dialog
box

13 Click Next. The Save Import Configuration dialog box displays.

To finish the import, you can save an import configuration to avoid typing in all of
the information again if you were to import another set of traces that were captured
at the same locations. You can also select the view that will be launched when the
import completes.

14 In the Save Import Configuration dialog box, click Finish to complete the import
process.

15 View the merged result using the Data Exchange chart (shown below).

% i—]Data Exchange Chart - 1415_labZ_FTP_download_client - |EI 5[

File Edit “ew AppDoctor Graph Reporks Help
a= J H e = -1 =5
EesFELSDENEEN 10 0 %%

Application Message Chart IAppI\cation chart anly ;l [ Show Dependzncies

0.0 5 10 I3 20 =
1 1 1 L 1 1 1 1 1 1 1 1 L 1 1 1 \5 1 1 1 1 1 1 |;I

AT

i .

Application payload size: I 1
0 bytes

1-100 101-500 1 S01-1000 1 1001-1459 1 >= 1460

Dependency delaps: I Network delay Application delay

LCloze | Help

Figure 2-20 Data Exchange Chart
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16 For diagnosis, select AppDoctor > AppDoctor Analysis or click the AppDoctor

® toolbar icon, and display AppDoctor's Summary of Delays window.
Rx

AppDoctor - 1415_lab2_FTP_download_ _' — = il

Summary of Delays |Executive Summaryl Diagnusisl Slat\st\csl

Client
Server

Senver
Client x
P i Network Fifects
[T Tier Pracessing | = Latency I Eandwidth (=] Pratocaol/Congestion |

Bar Chart x| I Showwvalues Help
Undlate Close

Figure 2-21 Summary of Delays window

17 Use the drop-down menu to view the various options (bar chart, pie chart, exploded
pie chart).

The big portion of delay seems to be Protocol/Congestion.

18 Click the Executive Summary tab to display the Executive Summary window.

AppDoctor - 1415_lab2_FTP_download_client . — |l=] il

Summary of Delay5| Executive Surmmary |Diagnusws| Stamsticsl

This report is for the transaction 1415_lab2_FTP_download_client. The total response time is 25.1
seconds. 1 MB of application data was transferred.

The single greatest cause of delay is Protocol/Congestion delay between Client and Server (75.5% of
total delay).

This transaction has 2 tiers: Client and Server.
Bandwidth and latency measurements between tiers:
Client<->Server: bandwidth = 1.544 Mbps, latency = 77.7 milliseconds

Update Close

Figure 2-22 Executive Summary window
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19 Click the Diagnosis tab to display the Diagnosis window.

AppDoctor - 1415_lab2_FTP_download_client g = |EI ll

Summary of Delaysl Executive Summary‘ Diagnosis |Stahstlcsl

ITUta\ |Cliem ‘Server ;I
Frocessing Mo Botleneck Mo Bottleneck Mo Battleneck -
<1 >

ITDiaI |CI|Eni <> Server ;I

Protocal Overhead Mo Bottleneck Mo Bottleneck.

Chattiness Mo Bottleneck Mo Bottleneck

MNetwork Effects of Chattiness Mo Bottleneck Mo Bottleneck

Effect of Latency Mo Battleneck Mo Bottleneck

Effect of Banchwidth Potential Baottlieneck Potential Bottleneck

Effect of Protocal/Congestion Eotilenack Bottleneck

Connection Resets No Bottleneck Mo Bottleneck

Retransmissions MNo Bottleneck Mo Bottleneck

Out of Sequence Packets Mo Bottleneck Mo Bottleneck
TCPWindowing (4 -> B Mot Applicakle Mo Bottleneck

TCPWindowing (4 <- B Mot Applicakle Bottleneck
TCP Frozen Window Mo Bottleneck Mo Bottleneck

TCP Magle's Algaorithm Mo Bottleneck Mo Bottleneck

i o

;I [ Wiewwvalues

El
Exportto Spreadsheet Help
Updste | Close

Figure 2-23 Diagnosis window

TCP Windowing (Server to Client) seems to be the bottleneck.
20 Click Close to close AppDoctor.

21 Zoom in on the network on the Data Exchange Chart by selecting Network chart
only from the drop-down list.

i—]Data Exchange Chart - 1415_labZ_FTP_download_client ;lglil

Fil= Edit Wiew AppDoctor Graph Reports  Help

[I:_ Em o‘.l_-.IEEI:K OuUICK J@@D

Application Message Chart I.ﬂpplication chart only ;I [~ Show Dependencies

0.0 5 1 Application chart only 20 75 d
1 1 1 1 1 1 1 1 1 ”'_r ':h:fr ”rll 1 1 1 1 1 1 1 1 1 1

Application and nebwark chart m

=

Figure 2-24 Data Exchange Chart drop-down list

22 Select View > Set Visible Time Range from the Data Exchange Chart’s menu bar.
Set the time range to “10.83 — 11.06".
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23 Check the accuracy of the trace merge.

i—]Data Exchange Chart - 1415_lab2_FTP_download_client : - |EI|5|
File Edit Wiew AppDoctor Graph  Reports  Help

EEVHEIERF@& X O 0%

Mebwaork Packet Chart I Metwork chart anly ﬂ

N R R S 1R

Kl
Application payload size:
i e I 1‘ 0 bytes 1-100 101-500 1‘ 501-1000 1‘ 1001-1459 1‘ »= 1460
Dependency delays: I Network delay application delay
—MSERGERY
LCloze | Help

Figure 2-25 Data Exchange Chart with Network chart only

The Server is very clearly waiting for TCP ACKs before sending additional data.
Note that large (blue) data packets are sent out simultaneously, but arrive
fanned-out, which is caused by queuing in the network. The accurate, fanning-out
visualization only exists with trace merge.

24 Compare the two-trace approach with the approach of only capturing traffic on the
client side.

24.1 Do not close the existing trace; instead select File > New > ACE, and then
click OK. The ACE Import: Choose Capture File(s) dialog box displays.

24.2 Click Add Capture File. The Select Capture File for Import dialog box
displays.
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24.3 In the Select Capture File for Import dialog box, select the file named
1415 lab 2 FTP download client.enc, and then click Open. The
selected file name displays in the Capture File column of the ACE Import:
Choose Capture File(s) dialog box.

ACE Import: Choose Capture File(s) ﬂ

Start by clicking “4dd Capture File..."" ar by selecting an Import Configuration

Capture File ‘ Capture Agent Location Filter Preprocessor ;I Add Capture File... I

415 |abZ FTP download cliert enc i
[1415 lab2 FTP dov client.enc  [STEN] Default None e G uale I

Open Capture Manager I

Capture Agent Location: rename the
location of the agent that created the:
capture file [optional).

Filter: eliminate extraneous packets
[optional).

Preprocessor assign a file converter
[optional).

ACE canimport and merge multiple files that
were captured simultaneausly.

Click Help for details.

Import Configuration: INone x| Hext > Lancel Help

Figure 2-26 ACE Import: Choose Capture File(s) dialog box

24.4 Click Next. The ACE Import: Rename Hosts dialog box displays.

24.5 Assign a Tier Name to each Hostname as indicated below.

ACE Import: Rename Hosts il

Hename hosts to logical ter names (optional)

Haostname |TierName ;I

172.16.4.52 Renameto  Client
192.168.2.2 Renameto  [Server |

DS Lookup | Mext > I Cancel Help |

Figure 2-27 ACE Import: Rename Hosts dialog box
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24.6 Click Next. The ACE Import: Specify Tier Locations dialog box displays.

ACE Import: Specify Tier Locations x|

Specify tier locations that were not auto-detected

Tier | Tier Location ;I Tier Location is a tier's network.

= . X location relative ta the Capture Agent
Client Local to Site 1 [1415_lab2_FTP_download_client.enc] Location,
Server [Local ta Site 1 [1415_labZ FTP_download_client.enc] ]

When merging capture files, ACE
auto-detects az many tier locations
az pozsible. Auto-detected locations
canhot be modified.

Click Help far details

< Back | Mest » I Lancel Help

Figure 2-28 ACE Import: Specify Tier Locations dialog box

Notice that both Tiers have the same location. In a single trace import you
need to input tier location.

This trace was captured near the Client; you need to change the Server Tier
from Local to Site 1 to Remote.

24.7 Left-click the Tier Location for the Server and select Remote.

ACE Import: Specify Tier Locations i il
Specify tier locations that were not auto-detected
Tier | Tier Location ;I Tier Location iz a tier's netwark,
= - - lazation relative ta the Capture Agent
Client Local to Site 1 [1415_lab2_FTP_download_client.enc] Location,
Server
When merging capture files, ACE
auto-detects as many tier locations
a3 possible. Auto-detected locations
cannot be modified.
Click Help for details.
H
< Back | Mest > I LCancel Help

Figure 2-29 ACE Import: Specify Tier Locations dialog box

24.8 Click Next. The ACE Import: Specify Bandwidth for Segment dialog box
displays. As the following screen is the Client side, leave it as is.

24.9 Click Next. The ACE Import: Specify Bandwidth/Latency between Locations
dialog box displays.

UG2-2-24
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24.10Input the bandwidth and latency for the Server Bandwidth “1,544” (Kbps) and
One-Way Latency “77.7” (ms) (this latency value was previously determined
during trace merge.)

iﬁ-]nl:E Import: Specify Bandwidth/Latency between Locations 1[

Specify the bandwidth and latency between the following locations

Location Location Bandwidth [Kbps] | One-way Latency [mz) ;I Bandwidth is the minimum line rate
= [i.e.. the capacity of the slowest link
Site 1 [1415_lab2_FTP_dow... Server 1544 T between the twa locations).

One-way Latency iz one half the total
round-trip [ping] time. When merging
files, ACE auto-detects as many
latencies as possible, bazed on
mirimurn observed latencies.

Click Help for details.

E stimate Latencle— tic: B amdwidth < Back | Mext > I Lancel | Help |

Figure 2-30 ACE Import: Specify Bandwidth/Latency between Locations dialog
box

24.11Click Next. The Save Import Configuration dialog box displays.

24.12In the Save Import Configuration dialog box, click Finish to complete the
import process.

24.13Zoom in on the network on the Data Exchange Chart by selecting Network
chart only from the drop-down list.

:—L}]Data Exchange Chart - 1415_lab2_FTP_download_client ;IEIEI

File Edit ‘iew AppDoctor Graph Reports  Help

ELsFELIREEN OO %

Application Meszage Chark IAppIication chart only ;I [~ Show Dependencies
0.0 5 1 Application chart only 20 75 :I
1 1

e —_— . Metwark chart only L L

-,

Application and nekwork chart: \

Figure 2-31 Data Exchange Chart drop-down list
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24.14Select View > Set Visible Time Range from the Data Exchange Chart’s
menu bar. Set the time range to “10.83 — 11.06”.

;—li-]Data Exchange Chart - 1415_lab2_FTP_download_client_1 ; — | I:Ilil
File Edit Wiew AppDockor Graph Reports  Help

EeFdRLRECK 00 %

Network Packet Chart I Netwark chart anly ﬂ

10.85s 10.9 10.95 11 11.05s
" I " " " " I " " " L I L " " " " " " I

b

Kl
Application payload size:
HE P I? 0 bytes 1-100 101-500 ? S01-1000 ? 1001-1459 1 == 1460
Dependency delays: I Metwork delay application delay
—Metworkdelay
LCloze | Help

Figure 2-32 Data Exchange Chart with Network chart only

It is not as obvious that the Server was waiting for the TCP ACKs before
sending additional data. Since only the Client trace was imported, the fact that
all the large (blue) data packets were actually sent out simultaneously is not

visible.
From this example, we can conclude that a trace merge paints a more accurate
picture in high-latency, low-bandwidth environments.

End of Procedure 2-4
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3 Predicting Application Performance Using ACE
Whiteboard

Introduction

The ACE Whiteboard is an easy-to-use graphical environment for defining the
behavior of an application. Itis licensed as part of the ACE Module. You can use
the ACE Whiteboard to create models of applications that do not yet exist. Also,
you can substantially edit the behavior of applications captured with ACE in a
lab or production environment. The application models created in the ACE
Whiteboard can then be used in planning and prediction studies using
QuickPredict or discrete event simulation.

Sample Use Cases

The ACE Whiteboard allows you to graphically create and modify application
definitions, ranging from small changes to existing applications captured with
ACE to creating new application models entirely from scratch.

Sample use cases for the ACE Whiteboard include the following:

e Use Case 1: You have captured an ACE trace of an application that currently
exists in your network. This application always downloads an image of a fixed
size. You are interested in studying how the application will perform if a
different image size is used. You can use the ACE Whiteboard to:

— Import the existing ACE file of the transaction,
— Change the image size, and

— Use QuickPredict or Discrete Event Simulation to predict performance.

An alternative approach is to parameterize the image size. This technique is
shown in the section “Modify an Existing ACE File”, provided later in this
chapter.

* Use Case 2: You have captured an ACE trace of a database application that
currently exists on your network. This application has a variable number of
SELECT statements, and the amount of data returned per statement is also
variable. You can use the ACE Whiteboard to:

— Import the existing ACE file of the transaction,

— Use distributions for the number of requests and sizes of the responses,
and

— Use Discrete Event Simulation to study the variability of the application’s
response time.

NETWARS/Release 5.1
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Use Case 3: You have captured an ACE trace of an application that includes
a significant amount of user think time. You wish to study the response time
of this application without user think time. You can use the ACE Whiteboard
to:

— Import the existing ACE file of the transaction,

— Change the dependencies on the client to only reflect tier processing
time, and

— Use QuickPredict or Discrete Event Simulation to predict performance.

Use Case 4: You are planning to add more robust authentication to an
existing login transaction. You have an ACE capture of the existing login and
a separate ACE capture of the authentication transaction. You can use the
ACE Whiteboard to:

— Import the two existing transactions into two separate ACE Whiteboard
models, and

— Copy the first transaction and paste it into the second ACE Whiteboard
model.

A more advanced and flexible alternative is to use the ACE Whiteboard
Scripting API to dynamically invoke or call one transaction from the other.
This technique is shown in the tutorial “Advanced: Modeling an Application
Using Logic Scripts” available by selecting Help > ACE Tutorials in ACE
Whiteboard.

Use Case 5: You are interested in predicting the response times for an
application that either does not currently exist or cannot be captured in ACE.
Based your knowledge of how the application behaves, you can graphically
draw the application layer data exchange in the ACE Whiteboard. More
advanced users can take advantage of Python scripting and the ACE
Whiteboard Scripting APIs to introduce sophisticated logic into the
application definition.

This last use case is the subject of the next section, “Create a New Application
Model.”

Create a New Application Model

In this section, you will use the ACE Whiteboard to model the behavior of the
OPNET Capture Agent when finishing a capture. (Note that this tutorial is also
available by choosing Launch the ACE Whiteboard Tutorial from the ACE
Whiteboard Startup Wizard Welcome dialog box, or selecting Help > ACE
Tutorials in ACE Whiteboard.)

uGgz-3-2
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The OPNET Capture Agent is a utility for performing packet captures. When a
user finishes a capture, the capture file is automatically transferred to the
Capture Manager. However, if the capture is performed over a low-bandwidth
link or on a heavily congested network, it may not be desirable to immediately
transfer the capture file from the agent back to the Capture Manager.

Objectives
1) Create a new ACE Whiteboard model.

2) Use QuickPredict to determine the expected response time to four remote
locations.

Understanding the Application’s Behavior

The following is a description of the application’s behavior:

* The Capture Manager sends a 50-byte message to the capture agent and
receives a 100-byte response.

* The Capture Manager sends a 600-byte request for the file; the Capture
Agent then responds by sending the capture file.

Creating a New ACE Whiteboard Model

Procedure 3-1 Create a New ACE Whiteboard Model
1 Launch NETWARS.
2 From the System Editor’s File menu, choose Open Editor.

3 From the Open Editor drop-down menu, select ACE Whiteboard, and then click
OK. The ACE Whiteboard Startup Wizard launches and displays the Welcome
dialog box.

iﬁ-]nEE Whiteboard Startup Wizard ;Iglil

Welcome to the ACE “Whiteboard. “ou can start with a blank application,
or pou can impart an application captured with ACE.
{* Create application from scratch

™ Import application fram ACE
" Launch the ACE ‘whiteboard tutarial

< Back | Meust » I LCancel | Help |

Figure 3-1 ACE Whiteboard Startup Wizard Welcome dialog box
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4 In the Welcome dialog box, select Create application from scratch, and then
click Next. The ACE Whiteboard Startup Wizard displays the Specify Tiers dialog

box.
iﬁ—].ﬂ.EE YWhiteboard Startup Wizard O] =|
Specify number of tiers and their names:
| Tier Mame ;I

1 caplure_manager
2 lcapture_agentl
< Click. to add tier>

[]

< Back | Mext » | LCancel | Help |

Figure 3-2 ACE Whiteboard Startup Wizard Specify Tiers dialog box

5 In the Specify Tiers dialog box, specify the names of the tiers; type
capture_manager in the first row, and capture_agent in the second row, as
shown in the figure above.

6 Click Next to advance to the next wizard dialog box, and then click Finish to close
the startup wizard. Your ACE Whiteboard model now contains the two tiers
specified in the wizard, capture_manager and capture_agent. Now you are ready
to add messages to the model.

7 From the Insert menu, choose Message. The cursor in the Data Exchange Chart
changes color from blue to green when you enter message creation mode.

8 Create the first message from the capture_manager to the capture_agent:

8.1 Click the capture_manager line to specify the source tier and start time of the
message.
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8.2 Click the capture_agent line to specify the destination tier. A green arrow
displays between capture_manager and capture_agent.

—¥|ACE Whiteboard: unnamed
File Edit “iew Insert Scripting Prediction ‘Windows Help

_1o| x|
= LB =
EEEENQL Q&KX
Tree View| Data Exchange Chart | Tier Pai Circle
Oz 1 2 3 4 5
| | | | | ' L L ' | L ' L _I
"! capture_manager
|
|
i
1
i
|
|
i
i
3 )
capture_agent
i | of

Figure 3-3 First Message from capture_manager to capture_agent

Note—Since this is the only message in the trace, the start time of the message is
automatically shifted to 0.0 seconds.

9 Create the response from the capture_agent to the capture_manager:

9.1 Click the capture_agent line just to the right of the reception of the first
message.

NETWARS/Release 5.1
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9.2 Click anywhere on the capture_manager line to complete the second
message. (The reception time for the newly drawn message is determined by
the Simple Network Estimation settings in the lower-left hand corner of the
ACE Whiteboard window). Also note that each newly created message is
automatically added to the Message Editor.

iﬁ-]nEE Whiteboard: unnamed 1Ol x|
File Edit “iew Insert Scripting Predickion MWindows Help
=9 B ENO P EY
o :I ﬂ _L;_ @ QUK 5%
Tree View| Data Exchange Chart | Tier Pair Circlel
Oz 1 2 3 45 5
L L L L L 1 L L L L 1 L L L L | L L L L 1 L L L L 1 L L L —I
'*I ¥ capture_manager
| i
i |
i !
‘! |
1 !
+ @
F
|
i
i
-
b
capture_agent
4 | _>I_I

Figure 3-4 First Response from capture_agent to capture_manager

9.3 Right-click on a blank section of the Data Exchange Chart to exit message
creation mode. The cursor changes from green back to blue.

10 Edit the sizes and the dependency between the first two messages:

10.1 Make sure the two messages are displayed in the Message Editor. If the
Message Editor is empty, select the two messages in the Data Exchange

Chart.

10.2 Click in the Bytes cell for the first message (ID: 1). From the drop-down menu,
choose Edit..., and then type 50 as the new size. The color of the arrow will

change to orange.

10.3 For the second message (ID: 2), change the Bytes value to 100.

UG2-3-6 NETWARS/Release 5.1



Introduction to the ACE Editors

3—~Predicting Application Performance Using ACE Whiteboard

10.4 By looking at the value in the Depends On column for the second message,
you can see that message 2 depends on message 1. Double-click on the
Processing Time cell for the second message, and change the value to

0.005.
—#]aCE whiteboard: unnamed =101 x|
File Edit Wiew Insert Scriphing Prediction Windows Help
e et Bl E\E =
E0EENL 9| X
Tree View| Data Exchange Chart|Tier Pair Circl |
os 1 2 3 ds 5
T (N T S EN S |
v =
capture_manager
N capture_agent
« | .

Meszage Editor;

|B_l,ltes| Tag| Descripti0n| Subtaskl Connection| Depends On| Processing Time| Uzer Ti;l

ID| Source | Destination

1 capture_manager capture_agent 50 <Maonex 1 Begitning  MNAA M2,

2 capture_agent  capture_manager 100 <Moner 1 ID: 1 0.0000C
-

o o

IV Sirnple: Metwork. E stimation Tier Processing Delay User Think Time Delay

B andwidth [Kbps):

Latency [ms):

1.544

100.0 |1 CpenfClose| 1-100

101-500 #501—1000 1 1001—1459? ==1460

Figure 3-5 Edit Size/Dependency between First Two Messages

11 Create the next request/response pattern between capture_manager and
capture_agent:

11.1 From the Insert menu, choose Message.

11.2 Create another request message from capture_manager to capture_agent,
following the procedure outlined in step 8.

11.3 Create the response message from capture_agent to capture_manager,
following the procedure outlined in step 9.

11.4 Right-click on a blank section of the Data Exchange Chart to exit message
creation mode.

11.5 Change the size of message 3 to 600.
11.6 Change the size of message 4 to 100,000.

11.7 Change the Processing Time delay of message 3 to 0.01.

NETWARS/Release 5.1

UG2-3-7



3—Predicting Application Performance Using ACE Whiteboard Introduction to the ACE Editors

11.8 Change the Processing Time delay of message 4 to 0.2, as shown in the
figure below.

iﬁ-]nl:E Whiteboard: unnamed

=10l x|
File  Edit  Wiew Insert Scripting  Brediction Windows Help

=n el i 5 = &f
|ZEEEENO L &Y
Tree View| Diata Exchange Chart | Tier Pair Circlel
05 1 2 £} 45 5
T n n n n M o 0 n n N 0 n n n I n n n n N n n n n Jin o n g
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08
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Mezzage Editar:
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4  capture_agent  capture_manager 100000 <Moner 1 D 3 Im 0,000 =
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Lefiras (st 1000 If Cpenfcloss| 1-100 101-500 1‘501-1000 1‘ 1001-14591‘ >=1460
|

Figure 3-6 Edit Size/Dependency between Next Two Messages
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12 Change the zoom level to Full Zoom by right-clicking on a blank portion of the Data
Exchange Chart, and then choosing Full Zoom from the short-cut menu.

iﬁ-]AEE Whiteboard: unnamed 100 .|
File Edit View Insert Scripting Prediction ‘Windows Help
= el E E—
i :I ﬂj ﬁ B g @ QUCK 3%
Tree View| Data Exchange Chat | Tis Pai Circle|
05 0.5 1
L L L L L | L L L L | L L ._I
capture_manager
capture_agent
w
4| »

Figure 3-7 View with Full Zoom Selected

Notice that the large message from capture_agent to capture_manager takes
longer to arrive than the three smaller messages. To make it easier to draw and
edit messages, the ACE Whiteboard determines the reception time of each
message based on a single bandwidth and latency value. This is known as Simple
Network Estimation.
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13 In the lower-left corner of the ACE Whiteboard window, uncheck the Simple
Network Estimation checkbox. With Simple Network Estimation turned off, each
message displays straight up-and-down.

.t] ACE Whiteboard: unnamed =10l x|

File Edit “iew Insert Scripting Prediction ‘Windows Help

=HEN8 9

Tree \-"iew| Data Exchange Chart |Tier Fair Circlel

=0 Al

QUICK 3%

0s 05 1
L . . . . 1 . . . . I . . . )
1 capture_manager_l
capture_agent
o | b

Meszage Editor:
ID|Source|Destinati0n|Bytes|Tag|Descripti0n|Subtask|C0nnecti0n Depends: On| Processing Time | User Time ;I

" o

[ Simple Metwork Estimation Tier Processing Delay User Think Time Delay
Bandwidth [Fbps): |1.544
Latency [ms} | 1000 I‘T Open/close| 1-100 w1500 so1-1000 § 1001-14594 2=1460

|

Figure 3-8 View with Simple Network Estimation Unchecked

Note—The Simple Network Estimation settings can be used to make an
application’s behavior easier to visualize. The settings do not impact any

simulation results.

13.1 Recheck the Simple Network Estimation checkbox.

14 Select File > Save As..., and save your ACE Whiteboard model as
<your initials>_ tutorial create new model.

End of Procedure 3-1
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Using QuickPredict to Determine Expected Response Time

Using the ACE Whiteboard, you created an application model that defined the
communication between the Capture Manager and Capture Agent when
downloading a file. Next, you will use QuickPredict to evaluate how this
application will perform on a variety of network conditions.

Procedure 3-2 Use QuickPredict to Determine the Expected Response Time

1 From the Prediction menu in ACE Whiteboard, choose QuickPredict. The
QuickPredict dialog box displays.

2 Click Load Template....

3 Select the file tutorial new model.ace.gpb in
C:\Netwars\Scenario Builder\11l.0.A\models\std\tutorial reqg\m
odule.

4 Click the Open button. The specified template is applied to the QuickPredict results
and the following bar chart displays.

:—lﬁ:—]QuickPredict Bar Chart =10/ x|

F. ter Slider " Graph Options

Parameter: I Value: [MA% [ Label categories greater than | 103 percent

5 g Show SLA; |Disabled
cenaria: Ii |
Tier pair: I |-| 1024 v Symmetric Bandwidth

Add Scenario | Update Hesultsl

Name | Banduwidth 5B Bandwidth ¢8| Latency| Loss| Link Utl| Window Size =

wiashington, DC

capture_manager <-> capture_agent 2bbps 2hbps Tms 0% 0% 17KE
San Francizco, C&
capture_manager <-» capture_agent 1.544kbps 1.544Mbps FEme 0% 0% 17KB
Chicago, IL
capture_manager <-» capture_agent 128K bps 128Kbps 20me 0% 0% 17KB
Ausgtit, Teg
capture_manager <-> capture_agent 10kMbps 10Mbps 28ms 0% 0% 17KE LI
Bar Charts |Tabular Results
Delays: D Tier Processing . Latency . Bandwidth . Protocol/Congestio

Fiesponse Time in 05 15 25 35 45 55 65
BEONDE |y b b b b b b b b e b e il nidy,

WWashington, DC:- r
San Francisco, CA:-
Austin, TX:- S

Save Template... | Load Template... | Lloze I Help

Figure 3-9 QuickPredict Bar Chart
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This chart shows the results of running this application from the four locations with
the specified bandwidth and latency values. Notice that it takes significantly longer
to retrieve the capture file when running across a low-bandwidth link.

Using QuickPredict Bar Charts
You can use elements provided in the QuickPredict Bar Chart window as follows:

e Parameter Slider: When you put a parameter on the slider, you can see instant
result updates by moving the slider bar. To put a parameter on the slider, click in
the parameter cell in the table and choose Put on Slider.

¢ Parameter/Scenario/Tier pair—Indicates which item is on the slider bar.
These fields are empty if nothing is on the slider.

¢ Value—Current value of the slider. To set the slider to an exact value, click
in this field.

¢ Min and Max fields—Below the slider to the left and right, these specify the
range of the slider.

¢ Graph Options: Control some display options for the graphical results.

¢ Label categories—Show labels for tiers and tier pairs. To specify a
threshold, click in the percent field. A low threshold might cause labels to
overlap.

¢ Show SLA—When this option is enabled, a vertical dashed line indicates
the SLA time. Click in the field to enter an SLA (in seconds) or choose
"Don't Show SLA" to make the SLA line disappear.

¢ Update Results button—Updates all results. You must click this button after
making any change to the table.

¢ Add Scenario button—Adds a new scenario. To remove a scenario, right-click
in an open part of the "Bar Charts" domain.

e Save Template button—Saves your current set of scenarios to a text file, which
you can either edit or load for this or a different ACE task.

* Load Template button—Loads scenarios from a template file and overwrites
any existing scenarios. If the tier names do not match exactly, ACE might prompt
you for the correct mapping.

¢ Close button—Closes the QuickPredict Bar Chart window. If you reopen this
window without closing ACE, your current results will reappear.

e Scenario Input Table: Controls the values for the different network scenarios.

e Name—To edit a scenario name, click in the table cell. The new name
appears in the results panel after you click Update Results.

e Other columns—You can change the value of any parameter for any tier
pair for any of your scenarios. To put a value on the slider, click on the cell
and choose Put On Slider. To remove an item from the slider, click on the
cell again and choose another value for the parameter. You must click
Update Results after making any changes in this table.

e Bar Charts Page: Shows a graphical representation of the results. ACE creates
one bar for every (scenario/task) combination.
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Conclusion

¢ Right-click options—Right-clicking in an open part of this pane will allow
you to remove traces and scenarios.

¢ Tooltips—If you hold your tooltip over a result bar, the exact time for that
component will be displayed.

e Tabular Results Page: Shows the exact numbers for the components of
response time for the (scenario, trace) pairs. Not all categories (such as app
delay for a tier pair) will have values; these will be denoted with an “N/A”.

¢ Right-click options—If you right-click in the table, you can copy the entire
table to the system clipboard.

5 Click the Close button to close QuickPredict.
6 Select File > Save to save your model.
7 Select File > Close to close the ACE Whiteboard.

End of Procedure 3-2

In this section, you learned how to use the ACE Whiteboard to model the
behavior of the OPNET Capture Agent when finishing a capture. You also
learned how to use QuickPredict to determine the expected response time to
four remote locations.

Additional Details

* To add more flexibility to your ACE Whiteboard model, you could have
parameterized the size of the capture file that the Capture Agent sends back
to the Capture Manager. You will see an example of this in the next section,
“Modifying an Existing ACE File”.

* Instead of creating messages 3 and 4 using the Insert > Message operation,
you could have copied and pasted messages 1 and 2, and then edited the
message sizes and dependency values. This technique is useful when
copying a large block of messages, especially when moving them from one
file to another.

* You can also create messages using keyboard shortcuts using Rapid
Message Creation. For example, to create a message that starts at tier 1 and
ends at tier 2, press Ctrl + 1 then Ctrl + 2. To create a message from tier 3
to tier 2, press Ctrl + 3 then Ctrl + 2. See the documentation (Help > ACE
Product Documentation) for more details.

¢ |f you want to create a repeating pattern of messages (such as a 120 byte
SELECT statement and a 400 byte response, repeated 1,000 times), you can
use a Message Group (Insert > Message Group). For more information,
look at the “Message Group Operations” section of the “ACE Whiteboard —
User Interfaces and Procedures” chapter of the ACE User Guide.

NETWARS/Release 5.1
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* If you want to change the same value on many messages in the Message
Editor, you can use multi-message editing. This can be used, for example, to
move 30 messages from one connection to another connection. For more
information, see the topic “Multi-Message Editing,” which is in the “Message
Operations” section of the “ACE Whiteboard — User Interfaces and
Procedures” chapter of the ACE User Guide.

Modifying an Existing ACE File

In the following section, assume that you have been asked to determine the
expected response time for a portion of a new “Staff Listing” application that will
be rolled out in a few months. You have used ACE to capture a beta version of
this application, and you will now use the ACE Whiteboard to create an
application model that accurately represents the anticipated final application
version. (Note that this tutorial is also available by choosing Launch the ACE
Whiteboard Tutorial from the ACE Whiteboard Startup Wizard Welcome
dialog box, or selecting Help > ACE Tutorials in ACE Whiteboard.)

Objectives
1) Import an existing ACE file into the ACE Whiteboard.

2) Modify the application model so that it matches the final version of the
application.

3) Parameterize the size of a message so that you can change the size of the

message in the project editor, and have different applications that use the
same Whiteboard model, but have different message sizes.

Importing an ACE Whiteboard Model

Procedure 3-3 Import an ACE Whiteboard Model
1 Launch NETWARS.

2 From the System Editor’s File menu, choose Open Editor.
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3 From the Open Editor drop-down menu, select ACE Whiteboard, and then click
OK. The ACE Whiteboard Startup Wizard launches and displays the Welcome
dialog box.

:—Lﬁ:—]nEE Whiteboard Startup Wizard ;lglil

Welcome to the ACE *Whiteboard, “f'ou can start with a blank application,
of you can import an application captured with ACE.

™ Create application fiom scratch
{* |mpart application fram ACE
™ Launch the ACE ‘whiteboard kutarial

% Back | Mest » I LCancel | Help |

Figure 3-10 ACE Whiteboard Startup Wizard Welcome dialog box

4 In the Welcome dialog box, select Import application from ACE, and then click
Next.

5 In the subsequent dialog box, choose the ACE file
tutorial staff listing beta under
C:\Netwars\Scenario Builder\11l.0.A\models\std\tutorial reg\m
odule and then click Import. The existing ACE file imports into the ACE
Whiteboard.

6 In the Data Exchange Chart, notice that the task contains three tiers and some
messages.

i} 05 1 15

VN T

Oracle App Server
Oracle DB Server

Figure 3-11 Task containing three tiers and multiple messages

7 Select File > Save, and then save the file as
<your initials> tutorial auth. Leave the file open.
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The file imported from ACE contains the messages sent as a result of the client
selecting the division of interest from a Web page. The first message from Client to
Oracle App Server is the HTTP POST message. The Oracle App Server processes
this message and requests the appropriate data from the Oracle DB Server. The
Oracle App Server then sends a Web page containing the requested data back to
the Client.

End of Procedure 3-3

Modifying the Application Model in the ACE Whiteboard

Prior to sending a message to the Oracle DB Server, the Oracle App Server
needs to authenticate with the Authentication Server.

Procedure 3-4 Modify the Application Model in the ACE Whiteboard

1 Insert a new tier for the Authentication Server.
1.1 Select Insert > Tier from the main menu.

1.2 In the Insert Tier dialog box, enter Authentication Server as the tier name.

X

Cancel |

Manne: I.t'-\uthentication Server

Figure 3-12 Insert Tier dialog box

1.3 Click OK.

2 Create a single request/response pattern between Oracle App Server and
Authentication Server.

2.1 Select Insert > Message from the main menu.
2.2 Click on the Oracle App Server tier just after the orange message.
2.3 Click on the Authentication Server tier to complete the message.

2.4 Click on the Authentication Server tier just after the arrival of the newly
created message.

2.5 Click on the Oracle App Server tier to complete the message.

UGz-3-16
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2.6 Right-click in the workspace to exit message creation mode.

\ / Oracle DB Server

|Authenticatiun Serer

Figure 3-13 Single request/response pattern between two tiers

3 Modify the first message between Oracle App Server and Oracle DB Server so that
it is dependent on the last message you just created. Notice that this message is
currently dependent on the orange message from the Oracle App Server to the
Client.

3.1 In the Data Exchange Chart, right-click on the dependency just before the
first message from Oracle App Server to Oracle DB Server (the yellow
message).

3.2 Select Change Parent Dependency.

3.3 Click on the Oracle App Server tier near where the green message from
Authentication Server to Oracle App Server was received. Notice that this
causes the yellow message to shift to the right.

Oz 0L 1 1E
L L L . . 1 L L L L ] . L L L 1

Clignt

Oracle App Server

\ / Oracle DB Server

|Authenticati0n Server

Figure 3-14 Edit Parent Dependency

4 Edit the two green messages you created in Step 2.
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4.1 Select the two messages in the Data Exchange Chart. You can select the
two messages by clicking in the background, holding the mouse button down,
and drawing a rectangle around the two messages. Alternatively, you can
shift-click to select the messages individually.

0z 1]

-
\ /
\/

Figure 3-15 Select Messages with a Rectangle

a

4.2 Inthe Message Editor, change the size of the first green message (ID: 15) to
50.

4.3 Change the size of the second green message (ID: 16) to 100.

4.4 Change the Processing Time value of the first green message (ID: 15) to
0.05.

4.5 Inthe Message Editor, change the Processing Time value for the second
green message (ID: 16) to a Uniform distribution from 0.2 to 0.3:

¢ Click in the Processing Time field for the response message (ID: 16).

e Select Edit As Distribution..., and then change the distribution to Uniform
in the Specify Distribution dialog box.

e Change the Minimum Outcome to 0.2.
e Change the Maximum Outcome to 0.3.

[#]specify Distribution o ] |

Digtribution narme: I Unifarm ;I

Minirmurn Outzome: ID.2

b azimum Outeome: ID.3

0k, I Cancel | Help

Figure 3-16 Specify Distribution dialog box

¢ Click OK. The Message Editor should now look like the following figure.

| Message Editor:

D | Source | Destination | B_I,Jtesl Tag| Descripti0n| Subtaskl Connecti0n| Depends Dnl Processing Time | Uzer Time
15 Oracle App 5... Authentication,.. (50 <MNanes |3 ID: 3 0.000000
15 Authenticatio... Oracle App Se... (100) <Mone> |3 ID: 15 (U riforrn (0.20000... QauEue

Figure 3-17 Edit Size/Processing Time between Two Messages
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5 Change the zoom level to Full Zoom by right-clicking on a blank portion of the Data
Exchange Chart, and then choosing Full Zoom from the short-cut menu. At this
point, the Data Exchange Chart should look similar to the following figure.

Oz 05 1 15 25 25
L 1 L L 1 ] L 1 1 L ] 1 L L 1 ] L 1 L L ] L L 1 1 ]

\ \ / Oracle App Server

Oracle DB Server

|Authenticatinn Server

Figure 3-18 View with Full Zoom Selected

6 Select File > Save to save the file. Leave the file open.

At this point, you have imported an ACE file into the ACE Whiteboard, created a
new tier, added two messages, used a distribution to specify a processing time
dependency, and reassigned a message’s parent dependency.

End of Procedure 3-4

Adding a Parameter to the ACE Whiteboard Model

Assume that based on your knowledge of the application, you know the size of
the last response message from the Oracle DB Server to the Oracle App Server
depends on the number of employees in the division (specified by the user in

the initial request). Since you want to be able to change this value in the Project
Editor prior to running a simulation, you should parameterize the response size.

Procedure 3-5 Add a Parameter to the ACE Whiteboard Model

1 Add a parameter to the task:

1.1 Select Scripting > Declare Parameters....The Declare Parameters dialog
box displays.

1.2 Click Add to add a new row to the table.
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1.3 Specify the Parameter, Type, Default Value, and Description values as
shown in the figure below.

Declare Parameters -0l x|
Declare Parameters:
Parameter | Type | Default W alue| Dezcription ;I
num_employees Integer 15 Humber of employeesz in the given division
[ -]

Figure 3-19 Declare Parameters dialog box

1.4 Click OK.

2 Identify the last message from Oracle DB Server to Oracle App Server by giving it
a unique tag. This will allow you to access this message from within a logic script.

2.1 Inthe Data Exchange Chart, select the last message from Oracle DB Server
to Oracle App Server.

2.2 Inthe Message Editor, click the Tag field for message 11, and then change
the value to db_response.

Oz 0.5 1 15 i 25
L L L L L ] L L L L ] . . . . ] . . . . ] . . L L ]

\ # Oracle App Server|

: Oracle DB Server,

[Authentication Server

Y |

Meszage Editar:

I} | Source |Destinatinn |B_I,Jtes| Tag |Descriptinn |Subtask| Connection| Depends On| Processzin... |User Time
11 Oracle D... Oracle Ap.. 2926 [Chalgt=) SOL Send 1/0 ve... <Moner 2 1D: 10 007187 0.000000

Figure 3-20 Edit Message Tag

3 Logic scripts can be used to dynamically modify the behavior of an application
model. You will write a logic script that changes the size of the db_response
message based on the value of the parameter num_employees.
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3.1 Add a logic script before the message you just tagged as db_response.
Right-click on the dependency before the message and choose Add Logic
Script at End.

f:‘ Oracle App Server

| F Oracle App Server
m f
- .
Change Parent Dependency lﬂ7 - ; v
1\_,,/ Oracle DB Server

add Logic Scripk at Start
Add Logic Script at End

Figure 3-21 Add Logic Script at End

3.2 The Edit function window displays. Add the following lines of code to the logic:

num_employees = self.get parameter ('num employees')
response _msg = self.get message ('db_response')
response msg.size = num employees * 2000

3.3 Select File > Save to save the logic script.

End of Procedure 3-5

Using QuickPredict to Determine the Expected Response Time

Procedure 3-6 Use QuickPredict to Determine the Expected Response Time

1 From the Prediction menu, choose QuickPredict. The QuickPredict dialog box
displays.

2 Click Load Template....
3 Selectthe file tutorial staff listing modified.ace.gpbin

C:\Netwars\Scenario Builder\11l.0.A\models\std\tutorial reg\m
odule.
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4 Click the Open button. The specified template is applied to the QuickPredict results
and the following bar chart displays.

QuickPredict Bar Chart

=1k
= ter Slider Graph Optiohs
L I— Value: | B [~ Label categaries greater than [10% percent
e I— . Show 5L&.; | Disabled
f i Symmetric Bandwidth
Tier pair: |‘I 1024 W i
I Add Scenana | Update Hesultsl
Marme | Bandwidth 43 B| Bandwidth A<-B| Latency| Loss| Link Ut Window Size |
|
Remate Office
Client <-> Oracle App Server 1.544Mbps 1.544Mbpz 20ms 0% 0% 17KB
Oracle App Server <-» Oracle DB Server 10Mbps 10Mbps Ornz oz 0% 17KEB
Oracle &pp Server <-» Authentication Server 10Mbps 10Mbpz Oz o 0% 17KB
Bar Charts | T abular Results
- Delays: D Tier Processing . Latency . B andwidth . Pratocol/Congestion
HESW”SEST"“E " 0.1 02 03 0.4 0.5 06 07 0 03
econds | i D b e L b 1 i
Remote Office -
-

Save Template... | Load Template... | LCloze I Help |

Figure 3-22 QuickPredict Bar Chart with num_employees parameter set to 15

Notice that the revised application takes less than 1 second to complete when

there are 15 employees. (Note: We gave the parameter num_employees a default
value of 15 earlier in this procedure.)

5 In the main ACE Whiteboard window, select Scripting > Declare Parameters.
Change the default value of num_employees to 200, and then click OK.
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6 In QuickPredict, click the Update Results button.

[#]QuickPredict Bar Chart - 10l x|
Pararneter Slider ’— Graph Options

Parameter: I Walue: |FLAA [~ Label categories greater than | 10% percent

5 i Show SLA: | Disabled
cenario; I [
Tier pair: I | 1 1024 v Symmetic Bandwidth

Add Scenaria | Update F!esultsl

Marne | Bandwidth 5B Banduwidth A<-E | Latency| Loss| Link Uil Window Size =
|
Femote Office
Client <-» Oracle App Server 1.544Mbpz 1.544bps 20ms 0% 0% 17KB
Oracle &pp Server <> Oracle DB Server 10Mbps 10Mbps Oz 0% 0% 17KE
Oracle App Server <-> Authentication Server 10Mbps 10Mbps Oz 0% 0% 17KEB
Bar Charts | Tabular Results
- Delays: |:|Tier Processing .Latenc:y .Bandwidth .Protocolfﬁongestion
HBSDDHS% Time in . 0.2 0.3 ; 05 06 0.7 0.8 0. . 12
Ec:Dnds||||I||||I||||I||||I||||I||||I||||I||||I||||I||||I||||I||||I..
Ramote Ofice T

Save Template...l Load Template.. | LCloze I Help |

Figure 3-23 QuickPredict Bar Chart with num_employees parameter set to 200

Notice that increasing the default value for the num_employees parameter caused
an increase in the response time of the application.

7 Click the Close button to close QuickPredict.
8 Select File > Save to save your model.
9 Select File > Close to close the ACE Whiteboard.

End of Procedure 3-6

Conclusion

Starting with an ACE file of a beta version of your application, you used the ACE
Whiteboard to modify the behavior of the application. These modifications
included adding a request/response pattern to a new Authentication Server tier,
changing the parent dependency of a message, adding variability to the
application using a distribution, and specifying the size of a message based on
a parameter. You also learned how to use QuickPredict to determine the
response time of the application for two different values of the parameter.
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Additional Details

In this section, you wrote a logic script to dynamically change the size of a
message based on a parameter. If you had deployed this application on a
network in the Project Editor to run a Discrete Event Simulation, you would
be able to specify the message size in the ACE Parameters field of the task
specification.

Instead of manually adding a request/response pattern to an authentication
server, you could have created a separate ACE Whiteboard file to handle the
authentication. Then, you could have invoked your authentication
Whiteboard file. You can see an example of this in the tutorial “Advanced:
Modeling an Application Using Logic Scripts” available by selecting Help >
ACE Tutorials in ACE Whiteboard.

When making a large number of changes to an ACE Whiteboard file, it is
often useful to turn on Multi-Message Editing Mode via the Edit menu. See
the documentation (Help > ACE Product Documentation) for more details.

UG2-3-24
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App A—Capturing Application Traffic

App A Capturing Application Traffic

Introduction

The first step to creating a model of your application using ACE is recording
application transactions in one or more capture files. ACE uses raw traffic data,
captured from your network, as the basis for modeling an application. You can
use ACE’s application capture utility to create these capture files (also known

as

“packet trace files”), or you can use files that were captured using other

third-party tools and/or probes (then converted by third party utilities.) ACE
accepts capture file formats including:

OPNET .appcapture

Network Associates’ Sniffer

— Industry-standard Binary Ethernet format (.enc, .cap). Other analyzers
(such as NetScout) can also generate .enc files.

— Binary Token Ring format (.trc)
— Binary FDDI format (.fdc)

Free utilities, such as TCPdump and Windump

Comma Separated Value file (.csv)

Documentation on specific analyzers is beyond the scope of this user’s guide,
as individual equipment can vary. However, you should follow these general
guidelines when you capture traffic to import into ACE:

Configure your analyzer’s filtering capabilities to focus on hosts of interest.
Filtering keeps your trace file shorter and enables your analyzer to
accommodate a longer duration for your capture, given limited memory and
disk resources.

Aim for as “clean” a trace as possible. You might want to run and record your
application at a time when network traffic is minimal-such as late in the
evening or during the weekend—to keep as many irrelevant packets out of the
capture file as possible.

If using network probe and you are limited in the number of probes available,
place your analyzer as close as possible to the application instance(s)
relevant to your studies. For example, if you want to study performance on a
file server, you should capture on the same LAN as the server so that
network delays across a WAN link or the Internet do not affect the analyzer’s
view of the relevant information (application performance on the file server).

Capture one application exchange in its entirety. For example, if want to
study an FTP application, you should capture the exchange from the initial
request from the client host to the conclusion of the download. The
application exchange should not include user “think time.” This is especially
important if you want valid results and diagnoses from AppDoctor. ACE does
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not distinguish between processing delay at a tier and user think time (that
is, the delay when an application simply waits for input from a user). If the
captured exchange does include user think time, you might want to divide the
resulting ACE task into multiple tasks, then analyze each task individually. To
do this, you would:

— Open the original task,
— Exclude or delete packets so only a specific phase is included, and

— Save the task under a different name (for example,
FTP_download_phase_1).

Repeat this process for each part of the original task, so you have a group of
individual tasks that record the entire transaction, minus think time.

Using ACE Capture Agents

You can use the ACE application capture utility to record traffic throughout your
network and import the data into ACE. This utility uses capture processes
(called capture agents) that enable you to capture traffic from multiple locations
simultaneously. ACE includes an Application Capture Manager so you can
manage all capture agents and operations from your NETWARS computer.

Before you can capture traffic using this utility, you must:

* Install a capture agent on every computer where you want to capture traffic,
and

* Create a capture agent list, which specifies the agents you want to use for a
capture operation and the configuration settings for each agent.

Install/Uninstall and Troubleshoot Capture Agents

Before you can capture traffic, you must first install capture agents on the
computers where you want to capture traffic. A capture agent resides on a local
or remote computer. It records packet-by-packet traffic in response to
commands from the Application Capture Manager (Start Capture, Finish
Capture, etc.)

Install Capture Agents

ACE includes agent installers for several platforms, including Windows, Solaris,
Linux, HP/UX, and AIX. You can download installers and instructions for all
available platforms from the Support Center section of the OPNET website
(http://www.opnet.com/support).

UG2-A-2
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Place Capture Agents

Place agents on or near tier(s) involved in an application conversation. For a
single trace import, place the agent on or near the most active tier, or near the
tier of most interest. If it is not possible to place agents on a tier, consider port
mirroring, hubs, passive taps, etc.

Troubleshoot Capture Agents

The OPNET Support Center maintains a set of Frequently Asked Questions
(FAQs) that address common questions and issues involving ACE capture
agents. To search the FAQ database for the latest troubleshooting information
on capture agents, go to http.//www.opnet.com/support and follow the “FAQ”
link. To obtain a list of useful FAQs, search for the string “ACE capture agents”;
you also might want to search based on a specific error message you receive.

Uninstall Capture Agents

The FAQ database includes several entries that describe how to uninstall ACE
capture agents. Go to http.//www.opnet.com/support and follow the “FAQ” link.
To obtain a list of relevant FAQs, search for the string “uninstall.”

Creating a Capture Agent List

After you install your capture agents at the desired locations, the next step is to
create a capture agent list. An agent list specifies the agents to use during a
capture and the configuration settings to use with each agent.

Procedure A-1 Create a Capture Agent List
1 Launch NETWARS.
2 From the System Editor’s File menu, choose Open Editor.

3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import: Choose Capture Files dialog box displays.

4 Click Open Capture Manager.The Application Capture Manager window displays.

Note—You can also open the Application Capture Manager by selecting File >
Application Capture Manager in the ACE Treeview window, Data Exchange
Chart, or Tier Pair Circle.
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iﬁ-].npplication Capture Manager - Encryption Level: 1 - |EI|5|

On-Demand Capture | PathProbel

Capture Agents ;I Add Agent... |

Agent Mame  TCF Port Agent Metwork Adapter Filter  Statug Edt Agent, |

Bemove Agent(s] |

Check Agent(s] |

Uhcheck Sgentlz] |

Load Agent List... |

Save Agent List... |

Download Files... |

Lapture Save Directany... |

ﬂ _>|—I Frur BathProbe... |
I~ Collect performance statistics from OPMET Panorama  Configure.. |

Update Statusl Mext capture name: ITask1 Start Capture | Firish Capturel Aot Eapturel Import Trace(s].. |

Figure A-1 Application Capture Manager

5 For each agent you want to add to the list, perform the following steps:

5.1 Click Add Agent.The Remote Application Capture Agent Editor window

displays.
iﬁ-]Remute Application Capture Agent Editor ﬂ
Huostname: Capture service TCP port:
INgne [~ Metzcout Probe |2?4D1

[~ Promiscuous mode Filter:

taximum size of packet data to store [bytes]: I Diefault ﬂ

I2DUU M arwally EditEiIter...l

Agent buffer size [Kbytes]:

|1D24 ™ Leave file on remote host  Corfigure File Storage. . |

b asimum number of packets to capture;

|1DDDDD Download data rate [Khits/zec]: | kMasimum A,

Agent network, adapter:;

% Ay [will choose first available)

" Specify: |None Specified e i
0K I LCancel |

Figure A-2 Remote Application Capture Agent

5.2 Specify the computer where the agent resides in the Hostname field. You can
use either a computer name or an IP address.

5.3 An agent can capture traffic on one network interface only. If the host
computer has multiple network adapter cards, set the Agent network
adapter radio buttons to enter a specific interface.

UG2-A-4 NETWARS/Release 5.1



Introduction to the ACE Editors

App A—Capturing Application Traffic

5.4 If a host computer has multiple interfaces, you can create separate agents
(one per interface) for that computer. This is essentially equivalent to creating
agents on separate computers. When you create multiple agents for the same
computer, you must specify the interface for each agent under Agent
network adapter; do not use the default setting of “Any”.

5.5 Configure other settings for your agent as needed:

Capture Service TCP Port field—Port on which the Capture Manager and
capture agent communicate. This port is set when installing the capture
agent. The default is 27401.

Promiscuous Mode checkbox—When enabled, the agent captures all
traffic seen by the host on that LAN segment.

Maximum Size of Packet Data To Store (Bytes) field—Specifies the
maximum number of bytes from each packet that the agent should include
in a capture file.

Agent Buffer Size (Kbytes) field—Specifies the buffer size used by the
capture agent to store packet-trace data before it gets saved to disk.

Maximum Number of Packets to Capture field—Configurable safety
measure in case you forget to stop a capture. The default setting is
100,000. You can enter -1 to specify “all packets”.

Manually Edit Filter button—Use to specify a capture file filter so the agent
captures certain packets.

Leave file on remote host checkbox—Controls whether data is
automatically downloaded from remote agent when capture completes.
Provides better control and security of remote capture files.

Download data rate (Kbits/sec) field—Controls amount of bandwidth
consumed when remote capture file is downloaded.

5.6 Click OK to return to the Capture Manager. A new agent entry displays in the
Capture Agents treeview.

6 (Optional) After you add and configure all agent entries in the list, you can save
your list by clicking Save Agent List and then entering a file name and directory.
ACE saves the agent list file with an “.agents” extension in your capture save
directory. You can reuse a previously saved agent list by clicking Load Agent List.

Note—You can return to this Editor to edit a capture agent at any time.

End of Procedure A-1

Advice for Using Capture Agents

Keep in mind the following advice when using ACE Capture Agents:

* Capturing in Promiscuous Mode—Enabling this option means the agent will
capture all traffic seen by the host on that LAN segment, which is typically
more data than is required for analysis.
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Make sure that you specify the correct NIC on the host in Capture Manager.
You need to know which NIC card is connected to the appropriate link that is
being monitored.

The filter named Default is UDP/TCP. It is defined to capture only UDP/TCP
protocol information. Use the filter named None if you want to capture “all’
protocols, or create a custom filter and specify which protocols to capture.

Make sure that you know where your ACE files reside—New (raw) capture
files have suffixes of “.enc” and “.appcapture”. When you save a new file, it
will be stored in the first directory specified in the “mod_dirs” preference with
an “atc.m” suffix. Existing ACE capture files are “.atc.m” files. ACE will search
all directories specified in the “mod dirs” preference and present all files with
an “.atc.m” suffix.

Use filtering to keep out extraneous traffic—Diagnosis, graphs, and statistics
will present inaccurate information on a task if extraneous, irrelevant traffic is
left in the trace. Filter out traffic during the capture and the import process
(with filters), and after the import (delete tier-pairs, connections, or individual
packets and messages within the ACE editor.)

Analyzing human “think time”—Take into account that the processing time
credited to “Client” hosts, that are being driven by people, will have think time
(pauses by individual, and the speed at which the individual can enter data)
as part of the total tier process time.

Capturing Traffic Using the Application Capture Manager

To
Ca

capture traffic using the ACE Application Capture Manager, launch the
pture Manager, then configure a capture agent, and finally, perform a

capture.

Procedure A-2 Capture Traffic using the Application Capture Manager

1

2

Launch NETWARS.
From the System Editor’s File menu, choose Open Editor.

From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import: Choose Capture Files dialog box displays.

Click Open Capture Manager.The Application Capture Manager window displays.

Note—You can also open the Application Capture Manager by selecting File >
Application Capture Manager in the ACE Treeview window, Data Exchange
Chart, or Tier Pair Circle.

If necessary, click Load Agent List and select the agent list you want to use for
the capture.

UG2-A-6
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10

11

Enable the agent(s) that you want to capture data. To enable an agent, select the
agentin the Capture Agents tree, then click the Enable Agent button. You can also
right-click on an agent and choose Enable Agent from the pull-down menu.

Click Capture Save Directory and select the local directory where you want to
store the capture files.

Click Start Capture to start the capture operation. Each enabled agent begins to
capture data, and the Start Capture button changes to Finish Capture.

Start the transaction you want to capture.
9.1 To stop the capture, click Abort Capture.

9.2 To view the statistics about the capture, click the Update Status button.

When the transaction ends, click Finish Capture. The message “Capture
complete” should display in the Status field next to each enabled agent. The file
name for the resulting capture displays in a line beneath each enabled agent.

Proceed with the ACE import. You can import a capture file directly into ACE by
selecting the file in the agent tree and clicking the Import Trace button at the
bottom of the Application Capture Manager window. Then proceed with the import
as described in Appendix B of this user’s guide.

End of Procedure A-2
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App B Importing Capture Files

Introduction

After you have captured application traffic data from your network using ACE’s
application capture utility or a third-party tool (as described in Appendix A of this
user’s guide), you can import the capture file(s) into the ACE Editor to create a
model of your application. The ACE Editor parses the data and creates a single
representation of the exchange. This representation is called an application task
characterization or simply application task.

Using the ACE Import Wizard

The ACE Import Wizard guides you through the process of importing your
capture data. This wizard might prompt you for additional information about your
network, such as tier locations and the bandwidths of certain connections. ACE
can import multiple capture files of the same exchange and merge the results
into an accurate, realistic model of your application. Using ACE’s capture and
import features, you can model highly complex application exchanges that span
many tiers.

To import capture files into the ACE Editor, use the ACE Import Wizard to
perform the following steps:

1) Specify capture file(s) to import,

2) Filter traffic,

3) Rename hosts,

4) Specify tier locations,

5) Specify bandwidth and latency, and

6) Save import configuration.

Specifying Capture File(s)

The first step in creating an application task is to specify the capture files you
want to import. The ACE Editor can create a task based on a single capture file,
or on multiple files that were captured simultaneously.

Procedure B-1 Specify Capture File(s)
1 Launch NETWARS, if not already opened.

2 From the System Editor’s File menu, choose Open Editor.
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3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import Wizard displays the ACE Import: Choose Capture File(s) dialog box.

_1‘] ACE Import: Choose Capture File{s) LI

Start by clicking “Add Capture File..." or by selecting an Impart Configuration

Capture File | Capture Agent Location Filter Preprocessor ;I Add Capture File... |

Orac cha AN, enc
Oracl chatty I Site 1 Default None: Remove Capture File |

Dpen Capture Manager |

Capture Agent Location: rename the
location of the agent that created the
capture file [optional],

Filker: eliminate extraneous packets
(optional]

Prepracessor. assign a file converter
[optional),

ACE can impart and merge multiple files that
were captured simultaneausiy.

Click Help for details.

Import Canfiguration: | Mone LI Hest > i Cancel Help

Figure B-1 ACE Import: Choose Capture File(s) dialog box

The ACE Import: Choose Capture File(s) dialog box contains four columns of
information, a drop-down list of selectable Import Configurations, and several
buttons as described below:

e Capture File column: You can create a list of capture files to import using the
Add Capture File and Remove Capture File buttons.

e Capture Agent Location column (optional): For each capture file, you can enter
a logical name for the capture agent location—for example, “Chicago office” or
“My PC”. Capture Agent Location refers to the network segment where the
capture agent/protocol analyzer was located. Subsequent dialog boxes in the
ACE Import Wizard will refer to these capture agent locations when requesting
additional information.

¢ Filter column (optional): Use this column to filter out extraneous packets
unrelated to the application transaction of interest.

¢ Preprocessor column (optional): If you want to import a capture file that uses a
non-standard format, and have a script or program to convert the file, you can
specify this in the Preprocessor column.

¢ Import Configuration drop-down list (optional): You can save and reuse your
ACE import settings. Choosing a saved or previous configuration from this menu
fills the editable fields in all the ACE Import Wizard dialog boxes.

e Open Capture Manager button: Launches the Application Capture Manager that
you can use to create a capure agent list (as described in Appendix A of this
user’s guide.)
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4

Click Add Capture File. The Select Capture File for Import dialog box displays.

Select Capture File for Import x|
Laok in: Ia Database j = |‘=_“F EE-
_3Tier_ppplication.atc.m ] PrLoG
_Oracle_3_Tier_app.atc.m El Prefetch_10_3Tier_Cracle_app_
_Oracle_chatty_MaM, atc.m El Prefetch_10_3Tier_Oracle_clienl
_Oracle_Prefetch_10.atc.m El Prefetch_10_3Tier_Cracle_db_s
_Oracle_Prefetch_2.atc.m El Prefetch_2_aTier_Cracle_app_s
_Oracle_Prefetch_25.atc.m El Prefetch_2_aTier_Cracle_client.
_Svbase_app.atc.m El Prefetch_2_aTier_Cracle_db_se
3Tier_application, snif El Prefetch_25_3Tier_Cracle_app_
Cracle_client_chatty_MaRN El Prefetch_25_3Tier_Oracle_clienl
Cracle_prefetch_filker.ace El Prefetch_25_3Tier_Oracle_db_s
Cracle_server_chatby_MARN El Step_10_Client

Kl |

I |
File name; IDracle_client_chatty_MAN j Open I
%

Files of bype: il fles (4 =] Cancel

Figure B-2 Select Capture File for Import dialog box

10

In the Select Capture File for Import dialog box, select the file that you want to
import, and then click Open. The selected file name displays in the Capture File
column of the ACE Import: Choose Capture File(s) dialog box.

(Optional) To enter a logical name for the capture agent location, click in the
Capture Agent Location column to the right of the Capture File name and type a
name.

(Optional) To specify a filter to prevent extraneous frames from being imported,
click in the Filter column to the right of the Capture File name. Choose a predefined
filter from the pull-down menu, or select Edit to define your own filter. To edit an
existing filter, choose it and then select Edit.

Note—Default filters include None, which accepts all frames, and Default, which
accepts all frames that contain TCP or UDP. Capture agents use the None filter by
default, and the import process uses the Default filter.

(Optional) To specify a script or program to convert a capture file that uses a
non-standard format, click in the Preprocessor column to the right of the Capture
File name and enter the information.

(Optional) To automatically fill the editable fields in all the ACE Import Wizard
dialog boxes with settings that were saved from a previous import (such as tier
names, tier locations, bandwidth, latency), select the saved configuration from the
Import Configuration drop-down list.

After you have specified your data manually (capture files, capture locations,
packet filters and preprocessors) or automatically (by choosing an import
configuration file), click Next and continue to follow the ACE Import Wizard screens
as they are presented to you.

End of Procedure B-1
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Filtering Traffic

By default, the ACE Editor imports nearly all packets captured in a file. The
Capture File Filter dialog box enables you to filter out unwanted packets when
you import your capture data. You can filter packets based on host, ports or
protocols. You can also save a defined filter to disk and reuse it when creating
other ACE files.

Procedure B-2 Edit Filters
1 Launch NETWARS, if not already opened.
2 From the System Editor’s File menu, choose Open Editor.

3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import Wizard displays the ACE Import: Choose Capture File(s) dialog box.

4 Click Add Capture File. The Select Capture File for Import dialog box displays.

5 Select the file that you want to import, and then click Open. The selected file name
displays in the Capture File column.

6 In the Filter column to the right of the Capture File name, select Edit to define your
own filter. To edit an existing filter, choose it and then select Edit. The Capture File
Filter dialog box displays.

ﬁtapture File Filter ;lglﬂ

@+ |mpart &l of the following hosts/parts

" Import everpthing but the following hosts/ports

Host Fart Direction | Host Part ;I
ANY a0 (O3 ANY AMY
1592.10.1.10 ANY > 1592.168.50.170 AMY

Add Line Remove Line Clear

% |mport all of the following protocols

" Import everpthing but the fallowing protocals

Protocol ;I
TCP
UDP
| -]
Add Frotocol | Remove F'mtocoll Clear |
Import only frame numbers I1 o IEnd of Trace | of 14

Import frames fram time IU.UUUUUU seconds ta IEnd of Trace  of 1.327936 seconds

Help | Cancel oK

Figure B-3 Capture File Filter dialog box
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7 Click the Import all of the following hosts/ports radio button(s) if you want ACE
to import only those packets that meet the host/port or protocol criteria defined in
the Host/Port and/or Protocol filters panes.

10

11

Click the Import everything but the following hosts/ports radio button(s) if you
want ACE to import only those packets that do NOT meet the host/port or protocol
criteria defined in the Host/Port and/or Protocol filters panes.

Use the Host/Port and/or Protocol filters panes to define the filter:

Host/Port filters pane: A capture file filter is composed of one or more criteria,
each residing on a separate line in the Host/Port or Protocol filters panes. You
can define host, port, and direction for a line by clicking in each column and
selecting an item from the pull-down menu. ACE performs a logical AND on the
criteria in both panes to create a compound filter. For example, if the Host/Port
filters pane were configured to import all packets originating from host A, and the
Protocol filters pane were configured to import only those packets that do not
have UDP data, ACE would then import only those packets originating from host
A that do not have UDP data (these might be TCP, DLC, and others).

Protocol filters pane: This pane works in the same general way as the Host/Port
filters pane. Each line contains one protocol (or All Protocols) found in the
capture file.

Click the Add Line/Add Protocol and Remove Line/Remove Protocol buttons
to add or remove a line, or Clear to clear all filtering criteria, from either the
Hosts/Ports or the Protocols filters panes.

Clicking Clear with the Import everything but the following hosts/ports radio
button in either pane will result in a filter that excludes all packets from the
capture file.

Type criteria into the Import only frame numbers and Import frames from time
fields if you want to filter out packets based on frame number and time stamp.

If you want to reuse your filter in other tasks, you can save your filter to disk. Type
a name for the filter in the field next to the Save button, and then click Save.

12 Click OK to close the Capture File Filter dialog box.

End of Procedure B-2

Renaming Hosts

The ACE Editor enables you to assign friendly names, or “tier names”, to
replace host names (IP addresses.) Tier names display on all reports.

Sometimes you might want to represent multiple hosts as one tier in your ACE
task. For example, you might have multiple web servers handling traffic
between a client and a database server. You can combine hosts into one tier by
assigning them both the same logical tier name.

NETWARS/Release 5.1
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Procedure B-3 Rename Hosts
1 Launch NETWARS, if not already opened.
2 From the System Editor’s File menu, choose Open Editor.

3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import Wizard displays the ACE Import: Choose Capture File(s) dialog box.

4 After you have specified the capture file(s) to import in the ACE Import: Choose
Capture File(s) dialog box, click Next. The ACE Import: Rename Hosts dialog box
displays.

ACE Import: Rename Hosts ll

Rename hosts to logical tier names [optional)

Haztname | Tier Mame ﬂ
172.1E.11.53 Rename to Cliett

17216.4.52 Renarne to DB Server

192168.2.2 Rename to 32 2

[

LCancel | Help |

Mewt » I

DMS Lookup |

Figure B-4 ACE Import: Rename Hosts dialog box

5 Change a Hostname (IP address) by clicking on the address in the Tier Name
column. Either select another name from the drop-down list, or select Lookup to
perform a DNS lookup on the specified tier, or select Edit to modify a tier name.

Note—ACE retains a database of previously assigned tier names in the
tier_name_db.ixt file located in the ace_import_configs directory. This database is
automatically used when importing new files. You can modify the database by
selecting Edit.

6 Click the DNS Lookup button if you want to perform a DNS lookup on all tiers.

7 After you have renamed your hosts, click Next and continue to follow the ACE
Import Wizard screens as they are presented to you.

End of Procedure B-3
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Specifying Tier Locations

“Tier location” is the location of each application tier relative to where the
capture was done (probe, capture-agent, etc.) By default, the ACE Editor places
each tier in the same network segment as the agent that captured its traffic.
However, you might need to change the location of particular tiers if your actual
network is different—for example, if a tier is in a remote segment from an agent.

ACE will automatically detect locations when you import multiple capture files.

Procedure B-4 Change Tier Locations

1

2

_t] ACE Import: Specify Tier Locations il

Specify tier locations that were not auto-detected

Launch NETWARS, if not already opened.
From the System Editor’s File menu, choose Open Editor.

From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import Wizard displays the ACE Import: Choose Capture File(s) dialog box.

Follow the Import Wizard screens as they are presented to you, specifying your
capture file(s) and tier names, until the ACE Import: Specify Tier Locations dialog
box displays.

Tier Tier Location ;I Tier Location i a tier's netwark,
. . - . location relative to the Capture Agent
172.16.1.254 Local to Site 1 [3Tier_Application. snif] Location.
172 16.6.27 Local to Site 1 [3Tier_Application. snif]
Client ‘when merging capture files, ACE

auto-detects az many tier locations
as possible. Auto-detected locations
cannot be modified.

Local to Site 1 [3Tier_Application. snif]
Capturing Machine at Site 1 [3Tier Application. shif

Click Help for details.

< Back | Mest » I Lancel Help

5

Figure B-5 ACE Import: Specify Tier Locations dialog box

Click on a tier’s location in the Tier Location column and select a different location
from the drop-down list. Repeat for each tier as needed.

Note—In a capture file that contains tiers that are not local (on the same LAN
segment), you MUST specify which tiers are remote, relative to the capture
location, by selecting Remote as their tier location from the drop-down list.

After you have changed your tier locations, click Next and continue to follow the
ACE Import Wizard screens as they are presented to you.

End of Procedure B-4
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Specifying Bandwidth for Segment

Sometimes (this option does not always display) you might need to specify the
bandwidth (Kbps) observed between hosts at a capture site location.

Procedure B-5 Specify Bandwidth for Segment
1 Launch NETWARS, if not already opened.
2 From the System Editor’s File menu, choose Open Editor.

3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import Wizard displays the ACE Import: Choose Capture File(s) dialog box.

4 Follow the Import Wizard screens as they are presented to you, specifying your
capture file(s) and tier names and locations, until the ACE Import: Specify
Bandwidth for Segment dialog box displays.

i] ACE Import: Specify Bandwidth for Segment il

Specify the bandwidth for the capture segment

Capture Agent Location | Batdwidth [Kbps] ;I Bandwidth is the typical throughput
: B obzerved between hosts at the
Site 1 [Client_2-pkt_trace.csw] 100,000 -- default capture agert location.

Click Help for details.

[]
< Back | Mest > I LCancel | Help

Figure B-6 ACE Import: Specify Bandwidth for Segment dialog box

5 Click on a capture agent’s bandwidth in the Bandwidth column and enter a new
bandwidth value (in Kbps).

6 After you have changed your bandwidth value, click Next and continue to follow the
ACE Import Wlzard screens as they are presented to you.

End of Procedure B-5

Specifying Bandwidth/Latency between Locations

Sometimes (this option does not always display) you might need to specify the
bandwidth (Kbps) and one-way latency (ms) measurements between each
capture site location.
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Bandwidth should be a known factor about your network. If you have different
bandwidth’s due to multiple segments, then use the “minimum bandwidth” (the
capacity of the slowest link.)

Procedure B-6 Specify Bandwidth/Latency between Locations
1 Launch NETWARS, if not already opened.
2 From the System Editor’s File menu, choose Open Editor.

3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import Wizard displays the ACE Import: Choose Capture File(s) dialog box.

4 Follow the Import Wizard screens as they are presented to you, specifying your
capture file(s) and tier names and locations, etc., until the ACE Import: Specify
Bandwidth/Latency between Locations dialog box displays.

:ﬁAEE Import: Specify Bandwidth/Latency between Locations LI

Specify the bandwidth and latency between the following locations

Location Location B andwidth [Kbps] One-way Latency [ms] ;I B_andwidlh iv lh_e minimurm line rate
= [i.e.. the capacity of the slowest link
Site 1 [Task_&_Departure_all.. 1015.13.126 100,000 - default 1) between the bwa locations).

Orne-way Latency is one half the tatal
round-trip [ping] time. When merging
filez, ACE auto-detects as many
latencies as possible, based on
minimum observed latencies

Click Help for details

=
< Back I Mest > I LCancel I Help I

Figure B-7 ACE Import: Specify Bandwidth/Latency between Locations dialog
box

5 Click on a location’s bandwidth in the Bandwidth column and enter a new
bandwidth value (in Kbps).

6 Click on a location’s one-way (NOT round-trip) latency in the One-way Latency
column and enter a new latency value (in ms).

Note—If you use PathProbe to provide latency estimates, the data will be reflected
as one-way already. However, if you use Ping, then you must divide the latency in
half.

7 After you have changed your bandwidth and latency values, click Next. The Save
Import Configuration dialog box displays.

8 Click Finish if you want to complete the import process.

End of Procedure B-6

Using PathProbe to Estimate Bandwidth and Latency

You can use PathProbe, an OPNET utility, to measure and provide bandwidth
and latency estimates.
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Procedure B-7 Run PathProbe
1 Launch NETWARS.
2 From the System Editor’s File menu, choose Open Editor.

3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import: Choose Capture Files dialog box displays.

4 Click Open Capture Manager.The Application Capture Manager window displays.

Note—You can also open the Application Capture Manager by selecting File >
Application Capture Manager in the ACE Treeview window, Data Exchange
Chart, or Tier Pair Circle.

iﬁ-].npplication Capture Manager - Encryption Level: 1 - |EI|5|

On-Demand Capture | PathProbel

Capture Agents ;I Add Agent... |
Agent Mame  TCP Port  Agent Metwork Adapter  Filter  Status Edit Agent.. |
Bemove Agent(s] |

Check Agent(z] |

lhcheck Sgent(z] |

Load Agent List... |

Save Agent List... |

Dowhload Files... |

LCapture Save Directory... |

ﬂ _>|—I Fiun BathErobe... |

I Callect performance stahistics from OPMET Panorama  Corfigure... |

Update Statusl et capture nams: ITask1 Start Capture | Firnizh Eapturel Abort Eapturel Import Trace(z].. |

Figure B-8 Application Capture Manager

5 Click Run PathProbe.... The PathProbe dialog box displays.

Source agent: | wini 3209 =l |PathFrobe is a utility installed with OFNET Capture 2l

Agents to remotely measure network characteristics

IS (=g |E nter Destination. | :
such as bandwidth and latency.

Run Mame: IHun 1

Canfigure. .. | e Hesults...l Start Close Help |

Figure B-9 PathProbe dialog box

6 Specify the Source agent and Destination, and name the run in the appropriate
fields.

7 Click Configure to configure different experiments.
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8 Click Start to start the run, and then view the results displayed in the PathProbe
Results Dialog Box.

Application Capture Manager i |EI |£|

Capture Manager| PathPrabe |

PathProbe Results R I K 163
Fun Date
Run_1 1507
Path Summary

B hop between 192.168.1.1071 and wwiw yahoo.com

Minimurn B ound-tip Latency to D estination: 223 ms
Packet Size  Min[ms] Awg(ms] Max(ms] Packets Sent/Lost
0 bytes 223 240 25.0 10 zent, O lost ]
144 bytes 231 242 248 10 zent, O lost ]
288 bytes 241 356 132.4 10 zent, O lost ]
433 bytes 25.2 435 1300 10 sent, O lost [ e |
B77 bytes 254 274 285 10 zent, O lost ]
T22 bytes 263 275 284 10 zent, O lost ]
366 bytes 281 429 56.7 10 zent, O lost ——
1011 bytes 50.9 604 137.2 10 sent, O lost ——
1155 bytes 0.2 M0 1691 10 sent, O lost I } ]
1300 bytes 302 779 8249 10 zent. 0 lost —_
— Bottleneck Bandwidth to Destination: 37. 736 Kbps -
+] tultipath Detected on 4 of 16 hops

Path Per-hop Round-trip Latency b
= Path Per-hop B andwidth

Hop Approw. Hop B andwidth Approw. Bottleneck Bandwidth to
10.85.01 293.21 Kbps - 438,683 Kbps
BE.189.0.85 110.604 Kbps - 184.339 Kbps
BE.189.0.2 B804.697 Kbps - 1.341 Mbps  102.028 Kbps - 170.046 Kbps
BE.189.0.230 839.527 Kbps - 1.399 Mbps  98.56 Kbps - 164.267 Kbps
121263313 97.736 Kbps - 162.893 Kbps 'I
4| | + q [~
Bun... Load... Help |

Figure B-10 Sample PathProbe Results

End of Procedure B-7

Saving an Import Configuration

You can create and use Import Configuration files that contain the filters, tier
names, tier locations, and bandwidth/latency settings that you’ve designated
previously in the ACE Import: Choose Capture File(s) dialog box. The import
information is saved for use with future imports that involve the same tiers and
the same capture locations. The ACE Editor automatically saves the settings
you designated most recently under the name “Previous Configuration.”

Procedure B-8 Save Import Configuration
1 Launch NETWARS, if not already opened.
2 From the System Editor’s File menu, choose Open Editor.

3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import Wizard displays the ACE Import: Choose Capture File(s) dialog box.

4 Follow the Import Wizard screens as they are presented to you, specifying your
data (capture files, capture locations, packet filters and preprocessors) until the
Save Import Configuration dialog box displays.
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Import Strategies

5 In the Save Import Configuration dialog box, type a name for the import
configuration file in the field next to the Save button, and then click Save.

ﬂ Save Import Configuration il

Save Import Configuration [optional] Save thiz configuration for

future importz involving the
Save | |<Specify> exact zame tiers and capture

locations.

Wig: I D ata Exchange Chart j

< Back. |

Figure B-11 Save Import Configuration dialog box

Cancel Help

6 Click Finish if you want to complete the import process.

End of Procedure B-8

There are three strategies for importing capture file(s) that can handle any
network configuration:

* Import a single capture file,
* Auto-merge and import multiple capture files, and

e Manually merge and import multiple capture files.

Single Capture File

A single capture file is easy to set up, but tiers must be co-located to see all
traffic, and high/variable latencies aren’t captured well. This strategy is ideal for
a lab environment where all tiers’ locations are “Local to...” and
bandwidth/latency often matches default values of 100,000 Kbps, 0 ms.

Refer to the “Importing a Single Capture File” section provided later in this
chapter for a sample scenario that walks you through the import process for a
single capture file.

Multiple Capture Files

You can “merge” multiple capture files, which is when two or more traces of an
application transaction are combined to create a unified view of an application.
This strategy allows analysis of multi-tier transactions where all traffic does not
go through one location, and improves analysis in a production environment
with large and/or variable latencies.

uGz-B-12
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The benefits to merging multiple capture files over using a single capture file
include:

e Packets’ send/receive times are accurate,
* Time spent at each tier is accurate, and

* The result is a better visualization of delays and better diagnosis.

ACE can merge traces that come from opposite sides of a simple packet filtering
firewall, but cannot automatically merge traces that come from opposite sides
of an application proxy firewall.

Auto-Merge Import

To auto-merge multiple capture files, you need capture files containing common
traffic, and you need to specify the bandwidth between the capture locations
(i.e., between tiers where the captures occurred.) ACE auto-detects locations
and one-way latency between the capture locations.

Refer to the “Merging Multiple Capture Files” section provided later in this
chapter for a sample scenario that walks you through the import process for an
auto-merged import of multiple capture files.

Manual Merge Import

Manual merging of capture files is an advanced feature that is rarely needed for
most users. It allows merging of non-shared traffic, including traces from
dual-homed hosts, traces from non-contiguous hosts (missing tiers in
conversation path, and captures separated by capture time and collection
method.

To merge capture files manually, you must select the traces that you want to
merge, and specify a synchronization value:

e Two traces from a dual-homed machine
— Accept synchronization value proposed by ACE

* Two traces from two machines with synchronized clocks

— Accept synchronization value proposed by ACE (you may have to
re-import and tweak the synchronization value)

* Two traces from two machines with unsynchronized clocks
— Specify 0.0 as the synchronization value
— Estimate the offset, then re-import using the estimated offset

— Repeat until you get the desired result
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Importing a Single Capture File

When importing application traffic into ACE, it is important that you set the
parameters appropriately. In the following procedure, we will import a single
capture file without specifying the appropriate relationship (locations) between
the application tiers and the capture site. You will see the steps involved in the
import process and understand the importance of providing the correct
information to the import process. After we import this capture file, we will
re-import the same file (this time with appropriate parameters) and compare the
differences.

Note—The following example was presented at OPNETWORK 2004 in Session
1209, Introduction to Using ACE, as Lab 1. If you do not have access to the files
that this procedure uses, you can still follow the procedure using the sample
screens provided in this user’s guide.

This section uses the following example scenario:

* An application capture trace was taken at the Washington, DC, data center
(Site 1), where the Web and Database Server are located, on a 100MB LAN.
The Network Probe was placed on the local switch. The Application request
is initiated by a remote Client, located in Dallas. The network connection
between the Client and the Servers is a 512Kb link, with an average of 80Ms
latency.

Webrver

Figure B-12 Example Scenario for Importing a Single Trace Flle

Procedure B-9 Import a Single Capture File
1 Launch NETWARS, if not already opened.

2 From the System Editor’s File menu, choose Open Editor.
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3 From the Open Editor drop-down menu, select ACE, and then click OK. The ACE
Import: Choose Capture File(s) dialog box displays.

1.‘] ACE Import: Choose Capture File(s) ﬂ

Start by clicking "Add Capture File..." or by selecting an Import Configuratian

Capture File ‘ Capture Agent Location Filter Prepracessor ﬂ ‘ Add Capture File... I

Mane Default None

Remove Capture File |

Open Capture Manager |

Capture Agent Location: 1ename the
location of the agent that created the
capture file [optional)

Filter: eliminate extraneous packets
[optional)

Preprocessar assign a file converter
[optional)

ACE can import and merge multiple files that
were captured simultaneously.

Click Help for details

-]
Impart Configuration: | Nane ;l Hext » | LCancel Help

Figure B-13 ACE Import: Choose Capture File(s) dialog box

4 Click Add Capture File. The Select Capture File for Import dialog box displays.

Select Capture File for Impork 21|
Loak in: I 3 op_models j - = B

'.] 1209_Lab_1_mMultiMerge_app_Server
]1209_Lab_1_MultiMerge_Clisnt
]1209_Lab_1_MultiMerge_DE_Server
]1209_Lab_1_MultiMerge_Web_Server

ab_1_Sin niif

1209_LAE_2_Probleml.atc.m
1209_LAE_2_Problemz. atc.m
1209_LAE_2_Problem3. atc.m

File name: |1 209_Lab_1_Singlekerge j Open I
Files of type: IAII files ] j Cancel |
g

Figure B-14 Select Capture File for Import dialog box

5 In the Select Capture File for Import dialog box, select the file named
1209 Lab 1 SingleMerge.sniff, and then click Open.

Note—If you do not have access to this file, simply view the screens provided in
this user’s guide to follow along with the procedure.
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The ACE Import: Choose Capture File(s) dialog box shows the capture file in the
Capture File column.

] ACE Import: Choose Capture File(s)

Start by clicking “Add Capture File..." or by selecting an Import Corfiguration

Capture File ‘ Capture Agent Location Filker Preprocessor ﬂ

Add Capture File... |
1209 L Site 1 Default None

Bemove Capture File |

Opsn Capturs Mansgsr |

Caphure Agent Location: rename the
location of the agent that created the
capture file [optional]

Filter: eliminate extraneous packets
[optional]

Preprocessor assian a file converter
[optional)

ALCE can import and merge multiple files that
were captured simultaneously

Click Help for details,

Import Canfiguration: | None ;I Mext » I LCancel | Help |

Figure B-15 ACE Import: Choose Capture File(s) dialog box with Selected
Capture File

6 Inthe ACE Import: Choose Capture File(s) dialog box, click Next. The ACE Import:
Rename Hosts dialog box displays.

f]AEE Import: Rename Hosts

x|

Rename hosts to logical tier names [optional]

Hostname | Tier Mame ﬂ
17216.1.254 Rename ta [172.16.1.254]

17216.4134 Rename ta 17216.4.134

17216627 Rename ta 172168.27

|

DMS Lookup | Mext » | Cancel Help |

Figure B-16 ACE Import: Rename Hosts dialog box

7 Inthe ACE Import: Rename Hosts dialog box, change the IP addresses by clicking
on the address in the Tier Name column and selecting Edit.

7.1 Change 172.161.1.254 to “DataBase Server”.
7.2 Change 172.164.4.134 to “Client”.
7.3 Change 172.16.6.27 to “Web Server”.
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8 Inthe ACE Import: Rename Hosts dialog box, click Next. The ACE Import: Specify
Tier Locations dialog box displays.

_1‘] ACE Import: Specify Tier Locations : !I

Specify tier locations that were not auto-detected

Tier Tier Location d Tier Location is a tier's netwark
- ; ; ; lazation relative to the Caphure Agent
Client Local to Site 1[1209_Lab_1_SingleMerge. snif] Location.
[DataBase Server Local to Site 1 [1209_Lab_1_Singleerge. znif] ) )
‘e Server Localto Site 1 [1208_Lab_1_SingleMeras srif] ‘wihien merging capture fles, ACE

auto-detects as many tier locations
az pozsible. Auto-detected locations
cannot be modified

Click Help for details.

LCancel Help

Figure B-17 ACE Import: Specify Tier Locations dialog box

9 Inthe ACE Import: Specify Tier Locations dialog box, click Next. The ACE Import:
Specify Bandwidth for Segment dialog box displays.

ﬂ ACE Import: Specify Bandwidth for Segment il

Specify the bandwidth for the capture zegrment

Capture Agent Location Bandwidth [Kbps) = | Bandwidth is the typical throughput

= E obzerved between hosts at the
Site 1 [1209_Lab_1_Singleb... 100,000 - default caplure agent location.

Click. Help for details.

[
< Back | Mest » I LCancel Help

Figure B-18 ACE Import: Specify Bandwidth for Segment

10 In the ACE Import: Specify Bandwidth for Segment dialog box, click Next. The
Save Import Configuration dialog box displays.
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11 In the Save Import Configuration dialog box, click Finish to complete the import

process.

ﬂSave Import Configuration x|

Save Import Configuration [optional] Save this configuration for
future imports involving the

Save | |<S|:|ecif_l,l> exact same tiers and capture

locations.

e I [ata Exchange Chart j

¢ Back |

Figure B-19 Save Import Configuration dialog box

LCancel Help

12 Analyze the application packet trace. Using the Data Exchange chart (shown
below), you can view the number of messages between each tier and the
messages sizes between the Web and Database Servers.

ﬂData Exchange Chart - 1209_Lab_1_SingleMerge ;Iglil

File Edit Wiew AppDoctor Graph Reports

EsVdELSREE Y 100 %

Application meszage chart IAppIication chart only ﬂ [~ Show dependencies

00 14 285 42 5Bs 7 8.4s
i i i 1

T I T Client

wieb Server

DataBaze Server

=

Kl Il
Application payload size:
= 07 e 1 1400 101500 foomoon f woaess 460
Dependency delays: I Metwork delay Application delay
_\_\_\_\_‘_‘—\—\_
LClose | Help

Figure B-20 Data Exchange Chart with no Parameters Set
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13 Select AppDoctor > AppDoctor Analysis or click the AppDoctor toolbar icon,
and display AppDoctor's Summary of Delays chart.

i:‘]DaI:a Exchanae Chart - 1209 Lab 1 SingleMerge ;IEILI

File Edit View rts
b1 =
k.o

= AppLo
[}:__ -‘S\f W QuickPredick

I~ Show dependencies

uickPredict Bar Charts —
| Application m - 2 | IAplecatlon chart only LI

_1‘] Data Exchange Chart - 1209_Lab_1_SingleMerge ;lglll

File Edit Yiew AppDo ph Reports

= i | i~ b\ =
EaZfOXEr¥ 00%
| Application message CW

Figure B-21 AppDoctor Menu Commands and Toolbar Button

IAppIication chart only LI [~ Show dependencies

14 Check the Show values checkbox (located in the lower left corner), and study the
exploded pie chart statistics.

=] appDoctor - 1209 _Lab_1_SingleMerge : =lalx|

Summary of Delays |Exe:ulwe Summary] Diagncsis | Staistcs|

Database Server

e

o VMeb Server 2 DataBsse Server

T Client =-5 Wab Server

T

Client

Web Server

Processing Effects Network Effects

| [ Tier Processing ‘ [ - B Bandwidin B ProtocolCongestion |
Evploded Pie Chat | ¥ Show values Help
Updete Close
Figure B-22 Exploded Pie Chart Statistics
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15 Select Bar Chart from the drop-down menu (located in the lower left corner), and
study the bar chart statistics.

=] appDactor - 1209_Lab_1_singleMerge =lo|xI

Execulive Summary| Diagnoss| Statistes|

Summary of Delays

DataBase Server
T

‘b Server

) Web Server

Client DataBase Server
Client
‘eb Server
Processing Effects Network Effects
[ 3 recrrocssing | [ e T [ —— |
Bar Chart x| ¥ Show values Help

Update Close

Figure B-23 Bar Chart Statistics

16 Select Pie Chart from the drop-down menu (located in the lower left corner), and
study the regular pie chart statistics.

| AppDoctor - 1209_Lab_1_SingleMerge =1alx|

Summary of Delays |Exan:utwe Surnmary| Diagrosis| Statisics|

DataBase Server

Web Server <> DataBase Server

Client == Web Server

lient

Web Server

Processing Effects Network Effects
[ Tier Pracessing ‘ ‘ B Lstency I Eandwidth B ProtocalCangestion ‘

Fie Chart x| ¥ Show values Help
Uptlete Close

Figure B-24 Pie Chart Statistics

17 Close all currently opened windows, except for NETWARS.
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18 Re-import the same application packet trace file, this time specifying appropriate

tier locations, bandwidth, and latency.
18.1 From the System Editor’s File menu, choose Open Editor.

18.2 From the Open Editor drop-down menu, select ACE, and then click OK. The
ACE Import: Choose Capture File(s) dialog box displays.

18.3 Click Add Capture File.

18.4 In the Select Capture File for Import dialog box, select the first capture file
named 1209 Lab 1 SingleMerge.sniff, and then click Open.

The ACE Import: Choose Capture File(s) dialog box shows the capture file in
the Capture File column.

18.5 In the ACE Import: Choose Capture File(s) dialog box, click Next. The ACE
Import: Rename Hosts dialog box displays.

Note—The Tier Names have already been selected. ACE remembers IP
addresses from previous packet trace imports. ACE builds and maintains a
database of IP addresses so you will not have to keep renaming the same hosts.

ﬂ ACE Import: Rename Hosks il
Rename hosts to logical tier names [optional)
Hastharme | Tier Name ;I
172.16.1.254 Renarme ta DataB aze Server
17216.4.134 Rename to Client
17216627 Renarme ta wieb Server

DMS Lookup |

LCancel Help |

Figure B-25 ACE Import: Rename Hosts dialog box

18.6 In the ACE Import: Rename Hosts dialog box, click Next. The ACE Import:

Specify Tier Locations dialog box displays.

NETWARS/Release 5.1
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18.7 In the ACE Import: Specify Tier Locations dialog box, click on the Client’s tier
location in the Tier Location column and select “Remote”. Leave the other tiers
as “Local to Site 1”.

_1‘] ACE Import: Specify Tier Locations ﬂ

Specify tier locations that were not auto-detected

Tier | Tier Lacation d Tier Location is a tier's network
E - location relative to the Capture Agent
Client Femate Lacation.
DataBase Server Local to Site 1 [1209_Lab_1_Singleterge.snif] ) '
‘web Server Caphuring Machine at Site1 {1203 Lab 1 SingleMerge.snif \when merging capture fles, ACE

auto-detects as many tier locations
as posgible. Auto-detected locations
cannot be modified.

Click Help for details.

]
< Back | Mest > I LCancel Help

Figure B-26 Changing the Client’s Tier Location

18.8 In the ACE Import: Specify Tier Locations dialog box, click Next. The ACE
Import: Specify Bandwidth for Segment dialog box displays.

18.9 In the ACE Import: Specify Bandwidth for Segment dialog box, click Next. The
ACE Import: Specify Bandwidth/Latency between Locations dialog box
displays.

18.10In the ACE Import: Specify Bandwidth/Latency between Locations dialog
box,edit the following values:

¢ Edit the Bandwidth column and specify “512” (Kbps).

¢ Edit the One-way Latency culumn and specify “40” (ms).

i‘]AEE Import: Specify Bandwidth/Latency between Locations ll

Specify the bandwidth and latency between the following locations

Location Location B andwidth [Kbpz] | One-way Latency [mz] ﬂ Bandwidth is the minimum line rate

B R . [i.e.. the capacity of the slowest link
Site 1 [1209_Lab_1_Singlekd... Client R12 40 between the bwo lacations).

One-way Latency is one half the total
round-trip [ping] time. ‘when merging
files, ACE auto-detects as many
latencies &z possible, bazed on
mirimurn observed latencies.

Click Help for details.

]

< Back | Mext > | Lancel | Help |

Figure B-27 ACE Import: Specify Bandwidth/Latency between Locations dialog
box

18.11In the ACE Import: Specify Bandwidth/Latency between Locations dialog
box, click Next. The Save Import Configuration dialog box displays.

18.12In the Save Import Configuration dialog box, click Finish to complete the
import process.
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18.13Analyze the application packet trace. Using the Data Exchange chart (shown
below), note the number and size of messages and which tier pair has the
most activity.

ﬂ Data Exchange Chart - 1209_Lab_1_SingleMerge i |EI ILI
File Edit Wiew AppDoctor Graph  Reports

EeFELIREFEZK O 0%

Application meszage chart IAppIication chart anly LI [~ Show dependencies
DiD . 1i4 28s 4i2 . 5.6s 7 . 8.:13 . =

I T Client

Wwieb Server
DataBase Server —

K| 3|
Applicati load size:

PPIcalion Peyioac <22 | 4 0 bytes 1 1400 101500 f a0 4 owmasss 4 s-14m

Dependency delays: I Metwork delay Application delay
_\_\_\_\_‘_‘—\—\_
LCloze | Help

Figure B-28 Data Exchange Chart with Parameters Set
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Conclusion

18.14Select AppDoctor > AppDoctor Analysis or click the AppDoctor toolbar
icon, and display AppDoctor's Summary of Delays chart.

—#|appDoctor - 1209_Lab_1_SingleMerge =lolx]

Surnmary of De\aylexecutlve Summaryl D\agnos\sl Slat\stlcsl

DatsBaze Seruer

Client =-> Web Server

Web Server

Processing Effects Network Effects
| [ Tier Processing | ‘ B Lstency I Eanduidth [ Protocol/Congsstion |
Evploded Fie Chait = | [ Shew values Help

Updste Close

Figure B-29 AppDoctor’'s Summary of Delays Chart

18.15Check the Show values checkbox (located in the lower left corner), and
study the exploded pie chart statistics.

End of Procedure B-9

In the first import, all three tiers were specified to be on the same segment as
the capture location (Site 1). The Client was actually “remote” to the capture
location on a WAN link of 512Kb. The fact that the Client was not correctly
identified as remote caused the calculations of the network effects to be
incorrect.

In the second import, the Client was specified as remote to the capture location,
and shows the correct evaluation of network effects.

Using QuickPredict to Analyze Bandwidth

In the previous section, we showed you how to import a single capture file. Next,
we will show you how to use QuickPredict to validate the effect of bandwidth on
the transaction and explore other different bandwidth “what-ifs”.

UG2-B-24
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Procedure B-10 Use QuickPredict to Analyze Bandwidth

1 Click the QuickPredict toolbar button.

_t] Data Exchange Chart - _3Tier_Application ;IEIEI

File Edit WYew AppDoctor Graph Repor]

E:E'%‘ERQ.EUKEHE:".J@@D'E ‘

Figure B-30 QuickPredict Toolbar Button

The QuickPredict Control dialog box displays along with an Impact of Bandwidth
on Response Time graph showing bandwidth sweep.

. -] impact of Bandwidth on Response Time =[Ol x|
] guickPredict Cantrol x| -
Responss Time [ses) for Lat=5ms Drops=0% Link Uti=0% TCP Window=17K8
Choose network path to modify: The current graph shows the impact of = a0
= = | bandwidih on overal application response
[Flert <> Wieb Server ] (e The i hwss vty borictins
- between "Client” and "web Server” 85
W axis:  Bandwidth € Latency ot o pul letency o the s by #
selecting the "Latency'' radia button 80
Min Bandwidih [120KbPs  Max Bandwidth |10Mbps
Latency is ane-half the total round tp (ping) -
— Chaose Values time. Bandvidth is the minimum line rale fie...
the capacity of the slomest ink between tws
Latency [5ms e — firs). 20
Oms 300ms
fom | &5
Update Graph| Add Curvels) | Compare.. |
&0

Save Template...| Load Template. fobanced.. | TableVien. | Cgs= | é ‘\‘ é 1\2

Bandwidth (Mbps) between Client and Web Server

Figure B-31 QuickPredict Control dialog box and graph

2 In the QuickPredict Control dialog box, change the Min Bandwidth and Max
Bandwidth fields both to “512Kbps”, and then click Update Graph.

=] quickpredict Control X|

Choose network path to modify: The curment graph shows the impact of |
; - bandwidth on overall application response

ICI|ent 5 Wi Hare j time. The ¥-axiz shows varing bandwidths

between "Client” and "web Server”.

— Graph Properties
woawis % Bandwidth (7 Latency

Min Bandwidth |512Kbps tax Bandwidth ([512Kbps
Latency iz one-half the total round trip [ping)

— Choose Values time. B andwidth is the minimum line rate [ie..
the capacity of the slowest link between two

Latency |40ms — J— tiers].

| Omz | 300ms

You can put latency on the X-axis by
zelecting the "Latency” radio button.

[

Update Graphl Add Eurve[s]l Compare... |

Save Templale...l Load Template...l Advanced... | Table Yiew. .. | Claze |

Figure B-32 Editing the QuickPredict Control dialog box
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The updated QuickPredict graph displays. The “Y” axis is response time, and the
“X” axis is bandwidth.

r] Impact of Bandwidth on Response Time o] x|
. Responze Time [zec) for Lat=40ms Drops=0% Link Ltl=0% TCP Window=17KEB

7.8

w7

7.6

7.5

7.4

3 | | | |

500 R20 540 560 580
Bandwidth [Kbps] between Client and *wehb Server

Figure B-33 Impact of Bandwidth on Response Time graph

Note that at 512Kbps bandwidth, the response time is around 7.3 secs.

3 Increase the bandwidth, at different Intervals, and study its effect on the response
time.

3.1 In the QuickPredict Control dialog box, change the Max Bandwidth field to
“756Kbps”, and then click Add Curve(s).

3.2 In the QuickPredict Control dialog box, change the Max Bandwidth field to
“1Mbps”, and then click Add Curve(s).

3.3 In the QuickPredict Control dialog box, change the Max Bandwidth field to
“1.544Mbps”, and then click Add Curve(s).

The updated QuickPredict graph should look like the one provided below.

r] Impact of Bandwidth on Response Time = I O |i|

B Responze Time [zec] for Lat=40ms Drops=0% Link Util=0% TCP Window=17KE
M Responze Time [zec] for Lat=40ms Drops=0% Link Util=0% TCP Window=17KE
Responze Time [sec] for Lat=40ms Drops=0% Link Util=0% TCP Window=17KE

= 1 Responge Time [zec] for Lat=40ms Drope=0% Link Util=0% TCP Window=17KE

7.35

7.30 \

T.2h \
<

7.20

715

ALy | | |

500 1,000 1.500 2,000
Bandwidth [Kbps] between Client and 'Wweb Server

Figure B-34 Updated Impact of Bandwidth on Response Time graph
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Conclusion

4 Note the impact (gain) of increasing bandwidth on response time when upgrading
from 512Kbps to 756Kbps, from 756Kbps to 1Mbps, from 756Kbps to 1.544Mbps
(T1), and the total potential gain from 512Kbps to 1.544Mbps.

5 Increase the bandwidth from 1.544Mbps (T1) to 100Mbps, and study its effect on
the response time.

5.1 In the QuickPredict Control dialog box, change the Min Bandwidth field to
“1.544Mbps” and the Max Bandwidth field to “100Mbps”, and then click Add
Curve(s).

The updated QuickPredict graph should look like the one provided below.

r] Impact of Bandwidth on Response Tim o] x|
Respongze Time [zec) for Lat=40ms Drope=0% Link Wil=0% TCP Window=17kEE
2

I [ [ I
1] a0 a0 120

B andwidth [Mbpsz] between Client and Wweb Server

Figure B-35 Updated Impact of Bandwidth on Response Time graph

6 Close all currently opened windows, except for NETWARS.

End of Procedure B-10

With QuickPredict, you can see the network effect of bandwidth on response
time. You can evaluate how upgrading bandwidth may help the total response
time, and even determine at what point (bandwidth) the response time may level
off (point at which more bandwidth will not decrease or impact response time
any more).

You can use the information provided by QuickPredict to evaluate the cost of
increasing bandwidth against the return in increased response time. In our
example, bandwidth was such a small percentage of the total process and
network effects, that the percentage gained is probably not worth the cost.

NETWARS/Release 5.1
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Merging Multiple Capture Files

Note—The following example was presented at OPNETWORK 2004 in Session
1209, Introduction to Using ACE, as Lab 1. If you do not have access to the files
that this procedure uses, you can still follow the procedure using the sample
screens provided in this user’s guide.

This section uses the following example scenario:

¢ An application packet trace was taken over the Far East Network. The Client
is located in Beijing (Site 1), the Web and Application Servers are located in
Seoul (Site 2), and the Database Server is located in Tokyo (Site 3). The
network connection between Beijing and Seoul is a 1.544Mbps (T1) link, with
a 23.754ms one-way latency. The network connection between Seoul and
Tokyo is a 3.0Mbps link, with a 39.311 one-way latency. The LAN
configurations at each site are 100Mbps. ACE capture agents were installed

on each of the four hosts and used to capture the packet traces.

40

Beijing

- 5
Metwork2 e
3 . / @ﬁ_‘/i Tokya
S ERT 4
B PR B R

WEE SERVER &

T
-3 ol

Figure B-36 Example Scenario for Merging Multiple Capture Files

In the following procedure, we will merge the capture files from Site 1 and Site
2 and analyze the results. Then we will merge the capture files from Site 1, Site
2, and Site 3, and analyze and compare the different results. This exercise will
help you to understand the difference and importance of location of the capture.

Procedure B-11 Merge Multiple Capture Files
1 Launch NETWARS, if not already opened.

2 Merge multiple trace files:

2.1 From the System Editor’s File menu, choose Open Editor.
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2.2 From the Open Editor drop-down menu, select ACE, and then click OK. The
ACE Import: Choose Capture File(s) dialog box displays.

11‘] ACE Import: Choose Capture File{s) LI

Start by clicking “Add Capture File..." or by selecting an Import Configuration

| Capture Agent Location | Filter | Preprocessar ﬂ ‘ Add Capture File... I

MNane Default MNone [ C—" |

DOpen Capture Manager |

Capture Agent Location: rename the
lacation of the agent that created the
capture fle [optional].

Filter: eliminate extraneous packets
[optional).

Preprocessor: assign a file converter
(optional).

ACE canimport and merge multiple files that
were captured simultaneously.

Click Help for details.

[-]
Import Configuration: [ None = [ezts I Lancel Help

Figure B-37 ACE Import: Choose Capture File(s) dialog box
2.3 Click Add Capture File. The Select Capture File for Import dialog box
displays.

2.4 In the Select Capture File for Import dialog box, select the first capture file
named 1209 Lab 1 MultiMerge Client, and then click Open.

Select Capture File for Import llil

Look it I@ op_models j L= 5 Ef-

] 1209 _Lab_1_MultiMerge_App_Server
09_Lab_1_MultiMerge_Client

1209_Lab_1_multirMerge_DE_Server
.] 1209_Lab_1_MultiMerge_Web_Server
Q 1209 _Lab_1_SingleMerge.snif

[ 1209_LB_2_Prablem? . atc.m

[ 1209_LAB_2_Prablemz. atc.m

/8] 1209_LAB_Z_Prablema.atc.m

File name: |1 209 _Lab 1_Multitderge_Client j DOpen I
Files of bype: IAII files [*) j Cancel |
¥

Figure B-38 Select Capture File for Import dialog box

Note—If you do not have access to this file, simply view the screens provided in
this user’s guide to follow along with the procedure.
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The ACE Import: Choose Capture File(s) dialog box shows the first capture
file in the Capture File column.

_ﬁ ACE Import: Choose Capture File{s) ﬂ

Start by clicking "Add Capture File..." or by selecting an Impart Configuration

Capture File ‘ Capture Agent Location | Filter | Preprocessar ;I Add Capture File. |

Site 1 Diztault Hane Remove Capture File |

Open Capture Manager |

Capture Agent Location: rename the
location of the agent that created the
capture file [optional],

Filter: eliminate extraneous packets
[optional)

Preprocessor: assign a file corverter
[optional).

ACE can import and merge multiple files that
wiere captured simultaneously.

Click Help for details.

]
ImpnrtEnnfiguratinn‘INone | Hest > I Lancel | Help |

Figure B-39 The ACE Import: Choose Capture File(s) dialog box with Selected
Capture File

2.5 Inthe ACE Import: Choose Capture File(s) dialog box, click Add Capture
File. The Select Capture File for Import dialog box displays.

2.6 Inthe Select Capture File for Import dialog box, select the second capture file
named 1209 Lab 1 MultiMerge Web Server, and then click Open.

Look jn: I@ op_models j = 5 Ef-

1209_Lab_1_MultiMerge_App_Server
1209_Lab_1_MultiMerge_Client
1209 _Lab_1_MultiMerge_DE_Server

Q 1209 _Lab_1_SingleMerge, snif
[ 1209_LAB_2_Prablem? . atc.m
[ 1209_LAB_2_Problemz. atc.m
[ 1209_LAB_2_Problema.atc.m

File name: |1 209 _Lab 1_Multiberge_‘web Server j DOpen I
Files of bype: IAII files [*) j Cancel |

7

Figure B-40 Select Capture File for Import dialog box

Note—If you do not have access to this file, simply view the screens provided in
this user’s guide to follow along with the procedure.
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The ACE Import: Choose Capture File(s) dialog box shows the second
capture file in the Capture File column.

K] ACE Import: Choose Capture File(s)

x|
Start by clicking "#dd Capture File..." or by selecting an Import Configuration
Capture File | Capture Agent Location ‘ Filter | Preprocessor = Add Capture
1209 _Lab_1_MuliMerge_Client.csv Site 1 Default None specify new capture fil to mport,
e M Site 3 Default Mone

Hemave Capture File

DOpen Capture Manager |

Caphure Agent Location: renamme the
Iocation of the agent that created the
capture file [optional].

Filter: eliminate extraneous packets
(optional].

Prepracessor: assign a file corverter
[optional),

ACE can import and merge multiple files that
were captured simultaneously.

Click Help for details.

L]

Import Configuration: | Hone j Mext > i Cancel | Help |

Figure B-41 The ACE Import: Choose Capture File(s) dialog box with Two
Selected Capture Files

2.7 Inthe ACE Import: Choose Capture File(s) dialog box, click Next. The ACE
Import: Rename Hosts dialog box displays.

ﬁ ACE Import: Rename Hosks

x|
Rename hostg to logical tier names [optional]
Hostname | |Tier Hame ﬂ
3PP server Rename to app server
client Fename to client
web server Rename to wieb gerver

DMS Lookup |

Figure B-42 ACE Import: Rename Hosts dialog box

LCancel Help |

2.8 In the ACE Import: Rename Hosts dialog box, click Next. The ACE Import:
Specify Tier Locations dialog box displays.

NETWARS/Release 5.1
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Notice that both tiers’ locations were Auto-detected by ACE. When the traces
being merged contain shared traffic, ACE will auto-detect tier locations.

_t] ACE Import: Specify Tier Locations il

Specify tier locations that were not auto-detected

Tier Tier Location ;I Tier Location iz a tier's network
= = location relative to the Capture Agent
app server Local to Site 2[1209_Lab_1_Multiberge_\web_Server.cav] Lacation.
client Auto-detected - Local ta Site 1 [1209_Lab_1_Multitderge_Client.csv] . .
web server Auto-detected - Local to Site 2 [1209_Lab_1_Multberge ‘web_Server.cav] ‘hen merging capture files, ACE

auto-detects as many tier locations
az possible. Auto-detected locations
canhnot be modified.

Click Help for details.

Lancel Help

Figure B-43 ACE Import: Specify Tier Locations dialog box

Note that the tier location for the Client and WebServer have been
auto-detected as Site 1 and Site 2. The App Server shows it was found on
capture location Site 2 (which is correct).

2.9 Inthe ACE Import: Specify Tier Locations dialog box, click Next. The ACE
Import: Specify Bandwidth/Latency for Segment dialog box displays.

ﬁ ACE Import: Specify Bandwidth/Latency for Segment il

Specify the bandwidth and latency for the capture zegment

Capture Agent Location Bandwidth [Kbps] | One-way Latency [ms) ;I Bandwidth is the typical throughput

= = obzerved between hosts at the
Site 2[1209_Lab 1_Multibder... 100,000 -- default 0.a capture agent location,

Ore-way latency is one half the total
round-trip (ping) time.

Click Help for details.

||
< Back | Mext > I LCancel | Help |

Figure B-44 ACE Import: Specify Bandwidth/Latency for Segment dialog box

2.10In the ACE Import: Specify Bandwidth/Latency for Segment dialog box, click
Next. The ACE Import: Specify Bandwidth/Latency between Locations dialog
box displays.
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Now specify the bandwidth and latency. The following dialog box prompts you
for the bandwidth and latency between the capture locations. Specifying this
information is very important for accurate AppDoctor results.

_t] ACE Import: Specify Bandwidth/Latency between Locations LI
Specify the bandwidth and latency between the following locations
Location | Location |Bandwidth [Kbps] | One-way Latency [mz] ;I Bandwidth is the minimum line rate
= = = [i.e.. the capacity of the slowest link.
Site 1 [1209_Lab_1_Multitder... Site 2 [1208_Lab_1_MultiMer... 235 - auto-detected belween the twa locations).

One-way Latency iz ane half the total
round-trip [ping] time. *hen merging
filez, ACE auto-detects as many
latencies az possible, based on
mirimurn observed latencies.

Click Help for details.

/|
< Back | Mext > I LCancel | Help |

Figure B-45 ACE Import: Specify Bandwidth/Latency between Locations dialog
box

¢ Edit the Bandwidth column and specify “1544” (Kbps).
¢ Note that the One-way Latency was Auto-Detected by ACE.

2.11 In the ACE Import: Specify Bandwidth/Latency between Locations dialog box,
click Next.

To finish the import, you can save an import configuration to avoid typing in all
of the information again if you were to import another set of traces that were
captured at the same locations. You can also select the view that will be
launched when the import completes.

2.12 In the Save Import Configuration dialog box, click Finish to complete the
import process.

3 Analyze the merged trace. Note that the Data Exchange chart shows three (3)
application tiers:

e Captured at Site 1, where the Client host was located.

e Captured at Site 2, where the Web Server and App Server hosts were located.
Note that no traffic beyond the App Server was detected.
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e The 4th tier, the (Database Server), was not detected, therefore any processing
and network effects are attributed to the App Server.

_ﬁ Data Exchange Chart - 1209_Lab_1_MultiMerge_Client ;IEILI

Fil= Edit Yiew AppDoctor Graph Reports

= s H Ny =y (X o
EeHEIEEEY O P%
Application message chart IAppIication chart only ;I |v Show dependencies
0.0 09 1.8z 27 36s 15 5.4z ]
1 I 1 1 1 1 1 1

| i l client

I ‘ | ‘ | ‘ ‘ | web server

app server —
< o
Application payload size:

= = ? 0 bytes 1-100 101-500 1 501-1000 1 1001-1459 1 »= 1460
Dependency delays: I Network delay Application delay
_\_\_\_\_‘_‘—\—\_
LCloze | Help

Figure B-46 Sample Data Exchange Chart

4 Select AppDoctor > AppDoctor Analysis or click the AppDoctor toolbar icon to
use AppDoctor's Summary of Delays, Diagnosis, and Statistics tabs.

r] Data Exchange Chart - 1209_Lab_1_MultiMerge_Client
File Edit Yiew AppDgfor Gra Reports

EeFHP K Ea X .00 %

Figure B-47 AppDoctor Toolbar button

5 Note which tier has the largest “processing effect’” (and what the percentage of
processing effect is for that tier.) Note the largest component of the “network effect”
(and what the percentage of network effect is.) Note the existence of any other
bottlenecks.

6 Close all currently opened windows, except for NETWARS.

7 Re-import packet traces, this time using packet traces captured at all hosts.
7.1 From the System Editor’s File menu, choose Open Editor.

7.2 From the Open Editor drop-down menu, select ACE, and then click OK. The
ACE Import: Choose Capture File(s) dialog box displays.

7.3 Click Add Capture File.
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7.4 In the Select Capture File for Import dialog box, select the first capture file

named 1209 Lab 1 MultiMerge Client, and then click Open.

The ACE Import: Choose Capture File(s) dialog box shows the first capture
file in the Capture File column.

7.5 Inthe ACE Import: Choose Capture File(s) dialog box, click Add Capture

File. The Select Capture File for Import dialog box displays.

7.6 Inthe Select Capture File for Import dialog box, select the second capture file

named 1209 Lab 1 MultiMerge Web Server, and then click Open.

The ACE Import: Choose Capture File(s) dialog box shows the second
capture file in the Capture File column.

7.7 Inthe ACE Import: Choose Capture File(s) dialog box, click Add Capture

File. The Select Capture File for Import dialog box displays.

7.8 In the Select Capture File for Import dialog box, select the third capture file

named 1209 Lab 1 MultiMerge App Server, and then click Open.

Select Capture File for Import 2| x|

Loak in: Ia op_models j L E’F v

1209_Lab_1_MultiMerge_Client
5]1209_Lab_1_MultiMerge_DE_Server
#5]1209_Lab_1_MultiMerge_wWweb_Server
@ 1209_Lab_1_singleMerge. snif

8] 1209_LAB_2_Prablem1.atc.m

8] 1209_LAB_2_Prablemz. atc.m

8] 1209_LAB_2_Prablem3. atc.m

[
=

Open I
Caricel |

7

File name: I‘I 209 Lab_1_MultitMerge_spp_Server

Filez of type:

| 4l files: [

Figure B-48 Select Capture File for Import dialog box

The ACE Import: Choose Capture File(s) dialog box shows the third capture
file in the Capture File column.

_ﬁ ACE Import: Choose Capture File(s) LI
Start by clicking "Add Capture File..." or by selecting an Import Configuration
Capture File | Capture Agent Location | Filter | Preprocessor ﬂ &dd Capture File... |
1209_Lab_1_MultiMerge_Client.csv Site 1 Drefault None Fiemave Capture Flle |
1209_Lab_1_MultiMerge_web_Server Drefault None = i
[1208 Lab 1 Defaut None Open Captue Manager |
Capture Agent Location: rename the
location of the agent that created the
capture file [optional).
Filter: eliminate extranecus packets
[optional),
Preprocessar: assign a file converter
[optional),
ACE can import and merge multiple files that
were captured simultaneously,
Click Help for details.
Impart Configuration: | Mone LI Next > I LCancel | Help |

Figure B-49 ACE Import: Choose Capture File(s) dialog box with Three Selected

Capture Files
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7.9 In the Select Capture File for Import dialog box, select the fourth capture file
named 1209 Lab 1 MultiMerge DB Server, and then click Open.

Laok jn: I@ op_models j - cF EE-

.] 1209_Lab_1_MultiMerge_app_Server
1209_Lab_1_MultiMerge_Client

;  |ab_1_MultiMerge_DE_Sery
1209_Lab_1_MultiMerge_Web_Server
Q 1209_Lab_1_SingleMerge, snif

] 1209_LAB_2_Prablem? . atc.m

[ 1209_LAB_2_Problemz.atc.m

] 1209_LAB_2_Prablema.ate.m

File name: |1 209 Lab 1_Mulikderge_DB_Server j Open

[ e |
Cancel |
F

Files of twpe: IAII files [¥]

Figure B-50 Select Capture File for Import dialog box

The ACE Import: Choose Capture File(s) dialog box shows the fourth capture
in the Capture File column.

ﬁ ACE Import: Choose Capture File{s) LI
Start by clicking “Add Capture File.." ar by selecting an Impart Configuration
Capture File | Capture Agent Location ‘ Filter | Preprocessor ;I Add Capture File. |

1209_Lab_1_Muliberge_Client.csv Site 1 Default MNone Femave Capture File |
1209_Lab_1_Multiterge_Web_Server.... Site 2 Default MNone = i
_1_M

. Site 3 Default Nane Dpen Capture Manager |
Site 4 Default Mone

Capture Agent Location: rename the
loc:ation of the: agent that created the
capture file [optional).

Filter: eliminate extraneous packets
[optional).

Preprocessar: assign 4 file corverter
[optional).

ACE can import and merge multiple files that
were captured simultaneously.

Click Help for details.

Import Configuration: | Mone | Hext > I Lancel | Help |

Figure B-51 ACE Import: Choose Capture File(s) dialog box with Four Selected
Capture Files
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7.10 In the ACE Import: Choose Capture File(s) dialog box, click Next. The ACE
Import: Rename Hosts dialog box displays.

x|
Rename hozts to logical tier names [optional]
Hostname | | Tier Hame ;I
8pp server Fename to app server
client Rename ta client
db server Rename ta db server
web server Rename to web server

DMS Lookup |

LCancel Help |

Figure B-52 ACE Import: Rename Hosts dialog box

7.11 In the ACE Import: Rename Hosts dialog box, click Next. The ACE Import:
Specify Tier Locations dialog box displays.

Notice that all tier locations were Auto-detected by ACE as Sites 1, 2, 3, and

_t] ACE Import: Specify Tier Locations x|
Specify tier locations that were not auto-detected
Tier Tier Location ;I Tier Location is a tier's network
. . location relative to the Capture Agent
app server Auto-detected - Local to Site 3 [1209_Lab 1_MultiMerge_spp_Server.cav] Location.
client Auto-detected - Local to Site 1 [1209_Lab_1_MultiMerge_Client. cav] . .
db server Auto-detected -~ Local to Site 4 [1209_Lab_1_MultiMerge_DB_Server.cav] ;Yr:—gg;:éingscniELUITi;IrlT;'C':t?DEnS
weh server Auto-detected - Local to Site 2 [1209_Lab 1_Multierge_‘web_Server.cav] as possible. Auto-de}tlected lacations
cannot be modified.
Click Help for details.
< Back Lancel Help

Figure B-53

ACE Import: Specify Tier Locations dialog box
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7.12 In the ACE Import: Specify Tier Locations dialog box, click Next. The ACE
Import: Specify Bandwidth/Latency between Locations dialog box displays.

_1‘] ACE Import: Specify Bandwidth/Latency between Locations LI

Specify the bandwidth and latency between the following lacations

Location | Location Bandwidth [Kbps] |Dne-way Latency [ms] d B_andwidth is th_e minimumn ling rate
= e = e [i.e.. the capacity of the slowest link
Site 1 [1209_Lab_1_Muliker... Site 2[1209_Lab 1_Multiber... 1,544 23.5 - auto-detected between the two locations).

Site 2[1209_Lab_1_Muliter... Site 3 [1209_Lab_1_Multitder... |l eeys=TEw 0.1 - auto-detected .

Site 3[1209_Lab_1_Multier... Site 4 [1209_Lab_1_MultiMer... 3,000 39.3 - auto-detected Ore-way Latency is one hialf the total
round-trip [ping] time. *when merging
files, A&CE auto-detects as many
latencies as possible, bazed on
minimum observed latencies.

Click Help for details.

EH
< Back | Mext > I LCancel | Help |

Figure B-54 ACE Import: Specify Bandwidth/Latency between Locations dialog
box

e Specify “1544” (Kbps) as the Bandwidth between Site 1 and Site 2.
e Specify “3000” (Kbps) as the Bandwidth between Site 3 and Site 4.

Leave the default between Site 2 and Site 3.

Note that the One-way Latency was Auto-Detected by ACE.

7.13 In the ACE Import: Specify Bandwidth/Latency between Locations dialog box,
click Next.

To finish the import, you can save an import configuration to avoid typing in all
of the information again if you were to import another set of traces that were
captured at the same locations. You can also select the view that will be
launched when the import completes.

7.14 In the Save Import Configuration dialog box, click Finish to complete the
import process.

8 Analyze the merged trace. Note that the Data Exchange chart now shows all four
application tiers.

e Captured at Site 4, where the DB Server host was located, now shows the activity
between the App Server and DB Server.
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e The process and network effects between the App and DB Servers are now
attributed to the correct tiers and are correctly calculated.

1‘] Data Exchange Chart - 1209_Lab_1_MultiMerge_Client — |EI|L|
File Edit W¥ew AppDoctor Graph Reports
= & 7 e o= e =
EeFEIEZ Y IO 0%
Application meszage chart IAppIication chart anly ;I |v Show dependencies
DiD . DiS . 1.|Ss . Zi? . B.Ps . 4i5 . 5.|43 . ;I
I 4 l client
] ‘ | | o ’ | ! web server
an In‘ & W) app server
db server —
-
4| o
Application payload size:
e I 1‘ 0 bytes 1-100 101-500 1 501-1000 1 1001-1455 ? »=1460
Dependency delays: I Netwaork delay &pplication delay
_\_\_\_\_‘_‘—\—\_
LCloze | Help

Figure B-55 Sample Data Exchange Chart

9 Select AppDoctor > AppDoctor Analysis or click the AppDoctor toolbar icon to
use AppDoctor's Summary of Delays, Diagnosis, and Statistics tabs.

10 Note what has the largest “effect” (and the percentage of effect) on the application.
Note which tier has the largest “processing effect” (and what the percentage of
processing effect is.) Note the existence of any bottlenecks between each tier.

11 Close all currently opened windows, except for NETWARS.

End of Procedure B-11

Conclusion

In the first import, two capture files were merged. One capture file was taken at
the Client location (Site 1), and the second capture file was taken where the
Web Server and Application Server resided (Site 2). In this merge you could see
three of the four tiers of the application. In this analysis, the Application Server
was “charged” with all the process effect and network effects that should have
been attributed to the Database Server.
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In the second import, four capture files were merged, one at each application
tier. This gave a complete/proper analysis of all processing and network effects.
You will note that this analysis also highlighted that the “Nagle” algorithm was a
factor between the Application Server and Database Server. This could not
have been detected in the first capture merge.

When importing capture files into ACE, understand that processing and network
effects may be charged/allocated/attributed to those tiers that are present in the
capture.

When importing multiple capture files into ACE, be aware of the bandwidth
between locations.
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