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1.1

1.2

Overview

This document describes key features, attributes, usage, and statistics of the Promina
device models shipped as part of the NETWARS model. Promina is a family of devices
that provides circuit-based layer-2 connectivity between the other devices connected to
Promina nodes. Multiple technologies can connect to the Promina network through the
LAN ports (“Ports” in Promina nomenclature) of the Promina devices and be transferred
over that network via logical links connecting the WAN ports (“Trunks”) of the Promina

devices.

Intended Use

This document is intended for NETWARS users who have a reasonable level of
knowledge about Promina family of devices and their use in Tactical network. This
document is written to help the engineer learn about configuration of Promina devices in
NETWARS and the types of interfaces, attributes, and statistics available in both the
Discrete Event Simulation and Capacity Planning use cases.

Feature Summary

This section provides a list of the main features available in the Promina model.

Table 1: Promina Features

Feature Description Support
LAN ports Serial and Ethernet ports
are supported
WAN ports Serial (T1, E1, ...) trunks

and ATM (SCLX) trunks
are supported

Node Parameters

Domain ID This number is assigned to a node to indicate that Supported

the node is part of a particular domain
Node ID Unique integer identifier for each node in a domain | Supported
Gateway Node A node that is part of two domains Not supported

Transit Domain

A call can only pass-through at most one domain,
called the transit domain, to reach its destination.

Not Supported (No domain
limits on Inter-domain

calls)
Backplane Total bits per second supported by the Promina Supported
Bandwidth device
Max. Calls on Node | Maximum number of calls that can pass through, Supported
originate, or terminate on the node.
Max Call Setup Number of attempts that are made to initiate a call Supported
Retries when alternate routing is desired.
Max. Hops Per Call | Maximum number of nodes through which a call Supported
originating on this node can go to reach its
destination.
Max Satellite Hops Number of satellites through which a call can goto | Supported
reach its destination
Max Hops Per Maximum number of hops that can exist between Not Supported




JCSS Models User’s Guide

Interdomain Call

the two ends of an interdomain call

Sync retry Time

This parameter specifies how often the software will
attempt to reconnect a permanent data call when the
connection attempt fails or the call is disconnected
(due to a failure).

Supported

Reconnect Timeout

This parameter specifies the time within which calls
must be reconnected in the event of a failure.

Supported

Preempt Control

This parameter specifies the number of hops that are
added to the least-hop path so that the call can be
placed without preempting other calls.

Supported

LAN Port (Port) P

arameters

Port Types

Generic Serial and
Ethernet LAN ports to
model HSD-2 and LWX
modules

Orig/Ans Mode This parameter allows you to specify whether the Not Supported
subrate port can originate and answer calls, answer
calls only, or originate calls only.

Destination Port The port ID of the destination port Supported

Call Type Demand or Permanent Supported (Permanent,
Demand)
Call Priority The order in which a call originating from this port | Supported
is reconnected when the port is interrupted for any
reason.
Preempt Priority When there is not enough bandwidth to complete a | Supported
call. The pre-empt priority value assigned to the call
is compared to the call priority value assigned to
other calls on the link to determine which calls
should be pre-empted.
Secondary Call Used when the optimal path is not available Not Supported
Priority
Secondary Preempt Used when the optimal path is not available Not Supported
Priority
Port Speed Supported
Ter routing Controls whether the call is required, preferred, Supported
Enc routing preferred not, or don’t care to use each particular Supported
Fib routing type of route Supported
ATM routing Supported
SCLX routing Supported
Selected Path This parameter overrides the system and allows to Supported
specify the path the call takes through the network.
Data Flow Direction | Controls the direction (two way, one way) of the Supported

call

Time of Day The time-of-day restriction specifies a start and end | Supported (in the form of
Restriction time for the port. Start-Time and Stop-time
during the simulation)
Other Not Supported Call Orig Signal,
Features DTE/DCE, RTS/CTS,

Data Format, Encoding
Format

WAN Port (Trunk) Parameters

Trunk Types

Generic Serial WAN
interface to model SA-
TRK trunk module. ATM
WAN interface to model

OPNET Technologies, Inc.
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1.3

1.4

SCLX module.
Neighbor Node A Promina node that is connected to a WAN port on | Automatically detected by
this node each WAN port
Sat/Terr Routing attributes that will be used with routing Supported
Encryption options under port parameters Supported
Fiber Option Supported
Logical Slots The selection for logical slots determines how much | Supported
TBus bandwidth is allocated to trunk module
Transmit Trunk Rate Supported
Receive Trunk Rate Supported
SCLP Rate The bandwidth set aside for SCLP signaling Not Supported
Other Unsupported Redundant Card, Alarm
Features Features, BER Report, Clk
Ref

Feature Description

Every Promina node is defined by both the types and the number of ports that it has on
the LAN and WAN sides. A Promina network is defined by a number of Promina devices
that are connected together through logical links between their WAN ports. External
devices with different technologies (TDM, Analog Voice, Digital Voice, etc.) connect to
Promina devices through the LAN ports and each signal will be delivered in its original
format on a LAN port of another Promina device after transiting the Promina network
encoded in Promina-specific packet/bit streams. The configurable parameters of a
Promina device can then be divided into three main groups namely, LAN Port Properties,
WAN Port Properties, and Node-level properties shared by all ports.

Many different technologies can connect to the Promina devices using various types of
port interface cards (Circuit or LAN ports). The current Promina device models in
NETWARS support two types of generic Circuit (LAN) ports namely Serial Circuit ports
(to model T1, E1, E3, HSD-x port cards) and Ethernet Circuit ports (to model LWX
ports). The two port types only differ in their interface type otherwise they share the same
set of configurable attributes in terms of call configuration parameters. On the Trunk
(WAN) side, the model supports Serial Trunk ports as well ATM Trunk ports to model
SRA-TK trunk cards and SCLX/CX trunk cards respectively. Different Promina nodes
models are then characterized by the number of Circuit (LAN) and Trunk (WAN) ports
of each type that they support.

Limitations/Assumptions

Due to the proprietary nature of the protocols used in real Promina devices on the Trunk
(WAN) links, the Promina model uses a generic segmentation/encapsulation method to
carry the packet coming from the Circuit (LAN) ports over the Promina network. As in
all other NETWARS models, the communications is strictly packet-based and the line
signaling and clocking features are not modeled.
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1.5

1.6

1.7

Model List

The standard NETWARS model library contains a number of node models representing
various models of Promina devices. Those models can be located under the “Node
Models” Directory of the “NETWARS Standard Model” palette and include the
following models.

The model names are shown with the number of ports available for each port type.

Table 2: Promina Models

Model Name LAN Ports WAN Ports
Serial Ethernet Serial CX SCLX
Promina 20 5
Promina-100 128 10
Promina-200 200 20
Promina-400 400 25
Promina-800 600 25
Promina_101_5w_2eth_2sclx_2cx 10 2 5 2 2
Promina400 e180 sI180 180 180 25
IDNX-20 200 20
IDNX-90 400 25

You can also create custom models with arbitrary number of ports of each type using the
Device Creator utility explained later in this document.

Reference Documents

“Node Management”, N.E.T. Promina 800 series manuals.

“Promina 800 Installation and Maintenance”, N.E.T. Promina 800 series manuals.
“Trunk Modules”, N.E.T. Promina 800 series manuals.

“Data Modules”, N.E.T. Promina 800 series manuals.

Additional Information

For any additional information not provided in this document, consult the NETWARS
Model Development Guide (MDG) or other NETWARS documentation. Information
provided in the Model Development Guide includes interfacing with NETWARS models,
using NETWARS traffic types, expected packet formats and interrupts, and suggested
model development processes. This documentation is provided inside a standard
NETWARS installation and can be found in the <NETWARS Installation
Directory>\Documents directory (where <NETWARS Installation Directory> is the
directory where NETWARS is installed).

Also, for any questions regarding OPNET specific functionality, consult the standard
OPNET documentation. This documentation can be accessed inside NETWARS via the
Help > Documentation > ITGuru Documentation menu.

OPNET Technologies, Inc.
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Finally, Promina files can be located under the <NETWARS Installation
Directory>\Sim_Domain\op_models\netwars_std_models\circuits\promina directory.
These models and files can be accessed and modified using the OPNET Modeler

software.
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2.1

Configuration

One of the advantages of NETWARS is that it provides a great amount of flexibility
when configuring network and device models. As Promina contains a large amount of
functionality, several steps are needed when configuring this device.

Node Configuration

Currently, there are several types of Promina devices available inside the NETWARS
palette. To find the available Promina models, open the object palette (Topology > Open
Object Palette) and find the “NETWARS_Multiplexers” palette (shown below).

== DObject Palette Tree: atm_demands-baseline = | O | X |

ﬂl Search by name: I

Drag model or subnet icon into waorkspace

S[ NETWARS_Encryption_Devices d

&l NETwWARS_IP_Data
] NETWARS_Links
B NETwWARS_Multiplexers

Ijﬂﬁ Mode Maodels
= FCC_100w7 Fixed Node
== FCC_100v9 Fixed Maode
= Generic_TOM_LX Fixed Node
2 IDMX-20 Fixed Mode  pr
= IDMx=40 Fixed Mode
3 Promina-100 Fixed Mode  pr
3 Promina-200 Fixed Mode
3 Promina-400 Fixed Mode  pr
3 Promina-800 Fixed Mode
2 Prominad00_e180_s180 Fixed Mode El Q
2 Promina Fixed MNaode i )
L1 Promina_10I_Bw_Zeth_2sclx_2cx  Fixed Mode ;J Longes)) it

8] NETWARS_Radio_Systems

Al NETWARS_Satellites _|LI
4 | 3

[C Create right-angled link

E\[ NETWARS_nonDES_WTC
[+

fodel [Details | Craate Custom Mudel...l Cloge | Help

Figure 1: Promina Node Attributes

Once the particular Promina model is found, you can drag and drop the model into the
scenario to successfully deploy the model. Once the model is deployed, attributes are
available on the device which can be modified to activate certain Promina functionality.
The following subsections discuss these Promina device attributes.

OPNET Technologies, Inc.



2.1.1 Promina Node Attributes

The Promina node attributes are all of the attributes which can be accessed by right-
clicking on a particular Promina device and selecting the Edit Attributes menu. The
following table describes the node attributes in detail. Any compound node attributes are
left for subsequent tables as compound attributes contain another layer of attributes.

== {Promina_10l_5w_Zeth_2sclx_2cx) Atkribuk

|Attribute
@ r~name
AT
& FBack-plane Bandwidth
Circuit Configuration
Cut-through mechanism
& |Domain D
Ethernet
I—Explicit Yoice Packet Generation
@ FGateway
@ FModelD
@ ® MNode call parameters
WAN port parameters
b availakility_status
|- classification
Fequipment_type
Free-text Questions

I~ Apply changes to selected objects

e

Find Mext |

disabled

Mo

Auto assigned
Default

()

promoted
Unclassified

Promina

()

=
[~ Advanced

Cancel |

Figure 2: Promina Node Attributes

Table 3: Promina Node Attributes

Attributes

Description

Back-plane Bandwidth

The back-plane attribute allows you to define a maximum bandwidth
for the ports on the particular Promina device (for Circuit/LAN and
Trunk/WAN ports). This attribute is measured in Kbps. For example,
if the attribute was set to 256 Kbps then no port on this Promina
device could contain a Promina circuit (or data rate) higher than 256
Kbps (even though a higher speed could be defined for the circuit).

Cut-through Mechanism

This attribute allows you to modify (on a per port basis) whether this
device will act as a store-and-forward node or as a cut-through device
(i.e., circuit based). If the cut-through mechanism is enabled for a
particular port, the transmission delay will not be calculated for this
hop (i.e., it is zero) and the packet will immediately be forwarded to
the next hop. If the cut-through mechanism is disabled, the packet
will incur the normal transmission delays on this hop.
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Domain ID

The domain ID refers to a network of Promina nodes. Each domain
can contain up to 250 Promina nodes. Each domain has a single ID
number (i.e., 1, 2, 3, ...) which is assigned by the user.

Explicit VVoice Packet Generation

This attribute specifies whether this Promina device will load the
particular network with voice data packets to represent the voice data.
If the attribute is enabled, voice packets will be created and sent out at
1 packet per second to model the particular bandwidth (used for
detailed studies). If the attribute is disabled, certain statistics will be
updated analytically and no packets will be sent (less detail).

Gateway

This attribute specifies whether this Promina device acts as a gateway
between the different Promina domains. If the attribute is set to “Yes”
then this Promina will act as a gateway. If the attribute is “No” then
this Promina will not act as a gateway. This attribute has no effect on
a simulation.

Node ID

The node ID refers to this Promina’s ID within a particular domain.
Each node has a single ID number (i.e., 1, 2, 3, ...) which is assigned
by the user. If the attribute is set to “Auto Assigned” then a number
will be chosen dynamically during the simulation.

Availability Status

A NETWARS standard attribute, denotes whether the node is
available to receive IER traffic during a simulation.

Classification

A NETWARS standard attribute, sets the classification level (i.e.,
Unclassified, Classified, etc.) of this particular Promina.

Equipment Type

A NETWARS standard attribute, sets the device type for NETWARS
specific functionality. This attribute should always be set to
“Promina.”

OPNET Technologies, Inc.




2.1.2 Node Call Parameters

..............

Promina devices look at circuits as “calls” between devices. The attributes specified by
this compound attribute (located in the Promina node attributes) modify how the Promina
device behaves to specified calls (i.e., circuits).

_oix)
| Attribute | Yalue d
@& |-Domain D 0
Ethernet
I—ExplicitVDice Facket Generation disakbled
& | Gateway Mo
@ FNode D Auto assigned
[@l[= MNode call parameters ]
I—rows 1
El row 0
@ b Maxirnurn calls (calls) 1024
@ F haximurn hops percall tha.. 12
3} |- Masimurm call setup retries .. 8
3} b haximum satellite hops (ho... Mo limit
)] I—Reconnedtimeout (secon.. 10
@ k- Preempt contral (hops) 1]
@ L Syne retry time (seconds) 30
WAN port parameters [
l—a\xailability_status promoted
|- classification Unclassified i
|—equipment_type Promina LI
[~ Apply changes to selected ohjects [~ Advanced
| Eind Mext | oK Gl |

Figure 3: Node Call Parameters Table

Table 4: Node Call Parameter Attributes

Attribute

Description

Maximum Calls (calls)

This attribute specifies the maximum number of calls that can pass
through, originate or terminate on this Promina device. The highest
number of calls allowed is 4000 calls.

Maximum hops per call (hops)

This attribute specifies the maximum number of nodes a call (which
has originated on this Promina) can traverse to reach its destination.
This highest number of hops allowed is 12 hops.

Maximum call setup retries (tries)

This attribute specifies the maximum number of attempts made to
initiate a call (which has originated on this Promina). This is used
when alternate routing is desired. The highest number of retries
allowed is 8 retries.

Maximum satellite hops (hops)

This attribute specifies the maximum number of satellite nodes a call
(which has originated on this Promina) can traverse to reach its
destination. If the attribute is set to “No Limit” then an infinite
number of satellite hops are allowed.

Reconnect timeout (seconds)

This attribute specifies the amount of time which a call must be
reconnected by in the event of a failure. This value can range from 1
to 60 seconds.
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Preempt control (hops) This attribute specifies the number of hops which can be added to the
least-hop path so that the call can be placed without preempting other
calls. This value can range from 0 to 11 hops.

Sync retry time (seconds) This attribute specifies how often the Promina will attempt to
reconnect a permanent data call when the connection attempt fails or
the call is disconnected (due to a failure). The value can range from 10
to 255 seconds.

2.1.3 Circuit Configuration Parameters

Promina devices have two types of ports: Circuit (LAN-side) and Trunk (WAN-side).
The attributes specified by this compound attribute (located in the Promina node
attributes) modify how the Circuit (LAN) ports on the Promina device behave. Each row
(or Source Port) in this compound attribute corresponds to the Circuit (LAN) port with
the same number. For example, Port ID #2 would correspond to the Source Port
“l_pt_2.” Both of these values would be pointing to the Circuit (LAN) Port #2 or
“l_pt_2”in the node model. It is important to note that most of the attributes inside the
“Circuit Configuration” compound attribute can be set through the Generic Circuit
Wizard (see the “Promina (LAN) Circuit Configuration” section for more details).

_Ioix]
| Adtribute | Walue ;I
@ |Back-plane Bandwidth 256
El Circuit Configuration [
I—ers 12
| ®owg ]
- Source Fort I_pt_0
I—Circuit Speed Auto-Sense
& b Call priority 7
@ k- Preempt priority 0
&3} I—Terrestrial routing Do not care |
& F Encrygtion routing Do not care
3} I-Fiberruuting Do not care
&3} FCall type Permanent
|- Directian Cual
@ F Inactivity timer (seconds) 5
F Start Time (secs) Start of Sim
}-Stop Time (secs) End of Sim
@ F Promina part number il
&3} L Promina card number I}
o 1 I_pt_l.Auto-Sense,?.0.0o not ca.. LI
I~ Apply changes to selected ohjects [~ Advanced
[ EindNext | oK Cancel |

Figure 4: Circuit Configuration Parameters Table

OPNET Technologies, Inc.



Table 5: Circuit Configuration Parameter Attributes

Attribute

Description

Source Port

This attribute specifies the Circuit (LAN) port for this set of attributes.
The string inside this attribute matches the name of the port inside the
node model. This attribute is locked (non-editable) and drives much of the
DES, Capacity Planner, etc. functionality for the Promina device.

Circuit Speed

This attribute specifies the maximum port speed for this port (circuit) in
Kbps. If the attribute is set to “Auto-Sense” then the data rate of the link
attached to this port will be used.

Call Priority

If multiple calls from the node have failed, the priority of call determines
which calls get reconnected first. This attribute specifies the priority of
any calls which are traversing this port. The range of values for this
attribute is 0 to 15.

Preempt Priority

If there is not enough bandwidth available for a particular call, another call
can be preempt or bumped based on the call priority. This attribute
specifies the preempt priority for calls traversing this port. The possible
range of values for this attribute is 0 to 15.

Terrestrial Routing

Encryption Routing

Fiber Routing

These attributes specify whether the calls which traverse this port are only
specified for Satellite, Encryption, or Fiber routes. If the value is set to
“Required” then a particular call must take this specified medium. If the
value is set to “Do not care” then the call can be routed over this medium.

Call Type

This attribute specifies the call type during a simulation. A “Permanent”
call will be set up at the beginning of simulation and is never torn down.
A “Demand” circuit will be

setup whenever demanded by the end devices connected. Also, a
“Demand” circuit will be torn down if inactive for a period of time.

Direction

This attribute specifies the direction of the circuit. If the value is set to
“Dual” the circuit is bi-directional. If the value is set to “1->2” then traffic
can only flow from this device to the destination device. If the value is set
to “2->1" then traffic can only flow from the destination device to this
device.

Inactivity Timer (seconds)

This attribute specifies the amount of time (in seconds) where a “Demand”
circuit will be torn down if inactive. Inactive means no packet exchange
has occurred in the time specified by this attribute.

Start Time (secs)

This attribute specifies when (in seconds) this particular port is available
or active. If the attribute is set to “Start of Sim” then the port will be
active at the beginning of the simulation.

Stop Time (secs)

This attribute specifies when (in seconds) this particular port is no longer
available or inactive. If the attribute is set to “End of Sim” then the port
will be active from the specified start time to the end of the simulation.

Promina Port Number

This attribute holds the port number of the port in the real Promina device.
This attribute number along with the “Promina Card Number” specifies a
unique port on the Promina device. This attribute has no effect on the
simulation.

Promina Card Number

This attribute holds the card number of the port in the real Promina device.
This attribute number along with the "Promina Port Number" specifies a
unique port on the Promina device. This attribute has no effect on the
simulation.

11
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2.1.4 WAN Port Parameters

Promina devices have two types of ports: Circuit (LAN-side) and Trunk (WAN-side).
The attributes specified by this compound attribute (located in the Promina node
attributes) modify how the WAN ports on the Promina device behave. Each row (or Port
ID) in this compound attribute corresponds to the WAN port with the same number. For
example, Port ID #2 would correspond to WAN port 2 (i.e., “w_pt_27).

o/
| Aftribute | Yalue ;I
Cut-through mechanism [
& |-Domain D 0
Ethernet
I—ExplicitVDice Facket Generation disakbled
& | Gateway Mo
@ FNode D Auto assigned
@ ® Node call parameters Default
E 'WaAN port parameters [
|- rowes q
| sowg ]
FPor D 0
@ - Transmit data rate (Kbps)  Auto-sense
@ F Receive data rate (Kbps) Auto-sense |
)] I—Terrestrial Auto-sense
3] [ Encryption Auto-sense
& - Fiber Auto-sense
@ L Logical slats &
rowe 1 1.Auto-sense Auto-sense Auto-s..
row 2 Z,Autu-sense,AutU-senSe,AutD-s...ﬂ
[~ Apply changes to selected objects [~ Advanced
[ FindNext | oK cancel |

Figure 5: WAN Port Parameters Table

Table 6: WAN Port Parameter Attributes

Attribute Description
Transmit Data Rate This attribute specifies the transmission data rate (in Kbps) on this particular port.
(Kbps) If the attribute is specified as “Auto-sense” then the node will automatically detect

the transmission data rate during simulation.

Receive Data Rate

This attribute specifies the receiving data rate (in Kbps) on this particular port. If

(Kbps) the attribute is specified as “Auto-sense” then the node will automatically detect
the receiving data rate during simulation.

Terrestrial These attributes specify whether Satellite, Encryption, or Fiber devices are located

Encryption on this WAN port. The values for these attributes must match at both ends of the

Fiber trunk (i.e., circuit). If the attribute is specified as “Auto-sense” then the node will
automatically detect the network configuration during simulation.

Logical Slots This attribute indicates how much of the back-plane bus bandwidth is allocated to

the trunk module. Each logical slot takes up 2.048 Mbps of bandwidth. The
possible values for the Promina 800 series are 1, 2, 4, and 8. For the Promina 200
and 400 series, the possible values are 1, 2, and 4.

OPNET Technologies, Inc.
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2.1.5 ATM Parameters (CellXpress and SCLX Port Types)

2.2

Promina devices have ATM ports (CellXpress and SCLX ports) which allow the Promina
to connect to an ATM network. The attributes specified by this compound attribute
(located in the Promina node attributes) modify how the ATM ports on the Promina
device behave. Each row in this compound attribute corresponds to the ATM port with
the same number. For example, ATM Parameters (IF_1_5 P0) would contain attribute
values which correspond to SCLX port 5 (i.e., “sclx_pt_5"). The ATM Parameters (IF_7
P0) would contain attribute values which correspond to CX port 7 (i.e., cx_pt_7”). These
attributes reflect the standard attributes set inside the ATM layer of the OPNET COTS
models. Refer to standard OPNET IT Guru manual for a description of these attributes.

/%]
| Aftribute | Yalue =

@ rname Prorina_101_5w_feth_2schx_2ox

3] ATM Parameters | 5 F0) [

& - Address Auto Assigned

)] Queue Configuration All Categaries

3] Pat-Part Configuration [

& FvC Routes Report Do Mot Export

)] SPVC Reroute Parameters  Default

3] Palicing Parametars Disahled

&3} ABR Feedhack Scheme MNone

)] |- Connectian Limit Unlimited |
3] Processing Pararmetars Default

&3} SSCOF Parameters Default

)] Baseline Device Throughput MOMNE

3] CAC Configuration Default

&3} ATM Parameters (IF_1_BP0)  [.)

)] ATM Parameters {IF_7 PO} [

3] ATM Pararmeters (IF_8 PO) [

@ |Back-plane Bandwidth 256 ﬂ
[~ Apply changes to selected objects [~ Advanced
[ FindNext | oK cancel |

Figure 6: ATM Parameters Table

Link Configuration

As Promina can connect to several types of technologies, it also can also accept many
different types of links. The link possibilities depend on whether you are trying to
connect a device to the LAN-side or WAN-side of the Promina device. Currently, there
are two ways to deploy links inside NETWARS:

1. Link Deployment Wizard (Topology > Link Operations > Deploy Link or Ctrl +
L)

2. Object Palette (Topology > Open Object Palette)

13
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Currently, the easiest way to connect a Promina and a LAN-side or WAN-side device is
to use the Link Deployment Wizard (LDW). To accomplish a successful configuration,
use the following steps (see the matching LDW figure below):

1.

2.

Select the two devices which need to be connected and press Ctrl + L.,

When the Link Deployment Wizard appears, select an available link technology from
the menu (if no matching ports exist, the Promina is unable to connect to this type of
device).

Select the link which is appropriate for this technology. For example, if the specified
technology is Serial then the DSO, DS1, T1, T3, etc. links are available. If the
specified technology is Ethernet then the 10BaseT, 100BaseT, and 1000BaseT links
are available.

Check to make sure the ports on both the connecting devices are acceptable. On the
Promina device, if the port is “l_pt_#” or “eth_pt_#” then this device is connecting to
the LAN-side of the Promina. If the specified port is “w_pt_#”, “scIx_pt_#”, or
“cx_pt_#” then this device is connecting to the WAN-side of the Promina.

Change the bandwidth on the link. Selecting an initial link (i.e., DS0O, 10BaseT, etc.)
will set a default bandwidth in the wizard but you can select other bandwidth values
as necessary.

=TE]
Select Port Group: Iserial ﬂ
Select Link: Ippp_adv ﬂ
Prormina. Src Port I I_pt_0Z ﬂ
Cisco 4500.Dest Port Ipt_B_D ~|
Banchwiclth: [ 1008.00 x| Kbps
Cancel |

Figure 7: Link Deployment Wizard

Refer to the NETWARS User’s Manual for further information on deploying links using
the above methods.

OPNET Technologies, Inc.

14



' Metmorics e Apgiications Perform™

2.2.1 Circuit (LAN) Connections

The Circuit or Local Area Network (LAN) side of a Promina refers to a collection of
devices where the Promina device is acting as the gateway connection to an outside or
external network. As Promina can provide several types of connections to devices
residing inside the LAN, several types of link connections are available.

Typical Circuit or LAN side connections include Ethernet, Serial, and Voice (Circuit
Switch). Therefore, devices such as IP routers, IP workstations, encryptors, multiplexers,
and circuit switch nodes are all capable of directly connecting into the LAN-side ports of
the Promina. The connections between the LAN-side device and the Promina would be
provided by the standard links given for each type of technology (the list below is not
complete as other custom links could be added by the user):

Ethernet (10BaseT, 100BaseT, 1000BaseT)

Serial (DSO, DS1, DS3, T1, T3, Wire PTP)

Circuit Switch (Wire PTP)

Encryptor (KIV19, KG94, KG75, KG95-2, KG194)
Multiplexer (MUX Aggregate)

AEgde o PEElEEDaEm s BEE

Unclassifiect - 10 aanta.PRsinaatm_cloud. stm32._cloud 23 30 £ 40 45

D [#]select wired Link Properties N =] S
Select Technology ;l

= Select Port Group:
15 Pramina

Select Link:

sthernet

serial
Promina.Src Port

20 Cisco 4500 Dest Part =
Bandwicth [ =lkees

B Cancel

Router

23

~Cisca 4500}

Figure 8: Promina LAN-side Link Configuration
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2.2.2 Trunk (WAN) Connections

The Trunk or Wide Area Network (WAN) side of a Promina refers to a collection of
devices which provide external network connectivity to a Promina. As Promina can
provide several types of connections to devices residing inside a Promina Circuit (LAN)
side, several types of link connections are available on the Trunk or WAN side as well.

Typical Trunk connections include ATM and Promina connections. Therefore, devices
such as ATM routers and other Promina nodes are all capable of directly connecting into
the Trunk (WAN) ports of the Promina. The connections between the Trunk (WAN)
device and the Promina would be provided by the standard links given for each type of
technology (the list below is not complete as other custom links could be added by the

user):

e ATM (SONET OC1, OC3, OC12, OC24, OC48, ATM Generic)
e Promina (Promina WAN Link)

== Scenario Builder: atm_demands Scenario: baseline [Subnet: top.Nw_Top.New_OPFAC]

File Edit Wiew Scenarios Topology Traffic Protocols Capacity Planning  MetDockor DES  Windows  Help

NESHAE0) 2 9=k e mEEEm e Ee

Unclassified 3

10

15

20 25

20

35

40

10

iz

Prormina_1

Prornina_:

20

25

20

Select wired Link Properties — IEI Iil
Select Port Group: prominea LI
Select Link: [rramine_wan_tink <]
Fromina_1.5rc Port wi_pt_0 ;I
Promina_2 Dest Part lm
Bandwidth lm Khps

OPNET Technologies, Inc.

Figure 9: Promina WAN-side Link Configuration
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2.3 Promina (LAN) Circuit Configuration

Users need to configure circuits between two promina devices for successful transmission
of traffic. These circuits provide mapping of local circuit port on one promina device to
remote port on remote (pair) promina device.

A new path model, nw_circuit, is created to represent circuits. Paths are standard
OPNET objects that can connect two or more nodes in sequence. A custom path model is
used so that the NETWARS generic circuit support does not interfere with the use of any
OPNET path models.

The nw_circuit path model has following attributes:

Table 7: Promina Circuit Attributes

Name Type Description

Circuit Type string Describes the name of circuit

Port A string Name of the port used on the first end device
Port B string Name of the port used on the last end device

The Port A/B attributes record the port assignment for the circuit and should be set to
values matching the Circuit Configuration.Source Port attributes of the end devices.

=

\

Port A: I;pt_l

PortB: | _pt 0
Circuit Configuration Circuit Configuration
| pt O e | pt 0 e
| pt 1 e < | pt 1

Figure 10: Promina Circuit Diagram

Promina devices use generic circuit framework (use of nw_circuit path object) for circuit
configuration.

17
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Circuits can be configured by two ways:
1. Use circuit wizard
a. Select two promina devices

b. Use Topology -> Deploy Circuits menu option or the keyboard short cut
(Ctrl + D)

== Circuit Deployment Wizard il

Circuit Type:

Ipromina ﬂ
Ports |coaD| Atributes]

JFLCC.Pramina

[ pt 4 =]

JFACC Promina

[1pt_3 =]

0% Cancel | Help |

Figure 11: Promina Circuit Port Configuration

c. Choose the two circuit ports (local and remote port)

d. Users also have option to set the circuit related attributes (sub attributes of
Circuit Configuration compound attribute)

OPNET Technologies, Inc.
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Circuit Type:

Circuit Deployment Wizard

Ipromina

Ponsl Ccy 3| Attributes |

CircuitSéeed

Call priarity 0-15
Preempt priority  0-15
Tertrestrial routing
Encryption routing
Fiber routing

Call type

Direction

Name |Range|VaIue Units

Auto-Sense Khps
7

0

Do not care

Do not care

Do not care
Permanent

Dual

[0]% Cancel

| Help

Figure 12: Promina Circuit Attributes Configuration

2. Drag and drop from palette:

a. Drag and drop a nw_circuit path object from palette

b. Connect two end devices with this path object

c. Circuit Deployment Wizard dialog box will show up allowing users to
choose the two ports and provide user with option to set circuit related

attributes

ATM Trunk (WAN) Configuration

Promina allows the use of two types of ATM ports: CellXpress and SCLX. If you wish to
use these two types of ports, an ATM SPVx (switched permanent virtual connections) or
ATM CX (CellXpress) connection must be configured between two Promina devices.
Inside NETWARS, you must deploy the proper ATM demand from the object palette to
setup these types of ATM connections. To deploy an ATM demand, use the following

steps:

1. Open the object palette (using the Topology > Open Object Palette menu) and find
the “atm_promina_spvx” or “atm_cx” demand under the “NETWARS_ATM”

palette.
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2. Deploy the Promina ATM demand between the two Promina nodes. Note that you
may have to drill into the OPFAC first before connecting the demand to a particular

3.

] obiect Palette Tree: atm_demands-baseline

=0l x|

_I Search by name: I

Drag model or subnet icon into workspace

7 170

TRCA175

5 TSC-H5-BwTSSP
Y TSCH5-CwTSEP

TEC-94-AwTSERP

> woip_phone

Fixed Mode ;I
Fixed Node
Fixed Mode
Fixed Mode
Fixed Mode
Fixed Node
Fixed Mode
Fixed Mode
Fixed Node

=

aftm_proming_spux

S5l NETWARS_ATH
{1 Mode Models
=<3 Demand Models

I~ | Create right-angled ik
todel Details | Create Custom Model |

Close | Help

] @

Logical Subnet

Promina device.

After deploying the demand, right-click on the demand (i.e., the ATM circuit) and

Figure 13: Promina ATM Demands

select “Edit Attributes”.

== Scenario Builder: atm_demands Scenario: baseline [Subnet: top.Nw_Top.Orlando]

File Edit Wiew Scenarios Topology Traffic  Protocols Capacity Planning  MetDoctor DES  Windows Help

NS ESN0LLP MmN BEEER &R @_[@

Unclassified

T

- Allanlaiu}nSmaalmfcloud.a m‘ggfcloud 525

Attribute Reparts

Select
Edit Attributes (Advanced)

Feature In Showcase
Wiew Demand Description
Hide This Dernand

Select Similar Dermands
Edit Sirnilar Dernands
Show Similar Demands
Hide Sirnilar Dernands

Wiew Results

Fail This Dermand

a0

35

Figure 14: Promina ATM Demand Edit Attributes Menu

OPNET Technologies, Inc.
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4. Change the “Promina” attribute on the demand to reflect the necessary port
information. The easiest way to do this is to look at the tooltip for each of the ATM
links going into the Promina devices. To get the tooltip, move the mouse over the link
and wait for information to appear. When the tooltip appears, you will see the
necessary port information which includes the port names. The port name will then
map directly into the “Promina” attribute on the ATM demand. Typical port names
for the Promina ATM ports would include “scIx_pt 5" or “cx_pt_8.” For example, if
the port name was “sclx_pt_5,” then the “Card Type” is SCLX and the “Port Index”
is 5 (see the figure below).

NSRA 5020w EEEEneEERE
Unclassifiedt o W e A A A ] - A = i w i =
kN
5\
Y
| :
Y :
5 5 e
10| x|
\
\‘ ‘Attmbula Value 1=l
\‘ @ ~name Promina <> Proming.
hame = top.Mw_Top.FAADLO0L =
n % |uink Tvpe - et sORET 001 | | G om_proming_spve  (ESIEIEE
Barchwidth = 49535.00 Kbps @ |AALType AsLS
ArealD =0 Trunk Match Information
port a = Promina.sch_pt_S
port b = atm32_cloud.pt_00 fiziisll ot
@ |Connection Description Mot Used
. Frorhing @ |Cannection ID NONE
@ | Conflection Weight 0 I .
FDeldfian Time End of Simulation
FOfstination Card Type SCLK
20 FD stination Port Index 5
Fsfurce Card Type SCLX | WSIEI.
Lsfurce Port Index 5
S
@ # Prefered Routes NOME
a5 @ FSPvType SPYC |
@ |-Start Time 40 o G
(@ ® Traffic Contract UBR Only LI
P = =
I~ Apply changes to selected objects I~ Advanced
20 Eind Next Ok Cancal | ________

Figure 15: Promina ATM Demand Attributes and Link Tooltip
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3 Usage

The Promina models allow you to model networks with Promina and IDNX nodes in both
Discrete Event Simulations and Capacity Planner in NETWARS. Multiple types of LAN
and WAN ports with different layer-2 interfaces (serial, Ethernet, ATM) with their main
functional options are supported to model the operation of various types of Port and
Trunk cards in a generic way. Various types of statistics measure the performance in the
Node, Port, or Trunk level. The figure below shows an example tactical network with
Promina nodes (JFACC, JFLCC, CFH, JFSOCC, MAGTF, JFMCC) providing a core
network that connects other devices to each other. This scenario is available in
NETWARS under the “UserGuide_CP_Scenario” name, and was chosen so that you can
look at an example network using the Promina device.

Scenario Builder: UserGuide_CP_Scenario Scenario: UserGuide_CP_Scenario [S s | O I b I
File Edit View Scenarios Topology Traffic Protocols Capacity Planning DES  Windows Help

NSEa oo enNIEEDE&BEE

Unclassified a ;I

s JFACC-DATA

Configuration OPFAC EI JFAy -OICE
¥Ry
2
JFLCC DATA CRHDATA
Cl C'
H—DATA_2

5

CFH \."OICE

JFLcc voice \ JFSOCCDATA
JFSOCC

JFSOCC WOICE

= 3
M.-’-‘«GTF VOICE
IZI
MAGTF-DATA
JFMCCAOICE TFMCCDATA
Unclassified o
<] ] >

| [424538M 010414

Figure 16: Main Network

OPNET Technologies, Inc.
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-------

Scenario Builder: UserGuide_CP_Scenario Scenario: UserGuide_l:P_Scenario.'[5uh 4 | O Iil
File Edit View Scenarios Topology Traffic  Protocols  Capacity Planning DES  Windows  Help
N R LT R EEREER
= =
FUncassﬁedim 400 T 80 jl
[ ———
s Drominalfed o000 0 0000 0
&
100
1.
Leas
iq --------------------------- [\,[ “/|] ----------------------------------------------------------------------------------------------------
L =
{3FLCC-YOICE be-39
Prorhina
e e L
Unclassified L
ey ' _>lJ
| |4B0000N 0352801

Figure 17: JFLCC Network

Capacity Planning Reports

The Capacity Planner is a tool which allows you to quickly study a network by
analytically calculating the performance. This provides you with a large amount of
studies such as failure, configuration, and capacity studies. Inside NETWARS, the
Capacity Planner tool has been enhanced to generate Promina specific web reports. The
web reports shown below are helpful when looking at the Promina device. The numbers
and statistics inside the web report examples are based on Capacity Planner runs using
the “UserGuide_CP_Scenario” project (shown above).

To run Capacity Planner on a network, click the Capacity Planning > Evaluate... menu
after opening a particular NETWARS scenario. Refer to the NETWARS documentation
for more information regarding how to use the Capacity Planner tool.

Once the Capacity Planner tool is run, a web report will be shown displaying the results
from the analysis. There are two parts of the web report which are specific to Promina
(the other parts are important but are not the focus of this discussion). The first report is
the Executive Summary portion of the report. This is the first page that displays after the
Capacity Planner tool has finished. This report discusses an overall view of the network
and gives you high level points so that you can easily narrow down problems areas.
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Inside the Executive Summary is a section titled “Circuit Performance.” This section
shows the number of circuits defined and the number which were routed successfully.
This gives you a quick method of checking whether the Promina circuits deployed in the
network were setup correctly. Also, for Promina devices which use ATM Trunks, this

section is also used for ATM circuits and provides the same functionality.

t;) Capacity Planning: Capacity Planning Report - Mozilla Firefox

File Edit Yiew History Bookmarks Tools  Help

- - \‘:ﬂ

Legend
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Mo Circuit Failures

Done:

Figure 18: Capacity Planning Report Executive Summary

Secondly, the “Circuit Report™ is another section inside the Capacity Planning report.
This section can be accessed by clicking on the hyperlink located on the left side of the
Capacity Planning report. The “Circuit Report” shows a complete list of circuits inside
the network (including Promina LAN Circuits and ATM Circuits). It provides a quick
way of seeing what circuits have been defined, what Promina ports the circuit is defined

for, what devices are connected (or are subscribed) to that particular circuit, and

information about the circuit (data rate, direction, etc.). This allows you to easily debug
any problems where traffic is navigating that particular circuit. Also, much of the data
displayed is shown in hyperlink form so you can click the necessary device or port in the

OPNET Technologies, Inc.
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report and the Scenario Builder will display the relevant device. You are then able to
check the necessary attributes or links to look for configuration issues.

) Capacity Planning: Capacity Planning Report - Mozilla Firefox
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Figure 19: Capacity Planning Report Circuit Report

Finally, the “Transmission Link Report” is another section inside the Capacity Planning
report. Similar to the “Circuit Report,” this section can be accessed by clicking on the
hyperlink located on the left side of the Capacity Planning report. The “Transmission
Link Report” provides the ability to look at the links connecting transmission devices
such as Promina. This report is important for looking at data rate, utilization, and circuit
reservation numbers for a particular link. This can help you determine how much of the
available bandwidth on a transmission link is actually being used by the connected
devices. Also, note that the links in the report are color coded to represent the utilization
of the link (green is low, yellow is medium, and red is high utilization).
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‘;) Capacity Planning: Capacity Planning Report - Mozilla Firefox o I O x I

File Edit “iew History Bookmarks Tools  Help

e »-C0hR
mmnn s Capacity Planning Report

L filet/fic: fProjects/NETWARS|Active/CD_Stage/User_DatafProjects/UserGuide_CP_Scenario/UserGuide_CP_ScenariofCPWebRepor | v | [ ' Google

Project: UserGude_CP_Scenario Scenario: UserGude_CP_Scenaria Date: 2007-07-03_2331.07
Legend =1
Execulive Summary Transmission Link Report
Crverall Peak Results Time Interval: 0:00:00 - 1:00:00
Link Utilization
Link Reservation Data | A->B Circuit | B-»4 Circuit % % Woice
T Name Device A Device B Rate Reseﬁ(ratlon Reservation | |- v | iilization | Utilization
Results
T Nw_Top.CFH-JFS0CC | - ; KR R e
Lirk Litiizat L & GET
Ink LiliZatian ¢ METWARS, Traffic ) Mw_Top.CFH.Promina | Nw_Top.JFSOCC.Pramina | 1,544.00 0.03 0.03 278 12.01 1.94
Link Reservation — - e — SCTOrrO DRCTITR T ——
Soloct Time ntorval LI (NETW’;‘.\RS,Traﬂ'Ic) “ | Mwe_Top JEMCC Promina Mw_Top MAGTF Pﬁ]mma LN 13| 01 o R20 1374 K15
Nwy_Top.GFHJFLGG (| - e
METWARS, Trafie) Mw_Top.CFH.Fromina Mwe_Top.JFLCC.Pramina | 1,024.00 0.06 0.06 9.62 2267 B.45
Traffic Route Repart L - O hw_Top. raring | “hw_Taop. Promina | 1,024, B occnnccon( EREEE TR g, I
Mg P MG hw_Top.cFHP Mw_Top JFMCC.P 1,024.00 0.08 006 1123 8.08 807
Link Lttilization Report - — - — —_ — — = —
Residual Bandwidth Report MNw_Top.CFH-JFACC [ | 4 i B RRSteee = ey
’ ! NETWARS, Trafic) hwe_Top.CFH.Fromina Mwe_Top JFACC.Promina | 1,024.00 0.08 0.08 12.09 .87 4.48
ircutt Switch Link Report ———
Fransmission Link Report Mow_Top.CFH-MAGTF { | & pE EER
Mw Top.CFH.P My Top MAGTF.P) 1.024.00 007 o007 3414 23 36 1414
ey NETWARE, Trafic) we_Tap romina w_Tap romina | 1,
Circut Report Mw_Top.JFACC-JFLCC i
{ NETWARS, Traific ) Mw_Top.JFACC.Proming Mwe_Top JFLCC.Pramina 256.00 0.20 0.20 50.08 40.00 39.95
-
| | »
‘ Dane v

3.2

Figure 20: Capacity Planning Report Transmission Link Report

Discrete Event Simulation Statistics

The Discrete Event Simulation (DES) allows you to simulate the performance of a
network in detail by actually sending packets and data across a created NETWARS
scenario. The statistics gathered during this simulation allow you to gain specific details
about how a network and particular devices are performing. This information provides
you with a widespread picture of the simulated network and allows you to perform a wide
variety of studies. The listed statistics below are the specific statistics available when
using the NETWARS Promina models. Many other DES statistics are available based on
the type of technologies deployed inside the scenario. However, as this document is
based purely on the Promina device, the other available statistics are outside of the scope
of this document. Refer to the NETWARS and OPNET IT Guru standard documentation
for more details on other statistics.

OPNET Technologies, Inc.
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Promina DES statistics refer to statistics that are defined on a per Promina node basis. To
define these type of statistics, right-click on the Promina device and select the Choose
Individual DES Statistics menu item. After the Choose Results dialog box displays, the
Promina statistics (see table below) are shown (other ATM specific statistics are also
available but are outside the scope of this document.)

Table 8: DES Promina Statistics

Statistic Description

Promina LAN Ports.Rcv Throughput Rate (bits/sec) of the incoming data to the node from each
LAN port

Promina LAN Ports.Xmit Throughput Rate (bits/sec) of the outgoing data from the node over each
LAN port

Promina WAN Ports.Rcv Throughput Rate (bits/sec) of the incoming data to the node from each
WAN port

Promina WAN Ports.Xmit Throughput Rate (bits/sec) of the outgoing data from the node over each
WAN port

Promina Node.Originating Calls Number of calls with the current node being the source of the
call

Promina Node.Terminating Calls Number of calls with the current node being the destination of
the call

Promina Node.Transient Calls Number of calls using the current node where this node is
neither the source nor the destination

Promina Node.Throughput (packets) Total packets/sec throughput of the node

Promina Node.Throughput (bits) Total bits/sec throughput of the node

DES circuit statistics are also available, since Promina circuits use the generic circuit
functionality. To define these type of statistics, right-click inside the scenario (not on a
link or node) and select the Choose Individual DES Statistics menu item. After the
Choose Results dialog box displays, the circuit statistics (see table below) are shown
under the “Global Statistics > Circuits” statistic group.

Table 9: DES Circuit Statistics

Statistic Description

Circuits. Throughput (bits/sec) Total bits/sec throughput of all defined circuits in the scenario

Circuits. Throughput (packets/sec) Total packets/sec throughput of all defined circuits in the
scenario

Circuits.Utilization (%) Total utilization of all defined circuits in the scenario
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3.3 Logical Views

Logical Views provide the ability to filter the network so that you can look at particular
layers or technologies more closely. In the case of Promina, you can look strictly at the

Promina devices in the network by using the “Promina” layer. This layer can be located
under the “Network Layer Filters” section of the logical links dialog box. Note that the

logical links functionality can be found under the View > Show Logical Views... menu
(dialog box shown below).

== Logical Yiew Selection X I

Selectthe type of view to create:
MNetwork Layer Filters Security Classification Filters ——

& Technology | Pramina Security Classifice AI

[
" UHF DAMA Service ALL =]

€ Link 16 NPG: INetwork =1
NS [
" Tactical Radia

" Transmission Systems

w
K R
 Complete Metwork
— Time
Duration: ISBDD ISec(s) >
Start Time: ID Hour(s) |D hdin(s) |D Sec(s)
™ Cansider Link Capacities

Help | Create Yiew | Save Setlingsl Close

Figure 21: Logical View Dialog Box

Once a logical view of the Promina devices is created, you are able to see a graphical
representation of the connectivity of the Promina devices inside the scenario. The figure
provided below shows the Promina network of the “UserGuide_CP_Scenario” project. In
this particular case, each of the Promina devices is connected directly using Promina
WAN links (denoted by the solid black links). You may click the Promina devices and
links in the logical view and modify these items as necessary.

OPNET Technologies, Inc.



Network showcase: Logical View (Multiplexers)

Figure 22: Promina Logical View Example

Also, if the Promina devices were connected through ATM connections, you can also
create an “ATM” logical view. This would show the Promina device connectivity as
viewed through the ATM network.

Network Showcase: Logical ¥iew {Technology)

Figure 23: ATM Logical View with Promina Example

To view more information on the Logical Views functionality, refer to the NETWARS
User’s Manual for more details.
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3.4 Nested Promina Support

Promina models have been enhanced to support nested Promina configuration. The figure below
illustrates a simple nested configuration:

logical circuit
T T T T T T T T T T T T T T T T T T T T T T s e 1
1 |
1 ) ) ) |
+ P fm———— logigal cirguit _ . Prd !
1 P1 : Pr2 Pr3 : P
v +
T P1 Pl [P | T1
T2 [ route 1 / =12
| T
Pr5
route 2 J
T T2

Figure 24: Nested Promina Support

There are two circuits configured in above example:

1. The outer circuit between Promina 1/LAN Port 1 (Pr1/pl) and Promina 4/LAN
Port 1 (Pr4/pl).

2. The inner circuit between Promina 2/LAN Port 1 (Pr2/p1) and Promina 3/LAN
Port 1 (Pr3/pl).

When routing the circuit between Prl/pl and Pr4/pl (assuming that the circuit between
Pr2/p1 and Pr3/pl is routed correctly), the following routing decisions will be made:

1. Route 1 (Pr1-Pr2-Pr3-Pr4) will be considered a two hop route (the logical circuit
between Pr2/p1 and Pr3/pl will be transparent to Prl and Pr4).

2. Route 2 (Pr1-Pr5-Pr4) will be considered a three hop route.

3. Route 1 (Pr1-Pr2-Pr3-Pr4) will be considered the shortest route and it will be the
preferred over Route 2 (Prl1-Pr5-Pr4).

OPNET Technologies, Inc.
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4. If a “selected path” is specified for the circuit between Pr1/pl and Pr4/p1, Pr2 and
Pr3 can NOT appear in the path description. This is because both of these
Promina devices (Pr2 and Pr3) will be assumed transparent (due to the inner
circuit).

Supported Equipment Strings

Equipment strings are combinations of connected devices which can typically be found
inside a network. The below equipment strings should be considered as normal use cases
for the Promina device and are supported by NETWARS. Note that the arrows in red
designate a Promina WAN-side connection, the blue arrows designate a Promina LAN-
side connection, and any other arrows are links not attached to the Promina.

Circuit (LAN) Equipment Possibilities

The equipment strings in this subsection illustrate all of the Circuit (LAN) side
equipment possibilities. Note that in each case, a single Trunk (WAN) link will be shown
to represent the WAN side connection. It is important to note that this does not mean that
only two Promina devices can connect together through a single WAN link. This
representation is merely a way to simplify the equipment strings so that they are easier
for you to read. The single Trunk/WAN link (colored red) can be replaced by any of the
equipment string combinations in the next subsection (i.e., the “Trunk (WAN) Equipment
Possibilities” section).

Serial Link Promina WAN Link Serial Link
Serial Serial

Device — Promina - Promina — Device

t Serial Link Serial Link t

Workstation Workstation

Figure 25: Serial into Promina Equipment String

Ethernet Link Promina WAN Link Ethernet Link
Dovce | ¢ | Promina | gmmmp | Promina | = | o0
t Ethernet Link Ethernet Link t
Workstation Workstation

Figure 26: Ethernet into Promina Equipment String

31



JCSS Models User’s Guide

Circuit Switch Link Promina WAN Link Circuit Switch Link
Circuit Switch (len, sen, etc.) | €= | Promina |@e=—————p | promina |<@P| Circuit Switch (len, sen, etc.)

Phone Switch Link Phone Switch Link

Phone (DNVT) Phone (DNVT)

Figure 27: Circuit Switch into Promina Equipment String

Workstation Workstation

Serial/Ethernet Link Serial/Ethernet Link

Serial/Ethernet | Serial/Ethernet Link _ _ Serial/Ethernet Link Serial/Ethernet
‘ Multiplexer Link Promina WAN Link  Multiplexer Link I Device

Device
Multiplexer ! ) Multiplexer
(FCC-100, etc.) <->I Promina I{-}I Promina I{-} (FCC-100, etc.)

ICircuit Switch Link Circuit Switch Link ‘

Phone Switch Link

Phone Switch Link

Phone (DNVT) Phone (DNVT)

Figure 28: Multiplexers over Promina Equipment String

Encryptor Link Encryptor Link
Promina WAN Link
Encryptor

Encryptor
) | (KG-175, etc.) <->| Promina |4—> P | (KG-175, etc) |

Figure 29: Encryptors over Promina over Encryptors Equipment String
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3.5.2 Trunk (WAN) Equipment Possibilities

The equipment strings in this subsection illustrate all of the Trunk (WAN) side
equipment possibilities. Note that in each case, a single Circuit (LAN) link (colored blue)
will be shown to represent the LAN side connection into a Promina. This representation
is merely a way to simplify the equipment strings so they are easier for you to read. The
single Circuit/LAN link can be replaced by any of the equipment string combinations in
the previous subsection (i.e., the “Circuit (LAN) Equipment Possibilities” section).

Circuit (LAN) Link Promina WAN Link Circuit (LAN) Link

— Promina | <) Promina |

Circuit (LAN) Link Promina WAN Link Promina WAN Link Promina WAN Link Circuit (LAN) Link

sl | Promina | <= | Promina | <====P | Promina G | Promina | <G

NOTE: There could also be
satellites, tactical radios, or
ATM connections between
the inner Promina devices in
this situation.

Figure 30: Promina WAN Link Equipment Strings

Circuit (LAN) Link Circuit (LAN) Link
ATM Link ATM Link

el | Promina | <) ATM Device | G | Promina |

Figure 31: Promina over ATM Equipment String

Circuit (LAN) Link S . ; ; Circuit (LAN) Link
romina WAN Link Satellite Satellite Promina WAN Link

> | Promina | e———— | Torminal | € | Terminal | €G———) | Promina | <Qe—

Figure 32: Promina over Satellite Terminals Equipment String

Promina WAN Link Promina WAN Link

Promina | <@ p | Tactical | gup | Tactical | ey | Promina

Radio Radio

Circuit (LAN) Linl Circuit (LAN) Link
ﬁ h

Figure 33: Promina over Tactical Radios Equipment String
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Promina WAN Link Promina WAN Link

Circuit (LAN) Link Circuit (LAN) Link

| Promina | <) | G175, etc.)

Encryptor DAY Encryptor -
(KG-175, etc.) | €= | Promina |

NOTE: There could also be
satellites or tactical radios
between the Encryptor
devices in this situation.

Figure 34: Promina over Encryptors Equipment String

NOTE: In this situation, the Promina WAN Link is
attached from the Trunk (WAN) port of the outer Promina
device into the Circuit (LAN) port of the inner Promina
device. This creates a nested Promina configuration

Circuit (LAN) Link Promina WAN Link Promina WAN Link Promina WAN Link Circuit (LAN) Link

3.6

3.7

sl | Promina | <mm===P| Promina | <====Pp | Promina | G | Promina | Gu—

NOTE: There could also be
satellites, tactical radios, or
ATM connections between
the inner Promina devices in
this situation.

Figure 35: Nested Promina Equipment String

Traffic Usage

The Promina nodes treat the data coming to the Circuit (LAN) ports as a generic packet
stream regardless of the underlying protocols in the packet. There is therefore no
particular restriction on the traffic type from the Promina point-of-view. This means that
the Promina node is able to handle NETWARS IERs, standard OPNET traffic
(Applications, Flows, ACE, etc.), and even custom traffic types.

Usage in Modeler

It is possible to use the NETWARS Promina models in OPNET Modeler, provided that
the necessary configuration settings are performed. In a combined NETWARS/Modeler
environment where the NETWARS header files are already accessible by Modeler, the
only change that is needed is to comment out the following line in the
“netwars_stat_support.h” file as shown below:

Change... #define NETWARS
To... [[#define NETWARS

OPNET Technologies, Inc.
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For use in pure Modeler environment the following NETWARS header files need to be
accessible by the Modeler (with the netwars_stat_support.h having been modified as
above):

circuit_switch.h
flood_search_routing.h
netwars_logical_link_support.h
netwars_nato.h
netwars_sdf support.h
netwars_stat_support.h
netwars_support.h
oe_env.h

oe_se.h
oe_stat_support.h
oe_threads.h
promina.h
promina_rte.h
promina_sup.h
promina_sup_alt.h
promina_topo.h
promina_voice_sup.h
sdf parse.h
trace_support.h
USN_ckt _supp.h
win32.h
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4 Node Models

4.1 Architecture

The figure below shows the node model of a Promina device. This Promina device was
created through the Device Creator functionality and provides an example of the full
range of features available in the NETWARS Promina.

Node Model: Promina_d4l_4w_2eth_lsclx_lcx_ady

[ asRaom~ ~ .

Figure 36: Promina Node Model

In this case, the Promina node contains two Ethernet ports (designated by the “eth_pt_#”
name), four Circuit (LAN) ports (designated by the “I_pt_#” name), four Trunk (WAN)

OPNET Technologies, Inc.
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ports (designated by the “w_pt_#" name), one ATM CellXpress port (designated by the
“cx_pt_#” name), and one ATM SCLX port (designated by the “scIx_pt_#” name).

Each port connects to the “back_plane” module which contains the Promina forwarding
logic through the use of several process models. The Promina specific process models are
out of scope for this document but all of the Promina files can be located under the
<NETWARS Installation Directory>\Sim_Domain\op_models\netwars_std_models
\circuits\promina directory (where <NETWARS Installation Directory> is the
directory where NETWARS is installed). Note that all of the files and models in this
directory can be opened and modified using the OPNET Modeler software.

Device Creator

You can create custom Promina node models (with a desired number of ports for each
technology) using the Device Creator utility available in Scenario Builder by selecting
Topology > Create Custom Device Model...

== Create Custom Device i i) | O |i|

Device type:

hultihomed Host
=1 “endor Device
LAN Model
Cloud
B Firewall
Al Multi-Service Switch
L Fibre Channel Devices
Mainframes
T Fromina

Farameters: lcan:
FParameter  |%alue ;I
SeriglLAM O
SerialWaN 0
Ethernet LAMN 0O
SCLA 1]
Cellxpress 0O

4]
Destination palette: |my_model_list ;l

Create As.. I Clozse |

Figure 37: Create Custom Device Dialog Box
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