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Why GAO Convened This

Forum

From the terrorist attacks of
September 11, 2001, to Hurricane
Katrina, homeland security risks
vary widely. The nation can neither
achieve total security nor afford to
protect everything against all risks.
Managing these risks is especially
difficult in today’s environment of
globalization, increasing security
interdependence, and growing
fiscal challenges for the federal
government. Broadly defined, risk
management is a process that helps
policymakers assess risk,
strategically allocate finite
resources, and take actions under
conditions of uncertainty.

GAO convened a forum of 25
national and international experts
on October 25, 2007, to advance a
national dialogue on applying risk
management to homeland security.
Participants included federal, state,
and local officials and risk
management experts from the
private sector and academia.

Forum participants identified

(1) what they considered to be
effective risk management
practices used by organizations
from the private and public sectors
and (2) key challenges to applying
risk management to homeland
security and actions that could be
taken to address them. Comments
from the proceedings do not
necessarily represent the views of
all participants, the organizations
of the participants, or GAO.
Participants reviewed a draft of
this report and their comments
were incorporated, as appropriate.

To view the full product, click on GAO-08-
904T. For more information, contact Norman
J. Rabkin at (202) 512-8777 or

rabkinn @gao.gov.

RISK MANAGEMENT

Strengthening the Use of Risk Management
Principles in Homeland Security

What Participants Said

Forum participants identified what they considered to be effective public
and private sector risk management practices. For example, participants
discussed the private sector use of a chief risk officer, though they did not
reach consensus on how to apply the concept of the chief risk officer to
the public sector. One key practice for creating an effective chief risk
officer, participants said, was defining reporting relationships within the
organization in a way that provides sufficient authority and autonomy for a
chief risk officer to report to the highest levels of the organization.
Participants stated that the U.S. government needs a single risk manager.
One participant suggested that this lack of central leadership has resulted
in distributed responsibility for risk management within the administration
and Congress and has contributed to a lack of coordination on spending
decisions. Participants also discussed examples of public sector
organizations that have effectively integrated risk management practices
into their operations, such as the U.S. Coast Guard, and compared and
contrasted public and private sector risk management practices.

According to the participants at our forum, three key challenges exist to
applying risk management to homeland security: improving risk
communication, political obstacles to risk-based resource allocation, and a
lack of strategic thinking about managing homeland security risks. Many
participants agreed that improving risk communication posed the single
greatest challenge to using risk management principles. To address this
challenge, participants recommended educating the public and
policymakers about the risks we face and the value of using risk
management to establish priorities and allocate resources; engaging in a
national discussion to reach a public consensus on an acceptable level of
risk; and developing new communication practices and systems to alert
the public during an emergency. In addition, to address strategic thinking
challenges, participants recommended the government develop a national
strategic planning process for homeland security and governmentwide risk
management guidance. To improve public-private sector coordination,
forum participants recommended that the private sector should be more
involved in the public sector’s efforts to assess risks and that more state
and local practitioners and experts be involved through intergovernmental
partnerships.

United States Government Accountability Office



http://www.gao.gov/cgi-bin/getrpt?GAO--08-904T
http://www.gao.gov/cgi-bin/getrpt?GAO--08-904T
http://www.gao.gov/cgi-bin/getrpt?GAO-08-904T


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


