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Why GAO Did This Study

The nation’s commercial nuclear
power plants are potential targets
for terrorists seeking to cause the
release of radioactive material.
The Nuclear Regulatory
Commission (NRC), an
independent agency headed by five
commissioners, is responsible for
regulating and overseeing security
at the plants. In April 2003, in
response to the terrorist attacks of
September 11, 2001, NRC revised
the design basis threat (DBT),
which describes the threat that
plants must be prepared to defend
against in terms of the number of
attackers and their training,
weapons, and tactics. NRC has
also restructured its program for
testing security at the plants
through force-on-force inspections,
which consist of mock terrorist
attacks. GAO was asked to review
(1) the process NRC used to revise
the DBT for nuclear power plants,
(2) the actions nuclear power
plants have taken to enhance
security in response to the revised
DBT, and (3) NRC’s progress in
strengthening the conduct of force-
on-force inspections at the plants.

What GAO Recommends

GAO recommends that NRC
improve its process for making
changes to the DBT and evaluate
and implement measures to further
strengthen its force-on-force
inspection program. Commenting
on the draft report, NRC provided
clarifications regarding the process
NRC used to revise the DBT, but it
neither agreed nor disagreed with
GAO’s recommendations.

www.gao.gov/cgi-bin/getrpt? GAO-06-388.

To view the full product, including the scope
and methodology, click on the link above.
For more information, contact Jim Wells at
(202) 512-3841 or wellsj@gao.gov.

NUCLEAR POWER PLANTS

Efforts Made to Upgrade Security, but the
Nuclear Regulatory Commission’s Design
Basis Threat Process Should Be
Improved

What GAO Found

NRC revised the DBT for nuclear power plants using a generally logical and
well-defined process in which trained threat assessment staff made
recommendations for changes based on an analysis of demonstrated
terrorist capabilities. The process resulted in a DBT requiring plants to
defend against a larger terrorist threat, including a larger number of
attackers, a refined and expanded list of weapons, and an increase in the
maximum size of a vehicle bomb. Key elements of the revised DBT, such as
the number of attackers, generally correspond to the NRC threat assessment
staff’s original recommendations, but other important elements do not. For
example, the NRC staff made changes to some recommendations after
obtaining feedback from stakeholders, including the nuclear industry, which
objected to certain proposed changes such as the inclusion of certain
weapons. NRC officials said the changes resulted from further analysis of
intelligence information. Nevertheless, GAO found that the process used to
obtain stakeholder feedback created the appearance that changes were
made based on what the industry considered reasonable and feasible to
defend against rather than on an assessment of the terrorist threat itself.

Nuclear power plants made substantial security improvements in response
to the September 11, 2001, attacks and the revised DBT, including security
barriers and detection equipment, new protective strategies, and additional
security officers. It is too early, however, to conclude that all sites are
capable of defending against the DBT because, as of November 1, 2005, NRC
had conducted force-on-force inspections at about one-third of the plants.

NRC has improved its force-on-force inspections—for example, by
conducting inspections more frequently at each site. Nevertheless, in
observing three inspections and discussing the program with NRC, GAO
noted potential issues in the inspections that warrant NRC’s continued
attention. For example, a lapse in the protection of information about the
planned scenario for a mock attack GAO observed may have given the
plant’s security officers knowledge that allowed them to perform better than
they otherwise would have. A classified version of this report provides
additional details about the DBT and security at nuclear power plants.

Barrier Desi
MR

Source: GAO.

United States Government Accountability Office


http://www.gao.gov/cgi-bin/getrpt?GAO-06-388
http://www.gao.gov/cgi-bin/getrpt?GAO-06-388


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


