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Federal Deposit Insurance Corporation
3501 Fairfax Drive, Arlington, VA  22226 

Office of Audits  
Office of Inspector General 

 
DATE: May 11, 2007 
 
MEMORANDUM TO: Michael E. Bartell 
    Chief Information Officer 

Director, Division of Information Technology 
 
 
 /Signed/ 
FROM: Russell A. Rau 
 Assistant Inspector General for Audits 
 
SUBJECT:   Information Technology Events Analysis 
    (Audit Project 07-001) 
 
 
The results of the subject analysis are provided for your information and use.  Please refer to the 
Executive Summary for the overall results of the assignment.  We appreciate the feedback that 
you and your staff provided to us on a draft version of the subject analysis and have incorporated 
those comments as appropriate.  A written response was not required. 
 
We are providing copies of this analysis to members of the Board of Directors and Audit 
Committee.  We will also make the analysis publicly available. 
 
If you have any questions concerning the assignment, please contact me at (703) 562-6350 or 
Mark F. Mulholland, Director, Corporate Management and Security Audits, at (703) 562-6316.  
I appreciate the courtesies extended to my staff during the assignment. 
 
Attachment 
 
cc: James H. Angel, Jr., Director, OERM 
 Rack Campbell, DIT 
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Background and Purpose of 
Project 

The Corporation’s risk management 
program emphasizes guidance provided 
by the Treadway Commission’s 
Committee of Sponsoring 
Organizations (COSO)1 for implement-
ing individual division/office risk 
management programs.  The FDIC’s 
Division of Information Technology 
(DIT) is in the early stage of adopting 
the Control Objectives for Information 
and Related Technology (COBIT©) 
framework, created by the IT 
Governance Institute, as part of the 
division’s risk management program.  
The COBIT© framework links DIT’s 
information technology (IT) control 
program objectives to the risk 
management activities defined by 
COSO. 

COBIT© organizes IT activities into 
business-oriented processes with 
control objectives to help organizations 
ensure that IT investments align with 
business goals and objectives and that 
IT-related risks and opportunities are 
appropriately managed. 

The purpose of the FDIC’s Office of 
Inspector General (OIG) project was to 
develop an events-based approach for 
planning and prioritizing audit coverage 
of the FDIC’s IT program and 
operations.2   We considered the 
principles defined in COBIT© in 
developing our approach.   
 
1 COSO is a voluntary private-sector 
organization dedicated to improving the 
quality of financial reporting through business 
ethics, effective internal controls, and 
corporate governance.  
 
2 An event affects achievement of objectives 
and can have a negative impact, a positive 
impact, or both.  Events with negative impact 
represent risks.  Events with positive impact 
may offset negative impacts or represent 
opportunities. 

 Information Technology Events Analysis 

Results of Project  
 
We developed an events-based approach (the Framework) to help plan and 
prioritize audit coverage of the FDIC’s IT program and operations.  The 
Framework is intended to provide increased assurance that IT audit 
resources are used consistent with, and promote the achievement of, the 
FDIC’s business goals and objectives. 
 
The Framework (see the figure) consists of six phases: 

• identifying IT-related events that may warrant audit attention and 
categorizing these events using defined criteria; 

• establishing relationships among IT-related events; 
• analyzing IT-related events using various parameters; 
• developing, prioritizing, and approving audit proposals as part of 

the OIG’s business planning process; 
• leveraging information generated by the Framework and the 

FDIC’s internal control program to scope audits; and 
• developing audit programs that leverage COBIT© concepts and the 

results of the FDIC’s internal control assessments. 
 
The Framework 

Identify and
Categorize Events

Events-Based Approach 
to IT Audit Planning

Establish Event Relationships

Analyze Events

Provide Input to OIG Business Plan

Develop Assignment Scope
and Objective

Develop Audit Program

 
Source:  OIG analysis of COBIT© and IT-related events. 
 
The Framework links corporate goals and initiatives and IT practices 
impacted by IT events and will be used to identify areas where IT audit 
resources can most effectively address IT opportunities and help mitigate 
risks.  The events-based approach to IT audit planning is an iterative 
process, and potential enhancements may include expanding the framework 
to other audit areas. 
 
Management Response 
 
We received feedback on a draft of our project results from the FDIC’s 
Chief Information Officer and DIT staff and incorporated those comments 
as appropriate.   To view the full report, go to 

www.fdicig.gov/2007reports.asp 
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Introduction

• The purpose of the assignment was to develop an events-based 
approach for planning and prioritizing audit coverage of the FDIC’s 
information technology (IT) program and operations. 

• According to the Committee of Sponsoring Organizations of the 
Treadway Commission (COSO), an event is an incident or 
occurrence, from internal or external sources, that affects 
achievement of objectives.  Events can have negative impact, 
positive impact, or both.  Events with negative impact represent
risks.  Events with positive impact may offset negative impacts or 
represent opportunities.  The FDIC emphasizes corporate-wide use 
of guidance provided by COSO.

• We conducted our work from January through April 2007.
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We performed the assignment to:

• Help ensure that the Corporation’s investment in audit resources 
contributes to achieving the FDIC’s goals and objectives.

• Develop a framework that provides increased assurance that IT 
audit resources are consistently aligned with high-priority elements 
of the FDIC’s IT program and operations.

Introduction, Cont.
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Background

• The FDIC’s Division of Information Technology (DIT) is in the early stages
of adopting the Control Objectives for Information and Related Technology 
(COBIT©) framework as part of the division’s internal control program.  DIT 
has structured its internal controls assessment process around the 
COBIT© framework for purposes of making the annual internal controls 
assurance statement required by the Chief Financial Officers Act. 

• COBIT© is an international IT controls and governance framework that has 
organized IT activities into 34 processes.  COBIT© helps managers to 
ensure that their IT investments are aligned with their organizations’
business goals and objectives and that IT-related risks and opportunities 
are appropriately managed.

• We considered the principles defined in COBIT© in developing an events-
based approach for planning and prioritizing future IT audit assignments.
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COBIT© organizes information into 4 domains that 
collectively contain 34 processes

Information

Monitor and 
Evaluate

Deliver and 
Support Acquire and 

Implement

Plan and 
Organize

PO1 Define a strategic IT Plan.
PO2      Define the information architecture.
PO3 Determine technological direction.
PO4 Define the IT processes, organization,

and relationships.
PO5 Manage the IT investment.
PO6 Communicate management aims

and direction.
PO7 Manage IT human resources.
PO8 Manage quality.
PO9 Assess and manage IT risks.
PO10 Manage projects.

AI1 Identify automated solutions.
AI2 Acquire and maintain application software.
AI3 Acquire and maintain technology

infrastructure.
AI4 Enable operation and use.
AI5 Procure IT resources.
AI6 Manage changes.
AI7 Install and accredit solutions and changes.

DS1 Define and manage service levels.
DS2 Manage third-party services. 
DS3 Manage performance and capacity.
DS4 Ensure continuous service.
DS5 Ensure systems security.
DS6 Identify and allocate costs.
DS7 Educate and train users.
DS8 Manage service desk and incidents.
DS9 Manage the configuration.
DS10   Manage problems.
DS11 Manage data.
DS12   Manage the physical environment.
DS13 Manage operations.

ME1 Monitor and evaluate IT performance.
ME2 Monitor and evaluate internal control.
ME3   Ensure regulatory compliance.
ME4 Provide IT governance.

Source:  COBIT©.
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COBIT© defines Information Criteria for IT 
governance and control

• Effectiveness deals with information being relevant and pertinent to the 
business process as well as being delivered in a timely, correct, 
consistent, and usable manner.

• Efficiency concerns the provision of information through the optimal 
(most productive and economical) use of resources.

• Confidentiality concerns the protection of sensitive information from 
unauthorized disclosure.

• Integrity relates to the accuracy and completeness of information as 
well as to its validity in accordance with business values and 
expectations.

• Availability relates to information being available when required by the 
business process now and in the future.  Availability also concerns the 
safeguarding of necessary resources and associated capabilities.

• Compliance deals with complying with those laws, regulations, and 
contractual arrangements to which the business process is subject, i.e., 
externally-imposed business criteria as well as internal policies.

• Reliability relates to the provision of appropriate information for 
management to operate the entity and exercise its fiduciary and 
governance responsibilities.

Source:  COBIT©.
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COBIT© Links IT Processes to Information Criteria

Source:  COBIT©.
a P = a primary process focus.
b S = a secondary process focus.  
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COBIT© IT Governance Framework

COBIT©

Business Goals

COBIT©

IT Goals

COBIT©

Processes/Objectives

COBIT©

Criteria 

COBIT©

Criteria

COBIT©

Criteria

Source:  Office of Inspector General (OIG) analysis of COBIT©.
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Identify and
Categorize Events

Proposed FDIC OIG Events-Based 
Approach to IT Audit Planning

Establish Event Relationships

Analyze Events

Provide Input to OIG Business Plan

Develop Assignment Scope
and Objective

Develop Audit Program

Source:  OIG analysis of COBIT© and IT-related events.
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• Event Types
Goals
Assessments
Guidance
Internal Activities
External Activities

Identify and Categorize Events

• Audit Interest
(Risk/Opportunity)
High 
Moderate
Low 

• Information Criteria
Effectiveness
Efficiency
Confidentiality
Integrity
Availability
Compliance
Reliability

• Governance Focus Area
Strategic Alignment
Value Delivery
Resource Management
Risk Management
Performance Measurement

• Resources
People
Application
Information
Infrastructure

Source:  OIG analysis of COBIT© and IT-related events.
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Identify and Categorize Events, Cont.

Information captured 
for an IT Event

Source:  OIG.  
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Event Types
> Goals
Assessments
> Guidance
Internal Activities
External Activities
COBIT©

Establish Event Relationships

FDIC Goals
COBIT©

Business
Goals

COBIT© IT 
Goals

COBIT© 34
Processes

NIST
SP 800-53*

Family

Source:  OIG analysis of COBIT© and IT-related events.
*National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, Recommended Security Controls for Federal 
Information Systems, identifies security controls that are organized into classes and families.  There are 17 families that contain security 
controls related to the security function of each family.
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Source:  OIG analysis of COBIT©.
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Mapping COBIT© and IT Events

Source:  OIG analysis.
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Analyze events using various parameters such as
common audit interest or event characteristics.

Analyze Events

The following information illustrates how a set of IT events can be 
grouped using “Availability” as a common information criterion.  
This set of events then can be analyzed for consideration during 
the OIG’s business planning.
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COBIT© processes 
involving Availability can be 
identified.

Analyze Events, Cont.

Source:  COBIT©.
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Analyze Events, Cont.

DIT’s annual risk analysis of 
COBIT© processes involving 
Availability can be identified.

Source:  DIT.
* DIT has not identified ownership of these processes.

*

*
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FDIC Goals relating to 
Availability can be identified.

Analyze Events, Cont.

Source:  OIG analysis.
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Audits and evaluations 
addressing Availability issues 
can be identified.

Analyze Events, Cont.

Source:  OIG analysis.
* FISMA:  Federal Information Security Management Act of 2002.
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Guidance relating to Availability 
can be identified.

Analyze Events, Cont.

Source:  OIG analysis.
a NIST Special Publication.
b FIPS Publication.
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Provide Input to 
OIG Business Plan

• Develop audit assignment proposals based on the results of events 
analysis. 

• Discuss audit assignment proposals and their priority with OIG and 
FDIC management.

• Prepare background information, resource requirements, and 
preliminary objective and milestones for approved assignments.
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Develop Assignment Scope and Objective

• Relationships in the framework can be leveraged in developing audit 
assignment scope and objective(s).

• Survey internal controls using the results of DIT’s annual COBIT©

questionnaire that identifies IT process risks, maturities, activities, 
resources, and IT governance areas.
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Using IT Disaster Recovery as an example audit assignment:

• Develop assignment scope considering a review of applicable COBIT©

process documentation when developed by DIT.
– COBIT© Management Guidelines

• related process inputs and outputs
• activities and functions (RACI chart∗) 
• goals and metrics

• Develop assignment objectives considering COBIT© high-level   
and detailed control objectives corresponding to the scope 
established.

*The RACI Chart defines who should be responsible (R), accountable (A), consulted (C), and informed (I) for specific control activities. The 
RACI model is a tool that can be used for identifying roles and responsibilities during an organizational change process. 

Develop Assignment Scope 
and Objective, Cont. 
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Develop Assignment Scope and Objective, Cont.

Source:  COBIT©. Source:  COBIT©.  

COBIT© Detailed 
Control Objectives 

COBIT© Management 
Guidelines 
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• Develop detailed testing steps: 
– Specific control objectives related to COBIT©

processes
– Specific events

• Reporting results of test steps: 
– Process improvements
– Specific control improvements

• Assignment is entered into the OIG framework as a 
categorized event.

Develop an Audit Program  
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FDIC IT Governance Framework

COBIT©

Business Goals

COBIT©

IT Goals

COBIT©

Processes/Objectives

COBIT©

Criteria 

COBIT©

Criteria

IT Events

FDIC 
IT Goals

FDIC 
Business Goals

COBIT©

Criteria

COBIT©

Criteria
OIG 

Assignments

COBIT©

Criteria

Source:  OIG analysis.
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• The events-based approach to IT audit planning 
identifies:
– Corporate goals and initiatives impacted by IT events.
– IT processes impacted by IT events.
– Areas where IT audit resources can effectively 

address IT opportunities and risk mitigation.  
• The OIG’s events-based approach to IT audit planning is 

an iterative process.
– Potential enhancements include:

• expansion of the events-based framework to audit 
areas outside of IT. 

• linking of the methodology to OIG assignment 
management.

In Summary
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