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• Section B.6 - Schedule of Rates (Prime Only): Non-Labor Related Indirect
Rates, page 3.

• Exhibit F: Safety and Health Plan, 25 pages.

If NASA should release the financial information, which is considered to be
company "confidential." the result could be that contractors would refuse to
negotiate such agreements on the basis that the firm's pricing structure and
subelements of cost would be made available to its competitors. Furthermore,
disclosure would discourage other companies from participating in the
negotiation of similar agreements.

The Safety and Health Plan is repletewith proprietary information that would give
competitors an insight to Federal Sources, Inc. technical and business approach.
Because there are no reasonably segregable portions that are subject to release,
the Safety and Health Plan is being withheld in its entirety.

Thedeletedmaterialisexemptfromdisclosureunder14C.F.R.1206.300(b)(4)
which covers trade secrets and commercial or financial information obtained from
a person and privileged and confidential information. It has been held that
commercial or financial material is "confidential" for purposes of this exemption if
its disclosure would be likely to have either of the following effects: (1) impair the
Government's ability to obtain necessary information in the future; or (2) cause
substantial harm to the competitive position of the person from whom the
information was obtained, National Parks and Conservation v. Morton, 498 F2d
765 (D.C. Cir. 1974).

Certain portions of Exhibit E - IT System Security Plan for NASA Technology
Transfer System have also been determined to be exempt from disclosure and
have been deleted under FOIA Exemption 2, which exempts from mandatory
disclosure records that are "related solely to the internal personnel rules and
practices of an agency.

Computer Security Plans that all federal agencies are required by law to prepare
may be withheld under FOIA Exemption 2 to prevent unauthorized access to
information which could result in altercation, loss, damage or destruction of data
contained in a computer system.
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NNL05AA35C SECTION B

PART I - THE SCHEDULE

SECTION B - SUPPLIES OR SERKICESAND PRICE/COSTS

B.I SUPPLIES AND/OR SERVICES TO BE FURNISHED (LaRC 52.211-90)
(MAY 1999)

The Contractor shall provide all resources (except as may be
expressly stated in this contract as furnished by the Government)
necessary to perform the requirements delineated in the
Description/Specifications/Statement of Work in Section C.

Contract Line
Item Number SOW Section TYPE

(CLIN)i

0 Phase-In FFP

1 4.0-4.4;
5.0-5.12;
7.0-7.3 (Thrust I) CPFF

2 6.0-6.4 (Thrust 2 & 3) IDIQ, CPFF

(end of clause)

B.2 FIRM FIXED PRICE (CLIN 0)

The total firm fixed price for Phase-In of this contract is
$26,935.

(End of Provision)

B.3ESTIMATED COST AND F_XED EEE

(a) The estimated cost of CLIN i, exclusive of phase-in, of this
.contract is $I,081,549 exclusive of the fixed fee of $81,i16
The total estimated cost and fixed fee of•CLIN l.is $1,162,665

(b) The minimum quantity for CLIN 2 is $0. ,

(c) The maximum quantity for CLIN 2 is 3,000 000.

(End of clause)

1
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NNL05AA35C SECTION B

B.4 CONTRACT FUNDING (NFS 1852.232-81) (JUN 1990)

(a) For purposes of payment of cost, exclusive of fee, in accordance
with the Limitation of Funds clause, the tota! amount al!otted by the
Government to this contract for CLIN 1 is $ 508,491 This
allotment is for NASA Technology Transfer Systems and covers the
following estimated period of performance: 4/1/05-4/1/06.

(b) An additional amount of $ 38,137 is obligated under this
contract under CLIN 1 for payment of fee.

(c) An additional amount of $ 26,935 is obligated under this
contract to fully fund CLIN 0 (PhaseiIn).

(End of clause)

B.5 TASK ORDER FUNDING

Task Orders issued under this contract for CLIN 2 shall be funded
individuallyas specified in each Task Order.

(End of Provision)

B.6 SCHEDULE OF RATES (Prime Only)

The Governmentwill issuecost plus fixedfee IDIQ taskordersunder
this contract using the prime contractor fully burdened labor rates
(excluding fee) set forth below. Subcontracting costs may be included
on individual task orders i9 needed in direct support of the task and
will be evaluated with each individual task order.

Labor Category Unit First Second JThird I Fourth Fifth
Year Year I Year I Year Year

Help Desk Speciali_ Hour $25.19 $26.02 $26.91 $27.82 $28.Z6
Level 1

Help DeskSpecialis Hour $29.31 $30.30 $31.33 $32.40 $33.49
Level 2

Technical Writer Hour 539.27 $40.58 $41.95 $43.39 $44.87
?rogrammerAnalys Hour $33.89 $35.02 $36.21 37.455 $38.71

Level 1 I
Help Desk Operatio Hour $33.18 I $34.29 $35.45 $36.65 $37.90

2



NNL05AA35C SECTIONB

f Level 2 j
Systems Project Hour $47.31 $48.89 $50.55 $52.27 _$54.05 J
Manager-Level 2

$39.77 $41.10 $42.49 $43.95 $45.44-
Systems Engineer-L Hour

1 ,-

Senior Software Eric Hour $47.31 $48.89 $50.55 $52.27 $54.05
- Level 2

Senior Software Hour $57.90 $59.83 $61.85 $63.95 $66.14
Engineer-Level 3
Director of Product Hour $79.83 $82.48 $85.28 $88.19 $9.1.19

Development
Systems & Prog Mc Hour $67.56 $69.79 $72.17 $74.61 $77.16
Level 3

Indirect RateCategory Unit First Second Third Fourth Fifth Application
Year Year Year Year Year Base

Material ___ _ :
Subcontract Handling _ _ Total of

". subcontract
costs

G& A ,i_1_ _ TOtal cost-
subcontract
cost

I

B.7 PROFIT AND FEE ON TASK ORDERS

Individu£1 cost plus fixed fee Task Orders will be negotiated as a
result of proposals submitted for each Task Order. The fixed fee rate
accepted or negotiated by the Contracting Officer for the initial
requirement under any specific Task Order will be the maximum rate
aDDlied to all change or mod±fica_ _ons _,-_l_ ......._ not

[END OE SECTION]
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NNL05AA35C SECTION C

SECTION C - DESCRIPTION/SPEC!FICATION/WORK STATEMENT

Appendix

1.0 Introduction

2.0 Scope
2.1 Thrust 1 - Operation and Support of NTTS

2.2 Thrust 2 - Implement Sustaining System Management and
Architecture •

2.3 Thrust 3 - Enabling/Accommodate Evolving Functionality

3.0 Reserved

4.0 General Requirements
4.1 Configuration Management
4.2 Critica! Contractor Interfaces

4.3 IT Security and Recovery Plan
4.4 Internet Connectivity

5.0 Operations and Support of NTTS (Thrust I)
5.1 Production and Test Environments

5.2 Information Technology Security Administration
5.3 System Administration
5.4"Hardware Maintenance
5.5 System Software Maintenance
5.6 Application Management
5.7 Database Administration
5.8 Customer Support
5.9 Application Specialist
5.10 Processing Procedures
5.11 External Integfaces

5.12 Sustaining System Management and Architecture Work Plan
6.0 Systems and Applications Development Services Thrust 2, 3)

6.1 Work Requirements
6.2 Task O_rders
6.3 Consultation and Training
6.4 Implementation

7.0 contract and Work Management
7.1 Project Management
7.2 Operations Management
7.3 Performance Measurements
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NNL05AA35C SECTION C

1.0 Introduction

In 1993 NASA developed the NASA Technology Transfer Systems (NTTS as
the primary information technology (IT) "backbone" of its
organizational infrastructure to address the automation of the
Technology Transfer process. NTTS supports the entire technology
transfer process and is the Agency's one system to house information
on all of its technological assets. NTTS is a closely integrated set
of information systems. The four major components comprising NTTS are
as follows and are shown in Figure i, NASA Technology Transfer System
(NTTS Project Plan, Exhibit G).

• eNTRe--theelectronic new _echnology reporting system provides a
tool for electronically capturing and submittinS new technology
reports.

• TechTracS (TTS)-this center-based component of NTTS provides the
day-to-day core backbone of the NTTS while providing each center
a major productivity tool for accomplishing its technology
transfer activities;

• KIMS--theKnowledge Integration and Management System provides
NASA enterprise, center, and program managers up to date
information on the status of their technology transfer
activities.

• TechFinder--thisis the public technology transfer gateway;
providing access to NASA's technology assets.

Figure I, NASA Technology Transfer System (NTTS Project Plan, Exhibit
G) also illustrates that the NTTS •is not a stand-alone, isolated

system, but rather there is integration of data from other existing
NASA data repositories where such data is directly applicable to and
supportive of NASA's overall technology transfer mission. Such an
approach leverages other key NASA information assets while
facilitating a single interface point for the external commercial
technology community; as wel! as a key asset for NASA internal
scientists,•researchers, engineers and technologists.

5



NNL05AA35C SECTION C

U.S. Public

Tec]'mob gy Transfer

_l Iafon_adon Center/
L..__._.____J _ .

_} NASA Innovators
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Figure I- NASA Technology Transfer System

Additionally, NASA has established the Enterprlse Architecture and
standard Agency IT security policies. The Enterprise Architecture is
a tool that links the business mission and strategy of an
organization to its IT strategy and provides guidance on IT capital
investment and planning processes to help an organization to optimize
the return on its IT investments. Revised IT security policies have
established standard IT securitY plans for identification and

mitigation of IT security risks and the creation of disaster recovery
planning. Notwithstanding the current realignment program activities,
there remains "core activities/functions" that are ongoing, which
NTTS must support on a day-to-day basis.

In order to accommodate the demands of this dynamic and fluid

environment and to incorporate Agency IT policies, NTTS is managed
under a project pla_ agreed upon by NASA Headquarters and NASA
Langley. The NTTS Project Plan (Exhibit G) is the agreement between
NASA Headquarters and NASA Langley for the direction and activities
for fiscal years 2004-08. The Plan provides the guiding framework
that is employed to manage theProject and the associated identified
support services. This Plan gives the vision for the future of the

NTTS, although the SOW takes precedence over the NTTS Project Plan
when in conflict for the performance of the Contract. Certain parts
of the NTTS Project Plan wil! be used as part of the SOW for work
requirements. The NTTS Project Plan pursues activities along three
thrusts:

I. Operations and Support of NTTS

6
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NNL05AA35C SECTION C

2. Implement Sustaining System Management and Architecture
3. Enable/Accommodate Evolving Functionality

2.0Scope

A broad scope of information technology (IT) services including new
and emerging techno!ogies and related mission specific servicesare
required over the life of the contract. The scope of support to be
provided shall cover all requirements for IT services related to NTTS
in support of NAS_'s Technology Transfer and Intellectual Asset
Management activities including computers, ancillary equipment,
software, firmware, services, and related resources. As provided in
Section 1.0_ Introduction, contract activities shall pursue
approaches that support NASA's Enterprise Architecture (EA). Support
for the EA requires a thorough knowledge of and experience with
implementing IT solutions in support of the identified technology
transfer processes.

Services are divided into the following categories:

2.1 Thrust 1 - Operations and Support of NTTS

Operate and support core backbone NTTS network that will be used to
support necessary efforts to (i) document and license technologies
and make them available to the prZvate sector as legislatively
mandated, (2) prudently manage NASA's intellectual property, and (3)
use the web to provide technology offerings available for licensing
and solicit partnerships.

2.2 Thrust 2 - Implement Sustaining SystemManagementand
Archi tecture

The current NTTS configuration and architecture is one that has

resulted from an evolutionarY path reflective of the growth of NASA's
TechnologY Transfer Program. To support the program's rapid
evolution, NTTS development employed a pr0totyping and mefinement
development cycle. Activities in this thrust will ensure that NTTS,
as a system, is configured to sustain operations, manage risks, and
align the NTTS architecture, where applicable, with the defined NASA
Enterprise Architecture and IT security policies (Exhibit C).

2.3 Thrust 3 - Enabling/Accommodate Evolving Functionality

Historically the functionality of the program has focused on spin-out
of technologies. Given the re-vectoring and realignment of NASA's
technology transfer activities, existing functionality will need to
be revised and new areas identified to support the technology
transfer activitfes, such as spin-in and technology infusion.

7
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NNL05AA35C SECTION C

T_erefore, the NTTS capabilities will need to accommodate
improvements in existing functionality, as well as new
functionalities. Additionally, the emphasis on E-gov activities
(http://egov.gsa.gov/) will be addressed in this area to ensure NTTS
continues to be compatible for activities identified at the Federal
level.

Specific work requirements for Thrust 2 and 3 activities will be
furnished by the Contract Officer's Technical Representative (COTR)
through the issuance of Task Orders (TO).

Software development, operations, and maintenance of NTTS have
several levels of risks. Control ranges from minimal to critical (as
it relates to impact to the Government). This is specified in the
NTTS ProjectPlan (ExhibitG).and the NTTS IT Securityand Recovery
Plan (Exhibit E).

3 .0 (Reserved)

4.0 General Requirements

All work shall meet the requirements specified herein and shall be
accomplished in conformance with the guidelines set forth in the NTTS
Project Plan.

4.1 Configuration Management

The Contractor shal! ensure that the configurations of all systems
are reviewed and approved in accordance with the NTTS configuration
management process as defined in the NTTS Project Plan (Exhibit G,
Section 5.1.2, Sustaining Architecture and Evolving Functionality).

The Contractor shall maintain an electronic configuration management
system (CMS) to track the inventory of equipment and software for all
systems supported. Information maintained within the CMS shall
include, but is not limited to, hardware configurations, versions of
installed software and associated documentation, maintenance status,
software license status, a_d status of planned and performed
upgrades.

NTTs is a component of NASA's payment process for space act awards
and license royalties. In al! activities the Contractor shall ensure
NTTS processes are implemented to prevent waste, fraud and abuse. See
module documentation, system processes and interface definition
agreements located at http://ncis.nasa.gov for information on the
NTTS processing for awards and royalties.

4.2 Critical Contractor Interfaces

8
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NNL05AA35C SECTION C

The Contractor shall interface with the COTR for coordinating tasks
with the Government as defined in Article G.3, "TECHNICAL DIRECTION

(NFS 18-52.242-70)", of the contract schedule. Help desk support,
requirements definition, and new version implementations will require
interfaces with the NTTS customer base (Exhibit G, Section 3.0,
Customer Definition and Advocacy) and other service providers at
NASA. The Contractor will interface with the Contracting Officer (CO)
and/or COTR to address and resolve.contractual issues. See Exhibit G,

Sections 3.0, Customer Definition, and 5.2, OrganizationalStructure
for expected contractor interfaces. The NTTS Project Plan (Exhibit G)
identifies the Contractor as the Product Technical Support
Contractor.

4.3 IT Security Plans and Training

The Contractor shall submit to the COTR the Contractor's plan for
implementation of IT Security (DRD 5) and the Contractor's IT
Security and Recovery Plan (DR!9 5) for operations located at the
Contractor's site. The contractor shal! submit a report to the COTR
on IT security training as defined in DRD 6.

4.4 Internet Connectivity

The Contractor shall provide a high-speed data link (minimum !0 Mbps
connection capability) to connect the Contractor's offsite facility
to the Government's Local Area Network (LAN). This high-speed data
line must be ethernet compatible.

5.0 Operations and Support Services

Operations and support services are defined at a basic level'as

applicable to sustained operations of the NTTS production ahd test
systems. The contractor shall perform the functions stated in this

section for systems that make up the NTTS] support activities \

;identified in Thrust 1 of the NTTS Project Plan. (Exhibit G) and
defined in the NTTS Processing PrOcedures found on

: http://ncis.nasa_gov in documentation under type "System".

Services shall be provided for a prime shiftof 12 hours per day
beginning at 8:00 AM EST and ending at 8:00 PM EST, Monday through
Friday, except for Government holidays. Support outside of the
defined prime shift shall be agreed to by the COTR and Contractor
with a specific defined task order.

Software is classified as system software, database software, or
application software. System software consists of operating systems;
the native file system; distributed file systems_ system and user
command suites that usually accompany the release of an operating
system; and general-purpose software such asbrowsers, e-mail
clients, and office programs. Database software includesengines as

9



NNL05AA35C SECTIONC

well as associated database tools. Application software is that
software which provides specific capabilities in support of NASA's
technologytransfer activities. Hardware consists of the central
processing units, memory, periphera! devices (such as output devices,
disks, and tapes), adapters, and network equipment.

5.1 Production, Test and Development Environments

The NTTS production environment consists of all hardware and software
required to support the Project's requirements stated in Exhibit G,
Section 7.0, Project Technical Summary. The production environment is
provided byNASA.

The NTTS Test environment consists of all hardware and software

required to support the Project's requirements stated in Exhibit G,
Section 7.7, NTTS Test Environment. The Contractor shall provide and
maintain the test environment. As the production environment
changes, the contractor shall ensure the test environment supports
the production configuration.

The NTTS Development environment consists of all hardware and
software required to support the Project's development requirements
to support Thrust i, 2 and 3. The Contractor shall provide and
maintain the deve!opment environment. As the production and test
environments change, the contractor shall ensure the development
environment supports the configurations necessary to provide
continued support for current configuration and new development.

5.2 Information Technology Security Administration

The contractor shall identify a System Security Administrator as the
focal point for the security of both the NTTS production and test
systems and Contractor systems used to support this contract. The
System Security Administrator shall implement and maintain the NTTS
IT Security and Recovery Plan (Exhibit E) as directed by the COTR.
All contractor employees shall be trained in IT security as defined
in NPR 2810.1, Security of Information Technology'(Exhibit C).

The Contractor shall ensure the following:

a) All users complete an Account Request Document as defined in the
NTTS User Account Process (Exhibit H) for all user accounts and
that the information gathered is handled in accordance with the
Privacy Act.

b) As defined in the NTTS IT Security and Recovery Plan (Exhibit E),
promptly disabling access to a user's account if the user is
identified as having left the Center, changed assignments, changed
contracts, completed work on a grant or other agreement, or is no
longer requiring system access.

10



NNL05AA35C SECTION C

c) Granting accounts only to individuals who have supplied the
information identified in the NTTS User Account Process (Exhibit
H).

d) Performing annual self-inspections of al! contractor systems
supporting NTTS and reporting the findings to the COTR as defined
in the Contractor IT Security and Recovery Plan (DRD 6).

e) Reporting IT security incidents as defined in both the NTTS and
Contractor's IT Security and Recovery Plans (Exhibit E & DRD'5).

f) In response to an IT security incident, taking necessary actions to
prevent further damage to NTTS production and test systems, and
contractor systems. These actions shall be documented as defined
both the NTTS and Contractor's IT Security and Recovery Plans
(Exhibit E & DRD 5).

g) Identifying alternate personnel who will be responsible for systems
if an IT security incident requiring immediateattention occurs
when theSystem Administrator is absent. The names and contact
information for these personnel will be provided to the COTR.

h) Ensuring that security controls are in place and functioning.

5.3 System Administration

The system administration function pertains to providing a Variety of
services involving hardware and systems software. Systems
Administration functions shall be integrated with functions
associated with database software (database administration) and
applications support. System Administration required under this
contract includes:

5.3.1 NTTS Production Systems

System administration of the NTTS Production Systems is performed by
the NASA ODIN Contractor or other identified contractor; however, the
Contractor shall provide the following services:

a) Identify required hardware and software needed for support of
the operational version of NTTS.

b) Consult and troubleshoot with ODIN or designated contractor on
operation issues for return to service activities.

c) Identify system operational issues tO ODIN or designated
contractor for resolution.

d) Notify COTR of operational issues and planned resolution
within 2 hours of identification.

5.3.2 NTTS Test, Development and Contractor Systems

The Contractor shall provide the following services:

Ii
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a) Interface with equipment vendors or service providers for the
maintenance of equipment and software. Monitor the currency
of maintenance contracts and software licenses.

b) Interface with network service providers for access to public
networks and to resolve problems associated with network
access.

c) Diagnose anomalies in the operation of equipment or system
software. Provide timely fixes or work-arounds where possible.
When necessary, interface with other IT service providers to
resolve problems. Initiate corrective action. Foilow up to
ensure problem resolution. Corrective actions to problems
during testing periods will be within 2 hours of
:[dentification.

d) Develop a disaster/recovery plan as part of Contractor IT
Security and Recovery Plan (DRD 5) in accordance with NPR
2810.1, Security of Information Technology (Exhibit C). Work
with other responsible IT personnel (e.g., database
administrators and ot_er application or data managers) in
developing the plan.

e) Backup and restore "filesin accordance with the Contractor IT
Security and Recovery Plan (DRD 5).

f) Monitor the operation of the system and adjust the
configuration and system parameters as necessary to maximize
operational efficiency.

g) Create and mo_difyscripts that increase functionality or
enhance system oPeration or performance.

5.4 Hardware Maintenance

Hardware Maintenance, as defined in this section, includes the repair
and replacement of hardware components necessary to ensure
Operability of NTTS production and test systems and Contractor
systems used in support of this Contract. Services that shall be
provided in satisfying the Hardware Maintenance requirements include:

5.4.1 NTTS Production Systems

Hardware maintenance of the NTTS Production Systems is performed by
the NASA ODIN Contractor or other identified contractor; however, the
contractor shall provide the following services to this activity as
defined below:

a) Identify and diagnose problem or failure.

b) Verify that repair or replacement performs to support the NTTS
applications.

c) Reload any files and/or data (ifaccessible) that are
contained on a replaced or failing component before returning
the system to operational status.

12
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5.4.2 NTTS Test, Development and Contractor Systems

a) Diagnose problem or failure.

b) Repair or replace failing components. Replacement parts shall
meet or exceed Original Equipment Manufacturer's standards.

c) Verify that repair or replacement performs to manufacturer's
standards.

d) Verify that the performance of the system following the repair
or replacement of failing components meets or exceeds the
performance of the system prior to system faiiure.

e) Reload any files and/or data (if accessible) that are
contained on a replaced or failing component before returning
the system to operational status.

f) Cleanse (to ensure that data is fully erased and not
retrievable or accessible by any means) any replaced data
storage equipmentthat contains unclassified data prior to
disposal or returning to the supplier, and maintain a
documented log to indicate that this action was completed.

5.5 System Software Maintenance

System Software Maintenance, as defined in this section, includes the
services required to ensure continuing operation of system software
on both the NTTS production and test systems and•Contractor systems
in support of this Contract. Services that shall be provided in
satisfying the System Software Maintenance requirements include:

5.5.1 NTTS Production Systems

System Software Maintenance of the NTTS production systems is
performed by the NASA ODIN Contractor or other identified contractor;
however, the contractor shal! provide the following services:

a) Analyze software failure or performance degradation.

b) Verify system operation following software upgrades.

c) Coordinate with designated contractor the full system, file,
and data backup prio_ to software upgrade.

d) Coordinate with designated contractor the
preservation/recoveryof all filesanddata duringsoftware
upgrade.

5.5.2 NTTS Test, Development and Contractor Systems

The Contractor shall perform the following services:

a) Analyze software failure or performance degradation.

b) Obtain software updates and upgrades from the vendor or public
domain sources.

13
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c) Verify system operation following software upgrades.

d) Preserve and/or restore the preservation/recovery of all files
and data during software upgrade.

e) Perform the full system, file, and data backup prior to
software upgrade.

5.6 Application Management

5.6.1 Application Software

The application software used in support of the current operational
configuration of NTTS production and test systems is categorized as
follows:

5.6.1.1 Commercial off the shelf (COTS) software.

COTS is software used to support the functions of NTTS and shall
be of a version that is considered "market ready". Market Ready
signifies that the software can be purchased by the Government
and is supported through the Vendor's customer and technical
support systems. The current list of COTS used within NTTS is as
follows.

Microsoft Visio

Microsoft IIS

Committed Software SanityCheck

Norton AntiVirus

QuickTime

StuffIt

WinZip

ServersAlive

Macromedia Flash

Macromedia Dreamweaver

Committed Software Datacheck

Adobe Photoshop

Internet Explorer

14
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Rationale Rose Suite

4D database management systems (4D OEM builder, 4D

Tools, 4D Backup, 4D Compiler, 4D Server, 4D Client,

4D Insider).

AreaList

MS SQL Server (7 and 200.0)

Cold Fusion (4.5 and MX)

ARCIMS

Apache

Netscape

SSL

Webdav (WebDrive]

CiscoVPN

Eudora Worldmail server

MS Windows NT / 2000 (Professional and Server)

Mac OS X

Timbuktu

MS Office

MSProject

Adobe Acrobat

5.6..I.2 Software developed by or for NASA and used in

production mode:

a. NASA eNTRe

b. NASA TechTracS including synchronization and wan
subsystems

c. KIMS

d. TechFinder

15
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e. NCIS Support

f. Datapump

g. External _nterfaces to other NASA systems and
external systems (See Project Plan Section 14.3,
External Interfaces)

5.6.2 Application Management Requirements

The Contractor shall provide application management service
requirements of the NTTS production and test systems to include the
following activities.

a) Optimize the execution of the application. Monitor the
application for anomalies and respond to customer trouble
reports.Analyzeproblems,interfacewith responsibleIT
"personnel if necessary to resolve problems. Implement
corrective action.

b) Plan for and recommend evolution of the application. For
example, advise the COTR on applicability of upgrades and
recommend possible software solutions to identified user
requirements.

c) For COTS, actively monitor availability of patches and
upgrades from vendors. Evaluate upgrades, recommend schedule
for upgrade, and inform customers of impact of upgrade.

d) Interface with software vendors to obtain patches and
upgrades. Coordinate with COTR ind procure software updates
and upgrades from the vendor. Install patches as required to
ensure that application remains current, secure, and reliable.
Install upgrades according to schedule approved by the COTZ.
Interface with responsible IT personnel as necessary to ensure
smooth upgrade. Perform upgrades with minimal impact to users
and notify users of interruptions in application.

e) Maintain software developed by or for NASA. In general, the
contractor shall follow the maintenance process defined in

.Section 5.1.2, Sustaining Architecture and Evolving
Functionality of the NTTS Project Plan (Exhibit G).

f) Advi_e customers on effective use of the software.

5.6.3 Documentation
The Contractor shall_

5.6.3.1 For COTS, maintain and make available an electronic
library of application documentation.

5.6.3.2 For software developed by or for _AS_ the Contractor
shall perform documentation of NTTS as noted in DRD 14.

5.6.3.3 The contractor shall establish, implement, and maintain
an electronic, web-based documentation control system (DCS) as

16



NNL05AA35C SECTION C

noted in DRD ii. The DCS shall support a visual look that
supports the NTTS logo.

5.7 Database Administration

Database Administration (DBA) as defined in this section shall be

provided for all database management systems (DBMS) supporting the
NTTS production and test systems. This includes DBMS software and
associated database tools. The Contractor shall provide'database
administration requirements to include the following activities:

5.7.1 Installation of Database Software and Tools

a) Install and maintain new and Upgraded DBMS software and
associated tools on both production and test systems, identify
impacts of new and upgraded software by testing, documenting,
and communicating impacts to COTR before implementation.

b) Ensure operability of the DBMS environment. Achieve a common or
standard configuration for the DBMS environment to enable
application developers to efficiently produce predictable
results.

c) Ensure compatibility between the DBMS and the operating system.
Coordinate with responsible IT personnel to ensure that the
system adequately supports database applications.-

5.7.2 Monitoring and Configuring Database Engine and Tools

a) Monitor activity of the database engine to determine efficiency
of the database engine and applications. Manage disk space
allocations, perform consistency checking, and monitor
logical/recovery log.

b) Based on the configuration of the fiie server and the existing
and projected database workload, configure the database engine
to optimize performance of databaseapplications while
minimizing effects on the rest of the file-server-workload.

c) Analyze the database workload and storage needs and plan for
growth for databases and applications. Make determinations of
DBMS software to support these needs, and communicate
hardware/system software requirements to system administrator.
Implement recommendations upon COTR approval.

d) Monitor use of the licenses for_ the database engines and related

tools. Interface with vendors to develop software maintenance
strategies and maintain current licenses.

e) Provide solutions that allow connections to the database engines
from other platforms. These solutions will include the use of
ODBC (open database connectivity), database client tools, and
Extensible Markup Language (XML). Provide documentation and user
training in the installation and configuration of these
connections as needed.

17
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5.7.3 Archiving and Restoring

a) Archive and restore the database instance and logical logs, and
provide input into NTTS system disaster/recovery plan to ensure
restoration of database. Restore data as required.

b) Perform periodic tests (at least every 6 months) to ensure that
hardware, software, and processes will function as required to
support archiving and restoring of data and to verify the NTTS
IT Security and Recovery Plan (Exhibit E) . Coordinate tests with
and report test results to COTR.

5.7.4 Documentation

The Contractor shall maintain documentation of the database as
defined in Documentation (DRD ii).

5.7.5 IT Services Log

Within 30 days from the contract implementation date, the Contractor
shall implement and maintain an IT Services Log. The IT Services Log
shall contain, at a minimum, a record of service and system
interruptions, scheduled maintenance and upgrades, hardware
replacements, upgrades, disposai, and security breaches and threats.
The log shall have a user web interface with search capabilities
supporting searches by system, log entry date ranges, and description

_ contains.

5.7.6 Resolution of Problems/Issues

The Contractor shall perform'the following services:

a)Troubleshootand solveproblems/issuesrelatedto the database
instance or related tools. Document these problems/issues and
lessons as defined in Technical Status Reports (DRD 2).

b) Interface with system administrator and application,developers
to develop solutions to problems and implement corrective
action.

5.8 Customer Support

The Contractor shall provide Help Desk Support for all NTTS systems,
applications and defined operational procedures from Monday through
Friday from 8 A!_ td 8 PM EST/EDT. Customer support shall include the
following activities.

• Provide an emai! account, telephone number with phone mai!, and
web-based tracking system for electronic and telephonic service
requests for support Monday through Friday from 8 AM to 8 PM
EST/EDT.

• Issue confirmation via E-mail or telephone call to the requester of

the receipt of a help request within 1 hour of the request.
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• Maintain an electronic tracking system of Support requests
containing the dates of help requests, requester's name,
requester's center, description, and resolution description. This
system shal! also serve as a bug reporting system for NTTS users.
Access to system shall be to all users of NTTS.

• Notify the COTR if any request cannot be resolved within 8 hours Of
the request. The COTR will provide guidance as to the disposition
of the request.

5.9 Application Specialist

NASA Center on-site space shall be provided for contract support of
the NTTS Application Specialist requirement. At Contract award the
contractor shal! provide application specialist support at NASA HQ
and NASA Langley. NASA provided NTTS application specialists support
is !ocated on-site ateach NASA Center.

The Contractor shall provide the following services during the core
support hours of 8AM to 4:30 PM, Monday - Friday, except scheduled
NASA holidays.

5.9.1 System Application Support

• Coordinate system and database administration activities to NTTS
servers, including account maintenance, security, maintenance,
backup and general care with the ODIN contractor and the technical
support contractors of the NTTS applications.

• Provide expert support for the NTTS systems and applications to all
database users. Support will beprovided duringnormal office hours
unless otherwise requested and agreed upon.

• Provide training on NTTS to Center users.

• Solicit feedback from users for improvements to NTTS.

_• Provide recommendations in support of NTTS continuous improvement
processes to COTR.

5.9.2 Database Reporting and Quality Assurance

• Assure accurate and complete data input into NTTS.

• Acquire additional information from NASA sources where fields are
incomplete within NTTS.

• Develop metrics reporting and other report requirements as
necessary.

5.10 Processing Procedures
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The Contractor shall establish a set of procedures to be executed and
maintained by the Contractor. NTTS processing procedures are located
at http://ncis.nasa.gov under documentation, type "System". The
contractor shall perform the following.

a) Develop and implement a project schedule of the NTTS
processing procedures.

b) In coordination with the COTR, develop, implement, revise, and
terminate NTTS procedures.

c) Procedures shal! be in MS Word format and available through
the DCS.

5.11 External Interfaces

NTTS interfaces with several other NASA systems and also several
external systems. Sections 14.2, Other NASA System Interfaces and
14.3, Externa! Interfaces of the NTTS Project Plan (Exhibit G) define
the current external interfaces. Interface Definition Agreements
(IDA) are developed and maintained to facilitate the NTTS external
interfaces. See http://ncis.nasa.gov under documentation, type System
for NTTS IDAs and processing procedures. The Contractor shall
support the NTTS external interfaces as defined in the NTTS
processing procedures and the IDA's.

5.12 Sustaining System Management and Architecture Work Plan

As defined in section 2.3, Implement Sustaining System Management and
Architecture of the NTTS Project Plan (Exhibit G), Thrust 2 project
activities will consist of studies, recommendations, and °'

implementations to accomplish the following while maintaining current
functionality and user experience. The Contractor shall submit a work
plan to accomplish Thrust 2. The work planshal! include, but is not
limited to, activities defined in:Sustaining Architecture Work Plan
(DRD 17) and shall be delivered to the COTR for review 2 months from
the contract award date. Upon workplan approva!, the Contractor
shall complete the work plan within 2 years from work plan approval.

6.0 Systems and Applications Development @ervices

In support of activities defined in Thrusts 2 and 3 of the NTTS
Project Plan (Exhibit G), services in this category involve the
development of new software or the modification of existing software
to change or add to its functionality. Modifications also include
correction of faults, improvements of performance or other
attributes, or to adapt to a changed environment. Requirements will
include but will not be limited to the following:

a) Design and development of new software packages to meet specified
requirements.

b)'Design and development of new systems integrated from hardware,
commercial software, and newly developed applications.
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C) Modifications to existing software to change or add to its
functionality.

6.1 Task Orders

The Contractor shall provide development services on an "as needed"
basis in response to TOs issued by the Contracting Officer. TOs will
provide the specific details of the technical requirements, any
Government furnished equipment or Government furnished information,
and a schedule of milestones and deliverables. Following a review by
the COTR and negotiation with the contractor, the LaRC Contracting
Officer (CO) or designee will authorize the Contractor to begin the
work.

6.2 Work Requirements

In the planning and execution of the work as specified in the TO, the
Contractor shall undertake any or all of the following activities and
shall adhere to the NTTS development cycle process defined in section
5.1.2, Sustaining Architecture and Evolving Functionality of the NTTS
Project Plan (Exhibit G):

a] Requirements Analysis and Planning: Analyze requirements to
determine the feasibility of providing the desired software, target
computer system, computer programs, results, documentation or other
deliverables.

b) System Integration: Integrate equipment, software, communications,_
and processes to develop and deploy a new system or IT capability,
including procurement of hardware and software if required.

c) Software Design and Development: Design, develop, and test software
to meet specified technical and quality requirements.

d) Software Modification: Modify existing software in order to change
or add to its functionality.

e) Quality Assurance and Software Testing: Perform software quality
assurance, prepare test plans, perform softwareacceptance testing,
and document test results.

f) Planning for Installation, Operations, or Maintenance Services:
Prepare plans f0r<these activities to follow systems or
applications delivery.

g) Documentation: Develop or Update documentation Such as user
manuals, reference manuals, design documents, and test plans using
electronic format defined in SOW section 5.0, Operation and Support
Services.

h) Problem Analysis: Perform independent analysis of mathematica!,
!ogical, system approaches and perform comparison studies of
competing techniques to solve problems.
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i) Process Improvement: Collect and analyze process and product
metrics. Identify, evaluate, and implement promising new
technologies to improve productivity and quality.

6.3 Consultation and Training

The contractor shal! provide technical support, consulting, and
coordination to ensure orderly system implementation, integration,
and operation of all systems, systems software, and application
software identified in task orders. Additional consulting

requirements may be identified in task orders and include, but are
not limited to:

a) Work with COTR in defining data and information requirements, data
sources, and intended end-user applications, and recommend
appropriate information technology, products, and capabi!ities for
satisfying information requirements.

b) Design, develop, and revise training materials for systems and
applications relevant to task orders. Schedule classes, arrange
logistics for classes, conduct training, validate training
effectiveness, and provide information for input to student
records.

c) Perform studies analyzing new technologies, analyzing feasibility
of technical approaches, defining user requirements, analyzing
existing environments, identifying constraints, deriving and
analyzing alternative solutions, recommending approaches and
solutions, and estimating costs and benefits.

6.4 Implementation

The contractor shall provide a release test plan (DRD 14), technical
support, consulting, and coordination to ensure orderly system
implementation, integration, and operation of all systems, systems
software, and application software identified in task orders.

7.0 Contract and Work Management

7 1 Project Management

The Contractor shall provide project management for all activities
under the contract. Requirements include, but are not limited to:

• Creating, maintaining, and reporting on the Project schedule
(DRD 3)

• Providing cost estimates on contact activities down to the task
order leve! on 533M (DRD 4)

• Weekly schedule status reports (DRD 2)
• Resolves Customer Support issues.

7.2 Operations Management
22
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The Contractor shal! provide operations management for al! activities •
defined in section 5 of this SOW.

Requirements include but are not limited to:

• Management of operations of NTTS production and test systems.

• Creating, maintaining,and reportingon scheduledoperational
processes

• Management of Customer Support

• IT Security Administration

7.3 Performance Measurements

_,_,_,_<,_::__ _c_ceg}_abi_i_!!!_!i_!_:ii:_i,_i__,_..........._:_,_..........._,____,_ .....................................,...........

Maximize Systems Systems Systems Contractor
system available and available and available and data; IT

availability operational operational operational services log;
& >96% of the >98% of the 100% of the Performance

performance time time time monitors
Minor non-

Minor non-

compliance compliance ContractorIT systems that are data; ITin that are
corrected corrected Full services log;

Compliance within i0 compliance Performance
with NPR within 5 days, monitors
2810 1 days, with no with no repeat

• repeat violations Audit reports
violations

Contractor
Minor IT data Minor IT data No data; Audits-Maintain
discrepancies discrepancies significant customerdatabase

• corrected Corrected IT data feedback;

integrity within i0 days within 5 days discrepancies performance
monitors

Cost, Cost, Contractor
Cost, schedule, & schedule, & data; Input

nro_ect schedule, &Meet
performance performance performance from

• objectives for objectives performance
performance objectives for _he evaluation for the monitors;goals & the evaluation

period evaluation customer
objectives period substantially period filly survey

marginally met met met • information
Contractor

Service service service data; InputEffective IT
customer request request request from

• performance performance performance performance
service and objectives are objectives are objectives monitors;communicatio

met >88% of met >92% of are met >95% customer
ns

the time the time of the time survey
information
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[END OF SECTION]
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SECTION D - PACKAGING AND MARKING

D.I LISTING OF CLAUSES INCORPORATED BY REFERENCE

NOTICE: The following contract clauses pertinent to this section are
hereby incorporated by reference:

I. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER i)

CLAUSE
NUMBER DATE TITLE

None included by reference.

II. NASA FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

CLAUSE
NUMBER DATE TITLE

None included by reference.

(End Of Clause)
[END 0F SECTION]
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SECTION E - INSPECTION AND ACCEPTANCE

E.I LISTING OF CLAUSES INCORPORATED BY REFERENCE

NOTICE: The followingcontractclauses pertinent to this section are
hereby incorporatedby reference:

I. FEDERAL ACQUISITIONREGULATION (48 CFR CHAPTER i)

CLAUSE
NUMBER DATE TITLE
52.246-4 AUG 1996 INSPECTION OF SERVICES--FIXED-PRICE

(Phase-in only)
52.246-5 APR 1984 INSPECTION OF SERVICES-- COST-

REIMBURSEMENT

II. NASA FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

CLAUSE
NUMBER DATE TITLE

None included by reference.

(End of Clause)
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SECTION F - DELIVERIES OR PERFORMANCE

F.I LISTING OF CLAUSES INCORPORATED BY REFERENCE

NOTICE: The following contract clauses pertinent to this section are
hereby incorporated by reference:

I. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER I)

CLAUSE
NUMBER DATE TITLE

52.242-15 AUG 1989 STOP-WORK ORDER (ALTERNATE I) (APR 1
52.247-34 NOV 1991 F.O.B DESTINATION

II. NASA FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

CLAUSE
NUMBER DATE TITLE

None included by reference.
(End Of C%ause)

F.2 PERIOD OF PERFORMANCE (LaRC 52.211-91) (NOV 2002)

The period of performance of this contract shall be 24 months from
the effective date of the contract, inclusive of the phase-in period.

(End of Provision)
F.3 PLACE(S) OF PERFORMANCE (LaRC 52.211-98) (OCT 1992)

The place(s) of performance shall be:

The designated.Contractor's facility; NASA, Langley Research Center,
Hampton, Virginia ; NASA HQ, Washington D.C., and other sites as may
be designated by the Contracting Officer.

(End of Provision)
[END OF SECTION]
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SECTION G - CONTRACT ADMINISTRATION DATA

G.I LISTING OF CLAUSES INCORPORATED BY REFERENCE

NOTICE: The followingcontract clauses pertinent to this section are
hereby incorporated by reference:

I. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER i)

CLAUSE
NUMBER DATE TITLE

None included by reference.

II. NASA FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

CLAUSE
NUMBER DATE TITLE

1852.242-73 JUL 2000 NASA CONTRACTOR FINANCIAL MANAGEMENT
REPORTING

1852.216-75 DEC 1988 PAYMENT OF FIXED FEE

(End Of Clause)

G.2 SUBMISSION OF VOUCHERS FOR PAYMENT (NFS 1852.216-87)
(MAR 1998)

(a) The designated billing office for cost vouchers for purposes of
the Prompt Payment clause of this contract is indicated below.
Public vouchers for payment Of costs shall include a reference to the
number of this contract.

(b) (i) If the contractor is authorized to submit interim cost
vouchers directly to the NASA paying office, the original voucher
should be submitted to:

NASA Langley Research Center
MS 175/ Accounts Payable
Hampton VA 23681

(2) For any period that the Defense Contract Audit Agency has
authorized the Contractor to submit int'erimcost vouchers directly to

28
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the Government paying office, interim vouchers are not required to be
sent to the Auditor, and are considered to,be provisionally approved
for payment, subject to final audit.

(3) Copies of vouchers should be submitted as directed by the
Contracting Officer.

(c) If the contractor is not authorized to submit interim cost
vouchers directly to the paying office as described in paragraph(b),
the contractorshallprepareand submitvouchersas follows:

(I) One original Standard Form (SF) 1034, SF 1035, or equivalent
Contractor's attachment to the Contractor's DCAA office.

(2) Five copies of SF 1034, SF I035A, or equivalent Contractor's
attachment to the following offices by insertion in the memorandum
block of their names and addresses:

(i) Copy 1 NASA Contracting Officer
(ii) Copy 2 Auditor
(iii) Copy 3 Contractor
(iv) Copy 4 Contract administration office; and
(v) Copy 5 Projectmanagementoffice.

(3) The Contracting Officer may designate other recipients as
required.

(d) Public vouchers for payment of fee shall be prepared similarly
to the procedures in paragraphs (b)or (c) of this clause, whichever
is applicable, and be forwarded to:

NASA Langley Research Center
MS 175/ Accounts Payable
Hampton VA 23681

This is the designated billing office for fee vouchers for purposes
of the Prompt_Payment clause of this contract.

(End of clause)

G.3 TECHNICAL DIRECTION (NFS 18-52.242-70) (SEP 1993)

(a) Performance of the work under this contract is subject to the
written technica! direction of the Contracting Officer Technical
Representative (COTR), who shal! be specifically appointed by the
Contracting Officer in writing in accordance with NASA FARSupplement
1842.270, Contracting officer technical representative (COTR)
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delegations. "Technical direction" means a directive to the Contractor
that approves approaches_ solutions, designs, or refinements; fills
in details or otherwise completes the general description of work or
documentation items; shifts emphasis among work areas or tasks; or
furnishes similar instruction to the Contractor. Technical.direction

includes requiring studies and pursuit of certain lines of inquiry
regarding matters within the general tasks and requirements in
Section C of this contract.

(b) The COTR does not have the authority to, and shall not, issue
any instruction purporting to be technical direction that--

(i) Constitutes an assignment of additional work outside the
statement of work;

(2) Constitutes a change as defined in the changes clause;

(3) Constitutes a basis for any increase or decrease in the
total estimated contract cost, the fixed fee (if any), or the time
required for contract performance;

(4) Changes any of the expressed terms, conditions, or
specifications of the contract_ or
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(5) Interferes with the Contractor's rights to perform the
terms and conditions of the contract.

(c) All technical direction shall be issued in writing by the COTR.

(d) The Contractor shall proceed promptly with the performance of
technical direction duly issued by the COTR in the manner prescribed
by this clause and within the COTR's authority.

If, in the Contractor's opinion, any instruction or direction by the
COTR falls within any of the categories defined in paragraph(b)
above, the Contractor shall not proceed by shall notify the
Contracting Officer in writing within 5 working days after receiving
it and shall request the Contracting Officer to take action as
described in this clause. Upon receiving this notification, the
Contracting Officer shall either issue anappropriate contract
modification within a reasonable time or advise the Contractor in

writing _ithin 30 days that the instruction or direction is--

(1) Rescinded in its entirety; or

(2) Within the requirements of the contract and does not
constitute a change under the changes clause of the contract, add
that the Contractor should proceed promptly with its performance.

(e) A failure of the Contractor and Contracting Officer to agree
that the instruction or direction is both within the requirements of
the contract and does not constitute a change under the changes
clause, or a failure to agree upon the contract action to be taken
with respect to the instruction or direction, shall be subject to the
Disputes clause of this contract.

(f) Any action(s) taken by the contractor in response to any
direction given by any person other than the Contra'ctingOfficer or
the COTR shall be at the Contractor's risk.

(End of Clause)

G.4 INSTALLATION-ACCOUNTABLE GOVERNMENT PROPERTY
(NES 1852.245-71) (JUN 1998)

(a) The Government property described in the clause at 1852.245-77,
List of Installation-Accountable Property and Services, shal! be made
available to the Contractor on a no-charge basis for use in.

performance of this contract. This property shall be utilized only
within the physical confines of the NASA installation that provided
the property. Under this clause, the Government retains
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accountability for, and title to, the property, and the Contractor
assumes the fol!owing user responsibilities:

User responsibilities in accordance with NASA Handbook NPR 4200.1,
NASA Equipment Management Manual.

The contractor shall establish and adhere to a system of written
procedures for compliance with these user responsibilities. Such
procedures must include holding employees liable, when appropriate,
for loss, damage, or destruction of Government property.

(b) (i) The official accountable recordkeeping, physical inventory,
financial control, and reporting of the property subject to this
clause shall be retained by the Government and accomplished by the
installation Supply and Equipment Management Officer (SEMO) and
Financial Management Officer. If thislcontract provides for the
contractor to acquire property, title to which will vest in the
Government, the following additiona! procedures apply:

(i) The contractor's purchase order shal! require the vendor to
deliver the property to the installation centra! receiving area;

(ii) The contractor shall furnish a copy of each purchase order,
prior to delivery bythe vendor, to the installation Central
receiving area:

(iii) The contractor shall establish a record of the property as
required by FAR 45.5, Management of Government Property in the
Possession of Contractors and 1845.5, Management of Government
Property in the Possession of Contractors and furnish to the
Industrial Property Officer a DD Form 1149 Requisition and
Invoice/Shipping Document (or installation equivalent) to transfer
accountability to the Government within 5 working days after receipt
of the property by the contractor. The contractor is accountable for
all contractor-acquired property until the property is transferred to
the Government's accountability.

i

(iv) Contractor use of Government property at an off-site
location and off-site subcontractor use require advance approval of
the contracting officer and notification of the SEMO. The contractor
shal! assume accountability and financia! reporting responsibility
for such property. The contractor shal! establish records and
property controlprocedures and maintain the property in accordance
with the requirements of FAR Part 45.5, Management of Government
Property in the Possession of Contractors until its return to the
installation.
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(2) After transfer of accountability to the Government, the
contractor shall continue to maintain such interna! records as are

necessary to execute the user responsibilities identified in
paragraph (a) and document the acquisition, billing, and disposition
of the property. These records and supporting documentation shall be-
made available, upon request, to the SEMO and any other authorized
representatives of the contracting officer.

(End of clause)

G.5 LIST OF iNSTALLATiON-ACCOUntABLE PROPERTY AND SERVICES
(NFS 1852.245-77) (JUL 1997)

In accordance with the clause at 1852.245-71, Installation-
Accountable Government Property, the Contractor isauthorized use of
the types of property and services listed below, to the extent they
are available, in the performance of this contract within the
physical borders o[ the installation which may include buildings and
space owned or directly leased by NASA in close proximity to the
installation, if so designated by the Contracting Officer.

(a) Office space, work area space, and utilities. Government
telephones are available for official purposes only.

(b) Genera!- and special-purpose equipment, including office
furniture.

(i) Equipment to be made available is listed in Exhibit A. The

Government retains accountabilitY for this property under the clause
at 1852.245-71, Installation- Accountable Government Property,
regardless of its authorized location.

(2) If the Contractor acquires property, title to which vests in the
Government pursuant to other provisions of this contract, this
property also shall become accountable to the Government upon its
entry into Government records as required by the clause at 1852.245_
71, Installation-Accountable Government Property.

(3) The Contractor shall not bring to the installation for use under
this contract any property owned or leased by the Contractor, or
other property that the Contractor is accountable for under any other
Government contract, without the Contracting Officer's prior written
approval.
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(c) Safety and fire protection for Contractor personnel and
facilities.

(d) Installation service facilities: None

(e) Medical treatment of a first-aid nature for Contractor personnel
injuries or illnesses sustained during on-site duty.

(f) Cafeteria privileges for contractor employees during normal
operating hours.

(g) Building maintenance for facilities occupied by Contractor
personnel.

(h) Moving and hauling for office moves, movement of larg_ equipment,
and delivery of supplies. Moving services shal! be provided on-site,
as approved by the Contracting Officer.

(i) The user responsibilities of the Contractor are defined in
paragraph. (a) of the clause at 1852.245-71, Installation- Accountable
Government Property.

(End of Clause)
[END OF SECTION]
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SECTION H - SPECIAL CONTRACT REQUIREMENTS

H.I LISTING OF CLAUSES INCORPORATED BY REFERENCE

NOTICE: The following contract clauses pertinent to this section are
hereby incorporated by reference:

I. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER i)

CLAUSE
NUMBER DATE TITLE

52.223-5 AUG 2003 POLLUTION PREVENTION AI_DRIGHT- TO-K
INFORMATION

II. NASA FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

CLAUSE
NUMBER DATE TITLE

1852.223-73 APR 2002 sAFETY AND HEALTH
1852.223-74 MAR 1996 DRUG- AND ALCOHOL-FREE WORKFORCE
1852.223-75 FEB 2002 MAJOR BREACH OF SAFETY OR SECURITY
1852.225-70 FEB 2000 EXPORT LICENSES

Insert in Paragraph (b): NASA LaRC ,
1852.242-72 AUG 1992 OBSERVANCE OF LEGAL HOLIDAYS (Altern

II)
1852.242-78 APR 2001 EMERGENCY MEDICAL SERVICES AND

EVACUATION

(End Of Clause)

H.2 SECURITY CLASSIFICATION REQUIREMENTS (NASA 1852.204-75) (SEP
1989)

Performance under this.contract will involve access to and/or
generation of classified information, work in a security area, or
both, up to the level of restricted but not classified. The data
involved in this contract is classified as sensitive. See Federal

Acquisition Regulation clause 52.204-2, Security Requirements in this
contract and DD Form 254, Contract Security Classification
Specification, Exhibit D.

(End of Clause)
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H.3 RESTRICTIONS ON PRINTING AIN-DDUPLI.CATiNG

(NASA 1852.208-81) (OCT 2001)

(a) The Contractor may duplicate or copy any documentation required
by this contract in accordance with the provisions of the Government
Printing and Binding Regulations, No. 26, S. Pub 101-9, U.S.
Government Printing Office, Washington, DC, 20402, published by the
Joint Committee on Printing, U.S. Congress.

(b) The Contractor shall not perform, or procure from any commercial
source, any printing in connection with the performance of work under
this contract. The term "printing" includes the processes of
composition, platemaking, presswork, duplicating, silk screen
processes, binding, microform, and the end items of such processes
and equipment.

(c) The Contractor is authorized to duplicate or copy production
units provided the requirement does notexceed 5,000 production units
of any one page or 25,000 units in the aggregate of multiple pages.

Such pages may not exceed a maximum image size of 10-3/4 by 14-1/4
inches. A "production unit" is one sheet, size 8-1/2 x ii inches
(215 x 280 mm), one side only, and one color ink.

(d) This clause does not preclude writing, editing, preparation of
manuscript copy, or preparation of related illustrative material as a
part of this contract, or administrative duplicating/copying (for
example, necessary forms and instructional materials used by the
Contractor to respond to the terms of the contract).

(e) Costs associated with printing, duplicating, or copying in excess
of the limits in paragraph (c) of this clause are unallowable without
prior written approval Of the Contracting Officer. If the Contractor
has reason to believe that any activity required in fulfillment of
the contract wil! necessitate any printing or substantial duplicating
or copying) it immediately shall provide written notice to the
Contracting Officer and request approval prior to proceeding with the
activity. Requests will be processed by the Contracting Officer in
accordance with the provisions of the Government Printing and Binding
Regulations, NFS 1808.802, and NPR 1490.5, NASA Procedures and
Guidelines for Printing, Duplicating, and Copying Management

(f) The Contractor shall include in each subcontract which may
involve a requirement for any printing, duplicating, and copying in
excess of the limits specified in paragraph (c) of this clause, a
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provision substantiallythe same as this clause, including this
paragraph (f).

(Endof clause)

H.4 MINIMUM INSURANCE COVERAGE (NASA 1852.228-75) (OCT 1988)

The Contractor shall obtain and maintain insurance coverage as
follows for the performance of this contract:

(a) Worker's compensation and employer's liability insurance as
required by applicable Federa! and state workers' compensation and
occupational disease statutes. If occupational diseases are not
compensable under those statutes, they shall be covered under the
employer's liability section of the insurance policy, except when
contract operations areso commingled with the Contractor's
commercial operations that it would not be practical. The employer's
liability coverage shall be at least $i00,000, except in States with
exclusive or monopolistic funds that do not permit workers'
compensation to be written by private carriers.

(b) Comprehensive general (bodily injury) liability insurance of at
least $500,000 per occurrence.

ic_ Motor vehicle liability insurance written on the comprehensive
form of policy which provides for bodily injury and property damage
liability covering the operation of all motor vehicles used in
connection with performingothe contract. Policies covering motor
vehicles operated in the United States shall provide coverage of at
least $200,000 per person and $500,000 per occurrence for bodily
injury liability and $20,000 per occurrence for property damage. The
amount of liability coverage on other policies shall be commensurate
with any legal requirements of the locality and sufficient to meet
normal and customary claims.

(d) Comprehensive general and motor vehicle liability policies shall
contain a provision worded as follows:

"The insurance company waives any right of subrogation against the
united States of America which may arise by reason of any payment
under the policy."

(e) When aircraft are used in connection with performing the
contract, aircraft public and passenger liability insurance of at
least $200,000 per person and $500,000 per occurrence for bodily
injury, other than passenger liability, and $200,000 per occurrence
for property damage. Coverage for passenger liability bodily injury
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shall be at least $200,000 multiplied by the number of seats or
passengers, whichever is greater.

(End of Clause)

H.5 Lr!qESCORTEDACCESS BY U.S CITIZEN CONTRACTOR EMPLOYEES
(LaRC 52.204-102) (NOV 2002)

Visits by U.S. citizen contractor employees that are expected will
exceed 90 days will require the employee to undergo a Background
Investigation. All Contractor employees must, as a minimum, have a
favorably adjudicated NASA Agency Check (NAC). However, a NAC is not
required if the Contractor can certify that an employee has an active
United States Government Security Clearance, (IAW requirements of
Executive Order #12968), or has been the subject of a pri0r favorable
NAC investigation.

For contractor employees requiring a NAC, the Contractor shall
require :itsemployees to submit a "Name Check Request" (NASA Form
531), an "Authorization for Release of Credit Reports" (NASA Form
1684), and a completed FD-258, "Applicant Fingerprint Card" to the
LaRC Badge andPass Office, Mail Stop 232. Fingerprint cards will be
completed at the Badge and Pass Office only. Norma! processing time
for a NASA NAC is approximately 60 days.

(End of clause)

H.6 (LIMITED) RELEASE OF CONTRACTOR CONFIDENTIAL BUSINESS
INFORMATION (CBI) (LaRC 52.204-104) (JAN 2002)

(a) NASA may find it necessary to release information submitted by
the Contractor, either in response to this solicitation or pursuant
to the provisions of this contract, to individuals not employed by
NASA. Business information that would Ordinarily be entitled to
confidential treatment may be included in the inform@tion released to
these individuals. Accordingly, by submission Of this proposal, or
signature on this contract or other contracts, the Contractor hereby
consents to a limited release of its Confidential Business
Information (CBI).

(b) Possible circumstances where the Agency may release the
Contractor's CBI include, but are not limited to, the following:

(i) To other Agency contractors and subcontractors, and their
employees tasked with assisting the Agency in handling and processing
information and documents in the evaluation, the award or the
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administration of Agency contracts, such as providing both preaward
and postaward audit support and specialized technical support to
NASA's technical evaluation panels;

(2) To NASA contractors and subcontractors, and their employees
engaged in information systems analysis, development, operation, and
maintenance, including performing data processing and management
functions for the Agency.

(c) NASA recognizes its obligation to protect the contractor from
competitive harm that could result from the release of such
information to a competitor. Except where otherwise provided by law,
NASA will permit the limited release of CBI under subparagraphs (i)
or (2) only pursuant to non-disclosure agreements signed by the
assisting contractor or subcontractor, and their individual employees
who may require access to the CBI to perform the assisting contract.

(d) NASA"s responsibilities under the Freedom of Information Act are'
not affected by this clause.

(e) The Contractor agrees to include this clause, including this
paragraph (e), in all subcontracts at all levels awarded pursuant to
this contract that require the furnishing of CBI by the
subcontractor.

(End of Clause)

H.7 OPTIONS (LaRC 52.217-95) (APR 2002)

Pursuant to the clause entitled "Option to Extend the Term of the
Contract (Mar 2000)," the Contractor hereby grants to the
Government options to extend the term of the contract for 2
additional periods. Such option(s) are to be exercisable by issuance
of aunilateral modification. Upon exercise of such Option(s) by the
Government, the following items will be increased by the amount
specified below for each option period.

First Second

Option Option
Item Period Period

Period of
Performance
(Ref: F.2) 12 months 24 months

Estimated Cost
(CLIN i)
(Ref. B.3) $592,550 $1,246,233
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Fixed Fee (Ref. B.3) $44,441 $93,468
(CLIN i)
CLIN 2 (IDIQ) $i,000,000 $i,000,000
(Maximum)(Ref. B.3)

(End of Provision)

H.8 SECURITY PROGRAM/NON-U.S. CITIZEN EMPLOYEE ACCESS
REQUIREMENTS (LaRC 52.204-91) (OCT 2003)

a. Access to the LaRC by contractor non-U.S, citizen employees,
including employees in permanent resident alien status, shall be
approved in accordance with NPR 1371.2 and LMS-CP-4850-- "Non- U.S.
Citizen(s)/Foreign Representative(s) Visitor Approval"
Administrative processing requires advance_notice of between 20 to 45
days depending on the nationality of the non-U.S, citizen. Access
authorization shall be for a maximum of one year, and must be
reevaluated annually. Non-U.S. citizen employees must be under
escort at all times while on Center by a U.S. citizen issued a LaRC
identification badge.

b. Request for Center access in excess of 90 days requires that a
background investigation be conducted on the non-U.S, citizen
employee. The processing of a background investigation requires the
submittal of a NASA Form 531, "Name Check Request," and a fingerprint
card application. Normal processing time for a background
investigation is approximately 90 days. A favorably adjudicated
background investigation shal! allow non=U.S, citizen contractor
employee limited unescorted access to the Center. Access shall be
limited to work areas identified and deemed necessary and entry and
egress to that site.

•i

(End of Clause)

H.9 INCORPORAT!ON OF SECTION K OF THE PROPOSAL BY.REFERENCE
(LaRC 52.215-107) (NOV 2002)

Pursuant to FAR 15.£04-i(b), Uniform Contract Format the completed
Section K of the proposal is hereby incorporated by reference.

(End of Clause)

H.10 OBSERVATION OF REGULATIONS AND !DEW.!F!CATION OF
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CONTRACTOR'S EMPLOYEES (LaRC 52.211-i04) (APR 2002)

A. Observation of Regulations--In performance of that part of the
contract work which may be performed at Langley Research Center or
other Government installation, the Contractor shall require its

employees to observe the rules and regulations as prescribed by the
authorities at Langley Research Center or other installation
including all applicable Federal, NASA and Langley safety, health,
environmental and security regulations.

B. Identification Badges--At all times while on LaRC property, the
Contractor shall require its employees, subcontractors and agents to
Wear badges which will be issued by the NASA LaRC Badge and Pass
Office, located at 1 Langley Boulevard (Building No. 1228). Badges
shall be'issued only between the hours of 6:30 a.m. and 3:30 p.m.,
Monday through Friday. Contractors will be held accountable for
these badges, and may be required to validate outstanding badges on
an annual basis wilh the NASA LaRC Security Office. Immediately upon

employee termination or contract completion_ badges shall be returned
to the NASA LaRC Badge and Pass Office. It is agreed and understood
that all NASA identification badges remain the property of NASA and
the Government reserves the right to invalidate such badges at any
time.

C. Employee Outprocessing--The Contractor shal! ensure that all
employees who are terminated or no longer connected with work being
performed under this contract are out processed through the LaRC
Badge and Pass Office. Badges and keys must be accounted for and
returned.

(End of Clause)

H.II LaRC 52.227-28 HANDLING OF DATA (MAY 2003)

(a) "DATA," as used in this clause, means recorded information,
regardless of the form, the media on whioh it may be recorded, or the

method of recording. The term includes, but is not limited to,
models, photographs, lab notebooks, diagrams, drawings, information
subject to the Privacy Act, information of a scientific or technical .
nature, computer software and documentation thereof, and information
of a commercial or financial nature.

(b) In the performance of this contract the Contractor will have
access to, be furnished, generate, or use one or more of the
following categories of DATA:
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(i) DATA of third parties that the Government has agreed to
handle under protective arrangements;.

(2) Government DATA, the use and dissemination of which the
Government intends to control or is required to control by law; or

(3)-DATA that the Contractor will create or assist in creating
under this contract that the Government has agreed tohandle under
protective arrangements or indicates that it intends to control.

(c) In order to protect the interests Qf the Government and the
owners, licensors and licensees of such DATA, the Contractor.agrees,

with respect to any of the types of DATA identified in paragraph (b),
above, that is either marked with a restrictive legend, specifically
identified to the Contractor as DATA being generated and to be marked
with a restrictive legend, or otherwise identified in writing by the
Contracting Officer or his or her representative as being subject to
this clause, to:

(i) Use, disclose, and reproduce such DATA only to the extent
necessary to perform the work required under this contract;

(2) Allow access to such DATA only to those of its emp!oyees
that require access for their performance under this contract;

(3) Preclude access and disclosure of such DATA by the
Contractor's personnel outside of that portion of the Contractor's
organization needed for the performance of the Contractor's duties
under this contract; and

(4) Return or dispose of such DATA, as the Contracting Officer
or his or her representative may direct when the DATA is no longer
needed for contract performance.

(d) In the event that DATA includes a legend that the Contractor
deems to be ambiguous or unauthorized, the Contractor shall inform
the Contracting Officer of such condition. Notwithstanding the
ambiguous or unauthorized nature of such a legend, as long as the
legend provides an :indicationthat a restriction on the use or
disclosure was intended, the Contractor shal! treat suchDATA
pursuant to the requirements of this clause unless otherwise
directed, in writing, by the Contracting Officer.

(e) Subject to the notice requirements in (f), below, the Contractor
shal! not be restricted in the use, disclosure, and reproduction of
DATA that: .-
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(i) Is, or becomes, generally available or public knowledge
without breach of this clause by the Contractor or its employees;

(2) Is known to the Contractor at the time of disclosure; has
been disclosed to the Contractor without restriction from the

Government; or has been independently developed by the Contractor
outside of the Contractor's activities under this contract;

(3) Has become known to the Contractor without similar
restrictions from a source other than the Government or any party
having work performed under this contract, that source having the
right to disclose such DATA; or

(4) The Contractor is required to produce such DATA pursuant to
a court order or similar Government action.

(f) If the Contractor believes.that any event or condition removes
the restrictions on their use, disclosure, or reproduction of DATA,
the Contractor shall promptly notify the Contracting officer in
writing of such belief before acting on such belief, and, in any
event, shall give written notice to the Contracting Officer before
unrestricted use, disclosure, or reproduction of such DATA.

'(g) Before the Contractor has access to DATA identified in paragraph
(b), ab6ve, the Contractor shall provide the Contracting officer an
acceptable written plan by which it intends to assure that its
personnel who have or might reasonably haveaccess to any such DATA,
will honor the Contractor's obligation to safeguard such DATA.
Should the Contracting Officer consider the proposed plan inadequate,
the Contractor will be advised of the inadequacy and the Contractor
will provide a revised plan. The Contracting Officer may. suspend work
under this contract, at no cost to the Government, until such time as

the written plan of the Contractor is considered acceptable to the
ContractingOfficer.

(h) The Contractor agrees to inform and instruct its employees of its
and their obligations under this clause and to appropriately bind its
employees contractually to comply with the access, use, disclosure,
and reproduction provisions of this clause.

(End of clause)

H.12 QUALITY MANAGEMENT SYSTEM COMPLIANCE REQUIREMENTS
(ISO 9001:2000) (LaRC 52.246-96) (SEP 2002)

The Contractor's quality system shall be compliant with the
requirementsof the current ANSI/ISO/ASQCQ IS0 9001 standard,
Quality Management Systems Requirements.

43



NNL05AA35C SECTION H

If the Contractor's quality system is not already compliantwith the
requirements of the current ANSI/ISO/ASQC Q IS0 9001 standard, the
Contractor shall develop quality system procedures and associated
documentation to become compliant within nine months after the
contract effective date.

Once compliance with the current ANSI/ISO/ASQC Q IS0 9001 has been
achieved, an updated Quality System Manual and final documentation
(addressing the topics noted in the Contractor's compliance plan)
should be submitted for review and acceptance.

The Contractor's quality system shall remain in compliance with the
ISO 9001 standard during the term of the contract. The Government
reserves the right to audit the Contractor's quality system.at any"
time.

"Compliant" as used in this clause means that the contractor has
defined, documented, and will continually implement during the term
of the contract management-approved methods of operation that conform
to the requirements given in the above-cited International Standard.

(End of Provision)

H.13 QUALITY MANAGEMENT SYSTEM REQUIREMENTS (ISO 9001:2000)
(LaRC 52.246-97)(SEP 2002)

The Contractor's quality system shall be compliant with the
requirements of the current ANSI/ISO/ASQC Q IS0 9001 standard,
Quality Management Systems Requirements.

The Contractor's quality system shall remain in compliance with
the ISO 9001 standard during the term of the contract. The
Government reserves the rights to audit the Contractor's quality
system at anytime

"Compliant" as used in thi_ clause means that the contractor has
defined, documented, and will continually implement during the
term of the contract management-approved methods of operation
that conform to the requirements given in the above-cited
International Standard.

(End of Provision)

H.14 TASK ORDERING PROCEDURE (NES 1852.216-80) (OCT 1996)

(a) Only the Contracting Officer may issue task orders to the
Contractor, providing specific authorization or direction to perform
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work within the scope of the contract and as specified in the
schedule. The Contractor may incur costs under this contract in
performance of task orders andtask order modifications issued in
accordance with this clause. No other costs are authorized unless

otherwise specified in the contract or expressly authorized by the
Contracting Officer.
(b) Prior to issuing a task order, the Contracting Officer shall
provide the Contractor with the following data:

(i) A functional description of the work identifying the
objectives or results desired from the contemplated task order.

"_=-_ (2). Proposed performance standards to be used as criteria for
determining whether 'thework requirements have been met.

(3) A request for a task plan from the Contractor to include
the technical approach, period of performance, appropriate cost
information, and any other information required to determine the
reasonableness of the Contractor's proposal.
(c) within i0 calendar days after receipt of the Contracting
Officer's request, the Contractor shall submit a task plan conforming
to the request.
(d) After review and any necessary discussions, the Contracting
Officer may issue a task order to the Contractor containing, as a
minimum, the following:

(i) Date of the order.
(2) Contract number and order number.

(3) Functional description of the work identifying the
objectives or results desired from the task order, including special
instructions or other information necessary for performance of the
task.

(4) Performance standards, and where appropriate, quality
assurance standards.

(57 Maximum dollar amount authorized (cost and fee or price).
This includes allocation of award fee among award fee periods, if
applicable.

(6) Any other resources 'travel, materials, equipment,
facilities, etc.) authorized.

(7) Delivery/performance schedule including start and end
dates.

(8) If contract funding is by individual task order, accounting
and appropriation data.
(e) The Contractor shall provide acknowledgment of receipt to the
Contracting Officer within 7 calendar days after receipt of the task
order.

(f) If time constraints do not permit issuance of a fully defined
task order in accordance with the procedures described in paragraphs
(a) through (d), a task order which includes a ceiling price may be
issued.

(g) The Contracting Officer may amend tasks in the same manner in
which they were issued.
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(h) In the event of a conflict between the requirements of the task
order and the Contractor's approved t,ask plan, the task order shall
prevail.

(End of clause)

[END OF SECTION]
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PART II - CONTRACT CLAUSES.

SECTION I - CONTRACT CLAUSES

I.l LISTING OF CLAUSES INCORPORATED BY REFERENCE

NOTICE: The following contract clauses pertinent to this section are
hereby incorporated by reference:

I'. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER I)

CLAUSE
NUMBER DATE TITLE

52.202-1 JUL 2004 DEFINITIONS
52.203-3 APR 1984 GRATUITIES
52.203-5 APR 1984 COVENANT AGAINST CONTINGENT FEES
52.203-6 JUL 1995 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE

GOVERNMENT
52.203-7 JUL 1995 ANTI-KICKBACK PROCEDURES
52.203-8 JAN 1997 CANCELLATION, RESCISSION AND RECOVERY OF

FUNDS FOR ILLEGAL OR IMPROPER ACTIVITY
52.203-10 JAN 1997 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR

IMPROPER ACTIVITY
52.203-12 JUN 2003 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN

FEDERAL TRANSACTIONS
52.204-2 AUG 1996 SECURITY REQUIREMENTS
52.204-4 AUG 2000 PRINTED OR COPIED DOUBLE-SIDED ON RECYCLED

PAPER

52.204-7 OCT 2003 CENTRAL CONTRACTOR REGISTRATION
52.209-6 JUL 1995 PROTECTING THE GOVERNMENT'S INTEREST WHEN

SUBCONTRACTING WITH CONTRACTORS DEBARRED,
SUSPENDED, OR PROPOSED FOR DEBARMENT

52.215-2 JUN 1999 AUDIT AND RECORDS--NEGOTIATION
52.215-8 OCT 1997 ORDER OF PRECEDENCE - UNIFORM CONTRACT FORMAT
52..215-11 OCT 1997 PRICE REDUCTION FOR DEFECTIVE COST OR PRICING I

-MODIFICATIONS
52.215-13 OCT 1997 SUBCONTRACTOR COST OR PRICING DATA -

MODIFICATIONS
52.215-15 JAN 2004 PENSION ADJUSTMENTS AND ASSET REVERSIONS
52.215-17 OCT 1997 WAIVER OF FACILITIES CAPITAL COST OF MONEY
52.215-18 OCT 1997 REVERSION OR AD_TUSTMENTOF PLANS FOR

POSTRETIREMENT BENEFITS (PRB) OTHER THAN
PENSIONS

52.215-19 OCT 1997 NOTIFICATION OF OWNERSHIP CHANGES
52.216-7 DEC 2002 ALLOWABLE COST AND PAYMENT

Insert 30th in Paragraph (a)(3).
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•52.216-8 MAR 1997 FIXED FEE
52.216-18 OCT 1995 ORDERING

Insert " 05/01/2005 " through " 04/30/2007 " in
paragraph (a).

52.216-19 OCT 1995 ORDER LIMITATIONS

Insert " $500 " " $3 million "l

" $3 million ", " 30 " and " i0 " in
paragraphs (a), (b)(I), (b)(2), (b)(3) and (d),
respectively.

52.215-21 Requirements for Cost/Pricing data or Information Other
than cost/Pricing Data - modifications

52.216-22 OCT 1995 INDEFINITE QUANTITY

Insert "the end of the contract period of performance" it•
paragraph (d).

52.217-8 NOV 1999 OPTION TOEXTEND SERVICES
52.217-9 MAR 2000 OPTION TO EXTEND THE TERM OF THE CONTRACT

Insert "any amount of time before end of current period
of performance end date" and " 5 ", respectively,
in paragraph (a). Insert " 60 " in paragraph (c).

52.2].9--6•JUN 2003 NOTICE OF TOTAL SMALL BUSINESS SET-ASIDE
52.219-8 MAY 2004 UTILIZATION OF SMALL BUSINESS CONCERNS
52.219-14 DEC 1996 LIMITATION ON SUBCONTRACTING
52.222-1 FEB 1997 NOTICE TO THE GOVERNMENT OF LABOR DISPUTES
52.222-2 JUL 1990 PAYMENT FOR OVERTIME PREMIUMS

Insert "$ 0 . " in paragraph (a).
52.222-21 FEB 1999 PROHIBITION OF SEGREGATED FACILITIES
52.222-26 APR 2002 EQUAL OPPORTUNITY
52.222-35 DEC 2001 EQUAL OPPORTUNITY FOR SPECIAL DISABLED

VETERANS, VETERANS OF THE VIETNAM ERA, AND
OTHER ELIGIBLE VETERANS

52.222_36 JUN 1998 AFFIRMATIVE ACTION FOR WORKERS WITH
DISABILITIES

52.222,37 DEC 2001 EMPLOYMENT REPORTS ON SPECIAL DISABLED
VETERANS, VETERANS OF THE VIETNAM ERA, AND
OTHER ELIGIBLE VETERANS

52.222-41 MAY 1989" SERVICE CONTRACT ACT OF 1965, AS AMENDED
52.223-6 MAY 2001 DRUG-FREE WORKPLACE
52.223-10 AUG 2000 WASTE REDUCTION PROGRAM
52.223-14 AUG 2003 TOXIC CHEMICAL RELEASE REPORTING
52.224-1 APR 1984 PRIVACY ACT'NOTIFICATION
52.224-2 APR 1984 PRIVACY ACT
52.225-13 DEC 2003 RESTRICTIONS ON CERTAIN FOREIGN PURCHASES
52.227-1 JUL 1995 AUTHORIZATION AND CONSENT
52.227-2 AUG 1996 NOTICE AND ASSISTANCE REGARDING PATENT

COPYRIGHT INFIRNGEMENT
52.227-3 APR 1984 PATENT INDEMNITY
52.227-I0 APR 1984 FILING OF PATENT APPLICATIONS-- CLASSIFIED

SUBJECT MATTER

52.227-14 JUN 1987 RIGHTS IN DATA--GENERAL As modified by
1852.227-14 NASA FAR Supplement (OCT 1995)

52.227-14 JUN 1987 RIGHTS IN DATA--GENERAL (ALTERNATE V)
(JUN 1987)
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52.227-16 JUN 1987 ADDITIONAL DATA REQUIREMENTS
52.228-7 MAR 1996 INSUR/k_CELIABILITY TO THIRD PERSONS
52.232-17 JUN 1996 INTEREST
52.232-18 APR 1984 AVAILABILITY OF FUNDS
52.232-22 APR 1984 LIMITATION OF FUNDS
52.232-23 JAN 1986 ASSIGNMENT OF CLAIMS
52.232-25 OCT 2003 PROMPT PAYMENT (ALTERNATE I) (FEB 2002)
52.232-34 MAY 1999 PAYMENT BY ELECTRONIC FUNDS TRANSFER--OTHER

THAN CENTRAL CONTRACTOR REGISTRATION
52.233-1 JUL 2002 DISPUTES
52.233=3 AUG 1996 PROTEST AFTER AWARD (ALTERNATE I) (JUN 1985)
52.237-2 APR 1984 PROTECTION OF GOVERNMENT BUILDINGS, EQUIPMENT,

AND VEGETATION
52.237-3 JAN 1991 CONTINUITY OF SERVICES
52.239-1 AUG 1996 PRIVACY OR SECURITY SAFEGUARDS
52.242-1 APR 1984 NOTICE OF INTENT TO DISALLOW COSTS
52.242-3 MAY 2001 PENALTIES FOR UNALLOWABLE COSTS
52.242-4 JAN 1997 CERTIFICATION OF FINAL INDIRECT COSTS
52.242-13 JUL 1995 BANKRUPTCY
52_243-2 AUG 1987 CHANGES--COST-REIMBURSEMENT (ALTERNATE I)

(APR 1984)
52.244-2 AUG 1998 SUBCONTRACTS (Alt I)
52.245-5 MAY 2004 GOqERNMENT PROPERTY (COST- REIMBURSEMENT,

TIME-AND- MATERIAL, OR LABOR-HOUR CONTRACTS)
52.246-25 FEB 1997 LIMITATION OF LIABILITY-- SERVICES
52.249-6 MAY 2004 TERMINATION (COST-REIMBURSEMENT)
52.249-14 APR 1984 EXCUSABLE DELAYS
52.253-1 JAN 1991 COMPUTER GENERATED FORMS

II. NASA FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

cLAUsE
NUMBER DATE TITLE

1852.203-70 JUN 2001 DISPLAY OF INSPECTOR GENERAL HOTLINE POSTERS

1852.204-76 JUL 2002 SECURITY REQUIREMENTS FOR UNCLASSIFIED
INFORMATION TECHNOLOGY RESOURCES

Insert "within 30 days" in paragraph (c).
1852.216-89 JUL 1997 ASSIGNMENT AND RELEASE FORMS
1852.219-74 SEP 1990 USE OF{RURAL AREA SMALL BUSINESSES
1852.219176 JUL 1997 NASA 8 PERCENT GOAL •
1852.243-71 MAR 1997 SHARED SAVINGS

III. The following clauses are applicable only to the fixed price
(CLIN 00) phase-in task order issued under this contract.

FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER l) CLAUSES

CLAUSE
NUMBER DATE TITLE
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52.222-43 MAY 1989 FAIR LABOR STANDARDS ACT AND SERVICE
CONTRACT ACT--PRICE ADJUSTMENT
(MULTIYEAR AND OPTION CONTRACTS)

52.228-5 JAN 1997 INSURANCE--WORK ON A GOVERNMENT
INSTALLATION

52.229-3 APR 2003 FEDERAL, STATE, AND LOCAL TAXES
52.232-1 APR 1984 PAYMENTS
52.232-8 FEB 2002 DISCOUNTS FOR PROMPT PAYMENT
52.232-11 APR 1984 EXTRAS
52.232-25 OCT 2003 PROMPT PAYMENT
•52.233-3 AUG 1996 PROTEST AFTER AWARD
52.242-15 AUG 1989 STOP-WORK ORDER (AUG 1980)

52.243li AUG 1987 CHANGES-FIXEDPRICE (ALTERNATEI)
(APR 1984)

52.249-4 APR 1984 TERMINATION FOR THE CONVENIENCE OF THE
GOVERNMENT (SERVICES) (SHORT FORM)

52.249-8 APR 1984 DEFAULT (FIXED-PRICE SUPPLY AND
SERVICE)

(End Of Clause)

1.2 CLAUSES INCORPORATED BY REFERENCE (FAR 52.252-2)
(FEB 1998)

Thiscontract incorporates one or more clauses by reference, with the
same force and effect as if they were given in full text. Upon
request, the ContractingOfficer will make their full text available.
Also, the full text of a clause may be accessed electronically at
this/these address(es) :

http://www.arnet.gov/far/

http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm

(End of clause)

1.3 OMBUDSMAN (NFS 1852.215-84) (OCT 2003) (ALTERNATE I)
(JUN 2000)

(a) An ombudsman has been appointedto hear and facilitatethe
resolution of concerns from offerors, potential offerors, and
contractors during the preaward and postaward phases of this
acquisition. When requested, the ombudsman will maintain strict
confidentiality as to the source of the concern. The existence of the
ombudsman is not to diminish the authority of the contracting
officer, the Source Evaluation Board, or the selection official.

Further, the ombudsman does not participate in the evaluation of
proposals, the source selection process, or the adjudication of
formal contract disputes. Therefore, before consulting with an
ombudsman, interested parties must first address their concerns,
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NNL05AA35C SECTION I

issues, disagreements, and/or recommendations to the contracting
officer for resolution.

(b) If resolution cannot be made by the contracting officer,
interested parties may contact the installation ombudsman, Christine
Darden, direct inquires to Panice H. Clark, NASA Langley Research
Center, Mail Stop 134, Hampton, VA 23681-2199; phone (757) 864-2522;
facsimile (757) 864-8541; email Panice.H.Clark@nasa.gov.

Concerns, issues, disagreements, and recommendations which cannot be
resolved at the installation.may be referred to the NASA ombudsman,
-the Director of the Contract Management Division, at 202_358-0445,
facsimile 202-358-3083, e-mai! james.a.balinskas@nasa.gov. Please do
not contact the ombudsman to request copies of the solicitation,
verify offer due date, or clarify technical requirements. Such
inquiries shall be directed to the contracting officer or as
specified elsewhere in this document.

(c) If this is a task or delivery order contract, the ombudsman
shall review complaints from contractors and ensure theyare afforded
a fair opportunity to be considered, consistent with the procedures
of the contract.

(End of clause)

1.4 STATEMENTOF• EQUIVALENT RATES FOR FEDERAL HIRES
(FAR 52.222-42) (MAY 1989)

In compliance with the Servfce Contract Act of 1965, as amended, and
the regulations of the Secretary of Labor (29 CFR Part 4), this
clause identifies the classes of service employees expected to be
employed under the contract and states the wages and fringe benefits
payable to each if they were employed by the contracting agency
subject to the provisions of 5 U.S.C. 5341 or 5332.

..
THIS STATEMENT IS FOR INFORMATION ONLY: IT IS NOT A WAGE
DETERMINATION

EmployeeClass Monetary Wage

Help Desk Specialist - Level 1 $15 84
Help Desk Specialist -Level 2 $15 84 i
Help Desk Operation Supervisor $19 38 I
Technical Writer $15 84
Systems Analyst $19 38
Programmer Analyst - Level 1 $1.938
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Programmer Analyst - Level 2 $23.45
Systems Project Manager - Level 2 $28 ii
Systems Engineer - Level 1 $23 45
St. Software Engineer - Leve! 2 $28 ii
St. Software Engineer - Level 3 $33 43
Systems and Program Manager - Level 3 $39 50
Director of Product Development $46 46

escriptions and.qualifications can be found in
_,_Atta_t-5.

FRINGE BENEFITS

Annual Leave - Receives 13 days paid leave for service up to 3
years; 20 days for 3 to 15 years service; and 26 days for 15
years service or over.

Sick Leave - Receives 13 days paid leave per year.

Holidays - Receives i0 paid holidays per year.

Health Insurance - Government pays up to 60% of health insurance.

Group Life Insurance - Government pays two-thirds of life
insurance rate Premiums.

Retirement - The Government provides three retirement plans
identified as the Civil Service Retirement System (CSRS), the
Federal Employees Retirement System (FERS), and the CSRS Offset.
Under the CSRS, the Government contributes 7% of the employees'
base pay towards the retirement benefit and 1.45% towards
Medicare. Under the FERS, the Government contributes 11.4% of
the employees' base pay towards a basic benefit plan, 6.2% to
Social Security, 1.45% towards Medicare, and 1% (plus matching
contributions of up to 4% of basic pay, depending on employees'
contributions) to a thrift savings plan. Under the CSRS Offset,
the Government contributes 0.8% of the employees' base pay
towards the retirement benefit, 6.2% to Social Security, and
1.45% towards Medicare.

Part-time Federal employees receive pro rata annual ieave, sick
leave, holiday leave, health insurance, and group life insurance
benefits based on the number of hours worked.

[END OF SECTION]
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PART IIl - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS

SECTION J - LIST OF ATTACHMENTS AND EXHIBITS

Exhibit A - Installation Provided Property
Exhibit B - Wage Determination
Exhibit C - IT Policy and Guidelines
Exhibit D - DD 254 Form - Contract Security Classification and
Specification
Exhibit E - NTTS IT Security and Recovery Plan
Exhibit F - Safety and Health Plan
Exhibit G - NTTS Project Plan
Exhibit H - NTTS User Account Process
Exhibit I - DRL/DRD

[END OF SECTION]
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Government Provide

iTEM Quantity
Dell Computers .. 9

Norton Antivirus for MAC 3

EtherFast II Switch 1

Cold Fusion MX 1

Cable 1

Cisco PIX 515E Firewall 1

Dell Dimension 4500 1

Apple Power Mac G4 3

Router 1

Timbuktu 1

Power Supply 2

8-Port KVM-Switch 2

40 GB HD 10

Norton Antivirus 1



EXHIBIT B

94-2544 VA,NORFOLK 08/03/04
***FOR OFFICIAL USE ONLY BY FEDERAL AGENCIES PARTICIPATING IN
MOU WITH DOL***

WASHINGTON D.C. 20210

Wage Determination No.: 1994-2544
William W.Gross Division of I Revision No.: 29
Director Wage DeterminationsI Date Of Last Revision: 07/27/2004

I

States: North Carolina, Virginia

Area: North Carolina Counties of Camden, Chowan, Currituck, Gates, Pasquotank,
Perquimans
Virginia Counties of Chesapeake, Gloucester, Hampton, Isle of Wight, James City,
Mathews, Newport News, Norfolk, Poquoson, Portsmouth, Southampton, Suffolk, Surry,
Virginia Beach, Williamsburg, York

**Fringe Benefits Required Follow the Occupational Listing**

OCCUPATION CODE - TITLE MINIMUM WAGE RATE

01000 - Administrative Support and Clerical Occupations
01011 - Accounting Clerk I 8.38
01012 - Accounting Clerk II 10.58
01013 - Accounting Clerk III 13.17
01014 - Accounting Clerk IV 14.28
01030 - Court Reporter 14.23
01050 - Dispatcher, Motor Vehicle 12.73
01060 - Document Preparation Clerk 10.92
01070 - Messenger (Courier) 8.68
01090 - Duplicating Machine Operator 10.92
01110 - Film/Tape Librarian 10.56
01115 - General Clerk I 8.73
01116 - General Clerk II 10.75
01117 - General Clerk III 13.37
01118 - General Clerk IV 14.95
01120 - Housing Referral Assistant 17.27
01131 - Key Entry Operator I 10.04



01132 - Key Entry Operator II 12.64
01191 - Order Clerk I 12.24
01192 - Order Clerk II 16.02
01261 - Personnel Assistant (Employment) I 12.63
01262 - Personnel Assistant (Employment) II 14.59
01263 - Personnel Assistant (Employment) III 16.33
01264 - Personnel Assistant (Employment) IV 18.20
01270 - Production Control Clerk 19.21
01290 - Rental Clerk 12.49
01300 - Scheduler, Maintenance 13.00
01311 - Secretary I 14.30
01312 - Secretary II 16.65
01313 - Secretary III 19.00
01314 - Secretary IV 22.28
01315 - Secretary V 23.39
01320 - Service Order Dispatcher 12.73
01341 - Stenographer I 11.56
01342 - Stenographer II 14.19
01400 - Supply Technician 20.25
01420 - Survey Worker (Interviewer) 12.02
01460 - Switchboard Operator-Receptionist 10.18
01510 - Test Examiner 15.14
01520 - Test Proctor 15.14
01531 - Travel Clerk I 9.92
01532 - Travel Clerk II 10.59
01533 - Travel Clerk III 11.30
01611 - Word Processor I 11.86
01612 - Word Processor II 14.30
01613 - Word Processor III 14.96

03000 - Automatic Data Processing Occupations
03010 - Computer Data Librarian 10.35
03041 - Computer Operator I 12.14
03042 - Computer Operator II 14.02
03043 - Computer Operator III 17.37
03044 - Computer Operator IV 20.13
03045 - Computer Operator V 21.39
03071 - Computer Programmer I (1) 19.24
03072 - Computer Programmer II (1) 21.77
03073 - Computer Programmer III (1) 25.96
03074 - Computer Programmer IV (1) 27.62
03101 - Computer Systems Analyst I (1) 27.31
03102 - Computer Systems Analyst II (1) 27.62
03103 - Computer Systems Analyst III (1) 27.62
03160 - Peripheral Equipment Operator 12.14

05000 - Automotive Service Occupations
05005 - Automotive Body Repairer, Fiberglass 18.20



05010 - Automotive Glass Installer 16.60
05040 - Automotive Worker 16.60
05070 - Electrician, Automotive 17.38
05100 - Mobile Equipment Servicer 15.00
05130 - Motor Equipment Metal Mechanic 18.20
05160 - Motor Equipment Metal Worker 16.60
05190 - Motor Vehicle Mechanic 18.20
05220 - Motor Vehicle Mechanic Helper 14.15
05250 - Motor Vehicle UpholsteryWorker 15.78
05280 - Motor Vehicle Wrecker 16.60
05310 - Painter, Automotive 17.38
05340 - Radiator Repair Specialist 15.78
05370 - Tire Repairer 13.37
05400 - Transmission Repair Specialist 18.20

07000 - Food Preparation and Service Occupations
(not set) - Food Service Worker 7.92
07010- Baker 9.05
07041 - Cook I 8.43
07042 - Cook II 9.32
07070 - Dishwasher 7.42
07130 - Meat Cutter 12.69
07250 - Waiter/Waitress 7.56

09000 - Furniture Maintenance and Repair Occupations
09010 - Electrostatic Spray Painter 21.23
09040 - Furniture Handler 13.34
09070 - Furniture Refinisher 16.03
09100 -Fumiture Refinisher Helper 13.05
09110 - Furniture Repairer, Minor 14.56
09130 - Upholsterer 16.03

11030 - General Services and Support Occupations
11030 - Cleaner, Vehicles 8.87
11060 - Elevator Operator 8.87
11090 - Gardener 10.19
11121 - House Keeping Aid I 7.59
11122 - House Keeping Aid II 9.73
11150 - Janitor 9.16
11210 - Laborer, Grounds Maintenance 9.52
11240 - Maid or Houseman 7.59
11270 - Pest Controller 11.63
11300 - Refuse Collector 11.02
11330 - Tractor Operator 9.71
11360- Window Cleaner 9.71

12000 - Health Occupations
12020 - Dental Assistant 11.31
12040 - Emergency Medical Technician (EMT)/Paramedic/Ambulance Driver 13.79
12071- Licensed Practical Nurse I 11.36



12072 - Licensed Practical Nurse II 12.75
12073 - Licensed PracticalNurse III 14.26
12100 - Medical Assistant 10.59
12130 - Medical Laboratory Technician 13.35
12160 - Medical Record Clerk 11.99
12190 - Medical Record Technician 13.15
12221 - Nursing Assistant I 7.77
12222 - Nursing Assistant II 8.74
12223 - Nursing Assistant III 9.54
12224 - Nursing Assistant IV 10.69
12250 - Pharmacy Technician 11.84
12280 - Phlebotomist 12.32
12311 - Registered Nurse I 19.72
12312 - Registered Nurse II 23.42
12313 - Registered Nurse II, Specialist 23.42
12314 - Registered Nurse III 28.34
12315 - Registered Nurse III, Anesthetist 28.34
12316 - Registered Nurse IV 33.96

13000 - Information and Arts Occupations
13002 - Audiovisual Librarian 14.23
13011 - Exhibits Specialist I 16.06
13012 - Exhibits Specialist II 19.51
13013 - Exhibits Specialist III 21.67
13041 - Illustrator I 17.63
13042 - Illustrator II 21.42
13043 - Illustrator III 23.78
13047- Librarian 22.37
13050 - Library Technician 12.68
13071 - Photographer I 11.73
13072 - Photographer II 15.55
13073 - Photographer III 18.89
13074 - Photographer IV 20.98
13075- Photographer V 25.39

15000 - Laundry, Dry Cleaning, Pressing and Related Occupations
15010 - Assembler 7.07
15030 - Counter Attendant 7.07
15040 - Dry Cleaner 9.03
15070 - Finisher, Flatwork, Machine 7.07
15090 - Presser, Hand 7.07
15100 - Presser, Machine, Drycleaning 7.07
15130 - Presser, Machine, Shirts 7.07
15160 - Presser, Machine, Wearing Apparel, Laundry 7.07
15190 - Sewing Machine Operator 9.68
15220 - Tailor 10.33
15250 - Washer, Machine 7.72

19000 - Machine Tool Operation and Repair Occupations



19010- Machine-Tool Operator (Toolroom) 18.75
19040- Tool and Die Maker 20.78

21000 - Material Handling and Packing Occupations
21010 - Fuel Distribution System Operator 15.62
21020 - Material Coordinator 19.21
21030 - Material Expediter 19.21
21040 - Material Handling Laborer 9.88
21050 - Order Filler 10.15
21071 - Forklift Operator 14.07
21080 - Production Line Worker (Food Processing) 13.56
21100 - Shipping/Receiving Clerk 11.48
21130 - Shipping Packer 12.10
21140 - Store Worker I 10.29
21150 - Stock Clerk (Shelf Stocker; Store Worker II) 12.94
21210 - Tools and Parts Attendant 14.93

21400 - Warehouse Specialist 14.36
23000 - Mechanics and Maintenance and Repair Occupations
23010 - Aircraft Mechanic 20.68
23040 - Aircraft Mechanic Helper 15.24
23050- Aircraft Quality Control Inspector 21.60
23060 - Aircraft Servicer 16.99
23070 - Aircraft Worker 17.87
23100 - Appliance Mechanic 17.63
23120 - Bicycle Repairer 13.37
23125 - Cable Splicer 20.32
23130 - Carpenter, Maintenance 16.03
23140 - Carpet Layer 17.61
23160 - Electrician, Maintenance 20.86
23181 - Electronics Technician, Maintenance I 18.11
23182 - Electronics Technician, Maintenance II 18.52
23183 - Electronics Technician, Maintenance III 19.84
23260 - Fabric Worker 14.56
23290 - Fire Alarm System Mechanic 16.79
23310 - Fire Extinguisher Repairer 13.84
23340 - Fuel Distribution System Mechanic 18.95
23370 - General Maintenance Worker 16.84
23400 - Heating, Refrigeration and Air Conditioning Mechanic 16.79
23430 - Heavy Equipment Mechanic 16.79
23440 - Heavy Equipment Operator 16.79
23460 - Instrument Mechanic 16.79
23470 - Laborer 10.02
23500 - Locksmith 18.17
23530 - Machinery Maintenance Mechanic 18.43
23550 - Machinist, Maintenance 16.79
23580 - Maintenance Trades Helper 13.05
23640 - Millwright 20.58



23700 - Office Appliance Repairer 16.03
23740 - Painter, Aircraft 18.24
23760 - Painter, Maintenance 16.03
23790 - Pipefitter, Maintenance 18.69
23800 - Plumber, Maintenance 17.84
23820 - Pneudraulic Systems Mechanic 16.79
23850 - Rigger 16.79
23870 - Scale Mechanic 15.31
23890 - Sheet-Metal Worker, Maintenance 16.79
23910 - Small Engine Mechanic 15.31
23930 - Telecommunication Mechanic I 16.79
23931 - Telecommunication Mechanic II 20.16
23950 - Telephone Lineman 16.79
23960- Welder, Combination, Maintenance 16.79
23965 - Well Driller 16.79
23970 - Woodcraft Worker 16.79
23980 - Woodworker 13.84

24000 - Personal Needs Occupations
24570 - Child Care Attendant 7.32
24580 - Child Care Center Clerk 11.32
24600 - Chore Aid 6.93
24630 - Homemaker 10.88

25000 - Plant and System Operation Occupations
25010 - Boiler Tender 17.76
25040 - Sewage Plant Operator 17.81
25070 - Stationary Engineer 17.76
25190 - Ventilation Equipment Tender 14.36
25210 - Water Treatment Plant Operator 17.81

27000 - Protective Service Occupations
(not set) - Police Officer 17.47
27004 - Alarm Monitor 13.15
27006 - Corrections Officer 13.60
27010 - Court Security Officer 14.67
27040 - Detention Officer 13.60
27070 - Firefighter 13.99
27101 - Guard I 9.30
27102 - Guard II 11.13

28000 - Stevedoring/Longshoremen Occupations
28010 - Blocker and Bracer 15.07
28020 - Hatch Tender 15.07
28030 - Line Handler 15.07
28040 - Stevedore I 15.44
28050 - Stevedore II 16.96

29000 - Technical Occupations
21150 - Graphic Artist 18.24
29010 - Air Traffic Control Specialist, Center (2) 30.50



29011 - Air Traffic Control Specialist, Station (2) 21.03
29012 - Air Traffic Control Specialist, Terminal (2) 23.16
29023 - Archeological Technician I 13.29
29024 - Archeological Technician II 14.95
29025 - Archeological Technician III 18.46
29030 - Cartographic Technician 20.13
29035 - Computer Based Training (CBT) Specialist/Instructor 27.31
29040 - Civil Engineering Technician 18.89
29061 - Drafter I 11.71
29062 - Drafter II 13.18
29063 - Drafter III 16.56
29064 - Drafter IV 20.13
29081 - Engineering Technician I 15.58
29082 - Engineering Technician II 16.67
29083 - Engineering Technician III 20.54
29084 - Engmeering Technician IV 24.87
29085 - Engineering Technician V 29.05
29086 - Engineering Technician VI 35.89
29090 - Environmental Technician 16.43
29100 - Flight Simulator/Instructor (Pilot) 27.62
29160 - Instructor 21.28

29210 - Laboratory Technician 16.35
29240 - Mathematical Technician 20.13

29361 - Paralegal/Legal Assistant I 12.85
29362 - Paralegal/Legal Assistant II 15.60
29363 - Paralegal/Legal Assistant III 19.09
29364 - Paralegal/Legal Assistant IV 23.09
29390 - Photooptics Technician 20.13
29480 - Technical Writer 22.30

29491 - Unexploded Ordnance (UXO) Technician I 19.38
29492 - Unexploded Ordnance (UXO) Technician II 23.45
29493 - Unexploded Ordnance (UXO) Technician III 28.11
29494 - Unexploded (UXO) Safety Escort 19.38
29495 - Unexploded (UXO) Sweep Personnel 19.38
29620 - Weather Observer, Senior (3) 18.44
29621 - Weather Observer, Combined Upper Air and Surface Programs (3) 17.04
29622 - Weather Observer, Upper Air (3) 17.04

31000 - Transportation/Mobile Equipment Operation Occupations
31030 - Bus Driver 11.43
31260 - Parking and Lot Attendant 7.69
31290 - Shuttle Bus Driver 11.11
31300 - Taxi Driver 10.29

31361 - Truckdriver, Light Truck 11.11
31362 - Truckdriver, Medium Truck 12.17
31363 - Truckdriver, Heavy Truck 14.64
31364 - Truckdriver, Tractor-Trailer 14.64



99000 - Miscellaneous Occupations
99020 - Animal Caretaker 7.99
99030 - Cashier 7.67
99041 - Carnival Equipment Operator 10.11
99042 - Carnival Equipment Repairer 10.61
99043 - Carnival Worker 7.20
99050 - Desk Clerk 8.30
99095 - Embalmer 17.93
99300 - Lifeguard 9.77
99310 - Mortician 23.1I
99350 - Park Attendant (Aide) 12.25
99400 - Photofinishing Worker (Photo Lab Tech., Darkroom Tech) 9.04
99500 - Recreation Specialist 14.85
99510 - Recycling Worker 13.50
99610 - Sales Clerk 9.40
99620 - School Crossing Guard (Crosswalk Attendant) 9.62
99630 - Sport Official 8.49
99658 - Survey Party Chief (Chief of Party) 15.04
99659 - Surveying Technician (Instr. Person/Surveyor Asst./Instr.) 13.67
99660 - Surveying Aide 9.39
99690 - Swimming Pool Operator 11.69
99720 - Vending Machine Attendant 11.47
99730 - Vending Machine Repairer 13.44
99740 - Vending Machine Repairer Helper 11.47

ALL OCCUPATIONS LISTED ABOVE RECEIVE THE FOLLOWING BENEFITS:

HEALTH & WELFARE: Life, accident, and health insurance plans, sick leave, pension
plans, civic and personal leave, severance pay, and savings and thrift plans.
Minimum employer contributions costing an average of $2.59 per hour computed on the
basis of all hours worked by service employees employed on the contract.

VACATION: 2 weeks paid vacation after 1year of service with a contractor or
successor; 3 weeks after 8 years, and 4 weeks after 15years. Length of service
includes the whole span of continuous service with the present contractor or
successor, wherever employed, and with the predecessor contractors in the
performance of similar work at the same Federal facility. (Reg. 29 CFR 4.173)

HOLIDAYS: A minimum often paid holidays per year: New Year's Day, Martin Luther
King Jr.'s Birthday, Washington's Birthday, Memorial Day, Independence Day,
Labor Day, Columbus Day, Veterans' Day, Thanksgiving Day, and Christmas Day. (A
contractor may substitute for any of the named holidays another day off with pay in
accordance with a plan communicated to the employees involved.) (See 29 CFR 4.174)



THE OCCUPATIONS WHICH HAVE PARENTHESES AFTER THEM RECEIVE

THE FOLLOWING BENEFITS (as
numbered):

1) Does not apply to employees employed in a bona fide executive, administrative,
or professional capacity as defined and delineated in 29 CFR 541. (See CFR 4.156)

2) APPLICABLE TO AIR TRAFFIC CONTROLLERS ONLY - NIGHT
DIFFERENTIAL: An employee is
entitled to pay for all work performed between the hours of 6:00 P.M. and 6:00 A.M.
at the rate of basic pay plus a night pay differential amounting to 10 percent of
the rate of basic pay.

3) WEATHER OBSERVERS - NIGHT PAY & SUNDAY PAY: If you work at night as
part of a
regular tour of duty, you will earn a night differential and receive an additional
10% of basic pay for any hours worked between 6pm and 6am. If you are a full-time
employed (40 hours a week) and Sunday is part of your regularly scheduled workweek,
you are paid at your rate of basic pay plus a Sunday premium of 25% of your basic
rate for each hour of Sunday work which is not overtime (i.e. occasional work on
Sunday outside the normal tour of duty is considered overtime work).

HAZARDOUS PAY DIFFERENTIAL: An 8 percent differential is applicable to
employees
employed in a position that represents a high degree of hazard when working with or
in close proximity to ordinance, explosives, and incendiary materials. This
includes work such as screening, blending, dying, mixing, and pressing of sensitive
ordance, explosives, and pyrotechnic compositions such as lead azide, black powder
and photoflash powder. All dry-house activities involving propellants or
explosives. Demilitarization, modification, renovation, demolition, and maintenance
operations on sensitive ordnance, explosives and incendiary materials. All
operations involving regrading and cleaning of artillery ranges.

A 4 percent differential is applicable to employees employed in a position that
represents a low degree of hazard when working with, or in close proximity to
ordance, (or employees possibly adjacent to) explosives and incendiary materials
which involves potential injury such as laceration of hands, face, or arms of the
employee engaged in the operation, irritation of the skin, minor bums and the
like; minimal damage to immediate or adjacent work area or equipment being used. All
operations involving, unloading, storage, and hauling of ordance, explosive, and
incendiary ordnance material other than small arms ammunition. These differentials
are only applicable to work that has been specifically designated by the agency for
ordance, explosives, and incendiary material differential pay.

** UNIFORM ALLOWANCE **



If employees are required to wear uniforms in the performance of this contract
(either by the terms of the Government contract, by the employer, by the state or
local law, etc.), the cost of furnishing such uniforms and maintaining (by
laundering or dry cleaning) such uniforms is an expense that may not be borne by an
employee where such cost reduces the hourly rate below .thatrequired by the wage
determination. The Department of Labor will accept payment in accordance with the
following standards as compliance:

The contractor or subcontractor is required to furnish all employees with an
adequate number of uniforms without cost or to reimburse employees for the actual
cost of the uniforms. In addition, where uniform cleaning and maintenance is made
theresponsibilityoftheemployee,allcontractorsandsubcontractorssubjectto
this wage determination shall (in the absence of a bona fide collective bargaining
agreement providing for a different amount, or the furnishing of contrary
affirmative proof as to the actual cost), reimburse all employees for such cleaning
and maintenance at a rate of $3.35 per week (or $.67 cents per day). However, in
those instances where the uniforms furnished are made of "wash and wear"
materials, may be routinely washed and dried with other personal garments, and do
not require any special treatment such as dry cleaning, daily washing, or commercial
laundering in order to meet the cleanliness or appearance standards set by the terms
of the Government contract, by the contractor, by law, or by the nature of the work,
there is no requirement that employees be reimbursed for uniform maintenance costs.

** NOTES APPLYING TO THIS WAGE DETERMINATION **

Under the policy and guidance contained in All Agency Memorandum No. 159, the
Wage
and Hour Division does not recognize, for section 4(c) purposes, prospective wage
rates and fringe benefit provisions that are effective only upon such contingencies
as "approval of Wage and Hour, issuance of a wage determination, incorporation of
the wage determination in the contract, adjusting the contract price, etc." (The
relevant CBA section) in the collective bargaining agreement between (the parties)
contains contingency language that Wage and Hour does not recognize as reflecting
"arm's length negotiation" under section 4(c) of the Act and 29 C.F.R. 5.11(a)
of the regulations. This wage determination therefore reflects the actual CBA wage
rates and fringe benefits paid under the predecessor contract.

Source of Occupational Title and Descriptions:

The duties of employees under job titles listed are those described in the
"Service Contract Act Directory of Occupations," Fourth Edition, January 1993,as
amended by the Third Supplement, dated March 1997, unless otherwise indicated. This
publication may be obtained from the Superintendent of Documents, at 202-783-3238,
or by writing to the Superintendent of Documents, U.S. Government Printing Office,
Washington, D.C. 20402. Copies of specificjob descriptions may also be obtained



from the appropriate contracting officer.

REQUEST FOR AUTHORIZATION OF ADDITIONAL CLASSIFICATION AND
WAGE RATE {Standard Form
1444 (SF 1444)}

Conformance Process:

The contracting officer shall require that any class of service employee which is
not listed herein and which is to be employed under the contract (i.e., the work to
be performed is not performed by any classification listed in the wage
determination), be classified by the contractor so as to provide a reasonable
relationship (i.e., appropriate level of skill comparison) between such unlisted
classifications and the classifications listed in the wage determination. Such
conformed classes of employees shall be paid the monetary wages and furnished the
fringe benefits as are determined. Such conforming process shall be initiated by
the contractor prior to the performance of contract work by such unlisted class(es)
of employees. The conformed classification, wage rate, and/or fringe benefits shall
be retroactive to the commencement date of the contract. {See Section 4.6 (C)(vi)}
When multiple wage determinations are included in a contract, a separate SF 1444
should be prepared for each wage determination to which a class(es) is to be
conformed.

The process for preparing a conformance request is as follows:

1) When preparing the bid, the contractor identifies the need for a conformed
occupation) and computes a proposed rate).

2) After contract award, the contractor prepares a written report listing in order
proposed classification title), a Federal grade equivalency (FGE) for each
proposed classification), job description), and rationale for proposed wage
rate), including information regarding the agreement or disagreement of the
authorized representative of the employees involved, or where there is no authorized
representative, the employees themselves. This report should be submitted to the
contracting officer no later than 30 days after such unlisted class(es) of employees
performs any contract work.

3) The contracting officer reviews the proposed action and promptly submits a report
of the action, together with the agency's recommendations and pertinent
information including the position of the contractor and the employees, to the Wage
and Hour Division, Employment Standards Administration, U.S. Department of Labor,
for review. (See section 4.6(b)(2) of Regulations 29 CFR Part 4).

4) Within 30 days of receipt, the Wage and Hour Division approves, modifies, or
disapproves the action via transmittal to the agency contracting officer, or
notifies the contracting officer that additional time will be required to process the



request.

5) The contracting officer transmits the Wage and Hour decision to the contractor.

6) The contractor informs the affected employees.

Information required by the Regulations must be submitted on SF 1444 or bond paper.

When preparing a conformance request, the "Service Contract Act Directory of
Occupations" (the Directory) should be used to compare job definitions to insure
that duties requested are not performed by a classification already listed in the
wage determination. Remember, it is not the job title, but the required tasks that
determine whether a class is included in an established wage determination.
Conformances may not be used to artificially split, combine, or subdivide
classifications listed in the wage determination.



Exhibit C - IT Policy and Guidelines

Table 3 NASA Policies Supported by NASA Technology Transfer

Systems

Document Title URL Link

Identifier

NPD NASA Strategic http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=l

1000.1C Plan

NPG 1000.2 NASA Strategic http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=l

Management

Handbook

NPD Authority to http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=l

1050.1G Enter Into a

Space Act

•PD NASA Records http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=l

1440.6G Management

NPD Government Employee- http:Hnodi_3.gs_.nasa,gov_ib_docs.efmYrange=2

209I. IA Created Sof_vare

NPD/G Royalties And http:i/nodis3.gsfc.nasa.goviiib_docs.cfm?range=2

2092.1A Other Payments

Received By NASA

From The

Licensing Of

Patents And

Patent



Applications

h_D Foreign Access to http://nodis3.gsfc.nasa.gov/!ib_docs.c_m?range=2

2110.1E NASA Technolo_-q/

Transfer Material

NPD 2190.1 NASA Export http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=2

Control Program

I_PG Guidelines for http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=2

2200.2A Documentation,

Approval, and

Dissemination of

NASA Scientific

and

Technical

Information (STI) t

NPD/G External Release http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=2

2210.1A of NASA Software

NPD/G Managing http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=2

2800.1 Information

Technology

h_D/G Security of http:i/nodis3.gsfc.nasa.gov/lib_docs.cfm?range=2

2810.1 Information

Techno!ogy

NPD NASA Software http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=2

2820.IA Policies

I_PG 3451.i NASA Awards and http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=3____

Recognition



Program

I/PD Program/Project http://nodls3.gsfc.nasa.gov/!ib docs.cfm?range=7

7120.4B Management

NPG NASA Program and http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=7

7120.5B Project

Management

Processes and

Requirements

hrPD 7500.2 NASA Technology http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=7

Commercialization

Policy

NPG 7500.1 NASA Technology http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=7

Commercialization

Process



E_"qZ._.ITD - CONTP_ACT SECL-RZTY CLASSIFICATION SPEC!FICAT-O!q DD 254
DEPARTMENT OF DEFENSE 1. CLEARANCEANDSAFEGUARDING

CONTRACT SECURITY CLASSIFICATION SPECIFICATION a. FACILITYCLEARANCEREQUIRED
Sensitive

(The requirements of the DoD Industrial Security Manua! apply b. LEVEL OF SAFEGUARDING REQUIRED

toallaspectsof thiseffort) N0hTE

2. THIS SPECIFICATION tS FOR: ('X and complete as appfioable) 3. THIS SPECIFICATION IS: (X and complete as appHcable)
a. PRIME CONTRACT NUMBER a. ORIGINAil (Complete date in all cases) Date (YYMMDD)

b. SUBCONTRACT NUMBER b. REVISED (Supersedes Revision No. Date (YYMMDD)
aflprevious specs)

c. SOLICITATION OR OTHER NUMBER I Due Date (YYMMDD) c. FINAL (Complete Item 5 in aft cases) Date (YYMMDD)

X NNL05060843R !
4. IS THIS A FOLLOW-ON CONTRACT? xL_x___..J YES [__J NO. If Yes ccrnplete the following

Classified material received or generated under (Preceding Contract Number) is transferred to this follow-on contract

5. IS THIS A FINAL DD FORM 254? I J YES I X I NO. If Yes complete the following

In response to the contractor's request dated , retention of the identified classified matedal is authorized for the period of

6. CONTRACTOR (Include Commercial and Government Entity ( CAGE), ode)
a. NAME, ADDRESS, AN DZIP CODE b. CAGE CO[)E c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

; 7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZiP CODE I b.. CAGECODE c, COGNIZANT SECURITY OFFICES 'Name, Address, andZip Code)

/
8, ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

NASA LANGLEY RESEARCH CENTER N/A N/A
HAMPTON, VA 23561-2199

/

!s.GENE LIDE IFtDAT,ONOFTHkSPROCUREMENT

NASA Technology Transfer Systems

10. THIS CONTRACT WILL REQUIRE ACCESS TO: I YES NO I 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: I YES NO

a. COMMUNICATIONSSECURITY (COMSEC) X a. HAVEACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER X

i I I

[INFORMATION •CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY

i b. RESTRICTED DATA X b. RECEIVECLASSIFIED DOCUMENTS ONLY X

c. CRITICALNUCLEAR WEAPON DESIGN INFORMATION X c. RECEIVEAND GENERATE CLASSIFIED MATERIAL X

d. FORMERLY RESTRICTED DATA: X d. FABRICATE,MODIFY, OR STORE CLASSIFIED HARDWARE X

e. INTELLIGENCEINFORMATION: I_'_-_r_ _,_._-_ e. PERFORM SERVICES ONLY X
(1) Sensitive Compartmented Information (SCI) X f. HAVEACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO X

RICQ, U.S. POSSESSIONSAND TRUST TERRITORIES

(2) Non-SOl X g. BEAUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL X
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER

f. SPECIALACCESS INFORMATION X h. REQUIREA COMSECACCOUNT X

g. NATO INFORMATION X L HAVEATEMPESTREQUIREMENT X

h. FOREIGN GOVERNMENT INFORMATION X j. HAVEOPERATIONS SECURITY (OPSEC) REQUIREMENTS X

L LIMITED D{SSEMINATION INFORMATION X k. BBAUTHORIZED TO USE THE DEFENSE COURIER SERVICE X

j. FOROFFICIAL USEONLY INFORMATION _: !. OTHER (Specify). I X
k. OTHER Specify) !
DD Form 254, DEC 1999 Previous editions are obsolete



12. PUBLIC RELE.AS£. Any information (_esshTedor unc,_ess#Ted)pertainingto this cont,"a._shallnot be rei_-asedfor public dissemination except as provided by the indus_al
Security Manual or unless it has been approved for publiz release byappropriate U.S.Government authority. Proposed pubIic rel=,.as5shall besubrnitte_ for e_proval prior to release

[-------] Db'e_ _-_ Through (Spe:#y):

I',TASA L._,_TG_L_.YRESE!-_CI-{ CENTER, M/S !25, E_-_'_IPTON, _q_. 23681--2199
ATTN: David H. Jones

To the Office of Pubi]c Affairs, National Aeronautics and Space Administration, Washington,DC 20546, for review.
*in the case of non-DoD User Agenci=_s,rec_uestsfor disclosure shall be submitted to that agency'.

13. SECURITY GUIDANCE. The secudty classification guidance needed for this effort is identified below. If any difficulty is encounteredin applying this guidance or if any other contributingfactor indicatesa
need for changes'in thisguidance, the contractor is authorfzed and encouraged to provfderecommended changes: to challenge the guidanceor dassificaSon assigned toany information or material furnished
or generated under this contract;and to submit any questions for interpretation of this guidance to the official identified below. Pending _naldecision, the information involved shall be handled and protectedat
the highest level of classification assigned or recommended. (F_/in asappropriate for theclessitTedeffort. Attach, or forward under separatecorrespondence, any document/guide_extrac_sreferenced herein.
Add addfional pages asneeded to provide complete guidance.)

ALL PERFORMANCE OF WORK FOR THIS PROCUREMENT INVOLVING CLASSIFIED INFORMATION SHALL BE
PERFORMED AT GOVERNMENT OR PROPERLY CLEARED CONTRACTOR FACILITIES.

THE CONTRACTOR HAS NO PERFORMANCE REQUIREMENTS INVOLVING THE GENERATION OR SAFEGUARDING
OF CLASSIFIED NATIONAL SECURITY INFORMATION. THE CONTRACTOR PERFORMANCE WiLL INVOLVE
PERIODICACCESSTO CLASSIFIEDINFORMATIONTOTHESECRETLEVEL.

THE CONTRACTOR FACILITY SECURITY OFFICER (FSO) SHALL CERTIFY THE SECURITY CLEARANCE STATUS
OF EMPLOYEES SUPPORTING THIS CONTRACT VIA STANDARD VISIT REQUEST SUBMITTED ANNUALLY OR AS
REQUIRED TO THE CERTIFIER IDENTIFIED IN SECTION 16A. THE VISIT REQUEST SHALL INCLUDE THE LEVEL OF
CLEARANCE, DATE OF ISSUE, INVESTIGATION TYPE AND DATE COMPLETED.

CONTRACTORS PERFORMING SERVICES ON CONTRACTS INVOLVING ACCESS TO CLASSIFIED INFORMATION
ARE SUBJECT TO SECURITY INSPECTIONS BY NASA SECURITY REPRESENTATIVES IN ADDITION TO ANY
OVERSIGHT VISITS PERFORMED BY THE DEFENSE SECURITY SERVICE.

THE CERTIFIER IN SECTION 16A SHALL BE PROVIDEDA COPY OF ANY DD FORMS 254 ISSUED TO
SUBCONTRACTORS PERFORMING WORK FOR THIS CONTRACT.

,, '.DOmO.A'.EOO.,.YREOOi.E, E..SRe.oire ,eioaddi on,ot .ro. re=n,seraes,a,is.edtoris=,ract(l.es.idoni, ope.ine.,I IYeaI 1"°
contractual clauses in the contract docoment itself, orprovide an appropriatestatement which idenfffie$ the additional requirements. Providea copy of the requirements II ilto the cognizant security office. Use Item 13 ffadditional space isneeded.)

15. INSPECTIONS. ElementsofthiscontractareoutsidetheinspectJon responsibilJtyofthecognizantsecodtycffice. (IfYes, explain and identify specific areas or I ] Yes J_ | No
elements carved out and the activity responsible for inspections. Use Item 13 if additional space is needed. L_] !'!

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or
9enerated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (Include Area Code)

M_CEAEr._.._EAGA_ S_.CUR_TYSPECZALmS_ (757)864-9470
d. ADDRESS (Include ZiP Code) 17. REQUIRED DISTRIBUTION

NASA LANGLEY RESEARCH CENTER X ,_CO_rRA_OR
M/S 450, ATTN: MICHAEL REAGAN b SUBCO_rrRACTO,
HAM PTON, VA 23681-2199 _ COG,_,=,_-SECURn-YO_F,CE_O,PR,M_:A,_DSUeCO,,rrRACTOR
e. SIGNATURE

d. U.S,ACTIVITYRESPONSIBLEFOROVERSEASSECURITYADMINISTRATION

e, ADMINISTRATIVECONTRACTINGOFFICER

f. OTHERSASNEC£SSARY

DD Form 254 Reverse, DEC 1999
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X_s_, a_v_ly Controlled T_Lv_fo_.-_aSon Lang!eyLn.t_M Use OMy

Approvals

. ".' 4-. :" ""

Si._nature Date ....

Computer Security Official

I have reviewed the technical and policy security controls for NASA Cechnoiogy
Transfer System.described in this IT security plan. These controls adequately
secure the data and operations of NASA Technolog3rTransfer System. A request .
foI; waiver of any unmet baseline requirements is •included in the plan. I thus grant
NASA Technology Transfer System authorization to process.

Signature . . Date

Eead, Program Development and Management Office - (Data Owner)

I have reviewed the ITsecuri_" plan for NASA Technology Transfer System and
evaluated the various Security controls and requests for waiver on unmet bhseiine
reqg_h'.9m.e.n.ts,The.waivers ar.e.gr.ant.e_d.Ee.n_din_g _g e9__m_p.19tion"of a formal risk
aaaiysis based on this plan. It.will be provided to the data owner, !tead, Program
D'evelopment and Management Office, and the Langley CiO within fiscal year 2004.

.Si,maature Date•

Langley Information Technology Security Manager

I concur with the lKead, Program Development and Management Office and the
Langley IT Security l_anager and authorize NASA Technology Transfer System to "
process.

Si._o_ature Date

I_angley Chief Information Officer

ITSystem Securi_Plan forNTTS Ll_C-nn-manJx . " • • " 2
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A_stzadvely Con_o'.,iedr_o,__a-Jon L_zieyinternal Use O_y

SYS_El_f IDE!',_ CATI0N
I. System Identification

k. Responsibilities

I.OrganizationPROGRA_]VfDEVELOPM]ENT AND
MANAGEMENT OFFICE

2. Line Manager Richard Buonfigli

' B. Name or Title of the System or Application:

NASA Technolog-yTransfer System (NTTS)

C. Special Management Attention:

1. [x] MajorInformatiensystem.

2. Ix] Mission Critical System.

3. [] NASA Resource Protection CNRP)Facility.

4. [] Center Designated.

5. [] Not Applicable.

D. Operational Status:

1. Ix] Operational

2. [] Non-operational

E. Genera] DescriptionfPurpose :

b_TSis m_-maged,,,a_._ a 7!90__jw_ p_. app,-owa_ _ r,yN__ . .a.HQ --_ L_-gl_y
Research Center. tn support the inf0_mafi0n requested in this document, excerpts
from the Plan have been inserted, as the Plan information is applicable to the topic.
The entire Plan is provided in Attachment A.

I. Hardware make and model ogmajor components of the system.

The NTTS technology architecture is the physical confi_arafion,
network, hardware, and software components that enable the
application architecture.

Several COTS products ate integrated together to respond to the
" defined requirements. RelationM database technology is used due to

1TSystem Security Plan for NTTS LRC-nn-mmn • 5



A_s_atively Con_oHed Y,_o_.-madon LangleyinternNUse Only.

itslO_calapproachtomzormahonsto_ag_,th_Lma_ches_ithauser's
perceptionofinformationanditscontrolledredundanc)?that
supportsrelationsofmanyiooneandsimpli_esdatamanipulation

_ 1oNe - - 4th
Dimension (4D) and MS SQL Server. Both systems support industry
standards and are ODBC compliant. In addition to the database
engine, 4Dprovides a family of products that are an integral part of
the NTTS operational capabilities.

" ----- " .A.new

application was developed t6 allow real4ime data exchange of '
information between TTS and KIMS; Data.Pump. The Data.Pump
employs both database engines' compatible features in its-
processing.

There are several web
Cold

Fusion and

INWI'Sis compatible Withboth PC's running Windows 98, NT, or
2000 and Macintosh systems running MacOS 9.x or higher. Refer to
NTTS_Sysmm_Requirements !ocated on http://neis.nasa._ov for the
most recent recommended machine configurations.

NTTS is a distributed system with physicN locations at each NASA
Center. Each Center hasa 4]3 database server and an intelligent
background processor that facilitates the real time synchronization
between the Center systems and the Agency systems. All agency
systems are located at Langley Research Center.-

e -1.-TheNTIS network utilizes th pubnc network, NISSN, and center
_i_a_ private networks _,n -_:_ o _+_(V_J.N]. "_T a 0 A

±_*-_ox_-users wzLw.u v_e,,Le.LmilSe

Center intem_ nehvorks for co__necdonto !ocN servers and N-r,._qSN
for connection to the agency systems. NASA users outside centers
and the technical support team use identified center VPN's and:the
public network for connection to NTTS. Users.on NASA funded
agreements use the public network and secure socket layer.

.. . . . .

2. Major uses of the system

The customer•base of ArrTS is very broad and many customers have
severn responsibilities that influence the method in which they
employ NTTS and therefore the uses of the system.

IT System Securiiy Plan for_Nr'fTSLRC-nn-nn_rm 6



A_stcativeiy Con_-o_ed Tnfor_a,don Lan_ey internYt Use On!y

N.k_ J_-nnov_to_ s. Vi_-i-aa!tryanyone wor_g on a _NASA .activii-3_--

wlSether a NASA employee or contractor/grantee--could be an
innovatoh Capturing and submitting a compleie description of "
innovations is a resource intensive activi_. The efficiency of
electronic reporting supported by eNTRe-coupled with the status

reporting of NTTS provide supportive tools for Innovators' reporting
requirements.

. Technolog_yTransfer Offices: TT0's can exist both at a Center
level, as well as, Within each NASA Enterprise. Predominantly, . "
these of_ces are.locat6d at the Center level. Within each TTO there
are several potential teanis including-

- New Technology Representative--
- Marketing
• Training
• Metrics
• E-Net

• Partnership Managers
Each one of these teams use m_tiple and different aspects of the
NTTS.

Intellectual Property Offices: Each Center's intellectual property
groups are responsible for de_fdg and administering policies and
procedures with regards patents, copyrights, trade secrets, technical
_ta in contracts, wants, cooper;_i_;ce-_eements, iiltemational
agreements, and the distribution of computer software. This
includes such functions as patent soliciting, invention reporting;
patent application preparation and _5_ug;and conduct of proceedings
before the United States Patent and Trademark Office

Inventions and Contributions Board and Award Officers: NTTS
supports management of the awards process at the center level,
submittal to and processing of the ICB, and payment request.
Processing includes

• Space Act Awards
• InventionoftheYear
" OUILW_G U.L kLt_ ,[_

- InventorPayments

Software Release AuthOrities: According to N-PG2210.1, the
Center Releasing Authority wiI1coordinate and oversee efforts to
ensure that NASA-funded software is reported, administered and
inventoried as any other invention, discovery, improvement, or
innovation. TechTracS is used for these purposes.

Program Managers/COTRs: NPD 7500.2 calls for program-
, .managersand COTR's to play a sigmificantrole in implementing

Sy_em SecurityPlan for IX_ZTSLRC-nn-nman ' 7 "
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A_s_-z_veiy Con_oiled_orma_on Lmngley_temM UseOnly

NASA'steCnnologycommercializationpolicy.Theyareresponsfbie
•forassessingtheiractivitiesfor€ommerci_lpotential;helpingto
va!iVd_tenew techno!o_es;andprovidingtheoveralltechnology
commercializationstatusoftheirpro_am,l(fl-_SistheI_fTS
component used for fl]2sactivi_. "

Enterprise/Center Managers: N-PD7500.2 places responsibility
for the performance oftec]mology transfer and commercialization in
therealm of the Enterprise andCenter manager. They are
responsfble for the overall technolog3rcommercialization
performance of their programs. Enterprise and Center managers are ..
also heavily involved in outreach and legis!ative and public affairs.
KIMS is the NTTS component used for this purpose.

Chief Engineer/Chief Scientists Office: The technology transfer
process directly supports two ofNASA's stmte_c cr0ss-cutting
processes. The Provide Aerospace Products and Capabilities
(-PAPAC)beIongs to the CkiefEngineer. The Communicate
Knowledge (CK)process belongs to the Chief Scientist. Both the
Chief Engineer and the Chief Scientist have established .specific
performance measures expectedfi-omthe technology transfer
process. The Chief Engineer expects NASA's commercial
tectmoiogy parmerships to represent !0-20% of its R&D base. In
addition, the Chief Engineer, through_itsSystem Management
Offices, administers NASA's quarterly program reviews.
Tectmolog-yCommercialization performance is expected to be an
integral part of these reviews. The Chief Scientist expects a certain
portion of NASA's new technology portfolio to be available to the
public. NTTS integrates the patent office's approval process with
the technology transfer office's public release process and provides
real-time web posting of information on NASA's techno!ogies.

Public and Legislative Affairs Office: Both the public and
legislative affairs specialists have the need to appraise the Confess
_-_ ._'__"_'_:^as_o-NASA's _^ '-'_ """_ the ad-hoc.....O,.LIA=LLLL_;, .L U.U..L.ttJ

of theSeareas, timely and user-friendly access is essential to meeting
these users' needs. A geographical interface has been integrated in
to NTTS to further facilitate effective delivery of where NASA is
.having a positive impact across the Nation.

/. _,

NASA Contractors and Grantees: Over 80% of NASA's annual
• budget is passed on to a contractor or grantee. N-PG7500.1

establishes that most NASA's contracts and grants •havetechnology
•transfer responsibilities. Prompt and accurate reporting of new
technologies is the immediate challenge at hand. In addition, if
awareness of the new tec.hnoIogiesfi-omactivities is shared then
duplication of technological efforts can be avoided and resuIt in

IT System Security Plan for NTTS LRC-nn-nnnn 8
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fanesav:mgs,e_N_-IZeandTet,b2_inde#arethe!'_rTTScomponents "
addressing these needs.

U.S. Public: NASA's techno!ogsrassets can benefit virtuaIIy every
sector of the $8.5 nJllionmarket These market sectors expect
accurate and up to date information on NASA's technology assets to
be easiIy available so as to keep the "finding it" burden low.
TechFinder is the NTTS component addressing this need.

3. Network access and connectivity.

The NTTS net-vVorkutilizes thepublic ne_vork, NISSN, and center
virtual private networks (VPN). NASA users within Centers use
Center internal networks for connection to local servers and NISSN
for connection to the agency systems.NASA users outside centers.
and the technical support team use identified center VPN's and the
public network for c0nnec_on to NTTS. Users on NASA "fimded
ageements use the public network and secure.socket layer.

4. Sys}.emsoftware & versions and application software rtmning on the system.

Several COTS products are inte_ated together to respond.to the
defined requirements2Relational database,technolog-yis used due to
its !oNcal,approach to information storage that matches with a user's
perception of information and its controlled redundancy that
supports relations of many to one and simplifies data manipulation
lo_c. Two reIationaI database systems are used in NTTS; 4th
Dimension (4D) and MS SQL Server..Both systems support industry
standards and are ODBC compliant. In addition to the database

-engine, 4D provides a family o£products that are an integral part of
the NTTS operational capabilities.

MS SQL Server is used as the database engine for KIMS. A new
application was deveioped to ailow real-time data exchange of
information between TTS and KIMS; DataPum_p.TheDataPump
employs both database engines' conipatible features in its
processing.

There are several web sites in NTTS that are supported by the
database engines in conjunction with two web applications; Cold
Fusion and NetLin_ 1

NTTS is compa_ble with both PC's running Windows 98, NT, or
2000 and Macintosh systems running MaeOS 9.Xor hitcher.Refer to

SystemSecu_dtyPlanforNTTS LRC-nn-nnnn 9
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N_fT$ SystemRequirem&ntslocatedon htt-_:/!ncis.nasa_ovforthe
mostrecentrecommendedmachineconfigurations.

SeeAttachmentB forthecurrentHstofsoftwareresidingonNTTS

systems.

SeeSection2.2.3ofthePlanforinformationontheNTTS

ApplicationArchitecture.

5.Identifytkeintendedusercommunity(numberofexpectedusersorcustomers)

and any required interfaces with other systems or applications.

See question 2, Major Uses of System.

6. Operated by Government or contractors. Owned or leased.

NTTS is operated by both government and contractors. NTTS uses
both government owned and ]eased equipment.

7. Hours of Operation (24hr/day-7 days/wk., M-F-7:30am - 4pm, etc)

Core Hours - 8 - 8 M-F. Systems available 24hr/day- 7 days/wk

8: Number of User Accounts

Depending on the user's need, account access varies from a
re_stered user of TechFinder (Public Web Site) to an everyday user
of the office producti_dty tool, TechTracS.

System Number of Users
TechFinder 29,000
KIMS 70
TechTracS 350
eNTRe 195

NCIS Support 57

F. Processing Environmental and Special Considerations:

1. CritiCal Processing Perioda

Core Hours - 8 - 8 M-F and nightly (SPM-3AM) metrics routines

2. If the system serves a large number ofoffsite users, list them.

I No. ,.,_Users

ITSystemSecmd_P1an forNI_S Z_C-rm-nnnn i0
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.

• 3. Describe any other _stem/application that interfaces with the system..

NTTS interfaces with several other NASA systems (ONS). The table beiow provides the
system name, expected data flow, and frequency. FurtSer information on what fields are
transmitted between the systems can be found in the documentation section of
http://ncis.nasa._ov.

OtherlNASA System IData Flow

NTTS also has external interfaces as noted below.
I =.+_+,, I " Flow I",-..........

(7. Information contacts:
•Project- Dianne L. Cheek Phone 757 864.2761
Manager:

IT System Secm-iWPlan for NTTS LRC-nn-n_mn 11
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MaiI Stop 2ii- E-Mail Dianne.L.Cheek_nas
a.gov

LineManager: RichardBuonfigli Phone 757864fiOlO
MailStop 204 B-Mail Richard.T.Buonf[gH

@nasa.gov

System Admin: - MAkeBeddis Phone 757 864 I675
Mail Stol6 2!1 E-Mail M.K.Beddis@lmc.na

sa.gov
.

Others: Attachment C- :
Other Center System
Administrators

MaiI Stop E-MaN

IL Information Identification

A.. Information Processed

As defined by NPG 7500:1, there are eleven fimctional processes
NASA performs in fulfilling its technology transfer mission.

Develop Technology Commercialization Plans for NASA
ProgramS & Projects: Each NASA Enterprise/program manager is
responsible for conducting technology assessment and technology
and commercialization planning for their activity. Top-leve!
requirements are contained in N-PG7120.5b. Chapter 3 in N-PD
7500.2 provides detail guidance for tbJsprocess. In general,
technolog-ycommercialization planning begins with determining the"
overall commercial potential of the technoIogical assets ofan
existing or pianned NASA activity. Technological assets incIude
new technologies, facili_es, or expertise.. This drives the robus_ess
of the commercialization plan. One key factor to determining
"robustness" is establishing what level of technology
commercialization requirements will be emphasized in the
contracts/grants/agreements supporting that program. The '
technology commercialization reqnirement_ can range from the
traditional technology reporting clauses to more comprehensive
requirements, such as those in the SBIRTSTTRprogram. NTTS
supports this ar.eaby

• Providing NASA managers an up to date status of past and
curr&nttechnological assets, partnerships and success stories;
and

• Providing a Web-based capability to provide and update a

IT System Security Plan for NTTS LRC-nn-nnnn 12
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commerciMpotenffalassessmentofe_sting
contract!grant/agreementtaskareas.

Harvest & Process New Technology Reports: Promptly
- iden_g and reporting new technologies and innovations is one of

the most critica! activities within the overall technology transfer
process. Improving NASA and NASA' s contractorresearchers',
scienffsts', and engineers' awareness of this responsibility is a
sizeable challenge. Once reported, the new technology must be
processed to determine

• If{ntellectual property protection is merited,
• What is the technoIogy's commercial potential,
• Should a Technolog-yOpportunity Sheet (TOPS) be

" prepared,
• Should the technoI%_ybe published in Tech Briefs, and
• Should the technology be released to the public?

NTTS supports all of the functions above for new technology
reporting and processing. .

InteIIeetual Property Management.- Once it is determined that
• intellectual property protection is merited--a very technical and
legal process is applied. A detaiIed description of this process and
how NTTS supports the process can be found in the Patent Office
Procedm-esat h_tp://ncis.nasa._ov.

Space Act Awards.Management and Payment: The Space Act
• Award recognizes .aspecific Scientific or technical innovation that is

of significant va!ue to aeronauticM or space activiffes. The aWardis
an individual personal monetary award along with a certificate
signed by either the Chair of the Inventions and Contributions Board

__ (ICB) who is the NASA ChiefEng-ineer, or by the Adm_izListrator.
One purpose of the award incentiveis to recognize and award the
contribution of.such rights to the government for non-contracted
contributions. Another purpose is to incentivize the disclosure of
the technologies in.a timely manner to maximize the benefitfor --
"Nl'A_.qA_nd _r_i_f-v t_nr fbrfh_r in-£_rrnmqrm'nn fh_ nxxr_rH_ r_rn_

see http ://icb.nasa.gov.
NTTS provides NASA the capability to submit, process, manage,
and pay space act awards. Innovator certificates are also generated
from NTTS. " "

Software Release Management.. N-PG2210.1 states that "New
software, or any preexisting sol,are modified by more than a
merely trivial variation or improvement thereof, determined by the
Center Releasing Authority to be subject to N-PD2210.i shall be -
reporbd. The report shall at bast incIude information similar to that
disclosed in NASA Form !679 "Disclosure of and New Technology

ITSystem SecurityPlan for NTTS LRC-nn-nnnn • i3
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_ncluoS,_g So,Ira:are)".Lnaddition, the report must:

• identifythepartiesinvolvedinthesoftware'screationand
development;

• Indicate where the software is an improvement or innovation;

• Identify any proprietary source code or object code that is
.. incorporated into the software and is owned by a non-Federal

entity;,

• IncIicatewhether a license has been obtained in situations
where source code or obj.ectcode owned by a non-Federal
entity has been incorporated into the sol,ware; and,

• Indicate whether any known export restrictions ap15Iyto the
software.

NTTS provides tracking and reporting of software release
partnerships andprovides the agency with a Software catMogof all
recorded software for NASA and all publicly available software to
the U.S. Public.

New Business Development: Identifying potential technology
transfer partners is perhaps the most challenging part of the overaI1

earlier, NASA's technological assets are so diverse that they appIy to
virtually every single market area in the nations' $8.5 trillion
economy, With respect to outreach, it is essential that NASA be
able to show theUS Citizenryhow they benefit from NASA's
technological assets. NTTS supports the new business development
and outreach function by

• Offering a single-integrated repository of all NAsA
technological assets that may have commercial potential,

• Providing an automatic notification service when new
technological assets are available,

• Identifying potential leads; and
• Providing the capability to process and track these ieads.

l_lanage Agreements & Partnerships: .NASA has established a
goal that.its annual investment in comm.erciaitechnology
partnerships should equal 10-20% of its investment in its R&rDbase.
This goal is not a tax or a set-aside. It does not aim at doing 10-20%
more work by adding industry R&D objectives, Instead, it strives to
achieve at least 10-20% of NASA,s mission and technology
objectives in a new and different way through Commercial
partnerships. Technology commercialization partnerships can be ..
implemented using a broad set ofmechanisnis as follows:

IT System Security Plan for NTTS LRC-nn-nnnn. i4
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• CooperativeA_eements

• SpaceActA_eements
• SBIR!STTR Program

• CostSharingContracts
WMvers andElections

• .Lice es
• Data, Information, and Research Provided for Potential

Commercial Use

i the partnering function, I_rlTS captures and tracks all pa._. ership lype_
_d the associated investment by both NASA and its partners. In the
censing function, NTTS provides in-depth tracking for royalty
istributions, payments and license milestones and reports. Using the
;atures of the relafionM database, NTTS automatically builds the list of
_yMty recipients based on the technolo_es related to the license. As
_ymcnts are made, NTTS, using NASA's royalty dishdbution algorithm:
dculates royalties for each recipient.

Develop & Manage Success Stories: Technology transfer and
commercialization success stories are defined as those commercial
technology partnerships which have actually achieved an
"acknowledged use or application" of the related NASA
technological asset. Each NASA activity shou]d systematically track •
and fd]]bw-up on its cominei-cib2f_c_6IS_ _---aftn--_iiipgt6
determine if that partnership has produced any success stories. In
addition each Center's TTO is responsible for determining which
success stories to release to the public. NTTS currently supports the
identification, development and release of success stories.

Integrate With Related Knowledge Asse_: NASA activities
created numerous types of knowledge associated with its
technolo_cal assets, which can benefit the technology
commercialization mission. This includes

• Descriptions oftechnoIogyprojects and tasks,
• Descriptions offacfi_ities,
• Scientific and technical information (ST1),
• Integrated Financial 2Vfanagement
• NASA PayrollandPersonnel

" ' • SBIR Systems ....-" - "

Integrating t_s information into a single inventory creates
significant vMue for potential partners Considering some type of
technology commercialization partnership with NASA. NTTS also

t_

provides a significant tool for internal NASA sharing of these assets.
NTTS provides the integrated warehouse for these assets.
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TrMni_g and Education: As stated "insection 8 of N-PG 7500.1,
'_'NPD7500.2 recogz_zes N_A's responsfbility to "'....provide
commercial technology tra.k_g to employees invoIved in
commercialization processes (e.g., program/project engineers,
commercialization specialists, procurement officials, etc.)" to enable
them to fidfill new job requirements and to enable the Agency to
achieve its (technology commercialization) goals." Instating that the
appropriate NASA staff is receiving the right technology transfer
training at the right time is a significant challenge.
NTTS provides the training program the capability to identify and
communicate with NASA staff (COTP,.'s, Program Managers,
Innovators, etc.) associated with NASA activities having

• commercial potentiM. " .....

Management Status and Metrics: Re-engineering the NASA

technology commercialization progr .a:mover the past.several years
has created new responsibilities. Tmplementing these new
responsibilities effectively requires si_,Aficant interaction between
the TTO's and the NASA program managers at each center.
Technology commercialization metrics, indicating the status of
technology commercialization, axe now becoming an integral
component of each programs' quarteriy status review, tt is essential
that all leVels of NASA management have a standard and consistent
roof that provides metrics and the status oftechnoIog3_
commercialization across NASA enterprises, programs and centers.
•The too1 supports and enables effective communication and
interaction between TTO staff and NASA program managers.
NTTS provides each NASA Enterprise, Program and Center real
time status information of the following technology
commercialization functions:

• ._, . .

• CommercialTechnologyPlanningandAssessment

• New technology reporting and processing
- Intellectual Property processing
• .Awards Management

• P.artnership Management-
• Success Stories

• Knowledge Asset Inventorying

Depending on the user type and system used, information is
protectedby a combinationof user accountsandpasswords,secure
socket layer transmission, user views and table access permissions.
A central approach for user accouit management is be.ing
implemented with a target completion date of Ianuary 2004. See
http://ncis.nasa._ov, under documentation, topic system for user
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accountmanagementprocess.

B. Category
1.0 Mission (MSN)

2. [x] Business and Restricted Technology (BRT)

3. [] Scientific, Engineering, and Research (SER)

4. [] Administrative (ADiV0

5. [] Public Access (PUB)

C. Applicable laws, policies and guidance affecting the information:

• Public Law 100-.2935,Computer Security Act of t 987
• OM_BCirctdar A-130, Management of Federal information Resources
• NPD 2800.1, NASA Policy Directive, Managing IzLformationSecurity
• NPD 2810.1, NASA PolicyDirecfive, Security of Information Technology
• N-PG28i0_1, NASA Procedures and Guidance, Security of Information

Technology

° LAPD 2810.1, Langley PoLicyDirective, Appropriate Use of NASA Langley
research Center (LalKC)Informati6fiT66tinology Kesom-ces

• LAPD 2810.2, .LangleyPolicy Directive, MJnLmumInformifion Technology
Security Requirements for LaRCNET

• LMS-CP-5517, CondUctinga Risk Assessment and Preparing the Inf0rmatiofl
Technology (IT) Security Plan

• LMS-,CP'5518, Granting Foreign N-ationalsand Foreign Representatives
Computer Accounts

• LMS-CP-5519, Requesting AcCess to Information Technology.Res0m-ces
- LNIS-CP-5521, Managing and Processing LaRCNEr Connection Requests
• LMS-CP-5549, Responding to Reports of Information Technology Security

Incidents and Inappropriate Activity
• LMS-CP_-5550,Cleaning and Excess of Computer Hard Drives
• LNIS-CP-5630, Requesting, Modifying , or Restoring a Public Key Ir_astrucmre

(PKI) Certificate

.. • LMS-CP-5631, Suspending or Revoking a PubIic Key Infrastructure (PKS)
Certificate

• LMS-CP-5696, Obtaining Network Services ThrougJathe Center Firewall
• LMS-CP-5915, Obtaining a Two-Factor Authentication Credentials and a Virtual

Private Network (VPN) Account

Tabte I below provides a list of Laws and NASA policies associated with NTTS as noted
in the NYFTSProject Plan.
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TableI.Technology/TransferLaws andPolicies
Identifier I Title

hrpD 1000.1B INASA StrategicPlan .

_G 1000.2 INASA Strate_c _ - --^-_° _ ^'".. Mana,eLu=ut _anubou_
_xrpD1050.1F , Authority to Enter Into a Space Act
hrPD 1050.1 Space Act AgTeements
!NrPD1080.1 Generate Knowledge (GI 0 Process
NPD 1440.6 NASA Records Management
hrPD 2091.1 Government Employee-Created Software
NPD/G 2092.1 Royalties And Other Payments Received By NASA From The

Licensing Of Patents And Patent Applications
hrPD 2110.LE I ForeignAccess'to NASA Technology Transfer Material
NPD 2190.1 NASA Export Control Program
NPG 2200.2A Guidelines for Documentation, Approval, and Dissemination of

NASA Scientific and Technical Information (STI)
N'PD/G 2210.1A External Release of NASA Software

NPD 2220.5-E Management of NASA Scientific and Technical Information (S_)_
NPD/G 2800.1 ! Managing Information Technology
N-PD/G 2810.1 ! Sect._i_ of Information Technology.
NPD 2820.1 [ NASA Software Policies

NPG 3451.1 I NASA Awards and Recog_aition Program
NPD 7120.4B [ Program/Project Management

hrPG 7120.5B / NASA Program.. and Project Management Processes andRequirements
hrPD 7500.2 NASA TechnologT, Commercialization Policy
NPG 7500.1 NASA Technology Commercialization Process
P-ubHc-Law 85.568 National'Act on autics_.and_Space_AcLo_f !9_5_8_:........
Public Law-96-480 Stevenson-Wydler Technology Innovation Act of 1980

Public Law 96-517. I Bayh-Dole Act of 1980
Public Law99-502 ! Federal Technology Transfer Act of 1986

Public Law 101-189 ! National Competitiveness Technology Transfer Act of 1989
P.L. 102-245 I American Technology Preeminence Act of 1.991
Public Law 104-113 | National Technology Transfer and Advancement Act of 1995
Public Law 106-404 I Technology Transfer Commercializati0n Act of 2000

FAR _ Government Agencies must monitor and enforce small entity

Icontractor's reporting and use of inventions.
FAR To proreef the Government's interest and the pub!ic's investment,

A__encies shall maintain aoprooriate follow-upprocedures.
FAR NASA contracts with large businesses require prompt reporting

of inventions_ discoveries and innovations.
14 CFR 1240 Inventions And Contributions

" D. Impact of loss of system and/or data:

S)stem:
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Dependingonwhichsystemfails,systemfailm-ewouldresultinlossofaccessto
key information used in NASA's Technolog3 r Transfer, Awards Payment and -
Patent

Data:

E. System Value

Hardware: $120KI
Software:$4.5M

rrl. Information Sharing

_._[ISLuJ__elo.

See Section E, Question 2 andSection F, Question 3 of this document.

Intended recipients, controls used, .andapplicable policies:

Recipients of information maintained in NTTS are noted in section E, question 2
0fthis documeht. Controls used within the NTTS Project m:edefined in the

NTTS Project Plma, in the Technical Support Statement of work, madthe defined
processes maintained on http://ncis.nasa.gov.

.f
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O_eraKn_ System I_te$ri._

All NTTS systems comply fully with all appHcablebaseline requirements of this
section, with the exception of completion and implementation ofpolicies and
procedures to standardize the hardware and software of the servers and auto-agents
across the program. This wilt ensure configurationcontrol, timely updates of criticai
patches, and mitigation of vulnerabilities identified during system scans.
Establishment and implementation of these policies/procedures is anticipated to be
completed by March 2004.

User ID Management

AN NTTS systems comply fully with all applicable baseline requirements of this
section, Withthe exception of centralized account management. The process to
centralize account management is anticipated to be completed by March 2004.

Passwords

All NTTS systems comply fully with all applicable baseline requirements of this
section, with the _,_IJ_-,,"__,_'_"-_Y,,.,_t,,ma__--_ 1web _,o_ -_,g___m-ouppasswords to restrict
general public access. These sites will be migrated to the http://ldms.nasa.gov system
and will then use individual account access.

Local Access Contro! for Multi-user Systems " -

All NTTS systems comply fuiIy with all applicable baseline requirements of this section.

Infoi'mation Management and Protection for Multi-user Computers

All NTTS systems comply fuliy with all applicable baseline requirements of this section.

Commercial Off-the-Shelf (COTS) Software

AN NTTS systems comply fully with all applicable baseline requirements of this
section.

PubIic Domain Software

_AllNTTS systems comply fitly with a11applicable baseline requirements of this section.

Customer/Contractor Supplied Software
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ALlNTTS systemscomplyfulljrwithallapplicablebaselinerequirementsofthissection.

Encrvotion of Unclass-'r_ed Data

AN NTTS systems comply fully with al! applicable baseIine requirements of'this
section, with the exception of the 413systems. Steps to move the system to 4D's use of
SSL or to move t.o another platfoiin providing SSL wii1 be implemented as defined in
the NTTS Project Plan.

Centralized Operations for Multi-user Systems, Servers and Mainframes

All NTTS systems comply fully with all applicable baseline requirements of this section.

Workstation Security Reauirements

All NTTS systems comply fu!ly with all applicable baseline requirements of this section.

Network Multi-usei" System, Server and Mainframe Requirements

Aid NTTs systems ,,,_j1,, _--_'lh',,_+h,,____211_ppl!cnhle b_e_in e requirements of this section.

V. Teehnieal Controls:
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.VI. Public Access Controls:

See Section E, question 2 of this document, Section 2.2.3 of the NTTS Project Plan
and User Account Processing located at http://ncis.nasa.gov.

VII. Rules ofthe System:

NTTS uses a User Account Agreement, predete_.-mineduser pro_es, and Center
approvat to define system access and use. See Attachment E for the NTTS User
account process.
ttardware - NTTS systems are used only as defined in the NTTS Project Plan.

Passwords -.The NTTS user account guidelines request users to follow N-PG2810's
g_id_ce on password se!ecdon. Additionally NTTS prompts users for password
renewal every 90 days. System Administration passwords are also renewed every 90
days or upon support personnel termination.

Imported software - _Noimported or unauthorized software resides on NTTS
systems.

Back-ups See section E D of this document for information on the NT]?Sbackup
strategy.

Information - NTTS contains sensitive and proprietary information. NTTS has user
screen warnings to assist users to'know when they are viewing or printing
sensitive/proprietary information. Additionally user accounts are configured to allow
users access to onIy the information theirjob duties have a requirement for.

- .Anti-virus Software -NTTS supports the Langley standardfor anti-virussoftware
and usage.

Log-off- Users are encouraged to IogoffNTTS when leaving their workstation_

• Security Violations - All NTTS IT security incidents are reported to the Langley
ITSM. (Section 3.d of LAPD 2810.2)
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A. ProcessforobtM2nL_g_ account

!WI_S User Account Request instructions and forms are located on the home page of
hi-to://ncis.nasa _ov.

B. Process for accessing the system from home or while on travel

Usersmay accessNTTS whileoff-Center. .-

C. Kinds of information that may be stored on the system and the authorized uses to
which that int_ormation may be put

NTTS contains sensitive and proprietary data in support of the processes delinecl in
Section II, A of this document.

D. User privileges and limitations

Foreign Nationals (Civil Servant or under Contract) are permitted to access to NTTS as
defined in the NTTS User Account Process.

E. User authentication

F. Pi-ocess for restoi-ing service from system crashes or maintenance

See Section II, D of this document.

(7. Process for escorting personnel who do not have access to the system.
Personnel without access to the system must request information through an approved
system user.

H. Consequences for failure to followthe ruleS.

Center policy (LAPD 28i0.1) states that loss of network access is possible. The NASA
CIO warning banner is required on all computers by LAPD 2810.2, "

WARNING!
This is.a U.S. Government computer. This system is for the use of authorized users
only. By accessing and using the Computer system you are consenting to system
monitoring, including the monitoring of keystrokes. Unauthorized use of, or access to,

..this computer system may subject you to disciplinary action and criminal prosecution.
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Personnel actions are left to the discretion of the supervisor and Office ofl-lttman ..
P_esources or to the contract manager for non-civil service employees.

I. IT Security in the Life Cycle of NTTS

The NTTS systems are maintained by dedicated system administrator support under
ODIN. Each new system is scanned for known vulnerabilities prior to being placed in
service and periodically throughout the year, with the results being provided to the CSO
for distribution to the various system administrators for corrective action. The NTTS
system administrator requests a scan after applying a patch or upgrading the operating
system. Additionally the system administrators receiye frequent bulletins about new
vulnerabilities. All high-risk vulherabilities discovered as a result of bulletins are
corrected as quickly as possible and coordinated with the Larc IT security office.
The Langley ITSM must review any new services under Considerationfor being hosted on
various components of NTTS to ensure that new vulnerabilities are not being added to
LaR.CNET.
At the end of life or transfer of the computer, the media is erased in accordance with
LMS-CP-5550.

VIII. Personnel Screening:

Privileged Users:

All contractor system administrators have at least a National Agency Check with local
law and credit check (NACLC) investigation and to have been granted privileged access
to the system.

Limited Privileged Users:

There are no limited privileged users in the NTTS system.

IX. Training:

NASA and Center policies mandate annum IT Securit3'awareness tr_mningf,$,rall
employees, both.civil service and Contractor. Additionally all managers and system
administrators (privileged users) have mandatory specialized training that is available
thr.ough the SOLAR training web site, which is hosted at Marshall Space Flight Center.
SOLAR also hosts training in the use of the NASALPKI. LAPD 2810.1 and 2810.2
describe appropriate use (including password policy) and minimal IT security
requirements for a computer to be connected to LaRCNET.

I. Rules of the System. Ix Yes [] No

2. Responsibilities described in Chapter 2, NPG 2810. I Ix Yes [] No

3. How to detect and respond to suspected IT security incidents. Ix] Yes [] No
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0-_ •4. How to o_-_help in using the system or its secm-ityfeatures. Ix] Yes [] No

5. Center policies, procedures, and guidelines. [x] Yes [] No

X. Contingency Planning:

Does an ftp to date contingency plan exist? If yes attach a copy, if IX] Yes [] No
not write one before submitting the plan.

The NTTS Backup plan (See Section II D of this document) is also the
contingency plan with the addition of location. The NITS system requires no
special networking or plant configuration that does not exist at any Center or
standard office space.

XI. Incident Response:

LMS-CP-5549 is used to report any suspected ITS incident or unauthorized activity. Do
NOT reboot or turn off any system suspected of having any unauthorized access, since
valuable evidence may be destroyed. The following individuals or organizations must be
notified by telephone or in person to investigate any suspected incident:

K tht3• Computer .qo,-,,,4_,,r4,,_,,o _v<v_8,,4-42,,,,
• Langley ITSM .. (757) 864-5786
• System administrator of the affected computer (757) 864-1675 or 7777
• Line manager of the affected computer (757) 864-5010
• Project Manager (757) 864-2761
• Due to the.broad user base, the Project Manager will contact data owners as needed.

The preferred method of notification is to cali the Computer Security Hotline. It will ring
up to eight times. In almost all cases a person will answer during normal business hours
@e_veen 7:30 AM to 5:00 PM, Monday *_ough Friday, excluding holidays). At othei-.
times, leave a message. Try again in ten to fifteen mJ_nutesif there was no answer d_._ng ..
normal business hours.

Unless secure (encrypted) e-mail is available do NOT use e-mail to notify individuals or
organizations about suspected ITS incidents, except to question the Langley ITSM about

• viruswarnings and hoaxes. The Langley ITSM has the responsibility to notify the Office
of Inspector General (OIG), the Langley ChiefInformation'Officer (CIO), and the
Langley Security Office about ITS incidents.

If during the after-hours period, it is impossible to contact any ITS personnel or the
system administrator to verify any suspected unauthorized access, remove the network
connection fxom the computer but leave the computer powered up. Then leave a phone
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message for ITS personnel to contact someone as soon as possible but no later than the
start of the next business day.

The system administrator of the affected system is expected to cooperate with Langlcy
ITS personnel to verify an incident or to take corrective actions to reduce the risk of any
future compromise. If an incident is verified, the OIG might request to monitor activity
for a period of time. The Langley ITSM may deny this request if the potential risk is
deemed to be too great, after consulting wi_ the data owner and!or line manager with
oyersight responsibility. If the Langley ITSM approves the OIG request for monitoring,
the status of the monitoring will be reviewed periodically (at least wcekly) to determine if
it should be continucd or terminated.

XII. System Intereonnection:

The NTTS is connected via LaR.CNET, as described in Sections V and VI of this plan.
See Sections 14.2 and 14.3 of the NTTS Project plan for connections to other systems.

XIII. Review of Security Controls:

The system administrators and computer security official (CSO) perform an annual self-
assessment and report any major changes, to include new appendices for the plan to the
Langley ITSM. The system administrator and CSO receive security alerts and bulletins
distributed by Langley IT security and incorporates new security patches as soon as it is
operationally feasible. The system administrators and CSO also receive the results of the
periodic vulnerability scans and takes appropriate corrective action or documents in the
annual self assessment that the line manager is willing to assume the risk posed by a
particular vulnerability for operational considerations.
The IT Security Manager reviews the plan independently after it has been submitted for
authorization to process approval. Any major system vulnerabilities must be corrected
immediately before the ITSM signs the plan. A more comprehensive analysis of the
residual risk is provided by the ITS staff after a comprehensive review, which might
include spot checks' for compliance with the plan.
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NASA Technology Transfer Systems
Proj ect Plan

1.0 Proiect Introduction

NASA is a large ($14B) complex (65 programs implemented at 10 centers) scientific
research and development organization with a vast set of technological assets. These
technological assets have potential application to virtually every commercial market that
exists. That commercial market is estimated at over $8.5 trillion1. NASA's Strategic
Plan 2000 directed that NASA would proactivel3;conduct technology transfer activities.
Under this directive, the primary organizational "infrastructure" for turning this
commercial potential into reality is provided by NASA's Technology Transfer Offices
(TTO). NASA's Technology Transfer Systems (NTTS) are the primary information
technology (IT) '"oackbone" of this organizational in_ffastrucmre.

NASA's Strategic Plan 2003 has revised NASA's technology transfer directive.
Activities have been initiated to evaluate the realignment and re-vectoring of NASA's
technology transfer activities and organizational components. However, the NTTS will
retain its function as the primary IT backbone as the organizational infrastructure evolves
to accommodate the realignment and re-vectoring. Additionally, NASA has established
the Enterprise Architecture and standard Agency IT security policies. The Enterprise
Architecture is a tool that links the business mission and strategy of an organization to its
IT strategy and provides guidance on IT capital investment and planning processes to

• help an organization to optimize the return on its IT investments. Revised IT secui'ity
policies have established standard IT security plans for identification and mitigation of.IT
security risks and the creation of disaster recovery planning.

- Notwithstanding the current realignment program activities, there remains "core
• * • ,, k •

acfiwtles/functlons that are.ongoing and whichNTTS must support on a day-to-day
basis. In order to accommodate the demands of this dynamic and fluid environment and
to incorporate Agency IT policies, the NTTS project will pursue activities along three
thrusts:

1. Operations and Support of NTTS
2. Implement Sustaining System Management and Architecture
3. Enable/Accommodate Evohiing Functionality

1.1 Sponsor Organizations:
Code R - Office of Aerospace Technology

1.2 Program Commitment Agreement (1-BPD):
29B-ITTP-IBPD-FY2004 (Attachment 1)

1.3 History of Project:

http:/Iwww'nsf'g°v/sbe/srs/seindO0/



i I

TheimportanceoftechnologytransferwithinNASA canbetracedbacktoits
establishingspaceact;Section305oftheNationaiAeronauticsandSpaceActof1958
(42U.S.C.Sec.2457),asamended,statesthatinventions,discoveries,improvements,
andinnovationsmadeintheperformanceofanyworkthereunder,whetherpatentableor
not,shouldbepromptlyreportedtoNASA. Theobjectiveofthisrequirementistoprotect
theGovernment'sinterestandtoprovidethewidestpracticableandappropriate
dissemination,earlyutilization,expeditiousdevelopment,andcontinuedavailabilityfor
thegeneralpublic.TheAgendaforChange,datedJuly1994,wastheAgency'sblueprint
forelevatingthecommerciMtechnologymissiontoafundamentalNASA mission,
importantasanyintheAgency. Each NASA program officeand Centeris.responsiblefor
inco.rporatingnew commercial technology business practices into their program
management system and ensuring that their use is understood. The reporting of new
technologies by NASA contractors during contract performance is a basic and vital
element to achieving the goals of the Agenda for Change. NASA's Strategic Plan 2000
stated NASA mission was to advance and communicate scientific lmowledge and also to
transfer advanced aeronautics and space technologies. The technology transfer mission
was also identified as part of the crosscutting processes of the Provide Aerospace _
Products and Capabilities and Communicate Knowledge. NPD 7120.4further
emphasized commercial technology planning within NASA's management system for
programs and projects. To better,solidify and clarify the Agency's technology transfer
and commercialization activities the Agency issued, in March 2000, NPD 7500.2, NASA
Technology Commercialization policy. NPD 7500.2 established NASA TechTracS
(TTS) as the agency wide technology transfer and commercialization information system
and designated the Associate Administrator for the Office ofAero-Spaee Tectmology
(OAT) responsible for developing and maintaining TTS..In December 2001, NPG 7500.1
established NASA's Technology Commercialization process. In addition to the noted ,
polices that have directly resulted in the creation of the NASA TechnolOgy Transfer
Systems (NTTS), there are numerous laws and congressional findings (Table 1), Federal
Regulations (Table 2), and other NASA policies (Table 3) which are supported in some
degree by NTTS.

Table 1 - Technology Transfer Legislation and Congressional Findings
Major Legislation:
National Aeronautics and Space Act of 1958 (Public Law 85-568)
Stevenson-WydlerTechnology Innovation Act of 1980(Public Law 96-480)
Bayh-Dole Act of 1980 (Public Law 96-517)
Federal Technology Transfer Act of !986 (Public Law 99-502)
National Competitiveness Technology Transfer Act of 1989 (Public Law 101-189)
American Technology Preeminence Act of 1991 (P.L. 102-245)
National Technology Transfer and Advancement Act of 1995 (Public Law 104-113)
Technology Transfer Commercialization Act of 2000 (Public Law 106-404)
Congressional Findings (15 U.S.C. 3701):
While many new discoveries and advances in science occur in Federal laboratories, their application to
commercial and useful public purposes depends largely upon private industry.
Federal technology transfer activities have strengthened ability of US industry to compete in global
marketplace and have improved quality of life for the American people. (Section 2 of P.L. 106-404)
There is a need for a strong national policy supporting domestic tectmology transfer and utilization of the
S&T resources of the Federal Government.

There is a need to provide means for making federally fimded R&D accessible and for providing adequate
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I personnel and funding support to those means. I

Table 2 - Federal Regulations
Acquisition for Small Entity Contractors:

Government Agencies must monitor and enforce • ensure expeditious availability to the public
contractor's reporting and use of inventions to...

• enable the Governmentto defend itself against
claims and suits for patent infringement

• avoid unnecessary payment of royalties

To protect the Government's interest and the • ensure that subject inventions are identified and
public's investment, Agencies shall maintain disclosed
appropriate follow-up procedures to...

• ensure that inventions are elected or that the

Government consider obtaining title
• when appropriate, ensure that patent applications

are filed, and that the Government's rights
therein are established and protected

Acquisition for Large Businesses:
NASA contracts with large businesses require • protect the Government's interest
prompt reporling of inventions, discoveries and
innovations .to...

• provide widest practicable and appropriate
dissemination, early utilization, expeditious
development, and continued availability for the
benefit of the U.S. industry and general public

12CFR1402 [ InxientiousandContributions

Table 3 - NASA Policies Supported by NASA Technology Transfer Systems
Document Identifier Title

NPD 1000.1B NASA Strategic Plan
NPG 1000.2 NASA Strategic Management Handbook
NPD 1050.1F Authority to Enter Into a SpaceAct
NPD 1050.1 Space Act Agreements
NPD 1080.1 Generate Knowledge (GK) Process
NPD t440.6 NASA Records Management
NPD 2091.1 Government Employee-Created Software
NPD/G 2092.1 Royalties And Other Payments Received By NASA-

From The Licensing Of PatentsAnd Patent Applications
NPD 2110.1E Foreign Access to NASA Technology Transfer Material
NPD 2!90.1 NASA Export Control Program ..
NPG 2200.2A Guidelines for Documentation, Approval, and

Dissemination of NASA Scientific and
Technical Information (STI)

NPD/G 2210.1A External Release of NASA Software
N-PD2220.5E Management of NASA Scientific and Technical

[nformation (STI)
NPD/G 2800.1 Managing InformationTechnology
NPD/G 2810.1 Security of Information Technology
NPD 2820.1 NASA Software Policies
NPG 3451.1 NASA Awards andRecognition Program
NPD 7120.4B. Pro_am/Project Management
NrpG7120.5B NASA Program and Project Management Processes and

Requirements



NPD7500.2 ! NASATechnolo_°_yCommercializationPolicy
NPG 7500. l t NASA Technology Commercialization Process

NTTS supports the entire technology transfer process and is the Agency's one system
with all of its technological assets. NTTS is a closely integrated set of information
systems. The four major components comprising NTTS are as follows and are shown in
Figure 1.

• eNTRe-the electronic new technology r_.e_portingsystem provides a tool for
electronically capturing and submitting new technology reports.

• TeehTracS (TTS)--this cei_ter-basedcomponent of NTTS provides the day-to-
day core backborie of the NTTS while providing each center a major productivity
tool for accomplishing its technology transfer activities;

• KINS--the Knowledge Integration and Management System provides NASA
enterprise, center and Program managers up to date information on the technology
transfer status of their activities.

• TechFindermthis is the public technology transfer gateway; providing access to
NASA's technology assets.

Figure 1 also illustrates that the NTTS is not a stand-alone, isolated system but rather
there is integration of data from other existing NASA data repositories where such data is
directly applicable to and supportive of NASA's overall technology transfer mission.
Such an approach leverages other key NASA information assets while facilitating a
single interface point for the external commercial technology communit-y;as well as a
key asset for NASA internal scientists, researchers, engineers and technologists.
Additional information on each NTTS component is provided in Section 2.2.3 -
Application Architecture and on system interfaces in Section 14-Project Dependencies.
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Figure 1- NASA Tectmology Transfer System

Table 4 below provides a timeline of the key events guiding NTTS over the past 10 years.
Together these events have guided and shaped the NASA requirements, justification,
basis and overall support for NTTS, as well as, providing the strategic direction for its
continuing evolution.

Table 4. NTTS Timeline

December 1992 - Agency Technology Transfer Team, Chair - jerry Creedon, reports on Technology
Transfer within NASA

July 1994 - Agenda for Change Issued. Two Agenda commitments are NTTS and Commercial
Potential Assessment Inventory.

June 1995 - Associate Administrator, General Dailey, issues letter to NASA Sr. Management
on the creation of the Technology Inventory and the Commercial Potential
Assessment Inventory and directs NTTS as the key system.

August 1995 - NASA TechTracS Agency-wide data set and Commercial Potential Assessment
Inventory web site ( http://cpa.nasa.eov ) are available.

October 1995 - NASA Administrator, Dan Golclin,incorporates demonstration of NASA
TechTracS into his keynote speech at Tech 2000 series and directs a public web
site to be available by January.

January 1996 - Public web site, TechFinder htt0://technoloa_'.nasa._ov,is available.

February 1996 - First Commercial Potential Assessment Inventory is performed.

September 1996 - Inspector General's Report on New Technology Reporting is released.
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October 1996 - NASA Sr. Management is briefed on Inventory results and NASA TechTracS.

January 1997 - NASA TechTracS Agency Subteam is formed.

October 1997 - Technical support for NASA TechTracS is moved to a contract.

November 1997 - Code R Associate Administrator, Robert Whitehead, establishes NASA
"_o- CTechTracS as the _,en y-wide commercial technology management system".

April 1998 - Acting Deputy Administrator, General Dailey, issues letter to NASA St.
Management concerning New Technology Reporting and confLrms Code R
Associate Administrator's responsibility to provide the Agency with quarterly
Commercial Technology Inventory Reports and metrics.

April 1998 - N'PG 7120.5A is issued.

December 1998 - NASA Technology Plan issued.

February 1999 - Baseline NASA TechTracS system is complete.

September 1999 - Program/Project Manager Interface (RIMS) to NASA TechTracS is introduced at
NCTMT meeting.

February 2000, - Automated metrics reporting is completed.

March 2000 - N-PD7500.2 issued.

September 2000 - eNTRe (http://invention.nasa.g0v) is deployed.
- TechnologyTransferofNASATeehTracStoNationalInstitutesofHealth.

October2000 - KIMS (http:/ikims.nasa.gov) is operational.

December2001 - N'PG7500.2issued.

May 2002 - NASAFARSupplement includes eNTRereference

January 2003 - Awards Payment System is operational.

The FY 2004 budget terminates the Commercial Technology program andestablishes the
Innovative Technology Transfer Partnerships (ITTP) Theme. ITTP consists of the
Technology Transfer Activity and the SBI2USTTRprograms. Under this theme NASA
will continue to support necessary efforts to document and license technglo_es and make
them available to the private sector as leNslatively mandated, and prudently manage
NASA's intellectual property. NAS__-willcontinue to advise entrepreneurs of our
technology offerings available for licensing, as well as, solicit partnerships to meet
Enterprise technology needs through the use of the Web.

The budget provides for a new approach, known as the Enterprise EnNne, to partner with
venture capital fn-msand U.S. industry for the development of technologies that can
directly contribute to the agency's core research activities, while benefiting private
industry. The Technology Transfer Activity contributes to support the Enterprise mission
needs, as well as the national economic strength through innovative technology •
partnerships with non-aerospace industries. With the FY 2004 budget request, the
SBIR/STTR programs and the NTTC will continue, and NASA will provide for
•technolgy transfer regulatory requirements, and the Enterprise Engine.



1.4 Project Approach:
As described in the introduction, the NTTS project has threethrusts;

1. Operations and Support of NTTS,
2. Implement Sustaining System Management and Architecture, and
3. Enable/Accommodate Evolving Functionality.

Each thrust has requirements specific to the identified areas.Additionally the
interrelations between the thrust areas are equally important and are addressed.

1.4.1Thrust 1 - Operations and Support of NTTS
Continue to operate and support core backbone NTTS network that is used and will
continue to be used to s.upportnecessary efforts to document and license technologies and
make them available to the private sector as legislatively mandated, to prudently manage
NASA's intellectual property, and to use the web to provide technology offerings
available for licensing and to solicit partnerships.

1.4.2 Thrust 2 - Implement Sustaining System Management and Architecture
The CurrentNTTS configuration and architecture is one that has resulted from an
evolutionary path reflective of the growth of NASA's Technology Transfer Program. To
support the program's rapid evolution, NTTS development employed a prototyping and
refinement development cycle. Formal requirements analysis and implementation
processes have been used in the development of NTTS, but at a modular level. Efforts to
document the baseline system, to assess IT security risk, and to provide an overall
systems requirements definition have been performed but need to be updated to more
accurately reflect the current configuration. Documentation on how the system is used
withLnthe daily operations varies based on the approach Centers select for documenting
their operational procedures. System implementation is heavily dependent on staff
experience.
Activities in this thrust will ensure NTTS, as a system, is configured for sustained
operations, NTTS risks are managed, and will align the NTTS architecture, where
possible, with the defined NASA Enterprise Architecture and IT security polic{es.

1.4.3 Thrust 3 - Enabling/Accommodate Evolving Functionality
Historically the functionality of the program has been on spin-out of technologies. Given
the re-vectoring and realignment, existing functionality will need to be revised and new
areas will be identified to support the tech-transfer program, such as spin-in and spin-
around. Therefore, the NTTS capabilities wilt need to accommodate improvements in
existing functionality, as well as, new functibnalities. Additionally, the emphasis on E-
gov activities will be addressed in this area to ensure NTTS continues to be compatible
for activities identified at the Federal level.

1.5 Project's timeframe:
Start Date: July 1, 2003
Completion Dates:
The NTTS project supports all operation of an on-going system and therefore an end of
project date has not been identified.
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1.6 NASA Enterprise/Institutional Program Offices:
N-PD7500.2 identifies responsibilities for Enterprise and Program Offices. With respect
to NTTS, Enterprise and Program Offices shall ensure that Agency-wide technology
commercialization metrics are collected for reporting through the NASA TechTracS
information system from all applicable activities under their cog_aizanceand that these
metrics are included in their status reports to their appropriate program management
council.

1.7 NASA Centers:
NPG 7500.1 -identifiesresponsibilities for Centers. With respect to NTTS, Centers and
HQ are responsible for collecting, providing, validating and maintaining quality data in
NTTS. Operations support for NTTS at the Centers is identified in NTTS Operation
Guidelines available at http://ncis.nasa.gov.



2.0 Project Objectives

2.1 Overall
The NTTS project will ensure NASA has the information technology management
systems required to support the program's current and future processes in a configuration
for optimal availability, reliability, and sustainability within the defined budgetary
allotments.

2.2 Thrust I - Operations and Support of NTTS
: The overall technology transfer program objectives are accomplished through the

implementation of eleven functional processes that involves a broad customer base. A
customer's use of NTTS varies fi:oma single unique task to multiple inter-related tasks.
To successfully accomplish Thrust 1, recognition of the program processes and their
associated customer base is essential. NTTS, as an Agency system, has had day-to-day
operations in effect since 1997. Thrust 1 activities will ensure current NTTS capabilities
are available and maintained as required by the technology transfer program and its
Customerbase.

A brief description of the processes, the current customer base, application architecture,
and technology architecture is provided for further affirmation of the expectations
associated with the day-to-day NTTS operations.

2.2.1 Technology Transfer Processes
As denned by NPG 7500.1, there are eleven _ctiona! processes NASA peffo,rmsin
fulfilling its technology transfer mission.

2.2.1.1. Develop Technology Commercialization Plans for NASA Programs &
Pr0j ects: Each NASA Enterprise/program manager is responsible for conducting
technology assessment and technology and ,commercializationplanning for their activity.
Top-level requirements are contained in NPG 7120.5b. Chapter 3 in NPD 7500.2
provides detail guidance for this process. In general, technology commercialization
p!anning begins with determining the overall commercial potential of the technological
assets of an existing or planned NASA activity. Technological assets include new
technologies, facilities, or expertise. This drives the robustness of the commercialization
plan. One key factor to determining "robustness" is establishing what level of technology
commercialization requirements will be emphasized in the contracts/grants/agreements
supporting that program. The technology commercialization requiiements can range
from the traditional technology reporting clauses to more comprehensive requirements,
such as those in the SBIR/STTR program. NTTS supports this area by

,, Providing NASA managers an up to date status of past and current technological
assets, partnerships and success stories; and

• Providing a Web-based capability to provide and update a commercial.potential
assessment of existing contract/grant!agreement task areas.



2.2.1.2. Harvest & Process New TechnologT¢ Reports: Promptly identifying and
reporting new technologies and innovations is one of the most critical activities within
the overall technology transfer process. Improving NASA and NASA' s contractor
researchers', scientists', and engineers' awareness of this responsibility is a sizeable
challenge. Once reported, the new technology must be processed to determine

• If intellectual property protection is merited,
• What is the technology's commercial potential,
• Should a Technology Opportunity Sheet (TOPS) be prepared,
• Should the technology be published in Tech Briefs, and
• Should the technology be released to the public?

NTTS supports all of the functions above for new technology reporting and processing.

2.2.1.3. Intellectuai Property Management: Once it is determined that intellectual
property protection is merited--a very technical and legal process is applied. A detailed
description of this process and how NTTS supports the process can be found in the Patent
Office Procedures at http://ncis.nasa._ov.

2.2.1.4. Space Act Awards Management and Payment: The Space Act Award
recognizes a specific scientific or technical innovation that is of significant value to
aeronautical or space activities. The award is an individual personal monetary award
along with a certificate signed by either the Chair of the Inventions and Contributions
Board (ICB) who is the NASA Chief Engineer, or by the Administrator. One purpose of
the award incentive is to recognize and award the contribution of such rights to the

•government for non-contracted contributions. Another purpose is to jncentivize the
disclosure of the technologies in a timely manner to maximize the benefit for NASA and
society. For further haformation on the awardS process see http://icb.nasa.gov.
NTTS provides NASA the capability to submit, process, manage, and pay space act
awards. Innovator certificates are also generated from NTTS.

2.2.1.5. Sofhvare Release Management: NPG 2210.1 states that "New software, or any
preexisting s6flware modified by more than a merely trivial variation or improvement
thereof, determined by the Center Releasing Authority to be subject to NPD 2210.1 shall
be reported. The report shall at least include information similar to that disclosed in
NASA Form 1679 "Disclosure of and Ne_" Technology (including Software)". In

addition, the report must: " ,

• Identify the parties involved in the software's creation and development;
-• Indicate where the software is an improvement or innovation;
• Identify any proprietary source code or object code that is incorporated into the

software and is owned by a non-Federal entity;
• Indicate whether a license has been obtained in situations where source code or

object code owned by a non-Federal entity has been incorporated into the
software; and,

• Indicate whether any known export restrictions apply to the software.



NTTS provides tracking and reporting of software release partnerships and provides the
agency with a software catalog of all recorded software for NASA and all publicly
available soft-wareto the U.S. PubLic.

2.2.1.6. New Business Development: Identifying potential technolo_,_ytransfer partners
is perhaps themost challenging part of the overall technology transfer and
commercialization process. As mentioned earlier, NASA's technological assets are so
diverse that they apply to v'z_ally every single market area in the nations' $8.5 trillion
economy. With respect to outreach, it is essential that NASA be able to show the US
citizenry how they benefit from NASA's technological assets. NTTS supports the new
business development and outreach function by

• Offering a single-integrated repository of all NASA technological assets that may
have commercial potential,

• Providing an automatic notification service when new technological assets are
available,

• Identifying potential leads, and
• Providing the capability to process and track these leads.

2.2.1.7. Manage Agreements & Partnerships: NASA has established a goal that its
annual investment in commercial technology partnerships should equal 10-20%of its
investment in its R&D base. This goal is not a tax or a set-aside; It does not aim at doing

• 10-20% more work by adding industry R&D objectives. Instead, it strives to achieve at
least i0-20% of NASA's mission and technology objectives in a new and different Way
through commercial partnerships. Technology commercialization partnerships can be
implemented using a broad set of mechanisms as follows:

• Cooperative Agreements
• Space Act Agreements
• SBllUSTTR Program
• Cost-Sharing Contracts

J

• Waivers and Elections
• Licenses

• Data, Information, and Research Provided for Potential Commercial Use

In the partnering function, NTTS captures and tracks all partnership types and the
associated investment by both NASA and its partners. In the licensing function, NTTS
provides in-depth tracking for royalty distributions, payments and license milestones and
reports. Using the features of the relational database, NTTS automatically builds the list
of royalty recipients based on the technologies related to the license. As payments are
made, NTTS, using NASA's royalty distribution algorithm, calculates royalties for each
recipient.

2.2.1.8. Develop & Manage Success Stories: • Technology transfer and
commercialization success stories are defined as those commercial teclmology
partnerships which have actually achieved an "acknowledged use or application" of the
related NASA technological asset. Each NASA activity should systematically track and
follow-up on its commercial technology partnerships to determine if that partnership has



produced any success stories. In addition each Center's TTO is responsible for
determining which success stories to release to the public. NTTS currently supports the
identification, development and release of success stories.

2.2.1.9. Integrate With Related Knowledge Assets: NASA activities created numerous
types of knowledge associated with its technological assets, which can beliefit the
technology commercialization mission. This includes

• Descriptions of technology projects and tasks,
• Descriptions of facilities,
• Scientific andtechnical information (STI),
• - Integrated Financial Management -
• NASA Payroll and Personnel
• SBIR Systems

integrating this information into a single inventory creates significant value for potential
partners considering some type of technology commercialization partnership with NASA.
NTTS also provides a significant tool for internal NASA sharing of these assets. NTTS
provides the'integrated warehouse for these assets:

2.2.1.10. Training and Education: As stated in section 8 of NPG 7500.1, '2,,rPD7500.2
recognizes NASA's responsibility to ".. :.provide commercial technology training tO
•employees involved in commercialization processes (e.g., program/project engineers,

• commercialization specialists, procurement officials, etc.)" to enable them to fulfill new
job. requirements and to enable the Agency to achieve its (technology commercialization)
goals." Insuring that the appropriate NASA staffis receiving the right technology transfer
training at the right time is a significant challenge.
NTTS provides the training program the capability to identify and communicate with
NASA staff (COTR's, Program Managers, Innovators, etc.) associated with NASA
activities having commercial potential.

2.2.1.11. Management Status and Metrics: Re-engineering the NASA technology
commercialization program over the past severn years has created new responsibilities.
Implementing these new responsibilities effectively requires significant interaction
between the TTO's and the NASA program managers ,ateach center. Technology
commercialization metrics, indicating the status of technology commercialization, are
now becoming an integral component of each programs' quarterly status review. It is
essential that all levels of NASA management have a standard and consistent tool that
provides metrics and the status of technology commercialization across NASA
enterprises, programs and centers. The tool supports and enables effective
communication and interaction between TTO staff and NASA program managers. NTTS
provides each NASA Enterprise, Program and Center real time status information of the
following technology commercialization functions:

• Commercial Technology Planning and Assessment
• New technology reporting and processing



• !ntellectual Property processing
• Awards Management
• Marketing and Outreach

• Partnership Management
• Success Stories

• Knowledge Asset Inventorying

2.2.2. NTTS Customer Base
The customer base of NTTS is very broad and many customers have several
responsibilities that will influence the method in which they employ NTTS.

2.2.2.1 NASA Innovators: Virtually anyone working on a NASA activity--whether'a
NASA employee or contractor/grantee--Tcouldbe an innovator. Capturing and
submitting a complete description of innovations is a resource intensive activity. The
efficiency of electronic reporting supported by eNTRe coupled with the status reporting
of NTTS provide supportive tools for Innovators' reporting requirements.

2.2.2.2 Technology Transfer Offices: TTO's can exist both at a Center level, as well as,
within each NASA Enterprise. Predominantly, these offices are located at the Center
level. Within each TTO there are several potential teams including-

. New Technology Representative
• Marketing
• Training
• Metrics
• E-Net

• Partnership Managers
Each Oneof these teams use multiple and different aspects 0fthe NTTS.

2.2.2.3 Intellectual Property Offices: Each Center's intellectual property groups are
responsible for defining and administering policies and procedures with regards patents,
copyrights, trade secrets, technical data in contracts, grants, cooperative agreements,
international agreements, and flaedistribution of computer software. This includes such
functions as patent soliciting; invention reporting; patent application preparation and
filing; and conduct of proceedings before the United States Patent and Trademark Office

2.2.2.4 Inventions and Contributions Board and Award Officers: NTTS supports
management of the awards process at the center level, submittal to and processing of the
ICB, and payment request.
Processing includes

• Space Act Awards
• Invention of the Year
• Software oftheYear

• Inventor Payments



2.2.2.5 Sofm'are Release Authorities: According to NPG 2210.1, the Center Releasing
Authority will coordinate and oversee efforts to ensure that NASA-funded software is
reported, administered and inventoried as any other invention, discovery, improvement,
or innovation. TechTracS is used for these purposes.

2.2.2;6 Program Managers/COTRs: NPD 7500.2 cMlsfor program managers and
COTR's to play a significant role in implementing NASA's technology
commercialization policy. They are responsible for assessing their activities for
commercial potential; helping to validate new technologies; and providing the overall
technology commercialization status of their program. KIMS is the NTTS component
•used for this activity.

2.2.2.7 Enterprise/Center Managers: NPD 7500.2 places responsibility for the
performance of technology transfer and commercialization in the realm of the Enterprise
and Center manager. They are responsible for the overall technology commercialization
performance of their programs. Enterprise and Center managers are also heavily

- involved in outreach and legislative and public affairs. KIMS is the NTTS component
used for this purpose.

2.2.2.8 Chief Engineer/Chief Scientists Office: The technology transfer process directly
supports two of NASA's strategic cross-cutting processes. The Provide Aerospace
Products and Capabilities (PAPAC) belongs to the ChiefEngilleer. Tile Communicate
Knowledge (CK) process belongs to the Chief Scientist. Both the Chief Engineer and the
Chief Scientist have established specific performance measures expected fi:omthe
technology transfer process. The Chief Engineer expects NASA's commercial
techno_logypartnerships to represent 10-20% of its R&D base. In addition, the Chief
Engineer, through its System Management Offices, administers NASA's quarterly
program reviews. Technology Commercialization performance is expected to be m-_
integral part of these reviews. The Chief Scientist expects a certain portion of NASA's
new technology portfolio to be available to the public. NTTS integrates the patent
office's approval process with the technology transfer office's public release process and
provides real-time web posting of information on NASA's technologies.

2.2.2.9 Public and Legislative Affairs Office: Both the public and legislative affairs
specialists have the need to appraise the Congress and the PubIic as to NASA's
contributions. Given the ad-hoc nature of these areas, timely and user-friendly access is
essential to meeting these users' needs. A geographica! interface has been integrated in
to NTTS to further faciIitate effective delivery of where NASA is having a positive
impact across the Nation.

2.2.2.10 NASA Contractors and Grantees: Over 80% of NASA's annual budget is
passed on to a contractor or grantee. NPG 7500.I establishes that most NASA's
Contractsand grants have technology transfer responsibilities. Prompt and accurate
reporting of new technologies is the immediate challenge at hand. In addition, if
awareness of the new technologies from activities is shared then duplication of
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tecbmologicaleffortscanbeavoidedandresultintimesavings,eNTRe andTecl_inder
aretheNTTS componentsaddressingtheseneeds.

2.2.2.11 U.S. Public: NASA's technology assets can benefit virtually every sector of the
$8.5 trillion market. These market sectors expect accurate and up to date information on
NASA's technology assets to be easily available so as to keep the "finding it" burden
low. Tech.Finder is the NTTS component addressing this need.

2.2.3 Application Architecture

The application architecture (Figure 2) below shows the key application components
(eNTRe, TechTracS, KIMS, TeckFinder, and NTTS Support) and the first level
application modules.

Figure 2 - Application Architecture
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2.2.3.1 eNTRe
eNTRe provides the capability for NASA's civil servant innovators and innovators from
NASA's funded agreements to electronically report new technologies to NASA's New
Technology Representatives beginning the technology management process. Features
include a database for historical records keeping by each user, field-level help, and E-
mail status notification. Upon email notification oft_hedelivery of a new technology, the
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Center'sNew TechnologyRepresenativereviewsthereportforcompletenessandusing
anintelligentintegrationprocesscreatesanew technolog_yrecordwithinTechTracS.

2.2.3.2 TeehTraeS (TTS)
TTS is a distributed network of 4thDimension relational databases and web servers that
are located at each NASA field center and the National Technology Transfer Center

(NTTC). Integrated agency-wide servers, the central secure shared file server and the
public servers are located at Langley.

TTS provides the day-to-day working tool for each of the NASA Center TTO. Each
Centers' TTS is standardized and consists of the followingprimary components.

• Contract!GrantModule

• Inventory Module
• NTR Module
• Patent Module
• Waiver Module
• Commercial Leads Module
• License Module

• Partnership Module
• TOPS Module

• People Module
• Success Story Module
, Software Release Module

In tota! there are over 100 tables and 2000 data fields in the standard TTS core. Figure 3

provides the TTS Application ArChitecture.

Figure 3 - TechTracS Application Architecture
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Each Centers' TTS updates the agency-wide TTS server wi_ selected data. Each Center
has control over which records are transmitted to the agency-wide system. There are
certain areas in each Centers' TTS where no data is provided to the agency-wide system.
Technology commercialization metrics are calculated locally on each Center's TTS and
then submitted tothe Agency-wide TTS. An estimated 9 million transactions amaually
are automatically executed throughout the network between the Centers' TTS and the
agency-wide TTS. Monthly synchronization procedures ensure information is concufi-ent
across the Agency.

(
2.2.3.3 IGM_S
K_llVISprovides NASA program and project managers real time status of technology
transfer related activities and standard monthly metric reports. For the researcher or
technologist, KIMS provides search access to all ofNASA_s technologies, technology
producers, and technology partnerships. KIMS consists of the following key technical
components.

• Knowledge Grid
• MapIt
• Commercial Assessment

• Searchin.g
• Metrics Reporting / Charting
• Help
• Feature Request/Bug Reporting



• Account Administration

KIMS provides data from either an Enterprise perspective or a Center perspective. In
either the Enterprise or Center view, data is available at the program level.

2.2.3.4 TechFinder
TechFinder is the public commercial technology portal providing public access to
NASA's technological assets, technology activities, and technology transfer success
stories. Key features include quick links to NASA's technologies available for licensing
and software technologies, simple and advanced searching, GIS mapping, customer
inquiry processing and E-mail notification on new technologies.

2.2.3.5 NTTS Support
User and Technical documentation, a bug/feature on-line request system, and Project
Status are maintained on http://ncis.nasa.gov located on the NTTS Support system.
Additionally the NTTS mail server and K!MS datapump applications reside on NTTS
Support. "

2.2.4 Technology Architecture
The technology architecture is the physical c6nfigan:ation, network, hardware, and
software components that enable the application architecture.

Several COTS products are integrated together to respond to the defined requirements.
Relational database technology is used due to its logical approach to information storage
that matches with a user's perception of information and its controlled redundancy that
supports relations of many to one and simplifies data manipulation logic. Two relational
database systems are used in NTTS; 4thDimension (4D) and MS SQL Server. Both
systems support industry standards and are ODBC compliant. In addition to the database
engine, 4D provides 'a family of products that are an integral paA of the NTTS operational
capabilities.

MS SQL Server is used as the database engine for KIMS. A new application Was
developed to allow real-time data exchange of information between TTS and KIMS;
DataPump. The DataPump employs both database engines' compatible features in its
processing.

There are several web sites in NTTS that are supported by the database engines in
conjunction with two web applications; Cold Fusion and NetLink. Web services are
provided using Apache and Netscape. Centralized secured file sharing services are
provided using Webdav.

NTTS is compatible with both PC's running Windows 98, NT, or 2.000and Macintosh
systems running MacOS 9.x or higher. Refer to NTTS_System_Requirements located on
http://ncis.nasa.._ovfor the most recent recommended machine configurations.
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NTTS is a distributed system with physical locations at each NASA Center. Each Center
has a 4D database server and an intelligent back_ound processor that facilitates the real
time synchronization between the Center systems and the Agency systems. All agency
systems are located at Langley Research Center.

The NTTS network utilizes the public network, NISSN, and center virtual private
networks (VPN). NASA users within Centersuse Center interna! networks for
connection to Iocal servers and NISSN for connection to the agency systems. NASA
users outside centers and the technical support team use identified center VPN's and the
public network for connection to NTTS. Users on NASA funded agreements use the
public network and secure socket layer.

Figure 4 provides an overview of the NTTS system components, NTTS application
components, web sites, information flow and physical location.
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Figure 4 - NTTS System Architecture
See System__-chitecture on http://ntis.nasa._ov under documentation for higher
resolution image.
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2.2.5 Technology Transfer Process / User / NTTS Component Mapping °
NASA's success in its technology transfer mission depends on the day-to-day effective
implementation of the technology transfer processes. To reduce the presentation
complexities that arisewhen describing the methods the broad user community employs
when performing the eleven functiona! processes, a mapping of NASA's use of the NTTS
components by its users to the eleven technology transfer processes is provided in
Attachment 2. The eleven processes described in section 2.2.1 are listed on the left side of
the mapl The Userbase described in section 2.2.2 is listed on the topside of the map. The
NTTS components used to perform the functions are identified in the intersecting areas,
thereby, providing information on who the user is, what process is being performed, and
wha_NTTS element is employed to perform the process.

2.3 Thrust 2 -Implement Sustaining System Management and Architecture

Thrust 2 activities will consist of studies, recommendations, and implementations to
accomplish the following while maintaining current functionality and user experience.

• Document Baseline System Including Stakeholders and Expectations
• Update IT Security Risk Assessment and Establish Risk Management Plan
• Update IT Security Plans and Implement Risk Mitigation Actions
• Incorporate NASA Enterprise Architecture
• Reduce System Integration and Synchronization Complexity and Costs
• identify and Implement Centralized System Architecture
• Improve Connectivity to OtherNASA Systems
• Integration of New .Technologies

The following elements have been identified to address Thrust 2 activities. The Project
Manager will establish integrated process teams to accomplish these elements and using
the project communications plan (section 3.3) project status and implementation
recommendations shall be coordinated with the Program Director, Process Leads, and
NASA Stakeholders.

1. Document Existing Baseline including User and System Requirements
2. Confirm stakeholders and expectations
3. Identify Risks and Establish Risk Management Plan
4. Define constraints
5. Define System Concepts
6. Define Concept of Operations
7. Define Evaluation Criteria
8. Define System Requirements
9. Define Candidate Architectures
10. Define Support Role Requirements
11. Coilduct Trade Studies
12.Define Recommended Architecture
13. Define Architecture Implementation Plan



14. Revise Change Management System forImproved Coafig_zation
Management.

•2.4 Thrust 3 - Enabling/Accommodate Evolving Functionality
The business processes embodied in technology transfer process are highly technical and
administratively complex due the program's roots in the engineering and lega! areas.
This combination results in high potential for automation. Additionally, the importance of
technology transfer in the Nation's competitiveness results in continual redefinition.

NASA is the only federal agencythat has linked its procurement and financial .
information to its technology-managementprocess. This unique capability has placed
NASA in the fore_ont of technology transfer information management. Leadership in
this area has and will continue to result in the identification of new functionalities
supportive of the Nation's technology transfer activities.

Thrust 3 activitieswill identify and clarify emerging requirements, identify new user
: groups, and will revise NTTS as needed. Due to the broad customer base and their

associated inter-related system services, Customer Teams for core processes and
identified points of contact for external processes will work with the NTTS Project
Manager to accomplish Thrust 3 activities. In accordance with the NTTS
Communication Plan (Section 3.3), quarterly management oversight reporting will be
provided to the Program Director and Key NASA Stakeholders for recommendations on
system revisions and associated delivery schedules. Change management as provided in
Section 5.1.2 will be used in Thrust 3 activities.

Requirements in Thrust 3 will fall in to two areas:
Area 1 - Improve existing functionality moving towards increased level of automation.
Area 2 - New functionality to share technologies between NASA programs internallyand
establishing and supporting E-gov initiatives.

2.5 Relation of Project Objectives to Program objectives
_'he Innovative Technology TransferPartnerships Theme consists of NASA's
Technology Transfer Activity and the SBIR/STTR programs. The ITTP program
objectives and support of Regulatory Requirements as they relate to NTTS Project
objectives are reflected in Table 5. All three thrusts identified in the NTTS Project are
required to provide the support identified in column 2 of Table 5.



Table5 - AgencyReqt_ements andProgramMissionObjectives
"Agency Requirements and Mission N3-1-SProject Supporting Activities

Regulatory IRational Aeronautics and Space Act of1958, as amended (Space Act,
Requirements i_;2USC 2451 et esq.)

Stevenson-Wydler Technology Innovation Act of 1980 (15 USC 3701 at
esq.)
Bayh-Oole Act of 1980 (Public Law 98-517), as amended _5 U.S.C. 200 et Capture Accurate InformationonTechnologies, Expertise and
esQ.) Facilities.
Federal Acquisition Regulations Management Of Intellectual As_;ets

iNASA Mission Goal 3: Create a more secure worldand improvequalify of life by investing Facilitate Internal and External Sharing of NASA's Intellectual Assests
in technologies and collaborating with other agencies, industry, and

{ academia

Objective 3.3: Improvethe Nation's economic strength and quality of life by
I faci]itatin_ the innovativeuse of NASA technology.

! Goal 6 - Inspire and motivate students to pursue careers in science, Training Tool Providing a Hands-on,Environmentfor Understanding the
technulegy, engineering, and mathematics. Management of TechnologyTransfer Activities
Objective 6.4 - Improve higher education capacity to providefor NASA's Paeititate External Sharing of NASA's Intellectual Assets
and the Nation's future science and technology workforce requirements.

Goal 7: Engage the public in shaping and sharing the experience of x,

exploration and discovery. Facilitate External Sharing of NASA's Intellectual Assets and
Objective 7.3: Increase public awareness and understanding ofhow Technology Transfer Success Stodas
research and innovations in aerospace technology affect and improvequality ..
of life,

t IGoal 11]:Enable revolutionary capabilitie_ threuqh newtechnoloQy Capture Accurate Information on Technologies, Expertise and
! Objective 10.6: Enhance NASA's mission by leveragingpartnerships Facilities.

aetween NASA Enterprises and nonaerospaceU.S. industrial firms and by Facilitate U.S, Private Sector's Knowledge of these items.
leveragingthe venture capital community far innovativetechnology Track and Manage PartnershipsandAgreements.
development.

2.6 Project Performance Goals

The program's performance goals are supported by the outcome of the project's
performance goals as shown below in Table 6.

Table 6 - Program Performance Goals and Project Goals Outcomes
Item Progi'am Performance Goal Project Goal Outcome
ITTP 1 Complete 200 transfers of NASA technologies, Capture accurate information on technologies,

expertiseorfacility'usageto theU.S.privatesector, expertiseandfacilities.FacilitateU.S. Privatesector's
through hardware licenses, software usage agreements, knowledge of these items. Track and manage
or Space Act agreements, partnerships and agreements.

ITTP2 Engage at least four institutions of higher education in Use NTTS as a training and education tool for student
the NASA mission in FY '04 by providing interns providing a hands-on environment for
opporttmities and experience for students to help understanding technology transfer and intellectual asset
prepare them for successful careers in the field of management activities.

techno!ogy management through NASA intern
experience.

ITTP3 Promote and develop innovative technology Capture accurate information on technologies,
partnerships between NASA, venture capital fLrms and expertise and facilities. Facilitate VC and U.S. Industry
U.S. industry for the benefit of all Enterprise mission insight into these areas within NASA.
needs.

ITTP4 AlignSBIR/STTR with priorities contributing to Provide timely identification of the output of the
NASA mission and vision. SBIR/STTR activities and their direct correlation to the

NASA Enterprises.



Overall project performance goals consist of traditional performance measurements of
cost, schedule, and risk. Additional measurements for Thrust 1 have been identified to
provide specific areas addressing the requirements of an operational information
management system. Goals and targets for Thrusts 2 and 3 will be defined within the
requirements phase of each associated activity. Implemented activities from Thrusts 2
and 3 will be incorporated into Thrust 1. Table 7 defines the NTTS performance goals
and targets.

Table 7. NTTS ProjectPerformance Goals

-Project Element Performance Measure Goal Target

Cost Project implementation costs Project implementation costs Project implementation costs
will remain within budget will not exceedbudget will not exceed-budget
commitments in any project commitmentsby more than commitments by more than
phase. 10%. 15%.

Schedule Implementation schedule Implementation schedule Implementation schedule
commitments will be met. commitments for each commitments for each

deployment will not slip by deployment will not slip by
more than 1 quarter, more than 2 quarters.

Risk Identified risks will be .Identified risks are reduced to Identified Asks are reduced in
effectively managed so as to a low severitybefore the production environment
prevent occurrence/impact, implementation to the within 2 release cycles.

production environment.
Thrust 1 - Identified functionality is Identified issues do not result Each release of NTI'S resolves
Funct!onaliW defined and tmderstood so as to in system inoperabili_ or identified issues in the

prevent fimctionality issues compromise data integrity, operational functional baseline.
within the production
environment.

Thrust 1 - Operations availability is AI! operational outages are Outages for any individual
Availability defined and scheduled. • planned and scheduled, operational component,,after

identification, shall not exceed
eight hours.

Thrust 1- Issues resulting from system are Mitigation plans are executed Identified data integrity issues
Data Integrity promptly identified and to prevent delivery of " are resolved within the cost

mitigation plans baseline& ' misinformation, and schedule parameters of
the mitigation plan.
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3.0 Customer Def'mition And Advocacy

3.1 Customer Definition

As provided in section 2.2.2, the customer base for the NTTS Project is very broad
ranging from the NASA Innovator to the U.S. Public. Customers use NTTS in support of
their requirements as they relate to the eleven tectmolog3rtransfer processes defined in
N-PG7500.1. A mapping of the customers' use of NTTS by technology transfer process is

. provided in NTTS_Functional_User_Matrix (Attachment 2). Core process teams and
external process points of contact, as shown in figure 5 below, further define the
customer base.

Figure 5 - NTTS Core and External Processes

NASA Technology Transfer System - Core and External Processes
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The process owners are responsible for the processes automated by the NTTS project, As
such, core process teams and the external process points of contact play a significant role
in defining project requirements and priorities, as well as evaluating the success of the
project.



The identification of the NTTS customer base has resulted with the development of each
NTTS module. Activities ill Thrust 2 will formally confirm the identified customer base
and their associated expectations of NTTS.

Success in the plan's three thrusts depends on a formal governance structure and
commlmication plan. Section 3.2 provides the recommended governance structure and
roles and responsibilities of each governance element. Section 3.3 provides the
recommended communication plan incorporating periodic reviews and information
exchanges at all customer and stakeholder levels.

3.2 Governance and Advocacy

Governance of the NTTS Project shallbe subject to a multi-tiered governance structure,
established by the ITTP Program. This structure enables the project's continued
achievement of advocacy and support. Figure 6 below provides a graphical depiction of
the governing areas and the communications flow between the areas.

Figure 6 - NTTS Governance and Advocacy
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A brief description of each governance element in Figure 6 is provided below.

• NTTS Strategic Advisory Council - A strategic advisory council consisting of the
Associate General Counsel (IP), the NASA Chief Engineer, the NASA Chief
Scientist, the NASA Chief Information Officer, IFMP Program Director and the



heads of each Center's Technology Transfer Office wil! advise on NTTS s_.ategic
decisions of the ITTP Program Director. Additionally to ensure judicious use of
INK'TSwithin NASA, the Council will advocate, where possible, for incorporation of
NTTS in to other Agency processes.

• ITTP Program Director - The ITTP Program Director approves the scope,
direction, and funding of the NTTS Project and provides strategic guidance. In
addition, the Director will advise, endorse, and act as an advocate for the changes that
will be required by the implementation of new and revised business processes and
systems.

• Project Manager - The NTTS Project Manager is the central management
component of the NTTS Project and is responsible for NTTS operations and the
recommendation, defmiti0n and implementation of new requirements. The NTTS
Project Manager shall seek out new or different methods for accomplishing the
objectives of the NTTS and will provide recommendations on the incorporation of
these identified methods into the NTTS. The NTTS Manager provides all project

reporting as defined in Section 3.3 - Communications Plan. Additional information
on the Project Manager responsibilities is provided in Section 4.1.

• NTTS Process Audit Committee- The NTTS Project Process Audit Committee
(PAC) provides validation and verification that NTTS is meeting the objectives as
provided by the ITTP Program Director, the Core Process Teams, and External
Process POC's. Additionally the Committee shall perform reviews and assessments
of the prgject identified risks and mitigation strategies. The Committee works with
the NTTS Project Manager in performing their auditing roIe. The Process Audit
Committee consists of a representative from each of the foll0wing offices.

- Headquarters ITTP Program Office, Committee Chair

- Headquarters General Counsel Intellectual Property Office

- Headquarters Chief Engineer

- Center Technology Transfer Office (2 Centers - 1 Representative from'each
selected by ITTP Director)

Representatives from the OCIO and the IFMP will be invited to participate as
consultants as Committee activities dictate said requirement.

The PAC Committee Chair will participate in the quarterly and annual project status
meetings with the ITTP Program to provide status reporting of the PAC.

• Project Manager and Team Leads - The NTTS Project Manager has insight into all
the inter-relationships oftheNTTS processes. As process functionalities cross each
other within NTTS, the NTTS Project Manager wiI1facilitate coordination meetings
with the required process leads or points of contact.

• Core Process Teams and External Process Points of Contact
-Agency Process Teams exist for each core ITTP process. Each team is comprised of
a Headquarters lead and Center process representatives. The role of the Agency



Process Teams is to develop standard Agency-Ievel business pr0cesses.specific to
ITTP using NTTS where possible. Team leads are responsible for identifying
requirements and facilitating the use of NTTS into the core ITTP processes.

- Several processes external to ITTP's coreprocessing exist and have support
requirements of NTTS. Each external process has a point of contact that is
responsible for identifying requirements and facilitating the use of NTTS into the
external process.

°

3.3 Communication

Project communication provides the critical link among all Customers, Stakeholders, and
Project team members for the project's success. The purpose of this section is to
recommend a communicationplan to:

• Describe the objectives, target _iudience,communication method, and fre@ency

• Serve as a tool that provides consistent communication across the project

3.3.1 Communication Objectives

The communication objectives of the NTTS Project are to facilitate open and effective
transmittal of information pertaining to NTTS usage both in and outride of NASA, NTTS
Project status (schedule, costs, deliverables), on-going recommendations for the !ong-
term viability of NTTS, and issue resolution. Fulfillment of the communication
objectives will provide sponsorship with internal and external customers and stakeholders

by_

• Ensuring that customers and stakeholders are aware of decisions made during the
• project lifecycle.

• Addressing and resolv4mgissues madconcerns related to the operations, design and
implementation activities _sociated with the three thrusts of the NTTS Project•

• Helping Customersunderstand how to effectiveiy incorporate NTTS into theh-
processes

• Providing timely project information to promote an informed and involved customer
base

• Apprising customers and stakeholders involved in NTTS Project of the expectations
for their level of support, roles and responsibilities

• Provide timely status-andissueinformation to the ITTP Program Management

• Provide effective internal communication among all NTTS Project team members
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3.3.2 Target Audiences

The following audiences have been identified as critical to the successful implementation
of the NTTS Project:

• Director, ITTP Pro_am Office

• NTTS Strategic Advisory Council

• ITTP Core Process Teams and External Process Points of Contact

• NTTS Process Audit Committee

• Center Technology Transfer Offices, Director and Staff

• Center Intellectual Property Offices, Patent Counsel and Staff

• Head, Project Development and Management Office, Langley Research Center

• CIO, Langley Research Center

3.3.3 Communication Methodology

The NTTS Project will utilize a wide range of communication media. Mechanisms to
support the communication requirements are provided in Table 8 below.

Table 8. NTTS Communication Plan

Target Audience Objectives Vehicle Frequency
ITI'P Program Director Strategic Guidance, Project Status, Monthly Project Status Webex Monthly/Quarterly "

information exchange Telecons, Quarterly Project
Review Face to Face Meeting

rI'TP Program Director Project Plan Annual Status, Key Face to Face Meeting Annual
Strategic Advisory Council Milestones, High Leve! Status
LaRC CIO

Process Teams Development Status, Webex Telecons, As Required
External Process POC's Process Coordination Website .
Process Audit Committee
Process Teams Release Status, Webex Telecons, Face toFace Biweekly website
External Process POC's Process Coordination Meetings, Website • posting, others as
Process Audit Committee required
Process Teams Release Testing, Release Notes, Webex Telecon Review of . Initial Day of Test
External Process POC's Test Plan, Draft Documentation Release Functionality, Website Period and as
Process Audit Committee requested
Process Teams Fina! Release Deployment Email Schedule, Website Two days Before
External Process POC's Schedule Deployment
Process Audit Committee

Process Audit Committee Operations Stares, Development Webex Telecons Monthly
Reviews,
Issue Resolution
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NVI'TSProject Team Operations Status, Development Webex Telecons, Face to Face Weekly and as
Reviews, Meetings, Website required
Issue Resolution

Head, LaRC PDMO Stores, Information Exchange Face to Face Meetings Monthly
Customers System Advocacy, Information Electronic, Face to Face, As required on
NASA Mmaagement Exchange Brochures, Presentations, etc. version release.
Extemai Entities



4.0 Project Authori ,W

Langley Research Center has project management authority andLangley Research Center
S.QMCis responsible for the oversight of the NTTS Project.

- Figure 7 - Path of Accountability.

I NASA Administrator 1

r

I AssociateAdministrator " [ GeneralCounselOffice of Aerospace Technology'

Director, I AssociateGeneral
Innovative I Counsel(I1)TechnologyTransfer

Partnerships ]I

I Director,Langley Research Center

l Project Manager,
INTTS

Langley Research Center i_

4.1 NTTS Project Manager

The Project Manager is responsible for implementationof theN2_S elementswith full
authority to manage the elementswithin thedefined objectives,technical scope, schedules,
and resources. TheProjectManager reportsto the ITTP Program Director. Specific
responsibiHtlesincIude:

• Defining and implementing the NTTS elements within the technical, cost, and
schedule constraints established by the NTTS plan

* Executing project control, with authority to reprogram element resources, not
to exceed a given year's budget (and providing that Project or Program level
milestones are not affected), as necessary to address technical, schedule, and
resource priorities

• Provide recommendations for changes-tothe NTTS Project plan to the ITTP
Program Director, and implementing changes upon approval

• In accordance with the Communication Plan in Section 3.3, provide periodic
project reports, reviews, and other reviews as required

* Act as primary interface with customers and partners to ensure effective
technical direction and implementation of NTTS elements
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• Contracting for development and implementation services and COTR.

• Management of all resources (facilities, workforce, and funding) required to
meet the milestones identified for theproject

• Ensure techni'cal integration is implemented across all Elements.

• Ensuring that module integration requirements are coordinated with Core Process
Leads, External Process POC's and the Process Audit Committee

• Managing project level risks

• Execute issue resolution plan (Section 3) as required

• Application support to process teams and POC's
• Interface technical design, development and implementation
• Planning, execution, and tracking of all testing activities
• Release implementation planning
• Site readiness assessments

• Support to the other Centers for site specific activities during Agency Deployment
• Coordination of implementation activities across Centers.
• Post implementation support during stabilization periods
• Seek out new or different methods for accomplishing the objectives of the NTTS

4.2 Langley Center Director

The Center Director assigns the Project Manager, provides facility infrastructure and
provides oversight for programmatic commitments.

4.3 ITTP Program Director

Tl_eprogram Director provides overall programmatic goals and content, funding
guideline, and strategic guidance.

4.4 Associate General Counsel (IP)

The Associate General Counsel of Inte!lectual Property provides information on
regulatory requirements requiring support of NTTS and is a member of the Strategic
Advisory Council.
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5'0 Proiect Management

5.1 Project Management Structure:

Figure 8 - Project Management Structure Chart
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5.1.1 Thrust 1 - Operations and Support

Thrust 1 consists of 8 elements.

1. Network - The NTTS network utilizes the public network, NISSN, and Center
virtual private networks (V'PN). NASA users within centers use center internal
networks for connection to local servers and NISSN for connection to the Agency
systems. NASA users outside Centers and the Technical Support Team use
identified Center V-PN's and the public network for connection to NTTS. Users
oilNASA funded ageements use the public network and secure socket layer.



2. tiardware/OS - NTTS is a distributed system with physical locations at each
NASA Center. Each Center has a 4Ii) database server and an intelligent
background processor that facilitates the real time synchronization between the
Center systems and the Agency systems. All agency systems are located at
Langley Research Center: NTTS is compatible with both PC's running Windows
98, NT, or 2000 and Macintosh systems rurmingMacOS 9.x or higher. Refer to
http://ncis.nasa._ov for the current recommended machine configurations.

3. Product - Several COTS products are integrated together with a customized
processing and interface environment to respond to the defined requirements.
Relational database technology is used due to its logical approach to information
storage that matches with a user's perception ofinfomaation and its controlled
redundancy that supports relations of many to one and simplifies data
manipulation logic. Two relational database systems are used in NTTS; 4th
Dimension (4D) and MS SQL Server. Both systems support industry standards
and are ODBC compliant. In addition to the database engine, 4D provides a -,
family of products that are an integral part of the NTTS operational capabilities.

MS SQL Server is used as the database engine for KIMS. A new application was
developed to allow real-time data exchange of informationbetween TTS and
KIMS; DataPump. The DataPnmp employs both database engines' compatible
features in its processing.

There are several web sites in NTTS that are supported by the database engines in
conjunction wilti two _eb fi_151icafi0fls;ENd Ftlsio-iiand NetLink. Wdo services
are provided using Apache and Netscape. Centralized secured file sharing
services are provided using Webdav.

4. IT Security - Each Center maintains IT security plans for the resident systems.
Together these plans define the system's security plan. Thrust 2 activities will
further refine security procedures within NTTS.

5. Processing - Routine scheduled processing is defined within the statement of
work (SOW) under the Technical Support Contract (TSC). See NAS1-00113 for
SOW.

6. Integration - NTTS employs various approaches to integration among the four
major NTTS components and other NASA systems. Integration within NTTS is
defined in the technical documentation located at http://ncis.nasa.gov. Integration
with other NASA systems, Section 14 - Project Dependencies, has been
coordinated with External POC's. It is recommended in Section 15, Project
Agreements, that formal internal agreements be established to clearly define
integration expectations.

7. Training - Two types of training are required; Module and Application
Administration. Module training consists of showing users how to use NTTS
within their daily jobs. Process experts located at each Center provide module



training. Additionally the National Technology Transfer Center has been tasked
to provide module-training sessions using SOLAR.
The Technical Support Contractor, using web-meetings, provides application
Administration training.
Documentation on application administration, user guides, and module
capabilities are maintained on http://ncis.nasa._ov.

8. Reporting - In accordance.with the communicatiorfplan in Section 3.3,
operations status will be provided in project status reporting.

5.1.2 Thrusts 2 and 3 - Sustaining Architecture and Evolving Functionality

Any NASA employee or entity outside of NASA can initiate activities in Thrusts 2 and 3.
Customarily, the identified Core Process Owners or NASA Stake holders are the
initiators of Thrusts 2 and 3 activities.Requirements are brought to the attention of the
Project Manager and if the request is within the NTTS Project's scope of work, the
following process provided in figure 9below is employed. A brief description of each
step is provided after the figure. In accordance with the communication plan in Section
3.3, status on Thrust 2 and 3 activities will be provided in project status reporting.

If the Project Manager determines the work request is outside of the NTTS Project's
scope then the requestor and the Project Manager will meet with the Program Director for
resolution.



Figure9 -NTTS DevelopmentCycle
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NTTS Development Cycle Description
1. The Project Manager Workswith the requester to develop the initial work.request

The Work request identifies top-level requirements; impacts if work is performed
and if work is not performed; and desired test requirements. Work is initiated
when the Project Manager sends the work request to the Technical Support
Contract (TSC) for a'ction.Attachment 3 provides the work request template. Tfiis
document is then incorporated into requirements document produced in step 2.



2. The TSC works with the Project Manager and the Process Team to further refine
the requirements and produces a Requirements Definition Document (RDD).
Attachment 4 provides a RDD template..This document confirms the TSC's
understanding of the work request, further defines areas ofimpact,and contains
the first estimate for costing and scheduling.

3. The Project Manager reviews the RDD and then facilities reviews by Process
Teams, External POC's, and the Process Audit Committee. At the completion of
this review period three options are available.
1. If the requirements have not been fully.defined, Step 2 is repeated.
2. If the requirements are well defined and the requirements, cost and schedule are
within the NTTS Project plans th'enthe Project Manager submits the request to
the TSC.

3. If the requirements, cost or schedule are not within the NTTS Project plan then
the Project Manager and the Process Lead work to de-scope the requirements or
meet with the Program Director for resolution.

4. Upon notification of NASA approval from the Project Manager, the TSC will
develop the Detail Design Documents (DDD). This document will contain
interface designs and details on all system modifications needed. The cost and
schedule estimates are further refined at this point. Attachment 5 provides a DDD
template.

5. The Project Manager reviews the DDD and then facilities reviews by Process
Teams, External POC's, and the Process Audit Committee. The same review
process options as described in step 3 are also used in this step.

.. 6, Upon notification of NASA approval from the Project Manager, the TSC will
consh-actthe product.

7. The TSC performs unit and integrated testing using the test environment.
8. NASA testing is initiated with a TSC demonstration of the product to the Project

Manager, Process Teams, External POC's and the Process Audit Committee. The
•test plan, release notes and draft user documentation is released to
http://neis.nasa.gov for use and review duringthe NASA test period.

9. During the NASA test period, bugs are collected through the bug system located
at h.ttp://ncis.nasa.gov. The TSC Test Manager reviews bugs daily and coordinates
with the Project Manager on bug resolution. The correctedproduct will be re-
released for NASA Testing during the test period.

10. Upon NASA certification from the Project Manager, the TSC will proceed with
scheduled deployment.

11. If critical corrections are needed after deployment, the TSC will correct the
product, provide a demonstration to the Project Manager for certification and then
proceed with a second deployment. Final versions of user documentation are
released 10 days from the final release day and are posted on http://ncis.nasa.gov.



5.2 Organizational Structure:

Figure 10 - NTTS Project Organization Support Structure
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1. Product Technical Support Contractor - Product Technical Support is acquired
under contract. AII services provided are defined in the Statement of Work,
NAS1.-00113.

2. Langley OCIO -Several ITsupport services are acquired through Langley's
Office ofChief Information officer.

• All networking and base hardware configurations located at Langley are
acquired through the Center ODiN contract. Seat augmentation is acquired
through competitive purchases.

, Langley IT Security provides.security risk assessments and guidance in IT
security matters relating to NTTS.

• Langley's Application Administrator support is provided under the Langley
CONITS contract, Task OA-001.

3. Langley PDMO - The Langley Program Development andManagement Office
provides secretarial and costing supportto the NTTS Project.

4. ITTP Training POC- The ITTP Training point of contact facilitates access to
the National Technology Transfer Center for development of module training
materials.
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5. Other Center TTO - Each Center's Teckn01og3rTransfer Officeprovides
application administration, system administration, local server hardware,
networking and operations.

6. Other NASA Systems - NTTS interfaces with eight other NASA systems. Points
of contact for each system facilitate the required interfaces. See Sections 14 and
15 for further information on these interfaces.

:Mappingof organiz_itionelements to the project management elements is provide betow
by thrusts in figures 11, 12 and 13.

Figure 11 - Organizational support of Thrust 1.
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Figure 12- OrganizationalSupportofThrust2 and 3,Engineering.
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To facilitate timely information to the broad customer base and Stakeholders, copious use
of the NTTS web site shall be employed. All project schedules areposted biweeld,y at
httg://ncis.nasa._ov and WeSex is used to facilitate project web meetings.

As recommended in section 3, the Process Audit Committee and the Strategic Advisory
Council are new elements. Otherwise there are no additional requirements for any special
boards and/or committees.

There is norequirement for a resident office at contractor facilities.



6.0 Proiect Requirements

6.1 Technical Requirements
As provided in Section 2.2.4 - Technical Architecture, !NWI'Sconsist of several COTS
products integrated together over a distributed network. This architecture represents the
_echnicalrequirements for Thrust 1. Detail system, software, backup/recovery, archiving
and security requirements areprovided in the technical documentation and within the IT
Security plans.

Technical requirements associated with Thrusts 2 and 3 shall be identified within the
requirements definition phase.of each associated activity.

6.2 Proj ect Performance Requirements
As provided in Section 2.6, Project Performance Goals, NTTS performance requirements
focus on Thrust 1 - Operations and Support ofNTTS. Successful implementation of
Thrtist 1 requires the project activities to maintain system functionality as identified in
Section 2.2.3 - Application Architecture and related documentation, an operation
availability schedule as identified on http://ncis.nasa.gov; and data integrity procedurgs
implemented in each release as defined in related module documentation located at
http://ncis.nasa.gov.

Performance requirements associated with Thrusts 2 and 3 shall be identified within the
requirements definition phase of each associated activity.

6.3 _'_""€..... .° Flow Down".L%._._L._ULZ]L-I., J,LILt_,JLILL,O

As presented in Section 1.3, History of the Project, there are several NAS A policies,
legislation, and federal regulations supported by NTTS. The tables provided in Section
1.3 are further expanded below to provide insight into which NTTS elements support or
are a direct resuIt of the identified NASA policy.

Table 9 - NASA Policies, Le_slation, Federal Regulations Supported by NTTS by
Element
* Denotes element was specifically designed to support noted policy.

Identifier Title NTTS Element
N-PD 1000.1/3 NASA Strategic Plan Tech Finder*

KIMS
N-PG 1000.2 NASA Strategic Management Handbook Tech Finder*

KIMS*
NPD 1050.1F Authority to Enter Into a Space Act TechTracS
N-PD 1050.1 Space Act Agreements TechTracS
N-PD 1080.1 Generate Knowledge (GK) Process Tech Finder*

KIMS*
TechTracS

NPD 1440.6 NASA Records Management TechTracS*
NPD 2091.1 Government Employee-Created TechTracS*

Software ENTRe*
NPD/G 2092.1 Royalties And Other Payments Received TechTracS*

By NASA From The Licensfag Of
Patents And patent Applications



N-PD21I0.IE Forei_AccesstoNASA Technology TecSFinder
TransferMaterial KIMS

TechTracS* '

NPD 2190.1 NASA Export Control Program .TechTracS
NPO 2200.2A Guidelines for Documentation, KIMS

Approval, and Dissemination of NASA
Scientific and Technical Information
(STI)

N-PD/G2210.1A External Release of NASA Software TechFinder*
K!MS
TechTracS*

NPD 2220.5E Management 0fNASA Scientific and KIMS
Technical Information (STI)

NPD/G 2800.1 Managing Information Technology TechFinder
KIMS
TechTracS
eNTRe

NPD/G 2810.1 Security of Information Technology TechFinder
K!MS
TechTracS
eNTRe

NPD 2820.! NASA Software Policies TechFinder
KIMS
TechTracS
eNTRe

N-PG3451.1 NASA Awards and Recognition TechTracS*
Program

NPD 7120.4B Program/Project Management KIMS*
eNTRe*

NPG 7120.5B NASA Program and Project KIMS*
Management Processes and eNTRe*
Requirements

NPD 7500.2 NASA Technology Commercialization TechFinder*
Policy KIMS*

TechTracS*
eNTRe*

NPG 7500.1 NASA Technology Commercialization TechFinder*
Process K_IMS*

TechTracS*
eNTRe*

PuNic Law 85-568 National Aeronautics and Space Act of TechFinder
1958 K!MS

TechTracS
eNTRe

PuNic Law 96-480 Stevenson-WydIer Technology TechFinder
Innovation Act of 1980 K_IMS

TechTracS
eNTRe

Public Law 95-517 Bayh-Dole Act of 1980 TechFinder
KIMS
TechTracS
eNTRe

Public Law 99-502 Federal TechnoIogy Transfer Act of TechFinder
1986 K_IMS

TechTracS
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eNTRe

Public Law 101-189 National Competitiveness Technology TechFindcr
Transfer Act of 1989 KIMS

TechTracS
eNTRe

P.L. 102-245 American Technology Preeminence Act TechFinder
of 1991 KIMS

TechTracS
eNTRe

Public Law 104-113 National Technology Transfer and TechFinder
Advancement Act of 1995 KIMS

TechTracS
eNTRe

Pubhc Law 106-404 Technology Transfer Commercialization TechFinder
Act of 2000 KIMS

TechTracS •
eNTRe

FAR Government Agencies must monitor and TechTracS
enforce small entity contractor's eNTRe
r@orfing anduse of inventions.

FAR To protect the Government's interest and TechTracS
the puMic's investment, Agencies shall eNTRe
maintain appropriate follow-up
procedures.

FAR NASA contracts with large businesses TeehTracS
require prompt reporting of inventions, eNTRe
discoveries and innovations.

14 CFR 1240 Inventions And Contributions TechTracS*

6.4 Requirements Allocations
Each NTTS server is configured to support a multi-tiered backup and recovery process.
Refer to NTTS_System_Requirements located on http://ncis.nasa.gov for the most recent
recommended machine configurations. All other project requirements are software
related.

6.5 Projeet Success Criteria
Table 10. NTTS Success Elements
Success Element . Success Criteria

Thrust ! - Cost Support and operations costs wi11not exceed budget commitments
by more than contingency authorizations.

Thrust 1 - Scheduled System Scheduled tasks are performed as planned.
Tasks User cpmmunity notification ofchanges to the schedule is made, at a

minimum, 24 hours before Schedulemodifications _e performed.
Thrust 1 - Risks Identified risk will be managed as definedin Section 17.
Thrust 1 - FunctiOnality Process Team Leads facilitate certification Ofsystem functionality

within the Process teams.

- Completeness System provides defined user fimctionality.
- Usability NTTS has several customer channels depending on user

requirements. Therefore, success within this area is determined by
NTTS element_

e!',rI'Re- Any NASA employee or parties under NASA funded



a_eements can effectively navigate, deliver and acquire information
•from the system.

TechTracS - Personnel _4thin Center and HQ Technology Transfer
Offices and Patent Counsel Offices can effectively navigate, deliver
and acquire information from the system.

KIMS - NASA managers, technologist, researchers can effectively
navigate, deliver and acquire information from the system.

TechF_der- The U.S. Public and individuals of private companies,
universities and other government entities can effectively navigate,
deliver and acquire information from the system..

NCIS Support - Persounel within Center and HQ Technology
Transfer Offices and Patent Counsel Offices can effectively

navigate, deliver and acquire information from the system.
- Response Time Response time is the elapsed time between the end of an inquiry or

demand on a computer system and the beginning of a response.
Three of the four NTTS components and the NITS support
component are web based; eNTRe, KIMS, TechFinder, and NTTS
Support. For web based interfaces, supported response time is
defined as general acceptable response time for _¢ebapplications.
TechTracS is a client-server application and supports response times
defined as acceptable for mid-range client-server applications.

- Accessibility All NITS web components canbe accessed using computers with
configurations equivalent to Langley's ODIN GP 1 Seat
configuration. See htt-p://www.odin]arc.comfor current

: configuration,
2_echTracScan be accessed using a computer with configurations
equivalent t'othe desktop configuration published in
NTTS System Req " ements located on http://ncis.nasa._ov.

Thrust I -Availability
Scheduled Operations Core window of operations is 8 AM to 8 PM. Average annual

operations are 24 x 7 with95% coverage.
- Return to Service Time During the core operations window, any operational component shall

be restored to service within eight hours of notification.

Exceptions include hardware issues outside of project control and
software issues dependent on COTS software vendor resolution.

Thrust 1 - Data Integrity Information errors introduced by the system are managed within 8
hours of notification. Error resolution plans are executed as
recommended.

Thrust 1 - Security Data is protected from unauthorized alteration, deletion or
interception as stated in the IT Security Plan.

Thrust 2 Thrust 1 functionality is maintained.
Thrust3 Stakeholders, functional requirements, and process teams are

identified to ensure effective identification of system requirements.

Section 2.5 defines the relationship between program and project objectives -



7.0 Proiect Technical Summary

7.1 Project Technical Description
As defined in section 2.2.4, NTTS has an established technical architecture. This
architecture shall be maintained using the ODIN 3-year refresh schedule for hardware
and annual software licensing from various vendors. Activities in Thrust 2 and 3 will
result in modifications to the existing architecture and changes to the existing technical
architecture will be determined as part of the requirements definition process of these
activities.

• 7.2 Facilities

TheNTTS systems located at Langley are located in room 140 in building 1229 and in
ODIN server room(s) in building 1268. StandardLangley network and phone systems are
used. Rooms containing NTTS systems have restricted card key access. Locations of
systems at other Centers follow the guidelines provided in the NTTS Operation
Guidelines. The NTTS test environment is located at the TSC's site.

7.3 Operations Concept
The customer mapping to NTTS components, the application architecture, the technical
architecture, and the scheduled operations processing all combine to form the operations
concept ofNTTS. See section 2.2 - Thrust I for further information.

7.4 Logistics Concepts
Acquisition of hardware, software and contract services are provided using the most cost
effective vehicle meeting NTTS requirements. Table 11 provides the refresh cycle for the
associated items.

Table 11. Logistics Refresh Schedule "
Langley Research Center
Hardware ODIN Refresh Cycle
Software Annual Software License Agreements
Technical Sdpport 5 Year Contract
System Administration ODIN Annual Seat
AppliCationAdministmt0r Annual Pu2rchaseRequest
Other NASA Centers All elements are provided as determined by the

Center Technology Transfer Office using the NTTS
OperationGuideLines.

The IT Security Risk Assessment performed in May of 2000 recommended centralization
for improved security. Activities in Thrust 2 will re-assess the IT security risk within the
current system configuration. Thrusts 2 and 3 may identify the need to relocate
distributed services to a central location and remove the lo#stics requirements at other
Centers.

7.5 System Constraints
NTTS contains Privacy Act Information and information that has been determined to be
sensitive and proprietary. The NTTS IT Security Plans and System documentation
provides information on how NTTS information is protected.



7.6 Project Life Cycle
The NETS Project supports the operation of an on-going system and therefore an end of
project date has not been identified. Elements within Thrusts 2 and 3 have defined
schedules. See Section 9 - Project Schedules for more information on defined elements.

7.7 NTTS Test Environment
The NTTS Test Environment is maintained at the technical support contractor site. The
Test Environment was designed to emulate the production environment with a reduced
set of Center systems. The Test Environment consists of two center TTS systems, an
Agency TTS system, the public TTS system, the KIMS system and all related web
services. The Test Environment is secured by its own firewall. A public test dataset is
maintained. Copies of production datamay be used ifreqtfirements testing mandates said
use. Access to the Test Environment is provided to selected users as required for NASA
testing. The Project Manager approves access to the Test Environment.

7.8 Analyses and Reporting of Project Results
The Core Process Teams, External Points of.Contact, the Process Audit Committee, and
the ITTP Director review project results. TheProject Manager facilitates project reviews.
Results of reviews are provided to ITTP Director as part of the quarterly project reviews
and to the Strategic Advisory Committee in the annual reviews.

Table 12 - NTTS Review Schedule
Review Title Participants Frequency Review Period

Requirements Definition _Co_reProcess Teams Upon Scheduled 1 week
External Points of Delivery
Contact
Process Audit Team
Member

Detail Design Core Process Teams Upon Scheduled 1 week
External Points of Delivery
Contact
Process Audit Team
Member

System Testing Core Process Teams Scheduled upon 2 weeks
ExternalPointsof completionofIntegrated
Contact Contractor Testing
Process Audit Team

Process Audit Re,)iew Core Process Teams 1 Month After Release 1week
External Points of
Contact
Process Audit Team.

Project Review ITI'P Head Qualrterly 1 day.
Process Audit Team
PDMO Head

7.9 Asset Disposition
The NASA equipment management process and ODIN seat process is employed for asset
disposition.



t

8.0 Proiect Loos_es

As provided in Section 7.4,project logistics are covered by routine hardware and
software refresh. All documentation is available on-line at htt0://ncis.nasa._ov. The test
environment is government furnished equipment that resides at contract's site. Standard
shipping is used for delivery of hardware and selected software to the contractor.
Software is also deIivered electronically.
Training is provided by the technical support contractor using web meetings or formal
classroom settings and by the National Technology Transfer Center usingSOLAR or web
meetings.



9.0 Proiect Schedules

Figure I4 provides the overall schedule for the NTTS Project including identified major
milestones. Activities in Thrusts 2 and 3 will further identify milestones for incorporation
into the schedule. The current detailed schedule for identified work is available at

http://ncis.nasa._ov under Documentation; Document Title is NASA_Schedule99/99/99
where 9's represent the posting date.

Figure 14- NTTSProjectScheduleFY 03-08

NTTS FY03-08 Project Schedule

7Y03 FY04 FY05 FY08
J

Throat1 IOporat,o°sandSupportI
Operations i

And _ NAS1-00113 I 'Support i y !0/04-End

" IITSC Re-compete I . Chrrent Technicalv i '1- S_pport Contract
5/03 i 8/04 i

l Award[
[ New TechnicM
] Support Cont*ct

I I II Illl

' [

Thrust-2 _A A aL ! A _ --_:-

Sustaining _.__ /,¢v v v t v v . ,'-8/03 1 11/03 6/04

Management L_/ /IT ecu,,,_ _ ....S " -'_' IRevised eNTRe 2'&

& Project 7/03 Risk T_ecarmaer Web Awards TBD:
Architecture Plan HQ Assessment _)eployed Deployed 8 Mods

Approval Project ]
Plan I

Approval t! |ll p
i i tl I

Thrust 3 _ +----Attachment ] TBD:

Evolving 2/03 5/03 Manager I 15 Mods
Functionality COTS i 125 Feature Requests

Awards Processing !
/Payment !
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10.0 Proiect Resources

The funding guideline identified for FY04 is $1.5M. Given tile funding guideline, a 5-
year cost estimate for Thrust ! using FY 02 and 03 ActuMsand for Thrusts 2 and 3 an
estimate providing base support has been developed. The estimate is a full cost estimate.
Figure 16 provides a graphic representation of the cost estimate. Attachment 6 provides
full detMl.

Figure 15 -5-year Cost Estimate
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11.0 ProWectControls

Multiple levels of project control over objectives, schedule, budget, and results are
recommended. Project status is reported to the LaRC PDMO Head monthly, to the
Program Director quarterly and to the Program Director and the NTTS Strate_c
Advisory Council on an annual basis. Additionally, as described in Section 7.8 -
Analyses and Reporting of Project Results, project results are reviewed by the Core
Process Teams and!or External POC's and validated by the NTTS Process Audit
Committee as required. The Program Director must approve any changes to the
prioritization of the high-level milestones or the project scope. The Project Manager
manages project budget reser_.esand establishes and allocates reserves consistent with
risk and schedule requirements.

Table 13 - Approval Authority Matrix

Activity/Approving Authority EAA Program LaRC Center
, (OAT) Director Director

Technica! Performance Parameters x
Cost Performance Parameters x
Schedule Performance Parameters x

Funding By Year x x
•Success Criteria x

Program Requirements x
Project Objectives x

Management S_ruct.,are x x



12.0 Project Implementation Approach

12.1 Implementation Approach
The NTTS Project wilI manage and implement activities in Thrust 1through acquisition
of services and products (Section 13 -Project Acquisition Summary), execution of
identified operational procedures Onttp://ncis.nasa._ovTechnical Support Operational
Procedures and SOW of Technical Support Contract), and status reporting (Section 3.3 -
Communication Plan).

Activities in Thrusts 2 and3 will follow the established development and implementation
process identified in Section 5.3 and status/eporting identified in Section 3.3 -
Communication Plan.

12.2ProjectWork Breakdown Structure
See Section5.1,Figure 8for the NTTSWt3S.
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13.0 Proiect Acquisition Summary

NTTS acquisitions fall into three areas;hardware, software, and services.

13.1 Iffardware Acquisition

Acquisition within Thrust 1 is performed through ODIN standard seat.configarations
with minor seat augmentation for expanded disk space. The hardware refresh schedule is
3 years.

The test.environment consist o.fgovernment owned equipment purchased through a small
acquisition purchase. A 3-5 year refresh will be employed for the test environment.

Activities in Thrust 2 and 3 will changethe hardware configuration of NTTS. Hardware
purchases will be identified as part of the requirements process. It is anticipated that
ODIN will be used for the production hardware and small acquisition purchases for the
test environment.

13.2 Software Acquisition

Operating system software is provided as part of the ODIN seat. Application software is
acquired through annual sofl:ccarelicensing agreements or routine update purchases.
Thrust 1 application sof_:ccareconsists of the following itemm

• 4D

• MS SQL Server
• Cold Fusion
,, WebDav
,, SSL

• Apache

• ARCIMS
• SuperReport

Activities in Thrust 2 and 3 will change the software configuration of NTTS. Software
purchases will be identified as part of the requirements process. Agency and Center site
licenses will be used as available.

13.3 Services
Technical support and apphcation administration support is procured through contracts.
The technical support for NTTS is provided by a 5-year cost-reimbursable contract that is
scheduled to end by 10/04. The following high-level schedule has been identified to

. continue the technica! support of NTTS. Due the undefined requirements in Thrusts 2 and
3, a cost-reimbursable contract will be used.



• Table•14 - I-Iigh-levelTechnical Support Acquisition Schedule
Activity Date

Initial Meeting .withLa.RCProcurement 5/28/2003

Targeted Contract Start Date 8/2004
Transition Period 8 - 9/2004

Completion Date of Current Contract 10/2004

Application administration support is currently acquired from LaRC's CONITS contract.
Acquisition consists of annual purchase requests.



14.0 Project Dependencies
The NTTS has dependencies in three areas;'other Center Support, Other NASA System
Interfaces and External NASA Interfaces.

14.1 Other Center Support
The current configuration of NTTS is distribflted to each Center. To support this
distributed configuration an Operational Guideline was established in October 2000. See
NTTS Operatior2Guidelines on http://ncis.nasa._ovunder Documentation. Additionally
as stated in Section 1.7- NASA Centers, N-PG7500.1 further defines Center
responsibilities associated with NTTS.

Activities in Thrusts 2 will centralize the configuration of NTTS. This will result in a
reduced responsibility for server hardware and administration by the other Centers.

14.2 Other NASA System Interfaces
NTTS interfaces with several other NASA systems (ONS). Table 15 below provides the
system name, expected data flow, and frequency. Further information on what fields are
transmitted between the systems can be found in the documentation section of
http ://ncis.nasa.gov.

Table 15 - NTTS Interfaces to Other NASA Systems
Other NASA System Data Flow Frequency

Technology Inventory Met.a-damInput to NTTS Annual Input
Sear,ch Results Output Real-thne Output

ERASM-US Selected Dam Inputto NTTS (_um_er!y
Detail Record Updates

SBIR Meta-dataInputtoNTTS Quarterly
SearchResultsOutput
DetailRecordUpdates

IFMP Selected Data Output to ONS Biweekly
STI Meta-data Input to NTIS Annual Input

Search Results Output Real-time Output
MFI Mete-data Input to NITS Annual Input

Search Results Output _, Real-time Output
HQ FACS SelectedData Input to NTTS Monthly

.. Detail Record Updates
NPPS Selected Data Output to ONS Biweekly
Center Web Sites SelectedData Output to ONS Real-time

Web Page Output to ONS

14.3 External Interfaces
Table !6 provides the NTTS interfaces with external entities.

J

Table 16 - External Iriterfaces
Entity . Data Flow Frequency

Annual Department of Commerce Metrics Output Report to DOC Annual
External data source - maps & zip Input Data to NTIS Weeldy
codes/Congressional districts "
DTIC Output Data to DTIC ' As Requested
AJAA Output Data to Public Monthly
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15.0 Protect Agreements

Currently there is anInterface Definition Agreement (IDA) between NTTS and N-PPS.
There are no written agreements Withthe Other NASA Systems. Under Thrust 2, the
Project Manager will use the NPPS IDA as a standard for developing IDA's with the
Other NASA Systems listed in Table 15 except for Center web sites. All agreements
shall be concluded with the authority of the Project Manager. IDA's are available at
http ://ncis.nasa._ov under documentation.

There are several agreements with entities external to NASA. Table 17 provides the
agreement partner, purpose of-agreement,and NASA Signing Offici!l.

Table 17. Partnerships with Entities External to NASA
Partner Purpose NASA Signing Official

Knowledge Sharing Systems, Inc. Software Rights La.RC
Defense Technical Information Information Sharing ITTP Program Director
Center
AIAA Information Sharing ITTP Program Director



16.0 Project Safety And Mission Success

NTTS uses a three-tiered backup and recovery process: rea!-time logging, application
backup, and nightly backups. NASA has determined an 8-hour downtime is acceptable
for recovery firomsystem failure. Recovery order is rea!/time logs, then application
backup and finally nightly backups. A fourth option is available for the agency systems
for 90% of the data; Center informationwould be re-transmitted to populate the agency
systems. Monthly archiving is also used for all Agency systems.

Quarterly snapshots are taken of the AW-NTTS and saved to CD with.a sing!e user
interface. These are available atHQ and Langley.

Source code is backed up on the La_RCand KSC servers each release: In addition to the
TSC backup process, the development source-code is backed up to ncis.nasa.gov weekly..
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17.0 Proiect Risk Management

Under Thrust 2 activities a Risk Management Plan that establishesthe methods of
collecting, maNy'zing,handling, madmonitoring risks throughout the lifecycle and
functions of the NTTS Project will be developed madimplemented. Roles and
responsibilities for each level of project risk management as we!l as standard processes
and techniques for identifying, analyzing, planning, tracking, .andcontrolling risks will be
documented. .-

Project level risks will be identified, analyzed, tracked, andreported by the Project
Manager and the Technical Support Team. The Process Audit Committee will perform "
reviews and assessments of the NTTS Project to provide an objective, external source of
potential risks madrecommended mitigation activities.

The Project Manager and the Process Audit Committee prioritizes NTTS risks and •
determines the top risks, which will receive expanded management scrutiny. As part of
periodic status reporting, the NTTS Project Manager will communicate the status of risk
management activities to the ITTP Program DirectOrand LaRC PDMO Head.

Table 18maps identified categories of risk to specific risk areas within project elements.

Table 18 - NTTS Categories of Risk
Category Overall Project Thrust 1 Thrust 2 Thrust 3
Gost -New mandates - ODIN Termination -Transition Phase - Requirements -Out

- Program - IT Security - Sustainability of of Project Scope
Evolutionary - Obsolescence / Current

Period Unsupportable Functionality
Schedule of -Loss of Funding -External Data -Transition Phase -New Mandates
Tasks -Newmandates Availability -TSCSca.lability -DefinitionofNew

- Program - Component Stakeholders
Evolutionary Downtime /Functionalities
Period - Loss of Key Personnel

Usability -New mandates - Thrust 3 Integration -Sustainability of -Definition of New
Current Stakeholders

Functionality !Functionalities
-Transition phase

System -New mandates - Obsolescence / - TSC Scalability
Availability Unsupportable -Transition Phase ".

ODIN Termination

- Thrust 3 Integration
Data - New mandates - External Data -Sustainability of - Integration of New
Integrity Integrity CSn-rent Functionalities

- IT Security Functionality
- TSC Scalability

Key - Lack of Reserve -TSC Stability =TSC Capability - Process Lead
Personnel Project - Center Application Scope Availability

Management Administrator.

• Availability
System - Loss Of - Process Lead
_Advocacy Stakeholders Availability
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18.0 Environmental Impact

No environmentM impacts have been identified.

19.0 Test And Verification

Section 5.3 provides the description of NTTS test and verification activities.

J



20.0 Technology Assessment

At the time ofNTTS' origination, there was no single COTSthat satisfactoriIy met all of
NASA's technology transfer and intellectual asset management requirements. Consistent
however with NASA's technology planning guidelines (see NASA Technology Plan),
NTTS has emphasized the utilization of COTS elements as a priority. NTTS' primary
core is based on the use of a COTS RDBMS as well as the integration of other COTS
products to provide the current end to end user environment. Ongoing technology
evaluations continue to identify COTSproducts and methods that can potentially be
integrated into NTTS to further improve user satisfaction.

Technology assessment will continue to be a major part of the NTTS Project in Thrusts 2
and 3. This study will revisit the suitability of available COTS and/or the further
integration of COTS as potential alterriativesfor Thrusts 2 and Thrust 3.

21.0 Commercialization

Relying on COTS tools and products does not necessarily preclude the "innovative"
integration and application of those COTS items. Consistent WithNPD/G 7500, the
NTTS Project has strongly encouraged the reporting and application of technological
innovations. To date, the project has reported over 6 New Technology Reports. Two
technology transfer MOA's are in place with the TSC. The NTTS Project has also
reported a commercial success story as a result of it innovations.
(See-http://te-etmo-lrJgy.nasa.gov/sc-r_pts/rfls_ax.diUw3St_ceitern(202395))

Recent strategic guidance has emphasized the utilization of "innovative technology
transfer partnerships" in meeting NASA's technology objectives. Activities in Thrust 2
will reflect this emphasis and will strive to identify a range of"technol0gy parmering"
alternatives.



22.0 Reviews

22.1 Project Status
Project status reviews provide formalreporting on cost, schedule, performance and
technical elements. Additionally strategic guidance and issue resolution will be addressed
during project reviews. Reporting is provided to the 2ndWBS level. The Project Manager
will maintain the archival of project reports.

The following project reviews wi!l be held.

1. Technical Support Contractor Schedule Review--Biweekly
2. Technical Support Contractor Technical Review - Quarterly
3. La_RCPDMo Overall Status - Monthly
4. Process Audit Committee Overall Status - Monthly
5. ITTP Director Pr6ject Review- Quarterly
6. Strategic Advisory Council Overall Status- Annual

22.2 Customer Meetings
Customer meetings are held as required to identify requirements, review RDD's and
DDD's, perform NASA Testing, provide application training, and for issue resolution.

See Section 3.3 - Communication for more information on meetings.



23.0 Termination Review Criteria

The NTTS Project supports an operation of an on-going system and therefore an end of
project date has not been identified. The requh'ement for termination shall be identified
by the ITTP Director. Upon. notification of termination, a termination plan wilt be
developed.



NASA TechnologyTransfer Systems
Process documentation for TechTracSand KIMS Annual User Account Review

PolicE: Annually, TechTracS (TTS) and KIMS user accounts will be surveyed for use within the year. Ifa user has not accessed
the systems within a year, the user will be notified twice via e-mail, then the account will be terminated.

Process:

1) NASA Technology Transfer System (NTTS) Technical Support Contractor (TSC) will access the user tables in "ITS and
KIMS and will formulate a list of users who have not accessed the databases in the past year.

2) TCS will send an Email to the user indicating their account has been unused for the year and requesting that the user
respond whether the account is still required. The Center NTTS Application Specialist (AS) shall receive a CC of email. See text
of Email below (Email 1,First notice).

3) If a response to the Email 1 request is not received within one week, a second Email request will be sent to the user and cc
to AS indicating that the user's account shall be terminated within a week ofEmail 2 send date. See text of Email below (Email
2, Second notice)

4) After a week has passed and if the user has not responded to Email 2, the account shall be deleted and user's name and
information will be logged on the Account Deletion spreadsheet. This spreadsheet will be maintained and filed to document the
account removal.

E-mail 1, First notice:
NASA Technology Transfer Systems (NTTS) is reviewing the current user account list to (list systems to which user has access,
such as KIMS, the Knowledge Integration and Management System or NASA TechTracS(TTS) ), which provides NASA
enterprise, center and program managers up-to-date information on the technology transfer status of their activities.

It is noted that it has been over a year since you have logged into (KIMS/TTS or both). Our policy is to terminate accounts of
users who no longer require access to the data.

Therefore, if you would like to keep your access to (KIMS/TTS or both), please respond back to this e-mail within a week of the
send date.

We appreciate your assistance as we strive to maintain an accurate and up-to-date list of users to the data. Feel free to call or e-
mail the NTTS Help Desk if you have any questions.

NTTS Help Desk
919-790-9895 (option 2)
nttssupport@larc.nasa.gov

E-mail 2, Second notice:
FINAL NOTICE

This the final notice on the status of your account(s) in the NASA Technology Transfer Systems (NTTS) - (KIMS/TTS or both).
Our policy is to terminate accounts of users who no longer require access to the data.

Since it has been over a year since you have logged into (KIMSiTTS or both) systems and you have not responded to our
previous e-mail request, your account will be terminated effective . If you wish to keep your account access,
please respond to this e-mail immediately.

If your account access is terminated and at a later date, you require access, you will simply need to complete the user account

We appreciate your assistance as we strive to maintain an accurate and up-to-date list of users to the data. Feel free to call or e-

NTTS Help Desk
919-790-9895 (option 2)
nttssupport@larc.nasa.gov



NASATechnologyTransferSystems(NTTS)
UserAccountRequestFormInstructions

1) SavetheUserAccountRequestFormtoyourharddriveandfill inthe requiredinformationshownbelow:

UserType(CivilServantor Contractor)

First andLast Name

PhoneNumber

EmailAddress

Center

If Civil Servant:

OrganizationCode

If Contractor:

Employerand ContractNumber

Currentjob/assignmentdescription

1) ReadtheTermsinformation

2) Fillinthefollowinginformation:

TechnologyTransferOffice (TTO)RepresentativeName

TTORepresentativePhoneNumber
i E

_. If Contractor:

ContractingOfficer TechnicalRepresentative(COTR)Name

COTRPhoneNumber

COTROrganizationCode

_ 1) Selectif youarerequestinga NewAccount,to DeleteanAccountortomakeChangestoan existingAccount.Detailsfor

8 _" changestoan existingaccount(i.e. passwordresets,changeinCategory,etc)shouldbenotedintheAccountChangeu • Commentsfield.
<n,

1) Print out completedUserAccountRequestform.
c

m 2) Signand Datethe AccountRequest. Forwardrequestto your Center'sNTTSApplicationSpecialist.

Note: Usermust haveNTTSformfilledoutandsignedpriorto activationof new account(s)



NASA Technology Transfer System (NTTS)
User Account Request Form Instructions

User Information

1. Save the User Account Request Formtoyour hard drive and fill inthe required information.

Terms

1. Readthe TermsInformatiop_

Account Reque st

1. Select ifyouare requestingaNewAccount,toDelete anAccount ortomake OmngestoanexistingAccount.
Details for changesto an existing account (i_.passwordresets, change in Category, ete) should be notedinthe
Account Orange Comments fielcL

2. Questionsregarding accotnat access s/kallbe submittedvia ernail to nttmuptx_@nttmaail.larcxlasagov

Signature

1. Print out completed User Account Request Form.

2. Signand Date tbe Account Request. Forward request to yotr Center'sNTTS Application Specialist.



NASA Technology Transfer System (NTTS)
User Account Request Form

User Type (Please Select On e): Civil Servant [] Contractor []

First and LastName: Phone Number:

i Email Address: Center:

o_

IfCivil Servant, IfContractor,

Organization Code: Employer Name:
ContractNumber:

COTRName:

Phone Number:

Current Job/Assign ment Description:

The NASA Technology TransferSystem (NTrS) comaim Govemment and Companyproprietary info rmatioo_
In requesting auseraccount and byaccessingNTTS,I acknowledge and understard that I am boundbythe
following terms andconditior_

1. Shating ofuser accounts and pamwordsisprohibited_

2. Userlxt._wordsshall conformtothe guide linesinNPG 2810.1.

3. Information withinNTI'S cannot be extracted forredisplay inother information system_

4. Disclosure ofany information fromNTTS to anon -NASA employee orto aNASA -employee outside ofthe
scope or responsibilities ofmy current dutiesmust be approvedbythe Technology Transfer O_ce (TI'O)
Representative listedbelow.

5. Iunderstand that umuthorized disclostre ofany information inNTrS may a_bject me to administrative
actionand/or criminal prosecution.

TIORe presentative:

TTOPhoneNumber:

Ple:xseSelect On e :

_. NewAccount [] Delete Account [] Account Change []

Account Change Corn ments(i_e.currentjob/d uties change):

.<

°_

UserSignature Date



NASATechnologyTransferSystems(NTTS)
User Account Request Form Signoff Sheet Instructions

(ForApplication Specialist Useonly)
f.,

_ 1) ReceivesignedcopyofNASATechnologyTransferSystemsUserAccountRequestForm fromUser.

_ 2) Fillout the User tnformationfrom the User's Request Form.
m

_-"_ ! 1) Confirmthe user requesting an account is valid.

_ ._ 2) Determinethe user'sCategorybasedon theirCurrentJob/AssignmentDescriptionand checkall categoriesthatapply.I
0

1) Sign and Date theAccount Request.

_ :i 2) Fax the completed SignoffSheet and the User's Account Request Formto Tech Support, (919) 850-0851.

._ 3) Send an email confirmationto user that their request is being processed.€o
3) Filethe SignoffSheetandthe UserAccountRequestFormfor futurereference

Note: Usermust haveNTTSformfilledoutandsignedpriorto activationof newaccount(s)



NASA Technology Transfer Systems (NTTS)

User Account Request Form Signoff Sheet
(NTTSApplicationSpecialistS/gnoffSheet)

Firstand LastName: Center:u

Categories(Selectall that apply)

NTTSApplicationSpecialist [] NASAPatentAdmin []

AwardLiaisonAdmin [] NASAPatentAttorney []

AwardLiaisonOfficer [] NASATechnologyTransferProjectAdmin []

ExportControlOfficer [] NASATechnologyTransferProjectManager []

.o InventionsandContributionsBoard [] SBIR/ s'n'R

_. ITTPMetricsTeam SoftwareReleaseAuthority
[] []

u [] []NASAManagement SuccessStoryTeam
€o []
,_ NASANewTechnologyRepresentative [] "IFSupportContractor
G)

-_ OtherCategory(PleaseSpecify):
O

U

Pleasenoteanyexceptionsto a user'saccountsetup (i.e. if Readonly accessis needed):

.=
=.
{:

(n N'l-rSApplicationSpecialistSignature Date



Descriptionof Categories

Category . : Description .....

N'ITS ApplicationSpecialist Establishdatacollection,entry,and verificationmethodsandstandards;developkeymanagementperformancereportsregardingTechTransfer
IP Management;servea processauditors;andtrainotheremployeesas usersof theNTTS. Maintainsystemconstantstableparametersand
listmanagement.

AwardLiaisonAdmin Providesentryof awardinformationand reportingsupporttoAwardLiaisonOfficer.

AwardLiaisonOfficer AdministersandprocessesSpaceActAwards. Entryandreportingof awardinformation.

ExportControlOfficer ReviewsandapprovestechnologiesforSoftwareRelease.

InventionsandContributionsBoard Headquartersprocessingof SpaceActAwardsandwaiverprocessing.

ITTP MetdcsTeam Developsandreportson performanceandbenefitsmetricsforITTP.

NASAManagement NASA'sorganizationalstructureencompassescorporate,Agencywidemanagementandthemanagementof NASA'sStrategicEnterprises.

Agencymanagementis responsibleforAgencyleadership,thedevelopmentof NASA'sstrategyandthe integratedmanagementof theStrategic
Enterprises.
EnterpriseManagementisresponsibleforprogramresults:

SettingEnterpriseprioritiesandstrategiesforachievingprogramdefinitions.
Managingtheirtechnologyassets.
Ensurinathat aoorooriatetechnoloovtransferorocessesare incorporatedand maintained

NASA NewTechnologyRepresentative Conducts NTRProcessing.

NASA PatentAdmin Providesdataentryand reportingsupport to the NASA PatentAttomeys in support of the ITTPmission.

NASA PatentAttorney Duties include:
Prepare patentapplications,amendments,continuation-in-partapplications,appealbriefs, affidavitsand othersupportingdocumentation

relatingto patentprosecution.
Provide legalreviewof nonexclusiveand exclusive licensesand space act agreementswithnon-govemmentalpartieson NASA-owned

}atented and non-patentedtechnology.
Coordinatetechnologytransferactivities with otherTechnologyTransferteams.
Conduct 305(c)evaluations and 305(d)recommendations.
Determinetheextent of the Government'sand employee'spropertyrights in each reported invention.
Reviewwaiver petitionsfiled by contractorsand proposedcontractors and make recommendationsto the NASA Inventionsand Contributions

3card.
Make determinationof Centerposition conceming infringementsand recommendcourseof actionto be followedby Government.
Determinetypeof data rights clausesto be includedin Governmentcontractsand give adviceconcaming their constructionand application.
Reviewnon-disclosureagreementsand software licenses.
Provide legaladvice concerningtrademark,trade secret,and copyrightissues.

NASATechnologyTransferProjectAdmin Providesdataentry and reportingsupportto the NASATechnologyTransfer ProjectManagersin supportof the ITTPmission.



Descriptionof Categories

Category Description .... .......

NASATechnologyTransferProjectManager Facilitatethetransferof developedtechnologies.Processesto beusedinclude:
Interactandestablishcommunicationswith industryrepresentativesinspecifictechnicalareas.
Advertisedevelopedtechnologiesas availablefortransferusingdisseminationidentifiertools.Writeone-pagetechnologysummariesand
developcolorgraphics.
DevelopjointprojectswithAmericancompanies/industriesto furtherdevelopandtransfertechnologies.Formalizethesejointactivitieswith
MemorandaofAgraement(MOA's)usingSpaceActauthority.
Licensepatentedandcopyrightedtechnologies.
Followup,processandrespondtoinquiraieson NASATechnologyanddocumentationon licensesandMOAactivities.
Recordperformancemetricsandmakeperiodicreportsto TechTransfermanagement.
Publicizethe technologytransfersuccessesusingidentifieddisseminationtools.
Helpother teammembers,improveprocesses,andcommunicate.

SBIR/STTR Activities includeidentificationofnewtechnologiesand reportingof successstories. To facilitatethe technologicalinnovationas defined bythe
SBIPJSTTRProgrambusiness participationin federal R&D.Toincreaseprivatesector commercializationof innovationsderivedfrom federal
R&D.

SoftwareReleaseAuthority Reviewsand approvestechnologiesfor Software Release.

SuccessStoryTeam Reviewsand postsTechnologiesthat have been successfullycommercializedon the TechFinderwebsite, Identifies,developsand reportson
successfulTechnologyTransferactivities.

1-1"SupportContractor SupportsTT ProjectManagerby identifyingpotentialTT partnerspublicizingNASAtechnologiesand licensingopportunitiesand SuccessStory
Teamactivities



NASA TechnoloK,y Transfer Systems (NTTS)
Tech Support setup of new User Account

1) Receive signed and completed NASA TechnologyTransferSystems - UserAccount Request Form Signoff Sheet

2) Create user account(s) and add user to NTI'S Groups per correspondingUser Categories. See Categoriesand NTTS
Groups table for classification list.

2a) The standard setup for the User Name login is the user's First and Last name.

3) Once Categories are identified, see the TableAccessibilities tabs for the Read and Read-Write permissions for the User
Categories.

4) Contact user regarding theirnew account(s)via email and informof temporary password.

4a) In the event that a user requests a password reset, send an email with the followinginfo"

Subiect: "Informationyou requested"
The Body of the emaih
"Yourrequestedpassword has been reset to "
"Notethat this is a temporarypassword and that you will beprompted to changeyour password once logged
in. t,

*** Make sure 'Change Password' is checked in the User table

5) Send an email to user's Center NTTS Application Specialistand CC LaRC NTTSApplication Specialist that new
account has created for user.



User Categories ==>

Inventionsand
Applications AwardLiaison AwardLiaison Export Control Contributions ITTPMetrics

NTTS Groups Specialist Admin Officers Officer Board Team
Develop
4D Write X X X X
Agent
Alt ViewsTT X X X X X X
Alt ViewsPat
DBA
Delete X
Guest
Classified X X
iAWRelease/
Success
AWRelease/
Technology
AWRelease/
License
Public/
Technology
Public/
TOPS
Public/
Success
Public/
License
Public/
Contract
DataDict
NoReport
PCApproval
NTRView X X X X X X
CenterTTO X X X X X X
Center Patent



Inventionsand
Applications AwardLiaison Award Liaison Export Control Contributions ITTPMetrics

VTTSGroups Specialist Admin Officers Officer Board Team
AWRelease/
Partnerships
SoftwareRelease X
CenterPat Stats
PMC/Program
ALOMembers
ICBMembers
ICBModifier

FACS_load,
CTO metrics,
AWmetrics, CTOmetrics,

PeopleKeywordsand Types PR email release ICB POC AW metrics
Center,AW,

NTAS, Center,AW,
NTTS Systems to setup KIMS AW AW,KIMS Center AW_KIMS KIMS



NASA NASA

NASA New Technology Technology

NTTS NASA Technology NASA Patent NASA Patent Transfer Project Transfer ProjectGroups Management Representative Admin Attorney Admin Managers
Develop
4D_Write X X X X X
Agent
Alt Views TT X X X X
Alt Views Pat X X
DBA
Delete X X X
Guest
Classified X X
AWRelease/
Success X X X
AWRelease/

Technology X X X
AWRelease/
License X X X
Public/

Technology X X X
Public/
TOPS X X X
Public/
Success X X X
Public/
License X X X
Public/
Contract X X X
DataDict
NoReport
PCApproval X X
NTRView X X X X X X
CenterTTO X X X X
Center Patent X X
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EXHIBIT H - NTTS User Account Process



Flowchartfor User,NTTSApplicationsSpecialistandTechSupportProcess

User

l
User requests a new account, User requests to make changes to their
existing account, or User requests to delete their existing account

l
f Visit website Save User Account

http://ncissupport.larc.nasa.go _ Request form to hard

v to obtain NASA Technology drive. Fill in required
Transfer Systems User information and print out

Account Request Form " |

I 1
Sign and Date User

Account Request Form

l
\ Deliver Request Form /to User's Center /

\ ............... /
\ Specialist /
\ /
\, /



Flowchartfor User,NTTSApplicationsSpecialistandTechSupportProcess

NTTS

Application
Specialist

Application Specialist receives signed copy of
NASA Technology Transfer Systems User Account
Request Form

Fill out the User Account Request Sign and Date Signoff

Form Signoff Sheet in its entirety _ Sheet
(A Description of the Categories is

provided)
j F

Fax Signoff Sheet and User
Account Request Form to Tech

;

Support at

919-850-0851

l
( Send an email confirmation to the "
| Requesting User that their request is

_. being processed



Flowchart for User, NTTS Applications Specialist and Tech Support Process

Tech
Support

Tech Support receives signed User
Account Form Signoff Sheetvia fax
requestint_User Account

i
Create User Account according to 1Signoff Sheet J

1
I Email the User confirmation of t

account setup and their temporary
password

,1
• Email the User's NTTS Application /Specialist informing them that the /

\ User Account has been setup - /

\\ CC LaRC NTTS Application //

Specialist //
\\ //

\,. . /



Flowchart for KIMS Account setup (User, NTrS Applications Specialist and Tech Support Process}

UserrequestsI_S
_count

.
http://kims.nasa.govand

clicksonthe Registerlink.

_ Completesthewebformto

Registerfor KIMS andhits
the "EnterInformation"

buttonat thebottomof the
box.

I 1TechSupportreceivesKIMS
notificationthata new userhas

registered.

I CreatesNewUserAccountRequest )

formwith reglstrstioninformation

fromKIMS. j

.

Emails theUserAccountRequestformto 1the User.andrequeststheycomplete the

mlesingdataundturnoverto theirNTI'S J,, ApplicationSpecialist
$

_ U iv,S UserAccount _....

RequestFormvia e-mail
fromTechSupport

_ Completesthemissing data

on the UserAccount
Requestform and Signs

and datesit.

Submitsthe completed

UserAccountRequestform
to theNTTS Application

Specialist.

[ Appii-catio-nS;ecia]ist r_ei_ves:i_-ed -copy--_f--1

i UserAecount RequestForm ]

...................................................
LEGEND

i Fills out theApplication Specialist Signoff
I Sheet in its entirety. Sign and Date Signoff /

i Sheet. _.. User/,

Form to Tech Supportat !
919-850-0851

.

I Tech Supportreceives signed User Account ]

Form SignoffSheet via fax requesting User Application Specialist ]J
_rACcOLmt _........................................................................

[ Activates accoutttin KIMS. ] ....................................................
+

 Ms.stemanma,cal , anemal,
confirmation to User informing them that ]

their request has been processed andTech |
Support sends notification to NTTS |

Application Specialist that the setup is |
....... )... , .... ji



Exhibit i - DRL/DRD

Appendix

NTTS Data Requirements List (DRL)

Instructions

The following table describes the required DRL name, submittal
requirements and NASA LaRC action. Whenever possible,
documentation shall also be delivered in'electronic/email form.
At least three copies shall be provided for: NASA LaRC
Contracting Officer (Mail Stop 126), NASA LaRC Contracting
Officer's Technical Representative (MS 218), and the NASA NTTS
Project Manager (MS 218). Any deviations from this distribution
are noted in the DRL descriptions. In the case where NASA LaRC
approval is required, the Contractor shall not implement the
document or proceed with the work until approval is granted by
the NASA Contracting Officer.

1 Product Management 30 days following Approval
: Plan contract award

2 Technical Status Weekly: Every Monday Information
Reports

3 Project Schedule and MonthlY: Ist Tuesday of Information
Reports every month

4 Financial Management Initial: 30 days after Information
Reports contract award

Monthly: i0 days after
close of accounting
month

Quarterly: i0 days
after close of
accounting month

5 Contractor IT Security 30 days after contract ApproVal
and Recovery Plan award

6 Annual IT Security Yearly during contract Approval
Training Report period

7 Patent Rights Report Prior to March 31 Information

yearly, and at end of
contract

8 New Technology Reports Yearly. Prior to 3 Information
months after end of
contract

9 Federal Contractor As Required by VETS-100 Information
Veterans Employment
Report

I0 Quality Plan 30 days after contract Approval



award

ii Documentation As required to maintain Approval
currency and no later
than I0 days after
software release.

12 Requirements 5 days prior to review Approval
Definition

13 Detail Design 5 days prior-to review Approval
Definition

14 Release Test Plans 5 days prior to Approval
Contractor Test Period

15 Contractor Test Within Contractor Test Approval
Results Period

16 Release Notes 5 days prior to NASA Approval
Test Period

17 Sustaining 2 months from Contract Approval
Architecture Work Plan award

18 Final Report At end of contract Information

Data Requirements Description

I. Project Management Plan

Summary: Provides a description of the management organization
and methods by which the

Contractor will assure compliance with the contractual tasks.

Requirements: The plan Shall include the following items:

- Master Schedule (See DR!33)

• Baseline Financial Management Plan (See DRD 4)

• Project Organization - provides organizational method on
how the contractor shall support the contractual tasks
and how the Contractor's organization will interface with
the NTTS Project Organizational structure (See Section
5.2 Organizational Structure of NTTS Project Plan).

• WBS Matrix - work breakdown structure to the resource
level.

WBS Matrix Basic Template:

1.0 Operations
i.i NTTS System (eNTRe, TechTracS, KIMS, TechFinder)

i.i.i Activity (Defined Procedures)

2.0 Development
2.1 NTTS System

2.1.1 Task Order

2
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2.1.1.1 Activity (Requirements, Details Design,
Prototype, Construction, Unit Testing, Integrated
Contractor Testing, Review of Contractor Results)

3.0 Release

3.1 NTTS System

3.1.1 Task Order

3.1.1.1 Activity (Documentation, Release Notes,
NAsA Testing, Final fix period, deploy_lent, critical
fixes)

4.0 Training
4.1 NTTS System

4.1.1 Task Order

4.1.1.1 Activity Cweb training, classroom-training,
documentation)

Approval: Requires the approval the COTR.

2. Technical Status Reports

Summary: Provides data on Contractor activity and progress
toward contract objectives.
Requirements: The status reports shall contain the status of
allcontract technical activities including:

• Technical status organized by WBS (See DRD I)
G Technical problems

• Project Action Item status and closure summary

• Failure reports and corrective actions planned/taken

Reports shall be posted to the Document Control System (See
DRD 13).

3. Project Schedule and Reports

Summary: Provides data on Contractor activity and progress
toward contract objectives.

Requirements_ The Contractor shall provide a web-base reporting
tool (DRD 13) for reporting project status to NASA. The reporting
tool shall provideNASA access to the master schedule, detailed
schedules, and related project documents.

The master and detailed schedules shall contain the following
information and be reported in Microsoft Project format.

Master Schedules

The Contractor shall establish and maintain an integrated
master schedule of the total contractual effort (summary
level, Gantt chart format), depicting key activities and
milestones for NTTS by WBS (See DRD !).
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Detailed Schedules
Detailed schedules (Gantt chart format) shall be reported at WBS
(See DRD I) and include the following:

• Activity Description
• WBS Reference

• Baseline Start and Completion Date
• Actual Start Date and Completion Date
• Critical Path

Update Schedules

The Master Schedule and detailed Gantt charts shall be updated
each month. The detailed schedules shall contain all

activities scheduled to start, to be completed, or that are in
progress during the reporting period. All future activities,
dependencies, interfaces, constraints, and any iogic that are
modified or rescheduled shall also be reported.

Related project documents include task orders, requirement

definitions, detail design definitions, and test plans.

4. Financial Management Reports

Summary: Provides cost performance for the contract.
References: NPR 9501.2D

Baseline Financial Management Report

The Contractor shall prepare a time-phased .baseline financial
management report, detailing by month how you plan to incur
costs for the first 24-month interval of the total 5-year
contract period, •utilizing the NASA Form 533Q• format. The
report shall be prepared and submitted in accordance with
instructions set forth on the reverse side of the 533Q form
and NASA Policy and Guidelines (NPR) 9501.2D, _NASA Contractor
Financial Management Reporting." The initial 533Q shall be
submitted within 30 working days after the effective date of
contract.

Financial baseline reports for each of the remaining 12-month
intervals shall be submitted within I0 days of the anniversary
of the effective date of this contract. The total estimated

cost and direct labor hours reflected in the baseline report
must equal the contract values for the total contract period.
The report shall be updated, as required, during the contract
performance by submission of revised pages for approval of the
Contracting Officer. The financial baseline report shall be
revised each time a contract modification is executed which
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increases or decreases the contract-estimated cost for a
reason other than an overrun.

Moathly Financial Maaagemeat _eport

The contractor shall comply with the Section G clause of this
contract entitled, _NASA Contractor Financial Management
Reporting" by monthly submission of NASA Form 533M. The form
shall be prepared and submitted in accordance with the
instructions set _forth on the reverse side of the form and
NAsA Procedures and Guidelines (NPR) 9501.2D, _NASA Contractor
Financial Management Reporting" as further defined below:

• Due not later than the i0 th operating day following the
close of the Contractor's accounting period being
reported..

• Columns 8.a and b shall be completed using estimates
(forecasts) for the succeeding two months.

• Each NF533M shall include a narrative explanation for
variances exceeding +-5 percent between estimated dollars
shown in the prior month and actual dollars shown in the
current month at the contract level. (For example, the
estimated dollars shown for June in column 8a. in the May
533M and the actual June dollars shown in column 7a. in
the June 533M.)

Quarterly Financial Management
The contractor shall comply with the Section G clause of
this contract entitled, _NASA Contractor Financial
Management Reporting" by monthly submission of NASA Form
533Q. The form shall be prepared and submitted in
accordance with the'instructions set forth on the reverse
side of the form and NASA Procedures and Guidelines (NPG)
9501.2D, _NASA Contractor Financial Management Reporting"
as further defined below:

• NASA needs to receive the NF 533 Q prior to the
quarter being forecast in order for project management
to obtain maximum benefit from cost forecasts. Column

7 of the report, therefore, shall include cumulative
actual _ cost through the second month of the prior
quarter plus an estimate for the last month of the
quarter.

• The Contractor shall submit one form in accordance

with the 533Q guidelines and a second breaking dogm
costs incurred per system for all 4 systems that
comprise the NTTS - KIMS, eNTRe, TechTracs and
TechFinder. All columns and calculations shall be done
in accordance with the 533Q guidelines, only that they
are done for each system.

5. IT Security and Recovery Plan



/ r

Summary: The NTTS test Systems and Contractor systems used to
support contractual tasks shall be located at the contractor's
site. An IT Security and Recovery Plan addressing all areas
addressed by the NTTS IT Security and Recovery plan
(Attachment B) and as required by contract clause H.2,
Security Requirements for Unclassified Technology Resources,
shall be submitted.

Requirement: The C0ntractor shall submit the IT Security and
Recovery Plan no later than 30 days after award for approval
noted below.

Approval: Requires the approval of the Center Chief
Information Officer (CIO), the Center Information Technology
(IT) Security Manager and the COTR.

6. Annual IT Security Training Report

Approval: Requires the approval of the Center Information
Technology (IT) Security Manager.

Requirement: The Contractor shall ensure that its employees
receive• annual IT security training in NASA IT Security
policies, procedures, computer ethics, and best practices in
accordance with NPR 2810..1 (Information Technology Security),
Section 4.3 requirements. The contractor may use web-based
training available from NASA to meet this requirement. The
Contractor shall submit a report documenting the status of
this training by June 1 of each year and monthly follow-on
reports until 100% annual training is achieved.

7. Patent Rights Report

Summary{ Provides technical information concerning
inventions, discoveries, improvements and innovations made by
the Contractor in the performance of work under this contract.
Also provides data to review for possible patentable items.

Interim patent rights report - After the first anniversary
date of the contract, the Contractor shall submit an annual
list of allsubject inventions to be disclosed as set forth in

FAR 52.227-iI (as modified by 1852.227-11). This report is
due by March 31 of each year.

Final patent rights report - The Contractor shall submit a
listing of all subject inventions or certify that there _were
none as set forth in FAR 52.227-11 (as modified by 1852.227-
Ii) . This report is due prior to contract closeout.
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Invention disclosure reporting - The Contractor shall disclose
each reportable item under the contract as set forth in FAR
52.227-11 (as modified by 1852.227-11). The electronic or
paper version of NASA Form 1679, Disclosure of Invention and
New Technology (Including Software) may be used for this
reporting. Both the electronic and paper versions of this
form may be accessed at http://invention.nasa._ov.
Disclosures are required within two months after the inventor
discloses it in writing to Contractor personne! who are
responsible for patent matters.

Distribution:

Contract Specialist, Mail Stop 126
Contracting Officer Technica! Representative, MS 218
Patent Counsel, MS 212

8. New Technology Report

Interim New Technology report - After the first anniversary
date of the contract, the Contractor shall submit an annual
list of reportable items, certify that all reportable items
have been disclosed(or that there are no such inventions), and
certify that the procedures required by paragraph (e)(i) of
the New Technology clause have been followed as set forth in
NFS 1852.227-70. Electronic reporting may be accessed at
http://invention.nasa._ov.

Final New Technology report - The Contractor shall submit a
list of reportable items or certify that that there were no
such reportable items, and list all subcontracts at any tier
containing a patent rights clause or certify that there were
no such subcontracts as set forth in NFS 1852.227-70.

This report is due within 3 months after completion Of the
contracted work.

Invention disclosure reporting - The Contractor shall disclose
each reportable item under the contract as set forth in NFS
1852.227-70. The electronic or paper version of NASA Form
1679, Disclosure of Invention and New Technology (Including
Software) may be used for this reporting.

Disclosures are required within two months after the inventor
discloses it in writing to Contractor personnel who are
responsible for the administration of the New Technology
clause.

Distribution:

Contract Specialist, Mail Stop 126
Contracting Officer Technical Representative, MS 218
New Technology Representative, MS 212

9. Federal Contractor Veterans Employment Report



Requirements: in compliance with Clause 52.222-37, Employment
Reports on Disabled Veterans and Veterans of the Vietnam Era,
the Contractor shall submit the Federal Contractor Veterans
Employment Reports (VETS-100) as required by this clause.

I0. Quality Plan

Requirement: Within 30 calendar days after the effective date
of the contract, the Contractor shall submit a quality plan
that addresses how the contract quality requirements will be
met. The plan and subsequent revisions will be reviewed and
approved by the Contracting Officer or the designated
representative.

Quality System Documents (ISO 9001) -- The Contractor shall
submit the following ISO-compliant documents in accordance
with H.12 no later than nine months from the effective date of
contract:

i. Quality System Manual
2. Quality System Procedures - These procedures shall address:
(i) contract and subcontract management, (2) customer
requirement review and execution, (3) task management,
including task order generation and processing, (4) document
control, (5) handling of customer supplied product, (6)
corrective, preventive, and continuing improvement action
systems, (7) training of employees, and (8) customer
satisfaction/performance.

Distribution and copies:
Contract Specialist, Mail Stop 126 - 1
Contracting Officer Technical Representative, MS 218 - 1
Langley Management System Project Office, MS 438 - 1

II. Documentation

Summary: The Contractor shall maintain all documentation as
noted in the SOW.

Requirements: All documentation shall be current with the
current release of NTTS. Updates to the documentation shall be
delivered within I0 working days from the end of release
deployment. Each document shall conclude with a log of
documentation changes noting the NTTS version and the sections
that have been created, changed, or deleted. Documentation
shall be maintained in MS, unless otherwise noted, and made
available using an electronic document control system.

II.I Document Control System
The Document Control System (DCS) shall be record based
with document attachment capabilities. The DCS records
shall have the following information associated with each
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document. A Capability for searching multiple levels of the
DCS information shall be available. The DCS shal! have both
public and password protected access. The DCS shall have
document categoriesas noted below.

DCS Information Requirements

• Creation Date

• Last Revised Date
• Title

• Brief Description

• Document category
• Public / Password protected
Document Categories

• System
• Project
• User

• Hot Topics
• Task Orders

Documents shall exist in one or more categories.

11.2 Database Documentation

Documentation pertaining to the DBMS shall be categorized
as System and will contain the following.

• Current configuration of the database environm@nt including
site-specific parameters and tools installed and their
availability.

• Historical tracking of changes made to the DBMS
environment over time.

• Operational procedures in the administration of the
database environment

• Database archive/restore strategy to be included in
system disaster recovery plan

11.3 Processing Documentation
Documentation pertaining to the periodic (daily, weekly,
monthly, annua!, as designated) application processing
shall be categorized as System and will contain the
following.

• Processing schedule

• Processin9 inputs, outputs, and transactions

• Person responsible for processing
• Processing Certification

11.4 User Documentation

Documentation describing user processing shall be
categorized as User and will maintain the information in
the following documents.

• NTTS User Manua!



• NTTS Application Specialist Manual
• NTTS Module Documents

11.5 Project Documentation
Project Plan, Schedules and reports and technical reports
as defined in DRD's i, 2, and 3 shall be categorized
under Project.

Approval: Requires the approval of the COTR.

12. Requirements Definition

Summary: The Contractor shal! convey to the COTR an adequate
understanding of Task Orders.
Requirement: Upon receipt of an approved task order, the
Contractor shall develop the requirements definition document
(RDD). The RDD defines the Contractor's understanding of the
requirements, and provides an estimate of the cost of the
task. The RDD is used by the COTR and the Contractor to
resolve outstanding questions on the task order and is used by
the COTR to determine if work on the task should proceed into
the design stage. The RDD shall contain, at a minimum, the
following items.

• Document Modification Status
• Task Order

• Objectives
• Hardware/Software Recommendations

• Work Request Analysis
• Questions & Answers

• Requirements Definition

• Conceptual Description
• Estimated Cost

• Glossary
• Appendix

The RDD shall be posted in the Electronic Task Order system
(section 6.1 of SOW) and under Task Orders in the DCS.

Appr0val: Requires the approval of the COTR.

13. Detail Design Document

Summary: The Contractor shall provided recommended designs
for Task Orders to the COTR.

Requirements: Upon receipt of an approved ROD, the Contractor
shall develop the detail design document (DDD). The DDD
documents how each requirement in the RDD will be developed
and implement into the NTTS environment. The DDD is used by
the COTR and the Contractor to resolve outstanding questions

I0



on the task order and is used by the COTR to determine if work
on the task should proceed into the construction and testing
stages. The DDD shall contain, at a minimum, the following
items.

• Document Modification Status

• Introduction

• Design Overview

• Documentation Specifications

• Requirements Matrix
• Detailed Development.Plan
• Structure

• Record Forms/Custom Dialogs

• List Forms/Find Dialogs
• Custom Reports
• Major Methods

• Conceptual Description
• Estimated Cost

• Glossary
• Appendix

The DDD shall be posted in the Electronic Task Order system
(Section 6.1 of SOW) and under Task Orders in the DCS.

Approval: Requires the approval of the COTR.

14. Release Test Plans

Summary:

• To define the activities necessary to integrate the
software units and software components into the software
item.

• To plan the activities for testing of software items and
software systems.

• To describe the software test environment to be used for
the testing, identify the tests to be performed , and
provide schedules for test activities.

Requirements: The Contractor shall include provide for each
release of NTTS a release test plan describing all related
system configuration variables, input variables, output
variables, processes, and expected outcomes (null sets, valid
sets, "and invalid sets).
The Release Test Plan shall be posted in the Electronic Task
Order system (Section 6.1 of SOW) and under Task Orders in the
DCS.

Approval: Requires the approval of the COTR.

15..Contractor Test Results
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Summary: TO provide evidence of the Contractor's successful
completion of the Release Test Plan.
Requirement: The Contractor shall demonstrate release test
results with a system demonstration or s_all show reports
showing inputs and results as required by the release test
plan.
Approval: Requires the approval of the COTR.

16. Release Notes

Summary: To provide an overview of the new features and
related system configurations for each release.
Requirements: The Contractor shall provide an overview for
each release of all features and related system configurations
associated with each release. The overview shall convey to
NTTS users what systems, screens, and functionalities will
change as a result of an upcoming release. The overview will
also serve as a reminder of any user actions that will be
required to support a successfu! release.
The Release Notes shall be posted under User in the DCS.
Approval: Requires the approval of the COTR.

17. Sustaining Architecture Work Plan

Summary: As defined in Thrust 2 of the NTTS Project Plan,
activities to move the NTTS into it's next generation
configuration (i.e., .out of 4th Dimension) shall be performed.
Upon award of this contract an initial requirements gathering
element will be complete resulting from a requirements
document for the conversion of the Technology Tracking System
(TTS) into a more sustainable platform.

Evaluate Existing Baseline and conversion Requirements Document
Confirm Stakeholders and expectations
Identify Risks and Establish Risk Management Plan
Define constraints

Define System Concepts
Define Concepts of Operations
Define Evaluation Criteria
Define Candidate Architectures
Define Support Role Requirements
Conduct Trade Studies
Define Recommended Architecture

Define Architecture Implementation Plan
Revise Change Management Systems for Improved Configuration
Management

Approval: Requires the approval of the COTR.

18. Final Report
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Final Report--The Contractor shall submit a final •report in
accordance with NFS Clause 1852.235-73, Fina! Scientific and
Technical Reports, that summarizes the results of the entire
contract, including recommendations and conclusions based on
the experience and results obtained. The final report should
include tables, graphs, diagrams, curves, sketches,
photographs and drawings in sufficient detai! to explain
comprehensively the results achieved under the contract.

Distribution and copies:

Contract Specialist, Mail Stop 126 - 1
Contracting Officer Technical Representative, MS 218 - 2
New Technology Representative, MS 212 - 1
Patent Counsel, MS 212 - I
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