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Federal Trade Commission 
CAN-SPAM Act 
Post Office Box 1030 
Mcrrilicld, V A  22 1 16- 1030 

CAN-SPAM Act Kulcmaking, PI-ojcct No. R31 1008 
I6 CFR Part 316 
Federal Register: March 1 I, 2004 (Volumc 69, Number 48, Page 1 1775- 1 1782) 
Public Comment 
Issue: Dcfhition o l  hlultiplc Sender 
Sub-Issuc: EMail gcncratcd on ~ v c b  site through cmbcddcd "mailto" command 

Dear Sir or Madam: 

Thc ul~dcrsigncd I-cspcctfillly submit thcir comments to tIic issuc of thc mitltiplc scndcr definition 
in Scction 3(16) of the CAN-SPAM .4ct within the abo\.c rulclnaking project, solely for 
thcmsclvcs and not on bchalf of thcir law firms, Bcrlincr, Corcoran 8i Rowc, LLP,. 
--washington, DC-and Law Office of William E.  
O'Bricn,-len, M-or any clicnt of cithcr law firm thcrcof. 

1 .  Issi~c Identified by thc Commission 

Scction 3(16) of  the Act detincs \\ lien a pcrson is a "scndcr" of cornmcl-c1a1 e-11iail. The 
dcfinitlon appears to ~'ontcmplatc that mow than onc person can bc a "scndcr" of commercial c-  
~ l i t t l :  h r ~ x ; ~ n p I c ~ l r c - x n ~ u l  c o n t a i ~ l u i ~ a d s  for b i ~ d $ f c ~ c ~ g  c g ~ ~ p a ~ c s _ I ~ l s ~ ~ h ~  '1 case, - - - -  



\\-lio is tlic "scndcr" ol'rhc c-niail'l \\'list costs or. b ~ ~ r d c n s  niay be iriiposcd on such cntirics i f a l l  
arc dctcmincd to be "scndc~~s"'.' Li'hat costs or bu~-tlc~is may be imposed on consun~c~-s if'onll. 111c 
entity originating rhc c-mail is dcrcrniinecl to be the "scndc~."'? If-a COIISLIIIICI. pre\.ioi~sIy 113s 
cscrciscd his or her rights under- Scc. 5(a)(3)  by "opting out" fiom recei\.i~ig commercial c-mail 
fi-om one of'thc companies ad\.crtiscd in the c-mail example above, has Scc. 5(a)(4)  ot'tlic Act 
been violated'? If' so. by \\.horn'.' 

Comment 

This comment examines the issue of EMail scnt with the involvcmcnt of a n c b  sitc that in\.itcs 
\ isitors to scnd cMail to third partics. 

The sendcr should be the party identified in the FROM linc of the EMail that contains fidly 
disclosed contributions from two or inore parties as long as that sendcr enjoys fidl control over 
thc contcnt and the act of scnding thc EMail. 

The tcchnical sccnar-io contemplated hcrc involves: 

A wcb sitc that contains a button cnabling thc visitor to gcncratc an EMail mcssagc to a third 
party in thc visitor's EMail clicnt program. For instance, the internet-standard "lnailtol'-coinn~and 
has traditionally pcrmittcd thc opcning of- an EMail clicnt fiom a \\.cb sitc, and to cntcr 
automatically, from thc visitor perspcctivc, an address, andlor a SUBJECT linc, andlor a FROM 
linc andlor thc body of thc nmsagc.  

The i ~ s c  of the "mailto"-fcaturc is accomplished \vithout special programs and constitutes a 
standard i ~ s c  of thc functionalitics inhcrcnt in thc intcrnct tcchnologics. 

The mcssagc gcncratcd through thc "mailto"-commnd cnlbcddcd in a web sitc \\ ould be scnt 
ti-om the EMail clicnt ol'thc visitor to thc wcb sitc. 

Kationalc f'or the Definition 

Sending an EMail mcssagc via a "n1ailto"-com111a11d embedded in a web sitc rcquircs a conscious 
decision on thc part of thc \ isitor to crcatc and scnd an EMail to a person of its choosing. Thc 
intcrnct-standard "mailto" command cannot, \\.ithout trickcry and special programs, automate the 
scnding of thc message from non-users of the particular web sitc. 

Thc information in the mcssagc body in this sccnario is gcncratcd, in \ifholc or in part. by thc wcb 
sitc, but the acts of scnding and editing the EMail rcmnins i~ndcr the complete control of its 
visitor. Thc visitor often rctains so much control that hc or shc can dclctc, rcplacc or otherwise 
edit the incssagc body. 

The EMail mcssagc could bc scnt froin the visitor's computcr. through thc visitor's oi~tgoing 
EkLail scnrcr. Whcn thc EMail is scnt from the \.isitor's EMail accourlt, the wcb sitc offering thc 



I 
In this case, thc \\ cb 51112 opcr;~tot- that nlcrcI> pro\ i d c ~  c~ l~ t ;~bIc  content \Iioi~ld not bc sccn a h  the 
' l x r x > ~ i  n lio gcncrato ~ p a n i  bccauw 11 docs 1n1t control the acti~;~l sendin? oftlie contcnt. 

Since tlic o\\ net- ol't11e hitc ha5 no final cditor~nl control o\  cr the use of tlic contcnt it is 
tlic sellding of the I I I C S S ; I ~ C  s l i~i l ld not be attributed to the web scs\ cr, or its o\vncr. or 

/its content creator. as a sender \\Iio n ~ l d  bc,olntly rccponstblc for the tMai l  under tlic CAN 

A Practical Scenario I 
A wcb site or blog \\.it11 ncws contcnt offers \/isitors to scnd a ncws itcm by EMail. A "mailto"- 
button on the sitc hclps the visitor transport the contcnt into the visitor's EMail clicnt program. 
This "mailto"-button merely facilitates the act of transporting the inforniat~on from the web sitc 
to the EMail c l~cnt  program. It docs nothing that the uscr could not, and would not. do nlanually 
to scncl the navs  contcnt by EMail. 

A practical illustration is found at \~~uw.6109.us/blog,  a non-commercial sitc that docs not 
prov~dc EMail services, such as smtp. po,stfix or other such mail scrvcr programs. If the sitc 
carried subscription rcqucsts or advcrtiscmcnts. i t  could be a commercial sitc. fxch ncws itcm 
could thcorctically and practically contain commercial messages. 

A s s ~ n i c  a visitor clccts to scnd a ~ l c \ t s  itcm to tlic v~sitor 's own EMail address 01- that of another 
person, and would clcct to press tlic scnd button on tlic visitor's own EMail clicnt program, the 
I-csulting W a i l  mcssagc niight arguably, but should not, fall under CAN-SPAM Act provisions. 

Another illustration i ~ ~ \ o l \ . c s  the sanic \,isitor clccting to press the mail button on the web sitc, 
but then clianging the transSct~-cd contcnt, such as by deleting all and replacing it with the 
visitor's own. C'lcarly, the nicssagc body is no longcr, filly or partially, attributable to the party 
whose web site facilitates the gcncrat~on of tlic EMail mcssagc. This cxamplc hclps understand 
that the visitor alonc has control over thc EMail. 

The control extends to the mcssagc contcnt, and to the TO, FROM and SUBJECT lines 

Control is Dctcrniinati\.c 

The undcrsigncd scspcctiillly request, t1icrofo1-c, that tlic Commission consider the issue of 
:ontrol over the sending of an Eliiail nicssagc as tlic criterion for dctcrmining when a n  EMail 
;hould be attributed to multiplc scndcrs. 

4ssuming. argucndo. that a u.cb site itscs tt-ickery to \\.rest from its \.isitor control o\;cr contcnt, 
idtlrcsscc. subject linc and, possibly fr-on1 ickntitication. the original visitor \\.ho cscatcd the intial 

. . 
EMail should not bc dccmcd the scnclct-. Under this sccnario. the orlg~nal \ isitor to the sitc is no 



longer the actual scnclcr ot'tlic cniail. ratlicr. the entit!. or pcrson that 112s caused tlic Ehlail to be 
sent is tlic onc \\.lie is rcsponsiblc li,r the Ehlail. 

The contl-ol criterion is also uscti~l \\.he11 the otfi'ro~- of a \\.cb site cnablcs its i isitors to cntcr 
acldrcsscc information and select content. s ~ ~ c h  as in c-card systcms, commonly kno\in for 
greeting cards, but also nc\vs items or product inl'ormation. and to lia\,c tlic resulting composition 
ma ilcd li-om the offiror's scr\-cr. 

Thc visitor clccts to tnggcr tlic actual scnding of the EMail nmsagc  by clicking on a button 
identifying a mail l i~nc t~on .  In that situation, traditionally, the visitor retains crcatiic contcnt 
control and control o\ cr thc TO entry. 111 application of the control standard, responsibility for 
being thc scndcr s l ~ o ~ ~ l d  be attributed solcly to the \ isitor. 

The same situation allows, howc\.cr, for gray arcas and for circumstances involving a b ~ s c  

For instance, the offcror o f a  wcb sitc may cntcr its ow11 namc into the FROM line. In that casc, 
ultimate control oL8cr scnding the EMail mcssagc rcinalns with tlic visitor. A reasonable solution 
is to considcr thc fact that thc visitor- has less control ovcr tlic EMail mcssagc than in the first 
scenario, such as limited control ovcr editorial contcnt. The \,isitor may also not bc aware of thc 
cornplctc contcnt of the EMail mcssagc bccausc an oft'cror may add additional, somctimcs 
~~nant~cipa tcd .  contcnt to the contcnt of thc mcssagc, sucli as by-lines, disclaimers, or 
ad\.ertiscments. 

Again, thc control critcrion helps rcsolvc tlic matter: Both parties to the transaction l ~ a \ ~ c  
cxcrciscd control ovcr various aspects of the transaction. Therefore, both sl~ould be dccmcd the 
scndcr, each rcsponsiblc for the aspects of the EMail mcssagc ovcr which i t  was able to cxcrcisc 
control. 

Thc control issuc helps also understand tlic solution in the cvcnt ofabuse. An ofl'eror of a n,cb 
sitc mail facility may collect EMail addresses and scnd EMail mcssagcs a~~tomatically, without 
approval or other action by the \ isitor. That would constitute abusc. Abscnt any controlling 
influcncc by the visitor, the scnding should be attributed solcly to thc web sitc offcror. 

Thc same conclusion would casily apply to a \\-cb mail scrvicc that surrcptiously sends EMail 
mcssagcs to the addresses it has collcctcd in its mail systems. e\.cn as its Lwrs had cntcl-cd tlic 
addrcsscs into address books on thc offcror's servers. 

Likewise, the criterion of control helps assign rcsponsibility when a web sitc generates an EMail 
body with invisible markcrs or HTML tags designed ior display only when thc EMail is opened. 
In that casc. the wcbsitc retains some control ovcr the contcnt. and the visitor cxcrciscs control 
ovcr the sending of the Email. Both should be deemed scndcrs. 

3 . Question ldcntiticd by the C'ommission 

Should the Commission ~ ~ s c  its autl~ority in Scc. 13 to issue regulations claritj/ing u.110 mccts the 
definition of "scndcr" under tlic Act? If so. how'? 



Comment 

l3ascd on the abo\.c tcclinical sccnarios. tlrcl-c is a ncctl ti)r clarilication. by rcgillation. to attribute 
~.csponsibility to the scndcr ol'I'hlail mcssagcs. Tlicrc arc \-arious tcclinical settings \\.licrc more 
tlian one person inllucnccs the cl-cation and scnding of Eblail mcssagcs. 

The simplest solutio~i appcarh to allocatc rchponsibility according to the control cxcrciscd: 

To the visitor: In instances \~.hcrc the \ isitor's 1:Mail client is used to scnd EMail and the L  sito or 
cxcrciscs complctc control o ~ c r  the contctit. 

To the ~ v c b  sitc: In lnstanccs ~vhcrc only tlic web site C X C ~ C ~ S C S  control over the contcnt crcation 
and scnding of the Eblail, especially in the c ~ c n t  of abuse of trusted information pro\.idcd by 
visitors to the web sitc for- a specific purposc known to the visitor. 

To both: I n  ~nstanccs Ivhorc cditor~al contcnt arc shared by web sitc and visitor, and thc act of 
scnding of the EMail occurs from a mail scrvcr integrated into the web sitc, i~nlcss the web sitc 
docs not add contcnt not disclosed to the visitor and the visitor is tcclinically in a position to 
create or modify the contcnt in ~ t s  cntircty. 

As to tlic how of regulations to be drafted, the a b o ~  c control criterion cottld establish a i~scf i~ l  
standard. 

By way of clarifying regulation. the Commission could, additionally, require that those web sites 
which offcr tlic ability to gcncratc and scnd EMail offcr thc visitor a preview page tliat enables 
the visitor to scc the complctc EMail mcssagc bcfbrc electing to click on a web sitc button tliat 
triggers tlic scnding of the EMail mcssagc, or a n  cquivalcnt solution that lets tllc visitor makc an 
informcd decision of the cntircty of the EMail mcssagc. 

Such a clarificat~on is not necessary lbr a web s ~ t c  that merely transfers EMall data Crom the i\cb 
~ i t c  to the \ isitor's o v n  client EMail program bccai~sc full control would remain w ~ t h  tlic \'isitor. 
A claritjiing commcnt lrom the Conimission, to tliat effect, would, however, bc very helpful. 

Finally, i t  would be also uscfi~l to have thc Commission comment on to what extent a party can 
disclaim their actions tlil-ougli the tcrms of use or tcrms and conditions for using a web sitc. 
Providers of web scrviccs may be liclpcd by permitting them to avoid allegations of spamming 
undcr the CAN SPAM Act, by ~varranting in tlicir tcrms of use that the owner of the sitc will not 
collcct EMail addrcsscs of third party recipients of contents horn it sitc and tliat abusing visitors 
to a web sitc, and abusers of material fi-on1 the web sitc, shall indemnify the web sitc operator for 
a11 claims ofspamming undcr tho Act. 

C'lcmcns Kocliinkc 
Bcrlincr, C'orcoran &i Ko\vc. LLP  




