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Higgins
1: a species of Tasmanian long-tailed mouse

2: the name of an open source collaboration of
IBM, Novell, Oracle, Parity...



Multiple digital identities...

» eCommerce (e.g. Amazon, eBay)
» Social Networking (e.g. LinkedIn)

* Book club

* Professional networks
» Dating networks

» eGovernment
» Healthcare System
» Corporate Directories

» Second Life
» Croquet

* WOW

» SharePoint



...each in its own context/silo

» eCommerce (e.g. Amazon, eBay)

» Social Networking (e.g. LinkedIn)
* Book club

* Family

* Professional networks

« Dating networks » eGovernment

» Healthcare System
» Corporate Directories

» Second Life
» Croquet

* WOW

» SharePoint




Interoperability requires a new
abstraction



[dentity is about the linkages
between multiple contexts

Interoperability is created when you can
create links between aspects of a digital
identity in different contexts. Bridging
contexts.




Contexts and Digital Subjects

.

Digital Subjects are sets of attributes and
relationships.

= Context determines appropriateness

= Privacy policy must be defined in context



This is “you.” (Nothing but a set of links!)

Second Life
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Dept. of Motor
Vehicles

Social Security
Administration

Other Digital Subjects { ®



Links are where the action is

= Single sign on (authentication)

= Cross contextual claim presentation
= Federation

= Cross contextual facet linking
= User-centricity

The user is the bridge

= Social Networks



Contexts and Links

Relationships (e.g. “knows”)

Correlations

Social Networks

Family Second Life

Dept. of Motor
Vehicles

/

Social Security
Administration

Other Digital Subjects { ®
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Digital Subjects are exposed as i-cards
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i-cards
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i-cards
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Linda Johnson

- KITCHEN (What you and Best Buy say about you
right now)




o Child: Sarab: born Jan 12 2001, Kindergarten, Heath
School, friends: Lesley, Jacob, Tamara, Fesse

e House: 123 Main street, Buena Vista, Colorado;
Purchased 3/2005; GMAC Mortgage(owe:$245,256)

o Suppliers: JFeremy’ lawn service(303) 231-8899; Always
Oil Delrvery; Jim'’s Lawn Care;

e Credit Card: Capital One Visa: 4239-4876-3425-2980
e Banking: BofA: 9111-099-234-990 ($1,222.98)



1) Work

www.rei.com

e Employer: REI, 23 Chestnut Street, Buena Vista, CO
32040

® Phone: (303) 236-9981; Fax: (303) 236-9980

o Employee: #290-21; hired 5/4/2003; Salary: $56,500; 2
~weeks vacation; Blue Cross family medical; KeyCard:

23-09-23; permissions: levely; password: ******

o Email: jjones@rei.com.

 Top 100 Sales Club 2005; Manager: Fred Ferndale



Alumnae

e University of Colorado

e Housing: Harkness House

e Graduated: 1995; BA Communication.
e Employer: REI

o Afhliations: Varsity Softball 2003, 2004



LY

BlueCross
BlueShield

Healthcare

® HMO: Blue Cross Blue Shield: Group 1d #3236758-3
® Primary: Dr: James Levine
e Physical: O-neg 149/6

e Fitness: Power Yoga, walk § miles/week




Social

* Blog: bttp://www.blogger.com/on-a-clear-day

® Personal: szngle, white, femnale, age 34; 1481b; §’10”
» Looking for: friendship with opposite sex

e Friends: Rebecca, Samantha, lamara, fames...



W UNITED

) AmericanAirines

Orm

Travel

® Frequent Flier Pro grams

o United.com - united.com, user id #00593045, password ****,
~window seat, 303-256-9976, emergency contact, Visa #4703-002
-098-3988..., street, city, state, zip

e American - aa.com, user id #2038-334-430, password ¥,
~window seat, no meal preference, 303-256-9976,...

¢ Car Rental Programs

o Awis: My Avis profile: Country: USA, Avis Wizard Number: 234

~523-783, personal itineraries, reservations, rental receipts, ...

AVIS ==
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eGovernment

RMYV: Drivers license
= Jd: G304-98-4656
= DOB:8/28/70
= Address: 123 Main St. Buena Vista, Colorado
= FEtc.

= SSN: 304-98-4656
= Address: 123 Main St. Buena Vista, Colorado
= FEtc.

*  Years filed: 2006, 2005, 2004, 2003, ...

» Status: Single, 1 dependent

= Address: 123 Main St. Buena Vista, Colorado
=  Last audited: <never>

= FEtc.
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Multiple Identities with
One Point of Control

SFA. HR, Erc. eE
Enterprise eCommerce
Ao Sites Healthcare
PP United com Si.tes LinkedIn com
Associations o
H WebMD com S % S
Alumni, etc. | ocial Sites
Match com

eGovernment

N

Healthcare

Shopping Social

Home &
Personal

You

I-cards
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flickr

The best way to store, search,
sort and share your photos.

The wavelats flung it hers, this sea-gliding creature, this strands cresture like @ weed. - Higs Doime

Find a photo of... Explore Flickr ‘-:;
 co | Browss interesting photas Ei;;i
shared over ne 13t 7 s,

Or, browse lar tags?
e oGR8 popUlar camAras with Cansea Fnder

Browser + Extension . o
Protection and Projection

of Identity Attributes

e Authentication

Ry e —m e Personalization
*Blinded data

*3D avatars?




[-Card Selector User Interface

ﬂ Windows CardSpace

(€ Choose a card to send fo; www identityblog.com

To see or edit card data before you send it, select a card, and then click Previesy, To create a new card,
click &dd a card and then click Add,

Add a card

Your other cards:
: Back up cards

Restore cards

SRR (A
Preferences

~ Linda Johnson

Tl
- TCHEN 38 @n‘gunq Add a card Dielete all cards

L] (13
IEWLEDL FORBLL

. . Disable wWindows
Higgins Demo Card paul@socialy CardSpace

Wikich card shiould I
serd?

Help

Clle Oon a Card Learn maore about this

site




...you're signed in.

(No password required)



i-cards



Alreary a maminer? Sig i

flickr

The best way to store, search,
sort and share your photos.

o, lgarn mers.
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Find a phota of_.. . Explors Flickr ‘_:;
-
E— S—
e e ’
B PR REI Employe e
. - )
E m.pel:sa __.,n i
o C L2 4 :H
e | %/ Amex
o -

’" = ' Second Life

Higgins Service

Identity Providers



Kerberos

X509
AL S——t
LDAP. CardSpace™
leerty ]NDI

OpenlD
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An Interoperability Framework

. Higgins Browser Eclipse RCP Identity Relying
A
pps and Services Extension Apps Providers Parties
Higgins Framework
Plug-ins

/ N\ S

Protocol Providers implement protocols CardSpace OpenID ‘ RSS SSE ‘ HTML ‘
for interacting with Relying Parties Forms
I-Card Providers implement CardSpace Managed ‘ CardSpace Higgins' ‘
identity protocols and card types (WS-Trust) Personal Relationship
Token Providers implement different SAMIL, X509 Kerberos UN/PS Idemix
kinds of security tokens
IdAS Context Providers connect to different JNDI / Enterprise Active Comms
RDF/OWL . .
identity data sources LDAP Apps Directory Clients




Higgins delivers

A consistent user experience based on i-cards
= Any identity protocol
= Any token data type
= Any kind of identity data
= Any identity data source

= Any platform
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higgins is glue



higgins

1: a species of Tasmanian long-tailed mouse
2: the name of an open source project

3: a kind of glue



=)

http:/ /eclipse.org/higgins

Paul Trevithick, Higgins Architect

paul@socialphysics.org
paul@parityinc.net
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