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I nteragency Cui delines Establishing Standards for Safeguarding
Custonmer Information and Resci ssion of Year 2000 Standards for Safety
and Soundness

AGENCI ES: The O fice of the Conptroller of the Currency, Treasury;
Board of Governors of the Federal Reserve Systenm Federal Deposit
I nsurance Corporation; and O fice of Thrift Supervision, Treasury.

ACTI ON: Joint notice of proposed rul e making.

SUMMARY: The O fice of the Conptroller of the Currency, Board of
Governors of the Federal Reserve System Federal Deposit |nsurance
Corporation, and Ofice of Thrift Supervision, (collectively, the
Agenci es) are requesting conment on proposed Guidelines establishing
standards for safeguardi ng custoner information published to inplenent
sections 501 and 505(b) of the Gramm Leach-Bliley Act (the GL-B Act or
Act) .

Section 501 of the G L-B Act requires the Agencies to establish
appropriate standards for the financial institutions subject to their
respective jurisdictions relating to adm nistrative, technical, and
physi cal safeguards for custoner records and infornmation. These
saf eguards are intended to: Insure the security and confidentiality of
custoner records and infornmation; protect agai nst any anti ci pated
threats or hazards to the security or integrity of such records; and
protect agai nst unauthorized access to or use of such records or
information that could result in substantial harm or inconvenience to
any custoner. The Agencies are to inplenent these standards in the sane
manner, to the extent practicable, as standards prescribed pursuant to
section 39(a) of the Federal Deposit Insurance Act (FDI Act). The
proposed Cuidelines inplenent the requirenents of the G L-B Act.

The Agenci es previously issued guidelines establishing Year 2000
saf ety and soundness standards for insured depository institutions
pursuant to section 39 of the FDI Act. Since the events for which these
gui del i nes were issued have passed, the Agenci es have concl uded t hat
the guidelines are no | onger necessary and propose to rescind the
gui delines as part of this rul emaking.

DATES: Comments nust be received not |ater than August 25, 2000.

ADDRESSES: Comments should be directed to: Ofice of the Conptroller of
the Currency (OCC): Conmunications Division, Ofice of the Conptroller
of the Currency, 250 E Street, SW, Third Floor, Washington, DC 20219,
Attention: Docket No. 00-13; Fax nunber (202) 874-5274 or Internet
address: regs.coments@cc. treas.gov. Coments may be inspected and
phot ocopi ed at the OCC s Public Reference Room 250 E Street, SW

Washi ngton, D.C., between 9:00 a.m and 5:00 p.m on business days. You
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can nake an appointnent to inspect the comments by calling (202) 874-
5043.

Board of Governors of the Federal Reserve System (Board): Comments,
whi ch should refer to Docket No. R- 1073, nmay be nailed to Ms. Jennifer
J. Johnson, Secretary, Board of Governors of the Federal Reserve
System 20th and C Streets, NW Washi ngton, DC 20551 or nmil ed
electronically to regs.conments@ eder al reserve. gov. Comments addressed
to Ms. Johnson al so nmay be delivered to the Board's nmail room between
8:45 a.m and 5:15 p.m and to the security control room outside of
those hours. Both the mail room and the security control roomare
accessible fromthe courtyard entrance on 20th Street between
Constitution Avenue and C Street, NW Coments may be inspected in Room
MP-500 between 9 a.m and 5 p.m, pursuant to Sec. 261.12, except as
provided in Sec. 261.14, of the Board's Rul es Regarding the
Availability of Information, 12 CFR 261. 12 and 261. 14.

Federal Deposit Insurance Corporation (FDIC): Send witten comments
to Robert E. Fel dman, Executive Secretary, Attention: Comments/CES,
Federal Deposit |nsurance Corporation, 550 17th Street, NW,
Washi ngt on, DC 20429. Comments al so nay be nail ed el ectrom caI ly to
comrents@d| c.gov. Comments may be hand delivered to the guard station
at the rear of the 17th Street building (located on F Street) on
busi ness days between 7 a.m and 5 p.m; Fax nunber (202) 898-3838.
Conments may be inspected and photocopied in the FDIC Public
I nformati on Center, Room 100, 801 17th Street, NW, Washington, DC
20429, between 9 a.m and 5:00 p.m on business days.

O fice of Thrift Supervision (OIS): Send conments to Manager,
D ssem nation Branch, Infornmation Managenent & Services Division,
Ofice of Thrift Supervision, 1700 G Street, NW, |lower |evel from9: 00
a.m to 5:00 p.m on business days. Send facsinile transm ssions to Fax
nunber (202) 906-7755 or (202) 906-6956 (if the comment is over 25
pages). Send email to public.info@ts.treas.gov and include your nane
and tel ephone nunmber. Interested persons may inspect comments at 1700 G
Street, NW, from9 a.m until 4 p.m on Tuesdays and Thur sdays.

FOR FURTHER | NFORMATI ON CONTACT:

OCC. Mark Tenhundfeld, Assistant Director, Legislative and
Regul atory Activities Division, (202) 874-5090; John Carlson, Acting
Deputy Director for Bank Technol ogy, (202) 874-5013; Deborah Katz,
Seni or Attorney, Legislative and Regulatory Activities Division, (202)
874-5090; or Jeffery Abrahanson, Attorney, Legislative and Regul atory
Activities Division, (202) 874-5090.

Board: Heidi Richards, Manager, Division of Banking Supervision and
Regul ation, (202) 452-2598; or Stephanie Martin, Managi ng Seni or
Counsel, Legal Division, (202) 452-3198.

For the hearing inpaired only, contact Janice Sinms,

Tel econmuni cati on Device for the Deaf (TDD) (202) 452-3544, Board of
Governors of the Federal Reserve System 20th and C Streets, NW,
Washi ngt on, DC 20551.

FDI C. Thomas J. Tuzinski, Review Exam ner, Division of Supervision,
(202) 898-6748; Jeffrey M Kopchik, Senior Policy Analyst, Division of
Supervi si on, (202) 898-3872; or Robert A Patrick, Counsel, Legal
Di vi sion, (202) 898-3757.

OrS: Paul R Reymann, Senior Project Manager, Technol ogy Ri sk
Management, (202) 906-5645; or Christine Harrington, Counsel, Banking
and Fi nance,
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Regul ations and Legi sl ati on Division, (202) 906-7957.

SUPPLEMENTARY | NFORMATI ON: The contents of this preanble are listed in
the follow ng outline:

I . Background
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I'l. Section-by-Section Analysis
I1l. Regulatory Analysis

A. Paperwork Reduction Act

B. Regulatory Flexibility Act

C. Executive Order 12866

D. Unfunded Mandates Act of 1995
IV. Solicitation of Comments on Use of Plain Language

I . Background

On Novenber 12, 1999, President dinton signed the GL-B Act (Pub
L. 106-102) into law. Section 501, entitled Protection of Nonpublic
Personal Information, requires the Agencies and the Securities and
Exchange Conmi ssion, the National Credit Union Adm nistration, and the
Federal Trade Conmi ssion to establish appropriate standards for the
financial institutions subject to their respective jurisdictions
relating to the adm nistrative, technical, and physical safeguards for
custoner records and infornmation. These safeguards are intended to: (1)
Insure the security and confidentiality of customer records and
information; (2) protect against any anticipated threats or hazards to
the security or integrity of such records; and (3) protect against
unaut hori zed access to or use of such records or information that woul d
result in substantial harm or inconveni ence to any custoner.

Section 505(b) of the G L-B Act provides that these standards are
to be inplenented by the Agencies in the sanme manner, to the extent
practicabl e, as standards prescribed pursuant to section 39(a) of the
FDI Act.\1\ Section 39(a) of the FDI Act authorizes the Agencies to
establish operational and nanagerial standards for insured depository
institutions relative to, anong other things, internal controls,

i nformati on systens, and internal audit systens, as well as such other
operational and managerial standards as the Agencies determne to be
appropriate. These standards may be issued as guidelines or

regul ations. Wiile this proposal is in the formof guidelines, the
Agenci es solicit conment on whether the final standards should be
issued in the formof guidelines or as regul ations.\2\

\1\ Section 39 applies only to insured depository institutions,
i ncluding insured branches of foreign banks. The Gui deli nes,
however, will also apply to certain uninsured institutions, such as
bank hol di ng conpani es, certai n nonbank subsidiaries of bank hol ding
conpani es and insured depository institutions, and uninsured
branches and agenci es of foreign banks. See section 501 and 505(b)
of the G L-B Act.

\2\ The OTS proposes to place its information security
gui delines in Appendix Bto 12 CFR part 570, with the provisions
i mpl enmenting section 39 of the FDI Act. At the sane tine, the OIS
proposes a regulatory requirenent that the institutions the OIS
regul ates conply with the proposed guidelines. Because information
security guidelines are sinmlar to physical security procedures, the
OTS proposes including a provision in 12 CFR part 568, which covers
primarily physical security procedures, requiring conpliance with
the guidelines in Appendix B to part 570.

The proposed Cuidelines apply to "~ “nonpublic personal infornation'
of ““custoners'' as those ternms are defined in the Agencies' privacy
rul es published in accordance with Title V of the GL-B Act (the
Privacy Rule). See Privacy of Consuner Financial Information, 65 FR
35162 (June 1, 2000).\3\ Under section 503(b)(3) of the G L-B Act and
the Privacy Rule, financial institutions will be required to disclose
their policies and practices with respect to protecting the
confidentiality, security, and integrity of nonpublic persona
information as part of the initial and annual notices to their



7/6/00

custoners. Key conponents of the proposed Cuidelines were derived from
security-rel ated supervisory gui dance previously issued by the Agencies
and the Federal Financial Institutions Exam nation Council (FFIEC).

\'3\ Where the Supplenentary Infornmation refers to a section of
the Privacy Rule, it will preface the common section nunber with
T ''", as each Agency has a different part nunber.

The texts of the Agencies' proposed Cuidelines are substantively
i dentical. The Agencies request comment on all aspects of the proposed
Guidelines as well as comment on the specific provisions and issues
hi ghlighted in the section-by-section anal ysis bel ow. Those commenters
who believe that the proposed Guidelines would i npose undue burdens on
financial institutions should identify which parts of the Guidelines
they believe i npose excessive burdens and descri be the burdens. Those
commrenters shoul d al so discuss either: (1) Alternative nethods that
woul d acconplish the sanme purpose; or (2) why the intended purpose is
unnecessary or should be nodified.

The Agencies also seek comments on the inpact of this proposal on
communi ty banks. The Agenci es recogni ze that community banks operate
with nore limted resources than larger institutions and nmay present a
different risk profile. Thus, in addition to review ng comments, each
Agency wi |l endeavor to assess the potential inpact and burden that the
proposal may inmpose on community banks during the comment period. The
Agenci es al so specifically request coment on the inpact of this
proposal on comunity banks' current resources and avail abl e personne
with the requisite expertise. Commenters should di scuss whether (1) The
standards are reasonable and realistic for community banks, and (2)
whet her the goals of the proposed regul ation could be achieved, for
communi ty banks, through an alternative approach. Based on the comments
recei ved, the Agencies will consider whether there is a need to devel op
a conpliance guide for conmunity banks and other smaller institutions
in conjunction with the final Guidelines.

As proposed, the Guidelines will appear as an appendi x to each
Agency's Standards for Safety and Soundness. For the OCC those
regul ati ons appear at 12 CFR part 30; for the Board at 12 CFR part 208;
for the FDIC at 12 CFR part 364; and for the OIS at 12 CFR part 570.
The Board is also anending 12 CFR parts 211 and 225 to apply the
Guidelines to other institutions that it supervises.

The Agencies will apply the rules already in place to require the
submi ssion of a conpliance plan in appropriate circunstances. For the
OCC t hose regul ations appear at 12 CFR part 30; for the Board at 12 CFR
part 263; for the FDIC at 12 CFR part 308, subpart R, and for the OIS
at 12 CFR part 570. This proposal nekes conforning changes to the
regul atory text of these parts

Resci ssion of Year 2000 Standards for Safety and Soundness. The
Agenci es previously issued guidelines establishing Year 2000 safety and
soundness standards for insured depository institutions pursuant to
section 39 of the FDI Act. Because the events for which these
gui del i nes were issued have passed, the Agenci es have concl uded t hat
the guidelines are no | onger necessary and propose to rescind the
gui delines as part of this rulenmaking. These gui delines appear for the
OCC at 12 CFR part 30, appendix B and C, for the Board at 12 CFR part
208, appendix D-2; for the FDIC at 12 CFR part 364, appendix B; and for
the OIS at 12 CFR part 570, appendi x B. The Agenci es request conmment on
whet her the rescission of these appendices is appropriate.

Il. Section-by-Section Analysis

The di scussion that follows applies to each of the Agencies
proposed Cui deli nes.
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Appendix _ to Part __ --Interagency CQuidelines Establishing
St andards for Safeguardi ng Custoner |nfornation

I. Introduction

Proposed paragraph |. sets forth the general purpose of the
proposed Cuidelines, which is to provide guidance to each financia
institution in establishing and inplenenting adninistrative, technical
and physical safeguards to protect the security, confidentiality, and
integrity of customer information. This paragraph also sets forth the
statutory authority for the proposed Cuidelines, including section
39(a) of the FDI Act (12 U.S.C. 1831p-1) and sections 501 and 505(b) of
the GL-B Act (15 U. S.C. 6801 and 6805(b) ).

I. A Scope

Paragraph I.A describes the scope of the proposed Cuidelines. Each
Agency defines specifically those entities within its particular scope
of coverage in this paragraph of the proposed Guidelines. \4\

\4\ While the OIS generally regul ates savings and | oan hol di ng
conpani es under the Hone Omers Loan Act (12 U S.C. 1461 et seq.), a
di fferent Federal functional regulator, a state insurance authority,
or the Federal Trade Conmi ssion may establish standards for
saf eguardi ng custoner information as to that hol ding conpany under
section 505 of the G L-B Act, depending on the nature of the hol ding
conpany's activities.

|.B. Preservation of Existing Authority

Paragraph |.B. makes clear that in issuing these proposed
Gui del i nes none of the Agencies is, in any way, linmting its authority
to address any unsafe or unsound practice, violation of |aw, unsafe or
unsound condition, or other practice, including any condition or
practice related to safeguardi ng custoner information. Any action taken
by any Agency under section 39(a) of the FDI Act and these Cuidelines
may be taken independently of, in conjunction with, or in addition to
any other enforcenent action available to the Agency.

I.C. Definitions

Paragraph I.C. sets forth the definitions of various terns for
pur poses of the proposed Guidelines. \5\

\5\ In addition to the definitions discussed bel ow, the Board's
guidelines in 12 CFR parts 208 and 225 contain a definition of
““subsidiary,'' which describes the state nenber bank and bank
hol di ng conpany subsidiaries that are subject to the Guidelines.

I.C.1. In Genera

Paragraph I.C. 1. provides that terns used in the proposed
Gui del i nes have the same neanings as set forth in sections 3 and 39(a)
of the FDI Act (12 U. S.C 1813 and 1831p-1), except to the extent that
the definition of the termis nodified in the proposed Quidelines or
where the context requires otherw se.
I.C. 2. Custoner Information

Proposed paragraph |1.C. 2. defines custoner information. Custoner
i nformation includes any records, data, files, or other information
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cont ai ni ng nonpublic personal information, as defined in section
__.3(n) of the Privacy Rule, about a custonmer. This includes records in
paper, electronic, or any other formthat are within the control of a
financial institution or that are nmaintai ned by any service provider on
behal f of an institution. Although the GL-B Act uses both the terns
““records'' and “Cinformation,'' for the sake of sinplicity, in the
proposed Cuidelines the term  “custoner infornmation'' enconpasses al
customer records

Section 501(b) refers to safeguarding the security and
confidentiality of ~“custoner'' information. The term  “custoner'' is
al so used in other sections of Title V of the GL-B Act and has been
defined by the Agencies in the Privacy Rule interpreting these sections
to include those consuners who have a custoner relationship with the
institution. This term does not cover business customers, or consuners
who have not established an ongoing relationship with a financia
institution (e.g. those that nerely use an institution's ATM or apply
for a loan). See sections _ .3(h) and (i) of the Privacy Rule.

The Agenci es propose defining " “custoner'' for purposes of the
Gui delines consistently with the Privacy Rule. However, the Agencies
have consi dered whether the scope of the Guidelines should apply to
records regarding all consuners, the institution's consunmer and
business clients, or all of an institution's records. The Agencies
solicit comment on whether a broader definition would change the
i nformati on security programthat an institution would inplenent, or
whether, as a practical nmatter, institutions would respond to the
Gui delines by inplenenting an information security programfor al
types of records under their control rather than segregating
““custoner'' records for special treatnent.
I.C. 3. Custoner

Proposed paragraph |.C. 3. defines custoner. Custoner would include
any custoner of an institution as defined in section __.3(h) of the
Privacy Rule. A custoner is a consuner who has established a continuing
relationship with an institution under which the institution provides
one or nore financial products or services to the consunmer to be used
primarily for personal, fam |y or househol d purposes.
|.C. 4. Service Provider

Proposed paragraph |1.C. 4. defines a service provider as any person
or entity that mmintains or processes custoner information on behal f of
an institution, or is otherwi se granted access to custoner infornation
through its provision of services to an institution.
I.C.5. Board of Directors

Proposed paragraph |1.C. 5. defines board of directors to nean, in
the case of a branch or agency of a foreign bank, the nmanaging officia
in charge of the branch or agency. \6\

\ 6\ The OTS version of the guidelines does not include this
definition because the OIS does not regulate foreign institutions.
Section | of the OIS guidelines has been renunbered accordingly.

I.C. 6. Custoner Infornmation System

Proposed paragraph |1.C. 6. defines custoner infornmation systemto be
el ectronic or physical nethods used to access, collect, store, use,
transmt and protect custoner information.

Il. Standards for Safeguardi ng Custoner |Infornmation
Il.A Information Security Program

The proposed Cuidelines describe the Agencies' expectations for the
creation, inplementation, and nai ntenance of an information security

program This program nust include administrative, technical, and
physi cal safeguards appropriate to the size and conplexity of the
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institution and the nature and scope of its activities. The proposed
Gui del i nes describe the oversight role of the board of directors in
this process and managenent's continuing duty to evaluate and report to
the board on the overall status of this program The four steps in this
process require an institution to: (1) ldentify and assess the risks
that may threaten custoner infornmation; (2) develop a witten plan
containing policies and procedures to nanage and control these risks;
(3) inplenment and test the plan; and (4) adjust the plan on a
continuing basis to account for changes in technol ogy, the sensitivity
of customer information, and internal or external threats to

i nformati on security. The proposed Cuidelines also set forth an
institution's responsibility for overseeing outsourcing arrangenents.

Il1.B. bjectives

Proposed paragraph I1.B. describes the objectives for an
i nformati on security programto ensure the security and
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confidentiality of customer infornation, protect against any
anticipated threats or hazards to the security or integrity of such

i nformati on, and protect against unauthorized access to or use of
custoner information that could either: (1) Result in substantial harm
or inconvenience to any custoner; or (2) present a safety and soundness
risk to the institution. For purposes of the CQuidelines, unauthorized
access to or use of custonmer information does not include access to or
use of custoner information with the customer's consent. The Agencies
request conment on whether there are additional or alternative

obj ectives that should be included in the Guidelines.

I1l. Develop and I nplenent Information Security Program
I1l.A Involve the Board of Directors and Managenent

Proposed paragraph I11.A. describes the involvenent of the board
and nanagenent in the devel opment and inpl enentati on of an infornation
security program The board's responsibilities are to: (1) Approve the
institution's witten information security policy and programthat
complies with these Guidelines; and (2) oversee efforts to devel op
i mpl ement, and naintain an effective informati on security program
including the regular review of nmanagenent reports.

The three responsibilities for managenent in the devel opnent of an
informati on security programare to: (1) Evaluate the inpact on the
institution's security program of changi ng busi ness arrangenents (e.g.
mergers and acquisitions, alliances and joint ventures, outsourcing
arrangenents), and changes to custoner information systens; (2)
docunent conpliance with these Guidelines; and (3) keep the board
informed of the current status of the institution's information
security program e.g., report to the board on a regular basis on the
overall status of the information security program including materia
matters related to: Risk assessnent; risk nmanagenment and contro
decisions; results of testing; attenpted or actual security breaches or
viol ati ons and responsive actions taken by managenent; and any
recomendations for inprovenents to the infornmation security program

The Agencies specifically invite comment regarding the appropriate
frequency of reports to the board. Should the Guidelines specify
reporting intervals--nonthly, quarterly, annually? How regularly should
managenent report to the board regarding the institution's information
security programand why are these intervals appropriate? Should the
Guidelines require that the board designate a Corporate Information
Security O ficer or other responsible individual who woul d have the
authority, subject to the board's approval, to devel op and admi ni ster
the institution's information security progranf
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I11.B. Assess Risk

Proposed paragraph 111.B. describes the risk assessment process
that shoul d be devel oped as part of the infornmation security programin
order to neet the objectives of the Guidelines. First, a financia
institution should identify and assess risks that may threaten the
security, confidentiality, or integrity of custoner information,
whet her in storage, processing, or transit. The risk assessnent should
be nmade in light of an institution's size, scope of operations, and
technol ogy. Institutions should determi ne the sensitivity of custoner
information to be protected as part of this analysis.

Next, a financial institution should conduct an assessnent of the
sufficiency of existing policies, procedures, custoner infornmation
systens, and other arrangenents intended to control the risks it has
identified. Finally, the financial institution should nonitor,
eval uate, and adjust its risk assessnment, taking into consideration any
technol ogi cal or other changes or the sensitivity of the information.

I1l.C. Manage and Control Risk

Proposed paragraph I11.C. describes the elenents of a conprehensive
ri sk managenent plan designed to control identified risks and to
achi eve the overall objective of ensuring the security and
confidentiality of custoner information. It identifies the factors an
institution should consider in evaluating the adequacy of its policies
and procedures to effectively nanage these risks commensurate with the
sensitivity of the information as well as the conplexity and scope of
the institution and its activities. In establishing the policies and
procedures, each institution should consider appropriate:

a. Access rights to custoner information;

b. Access controls on custoner information systens, including
controls to authenticate and grant access only to authorized
i ndi vi dual s and conpani es;

c. Access restrictions at |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
storage facilities;

d. Encryption of electronic custoner information, including while
intransit or in storage on networks or systens to which unauthorized
i ndi vidual s may have access;

e. Procedures to confirmthat custoner information system
nodi fications are consistent with the institution's information
security program

f. Dual control procedures, segregation of duties, and enpl oyee
background checks for enployees with responsibilities for or access to
custoner information;

g. Contract provisions and oversi ght nechanisns to protect the
security of custoner infornmation naintai ned or processed by service
provi ders;

h. Monitoring systens and procedures to detect actual and attenpted
attacks on or intrusions into custoner information systens;

i. Response prograns that specify actions to be taken when
unaut hori zed access to custoner information systens is suspected or
det ect ed;

j. Protection against destruction of custonmer information due to
potential physical hazards, such as fire and water danmge; and

k. Response prograns to preserve the integrity and security of
custoner information in the event of conputer or other technol ogica
failure, including, where appropriate, reconstructing |ost or danaged
custoner information.

The Agencies intend that these el enents accommpdate institutions of
varying sizes, scope of operations, and ri sk nanagenent structures. The
Agencies invite comment on the degree of detail that should be included
in the Guidelines regarding the risk nmanagenent program which el enents
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shoul d be specified in the Quidelines, and any other conponents of a
ri sk managenent programthat shoul d be included.

The Guidelines also provide that an institution's information
security program should include a training conponent designed to teach
enpl oyees to recogni ze and respond to fraudulent attenpts to obtain
custoner information and, where appropriate, to report any attenpts to
regul atory and | aw enf orcenent agenci es.

The information security program al so shoul d include regul ar
testing of systens to confirmthat an institution and its service
providers control identified risks and achi eve the objectives to ensure
the security and confidentiality of custoner infornmation. The tests
shoul d be verified by an independent third party or staff independent
of those who conducted the test. Tests shoul d be docunented.
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The frequency and nature of the testing should be determ ned by the

ri sk assessnent and adj usted as necessary to reflect changes in the
internal and external conditions. The Agenci es request conmment on

whet her specific types of security tests, such as penetration tests or
intrusion detections tests, should be required.

The Agencies invite comment regarding the appropriate degree of
i ndependence that should be specified in the Guidelines in connection
with the testing of information security systens and the revi ew of test
results. Should the tests or reviews of tests be conducted by persons
who are not enployees of the financial institution? If enpl oyees nay
conduct the testing or may review test results, what neasures, if any,
are appropriate to assure their independence?

Finally, the Guidelines describe the need for an ongoi ng process of
nmoni toring, evaluation, and adjustnment of the information security
programin light of any relevant changes in technol ogy, the sensitivity
of customer information, and internal or external threats to
i nformati on security.

I1l.D. Oversee Qutsourcing Arrangenents

Proposed paragraph I11.D. addresses outsourcing. An institution
shoul d exercise appropriate due diligence in managi ng and nonitoring
its outsourcing arrangenents to confirmthat its service providers have
i mpl emented an effective information security programto protect
custoner information and custoner infornation systens consistent with
t hese Gui del i nes.

The Agencies wel come comments on the appropriate treatnment of
out sourci ng arrangenents. For exanple, are industry best practices
avai l abl e regarding effective nonitoring of service provider security
precautions? Do service providers accomobdate requests for specific
contract provisions regarding information security? To the extent that
service providers do not accompdate these requests, how do financial
institutions inplenent effective information security prograns? Shoul d
these Guidelines contain specific contract provisions requiring service
provi der perfornance standards in connection with the security of
customer information?

I1l.E Inplenment the Standards

Proposed paragraph Il11.E describes the tinmng requirenents for the
i npl ementati on of these standards. Each financial institutionis to
take appropriate steps to fully inplenent an information security
program pursuant to these Guidelines by July 1, 2001
I1'l. Regulatory Analysis

A. Paperwork Reduction Act
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FDI C. The FDI C has deternined that the proposed rul e does not
contain any infornmation collections as defined by the Paperwork
Reduction Act (44 U S.C. 3501, et seq.).

B. Regulatory Flexibility Act

OCC. The Regulatory Flexibility Act (5 U.S.C. 601-612) (RFA)
requires an agency to either provide an Initial Regulatory Flexibility
Anal ysis with a proposed rule or certify that the proposed rule wll
not have a significant econonic inpact on a substantial nunber of snall
entities (defined for purposes of the RFA to include banks with |ess
than $ 100 nmillion in assets).

A. Reasons for Proposed Rule

The proposed Cuidelines inplenent section 501(b) of the GL-B Act.
Section 501(b) requires the OCC to publish standards for financial
institutions subject to its jurisdiction relating to adm nistrative,
techni cal, and physical standards to: (1) Insure the security and
confidentiality of customer records and information; (2) protect
agai nst any anticipated threats or hazards to the security or integrity
of such records; and (3) protect agai nst unauthorized access to or use
of such records or information which could result in substantial harm
or inconveni ence to any custoner.

The OCC does not expect that this rule, if adopted, would have the
threshold inpact on snmall entities. The rule woul d adopt guidelines
that are to be inplenented by each institution within the OCC s prinary
jurisdiction in a way that is appropriate for that institution. Thus,
the burden stemming fromthis rule is likely to be | ess on snall
institutions. Moreover, institutions regulated by the OCC, regardless
of size, likely already have in place certain policies and procedures
that would satisfy at | east some of the guidelines. However, the OCC
invites conment on the burden that likely will result on snall
institutions fromthis rul emaki ng, and has prepared the foll ow ng
anal ysi s.

B. Statenent of Objectives and Legal Basis

The objectives of the proposed Cuidelines are described in the
Suppl enentary Infornmation section. The | egal bases for the proposed
rule are 12 U S.C. 93a, 1818, 1831p-1, and 3102(b), and 15 U S.C. 6801
and 6805(b)(1).

C. Description of Snmall Entities to Wiich the Rule WII Apply

The proposed rule would apply to all national banks, Federa
branches and Federal agencies of foreign banks, and any subsidiaries of
such entities with assets under $100 million

D. Projected Reporting, Recordkeeping and O her Conpliance Requirenents

The OCC does not believe that the proposed rul e i nposes any
reporting or any specific recordkeeping requirenents wthin the meaning
of the RFA. The proposed rule requires all covered institutions to
develop an information security programto safeguard customner
information. An institution must assess risks to custoner infornmation,
establish policies, procedures and training to control risks, test the
program s effectiveness, and nmanage and nonitor its service providers.
These requirenents will apply to all institutions subject to the OCC s
jurisdiction, regardless of their size.

Because the infornmation security program described in the proposed
Guidelines reflects existing supervisory gui dance already issued by the
OCC and the FFIEC, as well as sound business practices, the OCC
bel i eves that nost institutions already have such a programin place.
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Accordingly, the OCC believes that nost covered institutions wll

al ready have the expertise to develop, inplenent, and nmaintain the
program including the skills of conputer security professionals and

| awyers. However, sone institutions nay need to fornmalize or enhance
their information security prograns. The OCC is concerned about the
potential inpact of the proposed Guidelines on conmunity banks and will
be reviewing current information security practices at snaller
institutions. The OCC invites comment on the costs of establishing and
operating an infornmation security program

E. Identification of Duplicative, Overlapping, or Conflicting Federa
Rul es

The OCC is unable to identify any statutes or rules which would
overlap or conflict with the requirenent to develop and inpl enent an
i nformati on security program The OCC seeks coment and information
about any such statutes or rules, as well as any other state, |ocal, or
industry rules or policies that require a covered institution to
i mpl ement busi ness practices that would conply with the requirenments of
t he proposed rule.
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F. Discussion of Significant Alternatives

The G L-B Act requires that the Agencies issue standards to
saf eguard custonmer information. However, the G L-B Act al so states that
the standards should be inplenented in the sane manner, to the extent
practicabl e, as standards issued under section 39(a) of the FD Act.
Therefore, the standards have been issued as Guidelines and in a form
that resenbles all of the other standards prescribed by the Agencies
thus far under section 39(a).

In addition, the GL-B Act requires that standards be devel oped for
all institutions, wthout exception. Therefore, the proposed Cuidelines
apply to institutions of all sizes, including those with assets of $100
mllion or |ess. However, the standards in the proposed Cuidelines are
flexible, so that each institution nmay devel op an information security
programtailored to its size and the nature of its operations. The OCC
wel comes comment on any significant alternatives, consistent with the
G L-B Act, that would minimze the inpact on snall entities.

Board: The Regulatory Flexibility Act (5 U S.C. 601-612) (RFA
requires an agency either to publish an initial regulatory flexibility
anal ysis with a proposed rule or certify that the proposed rul e woul d
not have a significant econonic inpact on a substantial nunber of snall
entities. The Board cannot at this tinme determ ne whether the proposed
Gui del i nes woul d have significant econom c inpact on a substantia
nunber of snall entities as defined by the RFA. Therefore, pursuant to
subsections 603(b) and (c) of the RFA, the Board provides the follow ng
initial regulatory flexibility analysis.

A. Reasons for Proposed Rule

The Board is requesting comment on the proposed interagency
Gui del i nes published pursuant to section 501 of the G L-B Act. Section
501 requires the Agencies to publish standards for financia
institutions relating to admnistrative, technical, and physica
standards to: (1) Insure the security and confidentiality of customer
records and information; (2) protect against any anticipated threats or
hazards to the security or integrity of such records; and (3) protect
agai nst unaut hori zed access to or use of such records or information
which could result in substantial harm or inconvenience to any
cust oner .

B. Statenent of Objectives and Legal Basis
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The objectives of the proposed Cuidelines are described in the
Suppl enentary I nfornmation section above. The |legal basis for the
proposed CGuidelines is the GL-B Act, sections 501 and 505 (15 U.S. C
6801 and 6805).

C. Description/Estinmate of Snall Entities to Wiich the Rule Applies

The proposed Cuidelines would apply to approxinmately 9, 500
institutions, including state nenber banks and certain of their
subsi di ari es, bank hol di ng conpanies and certain of their subsidiaries,
state-licensed uninsured branches and agencies of foreign banks, and
Edge and agreenent corporations. The Board estinates that over 4,500 of
the covered institutions are small institutions with assets |ess than
$100 million.

D. Projected Reporting, Recordkeeping and O her Conpliance Requirenents

The G L-B Act and the proposed Cuidelines require a covered
institution to develop an information security programto safeguard
custoner information. The Quidelines will apply to all covered
institutions regardl ess of size. Devel opnent of an information security
program i nvol ves assessing risks to custoner information, establishing
policies, procedures, and training to control risks, testing the
program s effectiveness, and managi ng and nonitoring service providers.
A covered institution may require professional skills to develop an
i nformati on security program including the skills of conputer security
prof essional s and | awyers.

The Board believes that the establishnent of information security
prograns is a sound business practice for the covered institutions that
is already addressed by existing supervisory procedures. Although sone
institutions may need to establish or enhance information security
prograns to conply with the proposed CGuidelines, the cost of doing so
is not known. Neverthless, the Board is concerned about the potential
i mpact on community banks and will be review ng current information
security practices at smaller institutions during the conment peri od.
The Board seeks any information or coment on the costs of establishing
i nformati on security prograns as detailed in the proposed CGuidelines,
particularly for smaller institutions. The Board wel cones conment on
the appropriate |evel of detail and degree of flexibility in the
proposed Cuidelines and on the potential cost of particular provisions
in the proposed Guidelines.

The Board does not believe that there are information collection
requi renents inposed by the proposed CGuidelines.

E. Identification of Duplicative, Overlapping, or Conflicting Federa
Rul es

The Board is unable to identify any statutes or rules which would
overlap or conflict with the requirenent to devel op and i npl enent an
i nformati on security program The Board seeks coment and infornmation
about any such statutes or rules, as well as any other state, |ocal, or
industry rules or policies that require a covered institution to
i mpl ement busi ness practices that would overlap or conflict with the
requi renents of the proposed Guidelines.

F. Discussion of Significant Alternatives

The proposed Cuidelines attenpt to clarify the statutory
requirenents for all covered entities, including snall entities. The
proposed Cuidelines are intended to provide substantial flexibility so
that any institution, regardl ess of size, may adopt an information
security programtailored to its individual needs. Neverthless, the
Board i s concerned about the potential inpact on community banks and
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will be reviewing current information security practices at snaller
institutions during the comment period. The Board seeks coment on
el ements that would be nobst useful in a Conpliance Guide to be issued
in conjunction with the final Guidelines. In addition, the Board
wel comes conment on any significant alternatives to the proposed
Gui del i nes that woul d provi de adequat e gui dance regardi ng expectations
for conpliance with the G L-B Act. The Board seeks any information or
comrent on cost-effective, sound information security prograns and
practices inplenented by financial institutions, including comunity
banks.

FDIC. The Regulatory Flexibility Act (5 U S.C 601-612) (RFA)
requires an agency to publish an initial regulatory flexibility
anal ysis with a proposed rul e whenever the agency is required to
publish a general notice of proposed rul enaking for a proposed rule,
except to the extent provided in the RFA. Pursuant to section 603 of
the RFA, the FDIC provides the following initial regulatory flexibility
anal ysi s.

A. Reasons for Proposed Rule

The FDIC is requesting conment on the proposed interagency
Gui del i nes published pursuant to section 501 of the G L-B Act. Section
501 requires the Agencies to publish standards for financia
institutions relating to admnistrative, technical, and physica
standards to: (1) Insure the security and confidentiality of customer
records and information; (2) protect against any
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anticipated threats or hazards to the security or integrity of such
records; and (3) protect against unauthorized access to or use of such
records or information which could result in substantial harm or

i nconveni ence to any custoner. The proposed standards do not represent
any change in the policies of the FDIC, rather they inplenment the GL-B
Act requirenent to provide appropriate standards relating to the
security and confidentiality of custoner records. The FDI C requests
commrent on whether small entities would be required to anend their
operations in order to conply with the proposed standards and the costs
for such conpliance.

B. Statenent of Objectives and Legal Basis

The SUPPLEMENTARY | NFORMATI ON section above contains this
informati on. The |legal basis for the proposed rule is the GL-B Act.

C. Description /Estimate of Small Entities to Which the Rule Applies

The proposed Cuidelines would apply to all FDICinsured state
nonnenber banks, approxinmately 3,700 of which are small entities as
defined by the RFA

D. Projected Reporting, Recordkeeping and O her Conpliance Requirenents

The FDI C does not believe that there are new reporting or
recor dkeepi ng requi rements inposed by the proposed rule as defined by
the Regulatory Flexibility Act (5 U.S.C. 603). Oher conpliance
requi renents of the proposed guidelines are applicable to all financia
institutions subject to the jurisdiction of the FDIC and are di scussed
i n the SUPPLEMENTARY | NFORMATI ON section above. The G L-B Act and the
proposed Cuidelines require all financial institutions subject to the
jurisdiction of the FDIC to develop an information security programto
saf eguard customer information. The Guidelines will apply to all such
covered institutions regardl ess of size. Devel opnent of an infornation
security programinvol ves assessing risks to custoner infornmation,
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establishing policies, procedures, and training to control risks,
testing the programi s effectiveness, and nanagi ng and nonitoring
service providers. A covered institution nmay require professiona
skills to develop an information security program including the skills
of conputer security professionals and | awers

The FDI C believes that the establishnment of information security
prograns is a sound business practice for the covered institutions that
is already addressed by existing supervisory procedures. Although sone
institutions may need to enhance information security prograns, the
cost of doing so is not known. The FDI C seeks any information or
commrent on the costs of establishing information security prograns.

E. Identification of Duplicative, Overlapping, or Conflicting Federa
Rul es

The FDIC is unable to identify any statutes or rules that would
overlap or conflict with the requirenent to develop and inpl enent an
i nformati on security program The FDI C seeks comment and infornation
about any such statutes or rules, as well as any other state, |ocal, or
industry rules or policies that require a financial institution subject
toits jurisdiction to inplenent business practices that would conply
with the requirenents of the proposed Guidelines.

F. Discussion of Significant Alternatives

As previously noted, the GL-B Act requires the FDIC to establish
appropriate standards for financial institutions under its jurisdiction
relating to the security and confidentiality of custoner records. These
proposed Cuidelines attenpt to clarify the statutory requirenments for
all covered entities, including small entities. These proposed
Gui del ines al so provide substantial flexibility so that any
institution, regardl ess of size, nmay adopt an information security
programtailored to its individual needs. The FDI C wel comes conmment on
any significant alternatives, consistent with the GL-B Act that would
mnimze the inpact on small entities.

OTS: The Regulatory Flexibility Act (5 U. S.C. 601-612) (RFA)
requires OIS to publish an initial regulatory flexibility analysis with
this proposed rule unless OIS can certify that the proposed rule would
not have a significant econonic inpact on a substantial nunber of snall
entities. Because OIS cannot at this tine deternmine what inpact this
proposal would have on snall entities, OIS provides the follow ng
initial regulatory flexibility analysis.

A. Reasons for Proposed Action

OTS nakes this proposal pursuant to section 501 of the G L-B Act.
Section 501 requires OIS to publish standards for the thrift industry
relating to administrative, technical, and physical safeguards to: (1)
Insure the security and confidentiality of customer records and
information; (2) protect against any anticipated threats or hazards to
the security or integrity of such records; and (3) protect against
unaut hori zed access to or use of such records or information which
could result in substantial harm or inconvenience to any custoner.

B. Objectives of and Legal Basis for Proposa

The SUPPLEMENTARY | NFORMATI ON section above contains this
i nformati on. The | egal bases for the proposed action are: section 501
of the GL-B Act; section 39 of the FDI A, and sections 2, 4, and 5 of
the Hone Omners' Loan Act (12 U . S.C 1462, 1463, and 1464).
C. Description of Entities to Which Proposal Wuld Apply

This proposal would apply to all savings associ ati ons whose
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deposits are FDIC insured, and subsidiaries of such savings

associ ations, except subsidiaries that are brokers, deal ers, persons
provi di ng insurance, investnent conpani es, and investnent advisers. \7\
There are approxi mately 487 such small savings associ ati ons,

approxi mately 97 of which have subsidiari es.

\' 7\ For purposes of the Regulatory Flexibility Act, a snmall
savings association is one with less that $100 nmillion in assets. 13
CFR 121.201 (Division H).

D. Projected Reporting, Recordkeeping, and Oher Conpliance
Requirements; Skills Required

The proposed rul e does not contain any specific reporting
requirenents. However, it would require institutions to maintain
certain records docunenting conpliance with the proposed rule, as
detail ed nore specifically above.

The statute and the proposed rule require a covered institution to
develop an information security programto safeguard customner
i nformati on. Devel opi ng such a program i nvol ves assessing risks to
custoner information, establishing policies, procedures, and training
to control risks, testing the program s effectiveness, and nanagi ng and
nmoni toring service providers. OIS believes that establishing an
i nformati on security programis a sound business practice for covered
institutions. However, sone institutions nmay need to establish or
enhance infornmation security prograns. The cost of doing so is unknown.
OTS seeks informati on and comment on the costs of establishing and
operating information security prograns.

Conpliance with the proposed rule would require professiona
skills, especially skills of conputer hardware and software
prof essionals. Professional skills would be necessary to assess
i nformati on security needs, design and
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i mpl ement an information security program and to nonitor service
providers. The particular skills needed will depend on the nature of
each institution's custonmer information systenms. Institutions with
sophi sticated and extensive conputerization would need far nore skills
to conply with the proposed rules than would institutions with little
conputerization. As a result, snmall entities are likely to have | ess
burdensonme conpliance needs than |arge entities.

E. Significant Alternatives

The G L-B Act requires OTS to establish standards for information
security standards, but does not mandate the specific formthat those
standards nust take. OTS has considered different alternatives for
these standards, considering the burden on small institutions. OTS
consi dered exenpting small institutions entirely fromthe requirenent
to inplenent any information security standards. However, OIS does not
bel i eve that Congress has authorized OIS to exenpt snall institutions.
Section 501(b) of the G L-B Act requires OIS to establish standards for
the institutions within OIS's jurisdiction, without regard to the
institution's size.

OTS has al so considered an alternative of publishing standards
usi ng | anguage the same, or nearly the sane, as that in section 501(b)
of the GL-B Act. The statutory |anguage is broad and general. This
alternative would give institutions maxinum flexibility in inplenenting
i nformati on security protections. It would al so ensure that
institutions would not be at a conpetitive disadvantage with other
types of financial institutions not subject to the Agencies
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i nformati on security standards. This alternative has di sadvant ages,
however. Because the statutory |language is very general, this
alternative would not give institutions informtion about what risks
need to be addressed or what types of protections are appropriate.

Smal| institutions in particular may need guidance in this area. OIS
wel comes comments on whet her the proposed guidelines have too nuch or
too little detail. How would changing the | evel of detail affect

institutions' security practices?

OTS has proposed guidelines that woul d descri be appropriate steps
institutions nust take to ensure the security of their customner
i nformati on. Wil e describing appropriate steps, OIS proposes flexible
guidelines to |l et each institution design individual information
standards appropriate for the institution's particular circunstances.

OIS is considering whether to adopt the proposed infornation
security standards as guidance or as a regulation. OIS solicits
comrents on whether the regulatory burden on snall entities would
di ffer depending on the formof the standards. If so, how and to what
extent ?

OTS wel cones conments on the appropri ateness of its approach, and
on any other alternatives that would satisfy the objectives of this
proposal

F. Federal Rules That Duplicate, Overlap, or Conflict Wth the Proposa

OTS is unaware of any statutes or rules that would overlap or
conflict with the requirenent to devel op and i nplenent an information
security program OIS seeks coment and information about any such
statutes or rules, as well as other rules or policies that require
covered institutions to inplenment business practices that would conply
with the proposed guideli nes.

C. Executive Order 12866

OCC. The Conptroller of the Currency has deternmined that this
proposed rule, if adopted as a final rule, does not constitute a
““significant regulatory action'' for the purposes of Executive O der
12866. The OCC i ssued the proposed Guidelines in accordance with the
requi renents of Sections 501 and 505(b) of the G L-B Act and not under
its own authority. The standards established by the Guidelines reflect
good busi ness practices and gui dance previously issued by the OCC and
the FFIEC. Accordingly, the OCC believes that nost institutions already
have information security prograns in place

Nevert hel ess, the OCC acknow edges that the proposed Guidelines nay
i mpose costs on sone institutions by requiring themto formalize or
enhance their existing information security prograns. Therefore, the
OCC invites institutions and the public to provide any cost estinates
and rel ated data that they think would be useful to the agency in
eval uating the overall costs of the proposed Cuidelines. The OCC will
review any comments and cost data provided carefully and will revisit
the cost aspects of the proposed Guidelines in devel oping the fina
rule.

OrS: OIS has deternmined that this proposed rule, if adopted as a
final rule, would not constitute a "“significant regulatory action'
for the purposes of Executive Order 12866. OIS issued the proposed
gui delines as required by sections 501 and 505(b) of the GL-B Act and
not under its own authority. The guidelines reflect good business
practices that nmany institutions already follow Further, OIS believes
that any costs of conplying with the guidelines would be bel ow the
threshol ds prescribed in the Executive Order. Neverthel ess, OIS
acknow edges that the proposed guidelines nmay inpose costs on sone
institutions by requiring themto fornmalize or enhance their existing
i nformati on security prograns. Therefore, OIS invites institutions and
the public to provide any cost estinmates and related data that they
think woul d be useful to the agency in evaluating the overall costs of
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the proposed guidelines. OIS will carefully review any comments and
cost data provided and will revisit the cost aspects of the proposed
gui delines in developing the final rule.

D. Unfunded Mandates Act of 1995

OCC. Section 202 of the Unfunded Mandates Reform Act of 1995, 2
U S.C. 1532 (Unfunded Mandates Act), requires that an agency prepare a
budgetary i npact statenment before pronulgating any rule likely to
result in a federal mandate that may result in the expenditure by
state, local, and tribal governnents, in the aggregate, or by the
private sector, of $100 nmillion or nore in any one year. |f a budgetary
i mpact statenent is required, section 205 of the Unfunded Mandates Act
al so requires the agency to identify and consider a reasonabl e nunber
of regulatory alternatives before pronulgating the rule. However, an
agency is not required to assess the effects of its regulatory actions
on the private sector to the extent that such regul ations incorporate
requirenents specifically set forth inlaw 2 U S C 1531

The OCC believes that nobst institutions have already established an
i nformati on security program because it is a sound business practice
that al so has been addressed in existing supervisory guidance.
Therefore, the OCC has deternmined that this proposed rule is unlikely
to result in expenditures by state, local, and tribal governnents, in
the aggregate, or by the private sector, of $100 nmillion or nore in any
one year. Accordingly, the OCC has not prepared a budgetary i npact
statenent or specifically addressed the regulatory alternatives
consi der ed.

OrS: Section 202 of the Unfunded Mandates Act requires that an
agency prepare a budgetary inpact statenent before pronul gating any
rule likely to result in a federal mandate that may result in the
expenditure by state, local, and tribal governnents, in the aggregate,
or by the private sector, of $100 nmillion or nore in any one year. If a
budgetary inpact statenment is required, section 205 of the Unfunded
Mandat es Act al so
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requires the agency to identify and consider a reasonabl e nunber of
regulatory alternatives before pronulgating the rule. However, an
agency is not required to assess the effects of its regulatory actions
on the private sector to the extent that such regul ations incorporate
requirenents specifically set forth inlaw 2 U S C 1531

OTS has deternmined that this proposed rule is unlikely to result in
expenditures by state, local, and tribal governnents, in the aggregate,
or by the private sector, of $100 nmillion or nmore in any one year
Accordingly, the OIS has not prepared a budgetary inpact statenent or
specifically addressed the regulatory alternatives, except as described
inthe OTS's initial regulatory flexibility analysis earlier in this
preanbl e.

IV. Solicitation of Comments on Use of Plain Language

Section 722 of the G L-B Act requires the federal banking agencies
to use plain language in all proposed and final rules published after
January 1, 2000. W invite your coments on how to nake this proposa
easi er to understand. For exanple:

<bul | et > Have we organi zed the material to suit your needs? If not,
how could this naterial be better organi zed?

<bullet> Are the requirenents in the GQuidelines clearly stated? If
not, how could the Guidelines be nore clearly stated?

<bul l et> Do the Guidelines contain technical |anguage or jargon
that is not clear? If so, which | anguage requires clarification?

<bullet> Wuld a different format (grouping and order of sections,
use of headi ngs, paragraphing) nake the Guidelines easier to
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understand? If so, what changes to the format woul d make the Guidelines
easi er to understand?

<bul l et> Woul d nore, but shorter, sections be better? If so which
sections should be changed?

<bul | et> What el se could we do to nake the Guidelines easier to
under st and?

Li st of Subjects
12 CFR Part 30

Banks, banking, Consuner protection, National banks, Privacy,
Reporting and recordkeepi ng requirenents.

12 CFR Part 208

Banks, banki ng, Consuner protection, Federal Reserve System
Forei gn banki ng, Hol di ng conpani es, Information, Privacy, Reporting and
recor dkeepi ng requi renents.

12 CFR Part 211

Exports, Federal Reserve System Foreign banking, Hol ding
conpani es, |Investnents, Privacy, Reporting and recordkeeping
requirenents.

12 CFR Part 225

Admi ni strative practice and procedure, Banks, banking, Federal
Reserve System Hol di ng conpani es, Privacy, Reporting and recordkeeping
requirenents, securities
12 CFR Part 263

Admi ni strative practice and procedure, Cains, Cine, Equal access
in justice, Federal Reserve System Lawyers, Penalties.

12 CFR Part 308

Admi ni strative practice and procedure, Banks, banking, d ains,
Crinme, Equal access of justice, Lawyers, Penalties, State nonnenber
banks.
12 CFR Part 364

Admi ni strative practice and procedure, Bank deposit insurance,
Banks, banking, Reporting and recordkeepi ng requirenents, Safety and
soundness.
12 CFR Part 568

Reporting and recordkeepi ng requi renments, Savings associ ati ons,
Security measures.

12 CFR Part 570
Consuner protection, Privacy, Savings associations.
O fice of the Conptroller of the Currency
12 CFR Chapter |

Aut hority and |ssuance
For the reasons set forth in the joint preanble, part 30 of the
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chapter | of title 12 of the Code of Federal Regulations is proposed to
be amended as foll ows:

PART 30-- SAFETY AND SOUNDNESS STANDARDS

1. The authority citation for part 30 is revised to read as
fol | ows:

Authority: 12 U.S.C. 93a, 1818, 1831p-1, 3102(b); 15 U.S.C
6801, 6805(b)(1).

2. Revise Sec. 30.1 to read as foll ows:

Sec. 30.1 Scope.

(a) This rule and the standards set forth in appendices A and B to
this part apply to national banks and federal branches of foreign
banks, that are subject to the provisions of section 39 of the Federa
Deposit I nsurance Act (section 39) (12 U S.C 1831p-1).

(b) The standards set forth in appendix B to this part also apply
to uni nsured national banks, federal branches and federal agencies of
forei gn banks, and the subsidiaries of any national bank, federa
branch or federal agency of a foreign bank (except brokers, dealers,
persons providing insurance, investnent conpani es and i nvest nent
advisers). Violation of these standards may be an unsafe and unsound
practice within the neaning of 12 U S. C. 1818.

3. In Sec. 30.2, revise the last sentence to read as foll ows:

Sec. 30.2 Purpose.

* * * The Interagency Quidelines Establishing Standards for Safety
and Soundness are set forth in appendix Ato this part, and the
I nteragency Cui delines Establishing Standards for Safeguardi ng Custoner
Information are set forth in appendix B to this part.

4. In Sec. 30.3, revise paragraph (a) to read as foll ows:

Sec. 30.3 Deternmination and notification of failure to neet safety and
soundness st andard.

(a) Determination. The OCC namy, based upon an exam nati on,
i nspection, or any other information that becones available to the OCC
deternmine that a bank has failed to satisfy the safety and soundness
standards contained in the Interagency CQuidelines Establishing
Standards for Safety and Soundness set forth in appendix Ato this
part, and the |Interagency Guidelines Establishing Standards for
Saf eguardi ng Custoner Infornmation set forth in appendix Bto this part.

* * % * %

5. Revise Appendix B to part 30 to read as foll ows:

Appendi x B to Part 30--1nteragency Guidelines Establishing Standards
For Saf eguardi ng Custoner |nfornation

Tabl e of Contents

. Introduction
A. Scope
B. Preservation of Existing Authority
C. Definitions
Il. Standards for Safeguardi ng Custoner |Infornmation
A. Information Security Program
B. Objectives
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I1l. Devel opnent and | npl enentation of Custoner Information Security
Program

I nvol ve the Board of Directors and Managenent

Assess Ri sk

Manage and Control Risk

Oversee CQutsourcing Arrangenents

| npl enent the Standards

moow>

I. Introduction

The I nteragency CGuidelines Establishing Standards for
Saf eguardi ng Custoner Information (Cuidelines) set forth standards
pursuant to section 39 of the Federal Deposit Insurance Act (section
39, codified at 12
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U. S.C. 1831p-1), and sections 501 and 505(b), codified at 15 U. S.C
6801 and 6805(b), of the Granm Leach-Bliley Act. These Gui delines
address standards for devel oping and inplenenting administrative,
techni cal, and physical safeguards to protect the security,
confidentiality, and integrity of custoner infornation.

A. Scope. The Guidelines apply to custoner infornation
mai ntai ned by or on behalf of entities over which the OCC has
authority. Such entities, referred to as ““the bank,'' are nationa
banks, federal branches and federal agencies of foreign banks, and
any subsidiaries of such entities (except brokers, deal ers, persons
provi di ng insurance, investnment conpani es, and investnent advisers).

B. Preservation of Existing Authority. Neither section 39 nor
these Guidelines in any way limt the authority of the OCCto
address unsafe or unsound practices, violations of |aw, unsafe or
unsound conditions, or other practices. The OCC may take action
under section 39 and these Cuidelines independently of, in
conjunction with, or in addition to, any other enforcenent action
avai l able to the OCC

C. Definitions. For purposes of the Guidelines, the follow ng
definitions apply:

1. In general. For purposes of the Cuidelines, except as
nodi fied in the Guidelines or unless the context otherw se requires,
the terns used have the same neanings as set forth in sections 3 and
39 of the Federal Deposit Insurance Act (12 U. S.C 1813 and 1831p-
1).

2. Customer information neans any records, data, files, or other
i nformati on containing nonpublic personal information, as defined in
Sec. 40.3(n) of this chapter, about a custoner, whether in paper
electronic or other form that are nmintained by or on behalf of the
bank.

3. Custoner neans any custoner of the bank as defined in
Sec. 40.3(h) of this chapter.

4. Service provider neans any person or entity that nmintains or
processes custoner infornmation on behalf of the bank, or is
otherw se granted access to custonmer information through its
provi sion of services to the bank.

5. Board of directors, in the case of a branch or agency of a
forei gn bank neans the managing official in charge of the branch or
agency.

6. Customer information systens neans the el ectronic or physica
met hods used to access, collect, store, use, transnt and protect
custoner information.

Il. Standards for Safeguardi ng Custoner |Information

A. Information Security Program Each bank shall inplenent a
conprehensive information security programthat includes



7/6/00

adm nistrative, technical, and physical safeguards appropriate to
the size and conplexity of the bank and the nature and scope of its
activities.

B. Objectives. A bank's information security program shall:

1. Ensure the security and confidentiality of customner
i nformation;

2. Protect against any anticipated threats or hazards to the
security or integrity of such information; and

3. Protect against unauthorized access to or use of such
information that could result in substantial harm or inconveni ence
to any custoner or risk to the safety and soundness of the bank

I1l. Devel opnent and | nplenentation of Information Security Program

A. Involve the Board of Directors and Managenent.

1. The board of directors of each bank shall:

a. Approve the bank's witten information security policy and
programthat conplies with these Guidelines; and

b. Oversee efforts to develop, inplenent, and naintain an
effective informati on security program

2. The bank's managenent shall devel op, inplenent, and maintain
an effective information security program In conjunction with its
responsibility to inplenent the bank's information security program
managenent of each bank shall regularly:

a. Evaluate the inpact on the bank's security program of
changi ng busi ness arrangenents, such as nergers and acqui sitions,
alliances and joint ventures, outsourcing arrangenents, and changes
to custoner information systens;

b. Docunent its conpliance with these Guidelines; and

c. Report to the board on the overall status of the information
security program including material matters related to the
followi ng: risk assessnent; risk nmanagenent and control deci sions;
results of testing; attenpted or actual security breaches or
viol ati ons and responsive actions taken by managenent; and any
recomendations for inprovenents in the information security
program

B. Assess Risk. To achieve the objectives of its information
security program each bank shall:

1. Identify and assess the risks that may threaten the security,
confidentiality, or integrity of custoner information systens. As
part of the risk assessnent, a bank shall determ ne the sensitivity
of custoner information and the internal or external threats to the
bank's custoner information systens.

2. Assess the sufficiency of policies, procedures, customer
i nformati on systens, and other arrangenents in place to contro
risks.

3. Monitor, evaluate, and adjust its risk assessnent in |ight of
any rel evant changes to technol ogy, the sensitivity of customner
information, and internal or external threats to information
security.

C. Manage and Control Risk. As part of a conprehensive risk
managenent plan, each bank shall

1. Establish witten policies and procedures that are adequate
to control the identified risks and achieve the overall objectives
of the bank's information security program Policies and procedures
shal |l be comensurate with the sensitivity of the infornmation as
well as the conplexity and scope of the bank and its activities. In
establishing the policies and procedures, each bank shoul d consi der
appropri at e:

a. Access rights to custoner information;

b. Access controls on customner information systens, including
controls to authenticate and grant access only to authorized
i ndi vi dual s and conpani es;

c. Access restrictions at |ocations containing custoner
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i nformati on, such as buildings, conputer facilities, and records
storage facilities;

d. Encryption of electronic custoner infornation, including
while in transit or in storage on networks or systens to which
unaut hori zed i ndi vidual s may have access;

e. Procedures to confirmthat custoner information system
nodi fi cations are consistent with the bank's information security
pr ogr am

f. Dual control procedures, segregation of duties, and enpl oyee
background checks for enployees with responsibilities for or access
to custoner information;

g. Contract provisions and oversi ght nechanisns to protect the
security of custoner infornmation naintai ned or processed by service
provi ders;

h. Monitoring systens and procedures to detect actual and
attenpted attacks on or intrusions into customer infornation
syst ens;

i. Response prograns that specify actions to be taken when
unaut hori zed access to custoner information systens is suspected or
det ect ed;

j. Protection against destruction of custonmer information due to
potential physical hazards, such as fire and water danmge; and

k. Response prograns to preserve the integrity and security of
custoner information in the event of conputer or other technol ogica
failure, including, where appropriate, reconstructing |lost or
damaged custoner infornmation.

2. Train staff to recognize, respond to, and, where appropriate,
report to regulatory and | aw enforcenent agencies, any unauthorized
or fraudulent attenpts to obtain custoner information.

3. Regularly test the key controls, systens and procedures of
the information security programto confirmthat they control the
ri sks and achi eve the overall objectives of the bank's information
security program The frequency and nature of such tests should be
determ ned by the risk assessnment, and adjusted as necessary to
refl ect changes in internal and external conditions. Tests shall be
conduct ed, where appropriate, by independent third parties or staff
i ndependent of those that develop or nmintain the security prograns.
Test results shall be reviewed by independent third parties or staff
i ndependent of those that conducted the test.

4. Mnitor, evaluate, and adjust, as appropriate, the
i nformati on security programin light of any relevant changes in
technol ogy, the sensitivity of its custoner infornmation, and
internal or external threats to infornmation security.

D. Oversee Qutsourcing Arrangenents. The bank continues to be
responsi bl e for safeguardi ng custonmer information even when it gives
a service provider access to that
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i nformati on. The bank rust exercise appropriate due diligence in
managi ng and nonitoring its outsourcing arrangenents to confirmthat
its service providers have inplenented an effective infornation
security programto protect custoner infornmation and customner
i nformati on systens consistent with these Guidelines.

E. Inplenent the Standards. Each bank is to take appropriate
steps to fully inplenent an information security program pursuant to
these Guidelines by July 1, 2001

Dat ed: June 5, 2000.
John D. Hawke, Jr.
Conptroller of the Currency.

Federal Reserve System
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12 CFR Chapter |1

Aut hority and |ssuance

For the reasons set forth in the joint preanble, parts 208, 211,
225, and 263 of chapter Il of title 12 of the Code of Federa
Regul ations are proposed to be anended as foll ows:

PART 208-- MEMBERSHI P OF STATE BANKI NG | NSTI TUTI ONS I N THE FEDERAL
RESERVE SYSTEM ( REGULATI ON H)

1. The authority citation for 12 CFR part 208 is revised to read as
fol |l ows:

Authority: 12 U S.C. 24, 36, 92a, 93a, 248(a), 248(c), 321-338a,
371d, 461, 481-486, 601, 611, 1814, 1816, 1818, 1820(d)(9), 1823(j),
1828(0), 1831, 18310, 1831p-1, 1831r-1, 1835a, 1882, 2901-2907
3105, 3310, 3331-3351, and 3906-3909; 15 U.S.C. 78b, 78I (b), 78I (9),
78l (i), 780-4(c)(5), 78q, 78g-1, 78w, 6801, and 6805; 31 U.S.C
5318; 42 U . S.C. 4012a, 4104a, 4104b, 4106, and 4128.

2. Anend Sec. 208.3 to revise paragraph (d)(1) to read as foll ows:

Sec. 208.3 Application and conditions for nenbership in the Federa
Reserve System

* * *x * %

(d) Conditions of nenbership. (1) Safety and soundness. Each nenber
bank shall at all tines conduct its business and exercise its powers
with due regard to safety and soundness. Each nenber bank shall conply
with the Interagency Quidelines Establishing Standards for Safety and
Soundness prescribed pursuant to section 39 of the FDI Act (12 U S.C
1831p-1), set forth in appendix D-1 to this part, and the Interagency
Gui del i nes Establishing Standards for Safeguardi ng Customer |nfornation
prescribed pursuant to sections 501 and 505 of the Granm Leach-Blil ey
Act (15 U. S.C. 6801 and 6805), set forth in appendix D-2 to this part.

* * % * %

3. Revise appendix D-2 to read as foll ows:

Appendi x D-2 To Part 208--Interagency Guidelines Establishing Standards
For Saf eguardi ng Custoner |nfornation

Tabl e of Contents
. Introduction
A. Scope
B. Preservation of Existing Authority
C. Definitions
Il. Standards for Safeguardi ng Custoner |Information
A. Information Security Program
B. Objectives
I1l. Devel opnent and | npl enentation of Custoner Information Security
Program
I nvol ve the Board of Directors and Managenent
Assess Ri sk
Manage and Control Risk
Over see Qutsourci ng Arrangenents
| npl enent the Standards

moow>

I. Introduction

These | nteragency Cuidelines Establishing Standards for
Saf eguardi ng Custoner Information (Cuidelines) set forth standards
pursuant to sections 501 and 505 of the Gramm Leach-Bliley Act (15
U.S.C. 6801 and 6805), in the same manner, to the extent
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practicabl e, as standards prescribed pursuant to section 39 of the
Federal Deposit Insurance Act (12 U.S.C. 1831p-1). These Cuidelines
address standards for devel oping and inplenenting adninistrative,
techni cal, and physical safeguards to protect the security,
confidentiality, and integrity of custoner infornation.

A. Scope. The Guidelines apply to custoner infornation
mai ntai ned by or on behalf of state nenber banks (banks) and their
nonbank subsi di aries, except for brokers, dealers, persons providing
i nsurance, investnent conpanies, and investnent advisors. Pursuant
to Secs. 211.9 and 211.24 of this chapter, these guidelines also
apply to custoner information naintained by or on behal f of Edge
corporations, agreenent corporations, and uninsured state-licensed
branches or agencies of a foreign bank

B. Preservation of Existing Authority. Neither section 39 nor
these Guidelines in any way limt the authority of the Board to
address unsafe or unsound practices, violations of |aw, unsafe or
unsound conditions, or other practices. The Board may take action
under section 39 and these Cuidelines independently of, in
conjunction with, or in addition to, any other enforcenent action
avai l abl e to the Board.

C. Definitions. For purposes of the Guidelines, the follow ng
definitions apply:

1. In general. For purposes of the Cuidelines, except as
nodi fied in the Guidelines or unless the context otherw se requires,
the terns used have the same neanings as set forth in sections 3 and
39 of the Federal Deposit Insurance Act (12 U S.C 1813 and 1831p-
1).

2. Customer information neans any records, data, files, or other
i nformati on containing nonpublic personal information, as defined in
Sec. 216.3(n) of this chapter, about a custoner, whether in paper
electronic or other form that are naintained by or on behalf of the
bank.

3. Custoner neans any custoner of the bank as defined in
Sec. 216.3(h) of this chapter.

4. Service provider neans any person or entity that nmintains or
processes custoner infornmation on behalf of the bank, or is
otherw se granted access to custonmer information through its
provi sion of services to the bank.

5. Board of directors, in the case of a branch or agency of a
forei gn bank neans the managing official in charge of the branch or
agency.

6. Customer information systens neans the el ectronic or physica
met hods used to access, collect, store, use, transnmt and protect
customer information.

7. Subsidiary neans any conpany controlled by a bank, except a
broker, deal er, person providing insurance, investnent conpany,

i nvest nent advi sor, insured depository institution, or subsidiary of
an insured depository institution.

Il. Standards for Safeguardi ng Custoner |Infornmation

A. Information Security Program Each bank shall inplenent a
conprehensive information security programthat includes
adm nistrative, technical, and physical safeguards appropriate to
the size and conplexity of the bank and the nature and scope of its
activities. A bank also shall ensure that each of its subsidiaries
is subject to a conprehensive information security program The bank
may fulfill this requirenent either by including a subsidiary within
the scope of the bank's conprehensive information security program
or by causing the subsidiary to i npl ement a separate conprehensive
i nformati on security programin accordance with the standards and
procedures in sections Il and I1l of this appendix that apply to
banks.

B. Objectives. A bank's information security program shall:
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1. Ensure the security and confidentiality of customer
i nformation;

2. Protect against any anticipated threats or hazards to the
security or integrity of such information; and

3. Protect against unauthorized access to or use of such
information that could result in substantial harm or inconveni ence
to any custoner or risk to the safety and soundness of the bank

I1l. Devel opnent and | nplenentation of Information Security Program

A. Involve the Board of Directors and Managenent.

1. The board of directors of each bank shall:

a. Approve the bank's witten information security policy and
programthat conplies with these Guidelines; and

b. Oversee efforts to develop, inplenent, and naintain an
effective informati on security program

2. The bank's managenent shall devel op, inplenent, and maintain
an effective information security program In conjunction with its
responsibility to inplenent the bank's information security program
managenent of each bank shall regularly:

a. Evaluate the inpact on the bank's security program of
changi ng busi ness arrangenents, such as nergers and acqui sitions,
al liances and joint ventures,
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out sourci ng arrangenents, and changes to custoner information
syst ens;

b. Docunent its conpliance with these Guidelines; and

c. Report to the board on the overall status of the information
security program including material matters related to: risk
assessnent; risk nanagenent and control decisions; results of
testing; attenpted or actual security breaches or violations and
responsi ve actions taken by nanagenent; and any reconmendations for
i mprovenents in the information security program

B. Assess Risk. To achieve the objectives of its information
security program each bank shall:

1. Identify and assess the risks that may threaten the security,
confidentiality, or integrity of custoner information systens. As
part of the risk assessnent, a bank shall determ ne the sensitivity
of custoner information and the internal or external threats to the
bank's custoner information systens.

2. Assess the sufficiency of policies, procedures, customner
i nformati on systens, and other arrangenents in place to contro
risk.

3. Monitor, evaluate, and adjust its risk assessnent in |ight of
any rel evant changes to technol ogy, the sensitivity of customner
information, and internal or external threats to information
security.

C. Manage and Control Risk. As part of a conprehensive risk
managenent plan, each bank shall

1. Establish witten policies and procedures that are adequate
to control the identified risks and achieve the overall objectives
of the bank's information security program Policies and procedures
shall be comensurate with the sensitivity of the infornmation as
well as the conplexity and scope of the bank and its activities. In
establishing the policies and procedures, each bank shoul d consi der
appropri at e:

a. Access rights to custoner information;

b. Access controls on customrer information systens, including
controls to authenticate and grant access only to authorized
i ndi vi dual s and conpani es;

c. Access restrictions at |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
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storage facilities;

d. Encryption of electronic custoner infornation, including
while in transit or in storage on networks or systens to which
unaut hori zed i ndi vidual s may have access;

e. Procedures to confirmthat custoner information system
nodi fi cations are consistent with the bank's information security
pr ogr am

f. Dual control procedures, segregation of duties, and enpl oyee
background checks for enployees with responsibilities for or access
to custoner information;

g. Contract provisions and oversi ght nechanisns to protect the
security of custoner infornmation naintai ned or processed by service
provi ders;

h. Monitoring systens and procedures to detect actual and
attenpted attacks on or intrusions into customer infornation
syst ens;

i. Response prograns that specify actions to be taken when
unaut hori zed access to custoner information systens is suspected or
det ect ed;

j. Protection against destruction of custonmer information due to
potential physical hazards, such as fire and water danmge; and

k. Response prograns to preserve the integrity and security of
custoner information in the event of conputer or other technol ogica
failure, including, where appropriate, reconstructing |lost or
damaged custoner infornmation.

2. Train staff to recognize, respond to, and, where appropriate,
report to regulatory and | aw enforcenent agencies, any unauthorized
or fraudulent attenpts to obtain custoner information.

3. Regularly test the key controls, systens and procedures of
the information security programto confirmthat they control the
ri sks and achi eve the overall objectives of the bank's information
security program The frequency and nature of such tests should be
determned by the risk assessnment, and adjusted as necessary to
refl ect changes in internal and external conditions. Tests shall be
conduct ed, where appropriate, by independent third parties or staff
i ndependent of those that develop or nmintain the security prograns.
Test results shall be reviewed by independent third parties or staff
i ndependent of those that conducted the test.

4. Mnitor, evaluate, and adjust, as appropriate, the
i nformati on security programin light of any rel evant changes in
technol ogy, the sensitivity of its custoner infornmation, and
internal or external threats to infornmation security.

D. Oversee Qutsourcing Arrangenents. The bank continues to be
responsi bl e for safeguardi ng custonmer information even when it gives
a service provider access to that infornmation. The bank nust
exerci se appropriate due diligence in nanaging and nonitoring its
out sourcing arrangenents to confirmthat its service providers have
i mpl emented an effective information security programto protect
custoner information and custoner infornmation systens consi stent
with these Guidelines.

E. Inplenent the Standards. Each bank is to take appropriate
steps to fully inplenent an information security program pursuant to
these Guidelines by July 1, 2001

PART 211--1 NTERNATI ONAL BANKI NG OPERATI ONS ( REGULATI ON K)

4. The authority citation for part 211 is revised to read as
fol |l ows:

Authority: 12 U S.C. 221 et seq., 1818, 1835a, 1841 et seq.
3101 et seq., and 3901 et seq.; 15 U S.C. 6801 and 6805.

5. Add new Sec. 211.9 to read as fol | ows:
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Sec. 211.9 Protection of custoner infornmation.

An Edge or agreenent corporation shall conply with the Interagency
Gui del i nes Establishing Standards for Safeguardi ng Customer |nfornation
prescribed pursuant to sections 501 and 505 of the Granm Leach-Blil ey
Act (15 U. S.C. 6801 and 6805), set forth in appendix D-2 to part 208 of
this chapter.

6. In Sec. 211.24, add new paragraph (i) to read as foll ows:

Sec. 211.24 Approval of offices of foreign banks; procedures for
applications; standards for approval; representative-office activities
and standards for approval; preservation of existing authority; reports
of crinmes and suspected crines; governnent securities sales practices.

* * % * %

(i) Protection of custoner information. An uninsured state-licensed
branch or agency of a foreign bank shall conply with the Interagency
Gui del i nes Establishing Standards for Safeguardi ng Customrer |nfornation
prescri bed pursuant to sections 501 and 505 of the Gramm Leach-Blil ey
Act (15 U. S.C. 6801 and 6805), set forth in appendix D-2 to part 208 of
this chapter.

PART 225-- BANK HOLDI NG COVPANI ES AND CHANGE | N BANK CONTROL
( REGULATI ON Y)

7. The authority citation for part 225 is revised to read as
fol |l ows:

Authority: 12 U.S.C. 1817(j)(13), 1818, 1828(0), 1831li, 1831p-1
1843(c)(8), 1844(b), 1972(1), 3106, 3108, 3310, 3331-3351, 3907, and
3909; 15 U.S.C. 6801 and 6805.

8. In Sec. 225.1, add new paragraph (c)(16) to read as foll ows:

Sec. 225.1 Authority, purpose, and scope.

* * % * %

(C) * * %

(16) Appendi x F contains the Interagency Guidelines Establishing
St andards for Safeguardi ng Custoner |nfornation.

9. In Sec. 225.4, add new paragraph (g) to read as foll ows:

Sec. 225.4 Corporate practices.

* * % * %

(g) Protection of nonpublic personal information. A bank hol di ng
conpany, including a bank hol ding conpany that is a financial holding
conmpany, shall conply with the Interagency Guidelines Establishing
St andards for Safeguarding Custoner Information, as set forth in
appendi x F of this part, prescribed pursuant to sections 501 and 505 of
the Gramm Leach-Bliley Act (15 U. S.C. 6801 and 6805).

10. Add new appendix F to read as foll ows:

Appendi x F To Part 225--Interagency Cuidelines Establishing
St andards For Saf eguardi ng Custoner |nfornation

Tabl e of Contents

I. Introduction
A. Scope
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moow>

I. Introduction

These | nteragency Cuidelines Establishing Standards for
Saf eguardi ng Custoner Information (Cuidelines) set forth standards
pursuant to sections 501 and 505 of the Gramm Leach-Bliley Act (15
U.S.C. 6801 and 6805). These Guidelines address standards for
devel opi ng and i npl enmenting adninistrative, technical, and physica
safeguards to protect the security, confidentiality, and integrity of
custoner information.

A. Scope. The Guidelines apply to custoner information nmaintained
by or on behal f of bank hol di ng conpani es and their nonbank
subsidiaries or affiliates (except brokers, deal ers, persons providing
i nsurance, investnent conpanies, and investnent advisors), for which
the Board has supervisory authority.

B. Preservation of Existing Authority. These Guidelines do not in
any way limt the authority of the Board to address unsafe or unsound
practices, violations of |aw, unsafe or unsound conditions, or other
practices. The Board nmay take action to enforce these Guidelines
i ndependently of, in conjunction with, or in addition to, any other
enf orcenent action available to the Board.

C. Definitions. For purposes of the Guidelines, the follow ng
definitions apply:

1. In general. For purposes of the Cuidelines, except as nodified
in the Guidelines or unless the context otherw se requires, the terns
used have the sane neanings as set forth in sections 3 and 39 of the
Federal Deposit Insurance Act (12 U. S.C. 1813 and 1831p-1).

2. Customer information neans any records, data, files, or other
i nformati on containing nonpublic personal information, as defined in
Sec. 216.3(n) of this chapter, about a custoner, whether in paper
electronic or other form that are nmintained by or on behalf of the
bank hol di ng conpany.

3. Custoner neans any custoner of the bank hol di ng conpany as
defined in Sec. 216.3(h) of this chapter

4. Service provider neans any person or entity that nmintains or
processes custoner infornmation on behalf of the bank hol di ng conpany,
or is otherwise granted access to custoner information through its
provi sion of services to the bank hol di ng conpany.

5. Board of directors, in the case of a branch or agency of a
forei gn bank neans the managing official in charge of the branch or
agency.

6. Customer information systens neans the el ectronic or physica
met hods used to access, collect, store, use, transnt and protect
custoner information.

7. Subsidiary nmeans any conpany controll ed by a bank hol di ng
conpany, except a broker, deal er, person providing insurance,

i nvest nent conpany, investnent advisor, insured depository institution
or subsidiary of an insured depository institution.
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Il. Standards for Safeguardi ng Custoner |Infornmation

A. Information Security Program Each bank hol di ng conpany shal
i mpl ement a conprehensive informati on security programthat includes
adm nistrative, technical, and physical safeguards appropriate to the
size and conplexity of the bank hol ding conpany and the nature and
scope of its activities. A bank hol ding conpany al so shall ensure that
each of its subsidiaries is subject to a conprehensive infornmation
security program The bank hol di ng conpany may fulfill this requirenent
either by including a subsidiary within the scope of the bank hol di ng
conpany's conprehensive information security program or by causing the
subsidiary to i npl enent a separate conprehensive information security
programin accordance with the standards and procedures in sections |
and Il of this appendix that apply to bank hol di ng conpani es.

B. Objectives. A bank hol ding conpany's information security
program shal | :

1. Ensure the security and confidentiality of custoner infornation;

2. Protect against any anticipated threats or hazards to the
security or integrity of such information; and

3. Protect against unauthorized access to or use of such
information that could result in substantial harm or inconvenience to
any custoner or risk to the safety and soundness of the bank hol di ng

conpany.
I1l. Devel opnent and | nplenentation of Information Security Program

A. Involve the Board of Directors and Managenent.

1. The board of directors of each bank hol di ng conpany shall:

a. Approve the bank hol ding conpany's witten information security
policy and programthat conplies with these Guidelines; and

b. Oversee efforts to devel op, inplenent, and naintain an effective
i nformati on security program

2. The bank hol di ng conpany's managenent shall devel op, inplenent,
and naintain an effective information security program In conjunction
with its responsibility to inplenent the bank hol ding conpany's
i nformati on security program nmanagenent of each bank hol di ng conpany
shal |l regularly:

a. Evaluate the inpact on the bank hol ding conpany's security
program of changi ng busi ness arrangenents, such as nergers and
acquisitions, alliances and joint ventures, outsourcing arrangenents,
and changes to custoner information systens;

b. Docunent its conpliance with these Guidelines; and

c. Report to the board on the overall status of the information
security program including material matters related to: risk
assessnent; risk nanagenent and control decisions; results of testing;
attenpted or actual security breaches or violations and responsive
actions taken by nanagenent; and any reconmendati ons for inprovenents
in the information security program

B. Assess Risk. To achieve the objectives of its information
security program each bank hol di ng conpany shall :

1. Identify and assess the risks that may threaten the security,
confidentiality, or integrity of custoner infornmation systens. As part
of the risk assessnent, a bank hol di ng conpany shall determ ne the
sensitivity of custonmer information and the internal or externa
threats to the bank hol ding conpany's custoner information systens.

2. Assess the sufficiency of policies, procedures, customer
i nformati on systens, and other arrangenents in place to control risks
identified in section I11.B.1 of this appendi x.

3. Monitor, evaluate, and adjust its risk assessnent in |ight of
any rel evant changes to technol ogy, the sensitivity of customner
information, and internal or external threats to information security.

C. Manage and Control Risk. As part of a conprehensive risk
managenent plan, each bank hol di ng conpany shal |
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1. Establish witten policies and procedures that are adequate to
control the identified risks and achi eve the overall objectives of the
bank hol di ng conpany's information security program Policies and
procedures shall be commensurate with the sensitivity of the
information as well as the conplexity and scope of the bank hol di ng
conpany and its activities. In establishing the policies and
procedures, each bank hol di ng conpany shoul d consi der appropri ate:

a. Access rights to custoner information;

b. Access controls on custoner information systens, including
controls to authenticate and grant access only to authorized
i ndi vi dual s and conpani es;

c. Access restrictions at |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
storage facilities;

d. Encryption of electronic custoner information, including while
intransit or in storage on networks or systens to which unauthorized
i ndi vidual s may have access;

e. Procedures to confirmthat custoner information system
nodi fi cations are consistent with the bank hol di ng conpany's
i nformati on security program

f. Dual control procedures, segregation of duties, and enpl oyee
background checks for enployees with responsibilities for or access to
customer information;

g. Contract provisions and oversi ght nechanisns to protect the
security of custoner infornmation naintai ned or processed by service
provi ders;

h. Monitoring systens and procedures to detect actual and attenpted
attacks on or intrusions into custoner information systens;

i. Response prograns that specify actions to be taken when
unaut hori zed access to custoner information systens is suspected or
det ect ed;

j. Protection against destruction of custonmer information due to
potential physical hazards, such as fire and water danmge; and

k. Response prograns to preserve the integrity and security of
custoner information in the event of conputer or other technol ogica
failure, including, where appropriate, reconstructing |ost or danaged
custonmer information.

2. Train staff to recognize, respond to, and, where appropriate,
report to regulatory and | aw enforcenent agencies, any unauthorized or
fraudul ent attenpts to obtain customer information.

3. Regularly test the key controls, systens and procedures of the
informati on security programto confirmthat they control the risks and
achi eve the overall objectives of the bank hol ding conpany's
i nformati on security program The frequency and nature of such tests
shoul d be determ ned by the risk assessnent, and adjusted as necessary
to reflect changes in internal and external conditions. Tests shall be
conduct ed, where appropriate, by independent third parties or staff
i ndependent of those that develop or nmintain the security prograns.
Test results shall be reviewed by independent third parties or staff
i ndependent of those that conducted the test.

4. Mnitor, evaluate, and adjust, as appropriate, the information
security programin |light of any rel evant changes in technol ogy, the
sensitivity of its custonmer information, and internal or externa
threats to information security.

D. Oversee Qutsourcing Arrangenents. The bank hol di ng conpany
continues to be responsible for safeguarding custonmer infornmation even
when it gives a service provider access to that information. The bank
hol di ng conpany nust exercise appropriate due diligence in managi ng and
nmonitoring its outsourcing arrangenents to confirmthat its service
provi ders have inplenented an effective infornmation security programto
protect custonmer information and custoner information systens
consistent with these Guidelines.



7/6/00

E. Inplenent the Standards. Each bank hol ding conpany is to take
appropriate steps to fully inplenent an information security program
pursuant to these Guidelines by July 1, 2001

PART 263-- RULES OF PRACTI CE FOR HEARI NGS

11. The authority citation for part 263 is revised to read as
fol | ows:

Authority: 5 U.S.C. 504; 12 U.S.C. 248, 324, 504, 505, 1817(j),
1818, 1828(c), 18310, 1831p-1, 1847(b), 1847(d), 1884(b),
1972(2) (F), 3105, 3107, 3108, 3907, 3909; 15 U.S.C. 21, 780-4, 780-
5, 78u-2, 6801, 6805; and 28 U.S.C. 2461 note.

12. Anend Sec. 263.302 to revise paragraph (a) to read as foll ows:

Sec. 263.302 Deternmination and notification of failure to neet safety
and soundness standard and request for conpliance plan.

(a) Determination. The Board nmmy, based upon an exam nation
i nspection, or any other information that becones available to the
Board, determine that a bank has failed to satisfy the safety and
soundness standards contained in the Interagency Guidelines
Establ i shing Standards for Safety and Soundness or the Interagency
Gui del i nes Establishing Standards for Safeguardi ng Customner
Information, set forth in appendices D1 and D-2 to part 208 of this
chapter, respectively.

* * *x * %

By order of the Board of Governors of the Federal Reserve
System June 13, 2000.
Jenni fer J. Johnson
Secretary of the Board.

Federal Deposit Insurance Corporation
12 CFR Chapter |11

Aut hority and |ssuance

For the reasons set forth in the joint preanble, parts 308 and 364
of chapter I1l of title 12 of the Code of Federal Regul ation are
proposed to be anended as foll ows:

PART 308--RULES OF PRACTI CE AND PROCEDURE

1. The authority citation for part 308 continues to read as
fol | ows:

Aut hority: 5 U S.C 504, 554-557; 12 U S.C 93(b), 164, 505,
1815(e), 1817, 1818, 1820, 1828, 1829, 1829b, 1831li, 18310, 1831p-1
1832(c), 1884(b), 1972, 3102, 3108(a), 3349, 3909, 4717; 15 U. S.C
78(h) and (i), 780-4(c), 780-5, 78g-1, 78s, 78u, 78u-2, 78u-3 and
78w, 28 U.S.C. 2461 note; 31 U. S.C. 330, 5321; 42 U.S.C. 4012a; sec.
31001(s), Pub. L. 104-134, 110 Stat. 1321-358.

1. Amend Sec. 308.302 to revise paragraph (a) to read as foll ows:
Sec. 308.302 Determnation and notification of failure to neet a
saf ety and soundness standard and request for conpliance plan.

(a) Determination. The FDIC nay, based upon an exami nati on,
i nspection, or any other information that becones available to the
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FDIC, determ ne that a bank has failed to satisfy the safety and
soundness standards set out in part 364 of this chapter and in the

I nteragency Cui delines Establishing Standards for Safety and Soundness
in appendi x A and the Interagency Guidelines Establishing Standards for
Saf eguardi ng Custoner Information in appendix B to part 364 of this
chapter.

* * % * %

PART 364-- STANDARDS FOR SAFETY AND SOUNDNESS

2. The authority citation for part 364 is revised to read as
fol |l ows:

Authority: 12 U.S.C. 1818 (Tenth), 1831p-1; 15 U.S.C. 6801(b),
6805(b) (1).

3. Anend Sec. 364.101 to revise paragraph (b) to read as foll ows:

Sec. 364.101 Standards for safety and soundness.

* * *x * %
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(b) Interagency Guidelines Establishing Standards for Safeguarding
Custonmer Information. The Interagency QGuidelines Establishing Standards
for Safeguardi ng Custonmer Information prescribed pursuant to section 39
of the Federal Deposit Insurance Act (12 U.S.C 1831p-1) and sections
501 and 505(b) of the Gramm Leach-Bliley Act (15 U S.C. 6801, 6805(b)),
as set forth in appendix Bto this part, apply to all insured state
nonnmenber banks, insured state |icensed branches of foreign banks, and
any subsidiaries of such entities (except brokers, deal ers, persons
provi di ng insurance, investnment conpanies, and investnent advisers).

4. Revise Appendix B to Part 364 to read as foll ows:

Appendi x B to Part 364--Interagency Cuidelines Establishing Standards
for Safeguardi ng Customer |nformation

Tabl e of Contents

. Introduction
A. Scope
B. Preservation of Existing Authority
C. Definitions
Il. Standards for Safeguardi ng Custoner |Infornmation
A. Information Security Program
B. Objectives
I1l. Devel opnent and | npl enentation of Custoner Information Security
Program
A. Involve the Board of Directors and Managenent
B. Assess Risk
C. Manage and Control Risk
D. Oversee Qutsourcing Arrangenents
E. Inpl enent the Standards

I. Introduction

The I nteragency CGuidelines Establishing Standards for
Saf eguardi ng Custoner Information (Cuidelines) set forth standards
pursuant to section 39 of the Federal Deposit Insurance Act (section
39, codified at 12 U S.C. 1831p-1), and sections 501 and 505(b),
codified at 15 U S.C. 6801 and 6805(b), of the Gramm Leach-Blil ey
Act. These CGuidel i nes address standards for devel opi ng and
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i mpl enmenting adm nistrative, technical, and physical safeguards to
protect the security, confidentiality, and integrity of customner
i nformation.

A. Scope. The Guidelines apply to custoner infornation
mai nt ai ned by or on behalf of entities for which the Federal Deposit
I nsurance Corporation (FDIC) has authority. Such entities are
referred to in this appendix as ~“the bank.'' These are banks
insured by the FDIC (other than nenbers of the Federal Reserve
Systen), insured state branches of foreign banks, and any
subsidiaries of such entities (except brokers, dealers, persons
provi di ng insurance, investnment conpanies, and investnent advisers).

B. Preservation of Existing Authority. Neither section 39 nor
these Guidelines in any way limt the authority of the FDIC to
address unsafe or unsound practices, violations of |aw, unsafe or
unsound conditions, or other practices. The FDIC nay take action
under section 39 and these Cuidelines independently of, in
conjunction with, or in addition to, any other enforcenent action
available to the FDIC

C. Definitions. For purposes of the Guidelines, the follow ng
definitions apply:

1. In general. For purposes of the Cuidelines, except as
nodi fied in the Guidelines or unless the context otherw se requires,
the terns used have the same neanings as set forth in sections 3 and
39 of the Federal Deposit Insurance Act (12 U. S.C 1813 and 1831p-
1).

2. Customer information neans any records, data, files, or other
i nformati on containing nonpublic personal information, as defined in
Sec. 332.3(n) of this chapter (the Privacy Rule), about a custoner,
whet her in paper, electronic or other form that are naintai ned by
or on behal f of the bank

3. Custoner neans any custoner of the bank as defined in
Sec. 332.3(h) of this chapter.

4. Service provider neans any person or entity that nmintains or
processes custoner infornmation on behalf of the bank, or is
otherw se granted access to custonmer information through its
provi sion of services to the bank.

5. Board of directors, in the case of a branch or agency of a
forei gn bank neans the managing official in charge of the branch or
agency.

6. Customer information systens neans the el ectronic or physica
met hods used to access, collect, store, use, transnmt and protect
customer information.

Il. Standards for Safeguardi ng Custoner |Infornmation

A. Information Security Program Each bank shall inplenent a
conprehensive information security programthat includes
adm nistrative, technical, and physical safeguards appropriate to
the size and conplexity of the bank and the nature and scope of its
activities.

B. Objectives. A bank's information security program shall:

1. Ensure the security and confidentiality of customner
i nformation;

2. Protect against any anticipated threats or hazards to the
security or integrity of such information; and

3. Protect against unauthorized access to or use of such
information that could result in substantial harm or inconvenience
to any custoner or risk to the safety and soundness of the bank

I1l. Devel opnent and | nplenentation of Information Security Program
A. Involve the Board of Directors and Managenent.

1. The board of directors of each bank shall:
a. Approve the bank's witten information security policy and
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programthat conplies with these Guidelines; and

b. Oversee efforts to develop, inplenent, and naintain an
effective informati on security program

2. The bank's managenent shall devel op, inplenent, and maintain
an effective information security program In conjunction with its
responsibility to inplenent the bank's information security program
managenent of each bank shall regularly:

a. Evaluate the inpact on the bank's security program of
changi ng busi ness arrangenents, such as nergers and acqui sitions,
alliances and joint ventures, outsourcing arrangenents, and changes
to custoner information systens;

b. Docunent its conpliance with these Guidelines; and

c. Report to the board on the overall status of the infornmation
security program including material matters related to: risk
assessnent; risk nanagenent and control decisions; results of
testing; attenpted or actual security breaches or violations and
responsi ve actions taken by nanagenent; and any reconmendations for
i mprovenents in the information security program

B. Assess Risk. To achieve the objectives of its information
security program each bank shall:

1. Identify and assess the risks that may threaten the security,
confidentiality, or integrity of custoner information systens. As
part of the risk assessnent, a bank shall determ ne the sensitivity
of custoner information and the internal or external threats to the
bank's custoner information systens.

2. Assess the sufficiency of policies, procedures, customer
i nformati on systens, and other arrangenents in place to contro
risks.

3. Monitor, evaluate, and adjust its risk assessnent in |ight of
any rel evant changes to technol ogy, the sensitivity of customner
information, and internal or external threats to information
security.

C. Manage and Control Risk. As part of a conprehensive risk
managenent plan, each bank shall

1. Establish witten policies and procedures that are adequate
to control the identified risks and achi eve the overall objectives
of the bank's information security program Policies and procedures
shall be comensurate with the sensitivity of the infornmation as
well as the conplexity and scope of the bank and its activities. In
establishing the policies and procedures, each bank shoul d consi der
appropri at e:

a. Access rights to custoner information;

b. Access controls on customrer information systens, including
controls to authenticate and grant access only to authorized
i ndi vi dual s and conpani es;

c. Access restrictions at |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
storage facilities;

d. Encryption of electronic custoner infornation, including
while in transit or in storage on networks or systens to which
unaut hori zed i ndividual s may have access;

e. Procedures to confirmthat custoner information system
nodi fi cations are consistent with the bank's information security
pr ogr am

f. Dual control procedures, segregation of duties, and enpl oyee
background checks for enployees with responsibilities for or access
to custoner information;

g. Contract provisions and oversi ght nechanisns to protect the
security of
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custoner information nmintained or processed by service providers;
h. Monitoring systens and procedures to detect actual and
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attenpted attacks on or intrusions into customer infornation
syst ens;

i. Response prograns that specify actions to be taken when
unaut hori zed access to custoner information systens is suspected or
det ect ed;

j. Protection against destruction of custonmer information due to
potential physical hazards, such as fire and water danmge; and

k. Response prograns to preserve the integrity and security of
custoner information in the event of conputer or other technol ogica
failure, including, where appropriate, reconstructing |lost or
damaged custoner infornation.

2. Train staff to recognize, respond to, and, where appropriate,
report to regulatory and | aw enforcenent agencies, any unauthorized
or fraudulent attenpts to obtain custoner information.

3. Regularly test the key controls, systens and procedures of
the information security programto confirmthat they control the
ri sks and achi eve the overall objectives of your infornmation
security program The frequency and nature of such tests should be
determ ned by the risk assessnment, and adjusted as necessary to
refl ect changes in internal and external conditions. Tests shall be
conduct ed, where appropriate, by independent third parties or staff
i ndependent of those that develop or nmintain the security prograns.
Test results shall be reviewed by independent third parties or staff
i ndependent of those that conducted the test.

4. Mnitor, evaluate, and adjust, as appropriate, the
i nformati on security programin light of any relevant changes in
technol ogy, the sensitivity of its custoner infornmation, and
internal or external threats to infornmation security.

D. Oversee Qutsourcing Arrangenents. The bank continues to be
responsi bl e for safeguardi ng custonmer information even when it gives
a service provider access to that information. The bank nust
exerci se appropriate due diligence in nanagi ng and nonitoring your
out sourcing arrangenents to confirmthat your service providers have
i mpl emented an effective information security programto protect
custoner information and custoner infornmation systens consistent
with these Guidelines.

E. Inplenent the Standards. Each bank is to take appropriate
steps to fully inplenent an information security program pursuant to
these Guidelines by July 1, 2001

By order of the Board of Directors.

Dat ed at Washington, D.C., this 6th day of June, 2000.
Federal Deposit I|nsurance Corporation
Robert E. Fel dman,
Executive Secretary.
O fice of Thrift Supervision
12 CFR Chapter V
Aut hority and |ssuance

For the reasons set forth in the joint preanble, parts 568 and 570
of chapter V of title 12 of the Code of Federal regulations are
proposed to be anended as foll ows:

PART 568-- SECURI TY PROCEDURES

1. The authority citation for part 568 is revised to read as
fol |l ows:

Authority: Secs. 2-5, 82 Stat. 294-295 (12 U.S.C. 1881-1984); 12
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U S C 1831p-1; 15 U . S. C. 6801, 6805(b)(1).
2. Anend Sec. 568.1 to revise paragraph (a) to read as follows:

Sec. 568.1 Authority, purpose, and scope.

(a) This part is issued by the Ofice of Thrift Supervision
(TTOrs' ') pursuant to section 3 of the Bank Protection Act of 1968 (12
U.S.C. 1882), and sections 501 and 505(b) (1) of the G anm Leach-Blil ey
Act (12 U . S.C. 6801, 6805(b)(1). This part is applicable to savings
associations. It requires each savings association to adopt appropriate
security procedures to di scourage robberies, burglaries, and | arcenies
and to assist in the identification and prosecution of persons who
commit such acts. Section 568.5 of this part is applicable to savings
associ ations and their subsidiaries (except brokers, dealers, persons
provi di ng insurance, investnment conpani es, and investnent advisers).
Section 568.5 of this part requires covered institutions to establish
and i npl enent appropriate adnministrative, technical, and physica
safeguards to protect the security, confidentiality, and integrity of
custoner infornmation.

* * *x * %

3. Add Sec. 568.5 to read as foll ows:

Sec. 568.5 Protection of custoner infornation.

Savi ngs associ ations and their subsidiaries (except brokers,
deal ers, persons providing insurance, investnent conpanies, and
i nvest ment advi sers) nust conply with the Interagency Guidelines
Est abl i shing Standards for Safeguardi ng Customer Information prescribed
pursuant to sections 501 and 505 of the Gramm Leach-Bliley Act (15
U.S.C. 6801 and 6805), set forth in appendix B to part 570 of this
chapter.

PART 570-- SUBM SSI ON AND REVI EW OF SAFETY AND SOUNDNESS COWVPLI ANCE
PLANS AND | SSUANCE OF ORDERS TO CORRECT SAFETY AND SOUNDNESS
DEFI Cl ENCI ES

4. Amend Sec. 570.1 to add a sentence to the end of paragraph (a)
and revise the | ast sentence of paragraph (b) to read as foll ows:

Sec. 570.1 Authority, purpose, scope and preservation of existing
aut hority.

(a) * * * Appendix Bto this part is further issued under sections
501(b) and 505 of the Granm Leach-Bliley Act (Pub. L. 106-102, 113
Stat. 1338 (1999)).

(b) * * * Interagency Cuidelines Establishing Standards for
Saf eguardi ng Custoner Infornmation are set forth in appendix Bto this
part.

5. Anend Sec. 570.2 to revise paragraph (a) to read as foll ows:

Sec. 570.2 Determnation and notification of failure to neet safety
and soundness stnadards and request for conpliance plan.

(a) Determination. The OIS nay, based upon an exam nati on,
i nspection, or any other information that becones available to the OTS
determine that a savings association has failed to satisfy the safety
and soundness standards contained in the Interagency Cuidelines
Establ i shing Standards for Safety and Soundness as set forth in
appendix Ato this part or the Interagency Guidelines Establishing
St andards for Safeguarding Custoner Information as set forth in



7/6/00

appendix B to this part.

* * % %

6. Revise Appendix B to Part 570 to read as foll ows:

Appendi x B to Part 570--1nteragency Cuidelines Establishing Standards
for Safeguardi ng Customer |nformation

Tabl e of Contents

. Introduction
A. Scope
B. Preservation of Existing Authority
C. Definitions
I'l. Standards for Safeguardi ng Custoner |Infornmation
A. Information Security Program
B. Objectives
I1l. Devel opnent and | npl enentation of Custoner Information Security
Program
A. Involve the Board of Directors and Managenent
B. Assess Risk
C. Manage and Control Risk
D. Oversee Qutsourcing Arrangenents
E. Inpl enent the Standards

I. Introduction

The I nteragency CGuidelines Establishing Standards for
Saf eguardi ng Custoner Information (Cuidelines) set forth standards
pursuant to section 39 of the Federal Deposit Insurance Act (section
39, codified at 12 U S.C. 1831p-1), and sections 501 and
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505(b), codified at 15 U S.C. 6801 and 6805(b), of the G amm Leach-
Bliley Act. These Guidelines address standards for devel opi ng and

i mpl enmenting adm nistrative, technical, and physical safeguards to
protect the security, confidentiality, and integrity of customner

i nformation.

A. Scope. The Guidelines apply to customer infornation
mai ntai ned by or on behalf of entities for which OIS has authority.
For purposes of this appendi x, these entities are savings
associ ati ons whose deposits are FDI C-insured and any subsidiaries of
such savings associ ations, except brokers, deal ers, persons
provi di ng i nsurance, investment conpani es, and investnment advisers.
This appendix refers to such entities as "~ “you.'

B. Preservation of Existing Authority. Neither section 39 nor
these Guidelines in any way limt the OIS's authority to address
unsafe or unsound practices, violations of |law, unsafe or unsound
conditions, or other practices. OIS may take action under section 39
and t hese Guidelines independently of, in conjunction with, or in
addition to, any other enforcenent action available to OIS

C. Definitions. For purposes of the Guidelines, the follow ng
definitions apply:

1. In general. For purposes of the Cuidelines, except as
nodi fied in the Guidelines or unless the context otherw se requires,
the terns used have the sanme neanings as set forth in sections 3 and
39 of the Federal Deposit Insurance Act (12 U. S.C 1813 and 1831p-
1).

2. Customer information neans any records, data, files, or other
i nformati on containing nonpublic personal information, as defined in
12 CFR 573.3(n), about a custoner, whether in paper, electronic or
other form that you nmaintain or that are maintained on your behalf.

3. Custoner neans any of your custoners, as defined in 12 CFR
573.3(h).
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4. Service provider neans any person or entity that nmintains or
processes custoner infornmation on your behalf, or is otherw se
granted access to custonmer information through its provision of
services to you.

5. Custoner infornmation systens neans the electronic or physica
met hods used to access, collect, store, use, transmt and protect
customer information.

Il. Standards for Safeguardi ng Custoner |Infornmation

A. Information Security Program You shall inplenment a
conprehensive information security programthat includes
adm nistrative, technical, and physical safeguards appropriate to
your size and conplexity and the nature and scope of your
activities.

B. Objectives. Your infornmation security program shall:

1. Ensure the security and confidentiality of customner
i nformation;

2. Protect against any anticipated threats or hazards to the
security or integrity of such information; and

3. Protect against unauthorized access to or use of such
information that could result in substantial harm or inconvenience
to any custonmer or risk to your safety and soundness.

I1l. Devel opnent and | nplenentation of Information Security Program

A. Involve the Board of Directors and Managenent.

1. Your board of directors shall

a. Approve your witten information security policy and program
that conplies with these Guidelines; and

b. Oversee efforts to develop, inplenent, and naintain an
effective informati on security program

2. Your managenent shall devel op, inplenment, and naintain an
effective informati on security program In conjunction with its
responsibility to inplenent your information security program your
managenent shall regularly:

a. Evaluate the inpact on your security program of changing
busi ness arrangenents, such as nergers and acquisitions, alliances
and joint ventures, outsourcing arrangenents, and changes to
custoner information systens;

b. Docunent its conpliance with these Guidelines; and

c. Report to your board on the overall status of the information
security program including material matters related to; risk
assessnent; risk nanagenent and control decisions; results of
testing; attenpted or actual security breaches or violations and
responsi ve actions taken by nanagenent; and any reconmendations for
i mprovenents in the information security program

B. Assess Risk. To achieve the objectives of its information
security program you shall:

1. Identify and assess the risks that may threaten the security,
confidentiality, or integrity of custoner information systens. As
part of the risk assessnent, you shall deternmine the sensitivity of
custoner information and the internal or external threats to your
custoner information systens.

2. Assess the sufficiency of policies, procedures, customer
i nformati on systens, and other arrangenents in place to contro
risks.

3. Monitor, evaluate, and adjust your risk assessnment in |ight
of any rel evant changes to technol ogy, the sensitivity of customner
information, and internal or external threats to information
security.

C. Manage and Control Risk. As part of a conprehensive risk
managenent plan, you shall:

1. Establish witten policies and procedures that are adequate
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to control the identified risks and achieve the overall objectives
of your infornmation security program Policies and procedures shal
be commensurate with the sensitivity of the infornation as well as
the conplexity and scope of you and your activities. In establishing
the policies and procedures, you should consi der appropriate:

a. Access rights to custoner information;

b. Access controls on customner information systens, including
controls to authenticate and grant access only to authorized
i ndi vi dual s and conpani es;

c. Access restrictions at |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
storage facilities;

d. Encryption of electronic custoner infornation, including
while in transit or in storage on networks or systens to which
unaut hori zed i ndi vidual s may have access;

e. Procedures to confirmthat custoner information system
nodi fi cations are consistent with your information security program

f. Dual control procedures, segregation of duties, and enpl oyee
background checks for enployees with responsibilities for or access
to custoner information;

g. Contract provisions and oversi ght nechanisns to protect the
security of custoner infornmation naintai ned or processed by service
provi ders;

h. Monitoring systens and procedures to detect actual and
attenpted attacks on or intrusions into customer infornation
syst ens;

i. Response prograns that specify actions to be taken when
unaut hori zed access to custoner information systens is suspected or
det ect ed;

j. Protection against destruction of custonmer information due to
potential physical hazards, such as fire and water danmge; and

k. Response prograns to preserve the integrity and security of
custoner information in the event of conputer or other technol ogica
failure, including, where appropriate, reconstructing |ost or
damaged custoner infornmation.

2. Train staff to recognize, respond to, and, where appropriate,
report to regulatory and | aw enforcenent agencies, any unauthorized
or fraudulent attenpts to obtain custoner information.

3. Regularly test the key controls, systens and procedures of
the information security programto confirmthat they control the
ri sks and achi eve the overall objectives of your infornmation
security program The frequency and nature of such tests should be
determ ned by the risk assessnment, and adjusted as necessary to
refl ect changes in internal and external conditions. Tests shall be
conduct ed, where appropriate, by independent third parties or staff
i ndependent of those that develop or nmintain the security prograns.
Test results shall be reviewed by independent third parties or staff
i ndependent of those that conducted the test.

4. Mnitor, evaluate, and adjust, as appropriate, the
i nformati on security programin light of any relevant changes in
technol ogy, the sensitivity of its custoner infornmation, and
internal or external threats to infornmation security.

[[ Page 39489]]

D. Oversee Qutsourcing Arrangenents. You continue to be
responsi bl e for safeguarding custonmer information even when you give
a service provider access to that infornmation. You nust exercise
appropriate due diligence in managi ng and nonitoring your
out sourcing arrangenents to confirmthat your service providers have
i mpl emented an effective information security programto protect
custoner information and custoner infornmation systens consistent
with these Guidelines.

E. Inplenent the Standards. You are to take appropriate steps to
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fully inplenent an information security program pursuant to these
Gui delines by July 1, 2001.

Dated: June 9, 2000.

By the Office of Thrift Supervision.
El | en Sei dman,
Director.
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