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CORRECTED VERSION
April 30, 2003
Memorandum of Instruction

Standard Provisions for Compliance with HIPAA in State Contracts

I.  Introduction
The federal Health Insurance Portability and Accountability Act of 1996 (HIPAA) requires a “Covered Entity” to obtain certain satisfactory assurances from a “Business Associate” before the Business Associate may receive, use, or create protected health information (PHI), effective April 14, 2003.  When an agency, which is a Covered Entity, contracts with a Business Associate to perform certain functions, the agency must obtain these satisfactory assurances from the Business Associate. (The Business Associate may also want those same assurances from the agency that the PHI will be protected, used, and administered to the standards set forth by federal law.) These assurances must be added to contracts between agencies and Business Associates and must describe the obligations of the parties regarding the use and disclosure of PHI.  
The State of Oregon intends to meet compliance requirements via two methods: (1) adoption of Oregon Administrative Rule 125, Division 55 (HIPAA Compliance within Public Contracting) and incorporating this rule by reference into existing and new state contracts and (2) executing a Business Associate Terms Rider (Rider). The Rider is a document that sets for the obligations of the agency and the Business Associate regarding the use and disclosure of PHI. The Rider is an amendment to an existing contract between the agency and the Business Associate. There are two versions of the Rider as described below.. Standardized provisions for agencies to use are attached to this memorandum. 
Federal laws also require the State of Oregon to implement certain privacy, security, and transmission procedures and to establish or amend contracts with other entities to protect the health information of individuals in providing services or in collecting health information.  The State of Oregon Department of Human Services has developed policies and procedures that provide guidance to agencies for privacy, security, and electronic data interface (EDI) exchange procedures. 
II. References

a. Federal Health Insurance Portability and Accountability Act of 1996 – Public Law 104-191, 42 USC 1320d et. seq..
b. Federal HIPAA Privacy Rule, 45 CFR Parts 160 and 164.
c. Oregon Administrative Rule (OAR) 125, Division 55, found at: http://tpps.das.state.or.us/purchasing/general-info/doc/HIPPA_Rule.doc
d. Department of Human Services Contract Review Tool, found at: http://www.dhs.state.or.us/admin/hipaa/doc_cl/docs/contracttool-1.doc.
III. Identification of Relationship  

An agency must first determine the relationship between the agency and the Contractor. This relationship is based upon the specific contractual requirements for a Contractor to receive, store, use, distribute, or create PHI.  Contractors can be a “Business Associate” and/or a “Trading Partner”.  The “Trading Partner” designation generally relates to a Contractor which exchanges information in an EDI or other format with an agency.  A Business Associate Contractor is one that performs a covered function on behalf of a Covered Entity and uses PHI in performing that covered function. Examples of some Business Associate relationships are: 
· Patient Accounts Billing

· Claims Administration and Processing

· Benefits Management

· Contract Analysis

· Utilization Review

· Population Assessments

· Professional Services

· Quality Assurance

· Data Aggregation Services (software, analysis, processing, hardware support)

· Medical services rate-setting

· Practice Management

However, providers of treatment many not be Business Associates.  For example, a hospital may share PHI with a health care provider for treatment purposes without a business associate contract. There are also a number of excepted instances (employment drug-testing, inmate medical care, courier services, banking transactions, administrative services in a medical facility) and relationships (employees of an agency).   Examples of treatment providers that may not implicate a Business Associate relationship:
· Physician services

· Nursing services

· Laboratory services

· Radiology services

· Physical therapy

· Occupational therapy

· Speech/hearing therapy

· Psychology services

· Counseling

· Pharmacy

IV. Existing Contracts
Federal law requires that existing contracts that are being renewed or being modified include a HIPAA compliance provision at the next renewal or modification or by April 14, 2004, whichever comes first.  Either of the following provisions should be used by state agencies, depending on the agency’s need to limit or to direct the use of PHI. (Note that the Contractor’s signature is required and that the Rider or amendment must be documented to file as it is a part of the Contract upon signature.)
     a.   If the agency determines that it does not want to limit or to direct the Contractor’s
           specific uses of PHI (additional limitations beyond federal law requirements), the
           agency should incorporate the provision at ATTACHMENT 1, the General Use 
           Rider.

     b.   If the agency determines that it does want to limit or to direct the Contractor’s use
           of PHI, the agency should incorporate the provision at ATTACHMENT 2, the
           Specific Use Rider.        
c. For existing contracts with Business Associates, where the agency has determined that the Compliance with Applicable Law provision and other provision(s) require amendment action, the agency should use the amendment sample provision found at ATTACHMENT 4, Contract Amendment.  Like the Rider, there are two versions of the compliance with Applicable Law provision.  Agencies should use “Option 1” in ATTACHMENT 4 when it does not want to limit one or more of the purpose for which the Business Associate may use or disclose protected health information.  Agencies should use “Option 2” in ATTACHMENT 4 when it does want to limit one or more of the purposes for which the Business Associate may use or disclose protected health information.  
V. New Contracts
The contract language that agencies should use to incorporate the HIPAA rule (OAR 125, Division 55) into Business Associate contracts will be contained in the “Compliance with Applicable Law” provision of the contract.  Almost all agency contracts should already contain the Compliance with Applicable Law provision.  Thus, a contract amendment should only require a modification to the Compliance with Applicable Law provision.  

New contracts with Business Associates must include the Compliance with Applicable Law provision, which is found at ATTACHMENT 3, Contract Language for New Business Associate Contracts. Like the Rider, there are two versions of the Compliance with Applicable Law provision. Agencies should use “Option 1” in ATTACHMENT 3, when it does not want to limit one or more of the purposes for which the Business Associate may use or disclose protected health information. Agencies should use “Option 2” in ATTACHMENT 3 when it does want to limit one or more of the purposes for which the Business Associate may use or disclose protected health information.
VI. Further Information
Agencies must conduct their own individual assessment of relationships and requirements to meet federal law regarding HIPAA.  This may include detailed training for employees, additional adoption of security and privacy procedures and manuals, establishment of EDI or exchange procedures with Business Associates and Trading Partners, and revision to contracting templates.  Assigned or contracted legal advice will more than likely also be a necessity to ensure that state agencies meet requirements. 
If an agency desires further information regarding the provisions attached to this memorandum, please contact the Internal Operations Manager at the State Procurement Office or by phone: 503.378.4721. 
Daniel Clem

Internal Operations Manager
Attachments:
1 – Business Associate Rider, General Use

2 – Business Associate Rider, Specific Use

3 – New Contracts with Business Associates

4 – Amendment to Contract with Business Associate 

5 – Oregon Administrative Rule 125, Division 55
5 – Oregon Administrative Rule 125, Division 55

ATTACHMENT 1

General Use Rider 
BUSINESS ASSOCIATE TERMS RIDER
This Business Associate Terms Rider (“Rider”) amends and supplements that certain _________________________ , contract no. ________  [insert name and contract number of underlying services contract] (“Agreement”) between _________________________(“Agency”) and _________________________(“Contractor”).

RECITALS

A.  Contractor uses and/or discloses Protected Health Information in the performance of its obligations under the Agreement; and

B.  The Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”) and its implementing Privacy Rule, 45 CFR Parts 160 and 164, require that Agency, as a Covered Entity, obtain satisfactory assurances from its business associates, as that term is defined in the Privacy Rule, that they will comply with the business associate requirements set forth in 45 CFR 164.502(e) and 164.504(e).  Contractor (hereafter “Business Associate”) is a business associate of Agency and desires to provide such assurances with respect to the performance of its obligations under the Agreement; and

C.  Both Agency and Business Associate are committed to current and future compliance with the standards set forth in the Privacy Rule, as it may be amended from time to time, in the performance of their obligations under the Agreement.

NOW, THEREFORE, for mutual and valuable consideration, the parties agree as follows:

AGREEMENT

The parties agree that the following terms and conditions shall apply to the performance of their obligations under the Agreement, effective April 14, 2003.  Capitalized terms used, but not otherwise defined in this Rider, shall have the same meaning as those terms in the Privacy Rule.

1.  SERVICES.  Pursuant to the Agreement, Business Associate provides certain services for or on behalf of Agency, as described in the Agreement, that involve the use and disclosure of Protected Health Information.  Business Associate may make use of Protected Health Information to perform those services if authorized in the Agreement and not otherwise limited or prohibited by this Rider, the Privacy Rule and other applicable federal or state laws or regulations.  All other uses of Protected Health Information are prohibited.
2. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE.

(a) Business Associate agrees to not use or disclose Protected Health Information other than as permitted or required by the Agreement as amended by this Rider, as permitted by the Privacy Rule, or as Required By Law.

(b) Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the Protected Health Information other than as provided for by the Agreement, as amended by this Rider.

(c) Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of Protected Health Information by Business Associate in violation of the requirements of the Agreement, as amended by this Rider.

(d) Business Associate agrees to report to Agency, as promptly as possible, any use or disclosure of the Protected Health Information not provided for by the Agreement, as amended by this Rider, of which it becomes aware.

(e) Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides Protected Health Information received from, or created or received by Business Associate on behalf of Agency, agrees to the same restrictions and conditions that apply through the Agreement, as amended by this Rider, to Business Associate with respect to such information. 

(f) Business Associate agrees to provide access, at the request of Agency, and in the time and manner designated by Agency, to Protected Health Information in a Designated Record Set, to Agency or, as directed by Agency, to an Individual in order to meet the requirements under 45 CFR 164.524.

(g) Business Associate agrees to make any amendment(s) to Protected Health Information in a Designated Record Set that the Agency directs or agrees to pursuant to 45 CFR 164.526 at the request of Agency or an Individual, and in the time and manner designated by Agency.

(h) Business Associate agrees to make internal practices, books, and records, including policies and procedures and Protected Health Information, relating to the use and disclosure of Protected Health Information received from, or created or received by Business Associate on behalf of Agency, available to Agency or to the Secretary, in a time and manner designated by Agency or the Secretary, for purposes of the Secretary determining Agency's compliance with the Privacy Rule.

(i) Business Associate agrees to document such disclosures of Protected Health Information and information related to such disclosures as would be required for Agency to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528. 

(j) Business Associate agrees to provide to Agency or an Individual, in time and manner to be designated by Agency, information collected in accordance with Section 2(i) of this Rider, to permit Agency to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528.
3.  PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE.

(a)  General Use and Disclosure Provisions.  Except as otherwise limited or prohibited by this Rider, Business Associate may use or disclose Protected Health Information to perform functions, activities, or services for, or on behalf of, Agency as specified in the Agreement and this Rider, provided that such use or disclosure would not violate the Privacy Rule if done by Agency or the minimum necessary policies and procedures of Agency.

(b) Specific Use and Disclosure Provisions.

(1) Except as otherwise limited in this Rider, Business Associate may use Protected Health Information for the proper management and administration of the Business Associate or to carry out the legal responsibilities of the Business Associate.

(2) Except as otherwise limited in this Rider, Business Associate may disclose Protected Health Information for the proper management and administration of the Business Associate, provided that disclosures are Required By Law, or Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as Required By Law or for the purpose for which it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached.

(3) Business Associate may use Protected Health Information to report violations of law to appropriate Federal and State authorities, consistent with 45 CFR 164.502(j)(1).

(4) Business Associate may not aggregate or compile Agency’s Protected Health Information with the Protected Health Information of other Covered Entities unless the Agreement permits Business Associate to perform Data Aggregation services.  If the Agreement permits Business Associate to provide Data Aggregation services, Business Associate may use Protected Health Information to provide the Data Aggregation services requested by Agency as permitted by 45 CFR 164.504(e)(2)(i)(B), subject to any limitations contained in this Rider.  If Data Aggregation services are requested by Agency, Business Associate is authorized to aggregate Agency’s Protected Health Information with Protected Heath Information of other Covered Entities that the Business Associate has in its possession through its capacity as a Business Associate to such other Covered Entities provided that the purpose of such aggregation is to provide Agency with data analysis relating to the Health Care Operations of Agency.  Under no circumstances may Business Associate disclose Protected Health Information of Agency to another Covered Entity absent the express authorization of Agency.

4.  OBLIGATIONS OF AGENCY.

(a) Agency shall notify Business Associate of any limitation(s) in its notice of privacy practices of Agency in accordance with 45 CFR 164.520, to the extent that such limitation may affect Business Associate's use or disclosure of Protected Health Information.  Agency may satisfy this obligation by providing Business Associate with Agency’s most current Notice of Privacy Practices.

(b) Agency shall notify Business Associate of any changes in, or revocation of, permission by Individual to use or disclose Protected Health Information, to the extent that such changes may affect Business Associate's use or disclosure of Protected Health Information.

(c) Agency shall notify Business Associate of any restriction to the use or disclosure of Protected Health Information that Agency has agreed to in accordance with 45 CFR 164.522, to the extent that such restriction may affect Business Associate's use or disclosure of Protected Health Information.

5.  PERMISSIBLE REQUESTS BY AGENCY.

Agency shall not request Business Associate to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule if done by Agency, except as permitted by Section 3(b) above.

6.  TERM AND TERMINATION.

(a) Effective Date; Term. This Rider shall be effective on the later of (i) the date on which all parties have executed it and all necessary approvals have been granted, or (ii) April 14, 2003. This Rider shall terminate on the earlier of (i) the date of termination of the Agreement, or (ii) the date on which termination of the Rider is effective under Section 6(b).

(b) Termination for Cause.  In addition to any other rights or remedies provided to Agency in the Agreement, upon Agency's knowledge of a material breach by Business Associate of Business Associate’s obligations under this Rider, Agency shall either:

(1) Notify Business Associate of the breach and specify a reasonable opportunity in the Notice for Business Associate to cure the breach or end the violation, and terminate the Agreement and this Rider if Business Associate does not cure the breach of the terms of  this Rider or end the violation within the time specified by Agency;

(2) Immediately terminate the Agreement and this Rider if Business Associate has breached a material term of this Rider and cure is not possible in Agency’s reasonable judgment; or

(3) If neither termination nor cure is feasible, Agency shall report the violation to the Secretary.

(4) The rights and remedies provided in this Rider are in addition to any rights and remedies provided in the Agreement.

(c) Effect of Termination.

(1) Except as provided in paragraph (2) of this Section 6(c), upon termination of the Agreement and this Rider, for any reason, Business Associate shall, at Agency’s option, return or destroy all Protected Health Information received from Agency, or created or received by Business Associate on behalf of Agency.  This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate. Business Associate shall retain no copies of the Protected Health Information.

(2) In the event that Business Associate determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to Agency notification of the conditions that make return or destruction infeasible.  Upon Agency’s written acknowledgement that return or destruction of Protected Health Information is infeasible, Business Associate shall extend the protections of this Rider to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information.

7.  MISCELLANEOUS.

(a) Regulatory References.  A reference in this Rider to a section in the Privacy Rule means the section as in effect or as amended.

(b) Amendment; Waiver.  The Parties agree to take such action as is necessary to amend the Agreement and this Rider from time to time as is necessary for Agency to comply with the requirements of the Privacy Rule and HIPAA.  No provision hereof shall be deemed waived unless in writing, duly signed by authorized representatives of the parties.  A waiver with respect to one event shall not be construed as continuing, or as a bar to or waiver of any other right or remedy under this Rider.

(c) Survival.  The respective rights and obligations of Business Associate under Section 6(c), this Section 7(c), Section 7(e) and Section 7(f) of this Rider shall survive the termination of the Agreement and this Rider.

(d) Interpretation; Order of Precedence.  Any ambiguity in this Rider or the Agreement shall be resolved to permit Agency to comply with the Privacy Rule.  The terms of this Rider amend and supplement the terms of the Agreement, and whenever possible, all terms and conditions in this Rider and the Agreement are to be harmonized.  In the event of a conflict between the terms of this Rider and the terms of the Agreement, the terms of this Rider shall control; provided, however, that this Rider shall not supercede any other federal or state law or regulation governing the legal relationship of the parties, or the confidentiality of records or information, except to the extent that HIPAA preempts those laws or regulations.  In the event of any conflict between the provisions of the Agreement (as amended by this Rider) and the Privacy Rule, the Privacy Rule shall control.

(e) Indemnity.  In addition to any other indemnification obligations imposed on Business Associate in the Agreement, Business Associate shall defend, save, hold harmless, and indemnify the State of Oregon and Agency and their officers, employees and agents from and against all claims, suits, actions, losses, damages, liabilities, costs and expenses of any nature whatsoever resulting from, arising out of, or relating to the activities of Business Associate or its officers, employees, subcontractors, or agents under this Rider.  Business Associate shall have control of the defense and settlement of the claim, but neither Business Associate nor any attorney engaged by Business Associate shall defend the claim in the name of the State of Oregon or Agency, nor purport to act as legal representative of the State of Oregon or Agency, without the prior written consent of the Oregon Attorney General.  The State of Oregon may, at its election and expense, assume its own defense and settlement in the event that it determines that Business Associate is prohibited from defending the State of Oregon, Business Associate is not adequately defending the State of Oregon’s interests, an important governmental principle is at issue or it is in the best interests of the State of Oregon to do so.
(f) No Third-Party Beneficiaries.  Agency and Business Associate are the only parties to this Rider and are the only parties entitled to enforce its terms.  Nothing in this Rider gives, is intended to give, or shall be construed to give or provide any benefit or right, whether directly, indirectly, or otherwise, to third persons unless such third persons are individually identified by name herein and expressly described as intended beneficiaries of the terms of this Rider.

(g) Time is of the Essence.  Agency agrees that time is of the essence under this Rider.

(h) Successors and Assigns.  The provisions of this Rider and the Agreement shall be binding upon and shall inure to the benefit of the parties hereto and their respective successors and permitted assigns, if any.

(i) Compliance With Applicable Law.  Business Associate shall comply with all federal, state and local laws, regulations, executive orders and ordinances applicable to Agreement.  Without limiting the generality of the foregoing, Business Associate expressly agrees to comply with the following laws, regulations and executive orders, as they may be amended from time to time during the term of this Rider and the Agreement, to the extent they are applicable to this Rider and the Agreement:  (i) Titles VI and VII of the Civil Rights Act of 1964, as amended; (ii) Sections 503 and 504 of the Rehabilitation Act of 1973, as amended; (iii) the Americans with Disabilities Act of 1990, as amended; (iv) Executive Order 11246, as amended; (v) The Age Discrimination in Employment Act of 1967, as amended, and the Age Discrimination Act of 1975, as amended; (vi) The Vietnam Era Veterans’ Readjustment Assistance Act of 1974, as amended; (vii) Title II, Subtitle F of the Health Insurance Portability and Accountability Act of 1996; (viii) ORS Chapter 659, as amended; (ix) all regulations and administrative rules established pursuant to the foregoing laws; and (x) all other applicable requirements of federal and state civil rights and rehabilitation statutes, rules and regulations.  These laws, regulations and executive orders are incorporated by reference herein to the extent that they are applicable to this Rider and the Agreement and required by law to be so incorporated.  Agency’s performance under this Rider and the Agreement is conditioned upon Business Associate's compliance with the provisions of ORS 279.312, 279.314, 279.316 and 279.320 which are incorporated by reference herein.

(j)  Independent Contractor.  Business Associate will function as an independent contractor and shall not be considered an employee of Agency for any purpose.  Nothing in this Rider shall be interpreted as authorizing Business Associate or its agent and/or employees to act as an agent or representative for or on behalf of Agency.

(k)  Notices.  Any notices between the parties or notices to be given under this Rider shall be given in writing by personal or overnight courier delivery, or by mailing by certified mail with return receipt requested, to Business Associate or to Agency, to the addresses given for each below or to the address either party hereafter gives to the other.  Any notice so addressed and mailed shall be deemed given five (5) days after mailing.  Any notice delivered by personal or overnight courier delivery shall be deemed given upon receipt.

If to Business Associate, to:

If to Agency, to:

______________________

______________________

______________________

______________________

______________________

______________________

Attention:  _____________

Attention:  _____________

Fax: __________________

Fax: __________________

Each party may change its address and fax number by giving notice thereof in the manner provided in this Rider.

(l) Counterparts.  This Rider may be executed in any number of counterparts, each of which shall be deemed an original.  Facsimile copies hereof shall be deemed to be originals.

(m) Tax Compliance.  The individual signing below on behalf of Business Associate hereby certifies and swears under penalty of perjury that s/he is authorized to act on behalf of Business Associate, s/he has authority and knowledge regarding Business Associate’s payment of taxes, and to the best of her/his knowledge, Business Associate is not in violation of any Oregon tax laws.  For purposes of this certification, "Oregon tax laws" means those programs listed in ORS 305.380(4), including without limitation, the state inheritance tax, personal income tax, withholding tax, corporation income and excise taxes, amusement device tax, timber taxes, cigarette tax, other tobacco tax, 9-1-1 emergency communications tax, the elderly rental assistance program, and local taxes administered by the Department of Revenue (Lane Transit District Self-Employment Tax, Lane Transit District Employer Payroll Tax, Tri-Metropolitan Transit District Employer Payroll Tax, and Tri-Metropolitan Transit District Self-Employment Tax).

(n)  Except As Amended.  Except as amended by this Rider, all terms and conditions of the Agreement shall remain in full force and effect.

8.  SIGNATURES.

By signing this Rider, the parties certify that they have read and understood this Rider, that they agree to be bound by the terms of this Rider and the Agreement, as amended, and that they have the authority to sign this Rider.
AGENCY:

_________________________________________

By: ______________________

Title: ____________________

Date: ____________________

BUSINESS ASSOCIATE:

_________________________________________

By: ______________________

Title: ____________________

Date: ____________________

ATTACHMENT 2

Specific Use Rider

BUSINESS ASSOCIATE TERMS RIDER

This Business Associate Terms Rider (“Rider”) amends and supplements that certain _________________________ , contract no. ________  [insert name and contract number of underlying services contract] (“Agreement”) between _________________________(“Agency”) and _________________________(“Contractor”).

RECITALS

A.  Contractor uses and/or discloses Protected Health Information in the performance of its obligations under the Agreement; and

B. The Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”) and its implementing Privacy Rule, 45 CFR Parts 160 and 164, require that Agency, as a Covered Entity, obtain satisfactory assurances from its business associates, as that term is defined in the Privacy Rule, that they will comply with the business associate requirements set forth in 45 CFR 164.502(e) and 164.504(e). Contractor (hereafter “Business Associate”) is a business associate of Agency and desires to provide such assurances with respect to the performance of its obligations under the Agreement; and

C.  Both Agency and Business Associate are committed to current and future compliance with the standards set forth in the Privacy Rule, as it may be amended from time to time, in the performance of their obligations under the Agreement.

NOW, THEREFORE, for mutual and valuable consideration, the parties agree as follows:

AGREEMENT

The parties agree that the following terms and conditions shall apply to the performance of their obligations under the Agreement, effective April 14, 2003. Capitalized terms used, but not otherwise defined in this Rider, shall have the same meaning as those terms in the Privacy Rule.

1.  SERVICES.  Pursuant to the Agreement, Business Associate provides certain services for or on behalf of Agency, as described in the Agreement, that involve the use and disclosure of Protected Health Information. Business Associate may make use of Protected Health Information to perform those services if authorized in the Agreement and not otherwise limited or prohibited by this Rider, the Privacy Rule and other applicable federal or state laws or regulations.  All other uses of Protected Health Information are prohibited.
2.  OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE. 

(a) Business Associate agrees to not use or disclose Protected Health Information other than as permitted or required by the Agreement as amended by this Rider, as permitted by the Privacy Rule, or as Required By Law. 

(b) Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the Protected Health Information other than as provided for by the Agreement, as amended by this Rider. 

(c) Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of Protected Health Information by Business Associate in violation of the requirements of the Agreement, as amended by this Rider.

(d) Business Associate agrees to report to Agency, as promptly as possible, any use or disclosure of the Protected Health Information not provided for by the Agreement, as amended by this Rider, of which it becomes aware. 

(e) Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides Protected Health Information received from, or created or received by Business Associate on behalf of Agency, agrees to the same restrictions and conditions that apply through the Agreement, as amended by this Rider, to Business Associate with respect to such information. 

(f) Business Associate agrees to provide access, at the request of Agency, and in the time and manner designated by Agency, to Protected Health Information in a Designated Record Set, to Agency or, as directed by Agency, to an Individual in order to meet the requirements under 45 CFR 164.524. 

(g) Business Associate agrees to make any amendment(s) to Protected Health Information in a Designated Record Set that the Agency directs or agrees to pursuant to 45 CFR 164.526 at the request of Agency or an Individual, and in the time and manner designated by Agency. 

(h) Business Associate agrees to make internal practices, books, and records, including policies and procedures and Protected Health Information, relating to the use and disclosure of Protected Health Information received from, or created or received by Business Associate on behalf of Agency, available to Agency or to the Secretary, in a time and manner designated by Agency or the Secretary, for purposes of the Secretary determining Agency's compliance with the Privacy Rule.

(i) Business Associate agrees to document such disclosures of Protected Health Information and information related to such disclosures as would be required for Agency to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528. 

(j) Business Associate agrees to provide to Agency or an Individual, in time and manner to be designated by Agency, information collected in accordance with Section 2(i) of this Rider, to permit Agency to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528. 
3.  PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE.

(a) General Use and Disclosure Provisions. Except as expressly prohibited below, Business Associate may use or disclose Protected Health Information to perform the functions, activities, or services specified in the Agreement for, or on behalf of, Agency if such use or disclosure of Protected Health Information would not violate the Privacy Rule if done by Agency or the minimum necessary policies and procedures of the Agency: 

Business Associate may not use or disclose Protected Health Information to perform the following functions, activities or services described in the Agreement: __________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

(b) Specific Use and Disclosure Provisions.

(1) Except as otherwise limited in this Rider, Business Associate may use Protected Health Information for the proper management and administration of the Business Associate or to carry out the legal responsibilities of the Business Associate.

(2) Except as otherwise limited in this Rider, Business Associate may disclose Protected Health Information for the proper management and administration of the Business Associate, provided that disclosures are Required By Law, or Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as Required By Law or for the purpose for which it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached. 

(3) Business Associate may use Protected Health Information to report violations of law to appropriate Federal and State authorities, consistent with 45 CFR 164.502(j)(1). 

(4) Business Associate may not aggregate or compile Agency’s Protected Health Information with the Protected Health Information of other Covered Entities unless the Agreement permits Business Associate to perform Data Aggregation services. If the Agreement permits Business Associate to provide Data Aggregation services, Business Associate may use Protected Health Information to provide the Data Aggregation services requested by Agency as permitted by 45 CFR 164.504(e)(2)(i)(B), subject to any limitations contained in this Rider.  If Data Aggregation services are requested by Agency, Business Associate is authorized to aggregate Agency’s Protected Health Information with Protected Heath Information of other Covered Entities that the Business Associate has in its possession through its capacity as a Business Associate to such other Covered Entities provided that the purpose of such aggregation is to provide Agency with data analysis relating to the Health Care Operations of Agency. Under no circumstances may Business Associate disclose Protected Health Information of Agency to another Covered Entity absent the express authorization of Agency. 

4.  OBLIGATIONS OF AGENCY. 

(a) Agency shall notify Business Associate of any limitation(s) in its notice of privacy practices of Agency in accordance with 45 CFR 164.520, to the extent that such limitation may affect Business Associate's use or disclosure of Protected Health Information. Agency may satisfy this obligation by providing Business Associate with Agency’s most current Notice of Privacy Practices.

(b) Agency shall notify Business Associate of any changes in, or revocation of, permission by Individual to use or disclose Protected Health Information, to the extent that such changes may affect Business Associate's use or disclosure of Protected Health Information. 

(c) Agency shall notify Business Associate of any restriction to the use or disclosure of Protected Health Information that Agency has agreed to in accordance with 45 CFR 164.522, to the extent that such restriction may affect Business Associate's use or disclosure of Protected Health Information. 

5.  PERMISSIBLE REQUESTS BY AGENCY. 

 Agency shall not request Business Associate to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule if done by Agency, except as permitted by Section 3(b) above. 

6.  TERM AND TERMINATION. 

(c) Effective Date; Term. This Rider shall be effective on the later of (i) the date on which all parties have executed it and all necessary approvals have been granted, or (ii) April 14, 2003. This Rider shall terminate on the earlier of (i) the date of termination of the Agreement, or (ii) the date on which termination of the Rider is effective under Section 6(b). 

(b) Termination for Cause. In addition to any other rights or remedies provided to Agency in the Agreement, upon Agency's knowledge of a material breach by Business Associate of Business Associate’s obligations under this Rider, Agency shall either: 

(1) Notify Business Associate of the breach and specify a reasonable opportunity in the Notice for Business Associate to cure the breach or end the violation, and terminate the Agreement and this Rider if Business Associate does not cure the breach of the terms of this Rider or end the violation within the time specified by Agency; 

(2) Immediately terminate the Agreement and this Rider if Business Associate has breached a material term of this Rider and cure is not possible in Agency’s reasonable judgment; or

(3) If neither termination nor cure is feasible, Agency shall report the violation to the Secretary. 

(4) The rights and remedies provided in this Rider are in addition to any rights and remedies provided in the Agreement.

(c) Effect of Termination. 

(1) Except as provided in paragraph (2) of this Section 6(c), upon termination of the Agreement and this Rider, for any reason, Business Associate shall, at Agency’s option, return or destroy all Protected Health Information received from Agency, or created or received by Business Associate on behalf of Agency. This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate. Business Associate shall retain no copies of the Protected Health Information. 

(2) In the event that Business Associate determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to Agency notification of the conditions that make return or destruction infeasible. Upon Agency’s written acknowledgement that return or destruction of Protected Health Information is infeasible, Business Associate shall extend the protections of this Rider to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information. 

7.  MISCELLANEOUS. 

(a) Regulatory References. A reference in this Rider to a section in the Privacy Rule means the section as in effect or as amended. 

(b) Amendment; Waiver. The Parties agree to take such action as is necessary to amend the Agreement and this Rider from time to time as is necessary for Agency to comply with the requirements of the Privacy Rule and HIPAA. No provision hereof shall be deemed waived unless in writing, duly signed by authorized representatives of the parties. A waiver with respect to one event shall not be construed as continuing, or as a bar to or waiver of any other right or remedy under this Rider.

(c) Survival. The respective rights and obligations of Business Associate under Section 6(c), this Section 7(c), Section 7(e) and Section 7(f) of this Rider shall survive the termination of the Agreement and this Rider. 

(d) Interpretation; Order of Precedence. Any ambiguity in this Rider or the Agreement shall be resolved to permit Agency to comply with the Privacy Rule. The terms of this Rider amend and supplement the terms of the Agreement, and whenever possible, all terms and conditions in this Rider and the Agreement are to be harmonized.  In the event of a conflict between the terms of this Rider and the terms of the Agreement, the terms of this Rider shall control; provided, however, that this Rider shall not supercede any other federal or state law or regulation governing the legal relationship of the parties, or the confidentiality of records or information, except to the extent that HIPAA preempts those laws or regulations. In the event of any conflict between the provisions of the Agreement (as amended by this Rider) and the Privacy Rule, the Privacy Rule shall control.

(e) Indemnity. In addition to any other indemnification obligations imposed on Business Associate in the Agreement, Business Associate shall defend, save, hold harmless, and indemnify the State of Oregon and Agency and their officers, employees and agents from and against all claims, suits, actions, losses, damages, liabilities, costs and expenses of any nature whatsoever resulting from, arising out of, or relating to the activities of Business Associate or its officers, employees, subcontractors, or agents under this Rider. Business Associate shall have control of the defense and settlement of the claim, but neither Business Associate nor any attorney engaged by Business Associate shall defend the claim in the name of the State of Oregon or Agency, nor purport to act as legal representative of the State of Oregon or Agency, without the prior written consent of the Oregon Attorney General.  The State of Oregon may, at its election and expense, assume its own defense and settlement in the event that it determines that Business Associate is prohibited from defending the State of Oregon, Business Associate is not adequately defending the State of Oregon’s interests, an important governmental principle is at issue or it is in the best interests of the State of Oregon to do so.
(f) No Third-Party Beneficiaries.  Agency and Business Associate are the only parties to this Rider and are the only parties entitled to enforce its terms.  Nothing in this Rider gives, is intended to give, or shall be construed to give or provide any benefit or right, whether directly, indirectly, or otherwise, to third persons unless such third persons are individually identified by name herein and expressly described as intended beneficiaries of the terms of this Rider.

(g) Time is of the Essence.  Agency agrees that time is of the essence under this Rider.

(h) Successors and Assigns.  The provisions of this Rider and the Agreement shall be binding upon and shall inure to the benefit of the parties hereto and their respective successors and permitted assigns, if any.

(i) Compliance With Applicable Law.  Business Associate shall comply with all federal, state and local laws, regulations, executive orders and ordinances applicable to Agreement.  Without limiting the generality of the foregoing, Business Associate expressly agrees to comply with the following laws, regulations and executive orders, as they may be amended from time to time during the term of this Rider and the Agreement, to the extent they are applicable to this Rider and the Agreement:  (i) Titles VI and VII of the Civil Rights Act of 1964, as amended; (ii) Sections 503 and 504 of the Rehabilitation Act of 1973, as amended; (iii) the Americans with Disabilities Act of 1990, as amended; (iv) Executive Order 11246, as amended; (v) The Age Discrimination in Employment Act of 1967, as amended, and the Age Discrimination Act of 1975, as amended; (vi) The Vietnam Era Veterans’ Readjustment Assistance Act of 1974, as amended; (vii) Title II, Subtitle F of the Health Insurance Portability and Accountability Act of 1996; (viii) ORS Chapter 659, as amended; (ix) all regulations and administrative rules established pursuant to the foregoing laws; and (x) all other applicable requirements of federal and state civil rights and rehabilitation statutes, rules and regulations. These laws, regulations and executive orders are incorporated by reference herein to the extent that they are applicable to this Rider and the Agreement and required by law to be so incorporated.  Agency’s performance under this Rider and the Agreement is conditioned upon Business Associate's compliance with the provisions of ORS 279.312, 279.314, 279.316 and 279.320 which are incorporated by reference herein.

(j)  Independent Contractor. Business Associate will function as an independent contractor and shall not be considered an employee of Agency for any purpose. Nothing in this Rider shall be interpreted as authorizing Business Associate or its agent and/or employees to act as an agent or representative for or on behalf of Agency.

(k)  Notices. Any notices between the parties or notices to be given under this Rider shall be given in writing by personal or overnight courier delivery, or by mailing by certified mail with return receipt requested, to Business Associate or to Agency, to the addresses given for each below or to the address either party hereafter gives to the other.  Any notice so addressed and mailed shall be deemed given five (5) days after mailing.  Any notice delivered by personal or overnight courier delivery shall be deemed given upon receipt.

If to Business Associate, to:

If to Agency, to:

______________________

______________________

______________________

______________________

______________________

______________________

Attention:  _____________

Attention:  _____________

Fax: __________________

Fax: __________________

Each party may change its address and fax number by giving notice thereof in the manner provided in this Rider.

(l)  Counterparts.  This Rider may be executed in any number of counterparts, each of which shall be deemed an original. Facsimile copies hereof shall be deemed to be originals.

(m)  Tax Compliance.  The individual signing below on behalf of Business Associate hereby certifies and swears under penalty of perjury that s/he is authorized to act on behalf of Business Associate, s/he has authority and knowledge regarding Business Associate’s payment of taxes, and to the best of her/his knowledge, Business Associate is not in violation of any Oregon tax laws. For purposes of this certification, "Oregon tax laws" means those programs listed in ORS 305.380(4), including without limitation, the state inheritance tax, personal income tax, withholding tax, corporation income and excise taxes, amusement device tax, timber taxes, cigarette tax, other tobacco tax, 9-1-1 emergency  communications tax, the elderly rental assistance program, and local taxes administered by the  Department of Revenue (Lane Transit District Self-Employment Tax, Lane Transit District Employer Payroll Tax, Tri-Metropolitan Transit District Employer Payroll Tax, and Tri-Metropolitan Transit District Self-Employment Tax).

(n)  Except As Amended.  Except as amended by this Rider, all terms and conditions of the Agreement shall remain in full force and effect.

8.  SIGNATURES.

By signing this Rider, the parties certify that they have read and understood this Rider, that they agree to be bound by the terms of this Rider and the Agreement, as amended, and that they have the authority to sign this Rider.

AGENCY:

_________________________________________

By:  ______________________

Title:  ____________________

Date:  ____________________

BUSINESS ASSOCIATE:

__________________________________________

By:  ______________________

Title:  ____________________

Date:  ____________________

ATTACHMENT 3

New Contracts With Business Associates

[Select one of the two provisions below. Words in brackets are instructional only and should not be included in the contract]

[OPTION 1:  Use the following contract language when it is not necessary to limit one or more of the purposes for which the business associate may use or disclose protected health information]

“Compliance with Applicable Law.

(a)  Contractor shall comply with all federal, state and local laws, regulations, executive orders and ordinances applicable to the Contract.  Without limiting the generality of the foregoing, Contractor expressly agrees to comply with the following laws, regulations and executive orders, as they may be amended from time to time during the term of the Contract, to the extent they are applicable to the Contract:  (i) Titles VI and VII of the Civil Rights Act of 1964, as amended; (ii) Sections 503 and 504 of the Rehabilitation Act of 1973, as amended; (iii) the Americans with Disabilities Act of 1990, as amended; (iv) Executive Order 11246, as amended; (v) The Age Discrimination in Employment Act of 1967, as amended, and the Age Discrimination Act of 1975, as amended; (vi) The Vietnam Era Veterans’ Readjustment Assistance Act of 1974, as amended; (vii) Title II, Subtitle F of the Health Insurance Portability and Accountability Act of 1996; (viii) ORS Chapter 659, as amended; (ix) all regulations and administrative rules established pursuant to the foregoing laws; and (x) all other applicable requirements of federal and state civil rights and rehabilitation statutes, rules and regulations.  These laws, regulations and executive orders are incorporated by reference herein to the extent that they are applicable to the Contract and required by law to be so incorporated.  Agency’s performance under the Contract is conditioned upon Contractor’s compliance with the provisions of ORS 279.312, 279.314, 279.316 and 279.320 which are incorporated by reference herein.

(b)  HIPAA Business Associate Requirements:  The federal Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and the federal regulations implementing the Act require that Agency obtain certain satisfactory assurances from its business associates.  Such satisfactory assurances and the other business associate contracting requirements are contained in OAR 125, Division 55.  Contractor is a business associate of Agency and desires to provide such assurances with respect to the performance of its obligations under the Contract.  Effective April 14, 2003, Contractor provides the satisfactory assurances contained in OAR 125, Division 55, which is incorporated herein by this reference, and Contractor and Agency agree to comply with the terms and conditions contained in OAR 125, Division 55.”

 [OPTION 2:  Use the following contract language when it is necessary to limit one or more of the purposes for which the business associate may use or disclose protected health information and indicate the disclosure and use practices that are prohibited]:

“Compliance with Applicable Law.

(a)  Contractor shall comply with all federal, state and local laws, regulations, executive orders and ordinances applicable to the Contract.  Without limiting the generality of the foregoing, Contractor expressly agrees to comply with the following laws, regulations and executive orders, as they may be amended from time to time during the term of the Contract, to the extent they are applicable to the Contract:  (i) Titles VI and VII of the Civil Rights Act of 1964, as amended; (ii) Sections 503 and 504 of the Rehabilitation Act of 1973, as amended; (iii) the Americans with Disabilities Act of 1990, as amended; (iv) Executive Order 11246, as amended; (v) The Age Discrimination in Employment Act of 1967, as amended, and the Age Discrimination Act of 1975, as amended; (vi) The Vietnam Era Veterans’ Readjustment Assistance Act of 1974, as amended; (vii) Title II, Subtitle F of the Health Insurance Portability and Accountability Act of 1996; (viii) ORS Chapter 659, as amended; (ix) all regulations and administrative rules established pursuant to the foregoing laws; and (x) all other applicable requirements of federal and state civil rights and rehabilitation statutes, rules and regulations.  These laws, regulations and executive orders are incorporated by reference herein to the extent that they are applicable to the Contract and required by law to be so incorporated.  Agency’s performance under the Contract is conditioned upon Contractor’s compliance with the provisions of ORS 279.312, 279.314, 279.316 and 279.320 which are incorporated by reference herein.

(b)  HIPAA Business Associate Requirements:  The federal Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and the federal regulations implementing the Act require that Agency obtain certain satisfactory assurances from its business associates.  Such satisfactory assurances and the other business associate contracting requirements are contained in OAR 125, Division 55.  Contractor is a business associate of Agency and desires to provide such assurances with respect to the performance of its obligations under the Contract.  Effective April 14, 2003, Contractor provides the satisfactory assurances contained in OAR 125, Division 55, which is incorporated herein by this reference, and Contractor and Agency agree to comply with the terms and conditions contained in OAR 125, Division 55.

Notwithstanding the foregoing, Contractor may not use or disclose Protected Health Information to perform the following functions, activities, or services:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

ATTACHMENT 4
Contract Amendment


This is Amendment number __ to Contract number ______ (the “Contract”) between the State of Oregon, acting by and through its ____________ (“Agency”) and ___________ (“Contractor”).  This Amendment shall become effective on ____, or the date of last signature, whichever is later.   

The Contract is amended as follows: 
1.
Section __, “Compliance with Applicable Law,” of the Contract is deleted in its entirety and replaced with the following:
[Select one of the two provisions below. Words in brackets are instructional only and should not be included in the contract]

[OPTION 1:  Use the following contract language when it is not necessary to limit one or more of the purposes for which the business associate may use or disclose protected health information]

“Compliance with Applicable Law.

(a)  Contractor shall comply with all federal, state and local laws, regulations, executive orders and ordinances applicable to the Contract.  Without limiting the generality of the foregoing, Contractor expressly agrees to comply with the following laws, regulations and executive orders, as they may be amended from time to time during the term of the Contract, to the extent they are applicable to the Contract:  (i) Titles VI and VII of the Civil Rights Act of 1964, as amended; (ii) Sections 503 and 504 of the Rehabilitation Act of 1973, as amended; (iii) the Americans with Disabilities Act of 1990, as amended; (iv) Executive Order 11246, as amended; (v) The Age Discrimination in Employment Act of 1967, as amended, and the Age Discrimination Act of 1975, as amended; (vi) The Vietnam Era Veterans’ Readjustment Assistance Act of 1974, as amended; (vii) Title II, Subtitle F of the Health Insurance Portability and Accountability Act of 1996; (viii) ORS Chapter 659, as amended; (ix) all regulations and administrative rules established pursuant to the foregoing laws; and (x) all other applicable requirements of federal and state civil rights and rehabilitation statutes, rules and regulations.  These laws, regulations and executive orders are incorporated by reference herein to the extent that they are applicable to the Contract and required by law to be so incorporated.  Agency’s performance under the Contract is conditioned upon Contractor’s compliance with the provisions of ORS 279.312, 279.314, 279.316 and 279.320 which are incorporated by reference herein.

(b)  HIPAA Business Associate Requirements:  The federal Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and the federal regulations implementing the Act require that Agency obtain certain satisfactory assurances from its business associates.  Such satisfactory assurances and the other business associate contracting requirements are contained in OAR 125, Division 55.  Contractor is a business associate of Agency and desires to provide such assurances with respect to the performance of its obligations under the Contract.  Effective April 14, 2003, Contractor provides the satisfactory assurances contained in OAR 125, Division 55, which is incorporated herein by this reference, and Contractor and Agency agree to comply with the terms and conditions contained in OAR 125, Division 55.”

 [OPTION 2:  Use the following contract language when it is necessary to limit one or more of the purposes for which the business associate may use or disclose protected health information and indicate the disclosure and use practices that are prohibited]:

“Compliance with Applicable Law.

(a)  Contractor shall comply with all federal, state and local laws, regulations, executive orders and ordinances applicable to the Contract.  Without limiting the generality of the foregoing, Contractor expressly agrees to comply with the following laws, regulations and executive orders, as they may be amended from time to time during the term of the Contract, to the extent they are applicable to the Contract:  (i) Titles VI and VII of the Civil Rights Act of 1964, as amended; (ii) Sections 503 and 504 of the Rehabilitation Act of 1973, as amended; (iii) the Americans with Disabilities Act of 1990, as amended; (iv) Executive Order 11246, as amended; (v) The Age Discrimination in Employment Act of 1967, as amended, and the Age Discrimination Act of 1975, as amended; (vi) The Vietnam Era Veterans’ Readjustment Assistance Act of 1974, as amended; (vii) Title II, Subtitle F of the Health Insurance Portability and Accountability Act of 1996; (viii) ORS Chapter 659, as amended; (ix) all regulations and administrative rules established pursuant to the foregoing laws; and (x) all other applicable requirements of federal and state civil rights and rehabilitation statutes, rules and regulations.  These laws, regulations and executive orders are incorporated by reference herein to the extent that they are applicable to the Contract and required by law to be so incorporated.  Agency’s performance under the Contract is conditioned upon Contractor’s compliance with the provisions of ORS 279.312, 279.314, 279.316 and 279.320 which are incorporated by reference herein.

(b)  HIPAA Business Associate Requirements:  The federal Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and the federal regulations implementing the Act require that Agency obtain certain satisfactory assurances from its business associates.  Such satisfactory assurances and the other business associate contracting requirements are contained in OAR 125, Division 55.  Contractor is a business associate of Agency and desires to provide such assurances with respect to the performance of its obligations under the Contract.  Effective April 14, 2003, Contractor provides the satisfactory assurances contained in OAR 125, Division 55, which is incorporated herein by this reference, and Contractor and Agency agree to comply with the terms and conditions contained in OAR 125, Division 55.

Notwithstanding the foregoing, Contractor may not use or disclose Protected Health Information to perform the following functions, activities, or services:

________________________________________________________________________________________________________________________________________________________________________________________________________________________

DEPARTMENT OF ADMINISTRATIVE SERVICES

DIVISION 55 (Temporary, expires 6/30/03)

STATE PURCHASING
125-055-0100

Purpose – HIPAA Privacy Rule Implementation

The purpose of these rules is to set forth the contract requirements to comply with the Business Associate provisions of The Health Insurance Portability and Accountability Act of 1996, 42 USC 1320d –1320d-8, Public Law 104-191, sec. 262 and sec. 264 and the implementing Privacy Rule at 45 CFR part 160 and 164, subparts A and E.  The Privacy Rule requires a Covered Entity to obtain certain written assurances from a Business Associate before the Business Associate may receive, use, or create Protected Health Information.  This Rule contains the written assurances that an Agency must include in its Contract with a Business Associate.  The requirements contained in this Rule apply both to contracts for trade services, as defined in OAR 125-030-000(57), and to contracts for personal services, as defined in OAR 125-020-0130.

Stat. Auth.: ORS 184.305, ORS 184.340 and ORS 279.712

Stats. Implemented: ORS 279.712 and The Health Insurance Portability and Accountability Act of 1996, 42 USC 1320d –1320d-8, Public Law 104-191, sec. 262 and sec. 264.

125-055-0105

Definitions 

For purposes of rules 125-055-0100 through 125-055-0130 the following terms shall have the meanings set forth below.  
Capitalized terms not defined herein, including the term “Business Associate,” shall have the same meaning as those terms in the Privacy Rule. 

(1) “Agency” means any state officer, board, commission, department, institution, branch or agency of the state government that is a Covered Entity under the Privacy Rule and whose costs are paid wholly or in part from funds held in the State Treasury, except the Legislative Assembly, the courts and their officers and committees, and except the Secretary of State and the State Treasurer in the performance of the duties of their constitutional offices. 

(2) “Contract” means the written agreement between an Agency and a Business Associate setting forth the rights and obligations of the parties. 

(3) “HIPAA” means the Health Insurance Portability and Accountability Act of 1996, 42 USC 1320d – 1320d-8, Public Law 104-191, sec. 262 and sec. 264.

(4) “Privacy Rule” means the Standards for Privacy of Individually Identifiable Health Information at 45 CFR part 160 and 164, subparts A and E (2002). 

(5) “Rule” means this Oregon Administrative rule 125-055-0100 through 1225-055-0130.

Stat. Auth.: ORS 184.305, ORS 184.340 and ORS 279.712

Stats. Implemented: ORS 279.712 and The Health Insurance Portability and Accountability Act of 1996, 42 USC 1320d –1320d-8, Public Law 104-191, sec. 262 and sec. 264.

125-055-0110

References to Privacy Rule
For purposes of this Rule, references to the Privacy Rule mean the final rule published on December 28, 2000 in 65 Fed. Reg. 82,462-82,829, as amended on May 31, 2002 in 67 Fed. Reg. 38,009-38,020 (Part 160) and as amended on August 14, 2002 in 67 Fed. Reg. 53,182-53,273 (Part 160 and 164).

125-055-0115
Business Associate Contract Provisions

A Contract that is subject to the Business Associate requirements of the Privacy Rule shall contain the following provisions, effective April 14, 2003: 

(1) Obligations and Activities of Business Associate:  Business Associate  agrees to:
(a) Not use or disclose Protected Health Information other than as permitted or required by this Rule and the Contract, or as Required By Law. 

(b) Use appropriate safeguards to prevent use or disclosure of the Protected Health Information other than as provided for by this Rule and the Contract. 

(c) Mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of Protected Health Information by Business Associate in violation of the requirements of this Rule and the Contract. 

(d) Report to Agency, as promptly as possible, any use or disclosure of the Protected Health Information not provided for by this Rule and the Contract of which it becomes aware.

(e)  Ensure that any agent, including a subcontractor, to whom it provides Protected Health Information received from, or created or received by Business Associate on behalf of Agency agrees to the same restrictions and conditions that apply through this Rule and the Contract to Business Associate with respect to such information. 

(f) Provide access, at the request of Agency, and in the time and manner designated by Agency, to Protected Health Information in a Designated Record Set, to Agency or, as directed by Agency, to an Individual in order to meet the requirements under 45 CFR 164.524. 

(g) Make any amendment(s) to Protected Health Information in a Designated Record Set that the Agency directs or agrees to pursuant to 45 CFR 164.526 at the request of Agency or an Individual, and in the time and manner designated by Agency. 

(h) Make internal practices, books, and records, including policies and procedures and Protected Health Information, relating to the use and disclosure of Protected Health Information received from, or created or received by Business Associate on behalf of, Agency available to Agency and to the Secretary, in a time and manner designated by Agency or the Secretary, for purposes of the Secretary determining Agency's compliance with the Privacy Rule.

(i) Document such disclosures of Protected Health Information and information related to such disclosures as would be required for Agency to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528. 

(j) Provide to Agency or an Individual, in a time and manner to be designated by Agency, information collected in accordance with subparagraph (i) of this section 1, to permit Agency to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528. 
(2) Permitted Uses and Disclosures by Business Associate

(a) General Use and Disclosure Provision. Except as otherwise limited in this Rule, Business Associate may use or disclose Protected Health Information to perform functions, activities, or services for, or on behalf of, Agency as specified in the Contract and this Rule, provided that such use or disclosure would not violate the Privacy Rule if done by Agency or the minimum necessary policies and procedures of the Agency.

(b) Specific Use and Disclosure Provision. 

(A) Except as otherwise limited in this Rule, Business Associate may use Protected Health Information for the proper management and administration of the Business Associate or to carry out the legal responsibilities of the Business Associate. 

(B) Except as otherwise limited in this Rule, Business Associate may disclose Protected Health Information for the proper management and administration of the Business Associate, provided that disclosures are Required By Law, or Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as Required By Law or for the purpose for which it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached. 

(C) Business Associate may use Protected Health Information to report violations of law to appropriate federal and state authorities, consistent with 45 CFR 164.502(j)(1). 

(D) Business Associate may not aggregate or compile Agency's Protected Health Information with the Protected Health Information of other Covered Entities unless the Contract permits Business Associate to perform Data Aggregation services.  If the Contract permits Business Associate to provide Data Aggregation services, Business Associate may use Protected Health Information to provide Data Aggregation services requested by Agency as permitted by 45 CFR 164.504(e)(2)(i)(B) and subject to any limitations contained in this Rule. If Data Aggregation services are requested by Agency, Business Associate is authorized to aggregate Agency’s Protected Health Information with Protected Heath Information of other Covered Entities that the Business Associate has in its possession through its capacity as a business associate to such other Covered Entities provided that the purpose of such aggregation is to provide Agency with data analysis relating to the Health Care Operations of Agency. Under no circumstances may Business Associate disclose Protected Health Information of Agency to another Covered Entity absent the express authorization of Agency.
(3) Obligations of Agency

(a) Agency shall notify Business Associate of any limitation(s) in its notice of privacy practices of Agency in accordance with 45 CFR 164.520, to the extent that such limitation may affect Business Associate's use or disclosure of Protected Health Information.  Agency may satisfy this obligation by providing Business Associate with Agency's most current Notice of Privacy Practices.  

(b) Agency shall notify Business Associate of any changes in, or revocation of, permission by Individual to use or disclose Protected Health Information, to the extent that such changes may affect Business Associate's use or disclosure of Protected Health Information. 

(c) Agency shall notify Business Associate of any restriction to the use or disclosure of Protected Health Information that Agency has agreed to in accordance with 45 CFR 164.522, to the extent that such restriction may affect Business Associate's use or disclosure of Protected Health Information.
(4)Permissible Requests by Agency

Agency shall not request Business Associate to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule if done by Agency, except as permitted by section 2(b) above.

(5)Termination of Contract

(a) Termination for Cause. Upon Agency's knowledge of a material breach by Business Associate of the requirements of this Rule, Agency shall either: 

(A) Notify Business Associate of the breach and specify a reasonable opportunity in the notice for Business Associate to cure the breach or end the violation, and terminate the Contract if Business Associate does not cure the breach of the requirements of this Rule or end the violation within the time specified by Agency; 

(B) Immediately terminate the Contract if Business Associate has breached a material term of this Rule  and cure is not possible in Agency’s reasonable judgment; or

(C) If neither termination nor cure is feasible, Agency shall report the violation to the Secretary.

(D) The rights and remedies provided herein are in addition to the rights and remedies provided in the Contract.

(b) Effect of Termination. 

(A) Except as provided in paragraph (B) of this subsection (b), upon termination of the Contract, for any reason, Business Associate shall return or destroy all Protected Health Information received from Agency, or created or received by Business Associate on behalf of Agency. This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate. Business Associate shall retain no copies of the Protected Health Information. 

(B) In the event that Business Associate determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to Agency notification of the conditions that make return or destruction infeasible. Upon Agency’s written acknowledgement that return or destruction of Protected Health Information is infeasible, Business Associate shall extend the protections of this Rule to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information.
Stat. Auth.: ORS 184.305, ORS 184.340 & ORS 279.712

Stats. Implemented: ORS 279.712 & The Health Insurance Portability and Accountability Act of 1996, 42 USC 1320d –1320d-8, Public Law 104-191, sec. 262 and sec. 264.

125-055-0120
Order of Precedence

In the event of a conflict between this Rule and the provisions of the Contract, this Rule shall control.  In the event of a conflict between this Rule and the Privacy Rule or the provisions of the Contract and the Privacy Rule, the Privacy Rule shall control.  The requirements set forth in this Rule are in addition to any other provisions of law applicable to the Contract.  Provided, however, this Rule shall not supercede any other federal or state law or regulation governing the legal relationship of the parties, or the confidentiality of records or information, except to the extent that HIPAA preempts those laws or regulations.  Any ambiguity in the Contract shall be resolved to permit Agency and Business Associate to comply with the Privacy Rule.   

Stat. Auth.: ORS 184.305, ORS 184.340 & ORS 279.712

Stats. Implemented: ORS 279.712 & The Health Insurance Portability and Accountability Act of 1996, 42 USC 1320d –1320d-8, Public Law 104-191, sec. 262 and sec. 264.

125-055-0125

Methods of Compliance

In addition to incorporating the Business Associate requirements contained in this Rule in its Contracts with Business Associates, Agency may comply with this Rule in either of the following ways: 

(1) Memorandum of Understanding

If Agency's Business Associate is also a government entity, the parties may comply with the requirements of this Rule by entering into a memorandum of understanding that accomplishes the objectives of this Rule and meets the Business Associate requirements of the Privacy Rule.

(2) Amendment

Agency may comply with the requirements of this Rule by executing an amendment or rider that amends Agency’s Contract with its Business Associate and that contains the contract provisions required by this Rule.  

125-055-0130

Standards in Individual Contracts  

Agency and Business Associate may enter into a Contract that contains more stringent standards than those set forth in this Rule as long as such standards do not violate the requirements of the Privacy Rule.  

Stat. Auth.: ORS 184.305, ORS 184.340 and ORS 279.712

Stats. Implemented: ORS 279.712 and The Health Insurance Portability and Accountability Act of 1996, 42 USC 1320d –1320d-8, Public Law 104-191, sec. 262 and sec. 264.
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