June 30, 2006

MEMORANDUM TO: Luis A. Reyes

FROM:

Executive Director for Operations

Karen D. Cyr
General Counsel

Annette L. Vietti-Cook, Secretary IRA/

SUBJECT: STAFF REQUIREMENTS - SECY-06-0126 - PROPOSED

RULEMAKING - POWER REACTOR SECURITY
REQUIREMENTS (RIN 3150-AG63)

The Commission has approved publication of the proposed amendments to 10 CFR Parts 50,
72, and 73 in the Federal Register, subject to the comments and changes noted in the
Commission votes, as modified by the comments below.

1. Itis not necessary to seek public comment on the need to establish security
requirements for the Emergency Response Data System.

2. PBL comment on page 320 (t)(4)(ii) and the bottom of page 926 should remain for
the purpose of public comment in the proposed rule and the staff should clarify the basis
for the cost benefit analysis.

3. PBL comment on page 460 should be deleted.

4. NJD vote, pp 99 - the staff should retain the rule text “to this part”.

5. NJD vote, pp 674 - the SOC text of the change description in Table 6 should be
modified, rather than eliminated completely. The SOC text should be revised to indicate
that this requirement would apply to both CAS and SAS operators (consistent with the
Chairman’s and Comm. McGaffigan’s directed changes to the rule text).

6. EXM and GBJ votes - non-SGI versions of the guidance documents - to the extent
practicable, the staff should make implementing guidance publically available, as
appropriate, without causing undue delay in completion of this effort or other high priority
security rulemakings.

7. The staff should take administrative action to withdraw all previously issued orders
where appropriate.

8. JSM comments on pages 41 and 42 - retain original language.

9. EXM vote - (Add new Rule text to 73.55(b)(7) page) The language should read, “ (i)In



addition to ........ each licensee shall develop, ant implement, and maintain an insider
mitigation program.

The staff should plan to conduct more than one public meeting during the public comment
period. Recent experience with other voluminous rule packages indicates that perhaps a
second, or even a third, public meeting may be necessary to fully vet the issues addressed in
this proposed rule.

In light of the status of NSIR and OGC staffs’ ongoing interactions with the Department of
Justice (DOJ) regarding the development of guidelines that will make new section 161A of the
Atomic Energy Act effective, NSIR and OGC staffs should revise the proposed rule language
for 88 73.18 and 73.19 to reflect the current DOJ conceptual approach to section 161A, which
would require licensees and certificate holders that are designated by the Commission to apply
to the NRC for section 161A authority, if they wish to obtain the benefits of section 161A . The
staff should make any other necessary conforming changes to the FRN’s statement of
considerations and to the supporting analyses to ensure consistency with the revised rule text.
The staff should brief the Commission’s technical assistants on the revised rule text prior to
publication of the proposed rule.

Attachment: Commission Votes for SECY-06-0126

CC: Chairman Diaz
Commissioner McGaffigan
Commissioner Merrifield
Commissioner Jaczko
Commissioner Lyons
CFO
OCA
OPA
Office Directors, Regions, ACRS, ACNW, ASLBP (via E-Mail)
PDR
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NOTATION VOTE

RESPONSE SHEET
TO: Annette Vietti-Cook, Secretary
FROM: CHAIRMAN DIAZ

SUBJECT: SECY-06-0126 - PROPOSED RULEMAKING -
'~ 'POWER REACTOR SECURITY REQUIREMENTS (RIN
3150-AG63) | -

' w/comments

Approved _xx e gj)isapproved Abstain

Not Participating
COMMENTS:

| approve publishing in the Federal Register the proposed amendments to 10 CFR Parts 50, 72,
and 73 with appendices, and agree with staff's proposal to certify that the rule will satisfy the
requirements of the Regulatory Flexibility Act, 5 U.S.C. 605 (b). Over the past several years the
NRC has aggressively enhanced security at nuclear facilities through the issuance of security
orders, security evaluations and lessons learned. This rulemaking is a culmination of those
activities and will bring closure to these issues. In addition, the Energy Policy Act of 2005 has

provided the agency with certain provisions to enhance the security programs at nuclear
facilities. Edits are attached for incorporation into the rulemaking package. Further, the Order

requirements addressed by the final rule should be rescinded.
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(q)(1)(ii) Site-specific conditions that
affect implementation of Commission

requirements.

' sbeciﬁc conditions in the development and

This requirement would be added to
reflect the Commission's view that

licensees must focus attention on site-

implementation of site plans, procedures,
processes, response strategies, and
ultimately, the licensee capability fo

achieve the performance objective of the

proposed (b)(1).

(c)(2) Protection of security plans. The
lic;ehsee shall progect the approved |
sécprity plans and other related R
séféguards information against
unauthorized disclosure in accordance .

with the requirements of § 73.21.

|§7321. .

This requirement would be added( 4o ) '

emphasize the requirements for the .
prbtection of safeguards information in

accordance with the requirements of

(c)(3) Physical Security Plan.

This header wpuld be added for fprmatting

purposes.
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§ 73.55(h)(1) Safeguards contingency

plans must be in accordance with the
criteria in Appendix C to this part,
"Licensee Safeguards Contingency

Plans."

(c)(5)(i) The licensee shall establish,
mgintain, and implement a Commissioﬁ-
approved safeguards conllngvency plan |
that describes how the criteria set forth
in section If of Appendix G, "Licensee.——

Safeguards Contingency Plané%\." to.tbis_5L

——

e 3

-par@lill be implemented.

3
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This requirement would retain the current
requiremen{tﬁ of § 73.55(h)(1)'t9 proyide a
safeguards contiﬁgency plan with minor
revisions. Most significantly, the reference
to Appendix C would be revised to reflect
’yne reformat_t!ng of the proposed Appendfx
C which would have a section |l that

applies only to power reactors.

(c)(5)(ii) The safeguards contingency
plan must describe predetermined
actions, plans, and strategies designed
to intercept, challenge, delay, and
-neutralize threats up to and including the
design basis threat of radiological .

sabotage.

This requirement would be added to
generally describe the content of the

Safeguards Contingency Plan.

(c)(6) Implementing procedures.

This header would be added for formatting

purposes.
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i(e)(4) Owner controlled area. The

'Iicensee shall establish and maintain

physical barriers in the owner controlled

area to deter, delay, or prevent
l
unauthonzed access, facilitate the early

detectlon of unauthorized activities, and

i
rcontrol approach routes to the facility.
P

|
|

assessing, a
\__/

This requirement would be added to
provide a performance based requirement

to provide enhanced protection outside

' the.prqt_egl\d area relative to detecting,

d delaying, a threat before

reaching any area from which the threat

could disable the personnel, equipment, or.

systems required to meet the performance |

objective and requirements described in-

the proposed paragraph (b).

(e)(5) Isolation zone.

'
I
+
]
'

This header would be added for formatting |.

purposes.

10 CFR 73.55(c)(3) Isolation zones shall
be maintained in outdoor areas adjacent
to the physical barrier at the perimeter of

the protected area...

g(e)(S)(i) An isolation zone must be
.malntamed in outdoor areas adjacent to
'the protected area penmeter barrier. v

I
lThe lsolatlon zone shall be

This requirement would retain the current

requirement for an isolation zone.

.5 122
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(g9)(1)(vii) In response to specific threat / This requirement would be added to

information, implement a two-person require two specific actions to be taken by
(line-of-sight) r.‘ul;e. er all p.ersonnvel in the licensee where credible threat

vital areas so thét n.o oné }ndividual is - | information is provided. This proposed |
permittéd unescorﬁed access tovital requiremént. would first require that the :
areas. Under these conditloﬁs the two-berson rule be implemented, and |
licensee shall implement measures to second, that measures be implemented to

verify that the two person rule has been | verify that the two-person rule is met when |
mei when a vital area is accessed. access to a vital area is gained. This
proposed requirement would include those

areas identified in the proposed (e)(8)(iv)

to be protected as vital areas.
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§ 73.55(h)(3) The total number of
guards, and armed, trained personnel
immediately available at the facility to
fulfill these response requirements shall
nominally be ten (10), unless specifically
required otherwise on a case by case

basis by the Commission; however, this

number may not be reduced to less than

five (5) guards.

(K)(3)()(A) The licensee shall determine
the minimum number of armed
responders necessary to protect against
the design basis threat described in

§ 73.1(a), subject to Commission
approval, and shall document this

number in the approved security plans.

This requirement would be retained and
revised to remove the specific minimum
numbers of 10 but no less than §, to
provide a performance based requirement
that meets the proposed réquirement of
(K)(1)(i). lhis proposed requirement
would ef}(‘gré that the licensee would
provide the requisite number of armed

responders needed to carry-out the

‘| protective strategy the effectiveness of

which would be evaluated through annual

exercises and triennial exercises observed

256

.| by the Commission.
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licensees, applicants, and C/Vs to establish
thresholds in interpreting the results of the
psychological test, to aid in determining

4

whether an individual would be required to: ;

t‘w '\.:\.

i

interviewed by a psychiatrist or licensed

clinical psychologist under proposed

432

paragraph (e)(4)(ii) of this section.
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history evaluation is completed.

The proposed rule would n@

establish émployment history requirements

for individuals whose UAA has been

lnter_rﬁpted fok 30or fe‘weri dayé. Proposed

§ 73.56(h)(3) would requira the entities who

are subject to this section to obtain and
review a pérsonal history disclosure from

the applicant for UAA that would address

the period since the indivlduai's last'beriod

‘_of UAA was terminated. Howevér. the '

licenses, applicant, or C/V would be

permitted to forego conducting an

‘'employment history evaluation for

‘individuals whose UAA has been

interrupted for such a short period,

because there would be little to be learned.

509
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appendix A to this part. Footnote: 2.
Notifications to the NRC for the -
“declaration of an emergency class shall

be performed in accordance with § 50.72 |

of this chapter.

especially if this event Is the opening

action on an ineffectively coordinated

, multiple—target attack., Such notice may
permlt other licensees to escalate toa

| higher protecﬁve Ievel in advance of an

attack. The Commission would expect

licensees to notify the NRC Operations

'| Center as soon és posslblé affer they
'| notify local law enforéement agencies.
but within 15 mmute@'ne Commlssion :
'may conslder the appllcabllity of thIs |

rgqulre_ment to other types of licensees in |

| future rulemaking.

613
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Footnote 1 would provide.\a cross
reference to Appendby “Part 73 which

contains NRC contact information.

Footnote 2 would remind licensees of

their concurrent emergency declaration .

responsibilities under 10 CFR 50.72.

(a)(1) When making a report under
paragraph (a) of this section, the

licensees shall:

The proposed rule would include this
introdoctory statement, which provides a
structure for the following liot of
mformatron to be provided in the 15-‘

minute report

(a)(1)(i) Identify the facility name; and

This requirement would be added to

ensure the licensee's facility is clearly ’

614

identified when a report is made.
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appendix A to this part. Footnote: 2.
Notifications to the NRC for the
declaration of an emergency class shall
be berformed in accordance with § 50.72

of this chapter.

especially if this event is the opening
action on an ineffecti\}ely coordinated
multiple-target attack. Such notice may
pérmit ot'her licénsees to escéféte toa
hlghér pfotéctive level In ad;/ancé of én
attack. The Commissfon would expect
Iicensées to notify the NRC Operétions
Center as soon aé possible.afteear t‘hey
notify locél law enfdrcefneﬁt agencies,
but withi'n 15 r_ninute@-ne ’Commisﬂs?on :
may conslider the applical\:ﬁity of this

requirement to other types of licensees in

future rulemaking.

613
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Appendix B, Paragraph I.B.2.b. Armed
indi;/iduals, and central alarm station
operators, in addition to meeting the
reqijirement stated in Paragraph a.
above, shall have no emotional
instability that would interfere with the
effective-performance of assigned
security job duties. The determination
shall be made by a licensed
psjchologist or psychiatrist, or
phy;sician, or other person professionally

trained to identify emotional instability.

:B.3.b. A licensed clinical psychologist,
psychiatrist, or physician trained in part to

identify emotional instability shall determine

whether armed members.of the segurity
organ_ization..'ﬂ addition to meeting the
requirement stated in Paragraph a. of this
section, have/no emotional instability that
would interfére with the effective

performér) e of assigned duties and

/
respongbilities.

. e

Emat e DT R O .
-

The requirement regarding emotional
instability would be retained. Thephrase
“Armied-ndividuats; amd-centratalarm
station-operators™would-be-replaced-with--
the phrase.“armed-members-of-the— |
sggurity,organization-’l~for-censistgncya

with the terminelogy-used-irrthg----~

proposed-rulgg=-m==
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or intelligence gathering efforts. Events

reported under paragraphs | or il would

require a(lol owup written report. Events
un

reporteq"ba[ag:aph 11l would not require a

followup written report.

I. Events to be reported as soon as possible, Paragraph | would be added to establish

but no later than 15 minutes after discovery, | the types events to be reported within 15
followed by a written report within sixty (60) minutes. Because the identification of
days. - . : ; inforniation:relating to an actual or

| v rand:

otential threg could quickly result in aﬁ

-

(a) The initiation of a security response’ ; event, which may necessitate expedited
consistent with a licensee’s physical security ‘ Commission action (e.g., notification of .
plan, safeguerds contingency plan, or - | other licensees or Federal authorities), e
defensive strategy based on actual er shorten reporting time would be required.
imminent threat against a nuclear power plant. This proposed requirement would also
ensure that threat-related information ‘

would be made available to the

Commission's threat assessment process

829
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(2) Significant physical damage to
a power reactor or ény facility
possessing SSNM or its equipment
or carrier equipment transporting
nuclear fuel or spent nuclear fuel, or

to the nuclear fuel or spent nuclear

fuel a facility or carrier possesses;

or

il.(a)(2) Significant physical damage to any
NHC-reguIafed power reactor or facility
possessing strategic special nuclear material
or to carrier equipment transporting nuclear

fuel,\or' to the nuclear fuel or spent nuclear fuel

facility which is possessed by a carrier; or

e ey,
N tian,,

T et

This requirementiwould be retained with
minor editorial chénges to improve clarity
and readability and renumbered. The
phrase "NF_!C-regulated" would be added
to specify that all Commission licensed

facilities and transport would be covered

by this requirement. This change would
simplify the language in this section while

retaining the basic requirement.
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NOTATION VOTE

RESPONSE SHEET
TO: Annette Vietti-Cook, Secretary
FROM: COMMISSIONER MCGAFFIGAN
SUBJECT: SECY-06-0126 - PROPOSED RULEMAKING -
POWER REACTOR SECURITY REQUIREMENTS (RIN
3150-AG63)

_ w/comments & edits
Approved X Disapproved Abstain

Not Participating

COMMENTS:

See attached comments and edits.
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Commissioner McGaffigan’s Comments on SECY-06-0126

| approve publication of this proposed rulemaking for public comment, and agree with the staff’s
proposal to certify that this rule satisfies the requirements of the Regulatory Flexibility Act, 5
U.S.C. 605(b). | would like to laud the work of the staff in putting together a well reasoned,
organized and thoroughly conceived rule. In particular, the staff has made a constructive
proposal for facilities that will use MOX fuel, and that is consistent with the Commission's action
in a recent adjudication. |look forward to comments on the requirements contained in the

proposed rule.

Having said that, | believe the rule should explicitly address the need for mitigation of potential
insider threats. While the proposed rule text incorporates many of the elements that would
serve to identify potential insider threats, additional language is needed to explicitly require the
development and implementation of an Insider Mitigation Program and tie together the
necessary program elements to allow for meaningful comment. As such, | am attaching
proposed additional rule text language to be included in 10 CFR 73.55(b)(7).

The staff's modification to the Appendix B requirements regarding evaluations designed to
identify emotional instability in critical personnel, is too narrowly drawn and should be expanded
to at least include alarm station operators. Just like armed members of the security
organization, CAS and SAS operators serve a critical function, the impairment of which could

constitute a significant risk.

Modifications to Appendix G requirements for “Reportable Safeguards Events” should be more
narrowly drafted to properly limit the scope of information that falls within the 4-hour reporting
requirement set forth in Section 1ll. As currently written, the use of “or other information” in
subsection (a) of Section 11l is too open-ended.

The staff, with assistance from Idaho National Laboratory, has an ambitious plan to revise and
update relevant guidance documents. 1| agree with Commissioner Jaczko that the staff should
strive to make as much of the implementing guidance as possible publicly available. |
recognize that some elements of the guidance will be considered Safeguards Information or
sensitive unclassified information, and therefore could not be included in a public document. In

such cases, the public version of the document could indicate that additional guidance is
provided in the Safeguards Information version of the document. The staff should provide the

guidance documents to the Commission for information when they are issued for comment.

Finally, while this rule will go a long way towards creating the necessary stability for applicants

“and licensees, particularly as we prepare for new reactor licensing, the security orders
addressed in large part through this rulemaking should remain in place. Rescission of these
orders automatically upon completion of the final rule is neither necessary nor prudent. When
this rule is final, existing licensees will be required to examine their security plans to ensure
compliance with the new regulations. .While most licensees may not need to make any
modifications, there is a chance that some changes will be necessary or they will need to seek
relief. Following this review, some licensees may, in accordance with the terms of the orders,
seek relaxation of order provisions or amendment of their licenses if necessary.

LY

Edward McGdfidah, Ur. (Date)




ADD new Rule text to 73.55(b)(7):

(i In addmon to the access authorization program required above, and the fitness-for-duty program reqmred in part 26 of thls
chapter, each licensee shall develop and implement an insider mmgatlon program.

(ii) ‘The insider mitigation program must be designed to oversee and monitor the initial and coritinuing trustworthiness and reliability
of individuals granted or retaining unescorted access authorization to a protected or vital area and implement defense-in-depth

methodologies to minimize the potential for an insider to adversely affect, either dlrectly or indirectly, the licensee capablhty to
prevent significant core damage or spent fuel sabotage -

ADD new Rule text and Conslderatlons to Table 2:

Current Requirement

Proposed Requirement

| Considerations

73.55(b)(7)(i) In addition to the access -
authorization program required above,
and the fitness-for-duty program reqwred

| in part 26 of this chapter, each licensee
| shall develop and implement an insider

mitigation program.

This proposed requirement would be
added to establish the insider mitigation
program (IMP). The licensee's IMP
should integrate specific elements of the
licensee AA and FFD programs to focus
those elements on identifying potential
insider threats and denying the
opportunity for an insider to gain or retain

access at an NRC licensed facility.




73.55(b)(7)(ii) The insider mitigation
program must be designed to oversee
and monitor the initial and continuing
trustworthiness and reliability of any
individual granted or retaining unescorted
access authorization to a protected or
vital area and implement defense-in-
depth methodologies to minimize the
potential for an insider to adversely
affect, either directly or indirectly, the
licensee capability to prevent significant
core damage or spent fuel sabotage.

This proposed requirement would be
added to provide a performance based
requirement for the design and content of
the IMP. The Commission has
concluded that, by itself, the initial
determination of trustworthiness and
reliability is not adequate to minimize the
potential opportunity for an insider to gain
or retain access, and that only through
continual re-evaluation of the information
obtained through these processes can
the licensee provide the level of
assurance necessary. The Commission
has also determined that defense-in-
depth would be provided through the
integration of physical protection
measures with access authorization and
fitness-for-duty program elements, to
ensure the licensee capability to identify
and mitigate the potential activities of an
insider, such as, but not limited to,
tampering. The Commission does not
intend that a licensee would limit the IMP
to any one or more elements, but rather
that the licensee would identify and add”
additional elements as necessary to.
ensure the site's IMP satisfies the
performance requirements specified by
the Commission.




The Commission has determined that no
one element of the physical protection
program, access authorization program,
or fitness-for-duty program would, by
itself, provide the level of protection
against the insider necessary to meet the
‘| performance objective of the proposed
paragraph (b) and therefore, the effective
integration of these three programs is a
necessary requirement to achieve -~
defense-in-depth against the potential -
insider.




- NRC Form 754) to the list of sections and forms with Office of Management of
Management Budget (OMB) information collection requiremenfs;"A corrective
. revision to § 73.8 would also be made to reflect OMB approval of existing
- information collection requirements for NRC Form 366 under e)iisting §73.71.
. » . Section 73.70, “Records” would be revised to reference the appropriate revised
paragraph numbers in proposed § 73.55 regarding the need to retain a‘record of
. the registry of visitors.

Additionally, § 73.81(b), “Criminal penalties” which sets forth the sections within Part 73
that are not subject to criminal sanctions under the AEA, would remain unchanged since willful
violations of the newly proposed §§ 73.18, 73.19, and 73.58 may be subject to criminal -
sanctions.

- Appendix B and Appendix C to Part 73 require special treatment in this rulemakingto =
preserve, with a minimum of conforming changes, the current requ'irements‘;‘or licensees and
applicants to whom this proposed rule would not apply. Accordingly, section I‘through V of
Appendix B would remain unchanged, and the proposed new language for power reactors
~ would be added as section VI. Appendix C would be divided into two sections, with Section |
“maintaining all current requiremeﬁts,and Section Il containing all proposed requirements

related to power reactors. : o
Il. Rulemaking Initiation
On July 19, 2004, NRC staff issued a memorandum entitled “Status of Security-Related
" Rulemaking” (accession number ML041180532) to inform the Commission of plans to close
“former security-related actions and replace them with a comprehensive rulemaking plan to
modify physical protection requirements for power reactors.’ This memorandum described
rulemaking efforts that were suspended by t.he terrorist activitiés of September 11, 2001, and

9



summarized the security-related actions taken following the attack. In response to this
memorandum, the Commission directed the staff in an August 23, 2004, S;taﬁ Reduirements
Memorandum (SRM) (COMSECY-04-0047, accession number-ML042360548) to forego the
development of a rulemaking plan, and provide a schedule for the completion of sécurity—related
rulemakings. - The staff provided this schedule to the Commission by mefnorandum dated
‘November 16, 2004 (accession number ML0430605;2). Subsequently, the staff revised its
plans to amend the Part 73 security requirements to include a requirement for licensees to
assess and manage site activities that could bompromise either safety or security (i.e., the
safety/security interface réquirements). This revision is discussed in a memorandum dated
July 29, 2005 (accession number ML051800350). Finally, by memorandum dated

September 29, 2005 (COMSECY-05-0046, accession number ML052710167), the staff
discussed its plans to incorporate select provisions of the EPAct 2005 into the power reactor
security requirements rulemaking. In COMSECY-05-0046, dated November 1, 2005 (accession
number ML053050439), the Commission approved the staff’'s approach in incorporating the

i
S

select provisions of EPAct 2005.

Ill. Proposed Regulations ‘ pote b S< 4 E’W;j/g
,J[gc‘/ r\ﬂrﬁ«' .f:Q 4 ££-

This section describes signiﬁcant provisions of this rulemaking: v / ok AEF L / ’/',; O
it g
1. EPAct 2005 weapons requirements. The new §§ 73.18 and 73.19 would contain’ i w,v S,

P‘Ac aref™, *

requirements to implement provisions of Sec. 161A. of the AEA. In § 73.18, the Wdf’ i
Lo v

wat A8

NRC would propose firearms background check requirements and would also e ! frv )
gt

propose a new NRC Form 754 for licensee security personnel’s submission to W

accomplish these firearms background checks under the FBI's NICS database.
. In § 73.19, the NRC would propose requirements to support a licensee obtaining

enhanced weapons under an ATF firearms license. =

10
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~ Safety/Security interface requirements. These réquirements are located in

 proposed § 73.58. The ‘safebtylélecur’ityv reqhirérl.ﬁ‘énté'are intended to explicitly
" require licensee coordination of pdieﬁtiél adverse interactions between security
‘activities and other plant activities that could compfomiéé éfiher plant security or
plant safety. The proposed requirements would direct lic;enéées to assess and
manage these interactions so that neither safety nor security is compromised.
These proposed requirements address, in part; a Petition for hulem'a.king (PRM
50-80) that‘r'eques'ted the establisﬁment of're:gulations gbVérrﬁng proposed
- changes to the facilities which could ad\}eréely éffeét vthe protection against

fadiologicéi sabotage.

EPAct 2005 additional requiréments. The EPAct 2005 reqUiréments that would

be implemehted by this p')'roposéd rulemakiﬁg, ih addition td the weapons-related
additions described :ab'ové, con.éi'st of new réquiréments‘.{o perform force-on-
force exercises, and to mitigate potential confliéts 6f inte}est that could influence
the results of NRC-observed force-on-fdrce’eiercﬁises.; Tﬁese proposed new
requirements would be included in p‘fdposed § 73.55 and Appéndix C to Part 73.

R -

Accelerated nofification and revised four-hour reporting requirements. This

- proposed rule contains accelerated sécurify nbiificfation —reqﬁirefnents (i.e., within
15 minutes) in proposed § 73.71 and Appendix G to Part 73 for attacks and
imminent threats to power reactors. The proposed accelerated notification

| requirefner{ts are similar to whét was p‘ro;/idéd to the industry in‘ NRC Bulletin
2005-02, “Ehérgency Prébafédness and Rééponse Actions fof Security-Based

' EVents,” dated July 18, 2005. The proposed rule also cohtaihs two new four-
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~ hour reporting requirements. The proposed rule would direct licensees to report
to the NRC information pertaining to suspicious activities as described in the
proposed requirement. The proposed rule would also include a new four-hour

_ reporting requirement for tampering events that do not meet the current

“threshold for one-hour reporting..

Mixed-oxide (MOX) fuel requirements. These requirements would be

incorporated into proposed § 73.55 for Iicensees who propose to use MOX fuel

in their reactor(s). These pvroposed requirements are in lieu of unnecessarily

| ‘rigorous Part 73 requirements (e.g., §§ 73.45 and 73.46), which would otherwise
apply because of the mixed oxide (MOX) fuel's low plutonium content and the
weight and eize of the MOX fuel assemblies. The proposed MOX fuel security
requirem‘entsv are vintended to be consistent with ihe approach implementedhy .‘df
Catawbe through the MOX Ieed test assemblye.ffort. |

velear S loclioo ‘

nger-securi_tv requirements. This proposed rule would contain more detailed
progrerr)matic requiremeqts for_addressing cyber security a,t’_: ;c)%wer reactors,
which build on the requirementé imposed by the February 2005 grder. The
proposed cyber-security requiremenie are designed to be coneistent with

ongoing industry cyber-security efforts.

Mitigating strategies. The proposed rule would require licensees to develop
‘specific guidance and strategies to main;ein or restore core cooling,
‘ qontainmept, and spent fuel pool cooling capabilities using existing or readily
available resources (equipment and personnel) that can be effectively
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-rule would also add new requirer.nents,‘including predefined provisions for the
suspension of safeguards measures for severe weather cdhditibns that could

-result in life-threatening situations for security per’sonnél (e.g., tornadoes, floods,
and hurricanes),‘an_d reduced overly-prescriptive requirements ih'rOugh the
inclusion of performance-based language to allow flexibility in the methods used

-y

to accomplish requirements.

IV. Section-by-Section A'naly'sis'
--IV.1.. New weapons requirements.
This proposed rulemaking would implement new weaponé !requiréments that stem from
. the EPAct 2005. This is the only portion of this proposed rulemaking that involves facilities
other than nuclear power reactors. The newly proposed weapons requiteménfs would apply to
power reactors and facilities authorized to possess a formula quantity or greater of strategic |
special nuclear.material whose security plans are governed by §§ 73.20,. '73.45, and 73.46.

The new requirements would be in three different sections and an NRC Form:

(A)aU’(’ m(,baﬂl fte. Uﬁidw_‘,(

.- Revised proposed § 73.2 “Definitions”
« - - Proposed § 73.18, “Firearms background checks for armed security personnel”
*: . « Proposed-§ 73.19, “Authorization for u§e of enhanced weapons”

.« Proposed NRC Form 754, “Armed S'ecﬁrity' Personnel Background Check”

Proposed § 73:18 would contain requirements that implement provisions of new Sec. 161A. of
the AEA (under Sec. 653 of the EPAct 2005) concerning firearms background checks for armed
security personnel. This new section would require background checks that include |
fingerprinting and checks against the FBI's NICS. Security peréonnel protecting power reactors
and -Cétegory | SSNM facilities are currently subject to backgrdﬁnd checks, including
fingerprints, because they have unescorted access at such facilities. ' However, these secljrity
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' personnel have not previously been subject to a check against the NICS database because the
access authorization background checks were not inténd__ed to perform the entire scope of
. checks required for firearms possession. Although licensee security personnel possessing
weapons have always had to comply with the federal regulations for firearms pdssession, the
. NRC did not have the authority to perform these checks. This proposed requirement would
provide a process for conducting the NICS checks. - -

Implementation of the proposed § 73.18 background checks would be via proposed
NRC Form 754, which armed security personnel would be required to complete. The NRC
would forward the NRC Form 754 information to the FBI for evaluation, and upon completion of
.the FBI evaluation, lnform llcensees o; the resu 'lf'_he rﬁsult would be either “proceed,”
“denied,” or “delayed.” Proposed §73.18 would be structured to readily enable revisions in the
future, should NRC decide to expand the proposed rulemaking provisions to apply to other
types of facilities and licensees.

Proposed § 73.19 would contain requirements that implement provisio.ns of new -
Sec. 161A. of the AEA concerning the use of enhanced weapons to protect facilities,
radioactfve material, or othér property as determined by the Commission. The proposed
§ 73.19 would authorize (not require) power reactors and facilities authorized to possess
formula quantities of strategic special nuclear maier}al (i..e., Category | SSNM) to incorporate
the use of enhanced weapons into their protective strategy. Affected Category | licensees
would include production facilities, spent fuel reprocessing or recycling facilities, fuel fabrication
~ facilities, and uranium enrichment facilities. However, this would not include hot cell facilities,
independent spent fuel storage installations, monitored retrievable storage installations, and a
geplogic repository operatidns area. The NRC plans to address whether the deployment.of
enhanced weapons is appropriate for these and other types of facilities, radioactive material, or
other property in separate rulemaking(s). -
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Furthermore,-Sec. 161A. of the AEA takes effect upon the issuance of guidelines by the
Commission, with the approval of the Attorney General. As indicated previbusly, the .
. Commission intends to provide public notice of the issuance of these guidelines in a separate
Federal Register notice to be published no later than the final rule on this ai_:tion.
. To implement the new weapons provisions, three new terms would be added to § 73.2:
covered weapon, enhanced weapon, and standard weapon.

’V B\(JU‘ >The proposed new weapons requirements and supporting discussion for the proposed

language are set forth in more detail (including the proposed new definitions) in Table 1

IV.2. Section 73.55, “Requirements for physical protection of licensed activities
in nuclear power reactors against radiological sabotage.”
Proposed § 73.55 contains security program requirements for powér reactor licensees.

- The security program requirements in § 73.55 would appiy to all nuclear power plant licensees
that hold a 10 CFR Part 50 license and to applicants who are applying for. either a Part 50
license or a Part 52 combined license. Paragrapﬁ (a) of § 73.55 would identify the licensees

: and applicants for which the requirements apply, and the need for submitting to NRC (for review

and approval) a “Physical Security Plan,” a “Training and Qualification Plan,” and a “Safeguards
. Contingency Plan.” Paragraph (b) of § 73.55 would set forth the performance objectives that

govern power reactor security programs. The remaining paragraphs of § 73.55 would

implement the detailed requirements for each of the security plans, as well aé for the various

features of physical security.

This section would be extensively revised in an effort to make generically applicable
security requirements imposed by Commission orders issued after the terrorist attacks of

September. 11, 2001, based upon experience and insights gained by the Commission during

implementation, fulfill certain provisions of the Energy-Peliey-Aet-6£-2005, and add several new

CloJ
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requiremenis that resulted 'from evaluation insights from implementation of the security orders,
review of site security plans, and implementation of the enhanced baseline ins‘péctio'riprogram
and force-on-force exercises. The proposed régulations would require an integrated security
plan that begins at the owner Contr-blled area boundary and would implement defense-in-depth
.- concepts and protective strategies based on protecting target sets fr'om'the various attributes of

the design basis threat. Notable additions to the proposed § 73.55 are summarized below: ‘

Cyber Security Requirements -

~ The current security regulations do not contain requirements related to cyber security.
Subsequent to the events of September 11, 2001, the NRC issued orders to require power
reactor licensees to implement measures to enhance cyber security. Thes_e security measures
required an assessment of cyber systems and the implementation of corrective measures
- sufficient to provide protection against the cyber threats at the time the orders were issued.
The proposed requirements maintain the intent of the security ordeyby establishihg the
requirement for a cyber security p;rogram to protect any system that, if compromised, can

adversely impact safety, security or emergency preparedness.

Requirements for CAS and SAS to Have Functionally Equivalent Capabilities

Such That No Single Act Can Disable th_e Function of CAS and SAS

Current regulatory requirements ensure that both CAS and SAS have equivalent aI/arm
annunciation and communication capabilities, but do not explicitly require equivalent
assessment, monitoring, observation, and surveillance capabilities. Further, tﬁe current
requirement of § 73.55(e)(1) states "All alarms required pursuant to this part must annunciate in
a continuously manned central alarm station located within the protected area and in at least
one other continuously manned station not necessérily‘onsite,v so that a single act cannot
~ remove the capability of calling for assistance or otherwise responding to an alarm." The
Commission orders added enhanced detection and assessment capabilities, but did not require
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equivalent capabilities for both CAS and SAS. The security plans approved by the Commission
on October 29, 2004, varied, due to the performance-based nature of the reqﬁirerhents, with
respect to how the individual licensees implemented these requirements, but all sites were
required to provide a CAS and SAS with functionally equivalent capabilities to .suppOrt the
implementation of the site protective strategy. -~
. The proposed rule extends the requirement for no single act to remove capabilities to

the key functions required of the alarm stations and would require licensees to implement
‘protective measures such that a single act would not disable the intrusion detection,
assessment, and communications capabilities of both the CAS and SAS. This proposed
reqﬁirement would ensure continuity of response operations during a security event by ensuring
that the detection, assessment, and communications functions required to effectively implement _
the licensee’s protective strategy are maintained despite the loss of one or the other alarm
'station. For the purposes of assessing the regulatory burden of this proposed rule, the NRC
assumed that all licensees would réquire assessments and approximately 'or.1e third of the
licensees would choose to implement hardware modifications.

The NRC has concluded that protecting the alarm stations such that a single act does
not disable the key functions WOﬁld provide an enhanced level of assurance that a licensee can
maintain detection, assessment and comrﬁunicatiqps‘Capabilities required to protect the facility
against the design basis threat of radiological S'é}botalge.i For new reactor licensees, licensed
after the publication of this rule, the Commission would require CAS and SAS 1o be designed,

constructed, and equipped with equivalent standards.-

Uninterruptible Power for Intrusion Detection and Assessment Systems

‘Current regulatory requirements require back-up powér for alarm annunciation and non-
' portable communication equipment, but do not require this back-up power to be unintefrupiible.
Although not specifically required, many licensees have installed uninterruptible power to their
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- security systems for added reliability of these electronic systems. However, the Commission
ha@t not required uninterruptible power for assessment systems. For the purposes of assessing )(
the.regulatory burden of this proposed rule, the NRC assumed that only a small number of
Iicer;nsees would require hardware modifications to meet this proposed requiremént.

Through implementation of the Commission-approved security plans, baseline-
,inspections_, and force-on-force testing, the NRC has concluded that uninterruptible back-up
power would provide an enhanced level of assurance that a licensee can maintain detection,
assessment and communication capabilities required to protect the facility against the design

basis threat of radiological sabotage. This new requirement would reduce the risk of losing -

detection, assessment, and communication capabilities during a loss of the normal power

Y

SUPPIY' e

“Video-Capture” Capability

Current regulatory requirements address the use of closed circuit television systems, but
do not explicitly require them. Although not specifically required, all licensees .have adopted the
use of video surveillance in their site security p.lans. Mény of the licensees have adopted
advanced video surveillance technology to provide reai-ﬁme and play-back/recorded video
. images to assist security personnel in determining the cause of an alarm annunciation. For the
.purposes of assessing the regulatory burden of this proposed rule, the NRC assumed that a

small percentage of licensees would require hardware modifications to comply with this
proposed requirement for advanced video surveillance technology.
Through implementation of the Commission-approved security plans, baseline -
inspections, and force-on-force}testing, the NRC has concluded that advanced video
_ technology would provide an enhanced level of assurance ihat a licensee can assess the cause

of an alarm annunciation and initiate a timely response capable of defending the facility against
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2001. Licensees have always been required to ensure that any changes to safety functions,
systems, programs, and activities do not have unintended consequences on 6ther facility safety
functions, systems, programs, and activities. Likewise, licensees have been required to ensure
that any changes to security functi-ons, systems, programs, and activities do nbt have

unintended consequences on other facility security functions, systems, programs, and activities.
However, the Commission has concluded that the pace, number, and complexity of these
-security changes warrantf the establishment of a more formal program to ensure licensees X
properly assess the safety/security interface in implementing these changes.

.- On April 28, 20083, the Union of Concerned Scientists and the San Luis Obispo Mothers
for Peace submitted a petition for rulemaking (PRM-50-80) requesting that, in part, the NRC's
regulations establishing conditions of licenses and requirements for evaluating proposed = °
changes, tests, and experiments for nuclear power plants be amended to require licensee
evaluation of whether the proposed changes, tests, and experiments cause protection against
radiological sabotage to be decreased and, if so, that the changes, tests, anéﬂ experiments only
be conducted with prior NRC épproval. In SECY-05-0048, dated March 28, 2005, the NRC
staff recommended that the Commission approve rulemaking for the requested action, but did
not necessarily endorse the specific amendments suggested by the petition. 'In SECY-05-0048,
dated June 28, 2005, the Commission direc#ed ?he'SIaff to develop the technical basis for such
a rule and to incorporate its provisions wnthnn the oﬁgoiﬁg power reactor security :requirementé
rulemaking. This proposed rule addresses, ‘vin; }Jart, the petitioner’s request by incorporating
proposed § 73.58 within this rulemaking. ‘

The Commission has determined that the proposed éafety/security interface rule
requirements-are necessary becaﬁse the current regulations do not specifically require
evaluation of the effects of plant changes on-security or the effecté of security changes on plant
safety. Further, current regulations do not req.uire communication about the implementation
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and timing of changes, which would promote awareness of the effects of changing facility
conditions and result in appropriate assessment and response. .

The NRC is aware of a number of occurrences of adverse safet).//security interactions at
nuclear power plants over the years to justify consideration of a new rule. Exarﬁples of adverse
interactions include: (1) Inadvertent security barrier breaches while performing maintenance
activities (e.g., cutting of pipes that provided uncontrolled access to vital éreas, removing
ventilation fans or other equipment from vital area boundary walls without taking compensatory
measures to prevent uncontrolled access into vital areas); (2) Blockage of bullet resisting
- enclosure’s (or other defensive firing position’s) fields of fire; (3) Erection of scaffolding and
-other equipment without due consideration of its impact on the site’s applicable physical

protection strategy; and (4) Staging of temporary equipment within security isolation zones.
Security could also adversely affect operations because of inadequate staffing of -
security force personnel on backshifts, weekends, and holidays, to support operations during -
- emergencies (e.g., opening and securing vital area access doors to all.ow opézrations personnel
timely access to safety-related equipment). Also, security structures, such as vehicle barriers,
- delay barriers, rerouted isolation zones, or defensive shields could adversely affect plant -
equipment such as valve pits, fire stations, other prepositioned emergency equipment, blowout
. panels, or otherwise interfere with operators responding to plant events.

The NRC considered many factors in developing this proposed new requirement. One
of the factors considered is that existing change processes are focused on specific areas of
plant activities, and that implementation of these processes is generally well understood by
licensees. - An example is found in § 50.54(p), which provides that a reactor licensee may make
changes to its safeguards contingency plans without Commission épproval provided that the
: change;s do not decrease the safeguards effectiveness of the plan. Similarly, § 50.65(a)(4) -
provides that a reactor licensee shall assess and manage the increase in risk that may result
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from proposed maintenance activities; However, neither §§ 50.54(p) (security) nor 50.65(a)(4)
(safety) require that an assessment for potential adverse impacts on safety/sécurity interface be
.. made before the proposed changes are implémented. The proposed‘ § 73.58 would address
this gap by requiring that, before implementing allowed changes, licensees must assess the
changes with respect to the safety/security interface and, if potential adverse interactions are
identified, ta;ke appropriate compensatory and/or mitigative action before making the changes.

.. The proposed rule_reflects.a performance-based approach and language which is -
sufficiently broad that, in addition to operating power reactors, it could be applied to other
classes of licensees in separate rulemaking(s), if conditions warrant. ' In addition to the *
| .. requirements in proposed § 73.58, a new definition foréizzty/security interface would be added

olail
to § 73.2. : o

Table 4 sets forth the proposed § 73.58 language and provides the supporting -

discussion for the proposed language, including a new definition for safety/security interface

that would be added to § 73.2. .

IV.5. Section 73.71 “Reporting of safeguards events.”

-The events of September 11, 2001, emphasized the need for the capability to respond
to coordinated attacks that could pose an imminent threat to national infrastructure such as
nuclear power reactor sites. Prompt licensee hotification to the NRC of a security event
involving an actual or imminent threat would initiate the NRC's alerting mechanism for other
nuclear facilities in recognition that an attack or threat against a single facility may be the

-prelude to attacks or threats against multiple facilities.  In either case, timely communication of
this event to the NRC, and the NRC’s communication of the threat or attack to other licensees
could reduce the adversaries ability to engage in coordinated attacks and would strengthen the
licensees’ response posture. NRC would also initiate notifications to the Homeland
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Security/Federal response networks for an "Incident of National Significéhc’e,“ as defined by the
National Response Plan (NRP). - .
Currently, § 73.71(b)(1) requires power reactor licensees to notify the NRC within one

-hour of discovery, as describedin -Paragraph | of Appendix G to 10 CFR Part 7.3; "'Rep'ort'able
safeguards events.” In addition, § 50.72 establishes reporting requirements for events
requiring an emergency declaration‘ in accordance with a licensee's emergency plan. Licensee
notification under § 50.72(a)(3) is required only after the threat is assessed, an “Emergency
Class" is declared, and initial notification of appropriate State and local agencies are completed
first (i.e., not upon discovery). The current timing of requirements of this notification would not
- allow the NRC to warn other licensees of a potential threat to their facilities in a prompt manner
to allow other licensees to change their security posture in advance of a threat or potential
attack. The Commission has previously advised licensees of the need to expedite their initial
notification to the NRC. The proposed accelerated notification requirements are similar to tbgﬂ;a
provided to licensees in NRC Bulletin 2005-02, “Emergency Preparedness and Response
Actions for Security-Based Events,” dated July 18, 2005.

The proposed amendments to § 73.71 would add a new expedifed notification
requirement for licensees sut;ject to the provisions of § 73.55 to notify the NRC Operations
Center as soon as possible after the discovery of an imminent or actual threat against the
facility as described in Appendix G, but not later than 15 minutesg ;f.’c?i’s-mvery. The proposed
amendments to § 73.71 and Appendix G would also add two additional four-hour notification
requirements for suspicibus events and tampering events not otherwise covered under -
Appendix G. The propﬁsed § 73.71 would retain the requirement for the licensee to maintain a
continuous communications channel for one-hour notifications upon request of the NRC. 'The
proposed rule would not require a continuous communications channel for four-hour
notifications, because of the lesser degree of urgency of these events.. For 15-minute
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Table 11 (See Section VIII) is a cross-reference showing where individual requirements of the

current regulation would be in the:proposed regulation.

- IV.8. Appendix G to Part 73, “Reportable Safeguards Events.”

Proposed Appendix G to Part 73 provides requirements'regarding the rép‘orting' of
safeguards evenfs. Proposed Appendix G would contain changes to support the revised and
accelerated reporting requirements which would be incorporated into this rulémaking.
Proposed Appendix G would also contain revised four-hour reporting requirements that would

require licensees to report to the NRC information of suspicious surveillance activities, attempts

\
A \
“yeqy’ W’,,Q, at access{ or other information./ Following September 11, 2001, the NRC issued guidance

f\-\e\requesting that licensees report suspicious activities near their facilities to allow assessment by

the NRC and other appropriate agencies. The proposed new reporting requirement will clarify
this expectation to assure consistent reporting of this important information. Additionally, the
proposed rule contains an additional four-hour reporting requirement for témpering events that
do not meet the threshold for reporting under the current one-hour requirements. The
proposed reporting requirements for tampering events will allow NRC assessment of these
events. Table 8 sets forth the proposed amendments to Appendix G and provides the

supporting discussion for the proposed language.

IV.9 Conforming and Corrective Changes.
The following conformihg changes would also be made: §§ 50.34 and 50.54 (references
to the correct paragraphs of revised Appendix C of Part 73), § 50.72 (changes to § 73.71
reports), §§ 72.212 and 73.70 (references to the correct paragraphs due to renumbering of

§ 73.55), and § 73.8 (adding § 73.18, § 73.19, and revised to reflect new NRC form 754 to
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- reflect recordkeeping or reporting burden). A corrective change would also be made to § 73.8

to reflect an existing recordkeeping or reporting burden for NRC Form 366 under § 73.71.
However, no changes would be made to § 73.81(b) (due to the new §§ 73.18, 73.19, and -
73.58), because willful violations of §§ 73.18, 73.19, and 73.58 may be subject to criminal

penalties.
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Table 1 - Proposed Sections 73.18 and 73.19

Firearms background check for armed security personnel and authorization for use of enhanced weapons.

PROPOSED LANGUAGE

CONSIDERATIONS .

§ 73.18 Firearms background éheck for armed security

personnel.

This new section would implement the firearms background

check requirements of the new § 161A.b. of the Atomic Energy

Actof 1854 , @s G,Mcnoé’ebl

(a) Introduction. (1) Licensees and certificate holders listed
under paragraph (b) of this section shall ensure that a firearms
background check is completed in accordance with this section

for all security personnel assigned duties requiring access to a

covered weapon at the licensee's or certificate holder's facility{. :

This section would require a firearms background check for all
security personnel with access to covered weapons (i.e.,
ar.méd dﬁtiés) [see alsolnew definition of cove(ed weaponin |
§ 73.2 at the end of this Tablé]. These background checks
would only bé required for éecﬁrity personnel who are
prbtéétihg certéin Commissioﬁ-fegﬁléted facili@igs [fspecified in
paragraph (b)]. | | |

The C‘ommils:sion‘ considefs duties “requiring access to any
coxl‘éfed wéapon" would inclqde such duties as:_se‘curity

operations and training and weapons' maintenance, handling,

accountability, transport, and use.
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§ 73.18(a)(2) Licensees and certificate holders are not
required to reperform a firearms background check for security
p‘ersonnel who have been employed by the licensee or
certiflcate holder (or a contractor thereto) and previously
completed a firearms background check under the provisions
of Sec. 161A., of the Atomic Energy Act of 1954, as amended,
after [insert date of publication of the Sec. 161A. guidelines in

the Federal Registerj.

Licensees and certiﬁcate holders would not be required to
repeat flrearms background checks for personnel assngned
armed dutles at their facullty as of the effectlve date of a flnal
rule This dlscretlon would apply to secunty personnel
employed at the licensee's or. certificate holder’s facility and
who have prewously completed a flrearms background check |
as reqmred by an order lssued under the authority of § 161A.
of the AEA. The secunty personnel may be employed dlrectlyv

by the licensee or certmcate holder or by a contractor to the

licensee or certificate holder.
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§ 73.18(b) Applicability. This section applies to the following
classes of dommission licensees or certificate holders —

(1) Power reactor facilities; and

(2) Facilities authorized to possess a formula quantity or
greater of strategic special nuclear material with security plans

subject to §§ 73.20, 73.45, and 73.46.

This paragraph would limit the firearms background checks to
security personnel protecting two classes of Commission-
regulated facilities. Therefore, this section would apply to all
current power reactors and to two current fuel cycle facilities
authorized to possess Category | SSNM. This section would
also apply to future power reactof facilities and future

Category | SSNM facilities, including: production facilities,
spent fuel reprocessing or recycling facilities, fuel fabricatien
facilities (nigh-enriched uranium or MOX fuel), and uraniurn .
enricnment facilities. - o o _
The Commission may consider app'lying fhis section to qtner
types of reacter, byproduct materieL or enecial nuele’ar'material'
facilities (e.g.l', Category Il or 11l SNM, hot cell independent

spent fuel storage, or geologic repository operations area ‘

facilities) in separate rulemakings.
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§ 73.18(c) Firearms background check. (1) Licensees and
certificate holders described in paragraph. (b) of this section
shall ensure that each person who receives, possesses,
transpc'irts. or uses a covered weapon in their official duties
corﬁpletes a firearms background check. The firearms
background check must verify whether security personnel are
prohibited from shipping, transporting, possessing, or receiving
a covered weapon under applicable Federal or State law. The
.background check must include -

(i) The submission of fingerprints; and

(i) A check under the Federal Bureau of Investigation’s (FBI's)
Nationa! Instant Criminal Background Cheék System (NICS)
database established pursuant to Sec. 103.(b) of the Brady

Handgun Violence Prevention Act.

This paragraph would require licensees and certificate holders
to ensure that security personnel with “armed duties” shall first
complete a firearms background check. This check would
verify that éuch security personnel are not prohibited from
posseséiné or receiving firearms under applicable‘ laws. The
requjrement fo perform béckéround cheéks of armed security |
personne! at NRQr‘egu‘lated entities agafﬁst the Bfady/Bﬁ((i.e.,
NICS) database arises from § 161A. of the AEA. Ty
The background cﬁébk woﬁld consist of two parts as required |

by § 161A. of the AEA.

r”(‘U’e"{'. v
At
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(e)(1)(i) How the physical protection

| program will prevent significant core
| damage and spent fuel sabotage

| through the establishment and

maintenance of a security orQanization,
the use of security equipment and
technology, the training and qualification
of security peréonnél, and the
implementation of predéteﬁninéd

response plans and strategies; and

This requirement would be added to
describe the pérformance based
require‘men‘t'to bé met by thé' physical '
protection program and the basic
élefneﬁts of the system. that must be

described in the security plans.
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(e)(1)(ii) Site-specific conditions that
affect implementation of Commission -

requirements.

This requirement would be added to
reflect the Commission's view that
licensees must focus attention on site-
speéific conditions in the development and
implementation of site plans, procedures,
processes, response strategies, and
ultimately, the licensee capability to
achieve the performance objective of the

proposed (b)(1).

(c)(2) Protection of security plans. The
licensee shall protect the appfoved
security plans and other felatéd o
safeguards information against“" |
unauthorized disclosure iﬁ aécor:danc.eﬂ

with the requirements of § 73.21.

This requirement would be added ‘}‘o
emphasize the requirements for the
protection of safeguards information in

accordance with the reduirements of

§73.21.

(c)(3) Physical Security Plan. -

This Header would be added forforméﬂihg :

purposes.
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be authorized are governed by State laws
and nothing in this proposed rule should
be interpreted to mean or require anything

that would contradict such state law. The-

| term "it" is replaced with the phrase

“deadly force” to more clearly described

‘the action described.

(k)(8) The licensee shall provide an
armed response team consisting of both
armed responders and armed security
officers to carry out response duties,

1 within predetérmined time lines.

‘This requirement would be added to

provide a pérformancg bésed requiremeht
that would r;atafn the current requirement
fou; armed responders_ and add a category
of érmed security officervto clarify the |
divfsion of types of _arméd response

personnel and their roles.

(k)(3)(i) Armed 'R_e’sponders.

This header would be added for formatting

255
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§ 73.55(h)(3) The total number of
guards, and armed, trained personnel
immediately available at the facility to
fulfil these reeponse requirements shall
nominally be ten {10), unless specifically
required otherwise on a case by case
basis by the Commisston; however, this
number may not be reduced to less than

five (5) guards.

(k)(3)(i)(A) The licensee shall determine
the minimum number of armed
responders necessary to protect against
the design basis threat described in

§ 73.1(a), subject to Commission
aoproval, and shall document this

number in the approved security plane.

This requirement would be retained and
revised to remove the specific minimum
numbers of 10 but no less than 5, to
provide a performanoe based reouiremeht.
that meets the proposed reqmrement of
(k)(1)() This proposed reqmrement
would eﬁgure that the hcensee would
provide the requisite number ot arme’dr |

responders needed to carry-out the

'protectlve strategy the effectweness of

which would be evaluated through annual

exercises and triennial exercises observed

- 256

by the Commission.




standardized, objective test to facilitate the
psychological re-assessments that would
be required under proposed

§ 73.56(i)(1)(v). Comparing scores on a
standardized, objective test to identify
indications of any adverse changes in the
individual's psychological status is
simplifi-ed when the testing that is
performed for a re-assessment is similar to
or the same as previous testing that was
conducted _undef this section, particularly
when the clinician who conducts the re-
assessfnént did not }cc-)hduct the preyioué

testing. |

The proposed paragraph would also
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licensees, applicants, and C/Vs to establish
threshéldsf in interpreting the results of the
psychologicél test, fo aid in determining
whéther an individual would be required to —
intérviewed by a psychiatrist or licensed

clinical psychologist under proposed

L be.

paragraph (e)(4)(ii) of this section.
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history evaluation is completed.

The proposed rule would not \Md ‘
establish employment history rc_aqufreménts
for individuals whose UAA has been
fnter}upted fér 36 or féwer dayé. Proposed
§ 73.56(ﬁ)(3) would rgﬁﬁiré the entities Who
are subjeét to this section to obtain a'ndv.
feview a bérsonal hfstbry disclosure frorﬁ
the apblicant for UAA that would addréss
the beriod since thbe individual'é -last péri;:d
of UAA was terminated. Héwever, the
licensee; app!icé.mt,_‘qlvj C/V would be
vpermitted tc.)' forego conducting a.m _
emplbyment_ hiétory evaluation fbr |

i‘ndividuals whose UAA has been

interrupted for such a short period,

because there would be little to be learned.
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(3) The licensee shall base its decision
to grant, deny, revoke, or continue an
unes_corted access authorization on
re\;iew and evaluation of all pertinent

information developed.

(h)(B) Determination basis. The
licensee's, applicant’s, or C/V's
reviewing official shall determine
whether to grant, deny, unfavorably
terminate, or maintain or amend an
individual's unescorted access
authorization status, based on an
evaluation of all pertinent information
tha'r has been gathered about the
individual as a result of any application
for unescorted access authorization or
developed during or following in any
period during which the individual
maintained unescorted access

authorization. The licensee’s,

Proposed § 73.56(h)(8) would amend but
retain the meaning of current § 73.56(b)(3),
whlch requires licensees to base a decision
to grant, deny, revoke, or continue UAA on
review and evaluatlon of all pertlnent |
mformatron developed. The terms used in
the proposed paragraph such as
“unfavorably termrnate to replace “revoke
and "malntaln" to replace “continue,” would
be updated for conS|stency wrth the terms
currently used by the mdustry and in other _
portrons of the proposed sectlon l
addltron the proposed paragraph would

mclude references to the revrewrng offlcral

510
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appendix A to this part. Footnote: 2.
Notifications to the NRC for the
declaration of an emérgency class shall
be performed in accordance with § 50.72

of this chapter.

especially if this event is the opening
action on an ineffectively coordinated
rﬁultiple-target attack. Such notice may
permit other licensees to escalate to a-
higher protective level in advance of an
attack: The Commission would expecf
licensees to notify the NRC Operations
Center as soon as possible after they -
notify local law enforcemeht agencies,

but within 15 mihUteseThe Commission

‘may consider the applicability of this

requiremént to other typés of licensees in

future rulemaking.
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Footnote 1 would prO\;iﬁe a cross
reference to Appendix to Part 73 which

qontains NRC contact information.

Footnote 2 would remind licensees of
their concurrent emergency declaration

responsibili.ties under 10 CFR 50.72.

(a)(1) When making a report under
paragraph (a) of this section, the

licensees shall:

The proposed rule would include this

intn"odu‘ctory 'statAement,' which proVides a
structure for the fdlloWing fist of |
information to be prov}ded in the 15.-. o

minute report.

(a)(1)(i) Identity the facility name; and

This requirement would be added to-
ensure the licensee's facility is clearly

identified when a report is made.,
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Appendix B, Paragraph |.B.2.a.
Individuals whose security tasks and job
duties are directly associated with the
effective implementation of the licensee
physical security and contingency plans
shall demonstrate mental alertness and
the capability to exercise goéd
judgment, implement instructions,

assimilate assigned security tasks, and

possess the acuity of senses and ability

of expression sufficient to permit -
accurate communication by written,

spoken, audible, visible; or other Signals

B.3.a. Armed and unarmed members of the

security organization shall demonstrate the
ability to apply good judgment, mental
alertness, the capability to imp!ernent
instructions and a_ssigned tasks, aﬁa o
possess the acuity of senses and abmty of
expression sufficient to permit accurate |
communication by written, spoken, audible,
\;isiblé, oi' other signals required by

éssigned duties and responsibilities.

This requirement to demonstrate good
judgement, ability to implement
instructions/tasks, and to communicate
would be retained. The phrase
“Individuals whc;se security tasks and job
duties are directly associated with the .
effective implementation of the licensée
physical security and contingency plahs"
would be replaced with the phrase -
"Armed and unarmed members of the .

security organization” to describe the |

requirement that these mental

requirements are minimum standards

required by assigned job duties,

that must apply to both armed and
ur{éfmed ‘se;:urity perspnnel becaﬁsé. R
they share similér dutiés aﬁd
responsibilities forthe}p‘hy‘s:iqal p;yoteptic"pn

of the site.
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(ot

Appendix B, Paragraph 1.B.2.b. Armed“

individuals, and central alar tion

op;erators, in addition to meeting the
_reqrjiremt'ated in Paragraph a.
above, shall have no emotional .
instability that would interfere with the
effective performance of assigned’
security job duties. The determination
sheil be made by a |icen_se‘dﬁ ‘

psychologist or psychiatrist, or

phyeician, or other person professionelly

L B.3.b. A licensed clinical psychologist,
psychiatrist. or physician trained in part to
identify emotional instability shall determine
whether armed members of the security
organization in addition to meeting the
requirement stated in Paragraph a. of this
seetion, have no emotional instability that
would interfere with the effective
performance of assighee duties ahd

responsibilities.

trained to identify emotional instability.

Th‘:e requirement regerding emotional
inetability would be retained. The phrase
“Armed inéividuals, and central alarm
station operatore" woeld be ‘reprlaced‘with
the phrase “armed members of the |
seeurity organization” for consistency
with the terminoleéy used in the

proposed rule.
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or intelligence gathering efforts. Events
reported under paragraphs | or Il would
require a followup writ}%n report, Even?s
reported paragraph Ill deId not require a

followup written report.

I. Events to be reported as soon as possible,

but no later than 15 minutes after discovery, -

followed by a written report within sixty (60) =

.- days _

(a) The initiation of a security response

consistent with a licensee’s ph sical securi
1

‘plan, safeguards contingency plan, or

defensive strategy based on actual or

imminent threat against a nuclear power plant.

Paragraph | would be added to establish
the types events to be reported within 15
minutes. Because the identification of
information 'relativng‘to an actual or |
potential threat could quickly result in ah :
event,'which rhéy nécés‘s‘i-tate expediteq
Commission action (e;g;, hdtification ofi
other licensees or Federal authorities)}, é
shorten reboﬁing timé would be ‘reql‘Jirlec:i.
This proposed requirémeﬁt_woﬁ!d also
ensure thét threét-relat;d iﬁfofmatioﬁ
would be made available tothe ;

Commission's threat assessment process
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in'a timely manner. Initiation of reSbonse
con'siste'nt'With plans and the defensive
strategy that are not related to ;n |
imminent or actual threat égéinst the
facility would not need to be reported (e:.g.
false, or nuisance respohse‘s'). Additional
information‘ régardfng identiﬁéaﬁon of )
events to be're'ported would:be prc>>\./id-ed |

in guidance.

I.(b) The licensee is not required to report
security responses initiated as a result of

information communicated to the licensee by

the Commission, such as the threat warning

syétem addressed in Appendix C to this part.

This provision would be added to reduce
unnecessary regulatory burden on the -

licensees to notify the Commission of

| security responses initiated in résponse

to communications from the Commission

(e.g., changes to the threat Ie\)el).
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I. Events to be reported within one
hour of discovery, followed by a

written report within 60 days.

Il. Events to be reported within one (1) hour of
discovery, followed by a written report within

sixty (60) days.

This requirement would be retained and

renumbered,

(a) Any eventin which there is

reason to believe that a person has
commi‘d,ed or caused, or attempted
to commit or cause, or has made a

credible threat to commit or cause;

Il.(a) Any event in which there is reason to
believe that a person has committed or
caused, or attempted to commit or cause, or

has made a threat to commit or cause:

This requirement would be retained with .
minor revision and renumbered. The
term credible would be removed. The
Commission’s view is that a
determination of the “credibility” of a
threat is not a licensee responsibility, but
rests with the Cbmmissiéri and the ‘

intelligence community.

(1) A theft or

special nuclear material; or-.-= - ;

lawiul diversion of -

I nuclear material; or

i e A

11.(a)(1) A theft or unlawful diversion of special

This requirement would be retained and

renumbered.
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(2) Significant physical damage to | Il.(a)(2) Significant physical damage to any This requirement would be retained with

a power reactor or any facility NRC-regulated power reactor or facility minor editorial changes to improve clarity
possessing SSNM or its equipment | possessing strategic special nuclear material and readability and renumbered. The
or carfier equipment transporting or to carrier equipment transporting nuclear phrase "NRC-regulated” would be added

nuclear fuel or spent nuclear fuel, or fuel,\or to the nuclear fuel or spent nuclear fuel | to specify that all Commission licensed

to the nuclear fuel or spent nuclear | facili }' which is possessed by a carrier; or facilities and transport would be covered
fuel a facility or carrier possesses; P I - by this requiremeht. This chan'ge would
or

simplify the lariguage in this section while

MWDWM

retaining the basic requirement.
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(d) The actual or attempted
introduction of contraband into a
protected area, material access

area, vital area, or transport.

[l.(d) The actual or attempted introduction of
contraband into any area or transport for which
the licensee is required by Commission

regulations to control access.

This requirement would be renumbered
and revised to delete the previously
specifically mentioned areas requiring
access controls and change the Ianguége
to include the actual or attempted entry of
an unauthorized individual into any aréa
or trénvs'port fequife;i io be éohtrolled by
Commission fegﬁlationé (see
c;:onsiderations for paraéréph I1.(b)
above). Additional information
regérdinc_;;} identification of events to be:

reported will be provided in guidance. -
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NRC Information Assessment Team
(IAT) Advisories dated October 16,
and November 15, 2001; May 20,
2003'5.' March1, 2004; and October

5, 2005.

FB‘i's ".Terreriet Threats to the U.S.
Homeland: Reporting Guide for

Criiical and Key Resource Owners
and Operators” dated January 24,

2005, (Official Use Only).

lil. Events to be reported within four (4) hours

of discovery. No written followup report is

required.

. yd .
(a) Any other in)ﬁrmatio'n received by the

licensee of suspicious surveillance activities,

attempts’at accessoQ

lncluding

(1) Any security-related incident involving - -
suepicious activity that may be indicative of
potential pre-operational surveillance,

reconnaissance, or intelligence-gathering

activities directed against the facility. Such

activity may include, but is not limnited to,

This paragraph would add a requirement
for power reactor licensees to report
suspicious activities, attempts at access,
etc., that may indicate pre-operational
surveillance, reconnaissance, or
intelligence gathering targeted against
the facility. This change wouid more

accurately reflect the current threat

D
1 envnronment would assist the
M’V)

Commissmn in evaiuating threats to

multiple licensees; and would assist the
intelligence and homeland security

communities in evaluating threats
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V. .Guidance

The NRC is preparing new regulatory guides that will contain detailed guidance on the
implementation of the proposed rule requirements. These regulatory guides, éurrently under
development, will consolidate and update or eliminate previous guidance that was used to
. develop, review, and approve the power.reactor security plans that licensees revised in
response to the post-September 11, 2001, security orders.' Development of the regulatory
guides is ongoing and the publication of the regulatory guides is planned after the publication of
. the final rule. Because this regulatory guidance may contain Safeguard Information (SGI)
_and/or classified information, these documents would ohly be available to those individuals with

a need-to-know, and are qualified to have access to SG! and/or classified information, as - -
has dedermined
applicable. However, the NRC eensiders that access to these guidance documents is not

necessary for the public or other stakeholders to provide informed comment on this proposed

rule.

Vi. Criminal Penalties :*
For the purposes of Section 223 of the Atomic Energy ‘Act; as amended, the '~
Commission is proposing to amend 10 CFR Parts 50, 72, and 73 under Sections 1 61 b, 161i, or
1610 of the AEA. -Criminal penalties, as they apply to regulations in Part 73, are discussed in

§ 73.81. The new §§ 73.18, 73.19, and 73.58 are issued under Sections 161b, 161i, or 1610 of

the AEA, and are not included in § 73.81(b).
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VIl. Compatibility of Agreement State Regulations

Under the “Policy Statement on Adequacy and Compatibility of Agie’ément States

- Programs,” approved by the Commission on June 20, 1997, and published in the Federal
Register (62 ER 46517; September 3, 1997), this rule is classified as compatibility “NRC.”
Compatibility is not required for Category “NRC” regulations. The NRC program elements in
this category are those that relate directly to areas of regulation reserved to the NRC by the

. AEA or the provisions of Title 10 of the Code of Federal Regulations (10 CFR), and although an
Agreement State may not adopt program elements reserved to NRC, it may wish to infornj its
l'icensees of certain requirements via a mechanism that is consistent with the'particular State’s

administrative procedure laws, but does not confer regulatory authority on the State.

VIiil. Availability of Documents.

The following table indicates which documents relating to this rulemaking are available

to the public and how they may be obtained.

Public Document Room (PDR). The NRC's Public Document Room is located at the

NRC'’s headquarters at 11555 Rockville Pike, Rockville, MD 20852.

- Rulemaking Website (Web). The NRC's interactive rulemaking Website is located at
- httpi//ruleforum.linl.gov. These documents may be viewed and downloaded electronically via

[ S

this Website.
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..the terrorist attacks of September 11, 2001, based upon experience and insights gained
by the Commission during implementation, (2) fulfill certain provisions_'.‘bf the Energy
Policy Act of 2005, (3) add several new requirements that resulted from insights from
implementation of the security orders, review of site security plgns, and implementation

-of the enhanced baseline inspection program and force-on-force exercises, (4) update

- the regulatory framework in preparation for receiving license applications for new
reactors, and (5) impose requirements to assess and manage site activities that can
adversely affect safety and security. The proposed safety and security requirements
would address, in part, a Petition for Rulemaking (PRM 50-80) that requested the
establishment of regulations governing proposed changes to facilities which could

adversely affect the protection against radiological sabotage.

The U.S. Nuclear Regulatory Commission is seeking public comment on the potential impa"ct of

the information collections contained in this proposed rule and on the following issues: -

1. . Is the proposed information collection necessary for the proper performance of

 the functions of the NRC, including whether the information will have practical

Cooodtiliy? o e

2. lgbégstimate of burden aesurate? —

§

3. Is there a way to enhance the quality, utility, and clarity of the information to be

collected?

853




4. - How can the burden of the information collection be minimized, including the use

of automated collection techniques?

. A copy of the OMB clearance package may be viewed free of charge at the NRC Public.
Document Room, One White Flint North, 11555 Rockville Pike,ﬂR'oo.rn O-1 F21, Rockville, MD
20852. The OMB: clearance package and rule ‘are available at the NRC worldwide Web site:

http://www.nrc.dov/pubIic-involve/doc-comment/omblindex.html for 60 days after the signature

date of this notice and are also available at the rule forum site, http://ruleforum.finl.qov.

Send comments on any aspect of these proposed information collections, including
suggestions for reducing the burden and on the above issues, by (INSERT DATE 30 DAYS
AFTER PUBLICATION IN THE FEDERAL REGISTER) to the Records and FOIA/Privacy
Services Branch (T-5 F52), U.S. Nuclear Regulatory Commission, Washington, DC 20555-
0001, or by Internet electronic mail to INFOCOLLECTS@NRC.GOV and to the Desk Officer,

. John A. Asalone, Office of Information and Regulatory Affairs, NEOB-10202, (3150-0002,
3150-0011, and 3150-new), Office of Management and Budget, Washington, DC 20503.
Comments received after this date will be considered if it'is practical to do so, but assurance of
consideration cannot be given to comments received after this date. You may also e-mail

comments to John_A._Asalone @ omb.eop.gov or comment by telephone at (202) 395-4650.
Xill. Public Protection Notification

The NRC may not conduct or sponsor, and a person is not required to respond to, a
request for information or an information collection requirement unless the requesting

document displays a currently valid OMB control number.

854



(2) A hearing aid is acceptable provided suitable testing procedures demonstrate

- auditory acuity equivalent to the hearing requirement.

(3) The use of a hearing aid may not decrease the effective performarice of the

individual's assigned security job duties during normal or emergency operations.

d. Existing medical conditions.

(1) Individuals may not have an established medical history or medical diagnosis of

existing medical conditions which could interfere with or prevent the individual from effectively

performing assigned duties and responsibilities.

. (2) ‘1t a medical condition exists, the in‘dvividual shall provide medical evidence that the
condition can be controlled with medical treatment in a manner which does not adversely affect
the individual’s fitness-for-duty, mental alertness, physical condition, or capability to otherwise

effectively perform assigned duties and responsibilities.

e. Addiction. Individuals may not h_éve any establisheq medical histiory or medical
diagnosis of habitual alcoholism or drug ac'i:(;:ﬁct‘ion‘,-‘ Br, where th4i<‘..s'typ;é 61‘ ’c;oﬁdilion has existed,
the individual shall provide certified documentation of having completed a rehabilitation program
which would give a reasonable dégree of confidence that the individual would be capable of -

effectively performing assigned duties and responsibilities.

f. Other physical requirements. An individual who has been incapacitated due to a
serious illness, injury, disease, or operation, which could interfere with the effective
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performance of assigned duties and responsibilities shall, before resUmbtion of assigned duties
and responsibilities, provide medical evidence of recovery and ability to perform‘these duties

and responsibilities.
3. Psychological qualifications.

a. Armed and unarmed members of the security organization shall demonstrate the
ability to apply good judgment, mental alertness, the capability to implement instructions and
assigned tasks, -and possess the acuity of senses and ability of expression sufficient to permit

accurate communication by written, spoken, audible, visible, or other signals rei’quife'd by -

o
s ST

- b. Alicensed clinical psychologist, psychiatrist, or physician trained in part to identify

assigned duties and responsibilities.

emotional instability shall determine whether armed members of the security organization in
addition to meeting the requirement stated in paragraph a. of this section, have no emotional
instability that would interfere with the effective performance of assigned duties and

responsibilities.

c.- A person professionally trained to identify emotional instability shall determine
- whether unarmed members of the security organization in addition to meeting the requirement
stated in paragraph a. of this section, have no emotional instability that would interfere with the

5 . ot

effective performance of assigned duties and responsibilities.

4. Medical examinations and physical fitness qualifications.

l
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paragraphs Il and IV of this abpendfx. ' Li‘ceosees shall make such reports to the Commission

under the provisions' of § 73:71 of this part.

I. Events to be reported as soon as possrble but no later than 15 mlnutes after
discovery, followed by a wntten report within srxty (60) days
(a) The initiation of a secunty response consistent with a hcensee S physrcal securrty

plan, safeguards contlngency plan or defensrve strategy based on actua! or imminent threat

against a nuclear power plant.

(b) The licensee is not required to report security responses initiated as a result of

information communicated to the licensee by the Commission, such as the threat warning

PN

system addressed in Appendix C to this part.

Il. Events to be reported within one (1) hour of discovery, followed by a written report

within sixty (60) days.

(a) Any eventin which there is reason to believe that a person has committed or
. { l ’ . . i N

caused, or attemptedto commit or cause, or has made a threat to commit or cause:
(1) A theft or unlawful diversion of special nuclear material; or

(2) Significant p‘hys’ical damage to'any NRC-licensed power reactor or facility
07 $ee.2

possessing strategic specral nuclear material or to carrier equrpment transportmg nuclear fuel Kﬁ%

or to the nuclear fuel or spent nuclear fuel facility whrch is possessed by a carrier; or
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(3) lnterruptlon of normal operation of any NRC licensed nuclear power reactor through

the unauthorized use of or tampenng with its components or controls lncludlng the security

system.

(b) An actual or attempted entry of an unauthorized person into any area or transport

for which the licensee is required by Commission regulations to control access.

(c) Any failure, degradation, or the discovered vulnerability in a safeguard system that
could allow unauthorized or undetected access to any area or transport for which the licensee is
required by Commission regulations to control access and for which compensatory measures

have not been employed.

(d) The actual or attempted introduction of contraband into any area or transport for .

which the licensee is required by Commission regulations to control access.

u

1. Events to be reported within four (4) hours of discovery. No written followup report

is required.

(a) Any other information received by the licensee of suspicious surveillance activities,

attempts at access, inc'luding:

(1) Any security-related incident involving suspicious activity that may be indicative of
potential pre-operational surveillance, reconnaissance, or intelligence-gathering activities
directed against the facility.‘ Such activity may include, but is not limited to, attempted
sun/eillance or reconnaissance activity, elicitation of information from security or other site

LI
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' Regulatory Analysis of Proposed Revisions to 10 CFR Part 73~ ‘ - Page7

" quantities or greater of strategic special nuclear material, i.e., Category | SSNM facilities. Such
facilities would include: production facilities, spent fuel reprocessing-facilities, fuel processing
facilities, and uranium enrichment facilities. The NRC plans to address separately whether the
~ deployment of enhanced weapons is appropriate for other types of facilities, radioactive
materials, or other property. Additionally, Section 651 of the EPAct 2005 requires the NRC to
conduct security evaluations at selected licensed facilities, including periodic force-on-force
exercises. That provision also requires the NRC to mitigate any potential conflict of interest that
could influence the results of force-on-force exercises. “These provisions would be reflected in

proposed § 73 55.
1.3 Regulatory Objectlves

The NRC has five objectlves for the current rulemaklng The first objectlve is to make
generically applicable security requirements imposed by Commission orders issued after the
terrorist attacks of September 11, 2001, based upon experience and insights gamed by the -
Commission during implementation.* The second objective is to fulfill certain provisions of the
Energy Policy Act of 2005. The third objective is to add several new requirements that resulted
from insights from implementation of the security orders, review of site security plans, and
implementation of the enhanced baseline inspection program and force-on-force exercises.
The fourth objective is to update the regulatory framework in preparation for receiving license
applications for new reactors. The fifth objective is to impose requirements to assess and
manage site activities that can adversely affect safety and security. The proposed safety and
security requirements would address, in part, a Petition for Rulemaking (PRM 50-80) that -
requested the establishment of regulations governing proposed changes to facilities whlch
could adversely affect the protection against radiological sabotage.

2. Identification and Preliminary Analysis of Alternative Approaches

This section presents prehmlnary analy5|s of the alternatlves that the staff consndered to meet
the regulatory goals identified in the previous section. (Section 4 presents a more detailed
analysis of the proposed rule option.) The staff considered two alternatives for revrsmg
Part 73's power plant securrty provisions as drscussed below gt s e e

[RE AR TS AT ¥ S |
21 Option1:  No Action . 1’*" DT
Under Option 1, the no-action altemative, NRC would not amend the ciurrent regulatlons
regarding power reactor security. Licensees would continue to comply wnh the Commlssuon s
security orders. This option would avoid certain costs that the proposed rule would impose.
However, taking no action would not improve security measures as authonzed by:the EPAct
2005 or establish regulatory requirements for lessons learned. Addmonally, taking no action
would present a problem for establishing appropnate security measur{es for new reactors that

did not receive orders. ‘
e

-

{ e 3 i ¢
! Specific details related to requirements that areéafeguards/ﬁformatron (SGI) will not be specified in
regulations but will be available only fo those with appropnale clearance and need to know
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2.2. Option 2: Amend Regulations to Enhance Power Roactor Security Operations

Under Option 2, NRC would conduct a rulemaking to address changes in several sections of
10 CFR Part 73 to enhance security operations at power reactors. These changes entail: (1)
amending 10 CFR 73.2 to add definitions; (2) revising 10 CFR 73.55, 73.56, 73.71, Appendix B,
Appendix C, and Appendix G; (3) adding 10 CFR 73.58 to introduce “safety/security interface”
requirements, and (4) adding § 73.18, § 73.19, and Form 754 to implement EPAct 2005
provisions for background checks and authorization for use of enhanced weapons.

A comprehensive rulemaking would provide a means of addressing the identified issues and
concerns with respect to Part 73. Through a comprehensive revision, the NRC could (1)
ensure that all licensees would consistently implement measures to enhance security and
safety at nuclear power plants; (2) modify current requirements to provide licensees with some
flexibility; (3) address adjustments and changes in security plans that licensees have adopted
through the development of the revised licensee security plans; (4) clarify the language of the
_rule; and (5) incorporate changes to address the requirements in the EPAct 2005

“The NRC has estimated the benefits and costs of this option, as described in Sections 3 and 4
of this regulatory analysis, and has pursued Option 2 for the reasons discussed in Section 5.

3. Evaluation of Benefits and Costs

This section examines the benefits (\}aloes) and costs (impacts or burdens) expected to result
from this rulemaking, and is presented in two subsections. Section 3.1 identifies attributes that -
are expected to be affected by the rulemaking. Section 3.2 describes how benefits and costs

have been analyzed.
314 Identification of Affected Attributes

This section identifies the factors within the public and private sectors that the regulatory -
alternatives (discussed in Section 2) are expected to affect. These factors are classified as
“attributes™ using the list of potential attributes provided by NRC in Chapter 5 of its. Regulatory
Analysis Technical Evaluation Handbook.? Affected attributes include the followmg

. Safeguards and Security Considerations — The proposed actlons
_are intended to establish requirements that will provide high
assurance that activities involving special nuclear material are not
inimical to the common defense and security and do not constltute
- an unreasonable risk to the public heath and safety.

. |ndustry lmplementahon The proposed action would require
licensees to make facility modifications and to revise their

2 Regulatory Analysis Techmcal Evaluation Handbook Flnal Report NUREGIBR-0184 Office of Nuclear
Regulatory Research, January 1997. )
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defend against the DBT. There would also be a reduced risk that public health and
occupational health will be affected by radiological releases resulting from radiological
sabotage. The proposed rule would also reduce the risk that off-site and on-site property will
be affected by radiological releases resulting from radiological sabotage.

The new requrrements m the rule are expected to result in specn" ic quahtatlve benefits listed
below

»  The security plan updates and revisions that would be required by the proposed rule
-would lead to the consistent implementation of best security practices.

. Current security regulations do not contain requirements related to cyber security. The
NRC issued orders after September 11, 2001, that required power reactor licensees to
implement interim compensatory measures to enhance cyber security licensees. These
‘security measures required an assessment sufficient to provide protection against the
cyber threats at the time of the orders. However, as licensees implement digital
upgrades for many systems at their plants the potential for cyber threats will be
increased. The proposed requirements would maintain the intent of the security orders
by establishing the requirement for a cyber security program to protect any systems that
can, if compromised adversely impact safety security or emergency preparedness. -

. The proposed rule would ensure that escorts are trained and knowledgeable about their
duties while accompanying visitors. This proposed requirement would reduce the risk of
a security incident initiated by a visitor since escorts would be better informed regarding
vrsrtors authorized actlvmes :

reqmrements ensure that both CAS and SAS have equrvalent alarm
- annunciation arld communication capabilities, but do not explicitly require equivalent
- :assessment, monitoring, observation, and surveillance capabilities. Further, the current
- requirement of173.55(e)(1) states "All alarms required pursuant to this part must
annunciate in a continuously manned central alarm station located within the protected
- area and in at least one other continuously manned station not necessarily onsite, so
that a single act cannot remove the capability of calling for assistance or otherwise
responding to an alarm." The Commission orders added enhanced detection and
assessment capabilities, but did not require equivalent capabilities for both CAS and
SAS. The security plans approved by the Commission on October 29, 2004, varied, due
to the performance-based nature of the requirements, with respect to how the individual | ;
licensees implemented these requirements, but all sites were required to provide CAS
and SAS with functionally equivalent capablhtles to support the implementation of the

.sne protectlve strategy.

]
/!

" The proposed rule extends the requirement for no single act to remove capabrhtles to
the key functions required of the alarm stations and would require licensees to
* implement protective measures such that a single act would not disable the intrusion
detection, assessment, and communications capabilities of both the CAS and SAS.
This proposed requirement would ensure continuity of response operations during a
security event by ensuring that the detection, assessment, and communications
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functions required to effectively implement the licensee’s protective strategy are
maintained despite the loss of one or the other alarm station. For the purposes of
assessing the regulatory burden of this proposed rule, the NRC assumed that all
licensees would require assessments and approximately one third of the hcensees :
would choose to implement hardware modifications.

The NRC has concluded that protecting the alarm stations such that a single act does
not disable the key functions would provide an enhanced level of assurance that a
licensee can maintain detection, assessment and communications capabilities required
to protect the facility against the design basis threat of radiological sabotage. For new
reactor licensees, licensed after the publication of this rule, the Commission would
require CAS and SAS to be deS|gned constructed, and equnpped with equnvalent

- . standards. : o

. Current regulatory requirements require back-up power for alarm annunciation and non-
portable communication equipment, but do not require uninterruptible back-up power.
Although not specifically required, many licensees have instalied uninterruptible power
to their security systems for added reliability of these electronic systems. However, the
Commission has not required uninterruptible power for assessment systems.
Uninterruptible back-up power would provide an enhanced level of assurance that a
licensee can maintain detection, assessment and communication capabilities required to
defend the facility against the design basis threat. This new requirement would reduce
the risk of losing detection, assessment, and communication capabllmes during a loss of
the normal power supply. o

. Current regulatory requirements address the use of closed circuit television systems, but
do not explicitly require them. - Although not specifically required, all licensees have
adopted the use of video surveillance in their site security plans; and many of the
licensees have adopted advanced video surveillance technology to provide real-time
and play-back/recorded video images to help security officials determine the cause of an

~alarm annunciation.” Advanced video technology would provide an enhanced level of
. assurance that a licensee can assess the ‘cause of an alarm annunciation and initiate a
timely response capable of defending the facmty against the threat up to and including
the design basis threat. :

. © The proposed safety-security interface réouirerhents would reduce the risk"of adverse
; safety-security interactions. These requirements would enhance the communication
‘among nuclear poWer plant staff in order to avoid adverse safety or security effects.

~«  The proposed rule contains several new reporting provisions. It would require licensees
to notify the NRC Operations Center no later than 15 minutes after discovery of an :
actual or imminent threat against the facility including a requirement to follow this report
with a written report within 60 days. Additionally, the proposed rule would require
licensees to report within 4 hours to NRC incidents of suspicious activity or tampering.
These proposed requirements enable NRC to quickly obtain information that could




-jii-
exercises and to mitigate any potential conflict of interest that couldinﬂUenc;a the results of
force-on-force exercises. These provisions of EPAct 2005 would be incorporated into the newly
proposed §§ 73.18 and 73.19, and the revision to proposed 73.55 and the néwly proposed NRC
Form 754 (Enclosure 2). To implement the EPAct 2005 provisions efficiently, the NRC
expanded the rulemaking’s scope beyond power reactors (for the EPAct 2005 pr’évisions"
related to the use of enhanced weapons and firearms background checks only) to cover’
facilities authorized to possess formula quantities or greater of strategic special nuclear material
(i.e., Category | SSNM facilities). Such facilities would include: production faciblitie's, spent fuel
reprocessing facilities, fuel processing facilities, and uranium enrichment facilities.
Through implementing the security orders, reviewing the revised site security plans, and
- evaluating force-on-force exercises, the NRC has identified some addiiional s\ebu’rity measures
- necessary to ensure that licensees provide high assurance that public health and safe'ty and the
common defense and security are adequately protected.

_ /\‘/(‘ Ei—nally, Petition for Rulemaking (PRM 50-80), requested the esta'b.lbish'me‘nt of regulations
governing proposed changes to facilities which could adversely affect their protection against
radiological sabotage. This petition was partially granted and the pfdposed new § 73.58
contains requirements to address this aréa.

The proposed amendments to the physical seéurity reQUirémehts for p*ower. reactors,
and for the new weapons requirements, Category | SSNM facilities, would result in changes to
the following existing sections énd appendices in 10 CFR Part 73:

+ 10 CFR 73.2, Definitions. -
! e - 10 CFR 73.55, Requirements for physical protection of licensed activities in nuclear -
power reactors against radiological sabotage.

. 10 CFR 73.56, Personnel access authorization requirements for nuclear power plants.

. 10 CFR 73.71, Reporting of safeguards events.
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10 CFR 73, Appendix B, General criteria for security personnel.
10 CFR 73, Appendix C, Licensee safeguards contingency plans.

10 CFR 73, Appendix G, Reportable safeguards events.

‘ The proposed amendments would also add three new sections to Part 73:
- Proposed § 73.18, Firearms background checks for armed security personnel.

- Proposed § 73.19, Authorization for use of enhanced weapons.

Proposed § 73.58, Safety/security interface requirements for nuclear power reactors.

The proposed rule would also add a new NRC Form 754 under the proposed new

§73.18. S - i s s, i

... Conforming changes to the requirements listed below are proposed in order to ensure

that cross-referencing between the various security regulations in Part 73 are preserved, and to

avoid revising requirements for licensees who are not within the scope of this pfoposed rule.

The following requirements contain conforming changes: :- .

Section 50.34, “Contents of applications; technical information” would be revised to align
the application requirements with the proposed revisions to Apbendix Cto

10 CFR Part 73.

_-Section 50.54, “Conditions of licenses” would be revised to conform with the proposed

revisions to sections in Appendix C to 10 CFR Part 73.

Section 50.72, "Immediate notification requirements for operating nuclear power
reactors” would be revised to state (in footnote 1) that immediate notification to the NRC

may be required (per the proposed § 73.71 reduirements) prior to the notification

_requirements under the current § 50.72.



-Vii-
concluded that there wnll be no srgnrf cant radrologlcal envuronmental |mpacts assoC|ated wnth
rmplementatron of the proposed rule requrrements for the followrng reasons: | B
(1) The proposed revrsron to the Part 73 securrty requrrements would not result in |
changes to the design basis requirements for the structures, systems. and components
(8SCs) in the facility that functlon to limit the release of radrologrcal effluents dunng and
followrng postulated accrdents As a result all the SSCs assocrated wrth limiting the
\ releases of off5|te radrologlcal effluents would contrnue to be able to perform thelr
functlons andasa result there ‘'would be no signifi cant radrologtcal effluent rmpact In
this regard, the safety-security requrrement (new sectron added as § 73 58) is lntended
" to address the interface between securlty and safety, and the need to ensure that the

potential for adverse effects on safety (due to security actrons) or secunty (due to safety

actions) are assessed and managed such that facility safety and security is maintained.

? (2) The standards and requ:rements apphcable to radlologrcal releases and effluents

would not be affected by this rulemaklng and would contlnue to apply to the SSCs

affected by this rulemakmg.

The principal effect of this actlon would be to revise the governrng regulatlons pertarnrng

to securrty to make them more closely align wrth the prevrously |mposed orders to tnake
changes requrred to implement the EPAct 2005 and to add several new requrrements The
majority of these requirements stem from the secunty orders |ssued after September 11 .|2t)01
and are already in place at power reactors. None of the proposed revnsrons have an rmpact onl .

_occupatronal exposures, consequently the NRC has concluded that thls action would cause no

impact on occupational exposure.
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For the reasons discussed above, the action will not significantly increase_".t'h’e probability
or conseqnénées of acqidents, nor result inc_hanges being made in the types of any effluents
that may be releasedloff-site, and there wogld be no significant increasei'in Qccupétional or
public .radiation exposure.

With regard tn ‘potential nonradiological impacts“, implementation of the rule‘ L
requirements wquld hé_ve no impact on the environment. The revised requ}ir_ements would not
affect any historic sites, wpuld .not ‘affec.t nonradiglogical plant effluents, and wonld _have no
other enQironme_ntal impact. Therefore, there would be no significant nonr_adiological
envirnnn"nental impacts associated with the action. _ ‘ .

Accordingly, the NRC staff concludes that there would be no significant environmental

impacts associated with the action.

Alternatives to the Proposed Action:

As an alternative to the rulemakings described above, the NRC staff cqnsidered not
taking the action (i.e., the “no-a;tinnf' alternative). Not revising the security regulations would
result in no change in current environmental impacts since the proposed,requirements have no
environmental impact and aking no action thereforé results in no net change to the
environment. Howeyer, the no action alternative would leave the governing security regulations
as they are, and t\he regulatiqn would not reflect the‘actual requirements governing security. In
addition, not taking action wouid cause the NRC to not be responsive to the EPAct 2005. The
NRC staff cpn;:luded that leaving the governing security regulations unaligned with order .
requirefnents isnota desirable regul_atnry practice . The Cornmission has directed the staff to

revise the regulations in a Staff Requirements Memorandum dated August 23, 2004.. Finally, .

the no action alternative would not be implement the requirements in the EPAct 2005.

fesve
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' Commissioner.Merrjfield's Comments on SECY-06-0126 ' .

Proposed Rulemaking - Power Reactor Security Requirenﬂer{ts

I approve the staff recommendation to publish the proposed amendments to 10 CFR Parts 50, -
72, and 73, and appendices, in the Federal Register for public comment, subject to the
attached edits. This comprehensive rulemaking will codify the requirements imposed on -
nuclear power plant licensees through Commission Orders, and bring closure to the significant
nuclear power plant security issues raised by the terrorist attacks of September 11, 2001. In
addition, the proposed rule incorporates provisions that Congress enacted through the 2005
Energy Policy Act legislation.

While I am not enafn'ored of rule packages on the order of one thousand pages, | believe in this
case the volume is justified. - The associated tables included in this rule package provide
section-by-section explanations of the proposed changes that offer stakeholders without
security clearances a chance to understand how the staff arrived at the proposed changesina’
way that does not compromise common defense and security. | commend the staff for
discussing the proposed changes in an open manner that allows meaningful public commenton’
security _reqwrements at nuclear power plants.

I note the staff plans to conduct a public meeting during the public comment period. Thisis a
good first step, but based on the sheer volume of issues being addressed, more than one
public meeting may be needed to ensure that the staff provides stakeholders a chance to :
understand the reasoning behind the proposed changes. Recent experience with other
voluminous rule packages leads me to believe that perhaps a second, or even a third, public
meeting may necessary to fully vet the issues addressed in this proposed rule.




PROPOSED LANGUAGE " °

CONSIDERATIONS

§ 73.19(d) Approval process.

(1) Commission approval. (i) Licensees and
certificate holders specified in paragr’aph (b) of this -
section who choose to utilize enhanced weapons as
part of thefr physiéal protection proéram, shall snbmit
to the Comniission for'priovr review and written
approval, new or revised physical security plans,
training and qualification plans."safeguards
contingency plans, and a safety assessment
incorporating the use of the specific enhanced
weapons the.hcensee or certificate holder intends to
use. Licensees or certificate holders shall submlt
such revised plans for prior Commission review and
written approval notwuthstandlng the provns:ons of

§§ 50.54(p), 70.32(e), and 76.60 of this chapter

This paragraph .would déscribe the process for
Commission approval of a license_e/’s’_gr certificate
hOId@plans to use enhanced weapons. The use of
such weapons would be incorporated into security
plans forA prior Commission réview énd approvél. This
paragl-'aph:woula also reduire .tne submission of a new
safety asse’-‘ssment evaluation of the onsite and offsite
impacté from 'fhe use of the 'enhanéed weapons (in
protectmg the facility or from tramlng actlvmes)
Submission of such revnsed plans for prior review and

approval would be required lrrespectnve of whether the

: hcensn certmcate holder concludes the use of

these enhanced weapons would not cause “a’

decrease in security effectiveness.”
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PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.19(d)(1)(i) %e:plaas’ /A addition to other

sans set forth in this part, - -

(A) Specific types or models, calibers, and numbers -
of enhanced weapons to be used;

(B) Tactical approaches and personnel'to be
employed in using these enhanced weapons,

(C) Assessment of any potential safety impact on'the

facility or radioactive material from the use of these .- -

enhanced weapons; . -

(D) Assessment of eny potential safety impact on
public or private facilities, public or private property, or
on members of the public in-areas outside of the site

‘| boundary from the use of these enhanced weapons;

and

This paragraph would require additional specific

.information to be included in the new or updated

and safeguards contingency plans provided to the
Commission for review and approval. Tactical
approaches would include the personnel and methods
used to employ these weapons, ineluding areas or
locations where enhanced weapons could be
employed or areas where their use may be limited -
(e.g., safety issues associated with a specific area of
the facility).

This paragraph would require an assessment of the
onsite and offsite safety impacts from the use of the

enhanced weapons to protect the facility.

physical security plans, training and qualification plans,

§73.1 9(d)(1)(ii)(E) Assessment of any potential ..
safety impact on public or private facilities, public or
private property, or on members of the public from
the use of these enhanced weapons at training
facilities intended for proficiency demonstration and

qualification purposes.

See considerations for § 73.19(d)(1) abo@

19 -
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PROPOSED LANGUAGE CONSIDERATIONS / )
§ 73.2 Definitions. @{hree new definitions to this section as

conforming changes to the new §§ 73.18 and 73.19 for -
covered weapon, enhanced weapon, and standard A
weapon. Other new definitions that would added as .'
conforming changes to this section in support of other
regulations (e.g., safety/security interface and target

sef) are discussed in other Tables under this notice.

Covered weapon means any handgun, rifle, shotgun,

shdrt-barreled shotgun, short-barreled rifle, semi-

automatic assault weapon, machine gun, ammunition -

for any such gun or weapon, or a large capacity
ammunition feeding device as specified under § 161A
of the Atomic Energy Act of 1954, as amended. -

-\ Covered weapons includes both enhanced weapons
and standard weapons; however, enhanced weapons
do not iﬁclude standard weapons. '

Enhanced weapon means any short-barreled
shotgun, short-barreled rifle, semi-automatic assault
weapon, machine gun, or a large capacity
ammunition feeding device. Enhanced weapons do
not include destructive devices, including explosives .
or weapons greater than 50 caliber (i.e., greater than
a 1.27 cm [0.5 in] diameter bore).

Standard weapon means any handgun, rifle, or

shotgun.

A definition for covered weapon would be used as an
overall term to encompass the weapons and devices
listed in Sec. 161A. of the AEA. The definitions of the
specific firearms, ammunition, or devices.within this
term would be the same as those found in ATF's

regulations in 27 CFR Part 478, Subpart B as of

.September 11, 2005.

Definitions for enhanced weapon and standard

‘weapon would also be added to support the differing ’

scope of these new sections (e.g., a licensee’s current

_authority to possess handguns, shotguns, and rifles

under State law is not obviatéd by Sec. 161A). The -
relationship between covered weapon, enhanced -
weapon, and standard weapon would be explained.
Also, enhanced weapons would not include destructive
devices as defined under ATF's regulations. The
NRC'’s authority under Sec. 161A does not include

destructive devices.

21



-
g}

Table 2 - Part 73 Section 73.55

- Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE"

CONSIDERATIONS

Rec.]uirevments for physical proiection '

of licensed activities in nuclear power-

reactors against radiological . -

sabotage.

Requirements for physical protection:
of licensed activities in nuclear power -
reactors against radiological -

sabotage. -

This title would be retained.

‘| () Introduction. . ..

This header would be added for

formatting purposes.

§ 73.55 By Dec. 2, 1986, each

licensee, as appr_or;riate. shall submit

‘proposed amendments to its security
.- .plan which define how the amended

... _:quirements of Paragraphs (a),

(d)(7), ()(9), and (e)(1) will be met.

(a)(1) By [insert date - 180 days -
after the effective date of the final. .
rule published in the Federal -
Register], each nuclear power
reactor licensée, licensed under 10
CFR Part 50, shall incorporate the

revised requirements of this section

L
Commissionsapptoved Physical

Securf{y Flan, Training and
Qualification Plan, and Safeguards
Contingency Plan, referred to
collectively as “approved security
plans,” and shall submit the amended

security plans to the

This requirement would be added to
discuss the types of Commission
licensees to whom the proposed
;equirements of this section would
apply and the schedule for submitting
the amended security plans. The
Commission intends to delete the ‘
current language,. because it appliés
only to a past rule change that is
completed ;The pr‘oposed“ _
requirements of this section would be
applicable to decommissionedﬁng |
reactors unless otherwise apprOvéd

by the Commission.

Commission for review and approval.




Table 2 - Part 73 Section 73.55°

(3

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE PROPOSED LANGUAGE- CONSIDERATIONS
73.55(b)(1)(i) The licensee is (a)(4) The licensee is responsible ¥ | This requirement would rétain the
responsible to the Commission for H#re=Bemmiasion-for maintaining the current requirement that the licensee

maintaining safeguards in accordance | onsite physical protection program in- | is responsible for meeting

with Commission regulations and the ‘ accordan_ce_\y_ith CpmmissionA o Commissjon regulations ar;d the
Iicenseé's security plan. "~ | regulations and related Commission- | approved security plans. The phrase
] directed orders through the | _| “through the implementation.of the
implementation of the approved approved security plans and site
ro ‘ secﬁrity plans and site implementing | implementing procedures” would be
procedures. ’ ' added to describe the relationship
- between Commission regulations, the
% ,
( ,,r S ‘ ' | ' K approved security plans, and

implementing procedures. The word
"safeguards” would be replaced with

the phrase "physical protection

program" to '




Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage. -

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

elements would comprise the
component actions of response and
would be provided by personnel
trained and equipped in accordance
with a response strategy. The third
element “Intercept” would be the act

of placing a person atan intersectihg

defensive position directly in the path

of advancement taken by the threat,
and between the threat and the
protected target or target set element.
The fourih e.lement "Chailenge” would
be to verbally or physically confront

the threat toalt, or otherwise

interact with

12




Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE ' PROPOSED LANGUAGE CONSIDERATIONS

prevention of significant core damage
and spent fuel sabotage g AY€
measurable performance criteria
against which the Commission would
evaluate the effectiveness of the
licensee physical protection program.
The phrase "as bounded by the

: o design basis threat” would be used to
clarify the Commission's view that the
@ust ensure that the physical
protection program is designed to
protect against the design basis
threat and all other threats that do not

rise to the level of the design basis

threat. The
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

“CONSIDERATIONS

§ 73.55(b)(4)(i) Upon the request of
an aufhorized representative of the "~
Commission, the licensee shall
demonstrate the ability of the physical
security personnel to carry out their. -

assigned duties and responsibilities..- -

(b)(5) Upon the request of an
authorized representative of the
Commission, the licensee shall
demonstrate the ability to meet

Commission requirements through -

the implementation ekemy-compenent’

of the physical protection program, .
R

the ability of
armed and unarmed personnel to
perform assigned duties and

responsibilities required by the

approved security plans and licensee

procedures.

This requirement would retain the

| current requirement for demonstration

-| and would contain minor revisions to

apply this requirement to the
licensee's ability to implement the
physical protection program and not
be limited to only the ability of security
personnel to carry out their duties.
This propdsed requirement would
clarify the Commission's view that the
licensee must also demonstrate the
effectiveness of plans, procedures,
and equipment to accomplish their
intended function within the physical

protection program.

22 -




Table 2 - Part 73 Section 73.55-

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.-

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

(b5(6) The licensee shall establish
and maintain a written performance
evaluation program in accordance -

with appendix B and appendix C to

this part, to demonstrate and assess

the effectiveness of armed -

| responders and armed security -

-1 officers to perform their assigne'd

duties and responsibilities reguired-tor

o
.| the-proteci® & target sets described

in p'aragraph {f) and appendixCto . -

this part, through implementation of -

| the licensee protective strategy. -

This requirement would be added_ to
specify that this perforrﬁance
evaluation program would be the
mechanism by which the licensee -
would demonstrate the capabilities -
described by the performance based
requirements of the proposed
paragraphs (b}{2) th.rough (4). The
word "target sets" would be used
consistent with the proposed (b)(3) to
describe the combination of
equipment and operator actions
which, if all are prevented from

performing their intended satety

function or prevented from being

accomplished,

23
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arﬁ_% Table 2 - Part 73 Section 73.55
; Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.
CURRENT LANGUAGE PROPOSED LANGUAGE CONSIDERATIONS
(c)(1)(ii) Site-specific conditions that | This requirement would be added to
affect implementation of Commission | reflect the Commission's view that
requirements. . licensees must focus attention on
site-specific conditions in the
development and implementation of
site plans, procedures, processes,
| response strategies, and ultimately,
‘ the licensee capability to achieve the
performance objective of the
iy proposed (b)(1).
;? (c){2) Protection of security plans. | This requirement would be adde@

The licensee shall protect the -

‘| approved security plans and other

related safeguards information
against unauthorized disclosure in "
accordance with the requirements of

§73.21.

emphasize the requirements for the
protection of safeguards information
in accordance with the requirements

of § 73.21.

(c)(8)- Physical Security Plan.

This header would be added for

formatting purposes.
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Table 2 - Part 73 Section 73.55 -

Regquirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage. °

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.55(b)(4)(il) Each licensee shall
establish, maintain, and follow an - .
NRC-approved training and

qualifications plan ...

(c)(4)()) The licensee shall establish,
maintain, and follow a Commission- -
approved training and qualification
plan, that describes how the criteria
set forth in appendix B “General
Criteria for Security Personnel,” to this

part will be implemented.

This requirement would retain and
separate two current requirements of
§ 73.55(b)(4)(ii). This proposed
requirement would require the
licensee to provide a training-and -

qualification plan.

§ 73.55(b)(4)(ii) - ..outlining the _
processes by which guards, .
watchmen, armed response persons,
and other members of the security -
organization will be selected, trained,
equipped, tested, and qualified to
ensure that these individuals meet the

requirements of this paragraph.

(c)(4){ii}y The training and qualification
plan must describe the process by
which armed and unarmed security
pevrsonnel, wa&ﬁhpefsoﬁs, énd oihér .
members of the securjty organization
will be selected, trained, equipped,
tested, qualified, and re-qualified to

ensure that these individuals possess

and maintain the knowledge, skills, : ~

and abilities required to carry out their

| assigned duties and responsibilities

effectively,

This requirement would retain the

I ment for the licensee to outline
(ﬁzcesses in this plan with minor
revisioris.' ;l'He pﬁrasé "guérds, o
watchmen, armed response persons”
would be replaced by the phrase
“armed and unarmed security
personnel, watchpersons” to
generically identify all members of the
secyﬁty qrg‘anization. ’The
Commission does not intend that
administrative staff be included

except as these personnel would be

used to perform duties required to

detect, assess,
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

~ CONSIDERATIONS

- /,_J}\

§ 73.55(b)(3) The licensee shall have
a management system to provide

for...

(c)(6)(iv) The licensee shall: -

’ \)Ja U%A

A v . . n V - “ ¥ . g
This requirement would bg retain,a z( :
separate the two current

requirements of § 73.55(b)(3) with

| minor revisions. The phrase

“management system" would be "~
replaced with the word "process.”
The current requiremeﬁt to have a
management system would be'
addressed in the proposed

§ 73.55(d)(2).

. 373.55(b)(3) ...the development, -

revision, implementation, and

enforcement of security procedures.

(c)(6)(iv)(A) Develop, maintain,
enforce, review, and revise security

implementing procedures.

This requirement would retain the
_requirement to develop, revise,
implement, and enforce security
procedures. The words “maintenance
and review” would be added to clarify
these tasks as necessary fpngtions.
The word “implementaﬁor:\:’;would be
deleted because impleméniatioh is
addressed in the proposed (c){6)(i)
through (jii).
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

PROPOSED LANGUAGE

CONSIDERATIONS:

'CURRENT LANGUAGE

§ 73.55(b)(3)(ii) Provision for written
approval of these procedures and any _
revisions to the procedures by the
individua! with overall résponsibility for

the security functions.

(c)(6)(iv)(B) Provide a process for the
written approval of implementing
procedures and revisions by the
individual with overall responsibility for

the security functions.

This requirement would retain the -

current requiremer@or written

approval with minor revisions.

(c)(6)(iv)(C) Ensure that changes

| made to implementing procedures do

not decrease the effectiveness of any
procedure to implement and satisfy

Commission requirements.

This requirement would be added to
ensure that the licensee process for
making changes to implementing
procedures includes a process to
ensure that changes do not result in a

reduction of effectiveness or result in

| & contflict with other site procedures. -
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage. -

CURRENT LANGUAGE

PROPOSED LANGUAGE -

CONSIDERATIONS

73.55(b)(2) At least one fulltime =~
member of the security organization
who has the authority to direct the
physical protection activities of the
security organization shall be onsite at

all times.

(d){2)(ii) Atleast one member, onsite
and available at all times, who has the
authority to direct the activities of the
security organization and who is
assigned no other duties that would
interfere with this individual's ability to
perform these duties in accordance
with the approved security plans and

licensee protective strategy.

This requirement would be retained:
with minor revisions. The phrase
*who is assigned no other duties . .
which would interfere with” would be -
added to ensure that the designated
individual would not be assigned any .
duties that would prevent or interfere
with rtne ability to direct these activities

when needed.

§ 73.55(b)(4)(i) The licensee may not

permit an individual to act as a guard,

watchman, armed response person,
or other member of the security
organization unless the individual has
been trained, equipped, and qualified
to perform each assigned security job
duty in accordance with Appendix B,
“General Criteria for Security

Personnel,” to this part.

(d)(3) The licensee may not permit

any individual to act as a member of

~ -1 the security organization unless the-

individual has been trained, equipped,
and qualified to perform assignec_i
duties and responsibilities in
accordance wrth the requurements of
'tc (s part
,a@pendlx Bandthe Commlssron-

approved training and qualification

plan.

This requirement would be retained

with minor revisions.
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Table 2 - Part 73 Section 73.55 -

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage. -

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.55(b)(1){ii) The NRC may

inspect, copy, and take away copies -

of all reports and documents required
to be kept by Commission
regulations, orders, or applicable . -
license conditions whether the reports
and documents are kept by the

licensee or the contractor.

.| kept by Commission regulations,

(d)(5)(i)) The Commission may
inspect, copy, retain, and remove all

reports and documents required to be

orders, or applicable license
conditions whether the reports and

documents are kept by the licensee

or the contractor. - m

This requirement would be retained

with minor revisions. -

securuly emp loyec

(d)(5)(i) P){iﬁéyg&eﬁl may notbe
assigned.to any position involving
detection, assessment, or response .
to unauthorized activities unless that

individua! has satisfied the

This requirement would be added for

consistency with the proposed - |

‘| requirements of the proposed (d)(4). -

This proposed requirement would be

stipulated in a contract because it -

requirements of § 73.56.

-1 relates to a function of the contract. -
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Table 2 - Part 73.Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE".

‘CONSIDERATIONS

controc tof s‘ct'.uY”\'-‘F‘/ 2 rp lcyo.,e,

§73.55(b)(1)(iv) ‘The contractor will
not assign any personnel to the site
who have not first been made aware
of these responsibilities. -

§ 73.55(b)(4)(i) The licensee may not
| permit an individual an individual to

act as a guard, watchman, armed .

response person, or other member of -

the security organization unless the-

individual has been trained, equipped, -

and qualified to perform each
assigned security job dutyin -

accordance with Appendix B...

(d)(5)(iv) ARindiwieeal may not be

assigned duties and responsibilities

| required to implement the approved

security plans or licensee protective "

strategy unless that individual has

been properly trained, equipped, and

qualified to perform their assigned = -
duties and responsibilities in
accordance with appendix B and the -
Commission-approved training and

qualification plan.

This requirement would retain and

-] combine two current requirements of

§ 73.55(b)(1)(iv) and § 73.55(b)(4)ii)
with minor revisions necessary for

consistency with the proposed rule.
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Table 2 - Part 73 Section 73.55

-~ Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage:’

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

§73.55(c) Physical barriers.

) “ﬂ\“.ﬁ‘..

(e) Physical Barriers. Based upon
the licensee's protective strategy,

analyses, and site conditions that

affect the use and placement of -

physical barriers, the licensee shall

install and maintain physical barriers -

that are designed and constructed as
necessary to deter, delay, and -
prevent the introduction of
unauthorized personnel, vehicles, or
materials into areas for which access

must be controlled or restricted.

This requirement would be added to
provide a performancé based
requirement for determining the use
and placement of physical barriers  ~
required for protection of personnel,
equipment, and systen@we failure of
which could directly or indirectly

endanger public health and safety.

| The phrase “Based upon the licensee

protective strategy, analyses, and site
specific conditions”, would be used to
ensure that licensees consider
protective strategy requirements and
needs, as well as any analyses

conducted by the
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Table 2 - Part 73 Section 73.55

. Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE'

CONSIDERATIONS

each protected area and each vital

area shall be alarmed.

73.55(e)(3) Allemergency exits in™ -

(e)(6)(iii) Allemergency exits inthe

protected area must be secured by

locking devices that allow exit only, "

and alarmed.

This requirement would retain and

separate the two current

-requirements with minor revision.

The phrase “secured by locking
devices which allow exit only” would
be added to provide a performance
based requirement relative to the
function of locking devices with |
emergency exit design to prevent
entry. Vital areas would be

addressed in the proposed

§ 73.55(e)(8)(vii). @

(e){6)(iv) Where building walls, roofs,
or penetrations comprise a portion of

the protected area perimeter barrier,

'| an isolation zone is not necessary,

provided that the deteéiion,
assessment, observatic;n, monitoring,
énd surveillance requirements of this
section are met, appropriately
designed and constructed barriers are
installed, and the area is described in

the approved security plans.

This requirement wi /ul%d dto
provide a performance based
requirement for instances where this

site condition would exist. 7
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" Table 2'- Part 73 Section 73.55

. Regquirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage. *

CURRENT LANGUAGE PROPOSED LANGUAGE CONSIDERATIONS .

((be/

-1 (m){(1)(i) The licensee shall describe | This requirement wonﬁ"{dded to
the cyber-security program - o ensure licensees )¢ have a

| requirements in the approved security. | comprehensive security plan by
plans. ' " integrating cyber-security into the
overall onsite physical protection
program. As licensees take
advantage of computer technology to
maximize plant productivity, the role

of computer systems at nuclear

: ' . power plants is increasinééxe
. T . ' Commission has determined that
incorporation of a cyber-security
program into the Commission
approved security plans would be a
prudent and necessary security

enhancement.




Table 2 - Part 73 Section 73.55 :

. Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

PROPOSED LANGUAGE

CONSIDERATIONS

CURRENT LANGUAGE

(m)(3)(i) The licensee shall apply
cyber-security requirements and - -
policies that identify management
expectations and requirements for the

protection of computer systems. -

This requirement would be added to

create a computer security program

- | that establishes specific goalsand - -

assigns responsibilities to employées

to meet those goals. K,\,P

.| and maintain implementing

(m)(3) (if) The licensee shall develop -

procedures to ensure cyber-security

|| requirements and policies are

implemented effectively.

)

This requirement be;added to ensure

.- - | the licensee develops, implements,

and enforces, detailed guidance
documents that licencee employees
would be required to follow to meet

the stated security goals.

(m)(4) Incident Response and

Recovery.

, This header would be added for

formatting purposes.
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

‘ CONSIDERATIONS

§ 73.55(g)(4) These reports must be
maintained in an auditable form, -
available for inspection, for a period

of 3years. -

kr)(2) The licensee shall maintain all
records required to be kept bi/ o
Commission. regulations, orders, or-
license conditions, as a record until
the Commission terminates the
license for which the records were
developed and shall maintain
superseded portions of these records
for at least three (3) years after the
record is superseded,-unless
otherwise specified by the

Commission.

This requirement would be retained
and revised to consolidate muitiple .
current records retention
requirements rather than state the
same rgquiremggt _m'ultiple}imes for
each record throughout this rule. The
phrase "unless otherwise specified by
the Commission” would bé used
address any conflict that may arise
between other records retention
requirements such that the more
restrictive requirement would take

precedence.

(s) Safety/Security Interface. In
accordance with the requirements of
§ 73.58, the licensee shall develop
and implement a process to inform
and coordinate safety and security
activities to ensure that these

activities do not adversely affect the

el

capabilities of the security

organization to satisfy the

This requirement would be added to
provide specific reference to the
proposed § 73.58 for Safety and

Security Interface requirements

©
requirements of this section, o ¥ P'

ot sofety,
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Table 4 - Proposed Part 73 Section 73.58

Safety/security interface.

PROPOSED LANGUAGE

CONSIDERATIONS )

The Commission has determined that the proposed
safety/security rule requirements are necessary for

poblic heodz) ol 56
reasonable assurance that the',‘common defense and
security continue to be adequately protected because the
current regulations do not specifically require evaluation of
the effects of plant changes on security or the effects of
security plan changes on plant safety. Further, the
regulations do not require communication about the

implementation and timing of changes, which would

promote awareness of the effects of changing conditions,

ety aurd

and result in appropriate assessment and response.
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Commissioner Jaczko’s Comments on SECY-06-0126
Proposed Rulemaking - Power Reactor Security Requirements

| approve of the staff’s proposal to publish the proposed rule for public comment and complete
the rulemaking within a schedule of one year. This rulemaking, which in large part codifies and
improves the many of the elements of security orders imposed on power reactor licensees
since September 11, 2001 and implements certain provisions of the Energy Policy Act of 2005,
is very important step toward addressing security concerns following September 11 and. .
preparing for potential new reactor licensing. | commend Chairman Diaz, Commissioner
McGaffigan, Commissioner Merrifield for their Ieadership on the post-September 11 security
work and the staff for their commitment to prepanng such a comprehensrve and ever-changing
proposal on such a tight schedule. S

Despite the importance of this proposed rule, | do not view thrs rulemakmg by itself as the most
important security rulemaking in process. This rulemaking is one of three security .
rulemakings focused on the security of power reactors the Commission is working on. The
others are the on-going rulemaking on the design basis threat and the planned rulemakmg on
secunty assessments for new reactor designs .

Most of the requrrements set forth in thls rulemaking are already in place asa result of the
various security orders issued since September 11, 2001, and this rule change will primarily add
stability and fi nalrty to that process. What remains undone, however, is an important
rulemaking to require applicants for combined operating licenses of new reactors to design
securlty features into therr future facrlrtres i ‘

Today's regulatory framework embodred in thrs rulemaklng and rmposed by the post-
September 11 security orders, relies heavily on maintaining a physical security program to
protect vital areas of a plant and on mitigating strategies to ameliorate the effects of losses of
large areas of the facility of due to fires and explosions. It is imperative that future designs
become inherently safer and more secure through design features that reduce the need for
physical security programs, potentially reducing the number of needed armed responders, and
through design features that prevent the loss of safety systems and functions, eliminating the

- need for mitigating strategies. The security assessment rulemaking needs to address these
important issues. Completing this rulemakings in a timely manner will be crucial to finalizing a
robust regulatory framework for existing reactors and potential new reactors.

As the Advisory Committee on Reactor Safeguards recently stated in an April 24, 2006 letter on
the review of ongoing security-related activities,

“A variety of potential mitigation strategies have been identified for existing plants.
The degree to which the risk due to security events can be reduced for existing

" plants is severely constrained by the cost of modifications in an existing plant.
However, if incorporated into the design before construction and licensing, the cost
of reducing the risk due to security events can be substantially reduced. The pilot
studies performed for existing plants should be extended to examine the potential
for increasing the robustness of new plants for security events and for including
security considerations in the design certification process. Criteria for enhanced
plant protection against security events at new reactors should be developed on a
priority basis.”




With regard to the current rulemaklng, there are three |mportant issues that | believe the staff
should solicit comment on. : Vs

First, the staff should sohcrt comment ontheneedto establlsh a regulatory requrrement o maintain
communication protocols with the Nuclear Regulatory Commission in order to verify the authenticity
of communications in a security event. The current rule establishes new reporting requirements
for security-based events. The staff should solicit comments on whether these new requirements
should include requrrements for unrform _protocols to verlfy the authenticity of reports under this
new provision.

Second, the staff should expand on and solicit comment on the appropriate framework for the
insider mitigation program requirements. I support amending the proposed rule prior to publication -
with the proposed language and structure presented to Commissioner McGaffigan and other
Commrssroner assrstants on June 27 2006.

Thlrd the staff should solrcrt comment on the need to establish performance- based secuntyv
requirements for the transmission of vital plant information using the Emergency Response Data
System (ERDS). ERDS is a crucial element of the NRC's incident response system in traditional -
accidents. Ensuring this important source of information can be transmitted during a security
incident or even during a natural disaster will improve the NRC's ability to provide effective
oversight of any emergency situation. Specifically, the staff should seek comment on using new
technology that will both improve the performance of ERDS and improve the security of the system.

Lastly the staff should strive, to the extent possible, to make as much of the implementing
guidance for all of these requirements publically available in order that all stakeholders can-
understand the requirements to which we hold our licensees in security. Making these
requirements and the implementing guidance available to our stakeholders will go a long way
toward instilling confidence that the NRC has required a much greater degree of security in a post-
September 11, 2001 environment and will allow greater partrcrpatron by stakeholders in the

licensing process.
/// (eape

Grégory B.Jaczko  Date




NOTATION VOTE
RESPONSE SHEET
TO: ~ Annette Vietti-Cook, Secretary
FROM: COMMISSIONER LYONS
SUBJECT: SECY-06-0126 - PROPOSED RULEMAKING -
POWER REACTOR SECURITY REQUIREMENTS (RIN
3150-AG63)
Approved __ X Disapproved Abstain

w/comments & edits

Not Participating

COMMENTS:

SIGNATURE (/

| 6/  ?j /06

DATE

Entered on "STARS” Yes _X No




Commissioner Lyons’ Comments on SECY-06-0126

| approve publishing in the Federal Register the proposed amendments to 10 CFR Parts 50, 72
and 73 with appendices. | approve certifying that this rule, if promulgated, will not have a
negative economic impact on a substantial number of small entities in order to satisfy the
requirements of the Regulatory Flexibility Act. The Order requirements addressed in the final
rule should not be rescinded, but should be dispositioned as having been satisfied, if applicable,

in individual cases.

| would like to highlight one matter that | wish to have clarified through this rulemaking
regarding escorted access for members of the public visiting nuclear power reactors. In
Europe, | have noticed that members of the public tour nuclear facilities and attend
informational briefings at the facilities that enhance public education and awareness. | support
these measures, and | would like to see more effort on the part of industry and the government
to encourage the public to visit US nuclear power facilities and other US fuel cycle facilities.
Therefore, this rulemaking should request public comment on the feasibility of a modified
escorted access provision to selected areas of the facility for members of the public in order to

facilitate this goal.

In addition, | have included edits to the rulemaking package, as attached hereto.

Q@XZ/— é/k%e

Peter B. Ly s /Daté




-~ NRC Form 754) to the list of sections and forms with Office of Management of
; -‘Management Budgei (OMB) information collection requirements. A correctivé
-« - revision to § 73.8 would also be made to reflect OMB approVaI of existing
information collection requirements for NRC Form 366 under existing § 73.71.
e. . - Section 73.70, “Records” would be revised to reference the appropriate revised
.- paragraph numbers in proposed § 73.55 regarding the need to retain a record of
-« - theregistry of visitors. -

Additionally, § 73.81(b), “Criminal penalties” which sets forth the sections within Part 73
that are not SUbject to criminal sanctions under the AEA, would remain unchanged since willful
violations of the newly proposed §§ 73.18, 73.19, and 73.58 may be subject to criminal
sanctions. . - | o
. -+~ .- Appendix B and Appendix C to Part 73 require special treatment in this rulemaking to
preserve, with a minimum of conforming changes, the current requirements for licensees and
applicants to whom this proposed rule would not apply. Accordingly, sectioﬁthmugh V of
Appendix B would remain unchanged, and the pkopos'éd new language for power reactors
would be added as section VI." Appendix C would be divided into two sections, with Section |
maintaining all current requirements, and Secitioq !I containing all proposed requirements
related to power reactors. |

SR I X Rul_emaking Initiation
-On July 19, 2004, NRC staff issued a memorandum entitled “Status of Security-Related
Rulemaking” (accession number ML041180532) to inform the Commission of plans to close
former security-related actions and replace them wﬁh a comprehensive rulemaking plan to
modify physical protection requirements for power reactors. This memorandum described
rulemaking efforts that were suspended by the terrorist activities of September 11, 2001, and

9




. Safety/Security interface requirements. These requirements aré located in

" proposed § 73.58. The safety/security requirements are intended to explicitly
 require licensee coordination of potential adverse interactions between security
- activities and other plant activities that could compromise either plant security or
plant safety. The proposed requirements would direct licensees to assess and
manage these interactions so that neither safety nor security is compromised.

These proposed requirements address, in part, a Petition for Rulemaking (PRM
50-80) that requested the establishment of regulations governing proposed
changes to the facilities which could adversely affect the protection against

- radiological sabotage.

EPAct 2005 additional requirements. The EPAct 2005 requirements that would

- be implemented by this proposed rulemaking, in addition to the weapons-related

additions described above, consist of new requirements to perform force-on- -

force éxercises, and to mitigate potential conflicts of interest that could influence
conduchke

the results of NRC-observéd force-on-force exercises. These proposed new

requirements would be included in proposed § 73.55 and Appendix C to Part 73.

Accelerated notification and revised four-hour reporting requirements. This ™

proposed rule contains accelerated security notification requirements (i.e., within
15 minutes) in proposed § 73.71 and Appendix G to Part 73 for attacks and
imminent threats to power reactors. The proposed accelerated notification
requirements are similér to what was provided to the industry in NRC Bulletin
2005-02, “Emergency Preparedness and Response Actions for Security-Based
Events,” dated July 18, 2005. The proposed rule also contains two new four-
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11, -

18 years for unarmed responders, qualification scores for testing required by the

- training and qualification plan, qualification requirements for security trainers, :

qualification requirerhents of personnel assessing psychological qualifications, - -
armorer certification requirements, and program requirements for on-the-job " -
training.

Security Program Implementation insights. The proposed rule would impose

- new enhancements identified from implementation of the security orders, review

..of site security plans, and implementation of the enhanced baseline ihspection o

- program and force-on-force exercises. These new requirements would include

. )
_-no single act can disable thé\ functiorof both CAS and SAS. The proposed

... qualification requirements for drill and exercise controllers. e e |

-:-. special nuclear material are not inimical to the common defense and security and

- additions would also include requirements for new reactor licensees to position -

- detection and assessment equipment, “video-capture” capability, and

" changes to specifically require that the central alarm station (CAS)and . - -

secondary alarm station (SQS) have functionally equivalent capabilities such that ;
[

the SAS within the protected area, add bullet resistance and limit the visibility into

SAS. Proposed additions also require uninterruptible backup power supplies for

Miscellaneous.  The proposed rule would eliminate some requirements that the

while s¥\ provigina _
staff found to be unnecessary(to'ensur:} high assurance that activities involving . .

One
. do not constitute an unreasonable risk to the public health and safety,\such@“

- 40 be eliminaye toviac el
quirement\(or guards to escort operators of motor vehicles within the -
protected area if the operators are cleared for unescorted access. The proposed

14



equivalent capabil}ties for both CAS and SAS. The security plans approved by the Commission
on October 29, 2004, varied, due to the performance-based nature of the requirements, with
respect to how the individual licensees implemented these requirements, but all sites were
required to provide a CAS and SAS with functionally equivalent capabilities to support the

implementation of the site protective strategy.

The proposed rule extends the requirement for no single act to refnove capabilities to
the key functions of the alarm stations and would require licensees to implement
protective measures such that a single act would not disable the intrusion detection,
assessment; and communications capabilities of both the CAS and SAS. This proposed
requirement would ensure continuity of response operations during a security event by ensuring
that the detection, assessment, and communications functions required to effectively implement
the licensee’s pro;ective strategy are maintained despite the loss of one or the other alarm
station. ‘For the purposes of assessing the re"gulatory burden of this proposed rule, the NRC
assumed that all licensees would require assessments and approximately one third of the
licensees would choose to implement hardware modifications.

The NRC has concluded that protecting the alarm stations such that a single act does
not disable the key functions would provide an enhanced level of assurance that a licensee can
maintain detection, assessment and communications capabilities required to protect the facility
against the design basis threat of radiological sabotage. For new reactor licensees, licensed
after the publication of this rule, the Commission would require CAS and SAS to be designed,

constructed, and equipped with equivalent standards. -

Uninterruptible Power for Intrusion Detection and Assessment Systems

Current regulatory requirements require back-up power for alarm annunciation and non-

portable communication equipment, but do not require this back-up power to be uninterruptible.

Although not specifically required, many licensees have installed uninterruptible power to their

19



response capabilities. Historically digital computer systems havé played a limited role in the -
operation of nuclear power plants. However, the role of computér systems at nuclear power
plants is increasing, as licensees take advantage of computer technology to maximize plant -
productivity. In general, I'icehs.éés'currteritly exclude from their access authotization programs,
individuals who may electronically access equipment in the protected areas of nuclear power
plants to perform their job functions, if their duties and responsibilities do not require physical
unescorted access to the equipment located within protected or vital areas. However, becauise
these individuals manage and maintain the nétv.vo‘rks‘that‘ connect to equipment located within
protected or vital areas and are ‘resbpnsible for permitting authorized and/or trusted personnel
to gain electronic access to equipment and systems, they are often granted greater electronic *
privileges than the trusted and authorized personnel.” With advancements in electronic
technology and telecommunications, differences in the potential adverse impactsofa
saboteur's actions through physical access and electronic access are lessening. Thus; the
proposed rule would require those individuals who have authority to electronically access
equipmehi that,’- if comprorhisécb'ca'n adverseiy imbaCt Spéraiiohal safety, security or emergency
preparedness of the nuclear power plants; to be determined to be trustworthy and reliable.

The proposed revisions to § 73.56 would also address changes in'the nu”ciear industry’s
structure and business practices since this rule was priginailly promulgated. At the time the
current § 73.56 was developed, personnel transfers between licénsees (i.e., leaving the « %17
employment of one licensee to work for another llicens‘ee) with fnterruptiéné in unescorted "
access authorization were less common. Most licensees operated plants at a single site and
" maintained an access authorization program that applied only to that site. When an individual
left employment at one site and began working for another licensee, the individiial was subjéct
1o a different access authorization program that often had different requiremerits. Because™
some licensees were reluctant to share information"about previous employees with the new
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would be specified in proposed § 73.56(m) [Protection of information]. As a result, _indiv?duals :
who are subject to this section would establish a detailed “track record” within the industry that
would potentially cover their activities over long periods of time and would fpllow them if they
change jobs and move to a new position that requires them to be granted unescorted access
authorization by another licensee. The proposed requirement acknowledges the industry -
initiative to develop and utilize_ a database to ensure accurate information sharing between
sites. This increased information sharing is necessary to provide high assurance that
individuals who are granted and maintain unescorted access authorization are trustworthy and .
reliable when individuals move between access authorization programs. .In addition, thke
increased information sharing would reduce regulatory burden on licensees when processing
individuals who have had only short breaks between periods of unescorted access
authorization.

- Another change in the NRC's proposed approach to access authorization requirements
is the result of a series of public meetings that were held with stakeholders during 2001-2004
to discuss potential revisions to 10 CFR Part, 26, "Fitness-for-Duty Programs.” Part 26
establishes additional steps that the licensees who are _subject td § 73.56 must take as part of
the process of determining whether to grant unescorted access authorization to an individual or
permit an individual to maintain unescorted access authorization. These additional
requirements focus on aspects of an fndividual's behavior, character, and reputation related to

A They .
substance abuse, gnd, among other steps)require the licensee and other entities who are

subject to Part 26 to conduct drug and alcohol testing of individuals and an inquiry into the

individual’s past behavior with respect to illegal drug use or.consumption of alcohol to excess, .
as part of determining whether the individual may be granted unescorted access authbrization. ,
However, historically there have been some inconsistencies and redundancies between the
§ 73.56 access authorization requirements and the related requirements in Part 26. These

25



notifications, the NRC may request the licensee establish a continuous communications
channel after the licensee has made any emergency notifications to State officials or local law -
enforcement and if the licensee has taken action to.stabilize the plant following any transient
[associated with the 15-minute notification]. ln'NRC Bulletin 2005-02, “Emergency
Preparedness and Response Actions for Security-Based Events,” dated July 18, 2005, the NRC
had indicated a continuous communications channel was not necessary for the new 15-minute
notif.icationg,, However, in developing this proposed rule the Commission has evaluated the
need to promptly obtain information of an unfolding event versus imposing an unreasonable
burden on licensees in the midst of a rapidly unfolding event and possible plant transient. The
Commission considers that the proposed regulation would provide a reasonable balance .
between these two objectives. Table 5 sets forth the proposed amendments to § 73.71
language as compared to the current language, and provides the supporting discussion for the
proposed language. Table 8 sets forth the proposed amendments to the Appendix G language |
as compared to the current language, and provides the supporting discussion for the proposed ' i
language. . o e !
. The Commission is interested in obtaining specific stakeholder input on the proposed
changes to § 73.71 and Appendix G. Accordingly, the Commission is requesting persons
commenting on this proposed rule to address the following question:
1.  For the types of events covered by the proposed four-hour notification
requirements in § 73.71 and Appendix G, should the notification time interval of
. all or some of these 'notificafions be different (e.g., a 1-hour, 2-hour, 8-hour,

24-hour notification)? If so, what notification time interval is appropnate" Stetes
wh a:‘" 1 S

A
h\%%_‘_l £5 Zm‘tox

- IV.6.- Appendix B to Part 73, “General Criteria For Security Personnel.”. -1 m.e
. . X h + c.f\Va—L

l}
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Table 11 (See Section VIII) is a cross-reference showing where individual requirements of the

current regulation would be in the proposed regulation.

IV.8. Appendix G to Part 73, “Reportable Safeguards Events.”

Proposed Appendix G to Part 73 provides requirements regarding the reporting of

e

safeguards events. Proposed Appendix G would ¢ontain_ﬂg':j_|,énges: 16 support the revised and .
accelerated reporting requirements which wduld‘l{ir;c‘)rporated‘ into this rulemakfng. oooetm |‘l R
Proposed Appendix G would also.contain revised four-hour reporting réquirements that would
require licensees to reportfo the NRC information of suspicious surveillance activities, attempts
at access, or other ifformation. "Following September 11, 2001, the NRC issued guidance
requesting that licensees report suspicious activities near their facilities to allow assessment by
the NRC and other appropriate agencies. The proposed new }eportihg requirement will clarify '
this expectation to assure consistent reporting of this important information. Additidrially, the -
proposed rule contains an additional four-hour reporting requirement for tampering events that
do not meet the threshold for reporting under the current one-hour requirements. The
proposed reporting requirem_ehts for tampering events will allow NRC assessment of these
events. Table 8 sets forth the proposed amendments to Appendix G and provides the
supporting discussion for the proposed language.
IV.9 ‘Conforming and Corrective Changes.

The following conforming changes would also be made: §§ 50.34 and 50.54 (references

o thg correct paragraphs of revised Appendix C of Part 73), § 50.72 (cﬁanges to § 73.71

reports), §§ 72.212 and 73.70 (referencés to the correct paragraphs due to renumbering of

~ §73.55), and § 73.8 (adding § 73.18, § 73.19, and revised to reflect new NRC form 754 to
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Table 1 - Proposed Sections 73.18 and 73.19

Firearms background check for armed security personnel and authorization for use of enhanced weapons.

PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.18 Firearms background check for armed security

personnel.

This new section would implement the firearms background

check requirements of the new § 161 A.b. of the Atomic Energy

Act of 19547,

(a) Introduction. (1) Licensees and certificate holders listed
under paragraph (b) of this section shall ensure that a firearms
:, background check is completed in accordance with this section
‘v for all security personnel assigned duties requiring access to a

covered weapon at the licensee’s or certificate holder’s facility.

This section would require a firearms background check for all

“security personnel with access to covered weapons (i.e.,
armed duties) [see also new definition of covered weapon in
'§73.2 at the end of this Table]. These background checks

| would only be required for security personnel who are

protecting certain Commission-regulated facilities [specified in

paragraph (b)]. A\

Ch

‘The Commission considers duties “requiring access to g.nf :

covered weapon” would include such duties as: security -
operations and training and weapons' maintenance, handling,

accountability, tranéport, and use.
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§ 73.18(c)(2) NRC Form 754. (i) Licensees and certificate
holders sha]l submit to the NRC, in accordance with § 73.4, an
NRC Form 754 for all security personnel requiring a firearms

: background check under this section.

(i) Licensees and certificate holders shall retain a copy of all

‘| NRC Forms 754 submitted to the NRC for a period of one (1)
year subsequent to the termination of an individual’s access to
| covered weapons or to the denial of an individual's access to.

covered weapons.

This paragraph would require licensees and certificate holders
to submit to the Commission a completed NRC Form 754 for

each individual assigned armed duties. Licensees and

certificate holders would submit these forms via paper or

| electronic means under the applicable regulation (see § 73.4)

Licensees and certificate holders would be required to retain
submitted forrr\s as a record for a period of 1 year after the
ALYy VA 15

security officer's)access to covered weapons is terminated or
denied.. |

NRC Form 754 would require individuals to provide certain
identifying information to the Commission. A proposed draft
NRGC Form 754 is located in the NRC's ADAMS system as
described in Section VIl of this notlcg)/;nd comments on this

form and its estimated burden may be submitted to thé_ ”

43
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§ 73.18(c)(9) Violations of law. The NRC will report instances
of prohibited persons possessing or receiving covered
weapons in violation of Federal law to the appropriate Federal
agency, or in violation of State law to the appropriate State

agency.

The NRC is obligated to report (potential or possible) violations

of Federal or State law it becomes aware of to the appropriate

agency (e.g., persons prohibited from possessing or receiving

h C.OVe € e d \»JCOQ NS wWwh C,LY"E
actually performing armed security duties).
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§ 73.19(d) Approval process.

(1) Commission approval. (i) Licensees and certificate holders
specified in paragraph (b) of this section who choose to utilize
enhanced weapons as part of their physical protection
program, shall submit to' the Commission for prior review and
written approval, new or revised physical security plans,
training and qualification plans, safegua_rds contingency plans,
and a safety assessment incorporating the use of the specific
enhanced \;veapons the licensee or certificate holder intends to
use. Licensees or certificate holders shall submit such revised
plans for prior Commission reviewv and written apprbval
notwithstanding the provisions of §§ 50.54(p), 70.32(e), and

76.60 of this chapter.

This paragraph would describe the process for Commission
approval of a |icensé§s or certificate holdé?s plans to use
enhanced weapons. The use of such weapons would be
incorporated into security plans for prior Commission review
and approval. This paragraph would also require the
submfssion of a new safety assessment evaluation of the
onsite and offsite impacts from the use of the enhanced
weapons (in protecting the facility or from training activities).
Submission of such revised plans for prior review and approval
would be required irrespective of whether the licensees or
certificate holder concludes the use of these enhanced

weapons would not cause “a decrease in security

effectiveness.”

59




§ 73.2 Definitions. Would add three new definitions to this section as conforming

changes to the new §§ 73.18 and 73.19 for covered weapon,
enhanced weapon, and standard weapon. Other new
definitions that wouldede%Jas conforming changes to this
section in support of other regulations (e.g., safety/security

interface and target set) are discussed in other Tables under :

this notice.
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(a)(6)(ii) Licensees shall comply with
the requirements of paragraph (i)(4)
such that both alarm stations are
provided with equivalent capabilities for
detection, assessment, monitoring,
observation, surveillance, and

communications.

This requirement would be added for

consistency with and clarification of the

proposed requirement of (i)(4) and to

clarify that for new reactors, both the
central and secondary alarm stations must
be provided "equivalent capabilities" and
not simply equivélent "functional”
capabilities as is stated in the proposed

(i)(4). The Commission has determined
that these capabilities must be equivalent
for new reactors to ensure that the

seéondary alarm station is

redundant to the central alarm station.
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10 CFR 73.'55(0)(2) The physical barriers
at the periheter of the protected area

shall be separated from any other barrier
:dgsignated asa physical barrier for a vital

area within the protected area.

!

(e)(6)(ii) The protected area perimeter
physical barriers must be separated

from any other barrier designated as a

vital area physical barrier, unless

otherwise identified in the approved

'physical security plan.

This requirement would be retained with
minor revision. The phrase “unless
otherwise identified in the approved
'-physical security plan” would be added to
provide flexibility for an alternate
methodology to be described in the -

Commission approved security plans.

73.55(e)(3) All emergency exits in each’
_protected area and each vital area shall

be alarmed.

'(e)(6)(iii) All emergency exits in the

protected area must be secured by
locking devices that allow exit on@/r:dj

alarmed.

This requirement would retain and
separate the two current requiremehfs

with minor revision.. The phrase “secured
.by locking devices which allow exit only”
would be added to provide a performance
.base_d réquirement relative to the function .
of locking devices with emergency exit .
design to preveht entry. Vital areas would
Abe addressed in the proposed

'§73.55(e)(8)(vil).
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§ 73.55(c)(1) The licensee shall locate
vital equipment only within a vital area,

| which in turn, shall be located within a
protected area such that access to vital
equipmént requires passage through at
least two physical barriers of sufficient

: strength to meet the performance

’ requirements of Paragraph (a) of this

.| section.

(e)(7)(i) Vital equipment must be
located only within vital areas, which in

turn must be located within protected

| areas so that access to vital equipment |

requires passage through at least two

‘| physical barriers designed and

| constructed to perform the required

function, except as otherwise approved

by the Commission in accordance with

| paragraph (f)(2) below.: ..

| section” would be replaced with the \dyg?

‘| phrase

_[sectioy” for consistency with the proposed e

-] requirements for physical barriers

This requirement would be retained with

| minor revision. The phrase “of sufficient

strength to meet the performance

requirements of Paragraph (a) of this -

hat meet the requirements of this

discussed throughout this proposed

§ 73.55(e). The phrase “except as
o PRTOVe bu Y fof‘f

account for the condition addressed by

that paragraph.

otherwise idenkﬁed%mcmdamﬁ@tﬁ“/uk ce
_ n oo & AP
| 572 55(f)(2) below” would be added to Ce)(™)

i
3]

| § 73.55(c)(1) More than one vital area .

-| may be located within a single protected

‘| area.

(e)(7)(ii) More than one vital area may

be located within a single protected .

-| area. .

This requirement would be retained.-
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§ 73.55(e)(1) The onsite central alarm
station must be_ considered a vital area
and...

§ 73.55(e)(1) Onsite secondary power
supply systems for alarm annunciator
eduipment and non-portable
co{mmunications equipment as required
in Paragraph (f) of this section must be

located within vital areas.

(e)(7)(iii) The reactor control room, the

.| spent fuel pool, secondary power supply

systems for intrusion detection and
assessment equrpment non-portable
commumcatrons equrpment and the
central alarm station, must be provided
pretection‘eqdivalent to vital equipment

ocated within a vital area.

This requirement would retain and
combine two current requirements from 10
CFR 73.55(e)(1), for protecting these
areas equivalent toa vital area The
Commrssron added the "spent fuel pool” to
emphasrze the Commlssron view that
because of changes to the threat
envnronment the spent fuel pool must also
be provided thls protection. The phrase ‘.
"alarm annunciator” would be replaced
wrth "rntrusron detectlon and assessment"
to clanfy the appllcatlon of thls proposed

requrrement to mtrusren detectron sensors

and video assessment equipment as well

as the alarm annunciation equipment.
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(e)(9)()) The licensee shall control
waterway approach routes or proximity
to any area from which a waterborne
vehicle, its personnel, or its contents
could disable the personnel, equipmeqt.
or systems necessary to meet the |
performance objective and requiremeﬁts

|
described in paragraph (b).

This requirement would be added to
provide a requirement for controlling
waterway approach routes consistent with
the rgquirement of the proposed (e)(9)(ii).
.Beéausq of qhangés to.the thrgai
environrﬁenf, the Corﬁmission views
watérway abproach routes and coqtroi '
measures to bg a critical élement of‘the';
_onsite physical pfqtec_tipn program an‘d
_oné that requires conﬁnual analysis and

evaluation to maintain effectiveness.

(e)(Q)(ii) The licensee shall defineate '
areas from which a waterbome vehicle
must be restricted and install waterborne -
'vehicle control measures, where

| applicable. -

This requirement would be added to

provide a relquiremen't for qot'ifying

e Qe

N

e
unauthorized p el

.

hat access is not

permitted and the installation of barriers

where apprdpriate. '
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Based on changes to the threat
environment, the Commission has
determined that the proposed requirement
is necessary to facilitate licensee
achievement of the performance objective

OA G UNC h
of the proposed((_b).? et

(9)(2) In accordance with the approved

' security'plans and before granting -

unescorted access through an access

| control point, the licensee shall:

This requirement would be added to
specify the basic functions that must be’ :
satisfied td meet the current and proposed
requireme'nis for controlling access into |
any area for which access controls are

implemented.

§ 73.55(d)(1) Identification...of all
individuals unless otherwise provided

herein must be made and... .

(9)(2)(i) Confirm the identity of

individuals.

This requirement would retain the current
requirement with minor revisions for

formatting purposes.
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(g)(2)(iv) Confirm, in accordance with This requirement would be added to

industry shared lists and databases, that |-describe an acceptable information

hovr_@ _heen
individualot enied access to: sharing mechanism used by licensees to
anothér licensed facility.- share information about visitors and

employees who have requested either
escorted or unescorted access to at least
one site. Based on changes to the threat
environment, the Commission has
determined that this proposed requirement
would be a prudent enhancement to the

licensee capabilities.

(9)(3) Access control points must be: This header would be added for formatting

purposes.
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(9)(4)(iii) The licensee shall ensure that
restrictions for site access and egress
during emergency conditions are
coordinated with responses by offsite
emergency support agencies identified

in the site emergency plans.

This requirement would be added to
provide a performance based requirement
for coordination of security access
controls during emergencieé with the
access needs of emergency response
personnel. This proposed requirement is
intended to prg_vide the necessary level of
flexibility_ to the licensée to ensure accessi
by appropriate personnel.w‘hile‘
ma_int_gining the neéessary security -
posture for poﬁtrolling access to areas

) et v
where dangerous condition @ uch as o

violent conflict involving weapons.

(9)(5) Vehicles.

This header would be added for formatting

purposes. |
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§ 73.55(d)(8) All keys, locks,
combinations, and related access control
devices used to control access to
protected areas and vital areas must be
controlled to reduce the probability of

compromise.

(9)(6)(ii) Keys, Locks, Combinations,
and Passwords. All keys, locks,
combinations, passwords, and related
access control devices used to control
access to protected areas, vital areas,
security systems; énd safeguards
information must be controlled and
abcounted for to reduce the probability

of compromise. The licensee shall:

This requirement would be retained and
revised with minor revisions. Most
significantly, the word “passwords” would
be added to account for téchnological
advancefnents associated with the use of
c:omv'put'erl;s. Thé-ph;’.aase “security systems,
and s‘afeguards information” would be = .
added to emphasize the need to control
abcess_-to these items. The phrase “and
accounted for . would be added to confirm

" J 4o who

pbssession by the individu he access

control device has been issued.
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§ 73.55(d)(8) Whenever there is
evidence or suspicion that any key, lock,
combination, or related access control
devices may have-been compromised, it

must be changed or rotated.

(9)(6)(i)(C) Implement compensatory
measures upon discovery or suspicion
that any access control device may have
been compromised. Compensatory
measures must remain in effect until the

compromise is corrected.

.| to provide focus specific to when-

- | “in use or spare” to ensure focus on these

This requirement would be retained and
revised to provide a performance based
requirement for compensatory measures
taken in response to compromise. Most
significantly, the phrase “it must be
changed or rotated” would be captured in
the proposed § 73.55(g)(6)(ii) (D) and (E).

he phrase “key, lock, combination, or N

related” would be replaced with the phrase

—

items. | The phrase “Compensatory
Measures must remain in effect until the

compromise is corrected” would be addeﬁ

compenéatory measures would no longer

apply..
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(9)(7)(i)(B) Confirm the identity of each

vi
/

C @n identification card issued by a

recognized}local, state, or Federal

Government agency that includes a

iit;r through physical presentatioh of o

photo or contains physical
characteristics of the individual

requesting escorted access.

This requirement would be added to
require the verification of the true identity
of non-employee individuals through the
p;esent_aﬁon of photographic government
is;ued identification (i.e., driver's license)
wﬁich provides physical characteristics
that can be compared to the holder. The -
word “recognized” would be used to
provide flexiﬁility, for other types of .
identification that may be issued by local,

state or federal governments.
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(9)(8) Escorts. The licensee shall

ensure that all escorts are trained in

accordance with Appendix B to this part,

the approved training and qualification
plan, and licensee policiesand .-

procedures.

performance basis of the proposed (b)(i ).

This requirement would be added to
provided performance based requir’ementsﬂ
for satisfying the escort requirements of
this proposed rule and would providé
regulatory stability through the consistent
application of visitor controls at all sites.
Based on changes to the threat -
environment, the Commission has
determined that emphasis on the
identification and control of visitorsis a’

prudent and necessary enhancement to

facilitate licensee achievement of the

189
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(h)(5) Vehicle search procedures must
be performed by at least two (2) properly
trained and equipped security personnel,
at least one of whom is positioned to
observe the search process and provide
a timely response to unauthorized

activities if necessary.

This requirement would be added to
provide a performance based requirement
for performing vehicle searches. This
proposed requirement would ensure that
unauthorized activities would be identified
and a timely response would be initiated
at a vehicle search area, to include an
armed response. Based on changes to
the threat environment, the Commission
has determined that this requirement
would facilitate achievement of the
performance objective and requirements

. , araqeph
of the proposedf(b)? f o

§ 73.55(d)(4) Vehicle areas to be
searched shall include the cab, engine
compartment, undercarriage, and cargo

area.

(h)(6) Vehicle areas to be searched
must include, but are not limited to, the
cab, engine compartment,

undercarriage, and cargo area. -

This requirement would be retained with

minor revisions. -
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§ 73.55(d)(1) ...except bona fide
Federal, State, and local law enforcement
personnel on official duty to these'
equipment searches upon entry into a (
protected area.
§ 73.55(d)(4) ...except under emergency
conditions, shall be searched for items .
which .cou!d be used for sabotage

purposes prior to entry into the protected

area.

(h)(8) Exceptions to the search
requirements of thls sectlon must be
|
identified In the approved securitgﬁ)é
i
Submitcd !'\-Q tha

CamwMSSIOW
Feview cm'af

%pprnvq/oﬁd
Mu5+ -

This requirement would retain, combine,
and revise two current requirements
§ 73.55(d)(1) and (4) to generically

account for those instances where search

or /mz.,#, requirements would not be met before

granting access beyond a physic_al barrier.
This ptoeosed te-quirement tlvould require -
that the Iicensee specnfy in the approved
plans the speciftc ctrcumstances under 5
which search requirements would not be

satisfled
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()(3) The licensee's intrusion detection
system must be designed to ensure that
both alarm station operators:

(i)(8)(i) Are concurrently notified of the
alarm annunciation. |

(i)(3)(ii) Are capable of making a timely
assessment of the cause of each alarm
annunciation.

()(3)(iiiy Possess the capability to
ihitiate a timely response in accordance
' V\(ith the approved security plans,
licensee protective strategy, and

implemen‘ﬁng pfocedures.

This requirement would be added to
provide performance based requirements
consistent with the currentl§ 73.55(e)(1),
and the proposed requirements of this
proposed section. The proposed
requirement for dual knowledge and dual
capability within b;)th alarm stations

provides a detense-in-depth component

consistent with the proposed requirement
for protection agaihst a single act. Based

on chénges to the threat environment the

Cpmmission has determined this

212
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1z

ecessary)clarification of current

requirements necessary to facilitate the
licensee capability to achieve the

performance objective of the proposed Py A

(b)(1).
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()(7)(iv) Provide visual and audible
alarm annunciation and concurrent video
assessment capability to both alarm
stations in a manner that ensures timely
recognition, acknowledgment and
response by each alarm station operator
in accordance with written response

procedures.

This requirement would be added for
consistency with the proposed
requirement for equivalent capabilities in
both alarm stations. The phrase “visual
and audible” would provide redundancy to
ensure that each alarm would be
recognized and acknowledged when

received. b e

§ 73.55(e)(2) ...e.g., an automatic
indication is provided when failure of the

alarm system or a component occurs, or

when the system is on standby power.

()(7)(v) Provide an automatic indication
when the alarm system or a cbmponent
of the alarm system fails, or when the
system is operating on the backup

power supply.

This requirement would(retained with

minor revision for formatting purposes.
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§ 73.70(f) A record at each onsite alarm
annunciation location of each alarm, false
alarm, alarm check, and tamper
fndication that identifies the type of alarm,
iocations, alarm circuit, date, and time.

In addition, details of response by facility
guards and watchmen to each alarm,
'intrusion, or other incident shall be

recorded.

()(7)(vi) Maintain a record of all alarm
annunciations, the cause of each alarm,

and the disposition of each alarm.

This requirement would be added for
consistency with § 73.70(f). Thee$ pec ts

{:l-\ u-*‘
Commission Ras determined thatthis .

record would be a commonly maintained
w\‘\(C‘fL \5‘ e.\{\e_r-u(“ds
record in electronic form'as an automatic | ¢ '

rhe
function of,ifr;trusion detection system@}:\

Jused by industry and would therefore be a > o,

_prudent and necessary requirement.___——

(i)(8) Alarm Stations.

This header would be added for formatting

purposes.

§ 73.55(e)(1) All alarms required
‘pursuant to this part must annunciate in a
continuously manned central alarm
station located within the protected area

and in at least one other continuously

manned station...

(i)(8)(i) Both alarm stations must be
continuously staffed by at least one
trained and qualified member of the

_security organization.

This requirement would retain the current
requirement § 73.55(e)(1) for co.ntinuousiy
staffed alarm stations and would be |
:revised to describe ‘thev necessery -

-qualifications that would be requifed of the

‘assigned individuals.
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(i)(8)(iv) The licensee shall assess and
respond to all alarms and other
indications of unauthorized activities in
accordance with the approved security

plans and implementing procedures.

This requirement would be addedor
consistency with current requirements.
The specific requirements of the current
§ 73.55(h)(4) afe retained in deta_i_l in the ,

proposed Appendix C.

(i)(8)(v) The licensee implementing

| proc‘edurels. must ensuré that both alarm
. station opérafors are knowlédgeasle of

, aii alarm anndﬁciations, assessmehts,

"1 and final dispositio_n of all alarms, to

include but not limited to a prohibition

from changing the status of a detection

point or deactivating a locking or access

control device at a protected or vital
area portal, without the knowledge and
concurrence of the other alarm station

operator.

This requirement would be added for

| consistency with related requirements of

this proposed section and to ensure thét - ‘
the Iicenseé provides a procéss by wﬁich ,
both alarm station operators are
concurrently madé aware of each alarrh
and are knowledgeable of how each alarm
is resolved and that no one alarm station
operator can manipulate alarm station |
equipment, qommunications, or
procedures without the knéwledge and

concurrence of the other.
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(i)(9)(ii)(A) Continual surveillance, This requirement would be added to
observation, and monitoring _ provide necessary qualifying requirements
responsibilities must be performed by for performance of observation and
security personnel during routine patrols | monitoring activities. The'word “continual”
or by other traiﬁed and equipped would mean the same as used in the

personnel designated as a component of | proposed (i)(9)(ii).

the protective strategy.

(i()(9)(ii)(B) Surveillance, observation, v This requirement would be added to

and monitoring requirements may be provide a performance based requirement

accomplished by direct observation or for ensuring surveillance, observation, and
thet
a

video technology. monitoring capabilities& ylzbe_ met .

through the use of video technology or &(/\Jr,d‘

human observation.. .
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§ 73.55(f)(1) ...who shall be capable of
calling for assistance from other guards,
watchmen, and armed response
personnel and from local law

enforcement authorities.

(i2) Individuals assigned to each alarm
station shall be capable of calling for
assistance in accordance with the
approved security plans, licensee
integrated response plan, and licensee

procedures.

This requirement would be retained with
minor revision. Most significantly, in order
to provide flexibility and to capture the
proposed requirements of Appendix C for
an Integrated response Plan, this
proposed requirement replaces the
specific list of support entities to be called
with a performance based requirement to

follow predetermined actions.

§ 73.55(f)(1) Each guard, watchman or
armed response individual on duty shall
be capable of maintaining continuous
communication with an individual in each
continuously manned ala_rm station
required by paragraph (e)(1) of this

section...

(M(8) Each on-duty security officer,
waféhperson, vehicle escort, and armed
resbonse ‘fo'rce member shall be ca_;;able
of maintaining continuous

communication with an individual in

each alarm station.

This requirement would be retained with
minor revisions. Most significan/tl(, this
proposed requirement update the titles
used to identify the listed positions and
would add "vehicle escorts” for -
consistency with the proposed paragraph

(9)(8).
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(N(2) Commercial nuclear power
reactors using MOX fuel assemblies are
exempt from the requirements of

§§ 73.20, 73.45, and 73.46 for the ons'i_té |
phyéical protécfion éf unirradiated MOX

fuel assemblies.

This requirement would be added because

the Commission has determined that due

to the low plutonium concentration,

.composition of the MOX fuel, and

configuration (size and weight) of the
assemblies, the physical security

protection measures identified in the listed

. regulations are supe/rc_fjeded by those -

reqhirements addressed in this proposed
section for unirradiated MOX fuel
assemblies at nuclear power reactor

facilities.

(l)(3)> Administrative Controls.

This header would be added for formatting

purposes.
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()(4)(v) Removal of locks used to
secure equipment and power sources
required for the movement of |
unirradiated MOX fuel assemblies or
openings to areas containing
unirradiated MOX fuel assemblies must
require approval By both the on-duty |
security shift supervisor and the

operations shift manager.

This requirement would be added to
ensure that the licensee both security and
operations management level personnel
would be responsible for the removal of

locks securing MOX fuel assemblies. -

(N(4)(v)(A) At least one-armed security
officer shall be present to observe |
the Movcw‘c'(\‘\' '
activities involving'unirradiated MOX fuel
assemblies before the removal of the
locks and kproviding power to equipment
required for the movement or handling

of unirradiated MOX fuel assemblies.

This requirement would be added to
ensure that ihmediate armed.response“
c‘apability is prbvidedn before agcessing-
equipment ﬁsed tb move unjrradiated :

MOX fugl assemblies.
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(1)(4)(v)(B) Atleast one armed security
officer shall be present at all times until
power is removed from equipment and

locks are secured.

This requirement would be added to
ensure that immediate armed response
capability is provided during any activity

involving the use of equipment used

J to move unirradiated MOX fuel

assemblies.

(N(8)(v)(C) Security officers shall be
trained and knowledgeable of authorized
and unauthorized activities involving

unirradiated MOX fuel assemblies.

This requirement would be added to
ensure that assigned security officers
possess the capability to immediately
recognize, report, and respond to

unauthorized activities involving

unirradiated MOX fuel assembilies.
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(m)(1) The licensee shall implement a
cyber-security program that provides

high assurance that comauter systems,

g e
which if compromised, would adversely
impact safety, security, and emergency

preparedness, are protected from cyber

attacks.

This requirement woulc_:l be to ensure that
nuclear power plants are protected from
cyber attacks via minimizing the potential
attack pathway and the consequences

arising from a successful cyber attack.
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(m)(1)(i) The licensee shall describe the
cyber-security program requirements in

the approved security plans.

‘Commission has determined that

incorporation of a Cyber-securiiy 'prdgram

security enhancement.

~

This requirement‘woukpadded to ensure

Iicensee@ave a comprehensive
security plan by integrating cyber-security
into the overall onsite physical protection
program. As licensees take advantage pf
computer technology to maximize plant

productivity, the role of computer systems

at nuclear power plants is increasing the |

into the Commission approved security

plans would be a prudent and necessary |
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(m)(4)(i) The licensee shall implement a
cyber-security incident response and
recovery plan to minimize the adverse
impact of a cyber-security incident on
safety, security, or emergency

| preparedness systems.

This requirement would be added to

ensure that each licensee would be
prepared to respond to computer security
incidents in a manner that ensures that

plants are safe and secure. A computer

| security incident could result from a

computer virus, other malicious code, or a ‘:

.| system intruder, either an insider or as a

result of an external attack and could
adversely impact the licens es bility/-\—\b
effectively maintain safety, security, or t
emergency preparedness. Without an

incident response and recovery plari,
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(X
licensees would respond to /'m/computer

security incident in an ad hoc manner.
However with an incident response and
recovery plan, licensees would respond to
an incident in a quick and organized
thanner. This would minimize the adverse

impact caused by a computer security

incident.

282




§ 73.55(d)(7)(ii)(B) Periodically review
physical security plans and contingency
plans and pfocedures to evaluate their
potential impact on plant and personnel

safety.

(n)(8) The licensee shall periodically
review the approved security plans, the
integrated response plan, the licensee
protective strategy, and licensee
implementing procedures to evaluate
their effectiveness and potential impact

on plant and personnel safety.

This requirement would be retained with
minor revision. The phrase “Integrated
Response Plan” would be added to
emphasize the importance of this
proposed plan and to emphasize its
relationship to other site plans. The term
"implementing” procedures would be
added for consistency with this proposeq

section.

(n)(4) The licensee shall periodically
evaluate the cyber-security program for
effectiveness and shall update the
cyber-security program as needed to
ensure protection against changes to

internal and external threats.

This requirement would be added to
account for the use of computers and the
need to ensure that required protective
measures are being m"e’t‘ and to é;/aluate

[rhed

the effects ‘changes or other technological
advancements would have on systems

used at nuclear power plants.
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§ 73.55(g)(2) Each intrusion alarm shall
be tested for performance at the
beginning and end of any period that it is

used for security.

(0)(3) Intrusion detection and access

control equipment mUst be performance

tested in accordance with the apprdved

security plans. - -

This requirement would be retained and
revised to correct the periodicity of

performance testing stated in the current

"1 § 73.55(g)(2) and to add "access control

equipment” due to the widespread use of |
access control technologies and to focus
on the need to ensure that this equipment
is functioning as intended in response to
the predetermined stimuli j}%ié’metrics).

The phraee "each intrusion alarm” would

be replabed with the‘phrase "Intrusion

detection and access control equipment”

to more acedi’ately descﬁbe the

Le'qvuipmeht to be performance tested.

300




§ 73.55(c)(8)(ii) The Commission will
approve the proposed alternative
measures if they provide substantial
protection against a land vehicle bomb,

and it is determined by an analysis, using

| the essential elements of 10 CFR 50.109,

| that the costs of fully meeting the design .

goals and criteria are not justified by the

added protection that would be provided.

(t)(4) Alternative Vehicle Barrier
Systems. In the case of alternative
vehicle barrier systems required by
§ 73.55(e)(8), the licensee shall

demonstrate tha

alternative measure

provides substantial protection against a

costs of the alternative measures to th

costs of meeting the Commission’s
requirements using the essential
elements of 10 CFR 50.109, the costs of
fully meeting the Commission’s

‘requirements are not justified by the

This requirement would be retained with
minor revision. The phrase “The
Commission will approve the proposed
alternative measures” would be deleted

because it would be unnecessary. The

| proposed language clearly stipulates that

alternative measures will be 'reyiewed_ by
the stéff and approval would be contingent‘
upon the justification provided by the

licensee to include an analysis.
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(a)(4) The licensee is responsible to the
Commission for maintaining the
authorization program in accordance |
with Commission regulations and related
Commission-directed orders through the

implementation of the approved program

{ and site implementing procedures.

| licensee meets Commission requirements/\

This requirement would Q\dded to clarify
that the licensee is responsible for meeting
Commission regulations and the approved
security plans. The phrase “through the
implementation of the approved program
and site implementing procedures” would

be added to describe the relationship -

| between Commission regulations; the
| approved authorization program, and

| implementing procedures. The

Commission views the approved security

_ plans as the mechanism through which the -

I'%

’tﬁﬁgh implementation, therefore, The

licensee is responsible to the Commission

\feLthis performance.

Cy ¥
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pursuant to §§ 50.21(b) or 50.22 of this
chapter and each applicant for a
combined construction permif and
operating license pursuant to part 52 of
this chapter, whose application is
‘submitted after April 25, 1991, shall
include the required access
authorization program as part of its
Physical Security Plan. The applicant,
upon receipt of an operating license or
upon receipt of operating authorization,
shall implement the required access

‘authorization program as part of its site

approved access authorization program
when approval to begin operating is
received. This proposed requirement '
would also add a requirement for
Commission review and approval of an~
applicanj@jphysical Security Plan -
incorporating the requirements of this
proposed section for the reasons discussed
with respect to proposed § 73.56(a)(1).
The Commission intends to delete the

current § 73.56(a)(2) because there are no

:remaining applicants for an operaiing

license under §§ 50.21(b) or 50.22 of this
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background investigation; psychological
asse_ssment; behavioral observation; a
review procedure for adverse
determinations regarding an individuaig%
trustworthiness and reliability; audits; the
protection of information; and retain‘ing ahd
sharing rejco'rds. The phrase, “to the extént
that the ficensee_s and applicants rely upon

C/V authorization programs or program

elements,” would be used in proposed . :

§ 73.56(a)(6) to clarify that C/Vs need only
meet the requirements of this section for

those authorization program elements upon

i
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engineers or information technology
technicians to take actions from remote
locations that may affect the operability of
safety-related components, or affect the
functionality of operating systems.

Because the potential impact of actions
taken through electronic means may be as
serious as actions taken by an individual .
whb is physically present within a protectgd
or yital area, the NRC has determined that
suﬁieding this additional category of
individuals td the AA program is necessary,

// T~
/1o ensure public health and safety and the

346
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strategy, which may include individuals
who are not armed. In practice, the NRC is
not aware of any licensees, applicants, or
C/Vs who do not subject this broader )

category of individuals to an AA program

However the proposed ruie would spemfy _

that these mdlwduals shall be subjeot to an

AA program because ot their critical

witWeespe oy
responsnbllltles(ln\ ass'u@rﬁant security

ano, therefore, the need for high assurance

L i e A st s s 8 6 Rb ks I ke

o o e T R S .......—._?‘.«9-.— )
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(b) General performance objective and
requirements. (1) The licensee shall
establish and maintain an access
authorization program granting
individuals unescorted access to
protected and vital areas with the
objective of providing high assurance
that individuals granted unescorted

access are trustworthy and reliable, and

do not constitute an unreasonable risk to

the health and safety of the public
including a potential to commit

radiological sabotage.

(c) General performance objective.
Access authorizat}on programs must
provide high assurance that the |
individuals who are specified in
paragraph (b)(1), and, if applicable,

(b)(2) of this seﬁtion are trustworthy and
30 v52 Aat AT

=

reliableg do not constitute an
unreasonable risk to public health and
safety or the common defense and

security, including the potential to

commit radiological sabotage.

Proposed § 73.56(c) would retain the
meaning of the current program
performance objective, which is embedded
in current § 73.56(b), but would separate it
from the requirement in the current
paragraph for licensees to establish and
maintain an AA program. The requirement

to establish and maintain AA programs

would be moved t6 proposed § 73.56(a),

wheré it would be imposed on each entity
yvho Qvould bé subiéct’ to th§ section, for §
organiiétiénal clérity. The perfdrmance
objectiva__vv_ould .be _reQised to add cross-

references to the categories of individuals

who must be subject to an authorization
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(d)(1) Informed consent. The licensees,
applicants, and C/Vs specified in
paragraph (a) of this section may not
initiate any element of a background - |

investigation without the knowledge aﬁd

/ )&nsees, applicants, and C/Vs shall |
inform the individual of his or her right to
review information collected to assure its
accuracy, and provide the individual with
an 'opportunity to correct any inaccuraté
or incomplete information that is ‘
developed by licensees, applicants, an§ _

C/Vs about the individual.

written consent of the subject individuél/,'\

Proposed §73.56(d)(1) would require the
entities who are subject to this section to

obtain written consent from any individual

| who is applying for UAA before the -

licensee, applicant, or C/V initiates any '

element of the background investigation -

that is required in this section. The
practice of thaining the individual's written
consent for the background investigation:
has 'been} endorsed by the NRC and

incorporated into licensees’ Physical

.| Security Plans since § 73.56 was first

promulgated. [t is necessary to protect the
privacy rights of individuals who are- -
applying for UAA. The proposed

paragraph would also require licensees, -
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In the past, licensees’ AA program
prdcedures limited the number of years of
the individual’s credit history that reviewing
officials were required to consider in

détermining an individual's trustworthiness

and reliability. As a result, some reviewing -

officials may not have considered credit

history information for several years, even

if the reporting agency provided it. Asa

result, individuals who were subject —l— -

different authorization programs were

evaluated inconsistently. Furthermore,

| credit history reporting agencies also:

_pfdvide employment data that can be

. 410 .

compared to the information disclosed by

1




The

(1)(2) Behavioral ::TM
conducted by thg individuals specified in
paragraph (b)(1) and, if applicable,
(b)(2). The licensees, applrcants and
C/Vs specified in paragraph (a) of this
sectio shall ensure that mdrwduals who
(‘O 5 O

are’subject to this section'successfully

complete behavioral observation

)‘O
training. - _ Z,)c
20N
: VT S
. R Y 0, )
o ‘_){’ \3\.", <Q
\c(\ 0 6@ .
N N
v o

The proposed paragraph would amend the
portion of current § 73.56(b)(2)(iii) that
requires only supérvisors and management
personnel to conduct behavioral
'observation‘by requiring all indi\'/.iduals"'vrrho
are subject to an authorization preram to
conduct behavioral observation. Increasing
the number of individuals who conduct
behavioral observation would enhance the
effectiveness of AA programs by increasing
the likelihood of detecting behavior or
activities that may ba adverse to the safe
operation and security of the facility and
may, therefore, constitute an urrre'asonable

risk to the health and safety
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(f)(3) Individuals who are subject to an
authorization program under this section
shall report to the reviewing official any

concerns arising from behavioral
observation, including, but not limited to,
concerns related to any questionable

behavior patterns or activities of others.

-Ll‘cevsées/aﬁ/rma,
and C/\/s 5144:!//’ o7
+o0 [ rale ('lS e

= e ?0 ;—\( A oo Cl
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Proposed § 73.56(f)(3) would require
individuals to report any concerns arising
from behavioral observation to the
licensée's, applicant's, or C/V's reviewing
official. This speéificity is necessary
because the NRC is aware of past
instances in which individuals reported
{%ncerns to supervisors or other licensee
personnel who did not then inform the
reviewing official of the concern. Asa
result, the concern was not addressed and
any implications of the concern for the
individual's trustworthiness and reliability
were not evaluated. Therefore, the

proposed rule would require individuals to
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(c) Existing, reinstated, transferred, and
temporary access authorization. (1)
Individuals who have had an
uninterrupted unescorted access
authorization for at least 180 days on
April 25, 1991 need not be further
evaluated. Such individuals shall be
subjeét to the behavioral observation - :

1

requirements of this section.

(c)(1) Deleted.

The proposed rule would eliminate current

§ 73.56(c)(1), which permitted individuals

who had an uninterrupted unescorted

access authorization for at least 180 days%
on April 2_5, 1991, to_retajn unescorted
access authorization and required them to

be subject to behavioral observation. The

current paragraph would be eliminated

* .| because these requirements no longer

apply.

(c) Existing, reinstated, transferred, and

temporary access authorization.

(h) Granting unescorted access
authorization. The licensees, applicants,

and C/Vs specified in paragraph (a) of

this section shall implement the

Proposed § 73.56(h) would replace and
amend current § 7 3.56(c), which permits :

AA programs to specify conditions for

471

reinstating an interfupted UAA, for




if. upon review and evaluation, the
reviewing official determines that such

access is warranted. _
Li'censee's &A 1

o /.{(e ('t‘.‘(lL//' ) ::/I k. /,/

0( velep fe- rnstale”
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/P)"arg-c/”l/vm'f L
o5 277 N

‘ J_L(/\AUC"(S(’JQO
(V\Ue |, e €N th an
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g batvs

areas as visitdrs. Licensees' current
Physical Security Plans require that any
v"isitor.t'o a protected area or vital érea must
be escorted and under the supervision of
an indivfdual who ha.s UAA and, therefore;
is ffained in behavioral observation, in |
accordance with the requirements of this
section and related requirements in Part
26. However, in the current threat
enviroﬁment, the NRC believes that
permiﬂing aﬁy individual who has been
d;etermined‘not to bé trustwqrthy and .
reliable to enter protected or vital areas
does not adequafely protect public health
and safe_ty or the common defense and. -

security. Therefore,
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(k)(2) Authorization program personnel.
Licensees, applicants and C/Vs shall .
ensure that any individual who evaluates

personal information for the purpose of

processing applications for unescorted

access authorization including, but not
limited to a clinical psychologist of
psychiatrist who conducts psychological
assessments under paragraph (e) of this

ccess to the

files, records, and personal information

section; has

“associated with Individuals who have
‘applied for unescorted access ;- -
‘authorization; or is responsible for

‘managing any databases that contain

A new § 73.56(k)(2) would reduire that
individuals who evaluate and have écceés
to any personal information that is collected
for the purposes of this section mustbe
determined to be irﬁstwohhy and reliable, |
and establishes two alternative r:hethbds for

making this determination. Proposed

§ 73.56(K)(2)(i) would permit licensees,

applicants, and C/Vs to subject such

individuals to the process established in

‘this proposed section for granting UAA.

Proposed § 73.56(K)(2)(ii) would permit

licensees, applicants, or C/Vs to subject

such individuals to the requirements for

539
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requirements would be added for the
reasons discussed with respect to

proposed § 73.56(k).

(e) Review procedures. Each licensee
implementing an unescorted access
authorization program under the
provisions of this section shall include a
procedure for the review, at the request
of the affected employee, of a denial or
revocation by the licensee of unescorted
access authorization of an employee of
the licensee, contfactor, or vendor,
which adversely affects employment.
The procedure must provide that the
employee is informed of the grounds for
denial or revocation and allow the
employee an opportunity to provide

additional relevant information, and

(1) Review procedures. Each licensee,
applicant, and C/V who is implementing
an authorization program under this
section shall include a procedure for the
review, at the request of the affected
individual, of a denial or unfavorable

termination of unescorted acqess

deemely affe'm‘/
mployment. (e procedure must

require that the individual is informed of
the grounds for the denial or unfavorable
termination and allow the individual an’
opportunity to provide additional relevant
information, and provide an opportunity

for an objective review of the information

| Proposed § 73.56(l) would retain the

meaning of current § 73.56(e) but update

| some of the terms used in the provision.

The proposed paragréph would replace the .

term, “revocation,” with the term,

| “unfavorable termination,” for the reasons

discjussed with respect to proposed
~paragraph (d)(1)(ii) of this section. In
addition, the proposed paragraph would
add references to applicanfs to reflect thé |
NRC’s new licensfng proceéséé for nuclear
power plants, as discussed with respect to
proposed § 73.56(a). Reference to CNs

would afso be added for cdmp‘leteness, as

discuééed with respected to proposed

541




-
-
P

(i) Other licensees, contractors, or
vendors, or their authorized
representatives, legitimately seeking the
| information as required by this section
for unescorted access decisions and
who have obtained a signed release

from the individual.

(m)(2) Personal information that is
collected under this section must be
disclosed to other licensees, applicanfs,/

and CNs, or their authorized

representatives, who are{legitimatel

seeking the information for unescorted
access authorization determinations
under this section and who have

obtained a signed release from the

| subject individual.

Proposed/§ 73.56(m)(2) would enhance the

/c/ur{nt requirement for the disclosure of

relevant information to licensees,

apphcants and CNs and their authorized -

representatlves who have a need Z

for the lnformatron and a srgned release

from an mdrvrdual who is seeklng UAA

Lunder this part Thrs proposed provrsron

would be added to further clarify current

7_§ 73.56 requirements because some

hcensees have mlsmterpreted the current

provision as prohrbmng the release of

.mformatlon to CNs who have Ircensee-

approved authorization programs and

require such information in determining

552
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(m)(4) A licensee’s,? applicant's, or C/\V's
contracts with any i'individual or
organization who cc}llects and maintains
personal lnformatioén that is relevant to
an unescorted accei;ss authorization
determination must;I require that such
records be mdintained as proprietary

formation, as reqt:xired under

10 CFR 2.390, xc{?pt as provided In

4

section.

;| must require that such records be

parégraphs (m)(1) through (m)(3) of this | of information to the individuals identified in.

Proposed § 73.56(m)(4) would require that
a licensee’s, applicant’s, or C/V's contracts
with any individual or organization who

collects and maintains personal information

‘| that is relevant to a U_AA determination

maintained in cohfidence s required

{undbr 10 CFR 2.390/ The paragraph

: would' make an exception for the disclosure

| §73.56(m)(1)thfough (m)(3). This

paragraph would be added to ensure that
entities who collect and maintain personal

information use and maintain those records

with the highest regard for individual

privacy.
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appendix A to this part. Footnote: 2.
Notifications to the NRC for the
declaration of an emergency class shall
be performed in accordance with § 50.72

of this chapter.

especially if this event is the opening
=< O
action on oordinated
multiple-target attack. Such notice may
permit other licensees to escalate to a
higher protective level in advance of an
attack. The Commission would expect
licensees to notify the NRC Operations
Center as soon as possible after they
notify local law enforcement agencies,
but within 15 minutes The Commission
may consider the applicability of this
reduiremént to other types of licensees fn;

future rulemaking.
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(a)(3) The licensee shall, upon request
to the NRC, maintain an open and
continuous communication channel with

the NRC Operations Center.

(e)(3) For events reported under
paragraph (a) of this section, the licensee
may be requested by the NRC to
maintain an open, continuous
communication channel with the NRC
Operations Center, once the licensee has
completed other required notifications
under this section, § 50.72 of this
chapter, or Appendix E of part 50 of this
chapter and any immediate actions to
stabilize the plant. When established, the
continuous communications channel shall

be staffed by a knowledgeable individual

This requirement would be retained and
revised into three separate
requirements:ﬁ_{#e first sentence would
be reworded to reflect the renumbered
event reports under this section. Fér the
15-minute reports, the paragraph would
indicate that a licensee .may be reduested "
to establish a “continuous
communications channel” fblloWing the
initial 15-minute notification. The
establishment of a continuous "

communications channel would not

625
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(a)(5) The revised report must replace
the previous report; the update must be a
complete entity and not contain only

supplementary or revised information.

(9)(10) The revised report must replace
the previous report; the update must be
complete and not be limited to only

supplementary or revised information.

This requirement would be renumbered

and retained with minor grammatical

phahges/,\

(a)(5) Each licensee shall maintain a
copy of the written report of an event
submitted under this section as record for
| a period of three years from the date of .

| the report.

(9)(11) Each licensee shall maintain a
copy of the written report of an event

submitted under this section as record for

a period of three (3) years from the date

of the report.

This requirement would be renumbered

and retained with minor revision by

‘adding “(3)” after “three” [years].

(e) Duplicate reports are not required for
.| events that are also reportable in
'| accordance with §§50.72 and 50.73 of

| this chapter.

(h) Duplicate reports are not required for
events that are also reportable in

accordance with §§ 50.72 and 50.73 of

this chapter.

This requirement would be retained and

be renumbered.

VU S
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Appendix B, Introduction, Paragraph 1:
Security personnel who are responsible
for the protection of special nuclear
material on site or in transit and for the
protection of the facility or shipment
veﬁicle against radiological sabotage
should, like other elements of the:
phyéicél sécu_rity system, be required to
meet rﬁinimurﬁ criteria to é_nsure that
5'1hey will effectively perforrﬁ their

:assigned security-related job duties.

A.1. The licensee shall ensure that all
individuals who are assigned duties and
responsibilities required to prevent
significant core damage and spent fuel
sabotage, implement the Commission
approved security plans, licensee response
strategy, and implementing procedures,
meet minimum traihiﬁng and qualification.
requirements to ensure each individual
posses@ knowledge, skills, and abilities
required to effectively perform the assigned

duties and responsibilities.

This requirement would retain the
requirement for security personnel to
meet minimum criteria to ensuré that they
will effectively perform their assigned
security-related job duties. The phrase

“security personnel” would be replaced

_| with the phrase “all individuals” to

.| describe the Commission determination

that any individual who is assigned to

|| perform a security function must be

trained and qualified to effectively

"1 perform that security function. The

phrase “on site or in transit and for the
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individual posses¢the knowledge, skills,
and abilities required to effectively
perform the assigned duties and
responsibilities” to describe the

Commission determination that minimum

‘training and qualification requirements
are met to provide assurance that

: assigned individuals possess the ~

: knowledge, §kills. and abilities that are

‘required to effectively perform the |

assigned function.
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Appendix B, Paragraph I.C. Subsequent
to this medical examination, guards,
armed response personnel, arrhed
escorts and other armed security force
members shall demonstrate physical
fitness for assigned security job duties
by performing a practical physical
‘exercise program within a specific time

period.

B.4.b. Before assignment, armed members
of the security organization shall
demonstrate physical fitness for assigned |
duties and responsibilities by performing a

practical physical fitness test.

This medical examination and physical
fitness requirement would be retained.
The phrase “guards, armed response
personnel, armed escorts and other
arrr¥ed security force members” would be
replaced with the phrase “armed

members of the security organization” for

consistency with terminology used in the

proposed rule. The phrase “security job

N _
duties would be replaced with the phrase
."assigjned duties and responsibilities” for
consistency with terminology used In the

proposed rule.
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Appendix B, Paragraph Il. A. Training
Requirements - Each individual who
requires training to perform aésigned
security - related job tasks or job duties
as identified in the licensee physical
security or contingency plans shall, prior

to assignment, be trained to perform

these tasks and duties in accordance

with the licensee or licensee’s agent's :
.| documented training and qualification

plan.

C.3.a. Licensees shall demonstrate
response capabilities through a
performance evaluation program as

described in Appendix C to this part.

This requirement would be based on the
current Appendix B, Paragraph Il.LAZ)Due
to changes in the threat environment, the
requirement would specify that the
licensee develop and follow a
performance evaluation program
designed to demonstrate the .

effectiveness of the onsite response

capabilities.

707




Appendix B, Paragraph Il. A, C.3.b. The licensee shall conduct drills and | This requirement would be based on the

exercises in accordance with Commission current Appendix B, Paragraph II.A@’éue
Training Requirements - Each individual | approved security plans, licensee protective | to changes in the threat environment, the

who requires training to perform strategy, and implementing procedures. requirement would specify that the

assigned security - related job tasks or licensee conduct drills and exercises to

job duties as identified in the licensee demonstrate the effectiveness of security
physical security or contingency plans - plans, licensee protective strategy, and

shall, prior to assignment, be trained to . implementing procedures.
perform these tasks and dutiesin
accordance with the licensee or

licensee’s agent’s documented training

and qualification plan.
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Appendix B, Paragraph Il. A.

Training Requirements - Each individual
who requires training to perform
assigned security - related job tasks or
job duties as identified in the licensee
physical security or contingency plans
shall, prior to assignment, be trained to
perform these tasks and duties in
accordance with the licensee or
.Iicensee’s agent's documented training

and qualification plan.

C.3.b.(2) Tabletop exercises may be used
to supplement drills and exercises to

accomplish desired training goals and

objectives.

This requirement would be based on the
current Appendix B, Paragraph Il.A. Due
to changes in the threat environment, the
requirement would convey the
Commission view that licensees may use
tabletop exercises to supplement drills
and exercises as a means of achieving

training goals and objectives.

D. Duty qualification and requalification

This new header would be added for
formatting purposes. The word "dukp@
woulld be used to clarify that the following
sections relate to non-weapons training

topics.

N

710 .




Appendix B, Paragraph IV. Qualification
firing for the handgun and the rifle must
be for daylight firing, and each individual
shall perform night firing for

familiarization with assigned weapon(s).

F.4.c. Annual tactical qualification course.
Qualifying score must be an accumulated
total of 80 percent of the maximum

obtainable score.

This requirement would combine the
current qualification requirements in
Appendix B, Paragraph IV.A., B.; and C.
In the proposed rule, the annual tactical
course of fire would be developed and
implemented to simulate the licensee
protective strategy in accordance with the
Commission approved training and
qualification plan. Licensees would not
be not required to include every aspect of
its site protective strategy into one

tactical course of fire. Insteéd, licensees

shoulq@weﬁmmly”
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Appendix B, Paragraph |.C. The
physical fitness qualiﬁcation_ of each
guard, armed response person, armed
escort, and other security force member

shall be documented...

Appendix B, Paragraph I.C. The
licensee shall retain this documentation
as a record for three years from the date

of each qu‘alificaiion.

Appendix B, Paragraph LE. The
licensee shall document each
individual's physical requalification and

shall retain this documentation of

H.2. The licensee shall retain each
individual’s initial qualification recc:;rd for
three (3) years after termination of the
individual’s employment and shall retain
each re-qualification record for three (3)

years after it is sup?;éded.

This requirement would combine all

record retention requirements currently in

Appendix B.
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|. Audits and reviews. .

This heading would be added to ensure
consistency with the structure of the

appendix.

The licensee shall review the Commission
approved training and qualification plan in
accordance with the requirements of

§ 73.55(n).

This requirement would be added for
consistency with audit and review
requirements of the proposed 10 CFR

73.55(n).

Definitions

J. Definitions

This heading would be brought forward
from the current rule and would be

\
renumbered accordingly »

Terms defined in Parts 50, 70, and 73 of

this chapter have the same meaning

Terms defined in Parts 50, 70, and 73 of
this chapter have the same meaning when

used in this appendix.

This requirement would be brought

forward from the current rule and would

when used in this appendix.
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2.a. Identification of those events that
will be used for signalfng the beginning
or aggravatian .of a safeguards
contingency accqr_ding to how they are
perceived initially‘by licensee's

personnel.

(d)(SS})\/Identify the types of events that
signal the beginning or initiation of a

safeguards contingency event.

- This requirement would be retained with
editorial :changes. The phrase
“égcordihg to how they :are pérceﬁ/.ed
init..vially_.b'y licensee's personne” would be
deleted because the concept of |
"perceiv_ed" is captured ‘through o

/
“assessment.” -

Introduction: The goals of licensee

safeguards contingency plans...are:

(2) to provide predetermined,
structured responses by licensees to

safeguards contingencies, -

(d)(3)(if) Provide predetermined and

structured responses to each type of

postulated event.

This requirement would be retained with
editorial changes. The- phrase
"saifeguards contingenéies” has béen
reblaced with “each type of postuléted
event” to include a wider rahge of

potential events.

2.b. Definition of the specific objective
to be accomplished relative to each

identified event.

(d)(3)(iii) Define specific goals and
objectives for response to each

postulated event.

This reduirement would'.be retained with
editorial changes. The word "goals*

would be added for consistency with the

778

proposed Paragraph (a)(3).



(5) * » ) * ®*

(ii) Storage of spent fuel must be within a protected area, in accordance with § 73.55(e) ‘
of this chapter, but need not be within a separate vital area. Existing protected areas may be
expanded or new protected areas added for the purposé of storage of spent fuel in accordance

with this general license.

(iii) For purposes of this general license, personnel $earches required by § 73.55(h) of

this chapter before admissioh to a new protected area may be performed by physicaf pat-down _‘

searches of persons in lieu of firearms and explosives detection equipment.
(iv) The observational capability required by § ;13.55(i)(7) of this chapter as applied toa .
new protected area may be provided by a guard or watchman on patrol in lieu of closed circuit

television.

(v) For the purpose of this general license, the licensee is exempt from §§ 73.55(k)(2)

and 73.55(k)(7)(ii) of this chapter.

PART 73 - PHYSICAL PROTECTION OF PLANTS AND MATERIALS

7. The authority citation for Part 73 is révised to read as follows: -
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capable of faéilitating timely evaluation of the detected unauthorized activities before completed

penetration’ of the protected area perimeter barrier.

- (i) Assessment equipment in the isolation zone must provide real-time and play-
back/recorded video images in a manner that allows timely evaluation of the detected

unauthorized activities before and after each alarm annunciation.

(i) Parking facilities, storage areas, or other obstructions that could provide
concealment or otherwise interfere with the licensee’s capability to meet the requirements of

paragraphs (e)(5)(i)(A) and (B) of this section, must be located outside of the isolation zone.

(6) Protected Area.

() The protected area perimeter must be protected by physical barriers designed and
constructed to meet Commission requirements and all penetrations through this barrier must be

secured in a manner that prevents or delays, and detects the exploitation of any penetration.

- (if) The protected area perimeter physical barriers must be separated from any. g‘fher
ey LA N ‘,?‘-)fr!'.. Debetr LRI [ g r i ""f"i[f: '
barrier designated as a vital area physical barrier, unless otherwise identified in the approved

4

physical security plan.

(iii) All emergency exits in the protected area must be secured by locking devices that

allow exit onlypdnd alarmed.. . -
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the central alarm station, must be provided protection écju’ivalent to vital equipment

within a vital area.

(iv) Vital equipment that is undergoing maintenance or is out of service, or any other
change to site conditions that could adVérsély affect plant safety or security, must be identified
in accordance with § 73.58, and adjusiments must be made to the site protective strategy, site

procedures, and approved security plans, as necessary.

-~

(v)' The licensee shall protect all vital areas, vital area access portals, and vital area -
emergency exits with intrusion detection equipment and locking devices. Emergency exit

locking devices shall be designed to permit exit only.
(vi) Unoccupied vital areas must be locked.
(8) Vehicle Barrier System. The licensee must:

(i) Prevent unauthorized vehicle access or proximity to any area from which any vehicle,
its personnel, or its contents could disable the personnel, equipment, or systems necessary to

meet the perfbrhiéhbe objective and requirements described in paragraph (b). " -
(i) Limit and control all vehicle approach routes.

(iii) Design and install a vehicle barrier system, to include passive and active barriers, at -

a stand-off distance adequate to protect personnel, equipment, and systems against the design

basis threat.
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(C) Implement compensatory measures upon discovery or suspicion that any access

control device may have been compromised. Compensatory measures must remain in effect

unti’ the compromise is corrected.

(D) Retrieve, change, rotate, deactivate, or otherwise disable access control devices

that have been, or may have been compromised.

(E) Retrieve, change, rotate, deactivate, or otherwise disable all access control devices

issued to individuals who no longer require unescorted access to the areas for which the

devices were designed.

(7) Visitors. = -~
(i) The licensee may permit escorted access to the protected area to individuals who do
not have unescorted access authorization in accordance with the requirements of § 73.56 and

part 26 of this chapter. The licensee shall:
(A) Implement procedures for processing, escorting,' and controlling visitors. - =

*(B) Confirm the identity of each visitor through physical presenjmgﬁnjﬁﬁcation v ‘

card issued by a @gnized cal, state, or Federal Government agency that includes a photo

or contains physical characteristics of the individual requesting escorted access.
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- (7) Vehicle search checkpoints must be equipped with video surveillance equipment

that must be monitored by an individual capable of initiating and directing a timely response to -

unauthorized activity.

(8) Exceptions to the search requirements of this section must be identified in the

approved security plans. _ ) . SUlbmi ifed 1o 'H/\.Q..
Commission Lor prior

reviewand SpPFT JQL
(i) Vehicles and items that may be excepted from the search requirements of this ,,,ff uS+ b e

section must be escorted by an armed individual who is trained and equipped to observe

offloading and perform search activities at the final destination within the protected area.

(i) To the extent practicable, items excepted from search must be off loaded only at
specified receiving areas that are not adjacentto-a vitalarea.- - -~ - - . . o . L. L
(iii) The excepted items must be searched at the receiving area and opened at the final

destination by an individual familiar with the items.
(i) Detection and Assessment Systems. "

(1) The licensee shall establish and maintain an intrusion detection and assessment

system that must provide, at all txmes the capablhty for early detection and assessment of

unauthorized persons and activities.

(2) Intrusion detection equipment must annunciate, and video assessment equipment
images shall display, concurrently in at [east two continuously staffed onsite alarm stations, at
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-(iii) The licensee shall conduct random patrols of areas containing unirradiated MOX

fuel assemblies to ensure the integrity of barriers and locks, deter unauthorized activities, and : .

to identify indications of tampering.

(iv) Locks, keys, and any other access control device used to secure equipment and
power sources required for the movement of unirradiated MOX fuel assemblies or openings to

~ areas containing unirradiated MOX fuel assemblies must be controlled by the security - - - . -

organization.

(v) Removal of locks used to secure equipment and power sources required for the
movement of unirradiated MOX fuel assemblies or openings to areas containing unirradiated
MOX fuel assemblies must recjuire approvél by both the on-duty security shift supervisor and

. the operations shift.manager,. I _ e e e e e e e e i e

(A) At least one armed security officer shall be present to observe activities involving the
’ yrio vevrneh
unirradiated MOX fuel assemblies before the removal of the locks and providing power to -

equipment required for the movement or handling of unirradiated MOX fuel assemblies.

Co e e el e e v O S SO
I A R 1Y I -»-.;.:“H‘i AR N R IR VLS R A N D S Tt

(B) At least one armed security officer s;ha'llljb‘e present at all times until poweris =~ -,
removed from equipment and locks are secured.

it

(C) Security officers shall be trained and knoWledgeable of authorized and unauthorized

activities involving unirradiated MOX fuel assemblies.

916

,{.




(5) Atleast one armed security officer shall be present and shall maintain constant

surveillance of unirradiated MOX fuel assemblies when the assemblies are not located in the .

spent fuel pool or reactor.

~* (6) The licensee shall maintain at all times the capability to detect, assess, intercept,

challenge, delay, and neutralize threats to unirradiated MOX fuel assemblies in accordance with

the requirements of this section.

(m) Digital Computer and Communication Networks.

" (1) The licensee shall implement a cyber-security program that provides high assurance’

that computer systems, which if compromis’e:@o)uldfc;versely impact safety, security, and -

* emergency preparedness, are protected from cyber attacks. P

(i) The licensee shall describe the Gyber-security program requirements in the approved

security plans.

(i) The licensee shall incorporate the cyber-security program into the onsite physical

protection program. ey
(iii) The cyber-security program must be designed to detect and prevent cyber attacks

on protected computer systems."

(2) Cyber-security Assessment. The licensee shall implement a cyber-security

assessment program to systematically assess and manage cyber risks.

917"
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@) Alternative Measures

(1) The Commission may authorize an applicant or licensee to provide a measure for
protection against radiological sabotage other than one requrred by thrs sectlon if the apphcant

o

or licensee demonstrates that

() The measure meets the same performance objective and requirements as specitied

in paragraph (b) of this section and

(i) The proposed alternative measure provrdes protectlon against radrologrcal sabotage
or theft of unirradiated MOX fuel assemblres equrvalent to that whrch would be provrded by the
specific requrrement for which it would substrtute ' | '

(2) The licensee shall submit each proposed alternatrve measure to the Commlssron for

review and approval in accordance with § 50 4 and § 50 90 before |mplementatlon

(3) The licensee shall submit a technical basis for each proposed alternative measure,

to include any analysis or assessment conducted in support of a determination that the

proposed alternative measure provides a level of protection that is at least eq‘oal to that which

would otherwise be provided by the specific requirement of this section.

(4) V'Alte'rnative Vehicle Barrier Systems. In the case of alterative vehicle barrier systems

required by § 73.55(e)(8); the ticensee shall derrronstrate thaﬁ)

N

(i)/the alternative measure provides substantial protection against a vehicle bom
L. 9
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(ii) Any individual whose assigned duties and responsibilities permit the individual to
take actions by electronic means, either on site or remotely, that could adversely impact a
licensees or applicants operational safety, security, or emergency response capabilities; and

(i) Any individual who has responsibilities for implementing a licensee’s or applicant’s
protective strategy, including, but not limited to, armed security force officers, alarm station

operators, and tactical response team leaders; and
(iv) The licensee’s, applicant’s, or C/V's reviewing official.

~ (2) Atthe licensee’s, applicant’s, or G/V's discretion, other individuals who are
designated in access authorization program procedures may be subject to an authorization

program that meets the requirements of this section. =~ R

(c) General performance objective Access authonzation programs must provnde hlgh

assurance that the individuals who are specified in paragraph (b)(1), and, if applicable, (b)(2) of
veh et +
this section are trustworthy and reliabWo not constitute an unreasonable risk to public

health and safety or the common defense and security, including the potential to commit

radiological sabotage.

(d) Background investigation. In order to grant unescorted access authorization to an
individual, the licensees, applicants, and C/Vs specified in paragraph (a) of this section shall
ensure that the individual has been subject to a background investigation. The background

investigation must include, but is not limited to, the following elements:

929
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---behavioral observation tralning. —— =~ f-m=merm

(f) Behavioral observation. 'Access authorization programs must include a behavioral
observation element that is designed to detect behaviors or activities that may constitute an - -
unreasonable risk to the health and safety of the public and common defense and security,

including a potential threat to commit radiological sabotage.

(1) The licensees, applicants, and C/Vs specified in paragraph (a) of this section shall -
ensure that the individuals specified in paragraph (b)(1) and, if applicable, (b)(2) are subject to

behavioral observation.

the,

(2) é?lavio_ral observation must be conducted by;e*g% jndividuals specified in paragraph

(b)(1) and, if applicable, (b)(2). The licensees, applicants, and C/Vs specified in paragraph (a)

al\so
of this section shall ensure that individuals who are subject to this sectionf_uccessfully complete

e c\ 2 C\— +o “b@\n—f"‘)—‘o‘rc} L

wwS“‘ \3 <u\o)

()] Beﬁavibral observation training must be completed before the licensee, applicant, or
CN grants an initial unescorted access authorization, as defined in paragraph (h)(5) of thi_s
section, and must be current before the licensee, applicant, or C/V grants an unescorted . .
access authorization update, as defined in paragraphl(h)(e)‘of-this section, or an unescorted
access authorization reinstatement, as defined in pajragraph (h)(7) of this section;

(ii) Individuals shall complete refresher training on a nominal 12-month frequency, or
more frequently where the need is indicated. Individuals may take and pass a comprehensive
examination that meets the requirements of paragraph (f)(2)(iii) of this section in lieu of

completing annual refresher training;
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(iii) Individuals shall demonstrate the successful completion of behavioral observation
training by passing a comprehensive examination that addresses the knowledge and abilities - -
necessary to detect behavior or activities that have the potential to constitute .an unreasonable
risk to the health and safety of the public and common defense and security, includinga
potential threat to commit radiological sabotage. Remedial training and re-tésting are required

for individuals who fail to satisfactorily complete the examination.

Y

} (iv) Initial and refresher training may be delivered using a variety of media (including, -

, but not limited to, classroom lectures, required reading, video, or computer-based training
i systems). The licensee, applicant, or C/V shall monitor the completion of training.

H
i
H

1
i

(8) Individuals who are subject to an authorization program under this section shall

'-'=~-report to the reviewing official any concerns arising from behavioral observation;-including; but == ==~~~ -~

; not limited to, concerns related to any questionable behavnor patterns or actlvmes of others. “
i False ve poti ing  ON A oFhev abogey of This TQTU”GV"""’”"

(g) Arrest reporting. - Any individual who has applied for or is maintaining unescorted
access authorization under this section shall promptly report to the reviewing official any formal
action(s) taken by a law enforcement authority or court of law to which the individual has been
subject, including an arrest, an indictment, the filing of charges, or a conviction. On the day
that the report is received, the reviewing official shall evaluate the circumstances related to the
formal action(s) and determine whether to grant, maintain, administratively withdraw, deny, or

unfavorably terminate the individual’s unescorted access authorization.

(h) Granting unescorted access authorization. The licensees, applicants, and C/Vs
specified in paragraph (a) of this section shall implement the requirements of this paragraph for
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been provided to the reviewing official and he or she determines that the accumulated
information supports a positive finding of trustworthiness and reliability.
. .
(9) Unescorted access for NRC-certified personnel. The licensees and applicants = -
specified in paragraph (a) of this section shall grant unescorted access to all individuals who - -
have been certified by the Commission as suitable for such access including, but not limited to, -

contractors to the NRC and NRC employees. -

(10) Access prohibited. Licensees and applicants may not permit an individual, who is . -
identified as having an access-denied status in the information sharing mechanism required
under paragraph (0)(6) of this section, or has an access authorization status other than
favorably terminated, to enter any nuclear power plant protected area, vital .area, under escort
- or otherwise;or take actions by electi'onic means that could impact the licensee’s operational -~ -~~~
safety, security, or emergency response capabilities, under supervision or otherwise, except if, -

upon evaluation, the reviewing official determines that such access is warranted. \ v ce.nsees

pre cedVreld $or G4Sessina H\A(‘\, ddvels who hove been
(i) Maintaining access authorization. N an s &\ e 55 «‘Ae Nt e & ‘SA\‘C*-" oy

tes

(1) Individuals may maintain unescorted access authorization under the folloWidg . ;

conditions: - . aE :

(i) The individual remains subject to a behavioral observation program that complies ~ "'

with the requirements of paragraph (f) of this section; - T T
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(v) An évaluation of character and reputation. "

(2) Authorization program personnel. Licensees, applicants, and C/Vs shall ensure that
any individual who evaluates personal information for the purpose of processing applications for
unescorted access authorization including, but not limited to a clinical psychologist of

iatrist who conducts psychological assessments under paragraph (e) of this section; has -

unfettered hccess to the files, records, and personal information associated with individuals who

haveapplied for unescorted access authorization; or is responsible for managing any

databases that contain such files, records, and personal information has been determined to be
trustworthy and reliable, as follows:
(i) The individual is subject to an authorization program that meets requirements of this

8eCHON: OF = - " i e e oo

(i) The licensee, applicant, or C/V determines that the individual is trustworthy and -
_reliable based upon an evaluation that meets the requirements of pafagraphs (d)(1) through
(d)(5) and (e) of this section and a local criminal history review and evaluation from the State of

‘the individual’'s permanent residence.

() Review procedures. Each licensee, applicant, and C/V who is implementing an
authorization program under this section shall include a procedure for the review, at the request

of the affected individual, of a denial or unfavorabletermination of unescorted access

authorization'which adversely affects employmenty The proce'dure must require that the = -

individual is informed of the grounds for the denial or unfavorable termination and allow the
individual an opportunity to provide additional relevant information, and provide an opportunity
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(v) The presiding officer in a judicial or administrative proceeding that is initiated by the

subject individual;

(vi) Persons deciding matters under the review procedures in paragraph (k) of this

section; and
(vii) Other persons pursuant to court order.

" (2) Personal information that is collected under this section must be disclosed to other

licensees, applicants, and C/Vs, or their authorized representatives, who are egitirhately
seeking the information for unescorted access authorization determinations underthis section

and who have obtained a signed release from the subject individual,

(3) Upbn receipt of a written request by"t'hé subject individual or his or her désighated |
repreéen’tative, the licensee, applicént, or CV pOSéessing such records shall prorﬁptly" pro\)ide -
. copies of all records pertaining to a denial or unfavorable termination of the individual’s |

unescorted access authorization.

(4) Allcensees apphcant’s or CN’s contracts with any md:wdual or orgamzatlon who i |

—_—

@ as required under 10 CFR 2.395,{21&5‘% prowded in P?régféphs;(m)“) t U)gh T

(m)(3) of this section.
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Vi.. chlear-quer,Reactor Training and Qualification Plan,
A. General requirements and introduction.

1. The licensee shall ensure that all individuals who are assigned duties and 4
responsibilities required to prevent significant core damage and spent fuel sabotage, implement \/
the Commission approved security plans, licensee response strategy, and implementing
procedyres; meet minimum training and qualification requirements to ensure each individual
posséye knowledge, skills, and abilities required to effectively perform the assigned duties

and respbnsibilities. .

2. To ensure that those individuals who are assigned to perform_duﬁe_s and

_ responsibilities required for the implementation of the Commission approved security plans,
licensee response strategy, and implementing pro;:edures are prpperly suited_,‘trai_ned,
equipped, and qualified to perform their assigned duties and responsibilities, the Commissiqn
has developed minimum training and qualification requirements that must be implemented

through a Commission approved training and qualification plan.

8. The licensee shall establish, maintain, and follow a Commission approved training
and qualification plan, describing how the minimum training and qualification requirements set
forth in this appendix will be met, to include the processes by which all members of the security

organization, will be selected, trained, equipped, tested, and qualiﬁéd.

4. Each individual assigned to perform security program duties and responsibilities
required to effectively implement the Commission approved security plans, licensee protective
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(1) Possess a high school diploma or pass an equivalent performance examination
designed to measure basic mathematical, language, and reasoning skills, abilities, and

knowledgﬁf’]);;uired to perform securiiy duties and responsibilities.

(2 Ha\)e attained the age of 21 for an armed capacity or the age of 18 for an unarmed

capacity; and

(3) An unarmed individual assigned to the security organization may not have any

felony convictions that reflect on the individual’s reliability.

b. The qualification of each individual to perform assigned duties and responsibilities

must be documented by a qualified training instructor and attested to by a security sdber{/isor.'
"2, Physical qualifications.

a. General physical qualifications.

(1) Individuals whose duties and responsibilities are directly associated with the
effective implementation of the Commission approved security plans, licensee protective '
strategy, and implementing procedures, may not have any physical conditions that would

adversely affect their performance.

(2) Armed and unarmed members of the security organization shall be subject to a

physical examination designed to measure the individual's physical ability to perform assigned
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_(2) Firearms maintenance procedures that include cleaning schedules and cleaning

requirements.

(3) Program activity documentation.

L

(4) Control and Accounfability (Weapons and ammunition).
(5) Firearm storage requirements.
(6) Armorer certification.

. H. Records.

1. The licensee shall retain all reports, records, or other documentation iequired by this

appendix in accordance with the requirements of § 73.55(r).

2. The licensee shall retain each individual’s initial qualification record for three (3)
years after termination of the individual's employment_and shall retain each re-qualification
record for three (3) years after it is supe 6eded,

3. The licensee shall document data and test results from each individual’s suitability,
physical, and psychological qualification and shall retain this documentation as a record for

three years from the date of obtaining and recording these results.

I. Audits and reviews.
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