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VOTING SUMMARY - SECY-06-0219

RECORDED VOTES

. . APRVD DISAPRVD ABSTAIN ‘PAR"I\'II(C))TI'P ‘(3OMMENTS DATE
CHRM. KLEIN X | X 12/12/06
COMR. McGAFFIGAN X X 11/13/06
COMR. MERRIFIELD X X 12/4/06
COMR. JACZKO X X X  12/13/06
COMR. LYONS X X 11/28/06

COMMENT RESOLUTION

In their vote sheets, Chairman Klein and Commissioners McGaffigan, Merrifield, and Lyons
approved the final rule. Commissioner Jaczko approved in part and disapproved in part.
Subsequently, the Commission affirmed the final rule as noted in an Afﬂrmatlon Session and
reflected in the SRM issued on January 29, 2007.



.- AFFIRMATION ITEM

RESPONSE SHEET

TO: Annette Vietti-Cook, Sécretary
FROM: CHAIRMAN KLEIN
SUBJECT:  SECY-06-0219 - FINAL RULEMAKING TO REVISE 10
‘ CFR 73.1, DESIGN BASIS THREAT (DBT)
REQUIREMENTS

w/edits & comments’ : .
Approved _xx __ Disapproved Abstain

Not Participating

COMMENTS:  Below___ Attachedxx_ None ___
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Chairman Klein’s Comments oh SECY-06-0219

| approve the publication of the final rule for 10 CFR 73.1, Design Basis Threat Requirements,

" as well as the closure of the Petition for Rulemaking (PRM) -73-12 subject to the attached edits.

| believe that the final rule package reflects sound analyses of the issues presented, including
the Commission’s obligations under Section 651 of the Energy Policy Act of 2005 and the public
comments on those and other matters. In particular, | fully support the inclusion of the threat of
cyber attack as an explicit element of the DBTs. | am pleased that the Commission is now
poised to promulgate updated generic regulatory requirements that reflect appropriate .
consideration of intelligence information, prior orders and insights from their implementation.
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threat, but naturally includes consideration of physical threats, cyber threats, and biochemic;al "
threats. The DBT rule _refl‘ec)ts the Corﬁmiss’ioﬁ’s determination of the composite set of
adversary features against which private security'for’ceé should reésonably have to defend.

The DBT rule has been amended in several significant respects to ref}ect the current
physical, cyber, biochemical, and ot‘her' t:arro:rist threats. For example, the radiological sabbtage
- DBT has been enhanced 'to.reflect the require‘n%ent that the licensees have a capabilify to
defend against attackers vivho'operate as one or more teams, attacking from one or more -entry
| points. Additionally, in § 73.1(a)(1)(i)(C), the phrase “up to and including” was changed to
simply “including” td prO\}ide flexibility in defini'ég tlhe;'range of weapons available to the
composite advérsary force.

. - S rowa

One significant change to the rule relates to physical threats inelugles the use of vehicles,
either as modes of transportation or as vehicle bombs. Section 73.1(a)(1)(i)(E), ‘for. example,
effectively expahds the scope of vehicles available for the trénsportation of adyersaries by
deleting thé reference to “four-wheel drive” and by addiﬁg water-based vehicles.

In addition, § 73.1(a)(1)(iii) (the land véhicle bomb provision) is similarly revised to delete
the “four-wheel drive” limitation, and to add a capability that the vehicle bomb “may be |
coordinated with an external assault,” maximizing its destructive potential. Further, an enﬁrely
new capability has been added to the DBT inyolving a waterborne vehicle bomb, which also is /
bheT~— befrc and

i/ ot e weds o
- The Commission has also carefully considered biochemical threats. The previous rule S{,H'-'J«"-"

(tl, 200 1.

- encompassed in the coordinated attack concept.

already contained requirements that provided the capability of using “incapacitating agents,”

and that attribute has been retained in the final rule. In addition, armed responders are

required t§ be equipped-with gas masks to effectively irhplement the protective strategy and
mitigate the effects of the incapacitating agents. |

| Public Comment: Although many of the public comments couid generally be
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. Action:. No action required as part of this rulemaking.
7. Consideration of the Uniqueness of Each Facility in Application of lthe DBTs

Public Comment: One commenter stated that each nuclear facility is unique due to its
location and surrounding populétion; andythel';efore., the DBT for each facility must have its own
specific réduirements. Thg DBT cannot be a one-size fits all pr@gram.

Response to Publfc Comment: The DBT rule specifies threat characteristics, and does
not‘spécify or include requirements for any specific programs. Site-specific security
requ‘irements are c;,mbodied in site security plé;é and security measurés. Th.e NRC does not
agree with the statement ‘submiﬁed_by the comménter that each facility must have its o_Wn
specific requirements. Site-specific requirements are taken into account by licensees during \/
development of their physical security plans. The NRC considers the site-specific BB:IQI |

' requiremenis when it reviews and approveé the' plans, and tests the adequacy of the site-
specific requiréments' when it conducts FOF exercises at nuclear pow‘er.plants.

It should be noted that the DBTs are comprised 'ovf attributes selected from fhe dverall
fhréat environment. The technical bases for the DBTs are based on the NRC's periodic threat

- assessments performed in conjunction with the Federal intelligence and law enforcement
.communities for identification of changes in the threat environment. The aséessments contain
classified and safeguards information that cannot be publicly disclosed. The NRC believes that
the DBTs should be uniformly applicable to all comparable nuclear facilitiés and will continue to

ensure adequate protection of public health and safety and the common defense and security

by requiring the secure use and management of radioactive materials. - In summary:

"¢ 7 NRC position: Disagrees withthe comments. ~
. Action: No action required.
8. Continued Exemption of Research and Test Reactors from the DBT Requirements
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AFFIRMATION ITEM

RESPONSE SHEET

'TO':“ : - Annette Vietti-Cook, Secretary

'FRO.M: ' COMMISSIONER MCGAFFIGAN

'_SUBJECT: SECY-06-0219 - FINAL RULEMAKING TO REVISE 10
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CommissionerMcGaffi'gan’s Comments on SECY-06-0219

| approve the final rule amending the 10 CFR 73.1 Design Basis Threat (DBT) requirements.

The final rule appropriately addresses the Commission’s April 29, 2003 DBT Orders and
statutory obligations contained in Section 651 of the Energy Policy Act (EPAct). | commend the
staff for a well reasoned and organized final rule that properly reflects the importance of

security at the nation’s nuclear facilities and takes into account the changing threat environment .
based upon a thorough analysis of relevant |nte|||gence mformat:on

In particular, the Staff has properly considered the twelve factors set forth in Section 170E of
the Atomic Energy Act, as amended by Section 651(a) of the EPAct, modifying the rule where
appropriate. Finally, | believe that the inclusion of a threat of cyber attack as an explicit attribute

of the DBTs is both appropriate and necessary.

Eﬂwo 4”2/% o ,3/ac

Edward McGaffigan//JrV , | (Date)




A“Vox&u/-.

characterized as addressing Factor 2,'only sgyefal com.rﬁe;mts specifically fell under this factor:
One commenter stated that the NRC needs to engage independent experts to develop a
cb‘;'nprehens'ive cc;mputér vulnerability and cyber attack threat assessment, that must evaluate
the vulnerability of the full range of nuclear power plant-corhputer éystems and the potential
consequences.of thése vulnerabilities. The commenter further suggested that the revised
DBTs must incorporate these findings and include a protocol for quickly detecting such an
attack and recovering key computer functions in the event of an attack.

Two other commenters stated that the regulations do not reflect protections against

~ explosive devices of considerable size, other modern weaponry, and cyber, biochemical, and

other terrorist thréats. Another commenter did not believe the proposed DBTs protected

‘against all conceivable attacks, such as launching a large explosive device from a boat,

clogging the water intakes, drbpping a conventional bomb into spent fuel pools, insider
sabotage, etc.
Response to Public Comment: Regarding the threat of cyber attack comment, the

NRC agrees with fhe staiement submitted by the commenter and explicitly included a cyber

- attack as an element of the DBTs in the final rule. The basis for this addition, and implications

of the rule change are discussed further in Section IIl of this document. In addition, the

proposed 10 CFR 73.55(m), “Digital Cbmputer and Communication Networks,” that is included

- in the proposed rule, [Power Reactor Security Requirements, 7'1 FR XXX (3150-AG-63)],

_contains proposed measures to mitigate a cyber attack.

With respect to the other comments regarding protection against explosives of
considerable size and modern weaponry, as stated éarlier, the details of the adversary
capabilities can not be specified publicly, but they are indeed substantial. Furthermore, the land
vehicle bomb assault may be coordinated with an external assault, maximizing its destructive -

potential.
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»'fhe NRC does not intend the DBTs to represent “worst case” scenarios.c)r all
conceivable attacks. It is impossible to addrégs all possible attack scenarios, because there is ‘
no theoretical limit to what attack scenarios can be conceived. Therefore, the NRC staff bases
the DBT advefsary tactics on those tactics that have been observed in use, diséussed, or
trained for by potential adversaries. These tactics and DBT provisions are subjected to an
ihteragency review process where Federél law enforcement‘and_intellige_nce community
agencies comment and provide feedback. If changes’ develop in adversary tactics tl"mat could
significantly impact nuclear facility security, the staff would»reques‘t. that f(he Commission
consider these tactics for inclusion in the DBT provisions. In summary: |

N NRC position: Agrees with one eIemént of comment—include cyber threat as an
attribute; disagrees with the other two elerhehts.
. : Abtion: Final rule includes cyber attack as an explicit element of the DBTs. No

other action required.

Factor 3. The potential for attack on facilities by multiple cobrdi_nated téams of a
large number of indiiliduals |
~The Commission’s Consideratibn‘: The number of attackers and the tacfics us_ed by
those attackers is now and hés always been a core consideration of .the DBT. ‘Although fhe
NﬁC obviously cannot commerﬁ on the size (specific number of attackers) of the DBT
adversary force for operational sécurity reasons, it can address the process how these numbers
are derived. As noted»in the Commission’s consideration of Factor 1, thé size of the DBT

-adversary force and the number of assault teams were derived through a careful and

deliberative process involving not only the NRC staff, but Federal law enforcement, and
intelligence corhmunity, and homeland security agencies using a variety of classified and

unclassified sources. A statistical analysis was done on terrorist group size by looking at
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would affect the impact of potential radioactive releasés. As pai't ofa comb'rehensive

~ assessment, the NRC conducted detailed site-specific engineering studies of a limited number

of nuclear power plants to assess potential wvullnerabilitieos of deliberate attacks involving a large
commercial éircraft. Additional Commission considerations are provided under the discussion
of Factor 6. A sumrﬁary of the assessment study is available in-a publicly évailable document.
Public Comment: One commenter state becalise that the roposed ruie did not
consider the potential for fires, especially fires of long duration and thus asserts that the

proposed rule does not comply with the'CongressionaI directive because it fails to mention the

. fire threat.

Response to Public Comment: The NRC disagrees with the statement submitted by
the commenter: As stated above, the NRC considered fire to be a result of several possible

threats. Adversary forces, bombs, and explosives can all result in fires, and potentials for fireé

background information related to this comment. ' d

-~ As part of a larger NRC effort to enhance the safety and security of@clear

power plants, an initiative was undertaken as part of a February 2002 NRC order. The order

have been considered during the DBT rulemaking process. The following is provided as

' 'required licensees to look at what might happen if a nuclear 7power plant lost large areas due to

explosions or fires. The licensees then were required to identify and later implement strategies
that would maintain or (estoré cooling for the reactor core, containment building, and spent fuel
pool. The 'requfrement_'s Iisted.inv Section B.5.b of this order directed licensees to identify
"mitigative strategies" (meaning the measures licensees could take to reduce the potential

consequences of a Iérge fire or explosion) that could be implemented with resources already

existing or "readily available." The NRC held inspections in 2002 and 2003 to identify if
licensees had implemented the required mitigative strategies.

These inspections, as well as additional studies, showed significant differences in the

.
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strategies .implemented by the plants. As a reéult; {he NRC developed additional mitigaﬁve

- strategy guidanbe. The guidance was based on "lessons learned" from NRC engineering
étudies and ’include‘d a list of "be;st practices" for mitiéating loéses ofhlarge areas of the plant.
Each plant was requested to consider implementaﬁon of applicable additional strategiés by
August 31,-2005. Thé NRC inspected each plant in 2005 to review theirnimplementatibn of any
additional mitigative measures. The NRC is continuing to ensure licensees appropriately
implem.ent these measures. -

Finally, aircraft attack, another threat likely to resﬁlt in fires was also considered and
studies analyzing the consequences bf successful comrﬁercial airlinelattacks were peﬁc;rmed.
In cdnducting these studies, the NRC drew on national experts from several DOE laboratories
using state-of-the-art structural and fire analyses. “ The NRC also enhanced'ifs ability to
realistically predibt accident progressiori and radiological release consequences. For the
facilities analyzed, the studies found that the likelihood of both damaging the reactor core and
releasing radioactivity that could affect public heaith and safety is low. Even in the unlikely
event of a radiolqgical release due to 'terrofist use of a Iarge aircraft, there would be time to
~ implement mitigating actions and offsite emergency plans such that the NRC'’s émergency
planning basis remains valid (See, Key Radiological Protection Mitigatidn Strategies Order, 71
FR 36554; June 27, 2006.) Additional site-specific studies of o'pera.ting.nuclear power plants
are underway or being planned to determine the need, if any, for additional mitigating capability
on a site-specific basis. In summary, the NRC considered the potential for fires during the DBT
rulemaking process, as required by the EPAct.

. NRC position: Disagrees with the comment.

e Aétibh:ml\iona-ct—ioh }éqhifed.m

Factor 10.  The potential for attacks on spent fuel shipments by multiple coordinated

+
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as mucn regulatory ovérsight.asuthe ni:clea_r industry. ‘However, the Commission iacknowledgés
that the use of private security forces to deiéngj n.uclear power facilities faces Iimita’iions. For
A insténce, there are legal limitations on theatypes of weépons and tactics available to private
security forces. Generally, nuclear security officers have access only to weapons that are
available to civilians. Althou_gh authority recently granted the Cornmission under .the EPAci of
2005 wiII' aliow the Commission to authorize the use of more sophisticated weaponry, the most
powerful weapons and defensive systems will remain reserved for use only by the military and |
Iaw enforcement. Thus, it viiould be unreasonable to establiéh a 'DBT. that-could on'ly be . .
defended agalnst with weapons unavailable to private security forces. In addmon the
- alac b b}/
- Commission prewously decided.not to require licensees to defend. against.thi:aais-thai-it—
—censiderstebe “Enemies of the State” as defined by 10 CFR 50.13.
D .

- However, these limitations on weapons and defensive systems available to private
security forces do not undermine the Commission’s confidence in.those forces to provide
adequate proiéction. ‘The defense of our nation’s critical infrastructure -is- a shared responsibility
‘between the NRC, the DOD, the DHS, Federal and State law enforCement, and othér Federal
agenciés. A reasonable approach in determining the threat requires making _certa_in
assumptions about these shared responsibilities. Although licensees are not required to
deveiop protedtive strategies to defend against beyond-DBT events, |t should not be f:oncluded
that licensees can provide no defense against those threats.

, Th}e Cbmmi_séion’s regulations at 10 CFR 73.55(a) require power reactor licensees’
security programs to provide “high assurance that activities invoIving special nuclear material

are not inimical to the common defense and security and do not constitute an unreasonable risk
to the pUbliC health and safety Within this requirement is the expectation that, if confronted by
an adversary beyond its maximum ledal capabilities, onsite security would continue to respond

with a graded reduction in effectiveness. The Commission is confident that a licensee’s
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security force would resbénd to a}1y threat no matter tﬁegsize o.r'cépatl)ilities that may present
itself. The Commission )expects that licensees and State and Federal authorities will use
whatever resources are neceSSary in r;asponse to both DBT and ‘beyond-DBT'eVents. _

Several commenters felt thati the DBT rule should define c.IearIy demarcated boundafies
wﬁere’the responsibilities of the licensee end and those of the Government begin for defending
nuclear facilities. In the Commission’s view, éstablishing ‘sét boundaries demarcating a division
_ .of responsibilities is neither possible nor desirable. The better approach is for the Commission
to continue its efforts to.encourage licensees and Government orgahizations to integrate and
complement their resbective sécurity and incide_nt-responsé duﬁes so that facilities subject to
| the DBTs havé the beneﬁt of alf available inéident-response resources during the widest
possible range of security events. Currently, these integrated response plahning éfforts include
prearranged blans with local law énforcemént and emergency planning coordination. Licensees.
also must comply with event ;reporting.requirements to the NRC so that a Federal respbnse is
readily available, _if necessary.

HoWever,' the DBTs are not defined b.y‘ cost considerations, as sdggested by several '
commenters. The rule text set forth at § 73.1 represents the largest adversary against which
the Commis.sion believes private security forces can réasonably be expe_cted to defénd. Thus,
when the DBT rule is used by licensees to design their sité specific protec_:tive strategies, the
Commission is thereby provided with reasonable assurénce that ‘th.e«public health and safety
and common defense and security are adequately protected. The Commission agrees With the
commenters that it may not legally consider economic factors in determining the level of
adequate protection of public health and safety and common defense and security, See, Uvr.lion
* of Concerned Scientists v. NRC, 824 F.2d 108, 117-118 (D.C. Cir. 1987), and it did not do so in-
d.ebiding what level of protection it considers to be adequate in this rulemaking. Rather, as the
Comrﬁission has clearly set forth above, the requirements in the DBT rule are determined by
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the Commission’s consideration of the staff’s threat assessments based on coordination with

law enforcement, intelligence, and homeland security agencies, the Commission’s considerable

experience in these matters, and the legal limitations on security forces available to licensees.

In contrast, the Commission’s determination of specific aspects of implementation of and

* compliance with the DBT rule, as described in the ACDs and regulatory guidance, may involve

consideration, along with other factors, of the relative costs of various methods of implementing
particular requirements of the DBTs. In summary:
. - NRC position: Disagrées with the comments.

. Action: No action required.

2, Applicability of the Enemy of the State Rule

Public Comment' Several com eg [;ters also suggested that the proposed rule does not

eat pos Yhreals cov

clearly dlstlngmsh between‘én “enemy of the state” aa-deﬂned—by 10 CFR 50.13, and{he DBTs.

They asserted that the phrase “enemy of the state” is amblguous and can no longer be rehed
on to.preclude the deVelopment of defensive méasures at nuclear power p_lanté. Those
commenters again expressed concern that the division of responsibilities between the licensees
and the national defeﬁse system are ambiguous;

Otﬁer commenters argued that the Commission has failéd to explain why the DBTs

exclude an “Al-Qaeda like terrorist organization” as an “enemy of the state” notwithstanding the

Commission’s statements in the vehicle bomb rulemaking, that described the characteristics of

n “enemy of the state,” that seemingly would have included organization like an Al-Qaeda.
Commenters representing industky stated that licensees are not and should not be
required to defend against threats posed by enemies of the United States. They argued that

the DBTs represent the largest threat against which a private security force can reasonably be

expected to defend, and that any escalation of this adversary would be inconsistent with 10
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CFR 50.13. These threats are broberly the responsibility of the n;tional defense esfablishrf\ent
and other security agencies. - |

R"espon’se t;a Public Comment: fhe ;ehen‘my of the state rule, 10 CFR 50.>13, was
promulgated in 1967 amid concerns that Cuba might launch attacks against nuclear power
plants in. Florida. That rule was primarily intended to make clear that privately-owned nuclear
facilities were not responsible for defending against aﬁacks that typically could only be carried
out by foreign military organizations. See,. 32 FR 13455; September 26, 1967. By contrast, the
DBT rule does not focus on the identity, sponsorship, or nationality of the adversaries. Instead,
it affirmatively defines a range of attacks and capabilities against which nuclear power plants
and Category | fuel cycle facilities must be prepared to defend. An adversary force that falls

outside of the range of attacks against which nu(cele;L fj&il‘i:ie; Fare reasongbl exmz o Vw‘: oj;,.a,;
defend are considered to be “beyond-DBT,” but-net-recessarily an “enemy of the state.” The
Commission disagrees that any extension of the DBTs auto.matically conflicts with 10 CFR
.50.13. The Commission may revise the DBTs in response to changes in t'he threat environment
without necessarily implicating 10 CFR 50.13. To be clear, “peyond-DBT’ and “enemy of the
state” are not equivaleﬁt 60ncepts; In addition, improved response capabilities may become -
available to private secprity forces in the future. In t‘hat casé, pote'ntial increases to the DBTs

may be “reasonable to expect a private force to protect against” without coming into conflict with

“enemy of the state.” In summary:

. NRC position: Disagrees with the comments.
. Action: No action required.
3. Compliance with Administrative Procedure Act (APA) Notice and Comment
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access to the classified-and safeguards-informéﬂon ACDs and RGs.

' - The NRC did not provide the draft ACDs and RGs to enable industry comments on the

rulé, nor has the Commission received or considered non-public comments on the rule.

_.January 24.-2006. The NRC shared the draft ACDs and RGs with NEI and Ii\censeés because
licensees (unlike other stakeholders) need that guidance in order to develop licensee -protective

strategies, as is stated'in the Federal Registerdocument. Fhe-NRCatso-shared-these~

.However, the Commission reiterates that no:SGl or classified information was necessary to

enable publ'ic comment, nor were any hon—public comments received or considered over the
-course of this rulemaking. All of the comments received énd conside‘red in this rulemakihg
have been made publicly available.

Finally, the Commission disagrees that thé ACDs and RGs shou|d be incbrpoi'ated by
reference in the text of the final rule. As explained above, the ACDs and RGs arevguidénce
documents. The legally-binding requirements are contained in the text of the rule.
Incorporating these documents by reference would not only be inconsistent with that approach,

but would potentially subject these documents to public disclosure based on the requirements

. NRC position : Disagrees with the comments.
. Action: No action required.
4. Ambiguous Rule Text
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.Public Commeﬁt: Several éc';mmentersstated that the cbntinued use of.the phrase
“one or more teams” in the rule ignores the inherent amb‘iguity of this type of construction, as
identified ih the Atomic Safety and Licensing Board’s 2005 decisioh in the Catawba licensing
proceedings. See Duke Energy Corporafion (Catawba Nuclear Station, Units 1 and 2), LBP-05-
10, 61 NRC'241, 297 (2005). The commenters argued that this construction, (i.e. use of the
conjunction “or”) permits licensees to selecf from one of two options (i.e. either one team or
more teams), and thus permits licensees to develop their protective strategy ignoring the
possibility of three teams or more. The commente}s therefore suggested that the »;ule be
revised to eliminate use qf this ambiguous construction. One commenter suggésted rule text
that read “capable of operating in rﬁultiple teams, up to the maximum number of teams that can
be formed from the adversary force, where a team has no fewer than two menibers.”

Response-'t'o.Puinc Comment: The Comrﬁission disagrees that the pﬁrase “capable

- of operating asv one orf more teams” is ambiguous. ‘Notably, the prior radiolo'giéal sabotage DBT
rule did not chtain language requiring licensees to defend against-multiple teams of
adversaries, as -spécified in the theft or diversion DBT; The final rule adds a requirement to the
radiological sabofage DBT that licensees protect against an adversary “capable of operating as
one or more teams,” and the theft or diversion DBT Has been revised for consistency. By usihg'
the consiructioh “one or more,” the rule requires that licensees evaluate a‘wide range of
possible attéck scenarios whevn. developing their protective strategies. Under the final rule,
licensees must be able to defend against an -attack from multiple entry points by a number of
teams and/or individuals. Neither a protective strategy that is only capable of defending against
a single team nor one thét is only capable of defending against a number of smaller teams
woufd ﬁeét thé réduirérﬁéhfs Vofv the_ I'LJIé. I.n Msﬁmnvwéryn: .
. ' NRC position: Disagrees with the comments.
i Action: No action required.
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5.  Differentiation in Treatment of General and Spécific Licenses for ISFSI
Public Comment: One commenter stated that the NRC did not provide a speéific

rationale in the proposed rule as to why a specific license ISFSI with security requirements

. arising from the Security requirements in 10>CFR 72.182 should be subject to a different DBT

than a general license ISFSI with security requirements arising from 10 CFR 72.212, especially
when nearly identical spent fuel in identical storage casks is stored at these two classes of

licensees. The commenter feqUested that the NRC describe why these two -typé's'fo‘f ISFSIs

_ should be treated differently from a DBT perspective in the final rule, or'indicate‘that these .

licensees are subject to the same security requirements.

Response toquincComment: The commenter is correct in noting that
specifically-licensed and generally-licensed ISFSIs are treated differently in the current
regulations. For example, the current regulation in 10 CFR 73.1(a) contains an exemption for

specifically-licensed ISFSls, subject to 10 CFR 72.182. However, the physical protection

regulations for specifically-licensed ISFSls, found at 10 CFR 72.180 and 72.182, do not require

protection against the DBT, so it is unnecessary to exempt specifically-licensed ISFSIs from the

DBT regulation. By contrasf,‘genera‘lly-licensed ISFSIs are required to profect against the DBT
for radiological sabotage by 10 CFR 72.?12(b)(5), but by the 'same regulation, are excepted
from.£pecific requirements forproteeting-agatstthe DBT. Ultimately, these discrepancies

have no effect on the security of the facilities because both generally-licensed and

specifically- hcensed ISFSIs have equuvalent protective measures in place, including those

~imposed by the October 2002 Order. The intent of this rulemaklng was to update the DBTs

applicable to power reactors and Category | fuel cycle facﬂmes Conformlng changes were
made to preserve the existing regulatory structure for other licensees. However, the NRC is

currently considering future rulemakings to align the generally-licensed and specifically-licensed
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ISFSI reduire'ments and to evaluate the application of the DBT.”«I_ri summary:
. NRC position: Agrees with the comments.

.- Action: No action required as part of this rulemaking.

6. Applicability of the Radiological Sabotage DBT to New Nuclear Power Plants
Public Comments: Two commenters stated that the DBT for new nuclear power plants
should be the same as for operating nuclear power plants. :One commenter specifically stated
that the proposed rule did not justify the adoption of different DBTs for new nuclear power
plants. The commenter believes that the NRC has already set the DBTs at the level of the
largest threat against which a private guard force 6an reasonably:be expected to defend.
Therefore, there is no reason to have a different set of DBTs for new nuclear power-plahts.'
The commenter expressed a concern that different DBTs for new plants could result in two
different sets of DBTSs for the same nuclear power plant site with a currently operating nuclear
power plant. |
Reéponse to Public ‘Comment: The NRC agrees with the commenters that the
. radiological sabotage DBT should be uniférmly applicable to new and currently operating
.nuclear power plants. In fact, the NRC did not propose different radiological sabotage DBTSs for
new nuclear power plants in the proposed rule. As stated by the Commission in the staff
requirements memorandum on SECY-05-120, “Security Design Expectations for New Reactor
Licensing Activities,” the expectation is that new reactors will be designed and constructed to be
inherently more secure with less reliance on other elements of a traditional security program.
To assess the security of new reactors, the NRC is developing proposed requirements for new
reacto} Iiceﬁséés Ato s_uBrhit se-cﬁri;ty asseésn';eﬁts as bart of tiheirv Iiéenée épbl{cétibr; ;“)ancka-gé.'ln.
summary:

. NRC position: Agrees with the comments.
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»Thé Paperwork Reduction Ac;[ Statement in the proposed rule étates that: “This
proposed rule does not contam new or amended mformatron collectlon requrrements subject to
the Paperwork Reductlon Act of 1995 ” See, 70 FR 67380; November 7, 2005.- The
commenter believes that this statement is incorrect and underestimates the |mpact on licensees
due to future changes to the RGs and ACDs. The Paperwork Reduction Act' Statement is
flawed and should be revised.

Response to Public Comment: The DBT rule specifies threat characteristios used by
licensees to design their protective strategies. The rulo does not contain prescriptive measures
to be adopted by individual licensees. The ACDs and RGs include oertain details and guidance
related to such threat characteristics. This approach has been adopted because the ACDs and
RGs contain safeguards. or classified information thatrcannot be disclosed in the'.public domain
and would be Ausveful to potential adversaries. This approach is not a circumvention of the |
Paperwork Reduction Act, but reflects the inherent dichotomy of the DBT rulemaking in trying to
réaoh a balance between the needs for meaningful public participation and the requirement to
protect safeguards and classified information, whére public disclosure of specific attributes or
details of‘ security designs or protective measures would havo the potential of making them
" ineffective. |

The statement, “This propooed role does not contain new or amended information
collection.... Act of 1995," is accurate.. The final rule .consolidates the supplemental
requirements put in place by the orders with trre previoos DéTs in§ 73.1ra), and does not
impose aoditional burden for the licensees even though the rule contains a cyber threat as an
additional attribute of the threat. This.is because the licensees subject to tie DBTs were
'directed by the Interim Compensatory Measures (ICM) order (EA-dz-Oéé) o oonsrd-er arnd "
~address cyber safety and security vulnerabilities. Ivn April 2003, the Orders (EA-03-086) and

(EA-'03-087) that supplemented the DBT, also contained language concerning the cyber threat.
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Licensees were subsequently provided with a cyber security self-assessment methodology, the
results of pilot studies, and a guidance document issued by the NEI to facilitate development of
site cyber security programs. The designated licensees have done so accordingly.

With respect to future changes to the I’LﬂG or the ACDg{eCommission will comply with
ry:

the requirements of the Paperwork Reduction Act. In summa . ,
: . J %? ﬁ_ Ao

. NRC Position: Disagrees with the comment.

. Action: No action required.

11.  Adequacy of the Regulatory Analysis

Public Cbmment: A commenter stated that the regulatory analysis is baséd on an
incorrect premise and should be revised. A statement in the Regulatory Analysis stétes that
“Impacts upon the licensees from this proposed rule would be minimal. Because the adversary
characteristics would remain consistent with those prom'u'lgated by orders,vno technical
-changes will be required. Licensees may need to update references in their security plan
documentation, which could be éccomp|ishea without NRC review and in conjunction with future
_ plan updates.” One commenter believes that this s'tatement is incorrect and underestimates the
impact on licensees. |

Response to Public Comment: The Commission disagrees with the comme'ntér that
the regulatory analysis is based on an incorrect premise and should be revised. The regulatory
analysis contained in the proposed rule stated that, “The proposed regulatory action would not
involve imposition of any new requirements, and would not expand the DBTs beyond the
requirements in place under NRC regulations and orders.” Consequently, the proposed DBT -
amendrhehts wéuglc_i. nbf rtiaqu>iré éxis:tihg Iicen;s,ée_s to_n';a‘ke; ad;jifional c-hanAgesAtc-J thc-air- c;u-rre'n;t
NRC-approVed security plans. This premise was correct then and is correct even now because

a cyber threat is explicitly included as an attribute of the final rule. Even though the regulatory

48



. Federalization of nuclear power‘plant security is outside of the scope of the pfoposed rule.

However, the follbwing.background information is provided for a.clearer understanding of the
isSués involved and the rati;)nale o'f the Commissior;’s poslition. - |

The issue of a Federal protective security force to provide protection at commercial
power reactors was initially studied by the NRC and documented in a répon to Congress
“Security Agency Study”(August 197%The'study f(LJund that the “...creation 6f a Federal guard
force would not result in a highér degree of guard fo»rce effectiveness than can be achieved by
the use of private guards, properly trained, dualified, trained and certified by the NRC.” Shortly

after September 11, 2001, this issue was again raised. The NRC continues to support the

' concept that a private security guard force with special emphasis on performance based

training and full accountability'is the best approach to secdring our Nation’s commercial nuclear
facilities. The security for nuclear facilities should be addressed in the context of the protecﬁon
of other sensitive infrastructure. Society should allocate its security resources accordihg to the
relative risks, and, as a result, the separation_of nuclear facilities from all other types of
sensitive infrastructure will fragment the analysis inappropriately.

| iDast legislation propoéed that the NRC establish a security force for sensiti\)e nuclear. .
facilities. Current security forces at sensitive nuclear facilities are well-trained, and have high
retention rates. This change wouid bring about a fundamental shift in the responsibility and
mission of the NRC, diverting the agency from being an independent regulator of nuclear safety
and security to being a provider of nuclear security. »This could create command and control
issues because ft would establish two classes of employees af nuclear sites; ficensee staff to
ensure the safe operation of the reactors and Federal staff to ensure security. This could lead
to conflicts and confusion in emergency situations, that could diminish nuclear safety.

The change would serve to increase the Federal budget neediessly. Presumably, given

the enhancement in the security threat against which the guard force would be required to
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defend, the NRC would be required to hire more guards than currently exists at sensitive :

nuclear facilities (more than 7,000 new-Federal workers, which is more than twice the number

of staff now employed by the NRC.) These r;ew V\;orkers would have to undergo exteﬁsive
background checks, be trained and qualified, and be armed and equipped. The training of this
force alone Would likely overload any Federal law enforcement agency's training capability.
Presumably, the NRC would' have to assume tl')é resbonsibility for establishment of new
security barriers and communiéations capabilities at the nuclear facilities that by itself raises
complicated issues associated with the interplay of sec_.urity barriers and safety considerations. -
The NRC estimateé that the additional cost to the Federal governmeﬁt to implement these
changes may well be over $1 billion a year.

Supplementing the guard force with Federal forces inside the plant areas raises similar
concerns. National Guard forces and local/State law enforcement units have been used
successfully at a number of facilities to provide additional security external to the plants when
deemed necessary, circumventing difficult command and control issues. Such an external
capability can more easily be “Su_rged" when needed. In sum, the Commission does not believe

such a change is needed. In the Commission's view, the qualified, trained, and tightly regulated

private guard forces at nuclear plants should not be replaced by a new Federal security force.

in summary: .
. NRC position: Disagrees with the comment.
. Action: No action required. .

15. Force-on-Force (FOF) Testing of Security

be upgraded in order to demonstrate a high degree of confidence that site security forces are

able to repel an assault like the September 11, 2001, attack. In addition, under Section
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»threat, thé cyber securiiy programs already' initiated by the 7i!ndustry,_the proposed draft 10 .C.FR
73.55(m), “Digital Compﬁter and Communication Networks,” that is included in the proposed
rule, [Power Reactor Sééurity' Requireme;nts, 71 FR XXX (3150—AG-6L’5)],'and the fequireménts_
of the EPAct of 2005, the Commission has decided to include a cyber attéck as an element of

' the DBT.

TV Section by Section Analysis

- The following provides a compérison between the previous rule text and the final rule

o O CPR 73

text. -

(-K)' Previous Rule: Purpose. This part prescribes requiref.nents_for the establishment and

0\) : maintenance of a physical protection system which will have cépabi!ities
for the protection vof special nuclear maferial at fixed sites and in transit
and of piants in which special nuclear material is used. The following
design basis threats, where referenced in ensuing sectidns of this part,
shall be used to design safeguafds systerhs to protect against acts of |
radiological sabotage and to prevent the theft of special nuclear
material. Licensees subject to the._provisions of §§72.182, 72.212,
73.20, 73.50_, and 73.60 are exempt from 73.1(a)(1)(i(E) and .

73.1(a)(1) ).

4K Final Rule; Purpose. This part prescribes requirements for the establishment and
Cﬁ) maintenance of a physical protection system which will have capabilities
for the protection of special nuclear material at fixed sites and in transit

and of plants in which special nuclear material is used. The following
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(#¢ Change:

(o)

(1) Previous Rule:

(1) 'Final Rule:

(1) Change:

'design basis threats, where referenced in ensuing sec’tions of this part,
shall be u'sed}to desién safeguards systems to protect against acts of
radiological sabotagé ar:id to prevent the theft 0} diversion of special
nuclear material. Licensees subject to the provisions of § 73.20 (except
for fuel cycle licensees Aaut.ho,rized under part 70 of this chapter to
receive, acquire, possess, transfer, use, or deliver for transpbrtation
formula quantities of strategié special nuclear material ), §§ 73.50, and
73.60, are exempt from §§ 73.1(a)(1)(i)(E), 73.1(a)(1)(iii), 73.1(a)(1)(iv),
73.1(a)(2)(iii), 73.1‘(a)(2,)(iv). Licensees subject to the proViéions of §

72.212 are exempt from § 73.1(a)(1)(iv).

The ' paragraph is modified to clarify that the DBT is designed to protect

against diversion in addition to theft of special nuclear material. The

exemptions are updated based on the order requirements and

'cbnforming changes to other paragraphs of this part.

Radiological sabotage. (i) A determined violent external assault, attack

- by stealth, or deceptive actions, of several persons with the following

attributes, assistance and equipment:

Radiological sabotage. (i) A determined violent external assault, attack
by stealth, or deceptive actions, including diversionary actions, by an
adversary force capable of operating as one or more teams, attacking

from one or more entry points, with the following attributes, assistance

~ and equipment:

The paragraph adds new capabilities to the DBT including operation as

one or more teams and attack from multiple entry points.
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" Commissioner McGaffigan’s Additional Comments on SECY-06-0219

The Commlssmn s final action on this. rule will disappoint some organizations (Committee to
" Bridge the Gap, Nuclear Information and Resource Service, Public Citizen, and the Union of
Concerned Scientists). | did not have the chance to meet with them, as they requested in a
December 11, 2006 letter, because of my ongoing health issues.

However, 1 would like to say why | agree with the staff on both points raised in their letter.

First, on the lack of inclusion of attacks using commercial aircraft in the design baS|s threat
(DBT). Apparently, everyone including the four groups is now in agreement that the active
defenses needed to defend these sites against that threat (fighter planes and surface-to-air
missiles) are absolutely inappropriate for the security forces guarding our 64 reactor sites. But
the four groups would still require passive defenses, such as “beamhenges.” In some sense,
“beamhenges” do not belong in this rule simply on procedural grounds. This rule sets the
capabilities of an attacking force against which licensees with their own security resources shall
be capable of defending with high assurance (per 10 CFR 73.55). It'is not about passive
defenses, which could be considered again in the 10 CFR 73.55, et. al. rulemaking for which
the Commission has extended this comment period. However, the “beamhenge” concept also
fails substantively. Today the NRC has in place measures to prevent public health and safety
impacts of a terrorist attack using aircraft that go far beyond any other area of our critical
infrastructure. In addition to all the measures the Department of Homeland: Security and other
agencies have put in place to make such attacks extremely improbable (air marshals, hardened
cockpit doors, passenger searches, etc.), NRC has entered into a Memorandum of
Understanding with NORAD/ NORTHCOM to provide real-time information to potentially
impacted sites of any aircraft diversion. NRC, using the insights from our research program on
potential damage by commercial aircraft, has put in place imminent threat procedures that will
allow reactor operators to place their plants in the safest possible configuration prior to impact,
the configuration from which recovery operations using extensive damage mitigation guidelines
(EDMGs) currently under development have the greatest opportunlty to prevent any public
health effects. .

As NRC has said repeatedly, our research showed that in most (the vast majority of) cases an
aircraft attack would not result in anything more than a very expensive industrial accident in
which no radiation release would occur. In those few cases where a radiation release might
occur, there would be no challenge to the emergency planning basis currently in effect to deal
with all beyond-design-basis events, whether generated by mother nature, or equipment failure,
or terrorists. This is because of the plant’s inherent capabilities augmented by the imminent
threat procedures and EDMGs mentioned above.

Given the measures the Commission has put in place over the past five years, “beamhenges”
would provide almost no additional protection at exorbitant cost. In my view a requirement to
install “beamhenges” at power reactors would far exceed the NRC'’s statutory mandate to
provide reasonable assurance of adequate protection of public héalth and safety. Such a
requirement would be an excursion into an absolute assurance of perfect protection mandate.
While the four petitioning groups may support such a mandate, they will need to change the law
first. And while petitioning Congress for such a statutory change, they might explain why that
standard should only apply to nuclear regulation, not automobile regulation, or food regulation,
or pharmaceutical regulation, or chemical sector regulation. .



2
The second point raised in the December 11, 2006 letter from the four groups claims the staff
proposal provides inadequate protection against ground assaults by terrorists. The design
basis threat is the threat against which (under 10 CFR 73.55) licensees must be able to defend
with high assurance. To meet that threat nuclear power reactor licensees employ about 8,000
security officers at 64 sites, an average 125 per site, 25 per shift (assuming 5 shifts - 4 to cover
the 168 hours in a week, and the 5th to account for leave, training, etc.). These well-armed,
well-trained officers would defend against an attack from protected positions behind multiple
layers of deterrent fencing and barriers. Thus, there is substantial capability against beyond-
design-basis numbers of aggressors. For an attacking force to have substantial assurance of
success against power reactor defense the attackers would likely need a multiple of the
defending force’'s manpower.

The purpose of the design basis threat is to ensure that very substantial capability is present at
all 64 sites. We cannot base the DBT on worst-case speculation about potential threats. The
9/11 attacking force was composed of pilots and thugs armed with box cutters. There is no
evidence that they had any paramilitary capability or training. But even assuming, for the sake
of argument, that a terrorist group could put together a competent force of that size to attack a
hardened facility within the United States, the need to train together for the mission would
sharply increase their likelihood.of detection by law enforcement agencies aided by an alert
citizenry. And, as | said above, my judgment is that even if undetected prior to the assault, the
terrorists would fail in their mission because of the substantial beyond-design-basis threat

- capability built into the defenses at power reactor sites.

To repeat, the DBT is the threat defenses are designed against to achieve high assurance. It in
no way reflects the limits on the 64 power reactor sites’ ability to cope with terrorist threats. The
claim made by the four groups that the staff's proposal leaves the plants “unprotected” against
large groups is simply wrong. The fact is that power reactors constitute the tip of the spearin
our nation’s critical infrastructure. Impaling themselves on that spear by attacking one of these
sites would be an exercise in futility for the terrorists, and would result in a lot of dead terrorists.

/RA/ ' January 22, 2007
Edward McGaffigan, Jr. (Date)
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" Commiss'ibner Merrifield’s Comments on SECY-06-0219
“Final Rulemaking to Revise 10 CFR 73.1, Design Basis Threat (DBT) Requirements”

| approve the publication of the final rule for 10 CFR 73.1 as well as the closure of the Petition
for Rulemaking (PRM)-73-12 subject to the attached edits.

The staff should be commended for providing a well organized final rule'package. The staff
has presented a cogent discussion that describes how the twelve factors set forth in Section

. 651 (a) of the Energy Policy Act were considered during this rule making and describes the

changes made to the final rule as a result of the staff’'s consideration of the twelve factors, as
well as other public comments including the Petition for Rulemaking from the Committee to

- Close the Gap. The staff should also be commended for developing the rule information in a

manner that permits the public to actively participate in the process without compromlsmg
safeguards and classified information.




threat, but naturally includes con.sideration of physical threats, cyber ihreéts, and biochemical
threats. The DBT rule reflects the Commission’s determination of the composite set of
Dacliv;arsary featu}es against whi;:h private sécurity forces ;s.hould reasénably h;ve to defehd.

The DBT rule has been amended in several significant resbects to reflect the current
physical, cyber, biochemical, and other terrorist threats. For example, fhe radiological sabotage
DBT has been enhanced to reflect the requirement that fhe licensees have a capabilify to
defend against attackers who operate as one or more teams, attacking frorh one or more entry
points.. AQditionaIIy, in§73.1 (a)'(1)(i)(C),'the phrase “up to and including” was changed .to

_ simply “including” to provide flexibility in deﬁninQ the range of weapon; available to the
compoéite advérsary force.

One significant change to the rule relates to physical threats ﬁgé”ge the use of vehicles,
either as modes of transportation or as vehicle bombs. Section 73.1(a)(1)(i)(E), for example,
effectively expands the scope Qf vehicles aVailabIe for the transportation of adversaries by
deleting the reference to “four-wheel drive” and by adding water-based vehicles.

In addition, § 73.1(a)(1)(iii) (the land vehicle bor}nb provision) is sirﬁilarly revised to delete
the “four-wheel drive” limitation, and to add a capability that tfue vehic’le bohb “may be
coordinated with an external assault,” maximizing its destructive potential. Further, an entirely
new capability has been added to fhe DBT involving a waterborné vehicle bomb, which also is
encompassed in the coordinated attack concept.

The Commission has also carefully considered biochemical threats. The previous rule
already dontained requirements that provided the capability of using “incapacitating.agents,"
and that attribute has been retained in the final rule.‘ In addition, armed responders are

| requiréd to be equipped with gas masks to effectively implemeht the protective strategy and
mitigate the effects of the incapéCitatihg agents. | |

Public Comment: Although many of the public corhments could generally be
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characterized as‘ addressing Factor 2, esly several co‘mments, specifically fell unde‘r this fé{cﬁtor.
'One commenter stated that the NRC needs to engage independent-experts to develop a
compréhe’nsive computer vuI'nérabiIity and cybef attéck threat assessfneﬁt, th_ét ursn‘ust évailuate
the VUInerability of the full rlange of nuclear power plant computer systems and the potential
consequences of these vulnerabilities. The commentéf further suggested that the revised
DBTs must incbrporate these findings and ih'c:lude a protocol for quickly detecting sﬁch an
| attack and recovering key computer'functions in the event of an attack.

Two other commenters stated that the regulations do not 'refiecf protections agéinst
explosive devices of considerable éize, o;ther m;)dern weaponry, and cyber, biochemical, and
other te_rrorisf threats. Another commenter did not believe the proposed DBTs protected
against all conceivable attacks, such as launching a large explosive device from a boat,
clogging the water intakes, dropping a conventional bomb into spent fuel pools, insider
sabotage, etc.

Response to Public Comment: Regarding the threat of cyber attack comment, the
NRC agrees with the statement submiﬁed by the cohmenter and explicitly included a cyber
attack as an element of the DBTSs in the final rule. The basis for this addition, and implications
.of the ruvle change are disbussed further in Seétidn Nl of this document. In addition, the
proposed 10 CFR 73.55(m), “Digital Compute_r and Commt_mication Networks,” that is included
in the proposed rule, [Power Reactor Security Hequireménts, 71 FR XXX (3150-AG-63)],
conta\ivn's proposed measures td mitigate a cyber attack.

With respect to the othér comments regarding protection égainst explosives of
considerable size and modern weaponry, as stated earlier, the details of the adversary
capabilities can not be specified publicly, but they are indeed substantial. Furthermore, the land

V vehicle bomb assault may be coordinated with an external assault,.maximizing its destructive
potential.
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organizations of the Federal government, as it does for any U.é..commercial infrastructures.
Beyond active protectlon the Commissmn believes that some considerations involvmg
" airborne attack relate to the development of specific protective strategies and physical
protection measures that are not within the scope of the DBTs. The deployment of ground-
based air defense weapons would be a decision for the Departments of Defense Homeland
Security, Transportation and Justice, not the NRC. In addition, the NRC belleves that
-applic_ation of ground-based air defense weapons would present srg_niflcant command and
control challenges, particularly relating to the time required to_ identify and confirm the presence

2~ o
. of a hostile aircraft and for a commercial entio get permission to engage. The potential X

for collateral damage to the surrounding community also would have to.'be considered.
Deployment of protective measures such as no-fly zones, combat air patrols, and ground-based
air defenses are undertaken by many other Federal organizations working on preventing and
protecting critical infrastructure from terrorist attacks, including the U.S. Northern Command
(USNORTHCOM) and North American Aerospace Defense Command (NOF_iAD), the
Transportation Security Administration (TSA), and tl'ie Federal Aviation Administration (FAA).
The FAA has issued a Notice to Airmen (NOTAM) strongly advising pilots to avoid the airspace |
above, or in proximity to, such sites as power plants (nuclear, hydro-electric, or coal), dams, |
refineries, industrial complexes, military facilities and other similar facilities. Pilots are warned
not to loiter in the vicinity of these types of facilities. The significant increase in aviation security
since Septemberl 1, 2001, goes a long way toward protecting the United States, including .

nuclear facilities, from an aerial attack. Some of these improvements include:

. -Criminal history checks on ﬂignt crew;

. Reinforced cockpit doors;

. Checking of passenger lists against “no-fly” lists;
. Increased control of cargo; '
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would affect the impact of potential radioactive releases: As partof a comprehensive :

assessment the NRC conducted detailed sne-specrtic engmeenng studies ofa limited number

of nuclear power plants to assess potential vulnerabilities of deliberate attacks involvmg a Iarge
commercial aircraft. Additional Commission considerations are proVided under the discussion
of Factor 6. A summary of the assessment study is available in a publicly available document.
| Public‘Comment: One commenter statee proposed rule did not

consider the potential for fires, especially fires of lon.g duration and thus asserts that the
proposed rule does not comply with the Congressional directive becauSe it fails to mention the
fire threat. | |

Response to Public Comment: The NRC disagreeswith the statement submitted .by
the commenter. As stated above, the NRC considered fire to be a result of several possible
threat's. Adversary forces, bombs, and explosives can all result in fires, and potentials for fires
have been considered during the DBT rulemaking process. The following is provided as

background information related to this comment.

N&;on 's

‘As part of a larger NRC effort to enhance the safety and security of theuclear _

power plants, an initiative was undertaken as part of a February 2002 NRC order. The order
required licensees to look at what might happen if a nuclear poWer plant lost large areas‘ due to
explosions or fires. The licensees then were required to identity and later implement strategies
that would maintain or restore cooling for the reac_tor core, containment building, and spent fuel
pool. The requirements listed in Section B.5.b of this order directed licensees to identify
“-mitigative strategies" (meaning the measures licensees could take to reduce the potential
consequences of al large fire or explosion) that could be implemented with resources aiready
existing or "readily available." The NRC held inspections in 2002 and 2003 to identify if
licensees had implemented the required mitigative strategies. : |

These inspections, as well as additional studies, showed significant differences in the
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as much reéulatbry ovérsigiht as the nuclear ,industry.“ Howévér, the Commissidn aéknowlec.iges.
that the use.of _private security. forces to defend nuclear power facilities faces Iimitatiqns. For
instan;:e, there are legal Iimitatic;ns on the types of weapoﬁs and tactics available to private

- security forces. - Generally, nuclear security officers have access only to weapons that are
.availfable to civilians. Although authority recently granted the Cbmmission under the EPAct of
2005 will allow the Commission to authorize the use of more sophisticated Weaponry, the most
powerful weapons and defensive systems will remain résérvéd for use only by the milritary and
Iaw venfor‘c‘ement. Thus, it would be unreasonable to establish a DBT that could only be

_ defended against with weapons qnavailable to private security forces. In addition, the
Commission previously decided |:\ot to require licensees ‘t'o defend aéainst m\/ )(.
considers-to-be “Enemies of the Sta}e" as defined by 10 CFR 56.13.

However, these limitations on weapons and defensive systems available to private
security forces.dp not undermine the Commission’s coﬁfidence in those forces to provide
adequate protéction.. The defense of our nation’s critical infrastructure is a shared responsibility
between the NRC, the DOD, the DHS,-Federal and State law enforcement, and ‘other Feder;al
agencies. A reasonable approach in determining the threat requires making certain
assumptions about these shared respon‘sibilities." AIthoﬁgh licensees are not required to
develop protedtive strategies to defend against beyond-DBT events, it should not be concluded
that licensees.can provide no defense against those threats.

The Commission;s regulations' at 10 CFR 73.55(a) require power reactof licensees’
s_ecurity brograms to provide “high assﬁrance that activities involving special nuclear material
are not inimical to the common defense and security and dd not constitute an unreasonable risk
to the public health and“safety." Within this requirement is the expectation that, if confronted'by
an adversary beyond its maximum legal cababilities, onsite security would continué to respond
with a graded reduction in effebtiveness. The Commission is confident that a licensee’s
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access to the classified and safeguards-information ACDs and RGs.

The NRC did not provide the draft ACDs and F%Gs to enable industry comments on the

rule, nor has the Commission received or considered non-public comments on the rule.

- | Unfortunately, language in a Federal Register document granting NEI's request fora 30-dey

extensien of the comment period could be read to suggest otherwise. See, 71 FR 3791, /

January 24, 2006. The NRC shared the draft ACDs and RGs with NEI and licensees because
licensees (unlike other stakeholders) need that guidance in order to develop licensee prdtective
strategies, as is stated in the Federal Register document. The NRC also shared these

documents to get specific comments on the RGs and the ACDs that the NRC is producing in

| paraliel with the rule. The ACDs or RGs were not needed to comment on the rule itseli. The

NRC'’s decision to extend the public comment period at the same time that it made classified /

and SGI guidance documents available admittedly caused some confusion on this point.

) Howeverﬁhe Corrrmission reiterates that no SGl or classified information was rrecessary to

enable qulie comment, nor were any non-public comments received or considered over the
course of this rulemaking. All of the COmments received and considered in this rulemaking
- have been made publicly available.

Firrally, the Commission disagrees thet'the ACDs and RGs should be incorporated by
reference in the text of the final rule. As explained above, the ACDs and RGs are guidance
documents. The legally-binding requirements are contained in the text of the rule.
incorporating these documer‘rts by reference would not only be inconsistent with that aperoach,
but would potentially subject these documents to public disclosure based on the requirements
of Section 552 of the APA, and the Office of the Federal Register regulations. In summary:

. NRC position : Disagrees with the comments.

. Action: No action required.

4, Ambiguous Rule Text
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. will be protected agéinst the impgc,tsof adgidedté caused by terrorist atftacks;” ‘Further,
. commenters suggested that the NEPA éommenti_ng process would be a better forum to disclose
and discuss the policy considerations associated Witl; d-evelopment of the DéTs.
: Respdnse to Public Comment: The Commission disagrees that this rule requires the
completion of an EIS, and that the NEPA commenting process would provide a better forum for
'discus;sion of sensitive security issues. The NEPA and tﬁe Cdmmiésioh’s re'gulations at10
CFR 51 .20(5)(1) only réquire preparation of an EIS if the proposed action is a major Federal
action significantly affecting the quality of the human environment. The NRC prepared an
environmentél assessment (EA) for the proposed rule and found that there would be no
significant eﬁvironmental impact associated with implementation of the proposed rule if
adopted; and therefore, concludgd that no EIS was necessary. See, 70 FR 67387; November
7,2005. NEPA only requifes that the Commission consider the “reasonably foreseeable” .
environmental effects of its actions in determining whether an EIS is necessary. See, 40
‘CFR.1508.8(b). Effects that are remofe, speculative, or embody the worst-case outcome of a
particular action do not require an EIS." In this instance, the consequences of a terrorist attack
cannot be said to be “an effect” of this ru_Ie_,(gr:ilyzing the eﬁécts of a terrorist attack would be- X
-menébly speculative j#-retirmpeesisie. NEPA does not require such an endless inquiry.
The Commission does not égree that the NEPA process would provid.e a better forum

for disclosure and discussion of the DBT rule than this rulemaking action. It is not clear how

publishing an EIS for public comment would result in the disclosure of additional information

v , +he q Circunds
" 'The Commission recognizes that its positiop’on the necessity of a terrorism analysis as
part of an environmental review for a specific propgsed facility has been called into question by
a recent decision in the 9" Circuit Court of Appeafs. See San Luis Obispo Mothers for Peace v.
NRC, 449 F.3d 1016 (9" Cir. 2006). However, # determination that the potential environmental >
effects of a terrorist attack as a resuit of the licensing of an Independent Spent Fuel Storage
Installation should be considered, does not necessarily lead to the conclusion that such effects
should.«i&® be considered as part of this rulemaking action : i
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because NEPA does not provide.any other mechaniSm how additional information on a
proposed rule could be obtalned by commenters the APA notice and comment process
provides-ampie opportunlty to comment and prowde pernnent mformatlon on the proposed’
rules. Nor doesmge-daee-by a member of the public to have access to additional
information on a particqlar agency action mandate that the agency conduct a full EIS. All
information necessai'y for public commer.lt on the propdsed rule has been made available and
therefore, no greater level ot detail contained in the ACDs and RGs need to be discussed in the
NEPA comment proéess. The Commissioh’§ public comment process in developing an EIS is
not a forurﬁ for s;ehsitive security issueé.. in sﬁmmary: |

. NRC Position: Disagrees with the comment.

. ‘Action: No action required.

13. Issuaﬁce of Annual Report Card on individual Licensees
Public Comment: One'co‘mmenter stated that the NRC should.publish an annual report
card assessing specific plant performance to defeat .attacks in ongoing “table top” and mock
. “force-on-force” exercises. | | | |
Response to Public Comment: The NRC partially agrees with the)statements
submitted by the commenter. Section 651 of the EPAct required that the Commission submit
two énnual reports to the Congress, -one classified and another unclassified, describing the
results of the Commission’s force—oﬁ-force éxerciseé and related corrective actions. The
detailed results of security-related drills and exercises are, and will remain, protected as
safeguards information because this information can provide insights to potential adversaries in
planning of attacks. The Commiséion recently submitted the first set of these reports to
Congress. The unclassified vérsion of the annual report to the Congress is publicly available,

and posted on the NRC’s website.. Through these. reports, the NRC provide.s information
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Federalization of nuclear power plant security is outside of the scope of the proposed rule.

However the followmg background mformatlon is prowded fora clearer understandlng of the

issues lnvolved and the ratlonale of the Commlssmn s posmon
The issue of a Federal protective security force to provide protection at commercial
power reacior_s was initially studied by the NRC and documented in a report to Congress
“Security Agenéy Study”(Aqust 1976 ) The study found that the “...creat.ion of a Federal guard . Y
force would not result in a higher degree of guard force eﬁectnveness than can be achleved by

the use of pnvate guards, properly trained, qualified, tramed and certified by the NRC.” Shortly .

after September 11, 2001, this issue was again raised. The NRC continues to support the

concept that a private security'guard force with special emphasis on performance based

training and full accountability is the best approach to securing Ol;llf‘ Nation's commercial nuclear -

facilities. The security for nuclear facilities should be addressed in the context of the protection

of other sensitive infrastructure. Society should allocate its security resources according to the
relative risks, and, as a result, the separation of nuclear facilities from all other types of
sensitive infrastructure will fragment the analysis inappropriately.

Past legisiation proposed that the NRC establish a security force for sensitive nuclear

facilities. Current security forces at sensitive nuclear facilities are well-trained, and have high

reténtion rates. This change would bring about a fundamenfal shift in the responsibility and
mission of the NRC, 'dive‘rtiﬁg the ageﬁcy from being an independent regulator of nqclear safety
and security to being a provider of nuclear security. This could create command and control
issues because it would establish two classes of employees at ﬁuclear sites; licensee staff to
ensure the safe .operation of the réactors and Federal staff to ensure security. This could lead
tq conflicts and confusion in emergency situati'ons, tlhat céuld diminish nuclear safety.

The change would serve to increase the Federal budget needlessly. Presumably, given
the enhancement in the security threat against which the guard force would be» required to
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Putilic Comment: One cornmenter stated that the present DéTs ignore vulnerabilities
inherent in the desrgn of nuclear facilities. The commenter stated that the NFlC has granted
| exemptions from certain safety regulations (e.g., Appendix R fire protectlon standards) to many
" licensees that present obvious and unacceptable vulnerabilities. The commenter stated that
‘the vulnerability. of f_ire-safety related pump rooms at'a nuclear power plant under an attack |
scenario was disregarded; The commenter further related the documentation of concerns of
vulnerabilities regarding inherent design problems threugh numerous petitidns and allegations
to the NRC. o | |
Response to Public Comment: The Commission disagrees with the commenter’s
- _statement that the present DBTs 'ignore vulnerabilities innerent in the design of nuclear
‘facilities. Tne Commission has high assurance that the designs of currently operating reactors
are safe, and provide adequate security protection. Moreover, the notion ot “inherent design
vulnerabilities" of nuclear facilities is beyond the scope of this rule, since the DBTs do not
. specify specific protective measures, such as design features. However, -t-h-e-eemmemeﬁheulel: X
be-miesmgsthat plant specific vulnerabilities are considered during‘tne grocess of target set
development and are utilized during force-on-force testing to assure the licensee is capable of
defending the plant. In addition,‘ the NRC is undertaking several separate rulemakings gm!“’k‘%ii ,,?:' :s
| eﬂe&;a:m&ga-te—hs—eeneem For instance, the Co:mmission has progosed a rule that would
amend its regulations related to security requirementsfor power reactors, [Proposed Rule,
Power Reactor Security Reguirements, 71 FR XXX (3150-AG-63).] Also, the Commission is
proposing to add new requirements to its regulations requiring applicants to assess specific
design features that would be incorporated into the final design to support overall secur‘ity
effectiveness of nuclear power plants, [Proposed Rule, New Power Fleactors/Secunty

: Assessment 71 FR XXX (XXX-XX-XX).]

With respect to the commenter’s statement on the exemptions from certain safety
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_regulations (e.g., Ap;pendix R fire protection standards), the NRCV staff belie\;es that thé
comment is out df 3cope of this rulemaking. However, a response to the iséue raised in this
questioh is in order. To that énd, thé following information is pfovided as background
information.

Plants licensed to operate _be_fore January 1, 1979, must comply with fire protectién
requirementé as specified in 10 CFR 50.48(b) that backfit paragraphs Ill.é, J and O of
Appendix R. Plants licensed to operate after January 1, 1979, must comply with the approved
fire protection progrém incorporated 'info their operating Iicénse. When the Commission
promulgated 10 CFR Part- 50, Appendix R, thé Comrpission recognized_thét there would be
plant specific conditions and Conﬂgurations whére strict compl‘iance with the prescriptive
features specified in Appendix R would not significantly enhance the level of fire safety already
provided by the licensee. Therefore,. in certain cases, where the licensee could demonstrate an

‘ eq‘uivalent level of fire safety that satisfied the underlying purpose of the rule, the licensee could
apply for a specific exemption from Appendix R. Thus, the exemption process allowed through
10 CFR 50.12 proVides a means of allowing licensees to meet Appendix R through alternate
means. |

The NRC has granted and continues to grant exemptions when a licensee meets the
criteria of 10 CFR 50.12 and demonstrates that the alternate means provide an adequate level

of fire safety. The NRC believes that, isei

yef existing fire protection

. have : : . .
exemptions is&d a small eeagnismall impact on plant risk.

Regarding the commenter’s statement concerning the petitions and allegations
documented and submitted to the NRC, the NRC is currently preparing responses to those that
have been received.

. NRC Position: Disagrees with the comment that the present DBTSs ignore

vulnerabilities inherent in the design of nuclear facilities.
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tﬁreat, the cyber security programs alreadyl initiated by the industry, the proposed draft 10 CFR -

73.55(m), “Digital Computer and Communication Networks,” that is included in the proposed

rule, [Power Reactor Sécurity'Fiequir'erhents, 71 FR XXX (3156-AG-63)],'and the requi,rer.nents h

of the EPAct of 2005, the Commission has decided ton include a cyber attéck as an element of

the DBT.

IV.  Section by Section Analysis

The following provides a comparison between the previous rule text and the final rule |

text.

(A/) Previous Rule:

(a)

(44 Final Rule:
(&

Purpose. This pa'rt prescribes requirements for the establishmentand ¢
maintenance of a physical protection syéteh which will have capabilities

for the protéction of special nuclear material at fixed sites and in transit

and of plants in which special nuclear material is used. The following

design basis threats, where referenced in ensuing sections of this part,

- shall be used to design saféguards systems'to protect against acts of

radiological sabotage and to'prevent the theft of special nuclear
material. Licensées subject to the provision; of §§ 72.182, 72.212,
73.20, 73.50, and 73.60 are exempt from 73.1(a)(1)(i)(E) and
73.1(a)(1)(iii). |

Purpose. This part prescribes requirements for the establishment and ~
maintenance of a physical protection system which will have capabilities
for the protection of special nuclear material at fixed sites and in transit

and of plants in which special nuclear material is used. The following
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(1) Previous Rule:

(1) Final Rule:

(1) Change:

désign basis threats, where referenced in ensuing sections of this part,

- shall be used to design safeguards systems to protect against acts of

rédiological sabotage and to prevent ‘the ihéft dr divérsfon of special
.nuclear material. Licénsees subject to the provisions of § 73.20 (except
for fuél cycle licensees authorized under part 70 of this chapter to
receive, acquire, possess, transfer, use, or deliver for tfansportation |
formula qqantities of strategic special nuclear material ), §§ 73.50, and
73.60, are exempt frorﬁ §§ 73.1(a)(1)(i}E), 73.1(a)(1)(iii), 73.1(a)(1)(iv),
73.1 (a)(2.)(iii),V 73.1 (;)(2)(iv). Licensees subject to the provisionsrof §
72.212 are exempt from § 73.1(a)(1)(iv).

The paragfaph is modified to clarify that the DBT is designed to protect
against diversion in addition to theft of special'nuclear material. The
exemptions are updatéd based on the 6rder requirements and

conforming changes to other paragraphs of this part.

" Radiological sabotage. (i) A determined violent external assault, attack

by stealth, or deceptive actions, of several pérsons with the following
attributes, assistance and equipment:

Radiological sabotage. (i) A determined violent external assault, attack
by stealth, 6r deceptive actions, inqluding diversionary actions, by an
adversary force capéble of opérating- as one or more teams, attacking
from one or more entry points, with the following attributes, éssistaﬁce
and equipmént:

The paragraph adds .new capabilitieé to the DBT including operationas

one or more teams and attack from multiple entry points.
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- Commissioner.Jaczko’s Comments on SECY-06-0219 .
Final Rulemaking to Revise 10 CFR 73.1, Design Basis Threat Requirements

. approve in part and disapprove in part the draft final rule amending 10 CFR 73.1 to strengthen
the security requirements for licensees subject to the following changes and comments.

Additionally, | have several substantive edits to the Statement of Consideration.

| approve in general of the DBT as a broad framework for establishing what licensees have to
meet to ensure high assurance. There is much discussion about specific characteristics of the
adversary that makes up the DBT. The details of that adversary are described in Commission

~ guidance documents such as the Advisory Characteristics Document (ACD). As long as a

capability of the adversary is within the scope of the broad DBT and is shown by intelligence

. analyses to be an appropriate adversary characteristic it should be included in this guidance

document. | believe, with several specific exceptions described below, the DBT provides the
appropriate broad framework to give the Commission flexibility to offer modifications, as
necessary, based upon intelligence analyses.

| do believe, however, there is a limitation on the capabilities the Commission can expect a
licensee to deploy to protect against the DBT. There are some conceivable adversary
characteristics that could only be defended against using capabilities reserved exclusively to the
military. If it became necessary to add those capabilities to the adversary characteristics

document, clearly that would cross the line drawn in 10 CFR 50.13 which states that licensees

are not required to defend against attacks “by an enemy of the United States...[or] use or
deployment of weapons incident to U.S. defense activities.” Thus, the limit on what can be
asked of a private guard force is not related to financial constraints. Instead it should be related
to the point at which the federal government would be required to promote the formation of
private para-military forces to protect critical infrastructure. The resources and capabilities
necessary to defend against such a capability falls within the definition of enemy of the state
and should be a federal government responsibility. | believe the Commission should add clarity -
to that definition and intend to more fully address this issue below.

Specifically, there are two areas of the DBT that do not provide the necessary flexibility to allow
the Commission to make adjustments based upon intelligence information about adversaries,
and |, therefore, disapprove these aspects of the rule. | am not, however, intending to suggest
that there is information that is not being appropriately considered, only that the process to do
so should be improved.

First, the draft final DBT currently includes a requirement to defend against a land and/or
waterborne vehicle bomb assault in 10 CFR 73.1(a)(1)(E) and 73.1(a)(2)(E). Press reports
have indicated the use of multiple vehicle bombs overseas. For clarification purposes, these
sections of the DBT should be modified to make it clear that this provision includes the potential

use of multiple vehicles containing bombs.

Second, the DBT should allow for the possibility of air-based assaults - meaning the
deployment of a DBT attack force through the air - just as the DBT currently envisions land-
based or water-based forces. | believe this would provide the necessary flexibility should the
intelligence information ever indicate that this is a viable method for deploying an adversary
force.



| also have some concerns regarding the impression that there should be a difference between
the adversary characteristics for the radiological and theft DBT. As the staff indicates, the legal
requirement - the high assurance of protection against the DBT - is the same for both DBTs. In
general, the composition and capabilities of the adversary forces should also be the same for
both. ‘I believe any differences should instead be the result of the different strateglc objectives
of the adversary in each case.

Apart from the rule there are severél' issues that | believe the Commission should clarify in order
to improve the implementation and effectiveness of the DBT rulemaking.

First, the Commission has no publicly available criteria that establish how the Commission
determines what characteristics are included in the adversary characteristics description. |
believe the Commission and stakeholders would benefit from a public Commission policy on
how this decision is made. -

Second, the Commission has not adequately defined “enemy of the state.” Therefore, the
Commission should clarify this section of our regulations in a separate rulemaking to establish
where the enemy of the state line is and then work with our federal partners and Congress to
establish comprehensive and executable integrated response plans for the federal protection of
these facilities from any threats which exceed that limit. Several comments received on this
rule also raise concerns in this area, including NEI, whose comments raised the importance of
defining the appropriate boundary between the public and private sectors, and the Mothers for
Peace who read an implied cost consideration into the lack of discussion otherwise. Given the
importance of this issue and the continuing obvious ambiguity surroundlng its meaning, |
belleve we should address this much-needed clarification.

As an addltlonal step, | propose that staff work with the U.S. Department of Homeland Security
to explore establishing an integrated response force modeled on the Urban Search and Rescue
(USAR) program that assists victims of structural collapses in major disasters. The USAR
program provides training and equipment to local firefighters, doctors, and emergency medical
technicians to form teams of experts that are deployed as federal government assets. A
comparable program of federal, state, and local low enforcement teams who train together at
NRC-regulated facilities and could be deployed to defend and/or take them back from a better-
defined beyond DBT “enemy of the state” would provide a higher degree of reasonable
assurance of adequate protection.

Finally, | do not disapprove of excluding the aircraft threat from the DBT because the agency
has required mitigative strategies to limit the negative consequences of the effects of large fires
and explosions for the current fleet of reactors. | strongly believe, however, that any new
nuclear power plants built in this country should be designed to withstand commercial aircraft
crashes and | intend to propose that the NRC establish such a regulatory requirement in my -
vote on the Commission paper detailing security requirements for new plant designs
(SECY-06-0204).

/( 0 / (o 5/0'(,,-;‘

Gregory B. Jaczko Date




adversary entry points.

Public Comment Several commenters specifically challenged the proposed ruie s
consideration of the events of September 11, 2001, expressing concern that the DBT rule does
not require licensees to defend against a number of attackers comparable to the number of
~ terrorists (19) vsiho participated'in the attacks on September 11, 2001‘.

Response to Pu:blic Comment: The Commission disagrees with the cominent. The
Commission’s consrderatlon of the number of attackers comprismg the DBT is discussed in

more detail below under Factor 3. However, wrth respect to the assertion that the number of
attackers should be comparable to the number of September 11, 2001, attackers (19), the
Commrssnon notes that the official U.S. Government terronsm report for 2001, “Patterns of
Global Terrorism states that the September 11, 2001, attacks consrsted of “four separate but
‘coordinated aircraft hijackings,” not a single ettack involying 19 assailants. However, in its
annual terrorism report for 20'0.1, the Federal Bureau of Investigation (FBI) considered the
attacks as one act of internationel terrorism by “four coordinated teams of terrorists.f;
' Consideration‘ of seemingly inconsistent views was just one part of a sionificent statistical
) anaiysis conducted by the NRC as part of the post-September 1.1, 2001, DBT process to
determine the DBT adversary force size. in'summery:

. NRC position: Disagrees with the comment.

. Action: No action required.

Factor 2. An assessment of physical, cyber, biochemical, and other terrorist threats
The Commission’s Consideration: Although the DBT ruie does not elaborate on the
specifics of vehicle bomb size, numbers of adversaries, or exact types of weapons for
—('Ln.e.(ovmm:!.hbm lﬂﬂ{teUef ey e « vo/av,a

operatronal security purposesW@mbuﬁ The DBTs afe the result of the NRC's

continuous evaluation of current threats. That evaluation is not limited to a particular kind of
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' 'characterized as ac.idréssiﬁg Factor 2, only several comments specifically fell underv this factor.
| One cqrﬁmenter stated that the NRC needs to eﬁgage independent experts to develop a
éomprehensive computer vulnerability and cyber attack tﬁreat assessment, that must evaluate
the vulnerability of the full range df nuclear power plant computer systems and the potential
consequences of these vulnerabilities. The commenter further suggested that the reyised_ﬂ
DBTs must incorporaté these findings ana include a pr.dtocol for ciuiékiy defecting such an
attack and recovering key computer functions in the event of an attack.

Two ofher commenters stated that the regulations do not reflect protections again;t
explosive devices of considerable size, other modern weaponry, and 6yber, »biochemical, and
other terrorist threats. Another commenter did not beiievé the proposed DBTs protected
against all concéivable attacks, such as laUnching a large explosive device from é boat,
clogg'ing the water intakes, drophing a conventional bomb into spent fuel pools, insider
' éabotage, etc. | |

Response to Public Comment: Regarding the threat of cyber attack comment, the
NRC agrees with the statement sub.mitted by the commeﬁter and explicitly included a cyber
at_tack as an eiément of ._the DBTs in the final rule. The basis; for this addition, and implications
of the rule changé are discussed further in Section Il of this document. In additipn, the
proposed 10 CFR 73.55(m), “Digitél Computer and Communication Networks,” that is included
in the proposed rule, [Power Reactor'Secﬁrity Requirements, 71 FR XXX (31 50-AG—63)], |
contains proposed measures to mitigate a cyber_attack;

With respect to the other comments regarding protection against eXplosiveS of

considerable size and modern weaponry, as stated earlier, the details of the adversary

b“—{_ the (O‘hwu SccoL- b&lle.bej avt ‘Y/‘/w ”
capabilities can not be specified publicly, but they are-indesd-substantiat- Fu rthermore the \and

vehicle bomb assault may be coordinated with an | external assault, maxnmnzmg lts_ destructive

potential.
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protection against the waterborne threat. -

Public Comment: Approximately 820 comments indicated that the “beamhenges",

- concept or similar barrier method of protebtion should be considered for protection against

airborne attacks. As g'enerically described by the commenters, a “beamhenge” shield is .
constructed out of an interlocking series of steel I-beams and cables that would be built at

sufficient stand-off distances from safety-related buildings at nuclear power plants to protect

~against an aircraft attack. Comments also indicated that a “no-fly” zone should be imposed’

around nuclear power plants and that ground based-air defens_e systems should be deployed to -

' protect each site.

Further, multiple commenters expressed concerns regarding the vulnerabilities of
nuclear power plants and other licensed facilities to terrorist waterborne attacks. Commenters
suggested that the revised DBTs should require nuclear power plants and other licensed

facilities situated on navigable Watenrvays to be equipped with visible, engineered physical

po——

; a | ! e 1O - . . | ne
barriers. ‘?;\,:‘;(UCO WWQV\‘ILY Scxw.lﬁ .ée move C[Lc“u /)/21(/0{4‘

.‘Responsié'fo%u lic Comment: The Commission has spent considerable time and

resources considering the threat of airborne and waterborne attacks on nuclear facilities.

J.

Based on these considerations, the NﬁC has chosen a two-trapk éppr‘oach to respond to ihese
threats in order to assure adequate protection. First, the NRC ha;; determined that active
protection against the airborne threat rests with other organizations of the Federal government,
such as NORTHCOM and NORAD, TSA, and FAA. The NRC Will continue. to test these
relationships through exérciées. Second, licensees have been directed to implerr‘{ent certain
mitigétive measures to limit the effects of an aircraft strike. To the extent that commenters
have suggested the imposition of specific physical seéurity measures such as the
“beamhenges” concept, the NRC has considered on tﬁe issue, but has rejected the concept

because it believes that the mitigation measures in place are sufficient to ensure adequate
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a protectlon of the public health and safety. -

With respect to the waterborne attack threat, the DBT rule has been revised to reflect
two new water-hased capabilities. However, requirements of physicai barriers for the protection
of the nuclear power plants and other licensed facilities under waterborne attack are not in the
scope of DBT rule. Requirements for physical barriers are addressed in a separate rulemaking
to amend 10 CFR 73.55. The security requirements i‘n the proposed rulemaking that would
amend 10 CFR 73.55 address protectiVe strategies and security measures for nuclear power
plants and other licensed facilities under waterborne attacks and reqmre licensees to defend

against the DBTs. [Proposed Hule Power Reactor Securlty Requrrements 71FR XXXX (3150-

AG-63).] In Summary.

. NRC Position: Agrees with the waterborne comment. Disagrees with “no-fly”
zones and “beamhenges” concept comments.

. Action: No action required.

- Factor 7. _ The potentlal use of explosrve devices of consrderable size and other

modern weaponry

~ The Commission’s Consideration: As part of its consideration of Factor 2, the
Commission assessed the potential use of expiosive devices of considerable size and other
modern weaponry. The Commission notes that the DBTs have been revised to specifically Z %7 [a 1~

7 how fhis

reflect these two considerations. First,

and 73:1 (a)(2)(i)(C),). were
ncyeaseS

o increase the -f[ v é /
A AU /ﬁ

amended to revise the phrase\‘up to and including” to simpiy “including’

flexibility in defining the available range of weapons. Second, the vehicle bomb threat has been

This factor has been further articulated in Factor 2.

5"“" “/low 'L%v

Response to Comment: Refer to Factor 2. (/"‘ o .)Z_ ﬂ (e Lel C/QS
23

expanded to include waterborne vehicl

Public Comn‘ient: Refer to Factor 2. |



~Insummary: *
. NRC Pésition: Agrees with the comment. a
. Action: No action fequired. |
, . < ‘ .
Factor 8. . .Thev potential 'fbr'attét':ks by éérsoﬁs wnth a sophistiéatéd knOWIédge of
fécilit_y opératiéns;
| Tﬁe'.,Commissilo_n’s_Cdnsidérat.ion:‘ As noted above undér the’diécu'ss'ion of FaCtor 4,
§§ 73.1(a)(1 )(i)(A). and 73.1 _(é)(2)(i-)(A) added language in,dic.atin.g that the adversarieé.ﬁave
“sufficient khowledge _td identify sﬁebif_ic _equiprhen‘g df Iocétiolfns net:essary fora suqée‘sS_ful
~ attack.” ’. | | B | | | |
Public Comrﬁent:__N'o 'pu'blic édmment received. -

Respdnse to Comment: No response required.

Factor 9. The potentlal for flres, especlally flres of Iong duratlon

- charapterlstlcs agalnst WhICh licensees must be prepared to.defend:” F_"lres, in contrast, are not

advers.a‘;fy characteristicé,’ but rés"ﬁlt_ froma pahicular‘édi}ersé'ry f‘étté'ck. "Neverthé]e.SSi the NRC
considered fires resulting from Seyeral possible initiéfin'g ‘svents, both 'accide'nvt'al_a‘nd‘ malicious
' |n nature. The NRC»c'onducted vulﬁérability ’.a's.ses,smenvts for some 'opé.ra”ting nuclear poWer .
plaﬁ't';s in the 19705 énd 1A9_80's_: to establish the teghhiqal basis_,-jgr éeburity requirements. The
| NRC éls‘o routinely ev‘a.IUatAeAd the pqt_gﬁjtiag! _i:mpacxt;s'. of terrorist att,aii:ks" on poWer feactcrs és part
of the FOF exercise ﬁrbgram on a plant-by-plant basis." After the tefrorist attacks on September

11, 2001, the NRC promptly assessed the 'potentia_lifoﬁ_;é’p'd'cbnseqUéncés of terrorists targeting

a nuclear power“plan; ihcluding its speht fuel storage facilities) for an aircraft attack, the

stnke and how compoundlng factors (e.g., fires, meteorology, etc:)

t IVlQ-C (s cou{mu:l‘r_?_?lﬁ

S L\wl(tQ W‘&k* cledv ﬁm’ 71-/\ f ' "
Q,F)CeaL;- 4 —Hne5< fau/nlte( . - . l

physucal effects of such




N
L °‘\ strategles |mplemented by the plants As a result the NRC developed addltlonal mltlgatlve
\8 ;‘ strategy gurdance The gurdance was based on "lessons learned" from NFlC englneenng

' ?‘7:,; studles and lncluded a llst of "best practlces for mltlgatlng losses of large areas of the plant.

| ;{ v = Each plant was. requested 1o consnder lmplementatlon of appllcable additiorial strategles by

i August 31, 2005. The NFlC mspeoted each plant in 2005 to revnew thelr lmplementatlon of any
:é" additional mmgatlve measures. The NHC is contmumg to ensure llcensees appropnately '
S\ |mplement these measures: -

t; . AFlnally,,alrcraft attack v another threat,likely .-to result in fires was als’ovconsidered and |
\?\" studres analyzing the consequences of successful commercral alrllne attacks were performed.

Tiﬁ’ll A ln conductlng these studles the NRC drew on natlonal experts from several DOE laboratones.

| usrng state-of-the-art structural and fire. analyses The NRC also enhanced its abllrty to

, reallstlcally predict, accrdent progressron and radlologlcal release consequences For the

| tacrlrtles analyzed the studles found that the likelihood of both damaglng the reactor core: and"'

3 releasmg radroactlwty that could affect publlc health and safety is low Even in the unllkely

event of a r_adlologlcal. release due to terrorist use of a_,large aircraft, there would be time to

irnplement miti'gating‘:a'ctions and offsite emergency -plans such that the NHC’s ernergen(cy :

3 planmng basrs remalns valld (See Key Radlologlcal Protectlon Mltlgatron Strategles Order 71

| FR 36554 June 27 2006.). Addmonal srte-specrflc studles of operating nuclear power plants
are underway or berng planned to determlne the need if any, for addmonal mmgatmg capabllrty

ona srte-speclflc basis. In summary, the NRC consrdered the potentlal for fires dunng the DBT

: rulemakrng process as. requrred by the EPAct

. 'NBC:pQSltIO_I_fl;‘ D_ls_agrees_wlth the comrnent.

. Action: No action required... . ..

- Factor 10. * The potential for attacks on spent.fuel shipments by multiple coordinated
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Commissioner Lvonsf Comments on SECY-06-0219

| approve the final rule amending the 10 CFR 73.1 Design Basis Threat (DBT) requirements.

| have carefully considered the Congressional mandate in Section 651 of the Energy Policy Act

(EPACct), public comments on the draft proposed rule, and the staff's analysis of both. | believe
the staff has very appropriately met the EPAct mandate with a sound and well articulated
analysis. Also, | believe the degree of detail presented in the proposed rule language afforded
an adequate and appropriate opportunity for public input, and | appreciate and value the degree
of public interest and input this proposed rule change has engendered. Public comments

-expressing the view that the DBT should include air-based threats were a prominent aspect of

this interest. | support the staff’'s analysis, both in regard to the EPAct and in addressing the
public comments on this issue. Also, | would like to add some additional thoughts as follows.

First, | believe that NRC is playing its proper role as a partner in intelligence gathering and

" information sharing, and by maintaining an intelligence assessment capability to provide timely

new threat information to the Commission that may warrant NRC regulatory action. The nature

‘of the threats that face our Nation today have evolved since September 11, 2001, and will

continue to do so into the future, including possible threats that could target our critical
infrastructure with weapons and delivery methods not previously used. Our Nation has
appropriately responded to these evolving threats by pooling and integrating our federal, state,
and local governmental resources to enable the necessary degree of constant vigilance and
readiness to respond. : :

This evolving nature of nation-wide threats make it ill-advised in'general for our regulations to
become overly focused on a specific threat, particularly those being adequately addressed by
integrated national efforts. Such approaches can potentially waste resources and direct
attention away from possible new threat scenarios for which we must be flexible in adjusting our
defenses if necessary, both at the national level and through new regulatory requirements
imposed on our licensees if needed. Although the public discourse on the issue of air-based
threats has been constructive and informative, the NRC must be disciplined and objective in
determining where to best allocate the time, attention, and resources of both our staff and
licensees. | believe the current plant mitigation strategies in place today provide the level of
protection appropriate for the current air-based threat given the national response to air safety
and the relatively robust nature of licensee facilities. We must continue to maintain our
vigilance on the entire landscape of possible threats.

In summary, | am convinced that, through the dedicated efforts of many agencies, air-based
threats have been substantially reduced, that NRC regulations are appropriately focused based
on current threat assessments, and that NRC remains appropriately responsive to emergmg
threat information.
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‘T.he NRC does nt intend the DBTS to rebresént “worst case” scenarios or all
conceivable aﬁacks. It is INgpossible to address all pbssfble aﬂack scenarios, becausg there is
r;o theoretical limit to what» attask scenarios can be conceived. Therefore, the NRC staff basés

the DBT advefsary tactics on thosa\tactics that have been obs}erved in use, discussed, or -
) trained for by potential advefsariés.. hese tactics and DBT provisions are subjected to an
interagency review process whefe Fedefal law enforcement and intelligence community

agencies comment and provide feedback. If changes develop in adversary tactics that could

significantly impact nuclear facility security, the staff would request that the Commission

consider these tactics for inclusion in the DBT provisions. In sufnmary:

~ e . NRC position: Agrees with one element of comment—inciude cyber threat as an

attribute; disagrees with the other two elements.

other action required.

Féctpr 3. The pbtential for attack on faci_iities by mulfiple coordinated teams 6f a
| large number of individuals |
~ The Commission’s Consideration': The number of attackers and the tacticé used by
those attackers is now and has always been a core consi;ieration of the DBT. Although the
NﬁC obviously cannot comment on the size (specific number of attackers) of the DBT

- adversary force for operational security reasons, it can address the process how these numbers

are derived. As noted in the Commission’s consideration of Factor 1, the size of the 'D'BT
adversary force and the number of assault teams were derived through a careful and

deliberative process involving not only the NRC staff, but Federal law enforcement, and

intelligence community, and homeland security agencies using a variety-of classified and

unclassified sources. A statistical analysis was done on terrorist group size by looking at

14
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orgjanizations of the Fed'er_al goverhment, as it does for any U.S. commercial infrastruétures.
Beyond active protection, the Commission believes .that some consideratiohs involving
airborne attack relate to the development of specific protective strategies and phy_sicai
protection measureé that are not within the scope of the DBTs. The ‘deploymeht of grdund-
based éir defénse weapons would be a decisiqn for the Dep'artments 6f Defense, Hbmeland

Security, Transportation and Justice, not the NRC. In addition, the NRC believes thét

application of ground-based air defense weapons would present significant command and

control challenges, particularly relating to the time required to identify and confirm the presence

of a hostile aircraft and for a commercial en_tityet permission to engagé. The potential

for collateral damage to the surroundihg community also would have to be 'considered.
Deployment of protective measures such as no-fly zones, combat air patrols, and ground-based
air defenses are undertaken by many other Federal organizations working on preventing and

protecting critical infrastructure from terrorist attacks, including the U.S. Northern Command

(USNORTHCOM) and North American Aerospace Defense Command (NORAD), the

Transportatioh Security Administration (TSA), ahd the Federal Aviation Administration (FAA). R

" The FAA has issued a Notice to Airmen (NOTAM) strongly advising pilots to avoid the airspace

above,vor in proXimity t_o,.such sités as pdwer plants (nuclear, hydro-electric, or coai), dams,
refineries, industrial éorﬁplexes, military facilities and other similar tacilities. | Pilots are warned .
not to loiter in the viciniﬂ of these types of facilities. The significant vir‘lcrease in aviation security
since S_epterhber 11, 2001, goes a long way toward protecting the United States, including

nuclear facilities, from an aerial attack. Some of these i_mprovements include:

. Criminal history checks on flight crew;

. Reinforced cockpit doors;

. Checking of passenger lists against “no-fly” lists;
. Increased control of cargo;
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will be protected against the impacts-of accidents caused by terrorist attacks.” Further

commenters suggested that the NEPA commentrng process would be a better forum to drsclose
: and discuss the pollcy consrderatrons assocrated wrth development of the DBTs.

Response to Public Comment: The Commrssron disagrees that .th_ls rule requires the
completion of an EIS, and that the NEPA commenting process woufd pronde'a better forum for
discussion of sensitive security issues. The NEPA and the Commission’s re'gulations,at.t 0
CFR 51.20(a)(1) only requfre preparation of an EIS if the proposed action is a major Fede.ral
action significantly affecting the guality of the human environrnent. The NRC prepared an
.en\_iiro_nmental assessment (EA) for_the proposed rule and foundfthat there would be no
significant environmental impact associated with implementation of the proposed rule if
adopted; and therefore concluded that no EIS was necessary. See, 70 FR 67387; November

7, 2005. NEPA only requires that the Commission consnder the reasonably foreseeable

environmental effects of its actions in determlmng whether an EIS is necessary See 40

CFR.1.508.8(b’). Effects that are remote, speculatlve, or embody the worst-case outcome of a

particUlar action do not require 'an EIS." In this instance, the conse‘duences_of a terrorist attack

cannot be said to be “an effect of this rule a,gr’t‘alyzlng the effects of a terrorist attack would be é‘

| raeﬁedrb&?s/peculatwe,\f-net-mpeeabl?’ NEPA does not require such an andlees%n/quiry. <—
| The Commission does not agree that the'NEPA process would provide a better forum

for disclosure and discussion of the DBT rule thanr this rulemaking action. It is not ctear' how‘

publishing an EIS for public comment would result in the disclosure of additional information

He ?ﬂ\ Crruité

The Commission recognizes that its pogition on the necessity of a terrorism analysis as
part of an environmental review for a specific pfoposed facility has been called into question by
~ a recent decision in the 9" Circuit Court of Appgals. See San Luis Obispo Mothers for Peace v.
NRC, 449 F.3d 1016 (9" Cir. 2006). However,’@determination that the potential environmental - <<~
effects of a terrorist attack as a result of the licensing of an Independent Spent Fuel Storage
Installation should be considered, does not necessarily lead to the conclusion that such effects

shouid be considered as part of this rulemaking action A P
: 50 ' :




because NEPA does not’ proVide any other mechanism how additional infbrmétion’ ona
proposed rule could be obtamed by commenters; the APA notlce and comment process
provudes ample opportunlty to comment and provude pertment information on the proposed
or dose Hcdaennesy | "
rules. Nor does the- y a member of the public to have access to additional
information on a particular agency action mandate_that the agency 'co_nd'uct afull EIS. Al
informaticn necessary for public comment on the proposed rule has been made aValiIable and
,therefcre,_ no greater level of detail contained in the ACDs.and R.Gs-' need to be diédussed in the
NEPA comment proceSS. The Qovmmission’s'publ.ic comment croce'ss in developing an EISis
not a forum for sensitive security issues. In surﬁmary: | |
. NRC Position: Disagrees with the comment.
. Action: No action required.
13. Issuance of Annual Report Card on |nd|wdual L|ce;1§cec ———————————
Public Comment One commenter stated that the NHC should publlsh an annual report
card assessing specific plant performance to defeat attacks in ongoing “table top” and mock
. “force-on-force” exercises. | |
Response to Pu-b_lic Comment: Thev NRQ partially agrees with the statem;e_nts
submitted by the commenter. Section 651 of the EPAct required that thé Cofnmission submit
two annual reports to the Congress, one classified and another unclassified, describing the
resulis of the Comfnission’s force-on-force exercises and related corrective actions. The
detailed results of éecurity-rélated drills and exercises are, and will remain, protected as‘
safeguards information because this information can pfovide insights to potential adversarieé in
planning of attacks. The Commission recently submitted the first set of‘ these reports to
Congress. The unclassified vérsion of the annuél report to the Congress is publicly available,

and posted on the NRC’s website. Through these reports, the NRC provides information
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Public Comment: O.ne commenter stated that the present DBTs ignore vulnerabilities |
inherent in the design of 'nnclear facilities.. Thev commenter stated that the NRC has granted
exemptions'from certain safety regulations (e.g., Alppenclix R fire protection standards) to many
licensees that present'o.bvious and unaccepteble vulnerabilities.. The commenter stated that
the vulnerablllty of fire-safety related pump rooms at a nuclear power plant under an attack
scenario was disregarded. The commenter further related the documentation of concerns of

vulnerab_llmes regardmg‘mherent design problems through numerous petitions and allegatlons

to the NRC.

Response to Pnblie Comment: The Commission disagrees with the cnmmenter’s
statement that the present DBTs ignore \rulnerebllitiee inherent in tne design of nuclear
facilities. The Commission has hign assUranqe that the desi'g'ns of currently operating reactors
are safe, and provide adequate security protection. Nloreov'er,'the netien c_if j‘inl'l_erent—cles»ign__ L
vulnerabilities” of nuclear fecilit'ies is be-yoncl_'tlle.'scope of this rule, since the DBTs do not
speclfy specific protective measures, such as design features. However, t-hmmmenter-shouldra— &
-_ba-into&med—tha?pl/ant snecific vulnerab-ilities ere consldered during the process of target set &
development and are utilized dunng force-on-force testing to assure the licensee is capable of

| ye lde 5 His rssue.
defending the plant In addition, the NRC is undertakmg several separate rulemakmgias.an_e_, <

effeﬁ-toﬂﬁﬁgﬁe-thie-eeaeeﬂ{,l:or mstance, the Commission has proposed a rule that would

~d@mend its r_egulationsA related to security requirements for power reactors, {Proposed Rule,

Power Reactor Security Requirements, 71 FR XXX (3150-AG-63).] Also, the Commission is
proposing to add new requirementsto its ‘regul'atlons requiring applicants to assess specific
design featuree' that would be incorporated into. the final design to support overall seeurity
effectiveness ef nuclear power plants, [Proposed Rule, New Power Reactors/Security
Assessment 71 FR XXX (XXX-XX-XX).]

Wlth respect to the commenter’s statement on the exemptlons from certain safety
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regulations (e.g., -Appenqix R fire protection standards), the NRC staff believes that the
comment is out of scope of this rulemaking. However, a résponse to the issue raised in this
questibn isin order. To that end, the following informétion is provided as babkground
information.

. Plants licensed to operate before January 1, 1979, fnust comply with fi;e protéctioh
requi.rements as specified in 10 CFR 50.48(b) thai béckfit_ paragraphs HI.G, J and O of
Appendix Fl Plants licensed to operate after January 1, 1979, muét comply with the apprdved
fire protection prograrﬁ incorpdrated into their operating Ii.cense_. When the Commission'

_promulgated 10 CFR Part 50, Appen_dix R, the Commissioﬁ recogﬁized that there would be
- plant specific conditions_'and configurations ‘where strict compliance witlj thé prescriptive
-features specified in Appendix R would not éignificanﬂy ehhance the level of fire safety already

provided by the licensee. Therefore, in certain cases, where the licensee could demonstrate an

equivalent level of fire ééféq} that iséti_sf_i'e_c-i the _undeﬁ);ir;g purpose of the rule, thé lfcensee could
apply for'alspecific exemption from Appendix'R. Thus, the exemptioh pfocess éllowedv through .
10 CFR 50.12 provides a means of 'allowihg licensees to meet Appendix R through alternate
means. | | | |

The NRC has granted and continues to grant exemptiohs when a Ii,ce.nsee meets {he

criteria of 10 CFR 50.12 and demonstrates that the alternate means provide an adequate level

~of fire safety. The NRC believes that,)adhidaehmﬂerge-ma@eéﬁmf%x/mting fire protection e
exemptionls,Qad a small M&y&@ﬂﬂ?ﬁ:act on plant risk. | | '. S L

Regarding the commenter’s statement concerning the petitions and allegations
~documénted and submitted to the NRC, the NRC is currently préparing responses to those that -
have been received. |
. NRC Position: Disagrees with the comment‘ that the présent DBTs ignbr‘e
vulnerabilities inherent in the design of nuclear facilities. | |
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