Issue for Comment: Cybercrime

Issue for Comment: On December 18, 2002, the Commission published a general issue for
comment regarding section 225 of the Homeland Security Act of 2002 (the Cyber Security
Enhancement Act of 2002). See 67 FR 77532. The Commission seeks additional public comment
on more detailed questions pertaining to section 225 as set forth herein.

Section 225 directs the Commission to review and amend, if appropriate, the sentencing
guidelines and policy statements applicable to persons convicted of an offense under section 1030
of title 18, United States Code, to ensure that the sentencing guidelines and policy statements
reflect the serious nature of such offenses, the growing incidence of such offenses, and the need
for an effective deterrent and appropriate punishment to prevent such offenses.

The directive also includes a number of factors for the Commission to consider, including
the potential and actual loss resulting from the offense, the level of sophistication and planning
involved in the offense, whether the offense was committed for purposes of commercial advantage
or private financial benefit, whether the defendant acted with malicious intent to cause harmin
committing the offense, the extent to which the offense violated the privacy rights of individuals
harmed, whether the offense involved a computer used by the government in furtherance of
national defense, national security, or the administration of justice, whether the violation was
intended to, or had the effect of, significantly interfering with or disrupting a critical
infrastructure, and whether the violation was intended to, or had the effect of, creating a threat to
public health or safety, or injury to any person.

Section 1030 of title 18, United States Code, proscribes a variety of conduct relating to the
misuse of computers, including conduct relating to the obtaining and communicating of restricted
information (see 18 U.S.C. § 1030(a)(1)), the unauthorized accessing of information from financial
ingtitutions, the United States government and “ protected computers’ (see 18 U.S.C. § 1030(a)(2)),
the unauthorized accessing of a government computer (see 18 U.S.C. § 1030(a)(3)), fraud (see 18
U.S.C. § 1030(a)(4)), the damaging of a protected computer resulting in certain types of specified
harms (see 18 U.S.C. § 1030(a)(5)), trafficking in passwords (see 18 U.S.C. § 1030(a)(6)), and
extortionate threats to cause damage to a “ protected computer” (see 18 U.S.C. § 1030(a)(7)). The
statutory maximums for violations of section 1030 range from one year to life, depending upon the
subsection violated and, in certain cases, whether certain aggravating factors are present. For
example, although a violation of subsection (a)(2) generally carries a statutory maximum term of
imprisonment of one year, if the offense was committed for purposes of commercial advantage or
private financial gain (or one of the other aggravating conditions is met) the statutory maximum is
five years (see 18 U.S.C. § 1030(c)(2)(B)). Section 1030 also provides heightened penalties for
subsequent offenses. Currently the guideline manual references convictions of section 1030 to
882B1.1 (Theft, Fraud, and Property Destruction), 2B2.3 (Trespass), 2B3.2 (Extortion by Force or
Threat of Injury or Serious Damage), and 2M3.2 (Gathering National Defense Information)
depending on the conduct involved in the offense.

In response to the directive, the Commission is required to consider the eight identified
factors and “ the extent to which the guidelines may or may not account for them.” Certain factors
that the Commission must consider relate to, and in some instances mirror, either aggravating
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factors that result in higher statutory penalties under 18 U.S.C. § 1030, or elements of certain
offenses under 18 U.S.C. § 1030. For example, the Commission has been directed to consider
“whether the offense was committed for purposes of commercial advantage or private financial
benefit.” As noted above, this factor is specifically referenced in the statute as an aggravating
factor with respect to violations of section 1030(a)(2). The current guidelines, however, do not
provide for enhanced punishment for violations of section 1030(a)(2) that involve this aggravated
purpose. Smilarly, the Commission has been directed to consider “ whether the offense involved a
computer used by the government in furtherance of national defense, national security, or the
administration of justice.” Violations of section 1030(a)(5) require proof of one of five specified
harms, one of which is “ damage affecting a computer system used by or for a government entity in
furtherance of the administration of justice, national defense, or national security.” (see 18 U.S.C.
§ 1030(a)(5)(A) and (B)). The guidelines currently do not provide for an enhanced punishment
when this type of harm results from a violation of section 1030(a)(5). Certain other factors that the
Commission must consider already may be taken into account, in part or in whole, by the existing
guidelines. For example, one factor that the Commission must consider is “ the level of
sophistication and planning involved in the offense.” Currently, 82B1.1(b)(8)(C) provides a two
level increase and a minimum offense level of 12 for offenses that involve sophisticated means.
This factor, therefore, may be at least partially accounted for by the existing guidelines.

The Commission requests comment regarding how it should address the directive and the
extent to which the eight factors have or have not been accounted for by the guidelines. In
addition, the Commission requests comment regarding whether it should provide enhancementsin
any of the guidelines that pertain to violations of 18 U.S.C. § 1030 (e.g., 882B1.1, 2B2.3, 2B3.2
and 2M3.2) based on any of the factors listed in the directive? If so, which factors should be the
bases for enhancements? What level enhancements (e.g., [2]or [4] levels) would be appropriate
and should the Commission provide a minimum offense level for any enhancement? Should any of
the factors listed in the directive be identified in the guidelines as encouraged bases for upward
departure? If so, for which violations of § 1030 and under which guidelines? Should any such
enhancements or departure provisions be limited so as to apply only to specific violations of 18
U.S.C. § 1030, and if so, which ones?

Alternatively, should the Commission structure an enhancement in any of the relevant
guidelines to apply to convictions under 18 U.S.C. § 1030, in general, or under certain subsections
of section 1030 that the Commission may identify as warranting increased punishment? If any
such enhancement is limited to certain subsections, what subsections should trigger that
enhancement? Should the Commission provide an enhancement in the relevant guidelines that
applies based on a combination of a conviction under section 1030 and certain serious conduct
(e.g., conduct relating to one of the eight factors contained in the directive, an aggravating factor
resulting in an increased statutory maximum under the statute, or a particular element of an
offense under section 1030) that may be pertinent to the particular guideline under which the
defendant is being sentenced? For any enhancement that the Commission may promulgate in
response to this directive, what level enhancement would be appropriate (e.g., [2][4] levels)?

The Cyber Security Enhancement Act also increased the statutory maximum term of

imprisonment for convictions under 18 U.S.C. § 1030(a)(5)(A)(i) (intentional damage to a
protected computer) when certain aggravating conduct is present. The statute now provides a
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maximum term of imprisonment of twenty years' imprisonment if the offender knowingly or
recklessly caused or attempted to cause serious bodily injury and provides a statutory maximum of
life imprisonment if the offender knowingly or recklessly caused or attempted to cause death. The
Commission requests comment regarding whether the current enhancement for an offense involving
a conscious or reckless risk of death or serious bodily injury in §82B1.1(b)(11), which provides a
two level enhancement and a minimum offense level of 14, is sufficient in light of the increased
statutory maxima for convictions with aggravating conduct under 18 U.S.C. 8 1030(a)(5)(A)(i).
Alternatively, should the Commission provide an upward departure for such convictions? Should
the Commission provide a cross reference in §2B1.1 to the appropriate Chapter Two, Part A,
Subpart 1 (Homicide) guideline in order to account for 18 U.S.C. § 1030(a)(5)(A)(i) offenses that
result in death?

Application Note 2(A)(v)(111) of 82B1.1 provides a special rule of construction regarding
offenses involving unlawful access to a protected computer. That rule states that for such
offenses, actual loss includes the pecuniary harm of reasonable costs to the victim of conducting a
damage assessment and restoring the system and data to their condition prior to the offense, and
any lost revenue due to interruption of service. This rule differs dightly from the statutory
definition of loss provided in 18 U.S.C. § 1030(e)(11), which was amended by the USA PATRIOT
Act to include, in addition to the factors already included in the guidelines, the cost of responding
to an offense, the cost of restoring the program or information to its condition prior to the offense,
and any cost incurred or other conseguential damages incurred because of interruption of service.
Should the Commission modify the guidelines' rule to mirror the statutory definition of 10ss?
Should the Commission provide any additional clarification of the definition of loss for cybercrime
offenses in any of the relevant guidelines, including §2B3.2 (Extortion)?

Additionally, the Act increased the statutory maximum term of imprisonment for offenses
under 18 U.SC. § 2701 (Unlawful access to stored communications). In particular, the Act
increased the maximum penalty for a first offense committed for purposes of commercial
advantage, malicious destruction or damage, or private commercial gain from one year to five
years imprisonment, and for subsequent offenses from two years' to ten years' imprisonment. The
scope of these heightened penalties (as set forth in 18 U.S.C. § 2701(b)(1)) also was expanded to
apply to offenses committed "in furtherance of any criminal or tortious act in violation of the
Constitution or laws of the United States or any Sate." The penalties for all other offenses under
18 U.SC. § 2701 were increased from a statutory maximum of six months’ imprisonment to a
maximum of one year imprisonment for a first offense, and a maximum of five years' imprisonment
for subsequent offenses. Currently, the guidelines do not reference 18 U.S.C. § 2701 offenses.
The Commission requests comment regarding whether it should amend Appendix A (Satutory
Index) to include a reference to 18 U.S.C. § 2701, and if so, to which guideline or guidelines
should the statute be referenced? Additionally, if the Commission does reference the statute in
Appendix A, are there any enhancements that the Commission should provide in any relevant
guidelinein light of, or relating to, the heightened penalties set forth in 18 U.S.C. § 2701(b)?
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