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INTRODUCTION

The Dow Chemical Company (“Dow”) welcomes the opportunity to comment on the
draft Part 11 guidance document issued in February 2003." Dow is a global manufacturer
of chemicals and plastics with many facilities that are subject to FDA recordkeeping
requirements. Dow is affected by Part 11. Among other things, Dow manufactures
active pharmaceutical ingredients, conducts non-clinical studies subject to FDA’s good
laboratory practice standards, and sponsors clinical trials.

EXECUTIVE SUMMARY

Dow strongly supports FDA’s decision in the draft guidance to interpret Part 11
narrowly, to exercise enforcement discretion concerning key provisions, and to
reexamine Part 11. These are very positive agency actions.

With respect to legacy systems, Dow recommends that FDA extend enforcement
discretion to systems that became operational after August 20, 1997, the effective date of
Part 11. Regulated entities were unable to acquire compliant systems as of that date.
Indeed, compliant systems are only now becoming available. The Part 11 requirements
need clarification before regulated entities purchase systems claiming to be compliant.
Part 11 requirements should apply only to systems acquired after FDA clarities or revises
those requirements, plus an extra period for vendors to integrate those clarified or revised
requirements into systems.

As FDA continues its reexamination of Part 11, Dow recommends that FDA consider
revising Part 11 to incorporate some of the interpretations and enforcement positions
presented in the draft guidance. FDA should make numerous changes to Part 11,
including the following:

1. FDA should delete the validation requirement of Part 11. Validation is already a
part of predicate rules, making the Part 11 validation requirement duplicative.
Moreover, validation does not directly address the main purpose of Part 11.

2. Part 11 should require audit trails only in those situations where they are justified
by a risk assessment and cost-benefit analysis. For most records, a computer-
generated audit trail is too stringent a requirement, given its alternatives and cost.

3. Part 11 should not apply to legacy systems. It should apply only to new systems
acquired some period of years after FDA clarifies or revises the requirements of
Part 11.

4. Part 11 should permit conversion of electronic records into other media during

the record retention period. That would alleviate the technological infeasibility
of maintaining records electronically for the entire record retention period
without loss of data. After conversion, Part 11 should permit deletion of
electronic records and metadata from their audit trails.

' A Federal Register notice requesting comments on the draft guidance document appeared at 68 Fed. Reg.
8775 (Feb. 25, 2003). The draft guidance document is available at www.fda.gov/cder/guidance/index.htm.
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Dow strongly supports FDA’s decision in the draft guidance to reexamine Part 11. In
addition to the reasons cited by FDA, Dow believes a number of important considerations
make reexamination of Part 11 at this time very appropriate.

1.

FDA promulgated Part 11 with the understanding that compliance with it would
be voluntary, in that regulated facilities could choose whether or not to keep
required records electronically. In practice, there is no such choice. In the
modern technological environment, regulated entities must use computers to
perform their regulated functions. Thus, Part 11 is mandatory, although
presented as voluntary.

FDA promulgated Part 11 with the understanding that only a handful of regulated
facilities, about 100, would be covered by the electronic recordkeeping
provisions. FDA’s current estimate is that 5,000 entities are subject to those
provisions, and even that number is likely to be quite low.

FDA promulgated Part 11 with the understanding that the costs of compliance
would be trivial, since most regulated facilities already complied. In practice, the
costs of complying with Part 11°s recordkeeping provisions are prohibitive. The
pharmaceutical industry estimates that compliance costs exceed $2 billion,
comparable to Y2K compliance costs. Key drivers of those high costs include
the audit trail and searchability requirements.

Part 11°s electronic archiving requirement is technologically infeasible. Either
antiquated hardware and software systems must be maintained long after their
useful lives, or electronic records must be migrated to newer versions with an
inevitable loss of data, which Part 11 prohibits. The federal government has
failed to address this problem with its own archiving of electronic records.

Dow supports FDA’s proposal in the draft guidance to revise Part 11 to make it risk-
based for several important reasons:

1.

Currently, most Part 11 provisions apply to all records required by predicate
rules, regardless of their criticality or the risk of fraud. FDA has not justified the
need for such stringent across-the-board, one-size-fits-all anti-fraud requirements.

The GPEA directs federal agencies to conduct risk assessments to determine the
need for controls to deter or detect fraud, and cost-benefit analyses to select the
most cost-effective controls to address the identified fraud risks. Both OMB and
the Justice Department advocate that federal agencies conduct such risk
assessments and cost-benefit analyses. FDA has not conducted either.

Judicial experience with electronic records undermines FDA’s assumption that
Part 11 is needed to ensure that electronic records are reliable. That experience
shows that courts have generally accepted electronic records as evidence, where
they meet general indicia of reliability, without having audit trails or meeting
other Part 11 requirements.



In reassessing Part 11, FDA should consider how other federal agencies have considered
risk and cost-effectiveness in regulating electronic recordkeeping.

1. Part 11 was an early example of agency rulemaking to address electronic
recordkeeping. Since then, the GPEA and the E-SIGN Act have prompted
several federal agencies to regulate electronic recordkeeping. Those agencies
have adopted a variety of approaches, which FDA should consider.

2. Only one other federal agency, EPA, has followed the example of Part 11 in
stringently regulating electronic recordkeeping. Ironically, EPA has retreated
from its proposed version of Part 11 due to public comments based in part on
industry experience with Part 11.

3. Other agencies have regulated on the basis of risk, adjusting the stringency of
regulation to an assessment of the risks involved.

4. Several agencies have very general regulations that require “reasonable” controls,
without the specificity of Part 11.

5. The Nuclear Regulatory Commission has minimal requirements for electronic
recordkeeping, even for records addressing public health concerns analogous to
those of FDA.

6. FDA’s parent agency, HHS, has adopted regulations that call on regulated

entities to conduct their own risk assessments and cost-benefit analyses in
determining which specific controls to implement. Significantly, HHS
considered Part 11 in developing its regulations, but chose to depart substantially
from Part 11.

7. Most federal agencies have chosen not to regulate electronic recordkeeping as
such, apparently on the basis that general requirements for required records are

sufficient.

Finally, as FDA proceeds to revise Part 11, it should do so through notice-and-comment
rulemaking. Other required analyses should also be conducted.

DISCUSSION

I. Dow Applauds the Draft Guidance.

Dow welcomes the draft guidance and commends FDA for its innovative attitude to Part
11. A fresh approach has become increasingly necessary, in light of expanding agency
interpretations and huge compliance costs.

The narrower interpretations of Part 11°s scope and the definition of Part 11 records are
consistent with the preamble to Part 11. Part 11°s scope should not be expanded to cover
records n0t7required by predicate rules, or to records created through the incidental use of
computers.”

2 Qaa A Fad Reg 12420 12477 (NMar N 10Q7) {onmmant I7)
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FDA has properly exercised enforcement discretion with respect to the Part 11
requirements on validation, audit trails, record retention, and record copying. Those are
the key provisions of Part 11. Compliance with them incurs the greatest cost and
technological challenge, and they are the most likely provisions to be revised. As FDA
reexamines those requirements, it should refrain from enforcing them as currently
written. Otherwise, if FDA does revise them, regulated entities will have spent millions
or even billions of dollars to comply with superseded requirements.

Dow believes that FDA’s reexamination will establish that those requirements should be
revised, as explained below.

1. FDA Should Delete the Validation Requirement From Part 11.

Validation should not be kept as a Part 11 requirement. It is duplicative of requirements
in predicate rules, and it does not directly serve the main purpose of Part 11.

Predicate rules, such as those on current good manufacturing practices (“‘cGMPs”),
already require validation.” Repeating validation requirements in Part 11 is duplicative
and unnecessary.

One purpose of Part 11 is to ensure that electronic records are equivalent to paper
records. FDA does not require validation of the means to produce paper records, so
neither should it require validation of the means to produce electronic records.

Significantly, as shown below, not one other agency regulation on electronic
recordkeeping addresses validation. Even EPA’s now-abandoned CROMERRR
recordkeeping provisions did not address validation.* FDA should delete Part 11°s
validation requirements.

2. FDA Should Require Audit Trails Only Where Justified by a Risk
Assessment and Cost-Benefit Analysis.

Another of the most expensive aspects of Part 11 is the audit trail requirement. FDA
applies that requirement to all records required by predicate rules, regardless of their
criticality or the risk of fraud. FDA should limit the audit trail requirement only to those
situations where risk and cost-benefit considerations justify such a stringent control.

Regulated entities have kept required records electronically for over 20 years without
notable problems with fraud that an audit trail might catch. Even in the intensely
regulated context of good laboratory practices (“GLPs”), FDA does not mandate a
computer-generated, time-stamped audit trail:

In automated data collection systems, the individual responsible for direct data
input shall be identified at the time of data input. Any change in automated data
entries shall be made so as not to obscure the original entry, shall indicate the

3 See, e.g., 21 CFR §§ 211.68, 820.30(g), 820.70(i).

4 Qan prapncad AN TR § 2 1NN, KA Tad Dapg AKTLY, AK10N Q1 (Ang 21, 70N01)
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reason for change, shall be dated, and the responsible individual shall be
identified.’

Manual audit trails are acceptable under this provision of Part 58. As discussed below,
most federal agencies with electronic recordkeeping requirements do not require a
computer-generated audit trail. In contrast, Part 11 does require computer-generated
audit trails, and for all required records.® FDA should only require computer-generated
audit trails where fully justified by risk and cost-benefit considerations.

3. Part 11 Should Not Apply to Legacy Systems.

Dow supports FDA’s preliminary determination in the draft guidance that Part 11 should
not apply to legacy systems. FDA originally applied Part 11 to legacy systems in the
expectation that:

because almost all of the rule’s provisions reflect contemporary security measures
and controls . . . , most firms should have to make few, if any, modifications to
their systems . . . . The agency believes that because the rule is flexible and
reflects contemporary standards, firms should have no difficulty in putting in
place the needed systems and controls.’

That expectation explains why FDA made Part 11 effective only five months after
promulgation. That expectation proved incorrect, and application of Part 11 to legacy
systems has proven to be tremendously difficult and costly.

Dow does not support triggering Part 11 for new systems acquired after the Part 11
effective date, August 20, 1997, as suggested in the draft guidance. Most commercially
available systems lacked audit trail capability and other features required by Part 11 until
recently. Even now, these features are only being introduced sporadically; for example,
Microsoft Excel® still does not have an audit trail capability built in. Moreover, in 1997
FDA announced that it would provide guidance that could affect the implementation of
Part 11:

However, to assist firms in meeting the provisions of this rule, FDA may hold
public meetings and publish more detailed guidance.8

Thus, regulated entities properly held off committing the huge resources necessary to
acquire new Part 11-compliant systems until FDA clarified what it meant to be Part 11-
compliant. FDA should make Part 11 applicable only to new systems acquired some
period of years after FDA clarifies or revises Part 11. That period of years should be the
time necessary for vendors to incorporate the clarified or revised Part 11 requirements

21 CFR § 58.130(e). FDA originally adopted this requirement, in slightly different form, in 1978. See 21
CFR § 58.130(e), 43 Fed. Reg. 59986, 60018 (Dec. 22, 1978).

® FDA originally proposed for Part 11 an audit trail requirement without specifying that it had to be
computer-generated. Proposed 21 CFR § 11.10(¢e), 59 Fed. Reg. 45160, 45176 (Aug. 31, 1994). According
to the preamble to the final rule, “Several comments [in response to the proposed rule] focused on the
question of whether audit trails should be generated manualily under operator control or automatically
without operator control.” FDA concluded that the audit trail should be computer-generated. 62 Fed. Reg.
13430, 13447 (Mar. 20, 1997).

754 Fed. Reg. 13430, 13463 (Mar. 20, 1997).

¥ 54 Fed. Reg. 13430, 13463 (Mar. 20, 1997).



into their systems. In the meantime, FDA should revise its enforcement discretion on this
point correspondingly.

4. Part 11 Should Permit Conversion of Electronic Records Into Other
Media During the Record Retention Period.

A major technological feasibility problem of Part 11 is the current requirement to retain
electronic records in electronic format, along with their audit trail metadata, until the end
of the record retention period.” The record retention period can last for many years,
during which time hardware and software systems become outdated. Either antiquated
systems must be maintained as operational long after their useful lives, or electronic
records must be converted to newer versions of hardware and software, with the data loss
that such conversion inevitably entails (and which Part 11 prohibits). FDA should revise
Part 11 to allow conversion of electronic records into other media (e.g., paper,
microfiche) during the record retention period, at which point regulated entities should be
able to delete the electronic versions, along with their audit trail metadata.

Aside from Part 11, FDA regulations already allow required records to be retained in any
format. For example, Part 211 provides that “Records required under this part may be
retained either as original records or as true copies”.'" Similarly, FDA’s standards for
good laboratory practice for non-clinical studies define “raw data”, which must be
retained for the retention period, to include:

any laboratory worksheets, records, memoranda, notes, or exact copies thereof
. ... Raw data may include photographs, microfilm or microfiche copies,

computer printouts . . . ."

FDA should continue to allow required records to be retained in any format, even if at
one point in their existence they are electronic.

Il. FDA Should Reexamine Part 11 for Several Reasons.

While Dow supports the draft guidance, Dow also agrees with FDA’s decision,
announced in the draft guidance, to reexamine Part 11. Part 11 needs to become risk-
based. Currently, it is a one-size-fits-all set of requirements applicable to all electronic
records required by predicate rules, regardless of criticality or risk. The result is a
crushing economic burden. That burden stifles innovation, since it requires allocation of
scarce resources into applications where the risks addressed by Part 11 are not likely to
be significant, using means for which the costs exceed the benefits by a wide margin.

As FDA continues its reexamination of Part 11, it should be aware of the considerations
set forth below. Those considerations argue in favor of a thorough reevaluation of Part
11’s costs and benefits, rather than tinkering with just a few of its aspects. They show
that when FDA promulgated Part 11 back in 1997, it did so with mistaken assumptions
about the prevalence of electronic recordkeeping, the costs of compliance, and its
technological feasibility.

921 CFR §§ 11.10(b), (c), and (e).
21 CFR § 211.180(d).
121 CFR § 58.3(k).



Accordingly, Dow strongly supports FDA’s move to reexamine Part 11. Numerous
reasons support reexamination, including the following.

1. The Recordkeeping Provisions Are Not Voluntary, Contrary to How
FDA Described the Rule.

FDA promulgated Part 11 with the understanding that compliance would be voluntary, in
that regulated entities could choose whether or not to submit applications to FDA
electronically and choose whether or not to use electronic recordkeeping in meeting FDA
recordkeeping requirements. The first understanding was correct; electronic submissions
are voluntary, as paper submissions remain a meaningful option. The second
understanding was incorrect, however. That misunderstanding has had significant
consequences. It led to the conclusion that Part 11 would have no net costs to industry.

It obviated the need for risk assessments and cost-benefit analyses. As a consequence,
Part 11 did not benefit from such assessments and analyses, making them appropriate
now.

Modern food, drug, and device manufacturing methods, and laboratory procedures,
mandate the use of computers. In all but the simplest of operations, there is no alternative
to their use. Accordingly, Part 11 applies to virtually all regulated entities subject to
FDA recordkeeping requirements.

The 1997 preamble to Part 11 emphasized that FDA considered Part 11 to be voluntary:
The use of electronic records as well as their submission to FDA is voluntary.'2

The agency emphasizes that these regulations do not require, but rather permit,
the use of electronic records and signatures. Firms not confident that their
electronic systems meet the minimal requirements of these regulations are free to
continue to use traditional signatures and paper documents to meet recordkeeping
requirements. "

This belief that Part 11 is voluntary led directly to the key conclusion that Part 11 would
impose no net costs on regulated entities, including small businesses:

The activities regulated by this rule are voluntary; no entity is required by this rule
to maintain or submit records electronically if it does not wish to do so.
Presumably, no firm (or other regulated entity) will implement electronic
recordkeeping unless the benefits to that firm are expected to exceed any costs
(including capital and maintenance costs). Thus, the industry will incur no net
costs as a result of this rule.

Based on the fact that the activities regulated by this rule are entirely voluntary
and will not have any net adverse effects on small entities, the Commissioner of
Food and Drugs certifies that this rule will not have a significant economic
impact on a substantial number of small entities. Therefore, under the Regulatory
Flexibility Act, no further regulatory flexibility analysis is required.

262 Fed. Reg. 13430 (Mar. 20, 1997).
'3 62 Fed. Reg. 13430, 13434 (Mar. 20, 1997) (comment 9).
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... The Unfunded Mandates Reform Act requires that agencies prepare an
assessment of anticipated costs and benefits before proposing any rule that may
result in an annual expenditure by State, local and tribal governments, in the
aggregate, or by the private sector, of $100 million (adjusted annually for
inflation) . . .. This rule does not impose any mandates on State, local, or tribal
governments, nor is it a significant regulatory action under the Unfunded
Mandates Reform Act."*

Crucially, however, the Part 11 recordkeeping provisions are not voluntary in any
meaningful sense; rather, in effect they are mandatory. Accordingly, decisions based on
the understanding that the recordkeeping provisions would be voluntary are flawed.

The mandatory nature of the recordkeeping provisions flows directly from the definition
of the key term, “electronic record”:

Electronic record means any combination of text, graphics, data, audio, pictorial,
or other information representation in digital form that is created, modified,
maintained, archived, retrieved or distributed by a computer system. "

The word “or” clarifies that any of the listed actions is sufficient to make digital
information be classified as an electronic record. The implications of this definition
include the following:

e Printing out electronic records does not affect their continued status as electronic
records if they are not only “created” but also “maintained” at some point in their
existence. (The only exception is where computers are used essentially as manual
typewriters or pens, i.e., without electronic maintenance capability.)'®

¢ The recordkeeping provisions are not limited to final versions of documents, but also
apply to “data” and “other information” even if preliminary in nature or if never
organized into a “final” form.

The bottom line is that virtually any use of a computer to maintain records required by
FDA’s predicate rules is enough to trigger the Part 11 electronic records provisions.

Furthermore, it is impossible to comply with many FDA recordkeeping requirements
without the use of computers. For example, modern drug manufacturing requires the use
of computers to control processes. Batch records may be created and maintained
electronically. Even if such records are sometimes printed out, as a practical matter drug
manufacturers often must maintain those records electronically for them to be useful.
Similarly, modern analytical instruments, used for quality control laboratories as part of
¢GMPs or for nonclinical studies conducted under GLPs, are electronic in nature. They
generate large amounts of data which, as a practical matter, often must be maintained
electronically, even if sometimes printed out. As the preamble to the proposed rule stated
back in 1994:

462 Fed. Reg. 13430, 13462 (Mar. 20, 1997) (emphasis added).

321 CFR § 11.3(b)(6).

'® According to the 1997 preamble, Part 11 applies to “systems that create and maintain electronic records
under Chapter I of Title 21, even though some of those electronic records may be printed on paper at
certain times.” 62 Fed. Reg. 13430, 13437 (Mar. 20. 1997) (comment 22).
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The agency is aware that automated systems are being used more extensively in
the various industries it regulates . . . . FDA recognizes the importance of
electronic records and their integration into a variety of information efforts, such
as manufacturing process controls, materials resources controls, laboratory
information systems, clinical trial information systems, and electronic data
interchange activities. The agency is aware that some new technologies and
manufacturing methods require use of electronic records.'’

In considering its own version of Part 11, last year EPA specifically solicited comments
on current electronic recordkeeping practices.'® In response, many regulated entities
reported that electronic recordkeeping is pervasive and they have no alternative but to use
computers to meet EPA recordkeeping requirements. Small facilities as well as larger
ones reported that they are dependent on computers to comply with EPA requirements to
keep records. The same would be true with respect to regulated entities meeting FDA
recordkeeping requirements. When required by FDA predicate rules, such digital data
are, by definition, electronic records triggering the full panoply of Part 11°s
recordkeeping requirements.

As a consequence, the “choice” to keep records electronically is illusory. There is no
choice. Regulated facilities cannot go back to using only fountain pens, pencils, adding
machines, and manual typewriters. They must use computers to operate in today’s
advanced technological environment. In doing so, they are subject to Part 11°s
recordkeeping provisions. Those provisions cannot be classified as anything other than
mandatory.

Accordingly, FDA should have conducted the kinds of analyses appropriate for
mandatory regulations. It did not do so, and its current problems are a direct result. FDA
should conduct those analyses now as a part of its reexamination of Part 11.

2. The Recordkeeping Provisions Apply to Thousands of Regulated
Facilities, Not to 100 Facilities as Originally Assumed.

The 1997 preamble to Part 11 estimated that a total of 100 recordkeepers would be
subject to the recordkeeping provisions for closed or open systems.'’ By 2000, FDA had
raised that estimate by a factor of 45 to 4,500 recordkeepers.”’ FDA recently increased
its estimate of the number of recordkeepers affecied by the Part 11 recordkeeping
requirements for closed or open systems to 5,000, i.e., SO times the number of facilities
estimated at the time it promulgated Part 11.2' Even this number is likely to
underestimate the number of regulated facilities by a considerable factor.

A regulation that affects 5,000 or more entities is much different from one that affects
only 100. FDA should reexamine Part 11 in light of its extensive reach, which was not
considered previously.

'759 Fed. Reg. 45160, 45161 (Aug. 31, 1994).

'® 67 Fed. Reg. 278, 279 (Jan. 3, 2002).

"2 62 Fed. Reg. 13430, 13461-62 (Mar. 20, 1997).
67 Fed. Reg. 18111, 18112 (Apr. 6, 2000).

*! 68 Fed. Reg. 14663, 14664 (Mar. 26, 2003).



3. The Costs of the Recordkeeping Provisions As Currently Written Are
Prohibitive.

The Part 11 recordkeeping provisions are extraordinarily expensive. They are on the
order of Y2K compliance costs. In order to avoid stifling innovation, FDA should
reexamine the costs and benefits of Part 11, and consider risk management alternatives.

a. FDA Estimated That Recordkeeping Compliance Costs Would
Be Trivial Because It Understood That Industry Had Already
Implemented the Part 11 Requirements.

The 1997 preamble to Part 11 did not estimate the costs of compliance. It did, however,
make several statements suggesting that the costs would be trivial. It based that judgment
on the understanding, incorrect though it was, that few changes would be needed because
regulated entities had already implemented most or all of the requirements:

Furthermore, because almost all of the rule’s provisions reflect contemporary
security measures and controls that respondents to the ANPRM identified, most
firms should have to make few, if any, modifications to their systems. . . .

The agency believes that because the rule is flexible and reflects contemporary
standards, firms should have no difficulty in putting in place the needed
systems and controls.”

Presumably, no firm (or other regulated entity) will implement electronic
recordkeeping unless the benefits to that firm are expected to exceed any costs
(including capital and maintenance costs). Thus, the industry will incur no net
costs as a result of this rule.”

FDA continues to misjudge the costs of Part 11 compliance. Its most recent Paperwork
Reduction Act burden estimate for Part 11 asserts that compliance requires just 20 hours
per recordkeeper per year, for a total of 270,000 hours.”* This estimate is seriously
deficient, however. It maintains that Part 11 compliance includes no capital costs or
operating or maintenance costs, which is certainly inaccurate. Moreover, the scope of
work covered by the estimate misses most activities subject to Part 11:

The burden created by the information collection provision of this regulation is a
one-time burden associated with the creation of standard operating procedures,
validation, and certification.”

Part 11 involves far more than one-time creation of SOPs, validation, and certification.
Thus, FDA has not estimated the actual cost of Part 11 compliance.

262 Fed. Reg. 13430, 13463 (Mar. 20, 1997) (emphasis added).

> 62 Fed. Reg. 13430, 13462 (Mar. 20, 1997) (emphasis added).

** 68 Fed. Reg. 14663, 14664 (Mar. 26, 2003). This 1s the same estimate as that provided in 2000, see 65
Fed. Reg. 18111 (Apr. 6, 2000), which FDA estimated to cost $9,204,975. See FDA, “Supporting
Statement for Electronic Records; Electronic Signatures - 21 CFR Part 11 OMB No. 0910-0303”, Docket
No. 99N-4166 (filed Jun. 19, 2000).

» 68 Fed. Reg. 14663, 14664 (Mar. 26, 2003).
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b. Industry Cost Estimates for Part 11 Compliance Exceed
$2 Billion, Comparable to the Cost of Y2K Compliance.

Industry estimates of Part 11 compliance costs exceed $2 billion. The Pharmaceutical
Research and Manufacturers Association (“PhRMA”) recent surveyed its membership
about the cost to fully remediate all applicable systems to come into Part 11 compliance,
and its member companies reported an aggregate figure of more than $2.1 billion.

Another survey found costs totaling in excess of $100 million per company:

Depending on the extent of legacy systems deployed, the impact of Part 11 could
be greater than the Y2k remediation effort. Part 11 establishes new
requirements for legacy systems that were not explicitly defined as essential for
regulatory compliance.

In a recent survey conducted by Accenture concerning leading companies’
approaches to Part 11 compliance, respondents place the total cost to become
compliant with 21 CFR Part 11 at about $100+ million, with additional time and
money slated for maintenance.?’

Earlier, PhRMA had reported to FDA:

Although the Agency concluded that the Regulation will not have significant
economic impact, PhARMA companies are estimating the financial impact to be
significantly higher than the cost of resolving any Y2K problems . . .. Inone
case, it cost $600,000 to bring a chromatography system into compliance.
There are hundreds of such systems that are bound by the Regulation. One large
company has estimated that archiving a complex electronic system would cost
them in excess of ten million dollars over the retention period. The cost to fully
comply with the Regulation is expected to exceed $150 million for a large
pharmaceutical company.*®

Experience gained by both FDA and the pharmaceutical industry . . . since the

introduction of 21 CFR Part 11 in 1997 has shown that the cost and complexity of

achieving compliance is significantly greater than was originally anticipated. The

cost to a major pharmaceutical company is now understood to be in excess of

$100M [million]. A number of key factors have contributed to this, including:

1. Companies have large numbers of systems covered by the rule. In the case of
pharmaceutical companies, this can comprise several hundred systems.

2. The guidance provided by FDA has been ambiguous, leading to a variable
approach to inspections and feedback.

* PARMA comments in Docket No. 00D-1539 (Dec. 4, 2002), available at

www fda.gov/ohrms/dockets/dockets/00d1539/4.htm.

7 Accenture, “White paper: 21 CFR Part 11: Achieving business benefits” (2001) at 9 (emphasis added),
available through www.accenture.com, cited in FDA, “General References For Guidance Documents On
21 CFR Part 11; Electronic Records; Electronic Signatures”, filed in Docket No. 00D-1539, available at
www fda.gov/ohrms/dockets/dockets/00d1539/1st0005.htm.

* PhARMA, “21 CFR Part 11: A Partnership Approach to Achieving Regulatory Compliance for Electronic
Records and Signatures” (Nov. 15, 1999) at 8 (emphasis added), attached to PARMA comments in Docket
No. 99N-4166 (Nov. 30, 1999).
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3. Systems are strongly interconnected so that changes made to a given system
have broad implications requiring extensive testing and validation.

4. Commercial software packages used in the industry often lack the
functionality required by the regulation and it takes significant time for
vendors to incorporate the required functionality into their products.

5. Some of the technologies required are new and immature and it can take
several years for these to be incorporated into major commercial products.

6. The rapid pace of change of technology makes it difficult to provide secure
long term archiving of data in electronic form.?

A group of affected pharmaceutical companies similarly told FDA:

[TThe extensive experience that has now been gained from attempting to
implement [Part 11] within the regulated industries has highlighted a number of

+ A lrg tha trniagh tha hanafitg
difficulties giving rise to significant costs and risks that may outweigh the benefits

. Companies are mvestm§ millions of dollars in “good faith efforts” to
comply with the Regulation.

One pharmaceutlcal company estimated its total Part 11 compliance costs as exceeding
$214 million.*' Another gave an estimate of $150 million in initial expenses and annual
maintenance costs of $30 million.*

Why are the recordkeeping provisions so costly? Because they establish requirements
not previously defined as required for regulatory compliance. As a result, current
(legacy) systems, and most systems now under development, lack the functionality that
Part 11 requires. Regulated facilities have to purchase, validate, implement, and train on
retrofitting solutions not designed for their systems, or purchase new systems, at a cost on
a scale of the Y2K effort. That has been industry’s experience with implementing Part
11:

Compliance with the Regulation requires upgrading or replacing most current
systems and, potentially, the introduction of new, and relatively unproved,
technologies. Experience in the industry shows that change programs on this
scale carry a significant degree of risk and expense . . . . Few companies would
attempt to complete changes on this scale in less than 10-15 years. Attempting to
accelerate this process would significantly increase the cost and level of risk.>

c. Audit Trail Costs Are a Large Component of the Costs.

The audit trail requirement is particularly expensive. Part 11 requires, among other
things:

* PhARMA comments in Docket No. 00D-1541 (Oct. 29, 2001) at 2-3, available at
www.fda.gov/ohrms/dockets/dockets/00d1541/2. htm.
** Industry Coalition on 21 CFR Part 1 I, “Recommendations for Achieving Compliance with the e-Records
and e-Signatures Regulation” (Aug. 29, 2000) at 2-3 (emphasis added), available at
www.fda.gov/ohrms/dockets/dailys/00/Nov00/110600/mpt000 1. pdf.
*' Comments of SmithKline Beecham Pharmaceuticals in Docket No. 99N-4166 (Nov. 29, 1999) at 2.

*> Comments of Eli Lilly and Company in Docket No. 99N-4166 (Nov. 23, 1999) at 2.

* PhRMA, “21 CFR Part 11: A Partnership Approach to Achieving Regulatory Compliance for Electronic
Records and Signatures” (Nov. 15, 1999) at 9 (emphasis added), attached to PhRMA comments in Docket
No. 99N-4166 (Nov. 30, 1999).
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Use of secure, computer-generated, time-stamped audit trails to independently
record the date and time of operator entries and actions that create, modify, or
delete electronic records.**

Almost no software used in legacy systems generates such audit trails. Accordingly,
almost all software now used in connection with FDA recordkeeping requirements needs
to be either replaced with software that does have an audit trail capability or
supplemented with software which adds system-wide audit trail capability. The software
licensing fees alone are extremely expensive. Even more expensive is the cost of
integrating and validating such new software in the myriads of applications now in use.

An example is Microsoft Excel®. Excel is probably the leading software for presenting
and processing data. Microsoft Corporation has not built into the software an audit trail
capability, nor has it indicated any interest in doing so in the future. Accordingly, either
every regulated facility that uses Excel in meeting FDA recordkeeping requirements
would have to stop using Excel, and buy, validate, train on, and then use alternative
software, or it would have to buy, validate, train on, and then use additional software that
purports to add an audit trail capability for Excel.

Dow is aware of a single vendor that claims to have developed software (for stand-alone
computers only, not for networked implementations) that will add an audit trail capability
for Excel in order to help achieve compliance with 21 CFR Part 11.*° Every user would
have to test the software extensively to ensure that it works in its applications. The user
would have to train its personnel on how to use the software. The user would have to pay
the vendor for the use of the software. When multiplied by approximately 5,000 users
subject to FDA recordkeeping requirements, these costs are very significant. Notably,
however, they would only address Excel. The hundreds of other kinds of software used
in complying with FDA recordkeeping requirements need their own solutions. For most
of them, there is no website advertising a fix for a fee.

A related cost is that of memory storage. Most software is written to minimize the
amount of memory used by the application. The metadata collected by an audit trail

multiplies the system memory requirements, and cost, by a substantial factor.

d. The Searchability Requircment Also Adds Costs.

Another significant cost element of the Part 11 recordkeeping provisions is the
requirement that electronic records be searchable. FDA has by interpretation found a
searchability requirement in Part 11’s requirement that covered entities be able to
generate electronic copies of records “suitable for inspection, review, and copying by the
agency”,* as shown by the following FDA statements:

We [FDA] commented that to be suitable for our use electronic copies need to be
in a format that permits us to process (e.g., search and sort) information. Thus, a

**21 CFR § 11.10(e).

¥ See FDA, “Memo of Meeting” with Wimmer Systems, Inc. (Mar. 7, 2001), filed in Docket No. 00D-
1541, available at www.fda.gov/ohrms/dockets/dockets/00d1541/00d1541 . htm.

%21 CFR § 11.10(b).
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PDF file of a table or spreadsheet would not meet this need, although a word
searchable text file may meet this requirement.”’

During the course of the meeting we [FDA] commented that PDF file formats that
did not permit the processing of record information would be problematic. We
noted that for records containing only text, there should be no problem with a
PDF file that permitted word searches; however, we remarked that information in
the files that could not be processed, such as images of spreadsheets and tables
would be problematic from a part 11 perspective. Part 11 requires that persons be
ablf: to %enerate electronic copies of electronic records that are suitable for FDA
review.

Moreover, a major principle in part 11 is that for FDA to be able to protect and
promote public health it must function on the same technological plane as the

. \ o R
regulated industry. We couldn't do that if firms were allowed to destroy their

electronic records and present to FDA investigators only paper archives because
investigators would not be able to apply information technology based tools such
as search and sort techniques when reviewing those records.”

As indicated by the first two quotations above, a searchability requirement limits the
technological options available to regulated entities. This necessarily means that some
archiving options, such as non-searchable PDF files, are not for Part 11 compliance, even
though they are be electronic records. Limiting available technological options raises
costs to regulated entities.

4, The Electronic Archiving Requirement Is Technologically Infeasible.

Another aspect of the Part 11 recordkeeping provisions, the requirement for electronic
archiving, is not just costly; it is unachievable. This concern is more fully explained in
Dow’s December 4, 2002 comments in Docket 00D-1539.*° Those comments are
incorporated here by reference.

Not only industry, but also the federal government, has found compliance with Part 11-
type requirements technologically infeasible. In proposing Part 11, FDA promised that
“FDA will apply the principles of the new rule to its own electronic documents.”' Dow
is unaware that FDA or any other federal agency has wuuicorporated audit trails and all the
other requirements of Part 11 to its own electronic records. As a contractor for the
National Archives and Records Administration recently found:

Technology tools for managing electronic records do not exist in most
agencies. The agency information technology environments have not been
designed to facilitate the retention and retrieval of electronic records. Despite the
growth of electronic records, agency records systems are predominantly in

7 FDA, “Memo of Meeting” with ProPackData Corporation (June 14, 2001), filed in Docket No. 00D-
1538, available at www.fda.gov/ohrms/dockets/dockets/00d1538/mm00012.pdf.

* FDA, “Memo of Meeting” with Prelude Computer Solutions, Inc. (Aug. 9, 2001), filed in Docket No.
00D-1539, available at www.fda.gov/ohrms/dockets/dockets/00d1539/mm00016.pdf.

* FDA, “Human Drug CGMP Notes”, Vol. 6, No. 3 (Sept. 1998), available at
www.fda.gov/cder/hdn/cnotes98.pdf.

“0 Available at www.fda.gov/ohrms/dockets/dockets/00d1539/00d1539.htm.

*! 59 Fed. Reg. 45160, 45162 (Aug. 31, 1994).
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paper format rather than electronic. Virtually every agency visited indicated
that the official policy is that their records will be maintained in paper format.
Yet the agencies recognize that most records are now created in an electronic
environment—in word processing documents, spreadsheets, databases, and the
like. The predominant e-mail policy is to print out e-mails that are considered
records and to save the paper copies. The chief paradox of today’s Federal RM
[record management] is the disconnect between paper and electronic
recordkeeping. *?

5. Summary

FDA has several reasons to reexamine Part 11. They include at least the following:

e In adopting Part 11, FDA believed the rule to be voluntary. It made a number of
important decisions, and did not perform otherwise mandatory analyses based on that
belief. In practice, the recordkeeping provisions are mandatory, since modern
manufacturing and laboratory techniques cannot escape the application of Part 11.

e FDA expected that a mere 100 facilities would choose to comply with the electronic
recordkeeping provisions. Thousands of facilities are affected.

e The costs of compliance with Part 11 are not trivial, as originally estimated by FDA.
The reason is that regulated entities for the most part have not implemented Part 11
requirements, contrary to FDA’s understanding in promulgating Part 11. The Part 11
requirements are extremely costly, totaling over $2 billion, on the order of the cost of
Y2K compliance.

e The requirement for electronic record retention for the entire retention period is
technologically infeasible.

In light of FDA’s misunderstanding of the mandatory nature of the rule, it’s cost, and its
feasibility, FDA should reexamine Part 11 at this time.

I11. FDA Should Revise Part 11 to Make It Risk-Based

Dow supports FDA’s plan to make Part 11 risk-based, for the reasons stated in the draft
guidance. In addition, other considerations justify a risk basis for electronic
recordkeeping requirements. Currently, the Part 11 requirements are one-size-fits-all,
mandating the highest level of security for all required records, regardless of their nature.
This is inappropriate in light of current governmental mandates for risk-based approaches
for electronic recordkeeping. The lack of a risk basis adds greatly to the cost of Part 11,
since a risk approach would result in a substantial cutting back on Part 11 requirements in
several areas.

1. FDA Has Not Justified the Need for Stringent Anti-Fraud Provisions.

FDA explained the need for most of the burdensome provisions of Part 11 as a defense
against fraud:

*2 SRA International, Inc., “Report on Current Recordkeeping Practices within the Federal Government”
(Dec. 10, 2001) at 5-6 (emphasis added), available at www.nara.gov/records/rmi.pdf.
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FDA must retain the ability to audit records to detect unauthorized
modifications, simple errors, and to deter falsification. Whereas there are many
scientific techniques to show changes in paper records (e.g., analysis of the paper,
signs of erasures, and handwriting analysis), these methods do not apply to
electronic records. For electronic records and submissions to have the same
integrity as paper records, they must be developed, maintained, and used under
circumstances that make it difficult for them to be inappropriately modified.
Without these assurances, FDA'’s objective of enabling electronic records and
signatures to have standing equal to paper records and handwritten signatures, and
to satisfy the requirements of existing statutes and regulations, cannot be met.*’

But FDA has failed to justify why such stringent anti-fraud provisions as appear in the
recordkeeping provisions are needed. There is nothing in the administrative record to
support FDA’s implicit claim that fraud in electronic recordkeeping is a significant
probiem throughout FDA programs or that the anti-fraud requirements of Part 11 are
appropriate.

2. FDA Did Not Conduct a Risk Assessment or Cost-Benefit Analysis of
Risk Management Controls.

FDA apparently assumed that the Part 11 anti-fraud controls were necessary to achieve
the objectives stated above. It did not conduct a detailed assessment of the need for all
those controls, or of the costs and benefits of imposing those controls. FDA now has an
opportunity to do so. Before deciding how to change Part 11, FDA should conduct such
assessments.

Such assessments are now mandatory for all federal agencies regulating electronic
recordkeeping. FDA promulgated Part 11 in 1997. Since then, Congress has adopted a
statute mandating that government agencies accept electronic recordkeeping. This is the
Government Paperwork Elimination Act (“GPEA™).** Section 1704 of the GPEA directs
OMB to

Ensure that, [by October 2003], Executive agencies provide—

(1) for the option of the electronic maintenance, submission, or disclosure of
information, when practicable as a substitute for paper; and

(2) For the use and acceptance of electronic signatures, when practicable.

As part of its fulfillment of this responsibility, OMB directed all federal agencies in
implementing the GPEA to conduct a risk assessment for fraud in electronic
recordkeeping, and a separate cost-benefit analysis of provisions aimed at curbing such
fraud:

Accordingly, agencies should develop and implement plans, supported by an
assessment of whether to use and accept documents in electronic form and to
engage in electronic transactions. The assessment should weigh costs and
benefits and involve an appropriate risk analysis, recognizing that low-risk

* 62 Fed. Reg. 13430, 13464 (Mar. 20, 1997) (emphasis added).
* Title XVII of Davision C of the Omnibus Consolidated and Emergency Supplemental Appropriations
Act, 1999, Pub. L. No. 15-277, 112 Stat. 2681-749 to -751.
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information processes may need only minimal consideration, while high-risk
processes may need extensive analysis.*’

Similarly, the Justice Department has advised federal agencies considering electronic
reporting and recordkeeping to:

1. Conduct an analysis of the nature of a transaction or process to determine the
level of protection needed and the level of risk that can be tolerated . . . .

2. Consider potential costs and benefits, quantifiable and unquantifiable, direct
and indirect, in performing a cost/benefit analysis.*®

The reason for these required analyses was to cause agencies to refrain from overreacting
to the prospect of fraud in electronic records:

Setting up a very secure, but expensive, automated system may in fact buy only a
marginal benefit of deterrence or risk reduction over other alternatives and may
not be worth the extra cost. For example, past experience with fraud risks, and
a careful analysis of those risks, shows that exposure is often low. If this is the
case a less expensive system that substantially deters fraud is warranted, and not
an absolutely secure system. Overall, security determination should conform with
the Computer Security Act: the level of security should be commensurate with
the level of sensitivity of the transaction.*’

FDA has not yet conducted these required analyses for Part 11.

FDA decided against adjusting most of its Part 11 requirements to the degree of criticality
of the records involved.” While a few requirements do vary,*’ for most of the
requirements, including those with the greatest cost (such as the audit trail requirement),
all FDA-mandated records, regardless of their nature, are treated as though they have the
highest level of sensitivity. The OMB guidance cautions against this “one-size-fits-all”
approach:

Agencies should also keep in mind that GPEA specifically states that electronic
records and their related electronic signatures are not to be denied legal effect,
validity, or enforceability merely because they are in electronic form. We are
not, therefore, prescribing “one size fits all” requirements applicable to
transactions regardless of sensitivity.5 0

In particular, the OMB guidance advises that the risk of fraud is lowest where there is an
ongoing relationship, as with FDA and regulated entities:

65 Fed. Reg. 25508, 25512 (May 2, 2000).

* Department of Justice, “Legal Considerations in Designing and Implementing Electronic Processes: A
Guide for Federal Agencies” (Nov. 2000), § III.B, filed in Docket No. 00D-1541, available at
www.fda.gov/ohrms/dockets/dockets/00d1541/1 .him and www.cybercrime.gov eprocess.him.

4765 Fed. Reg. 22508, 25515 (May 2, 2000) (emphasis added).

* “The agency decided not to make the required extent and stringency of controls dependent on the type of
record or transactions . . . .” 62 Fed. Reg. 13430, 13464 (Mar. 20, 1997).

** For example, use of operational checks and device checks are required “as appropriate™. 11 CFR §§
11.10(5), (g).

%0 65 Fed. Reg. 22508, 25510 (May 2, 2000) (emphasis added).
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Risks tend to be relatively low in cases where there is an ongoing relationship
between the parties. Generally speaking . . ., transactions between a regulatory
agency and a publicly traded corporation or other known entity regulated by
that agency can often bear a relatively low risk of repudiation or fraud,
particularly where the regulatory agency has an ongoing relationship with, and
enforcement authority over, the entity.”'

FDA keeps careful track of its regulated entities, routinely inspects them, and deals with
them on an ongoing basis. Accordingly, the risk of fraud is probably quite low, at least
for most kinds of records. A detailed assessment would help clarify this.

3. FDA’s Determination That Stringent Anti-Fraud Provisions Are
Necessary to Ensure Reliability Conflicts With Judicial Experience

Accepting Electronic Records as Reliable Evidence.

The preamble describes the anti-fraud provisions as crucial to establishing that electronic
records are reliable:

This rule includes several conditions that an electronic record or signature must
meet in order to be acceptable as an alternative to a paper record or handwritten
signature.52

This position is inconsistent with the many civil and criminal cases in which electronic
records have been admitted into evidence as reliable records without meeting those
conditions.

Electronic records (or printouts thereof) have been held admissible as reliable evidence
for decades in both civil and criminal cases. Indeed, the Federal Rules of Evidence
specifically facilitate the admission of electronic records. Rule 1001(4) provides that in
the case of electronic records the requirement for an original record may be met by a
printout. Rule 803(6), the “business records” exception to the hearsay rule, covers a
“data compilation, in any form” (i.e., including electronic records). Any residual
evidentiary concerns about electronic records are reduced by the GPEA, which provides
that:

Electronic records . . . maintained in accordance with procedures developed under
this title [as noted previously, that language pertains to electronic signatures] . . .
shall not be denied legal effect, validity, or enforceability because such records
are in electronic form.>

As an enforcement agency, FDA is doing a great disservice to other enforcement
agencies in taking this position. These other agencies must persuade judges and juries
that electronic records lacking the Part 11 anti-fraud provisions are reliable. If those
provisions are crucial to establish reliability of electronic records kept for FDA purposes,
it is unclear why they are not similarly crucial for all evidentiary purposes, both civil and
criminal. Since the courts have found that they are not crucial to proving reliability,
FDA’s proposition that they are crucial is flawed.

*! 65 Fed. Reg. 22508, 25517 (May 2, 2000) (emphasis added).
> 62 Fed. Reg. 13430, 13464 (Mar. 20, 1997) (emphasis added).
3 GPEA, § 1707.
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1v. FDA Should Consider How Other Federal Agencies Have Regulated
Electronic Recordkeeping.

1. FDA Has Much to Learn From Other Federal Agencies.

FDA has recognized the importance of consulting with other federal agencies on
electronic recordkeeping:

The agency is also aware that other Federal agencies share the same concerns and
are addressing the same issues as FDA; the agency has held informal discussions
with other Federal agencies and participated in several interagency groups on
electronic records/electronic signatures and information technology issues. FDA
looks forward to exchanging information and experience with other agencies for
mutual benefit and to promote a consistent Federal policy on electronic records
and signatures.54

In light of the passage of time and the GPEA, FDA should follow the examples of its
sister agencies in considering risk and tailoring requirements for electronic records and
submissions to those risks.

Significantly, several of the agency rules discussed below reference either the GPEA or
the Electronic Signatures in Global and National Commerce (“E-SIGN”) Act.>® While
the E-SIGN Act does not address governmental recordkeeping requirements,”® it does
embrace minimal electronic record provisions that are substantially equivalent to those
imposed on paper records, and that do not impose unreasonable costs on the acceptance
of electronic records or signatures.’’

Only one agency, EPA, has followed FDA’s example of stringent anti-fraud provisions
for electronic recordkeeping, and EPA has now decided against following through with
that approach, at least for now.

Most agencies have found no need to address electronic recordkeeping at all, presumably
on the basis that their recordkeeping requirements already allow it. NRC made that
determination explicitly. Other agencies have established general criteria for reliability
and legibility, without finding a need, as FDA did with Part 11, for detailed requirements.
For example, none has a validation requirement. Most do not require audit trails, and
none requires computer-generated, time-stamped audit trails.

FDA’s parent agency, HHS, has rules which direct covered entities to conduct risk
assessments and cost-benefit analyses in deciding whether or to what extent they must
implement electronic recordkeeping safeguards.

This variety of approaches, even in the public health context, shows that Part 11°s
particular provisions are not crucial to the reliability and acceptability of electronic

3% 62 Fed. Reg. 13430, 13431 (Mar. 20, 1997).
55 Pub. L. 106-229 (June 30, 2000).

% E-SIGN, § 104(a).

ST E-SIGN, § 104(b)(2)(C)(i1).
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records. FDA should consider this wide range of regulatory approaches to a common
issue as it reexamines Part 11.

2. EPA - CROMERRR

Initially, FDA should recognize that only one federal agency, EPA, has followed the
example of Part 11. In 2001 EPA proposed a Cross-Media Electronic Reporting and
Recordkeeping Rule (“CROMERRR?”) explicitly based on Part 11.%® In doing so, it was
unique among federal agencies, as none of the others has done so, despite the GPEA
directive that all federal agencies accept electronic records and submissions by October
2003.

In the face of devastating public comments, based in part on industry’s experience with
Part 11, EPA has decided to halt work for now on the electronic recordkeeping provisions

MADMARAT DITID

of CROMERRR:

Based on public comment, however, EPA now plans to focus on finalizing the
electronic reporting components of proposed CROMERRR, and to defer further
action on the electronic recordkeeping components until a later time . . . .

Finally, comments on the CROMERRR also indicated a substantial reworking of
the cost and benefit analyses with respect to the electronic record-keeping
components of the proposal. Given EPA’s current focus on electronic reporting,
EPA will defer additional economic analysis in this area until we resume work on
electronic recordkeeping.™

CROMERRR illustrates how a very stringent, one-size-fits-all, anti-fraud approach to
regulation of electronic recordkeeping is not good public policy.

In contrast, many of EPA’s recordkeeping regulations have explicitly allowed electronic
recordkeeping for years, with no particular requirements. ** EPA’s experience under
those regulations has apparently been positive, as EPA did not propose to address

electronic recordkeeping since adopting those provisions until prompted to do so by the
GPEA.

3. Treasury Department — Federal Payments and Collections

In contrast to EPA and FDA, other federal agencies implementing the GPEA have chosen
to adjust the degree of anti-fraud protections to the risk of fraud and the consequences of
fraud. For example, in 2001 the Treasury Department adopted policies and practices

%% 66 Fed. Reg. 46162, 46170 (Aug. 31, 2001).

% 67 Fed. Reg. 74051, 74241, 74242 (Dec. 9, 2002) (The Regulatory Plan, entry 148).

% See, e.g., 40 CFR § 60.58c(f); 40 CFR § 60.59a(b)(2)(i); 40 CFR § 60.59b(k); 40 CFR § 60.2180; 40
CFR § 60.2745; 40 CFR § 62.14462; 40 CFR § 63.103(c)(1); 40 CFR § 63.104(c)(3); 40 CFR §
63.152(g)(1)(vi)(D); 40 CFR § 63.181(a); 40 CFR § 63.192()(1); 40 CFR § 63.506(a)(1); 40 CFR §
63.642(e) 40 CFR § 63.774(b)(1)(ii); 40 CFR § 63.850(e)(2); 40 CFR § 63.998(b)(5)(1)(F)(4); 40 CFR §
63.1065; 40 CFR § 63.1109(c); 40 CFR § 63.11.92(d); 40 CFR § 63.1255(g)(1); 40 CFR §
63.1284(b)(1)(iv); 40 CFR § 63.1335(a)(1); 40 CFR § 63.1355(a); 40 CFR § 63.1363(g)(1); 40 CFR §
63.1386(d)(1)(ii); 40 CFR § 63.1409(c)(3); 40 CFR § 63.1416(a)(1): 40 CFR § 63.1439(a); 40 CFR §
63.1517(a)(2); 40 CER § 63.5770(d); 40 CFR § 64.9(b)(2); 40 CFR § 65.4(c)(3); 40 CFR §
65.161(e)(1)(vi)(D); 40 CFR § 85.1806(c); 40 CFR § 85.1904(d).
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pursuant to the GPEA for the use of electromc transactions and authentication techniques
in federal payments and collections.®' It uses a risk-based approach:

All payment, collection, and collateral transactions must be properly
authenticated, in a manner commensurate with the risks of the transaction.®’
Transactions with negligible risk may occur without any electronic authentication
technique. Those with low risk must use a single factor authentication, such as a personal
identification number. Those with moderate or high risk would require more in the way
of authentication, such as cryptography.

4. IRS — Electronic Recordkeeping

Just days after FDA published Part 11 in 1997, the Internal Revenue Service issued a
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electronically.”® That IRS guidance requires “reasonable” controls, i.e., controls whose
stringency varies with the criticality of the records, the likelihood of fraud, and the cost-
effectiveness of the controls. For example, it provides in part:

An electronic storage system must include:

(a) reasonable controls to ensure the integrity, accuracy, and reliability of the
electronic storage system;

(b) reasonable controls to prevent and detect the unauthorized creation of,
addition to, alteration of, deletion of, or deterioration of electronically
stored books and records;

(©) an inspection and quality assurance program evidenced by regular
evaluations of the electronic storage system including periodic checks of
electrically stored books and records;

(d) a retrieval system that includes an indexing system . . . ; and

(e) the ability to reproduce legible and readable hardcopies . . . of
electronically stored books and records.

A related revenue procedure requires an audit trail, but only between the retained records
and the taxpayer’s books, and between the retained records and the tax return.*

If such flexible and general requirements are sutlicient for the IRS, with its concern with
fraud, they should also be sufficient for FDA.

5. Department of Labor — ERISA Records

In 2002, the Pension and Welfare Benefits Administration within the U.S. Department of
Labor issued final rules relating to the use of electronic communication and
recordkeeping technologies by employee pension and welfare benefit plans.®> These

%' 66 Fed. Reg. 394 (Jan. 3, 2001).

5266 Fed. Reg. 394, 396 (Jan. 3, 2001).

% Rev. Proc. 97-22 (Mar. 31, 1997).

% Rev. Proc. 98-25 (Mar. 16, 1998).

8529 CFR § 2520.107-1, 67 Fed. Reg. 17264, 17275 (Apr. 9, 2002). These rules were 1ssued under section
1510(a) of the Taxpayer Relief Act of 1997, Pub. L. 105-34 (Aug. 5, 1997), which requires the Secretary of
Labor to 1ssue guidance addressing, among other things, the recordkeeping requirements of ERISA as
applied to the use of new technologies.
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rules are based on the IRS revenue procedures, but are said to be consistent with the goals
of the E-SIGN Act.®® They, too, require only “reasonable” controls. They provide in
part:

The record maintenance and retention requirements of sections 107 and 209 of

ERISA are satisfied when using electronic media if:

(1) The electronic recordkeeping system has reasonable controls to ensure the
integrity, accuracy, authenticity and reliability of the records kept in
electronic form;

2) The electronic records are maintained in reasonable order and in a safe and
accessible place, and in such manner as they may be readily inspected or
examined (for example, the recordkeeping system should be capable of
indexing, retaining, preserving, retrieving and reproducing the electronic

records);
3) The electronic records are readily convertible into legibie and readable
paper copy . . . ;

4 The electronic recordkeeping system is not subject, in whole or in part, to
any agreement or restriction that would, directly or indirectly, compromise
or limit a person’s ability to comply with any reporting and disclosure
requirement or any other obligation under Title I of ERISA; and

(5) Adequate records management practices are established and implemented
(for example, following procedures for labeling of electronically
maintained or retained records, providing a secure storage environment,
creating back-up electronic copies and selecting an off-site storage
location, observing a quality assurance program evidenced by regular
evaluations of the electronic recordkeeping system including periodic
checks of electronically maintained or retained records, and retaining
paper copies of records that cannot be clearly, accurately or completely
transferred to an electronic recordkeeping system).

These general requirements, different in kind from the prescriptive requirements of Part
11, are expected to have only modest costs of compliance, as described in the preamble to
the proposed rule:

A marginal expense may be incurred by plans or sponsors that already use
electronic media for recordkeeping purposes 1o conform their procedures to the
minimum standards described in this proposal. The Department believes this
expense would be limited because the standards proposed are not intended to
establish detailed methods of compliance, but rather to describe general
performance objectives which are consistent with the reasonable and prudent
business practices already required of ERISA plan fiduciaries. Under the
proposal, plans and sponsors would retain the flexibility to make any changes
necessary, for example, to ensure the integrity and safety of the records, or to
improve iér;dexing and ease of retrieval, in the manner which is most cost effective
for them.

%67 Fed. Reg. 17264, 17268 n.8, 17269 (Apr. 9, 2002).
%7 64 Fed. Reg. 4506, 4511-12 (Jan. 28, 1999).
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Earlier this year, the Pension Benetit Guaranty Corporation published proposed rules
under the GPEA for electronic record retention which are essentially identical to those of
the Pension Welfare and Benefits Administration quoted above.®®

6. Securities & Exchange Commission

In 2001, the SEC issued rules in response to the E-SIGN Act which require only
“reasonable” security controls. One, concerning electronic recordkeeping by Public
Utility Holding Companies,69 provides in part:

In the case of records on electronic storage media, the company, or person that
maintains and preserves records on its behalf, must establish and maintain
procedures:

() To maintain and preserve the records, so as to reasonably safeguard them

1 lnoo altavatinm ~r Aacémiafiane

from 1088, alter datio1l, Or acsiruciion,

(11)  To limit access to the records to properly authorized personnel, the
directors of the company, and the Commission (including its examiners
and other representatives); and

(iii))  To reasonably ensure that any reproduction of a non-electronic original
record on electronic media is complete and true, and legible when
retrieved.

Two other rules, on electronic recordkeeping by investment companies and investment
advisors,”” are essentially identical to the provisions quoted above. Both preambles noted

factors addressing risk and the cost-effectiveness of the provisions.

7. Nuclear Regulatory Commission

The NRC found that it did not have to amend its regulations to meet the GPEA
requirement to accept electronic recordkeeping:

Well before the passage of the GPEA, the NRC had taken major steps to increase
the use of electronic communication. For example, many of the agency’s
regulations on recordkeeping have long permitted storage in electronic format . . .

We have not had to propose amendments to our regulations on maintenance of
records. A great many of these already explicitly permit the use of electronic
means to maintain records, and those that do not explicitly permit electronic
maintenance of records do not in any way imply that electronic strategies for
preservation are disallowed.”'

For example, NRC’s standards for protection against radiation (certainly analogous to
FDA’s regulations protecting public health) have extensive recordkeeping requirements.
The regulations provide in part that:

% See proposed 29 CFR § 4000.53, 68 Fed. Reg. 7454, 7463 (Feb. 14, 2003).

®17 CFR § 257.1(e), 66 Fed. Reg. 29471, 29474 (May 31, 2001).

17 CFR §§ 270.31a-2(f), 275.204-2, 66 Fed. Reg. 29224, 20228 (May 31, 2001).
' 67 Fed. Reg. 57084, 57085-86 (Sept. 6, 2002).
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Each record required by this part must be legible throughout the specified
retention period . ... . The record may be an original or a reproduced copy or a
microform provided that the copy or microform is authenticated by authorized
personnel . . .. The record may also be stored in electronic media with the
capability for producing legible, accurate, and complete records during the
required retention period . . . . The licensee shall maintain adequate safeguards
against tampering with and loss of records. ™

In adopting this provision back in 1991, NRC simply stated:
The use of electronic media requires authentication and the prevention of
alteration or loss of the records. As with requirements for paper records, the

electronic media must be capable of producing a legible copy of the record.”

Thus, in a public health context analogous to that of FDA, NRC has determined that the
most basic of requirements for electronic recordkeeping are sufficient.

8. HHS — HIPAA Security Rule

Of particular relevance to FDA is the rule issued by its parent agency, the Department of
Health and Human Services, earlier this year concerning security standards for electronic
protected health information under the Health Insurance Portability and Accountability
Act of 1996 (“HIPAA™).”* HHS considered Part 11 in drafting the rule,” but,
significantly, chose to depart from the Part 11 requirements in most instances. This
Security Rule incorporates risk and cost-benefit analysis into the provisions of the rule
itself, in part through the concept of “addressable” implementation specifics:

In meeting standards that contain addressable implementation specifics, a covered
entity will ultimately do one of the following: (a) Implement one or more of the
addressable specifications; (b) implement one or more alternative security
measures; (¢) implement a combination of both; or (d) not implement either an
addressable implementation specification or an alternative security measure . . . .

The entity must decide whether a given addressable implementation specification
1s a reasonable and appropriate security measure to apply within its particular
security framework. This decision will depend on a variety of factors, such as,
among others, the entity’s risk analysis, risk mitigation strategy, what security
measures are already in place, and the cost of implementation.’®

This does not give covered entities carte blanche to do what they want:

We disagree that covered entities are given complete discretion to determine their
security policies under this rule, resulting in effect, in no standards. While cost is
one factor a covered entity may consider in determining whether to implement a
particular implementation specification, there is nonetheless a clear requirement

10 CFR § 20.2110.

73 56 Fed. Reg. 23360, 23384 (May 21, 1991).

™ 45 CFR Parts 160, 162, and 164, 68 Fed. Reg. 8334, 8374 (Feb. 20, 2003).
763 Fed. Reg. 43242, 43277-79 (Aug. 12, 1998) (Part 11 is mapped standard 18).
76 68 Fed. Reg. 8334, 8336 (Feb. 20, 2003).
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that adequate security measures be implemented, see 45 CEFR 164.306(b). Cost is
not meant to free covered entities from this responsibility.”’

Other requirements are mandatory, i.e., not “addressable”. An example of this approach
1s how the Security Rule handles audit trails. HIPAA explicitly directed HHS to consider
“the value of audit trails in computerized record systems” in drafting its Security Rule.”
The Security Rule requires audit controls, but the audit controls need not be electronic. A
covered entity must:

Implement hardware, software, and/or procedural mechanisms that record and
examine activity in information systems that contain or use electronic protected
health information.”

The preamble explains that how covered entities are to implement this flexible
requirement depends in part on risk considerations:

We support the use of a risk assessment and risk analysis to determine how
intensive any audit control function should be.*

This requirement is considerably more flexible than Part 11°s corresponding requirement:

Use of secure, computer-generated, time-stamped audit trails to independently
record the date and time of operator entries and actions that create, modify, or
delete electronic records. Record changes shall not obscure previously recorded
information. Such audit trail documentation shall be retained for a period at least
as long as that required for the subject electronic records and shall be available for
agency review and copying.®'

9. The Option of Doing Nothing to Address Electronic Recordkeeping.

As it considers how to revise Part 11, FDA should consider the option of not having
regulations that address electronic recordkeeping specifically. Certainly, most federal
agencies lack such regulations and they seem to regulate affected entities efficiently.
Presumably, their recordkeeping regulations either explicitly or implicitly allow records
to be kept in any medium, including electronically, so that they need take no action under
the GPEA. As noted above, both NRC and EPA .ave such regulations, and both regulate
in the arena of public health without significant problems about fraud in electronic
recordkeeping.

Notably, FDA’s own record retention requirements outside of Part 11 already authorize
electronic recordkeeping. For example, Part 820, quality system regulation, provides that
“Those records stored in automatic data processing systems shall be backed up.”®* The
preamble to that rule adds that:

7768 Fed. Reg. 8334, 8343 (Feb. 20, 2003).

" HIPAA § 262, 42 USC § 1320d-2(d)(1)(iv).

745 CFR § 164.312(b), 68 Fed. Reg. 8334, 8378 (Feb. 20, 2003).
%0 68 Fed. Reg. 8334, 8355 (Feb. 20, 2003).

821 CFR § 11.10(e).

221 CFR § 820.180.
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FDA will interpret “cog)ying” to include the printing of computerized records, as
well as photocopying.8

Similarly, Part 211, current good manufacturing practice for finished pharmaceuticals,
provides in part:

Records required under this part may be retained either as original records or as
true copies such as photocopies, microfilm, microfiche, or other accurate
reproductions of the original records.®*

In adopting this provision in 1978, FDA explained:

With specific regard to physical space for the storage of records, the
Commissioner advises that the regulations do not generally require retention of
original records, and that retention of suitable true copies in other forms such as
microfilm is permitted. The Commissioner believes that, in keeping with
modern business practices, there are many record retention systems that
would fulfill the intent of the record retention provisions. Section 211.180(d)
of the final regulations specifically provides for this flexibility.®

FDA should consider its own experience in permitting regulated entities to keep records

electronically independently of Part 11 to determine the extent to which there is any need
for Part 11 requirements.

V. FDA Should Revise Part 11 Through Rulemaking.

While Dow supports the draft guidance re-interpreting Part 11 and exercising
enforcement discretion on key Part 11 provisions, FDA should revise Part 11 through
rulemaking. (Enforcement discretion during the rulemaking process is appropriate.)

The text of Part 11 itself, along with its preamble, cannot be re-interpreted to redress the
fundamental problems with Part 11. The changes needed are too profound. Accordingly,
the long-term solution is undoubtedly rulemaking.

Once FDA commits to rulemaking, it should of course address all the required analyses,
including those under the Unfunded Mandates Reforni Act, the Paperwork Reduction
Act, and the Regulatory Flexibility Act.

CONCLUSION

FDA should engage in rulemaking to redress the many problems with Part 11. In the
meantime, it should exercise enforcement discretion with respect to key provisions of
Part 11.

*3'61 Fed. Reg. 52602, 52637 (Oct. 7, 1996).
#21 CFR § 211.180(d).
%5 43 Fed. Reg. 45014, 45066 (Sept. 29, 1978) (comment 423) (emphasis added).
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