Quick CoNsUMER Tips

TIPS FOR USING THIS HANDBOOK

PART | —BE A SAVVY CONSUMER PART Ill —KEY CONSUMER
Read this section for advice before you make a INFORMATION RESOURCES

purchase. To quickly locate specific topics and
information, look in the Table of Contents
(p. i) and the Index (p. 169).

PART Il —FILING A COMPLAINT PART IV—CONSUMER ASSISTANCE

Turn to this section for suggestions on DIRECTORY

resolving consumer problems. The sample Here you'll find contact information for
complaint letter on page 55 will help you corporate offices, consumer organizations,
present your case. trade groups, government agencies and more.

Look here for a list of public resources and
contact information.

A searchable version of this Handbook is available online at
Vl S IT U S O N I—l N E www.ConsumerAction.gov and in Spanish at www.Consumidor.gov.

As a savvy consumer, you should always be on the alert for shady deals and scams. To avoid becoming
a victim, keep these things in mind:

1. A deal that sounds too good to be true usually is! Be wary of promises to fix your credit problems
(p. 13), low-interest credit card offers (p. 12), deals that let you skip credit card payments (p. 12),
work-at-home job opportunities (p. 16), risk-free investments (p. 35), and free travel (p. 43).

2. Don't share personal information with someone you don't trust. Learn how to recognize fraud by
following the advice on page 2.

3. Beware of payday and tax refund loans. Interest rates on these loans are usually excessive. Even
a cash advance on a credit card may be a better option. For more information, see page 14.

4. Real estate agents represent the seller, not the buyer. When buying, consider hiring an agent or
lawyer to represent you (p. 21).

5. Home improvement (p. 24) and auto repairs (p. 9) are the subjects of frequent complaints. Getting
a second opinion can help prevent costly mistakes and enable you to make better decisions.

6. Think twice before you rent-to-own. Interest rates on rent-to-own purchases can be very high. If
you miss a payment, you could end up with nothing. Consider buying second-hand at a thrift shop
or through ads in your local newspaper.

7. Be cautious of Buy Here, Pay Here lots. If you decide to buy a car from a used car lot, be sure to read
all of the papers before you sign. Don't sign contracts that allow the dealership to change the finance
rate AFTER you leave the lot.

8. Don't buy under stress. Avoid making big-ticket purchases during times of duress (e.g., coping with
a death or debt).
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Partl-BeASavvyConsumer

Before you spend another dollar, invest a few minutes reading this section of the Handbook to help you make

smart choices and avoid scams.

BEFORE YOU BUY

To avoid problems and make better decisions, use this
checklist BEFORE you make a purchase.

Decide in advance exactly what you want and what
you can afford.

Do your research. Ask family, friends and others you
trust for advice based on their experience. Gather
information about the seller and the item or service
you are purchasing.

Review product test results and other information
from consumer experts. See General Resources in
Part Il (p. 56) or check the Handbook Index (p. 169)
for specific information.

Get advice and price quotes from several sellers.

Make sure that the seller has all appropriate
licenses. Doctors, lawyers, contractors and other
service providers must register with a state or local
licensing agency (p. 130).

Check out a company’s complaint record with your
local consumer affairs office (p. 130) and Better
Business Bureau (p. 65).

Get a written copy of guarantees and warranties.

Get the seller’s refund, return and cancellation
policies.

Ask whom to contact if you have a question
or problem.

Read and understand any contract or legal
document you are asked to sign. Make sure there
are no blank spaces. Insist that any extras you are
promised be put in writing.

Consider paying by credit card. If you have a
problem, you can dispute a charge made on your
credit card (p. 11).

Don't buy on impulse or under pressure. This
includes donating to charity.

To call or write an organization, use the directory (p. 60)

SERVICE CONTRACTS AND
EXTENDED WARRANTIES

Service contracts or “extended warranties” can add
hundreds to your purchase price and are rarely worth
the cost. Some duplicate warranty coverage you get
automatically from a manufacturer or dealer. Ask these
questions before you agree to one of these contracts:

+ Does the dealer, the manufacturer, or an
independent company back the service contract?

- How are claims handled? Who will do the work and
where it will be done?

« What happens to your coverage if the dealer or
administrator goes out of business?

« Do you need prior authorization for repair work?

« Are there any situations when coverage can
be denied? You may not have protection from
common wear and tear, or if you fail to follow
recommendations for routine maintenance.

PRODUCT SAFETY RECALLS

Before you buy a used vehicle or other second-hand
product, check the websites listed below to be sure it
hasn't been recalled for safety reasons. Some recalls
ban the sale of an item while others ask consumers to
return the item for replacement or repair. Sometimes, a
seller provides a part that reduces the danger of using
the product.

If you're buying a product for a child, be especially
vigilant. Each year, there are about 400 recalls of
children’s products such as toys, clothing and jewelry.
Check the websites in the “Check Here For Recalls”
box for the latest safety recalls. You can also

sign up for free e-mail notifications at
www.cpsc.gov/cpsclist.aspx. It could save a child’s life.

CHECK HERE FOR RECALLS

» www.recalls.gov lists government-initiated
recalls, which are gathered from federal
agencies.

»  www.pueblo.gsa.gov lists both government
and industry-initiated recalls.

« www.nhsta.gov lists recalls and safety
information on vehicles and equipment.




IDENTIFYING AND STOPPING FRAUD

Look for these warning signs to avoid fraud:

+ You are asked for your bank account or credit
card number.

+ Someone you don't know offers you the chance
to receive a credit card, loan, prize, lottery or other
valuable item, but asks you for personal data to
claim it.

+ The solicitation looks like a government document
and suggests contest winnings or unclaimed assets
are yours for a small fee. (The government doesn’t
solicit money from citizens.)

+ Someone you don’t know asks you to send money
to claim a prize, lottery, credit card, loan, or other
valuable offer.

« An unknown caller claiming to be a lawyer or in law
enforcement offers to help you get your money back
(for a fee).

« The deal is only good “for today” or a short period
of time.

+ A“repair person” suddenly finds a dangerous
defect in your car or home.

+ You are given little or no time to read a contract.

« Asale item is suddenly unavailable but a “much
better item” is available for slightly more money.

« Someone is trying to scare you into purchasing
credit protection plans.

To learn more about avoiding identity theft and
fraud, go to page 37.

QUICKTIPS FOR AVOIDING FRAUD

Don't give out personal information.

Be suspicious of anyone you don’t know who

asks for your Social Security number, credit card
number, bank account number, password or other
personal data.

Don't be intimidated.
Be suspicious of callers who want you to
immediately provide or verify personal information.

Tell them you're not interested and hang up.

Monitor your accounts.

Review bank and credit card statements carefully.
Report unauthorized transactions to your financial
institution immediately.

Use a shredder.

Tear or shred credit offers you receive in the mail,
bank statements, insurance forms and other
papers with personal information.

www.USA.gov

FRAUD ALERT

Be on the lookout for these common scams:

Fake Check Scams — you discover the check is
worthless after you've deposited it and wired money
back to the crook.

Sweetheart Swindles - criminals befriend you
in online chat rooms or dating sites then request

money as a favor, accident or travel expenses.

Auctions — beware of fraudulent sellers and bogus
merchandise.

Lotteries — don't fall for foreign lotteries. They're
illegal to play and may be a scam.

Advance Fee Loans and Credit - it’s illegal for
telemarketers to charge a fee in advance for help
getting a loan.

AFTER YOU BUY

Even careful buyers can run into unforeseen problems
later on. To minimize them, follow these steps after
you buy.

« Save all papers that you get with your purchase.
Keep all contracts, sales receipts, canceled checks,
owner’s manuals and warranty documents.

« Read and follow product and service instructions.
The way you use or take care of a product might
affect your warranty rights.

BANKING

ATM/DEBIT CARDS

With a debit card and personal identification number
(PIN), you can use an Automated Teller Machine
(ATM), to withdraw cash, make deposits, or transfer
funds between accounts. Some ATMs charge a fee

if you are not a member of the ATM network or are
making a transaction at a remote location.

Retail purchases can also be made with a debit card.
You enter your PIN or sign for the purchase. Some
banks charge customers a fee for debit card purchases
made with a PIN. Although a debit card looks like a
credit card, the money for the purchase is transferred
immediately from your bank account to the store’s
account. When you use a debit card, federal law also
does not give you the right to stop payment. You must
resolve the problem with the seller.

If you suspect your debit card has been lost or stolen,
call the card issuer immediately. While federal law
limits your liability for a lost or stolen credit card to
$50, your liability for unauthorized use of your ATM

or debit card can be much greater, depending on how
quickly you report the loss.

www.pueblo.gsa.gov 2
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« If you report a debit card missing before it is used,
you are not responsible for any unauthorized
withdrawals.

+ Your liability is limited to $50 if you report the loss
within two business days after you realize your debit
card is missing and to $500 if you report the loss
between two and 60 days.

« If you have not reported an unauthorized use of a
debit or ATM card within 60 days after your bank
mails the statement documenting the unauthorized
use, you could lose all the money in your bank
account as well as the unused portion of your line of
credit established for overdrafts.

Check the policies of your card issuer. Some offer
more generous limits on a voluntary basis.

PREPAID CARDS

Prepaid cards issued by banks and other government-
regulated organizations are a new way for consumers
to make payments and conduct other financial
transactions. There are plenty of situations where a
prepaid card might be the most convenient choice, but
be sure you understand the key terms and conditions
BEFORE you buy. Ask these questions when you are
considering a prepaid card:

« What are the possible fees associated with using
the card?

- Where can the card be used (online, at ATMs,
outside the U.S.)?

Reputable distributors of prepaid cards will give you
the terms and conditions in writing or have them
available on their website. If you don’t understand how
your card works, ask for help where you purchased

it, from your employer (if it's a payroll card), or by
contacting the customer service number on the card.

While the federal government does not guarantee
the same protections for all prepaid cards, many
“branded” cards voluntarily carry protections that are
the same as credit and debit cards. Cards with a major
credit card brand logo provide consumer protections,
such as replacing lost or stolen cards and re-crediting
money after unauthorized use of the card.

To obtain these benefits, you must follow the instructions
for registering and activating your card. Be sure to record
your card information, including the customer service
telephone number on the back of the card, so you can get
a replacement if yours is lost or stolen.

If you have a problem with a prepaid card, first contact
the customer service number. If the problem still isn't
resolved, you may want to file a complaint with the
proper authorities:

« For cards issued by retailers, contact the FTC
(p. 121). You may also file a complaint with your
local consumer protection office (p. 130).

« For cards issued by national banks, contact the
Comptroller of the Currency (p. 118).

« For cards issued by state banks, contact the
FDIC (p. 121) or state banking authority (p. 147).

SAVINGS AND CHECKING

When it comes to finding a safe place to put your
money, there are a lot of options. Savings accounts,
checking accounts, certificates of deposit and money
market accounts are popular choices. Each has
different rules and benefits that fit different needs.
When choosing the one that is right for you, consider:

Minimum deposit requirements. Some accounts

can only be set up with a minimum dollar amount. If
your account goes below the minimum, the bank may
not pay you interest on the money you deposited and
you may be charged extra fees.

Limits on withdrawals. Can you take money out
whenever you want? Are there any penalties for
doing so?

Interest. How much (if anything) is paid and when?
Daily, monthly, quarterly, yearly? To compare rates
offered locally to those from financial institutions
around the nation, visit www.bankrate.com.

PROTECT YOUR PIN

Beware of shoulder surfers. Be suspicious of
anyone lurking around an ATM or watching over

your shoulder while you use your card. Some thieves
even use binoculars or cameras to steal your PIN.

If you suspect criminal activity, walk away and use a
different ATM.

3 To call or write an organization, use the directory (p. 60).



Deposit insurance. Make sure your bank is a member
of the Federal Deposit Insurance Corporation (FDIC).
This organization protects the money in your checking
and savings accounts, certificates of deposit and IRA
accounts up to $250,000. For more information, see
page 121 or visit www.fdic.gov.

Credit unions. A credit union is a nonprofit,
cooperative financial institution owned and run by its
members. Like the FDIC does for banks, the National
Credit Union Share Insurance Fund (NCUSIF) insures

a person’s savings up to $250,000.

Convenience. How easy is it to put money in and take
it out? Are there branches or ATM machines close to
where you work and live? Can you bank by phone or
Internet?

If you are considering a checking account or another
type of account with check-writing privileges, add
these items to your list of things to think about:

Number of checks. Is there a maximum number
of checks you can write per month without incurring
a charge?

Account and check fees. Is there a monthly fee for
the account or a charge for each check you write?

Holds on checks. Is there a waiting period for
checks to clear before you can withdraw the money
from your account?

Overdrafts. If you write a check for more money than
you have in your account, what happens? You may be
able to link your checking account to a savings account
to protect yourself.

Bounced checks. It's your responsibility to have
sufficient funds in your account to cover checks that
you write. Your bank will charge you for insufficient
funds. Bounced checks can also blemish your credit
record, so you may want to talk to your bank about
overdraft protection.

UNSOLICITED CHECKS AND
CREDIT OFFERS

If you cash an unsolicited check you've received in
the mail, you could be agreeing to pay for products

www.USA.gov

or services you don’t want or need. In addition,

those “guarantees” for credit cards or loans, without
consideration of credit history, are probably a scam.
Legitimate lenders never guarantee credit. For more
information on how to identify fraudulent solicitations,
see page 121 or visit www.ftc.gov.

Legitimate offers of credit often come in the form of
“convenience checks,” which credit card companies
enclose with your monthly statement. However, these
convenience checks may carry higher fees, a higher
interest rate and other restrictions. If you don't want
them, be sure to shred the checks to protect yourself
from dumpster divers and identity thieves.

Contact the proper regulatory agency below.

Type of Regulatory

Institution Agency

Regulated by the Federal
Deposit Insurance
Corporation (p. 121) and
by state banking
authorities (p. 147).

State chartered banks
and trust companies

Regulated by the
Comptroller of Currency,
U.S. Department of the
Treasury (p. 118).

Banks with National
in the name or N.A.
after the name

Regulated by the Office
of Thrift Supervision,
Department of the
Treasury (p. 118).

Federal savings and
loans and Federal
savings banks

Regulated by the
National Credit Union
Administration (p. 122).

Federally chartered
credit unions

PAYROLL AND GENERAL PURPOSE
SPENDING CARDS

Payroll and General Purpose Spending Cards can
be very useful for those who want to budget their
money and for those who don't have a checking
account or credit card.

General Purpose Spending Cards, which may
be purchased by consumers, typically charge

a monthly maintenance fee and could charge
additional fees for adding funds to the card and/or
making purchases or getting cash.

Payroll Cards are similar to General Purpose
Spending Cards except that they are provided

by employers in place of paychecks. Payroll

Cards typically allow a certain number of ATM
withdrawals without charge to the cardholder and
usually do not assess fees for purchases.

www.pueblo.gsa.gov
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Whether you are buying or leasing a vehicle, these
tips will help you get the best deal and avoid
problems.

« Decide what kind of vehicle best suits your needs
and budget.

« Check out the seller. For car dealers, check with
your state or local consumer protection agency
(p. 130) and Better Business Bureau (p. 65). If you're
buying from an individual, check the title to make
sure you're dealing with the vehicle owner.

« Take a test drive. Drive at different speeds and check
for smooth right and left turns. On a straight stretch,
make sure the vehicle doesn’t pull to one side.

+ Handle trade-ins and financing separately from
your purchase to get the best deal on each. Get a
written price quote before you talk about a trade-in
or dealer financing.

+ Shop in advance and compare financing options
at your credit union, bank or finance company.
Look at the total finance charges and the Annual
Percentage Rate (APR), not just the monthly
payment.

+ Read and understand every document you
are asked to sign.

- Don't take possession of the car until all
paperwork is final.

+ Choose an auto insurance policy that is right
for you (p. 27).

BUYING A NEW CAR

Do your research first and compare vehicles. Four
key resources that offer vehicle performance, service
and safety information are:

Consumer Reports (www.consumerreports.org),
Motor Trend (www.motortrend.com),

Car and Driver (www.caranddriver.com) and
Edmunds automotive books and network
(www.edmunds.com). For more information, visit
www.where-can-I-buy-a-car-online.com.

Research the dealer’s price for the car and options.

It's easier to get the best price when you know what
the dealer paid for a vehicle. The dealer invoice

price is available on a number of websites and in
printed pricing guides. Consumer Reports offers

the wholesale price: this figure factors in dealer
incentives from a manufacturer and is a more accurate
estimate of what a dealer is paying for a vehicle.

Find out if the manufacturer is offering rebates

that will lower the cost. For more information, visit
www.carsdirect.com and www.autopedia.com/html/
Rebate.html.

Get price quotes from several dealers. Find out if
the amounts quoted are the prices before or after
rebates are deducted.

Avoid low-value extras such as credit insurance,
extended warranties, auto club memberships, rust
proofing and upholstery finishes. You do not have to
purchase credit insurance in order to get a loan. See
Service Contracts and Extended Warranties (p. 1)
and Credit Insurance (p. 9).

BUYING A USED CAR

Learn what rights you have when buying a used car.
Contact your state or local consumer protection
office (p. 130).

Find out in advance what paperwork you will need
to register a vehicle. Contact your state’s motor
vehicle department.

Check prices of similar models using the NADA
Official Used Car Guide (www.nadaguides.com)
published by the National Automobile Dealer
Association (p. 64) or the Kelly Blue Book
(www.kbb.com). These guides are usually available
at local libraries.

Research the vehicle’s history. Ask the seller for

details concerning past owners, use, and
maintenance. Next, find out whether the car has been
damaged in a flood, involved in a crash, been labeled
alemon, or had its odometer rolled back. The vehicle
identification number (VIN) will help you do this.

Your state motor vehicle department can research
the car’s title history. Inspect the title for “salvage,”
“rebuilt,” or similar notations.

To call or write an organization, use the directory (p. 60)



GOVERNMENTFUELECONOMYWEBPAGES

+ Www.epa.gov/emissweb
is a green vehicle guide that

can help you identify vehicles
that are fuel-efficient and have
clean-running engines.

Go to www.fueleconomy.gov to
compare the miles-per-gallon ratings

of different vehicle models manufactured
since the mid-1980s.

« Use www.fueleconomy.gov/feg/save
money.shtml to calculate annual fuel

estimates.

The websites www.carfax.com and
www.autocheck.com sell information on the
history of vehicles gathered from state motor
vehicle departments and other sources. These
reports are helpful but do not guarantee a vehicle
is accident-free.

The National Highway Traffic Safety Administration
(www.nhtsa.dot.gov) lists VINs of its crash-test
vehicles and will let you search an online database of
manufacturer service bulletins.

The Center for Auto Safety (www.autosafety.org)
provides information on safety defects, recalls,
and lemons, as well as service bulletins.

Visit www.safetyforum.com for a free online
search of its database of lemons registered by
previous owners.

Make sure any mileage disclosures match the
odometer reading on the car.

Check the warranty. If a manufacturer’s warranty
is still in effect, contact the manufacturer to make
sure you can use the coverage.

Ask about the dealer’s return policy. Get it in
writing and read it carefully.

Have the car inspected by your mechanic. Talk
to the seller and agree in advance that you'll
pay for the examination if the car passes
inspection, but the seller will pay if
significant problems are discovered.

A qualified mechanic should check

the vehicle's frame, tires, air bags and
under-carriage, as well as the engine.

Examine dealer documents carefully.
Make sure you are buying — not
leasing - the vehicle. Leases use
terms such as a “balloon payment”
and “base mileage” disclosures.

www.USA.gov

DEALER VERSUS
PRIVATE PARTY PURCHASES

In general, buying from a dealer is a safer option
because you are dealing with an institution, which
means you are better protected by law. The Federal
Trade Commission requires dealers to post a
Buyer’s Guide in the window of each used car or
truck on their lot. This Guide specifies whether the
vehicle is being sold “as is” or with a warranty, and
what percentage of repair costs a dealer will pay
under the warranty. Keep in mind that private sellers
generally have less responsibility than dealers for
defects or other problems. FTC rules do not apply
to private-party sales.

Expect to pay higher prices at a dealer than if you
buy from an individual. Many dealers inspect their
cars and provide an inspection report with each
car. However, this is no substitute for your own
inspection. Some dealers provide limited warranties,
and most sell extended warranties. Watch out for
dealer warranties that are “powertrain” warranties
only, and not “bumper-to-bumper,” full-coverage
warranties. It's best to compare warranties that are
available from other sources.

Some dealers provide “certified” cars. This
generally means that the cars have had a more
thorough inspection and come with a limited
warranty. Prices for certified cars are generally
higher. Be sure to get a list of what was inspected
and what is covered under the warranty.

Purchasing a car from a private seller may save

you money, but there are risks. The car could be
stolen, damaged or still under a finance agreement.
If a private seller lies to you about the condition of
the vehicle, you may sue the individual if you have
evidence and you can find him. An individual is
very unlikely to give a written warranty.

REPLACE TIRED TIRES

Check the tread for wear. While the legal limit is
2/3, of an inch of tread depth, consider
. replacing tires when the tread reaches
% 4/5-inch depth. The small difference
in tread can make a big difference in
braking distance. Buy tires that fit.
i Find the size and type of tire
;. recommended by the manufacturer
| of your vehicle.

IMaintain proper pressure.
{Keeping your tires properly inflated
‘will improve gas mileage and

" increase the life of your tires.

www.pueblo.gsa.gov
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BEWARE!
CURBSTONING & TITLE WASHING

Curb stoning occurs when a dealer has an inferior or
damaged car he can't sell on his lot. He gives the car
to a salesperson to sell through the classifieds, as if

it were a private party sale. A title history report will
show that the title recently changed hands and may
reveal that it is a lemon or an otherwise branded car.
Be suspicious if the seller's name is different from the

name on the title.

Title washing occurs when scam artists try to sell a
salvage vehicle by concealing its history of damage
from a buyer. Although a vehicle’s title should show if
it has been damaged or salvaged, some states do not
document titles in the same way as other states. By
moving a vehicle and its title through several different
states, con artists try to “wash” out the title branding of
salvage or damage. The best way to avoid this trick is
to buy only from reputable dealers and/or to get a title
guarantee in writing.

LEASING

When you lease, you pay to drive someone else’s
vehicle. Monthly payments for a lease may be lower
than loan payments, but at the end of the lease you
have no ownership or equity in the car. To get the
best deal, follow these advice points in addition to the
general suggestions for buying a car (p. 5).

« To help you compare leasing versus owning, the
Consumer Leasing Act requires leasing companies
to give you information on monthly payments and
other charges. Check out www.leaseguide.com,
www.leasecompare.com and www.leasesource.com
for information on leases and current deals.

« Consider using an independent agent rather than
the dealer. You might find a better deal. Most
financial institutions that offer auto financing also
offer leasing options.

BEWARE!
DEALERSPOSINGASINDIVIDUALS

Some dealers pretend to be private sellers to
avoid legal obligations and to sell problematic

cars to unsuspecting buyers. Be wary: if an ad
gives only a mobile number or specifies a time to
call, if the same number appears in several ads,
or the seller wants to bring the car to you

or meet you somewhere.

« Ask for details on wear and tear standards. Dings
that you regard as normal wear and tear could be
billed as significant damage at the end of your lease.

+ Find out how many miles you can drive in a year. Most
leases allow 12,000 to 15,000 miles a year. Expect a
charge of 10 to 25 cents for each additional mile.

+ Check the manufacturer’s warranty. It should cover
the entire lease term and the number of miles you are
likely to drive.

+ Ask the dealer what happens if you give up the car
before the end of your lease. There may be extra fees
for doing so.

+ Ask what happens if the car is involved in an accident.

+ Get all the terms in writing. Everything included with
the car should be listed on the lease to avoid being
charged for “missing” equipment later.

The Federal Reserve Board of Governors offers a
consumer guide to auto leasing at www.federalreserve.
gov/pubs/leasing/.

RECALLS, LEMON LAWS
AND SECRET WARRANTIES

Sometimes a manufacturer makes a design or
production mistake on a motor vehicle. A service
bulletin notifies the dealer of the problem and how
to resolve it. Because these free repairs are not
publicized, they are called “secret warranties.” The
National Highway Traffic Safety Administration
(www.nhtsa.dot.gov) maintains a database of service
bulletins filed by manufacturers.

If you have a problem with a vehicle that is a safety hazard,
check whether the manufacturer has recalled your vehicle.
Click on Recalls at www.nhtsa.dot.gov or call NHTSA at
1-800-424-9393. Hazards that aren't listed should be
reported to your dealer, the manufacturer of the vehicle
(p. 61), and NHTSA. If a safety-related defect exists,

the maker must fix it at no cost to you — even if your
warranty has expired.

CREDIT AND SUBLEASE BROKERS

Con artists often prey on people who have bad credit and
who cannot get car loans. “Credit brokers” promise to get

a loan for you in exchange for a high fee. In many cases, the
“broker” takes the fee and disappears. “Sublease brokers”
charge a fee to arrange for you to “sublease” or “take

over” someone else’s car lease or loan. Such deals usually
violate the original loan or lease agreement. Your car can be
repossessed even if you've made all of your payments. You
also might have trouble insuring your car.

To call or write an organization, use the directory (p. 60).



If you have a vehicle with a unique problem that just

never seems to get fixed, you may have a lemon. Some

states have laws concerning lemons that require a
refund or replacement if a problem is not fixed within

reasonable number of tries or you haven't been able to
use your vehicle for a certain number of days. Contact

your state or local consumer protection office (p. 130)
to learn whether you have such protections and what

steps you must take to get your problem solved. If you

believe your car is a lemon:

+ Give the dealer a list of the
problems every time you bring
it in for repairs.

RENTING

Federal law does not cover short-term car and truck
rentals, but some state laws do. Contact your state
or local consumer protection office (p. 130) for
information or to file a complaint.

« Ask in advance if there are any charges besides
the stated rental fee. There may be an airport
surcharge or drop-off fees, insurance fees, fuel
charges, mileage fees, taxes, additional-driver
fees, underage-driver fees, and equipment rental
fees (for items such as ski racks and car seats).

« Ask if the rental company checks the driving records
of customers when they arrive at the counter. If so,
you could be rejected even if you have a confirmed
reservation.

+ Check in advance to be sure you aren’t duplicating
insurance coverage. If you're traveling on business,
your employer may have insurance that covers
accidental damage to the vehicle. You might
also have coverage through your personal auto
insurance, a motor club membership, or the credit
card you use to reserve the rental.

a + Carefully inspect the vehicle and its tires before renting.

Check refueling policies and charges.

« Ask the rental company if a deposit is required.
If so, ask for a clear explanation of the deposit
refund procedures.

CHOOSE A SAFE VEHICLE

Crash tests can help you determine how well a vehicle will protect

+ Get and keep copies of the
repair orders listing the
problems, the work done, 5
and the dates that the car was
in the shop.

« Contact the manufacturer, as
well as the dealer, to report the
problem. Check your owner’s
manual or the directory for the
auto manufacturer (p. 61).

+ Help other consumers
avoid purchasing your
lemon by registering it at
www.safetyforum.com.
The Center for Auto Safety (p. 125)
gathers information and complaints

concerning safety defects, recalls,
service bulletins and state lemon laws.

www.USA.gov

you in a crash. Here are different organizations that perform crash
tests and rate vehicles:

The National Highway Traffic Safety Administration
(www.nhtsa.dot.gov). Each year, NHTSA crashes vehicles

head-on into a wall and bashes them broadside to test their ability
to protect their occupants. NHTSA focuses on evaluating vehicle
restraints such as air bags and safety belts.

The Insurance Institute for Highway Safety (www.hwysafety.org).
A different test by the IIHS uses offset-frontal car crashes to assess

the protection provided by a vehicle’s structure.

Consumers Union. Consumer Reports’ annual auto issue rates
vehicles in terms of overall safety. Its safety score combines
crash test results with a vehicle’s accident avoidance

factors — emergency handling, braking, acceleration,

and even driver comfort.

To find out whether a manufacturer has recalled a car for
safety defects, contact NHTSA (p. 119). If a vehicle has
been recalled, ask the dealer for proof that the defect has
been repaired. Used vehicles should also have a current
safety inspection sticker if your state requires one.

www.pueblo.gsa.gov
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REPAIRS

Whenever you take a vehicle to the shop:

« Choose a reliable repair shop. Family, friends or an
independent consumer rating organization should
be able to help you. Look for shops that display
various certifications that are current. You should
also check out the shop’s record with your state or
local consumer protection office (p. 130) or Better
Business Bureau (p. 65).

+ Describe the symptoms. Don't try to diagnose
the problem.

+ Make it clear that work cannot begin until you have a
written estimate and you give your okay. Never sign a
blank repair order. If the problem can’t be diagnosed
on the spot, insist that the shop contact you for
authorization once the trouble has been found.

« Ask the shop to keep the old parts for you.

+ Follow the warranty instructions if a repair is
covered under warranty.

+ Get all repair warranties in writing.
+ Keep copies of all paperwork.

Some states, cities and counties have special laws

that deal with auto repairs. For information on the laws
in your state, contact your state or local consumer
protection office (p. 130). A consumer guide to Auto
Repair is available at http:/ftc.gov/bcp/edu/pubs/
consumer/autos/aut13.pdf.

VEHICLE REPOSSESSIONS

When you borrow money to buy a car or truck, the
lender can take your vehicle back if you miss a
payment or in some other way violate the contract.
You should also be aware that the lender:

« Can repossess with cause without advance notice

+ Can insist you pay off the entire loan balance in
order to get the repossessed vehicle back

- Can sell the vehicle at auction

+ Might be able to sue you for the difference between
the vehicle’s auction price and what you owe

+ Cannot break into your home or physically threaten
someone while taking the vehicle

If you know you're going to be late with a payment,
talk to the lender to try to work things out. If you and
the lender reach an agreement, be sure you get the
agreement in writing. Contact your state or local
consumer protection office (p. 130) to find out whether
your state gives you any additional rights.

CREDIT

Like everything else you buy, it pays to comparison
shop for credit. For up-to-date interest rate reports on
mortgages, auto loans, credit cards, home equity loans,
and other banking products, visit www.bankrate.com.
For a listing of credit cards, visit www.cardtrak.com.

The Equal Credit Opportunity Act protects you when
dealing with anyone who regularly offers credit,
including banks, finance companies, stores, credit

card companies and credit unions. When you apply for
credit, a creditor may not:

+ Ask about or consider your sex, race, national origin
or religion

+ Ask about your marital status or your spouse —
unless you are applying for a joint account or relying
on your spouse’s income, or you live in a community
property state (Arizona, California, Idaho, Louisiana,
Nevada, New Mexico, Texas or Washington)

+ Ask about your plans to have or raise children

« Refuse to consider public assistance income or
regularly received alimony or child support

BEWARE: CREDIT INSURANCE

When you take out a loan for a big purchase, a
salesperson may try to sell you credit insurance.
Your credit card company may also encourage you
to purchase credit insurance. The coverage may be

promoted as a way for you to protect yourself if your
property is damaged or lost. Other credit insurance
offers promise to make loan payments if you are laid
off, become disabled or die. It is almost always better
to buy regular property, life or disability insurance
instead of credit insurance.

To call or write an organization, use the directory (p. 60).



« Refuse to consider income because of your sex or
marital status or because it is from part-time work
or retirement benefits

You Have The Right To:

+ Have credit in your birth name, your first name and
your spouse’s last name, or your first name and a
combined last name;

+ Have a co-signer other than your spouse if one
is necessary;

+ Keep your own accounts after you change your
name, marital status or retire, unless the creditor has
evidence you are unable or unwilling to pay;

+ Know why a credit application is rejected - the
creditor must give you the specific reasons or tell
you where and how you can get a copy of the credit
report they used to determine their rejection, if you
ask within 60 days;

+ Have accounts shared with your spouse reported
in both your names;

+ Know how much it will cost to borrow money.

For additional information on credit, see Buying

a Home (p. 21) and Cars (p. 5). Other sources of
information include the HUD Housing Counseling
Clearinghouse at 1-888-466-3487, the FTC (p. 121),
and the National Consumer Law Center (p. 128).

You have the right to a FREE annual Credit Report.
(See “FREE CREDIT REPORTS” box p. 11)

www.USA.gov

CREDIT CARDS

Chances are, you've received “pre-approved” credit
card offers in the mail. Examine the fine print carefully
before you accept any offer for a credit or charge card.
Look for:

« The Annual Percentage Rate (APR). If the
interest rate is variable, how is it determined
and when can it change?

+ The periodic rate. This is the interest rate used
to figure the finance charge on your balance each
billing period.

« The annual fee. While some cards have no annual
fee, others expect you to pay an amount each year
for being a cardholder.

« The grace period. This is the number of days
you have to pay your bill before finance charges
start. Without this period, you may have to pay
interest from the date you use your card or when
the purchase is posted to your account.

+ The finance charges. Most lenders calculate
finance charges using an average daily account
balance, which is the average of what you owed
each day in the billing cycle. Look for offers that
use an adjusted balance, which subtracts your
payment from your beginning balance. This
method usually has the lowest finance charges.
Stay away from offers that use the previous
balance in calculating what you owe; this method
has the highest finance charges. Also, don’t forget
to check if there is a minimum finance charge.

Other fees. Ask about special fees when you
get a cash advance, make a late payment, or go

LOST AND STOLEN
CREDIT CARDS

Immediately call the card issuer

when you suspect a credit

or charge card has been /"\

lost or stolen. | B e
|

Once you report the loss
or theft of a card, you
have no further
responsibility for
unauthorized charges.
In any event, your
maximum liability
under federal law

is $50 per card.

www.pueblo.gsa.gov
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over your credit limit. Some companies charge
a monthly fee regardless of whether you use
your card.

The Fair Credit and Charge Card Disclosure Act
requires credit and charge card issuers to include
this information on credit applications. The Federal
Trade Commission (p. 121) offers a wide range of
free publications on credit and consumer rights

at www.ftc.gov. The Federal Reserve Board (p. 121)
provides a free brochure on choosing a credit card
and a guide to credit protection laws at
www.federalreserve.gov.

Comparing Cards

+ Bank Rate (www.bankrate.com) provides free credit
card tips and information.

« Consumer Action (www.consumer-action.org) has
a site that features credit card surveys of interest
rates, fees and other terms from dozens of credit
cards, as well as free brochures and guides on
choosing and using credit cards.

+ Card Web (www.cardweb.com) lists credit cards and
offers e-mail newsletters for consumers, frequently
asked questions and online credit card calculators.

« Card Ratings (www.cardratings.com) lists and
reviews credit cards, and offers tips and credit
card calculators.

Complaints

To complain about a problem with your credit card
company, call the number on the back of your card
and try to resolve the problem. If you fail to resolve the
issue, ask for the name, address and phone number of
its regulatory agency. See the chart on page 4 to find
the best federal or state regulatory agency to contact.

To complain about a credit bureau, department store
or other Federal Deposit Insurance Corporation
(FDIC) insured financial institution, write to the
Consumer Response Center (p. 121). You may also

file a complaint at www.ftc.gov.

Credit Card Billing Disputes
Under the Fair Credit Billing Act, you have the right to

dispute charges on your credit card you didn’t make, are
incorrect, or for goods or services you didn't receive.

+ Send a letter to the creditor within 60 days of the
postmark of the bill with the disputed charge.

+ Include your name and account number, the date
and amount of the disputed charge, and a complete
explanation of why you are disputing the charge.

« To ensure it's received, send your letter by certified
mail, with a return receipt requested.

« The creditor or card issuer must acknowledge your
letter in writing within 30 days of receiving it and
conduct an investigation within 90 days. You do
not have to pay the amount in dispute during the
investigation.

- If there was an error, the creditor must credit your
account and remove any fees.

« Ifthe bill is correct, you must be told in writing what
you owe and why. You must pay it along with any
related finance charges.

If you don't agree with the creditor’s decision, file
an appeal with the Office of the Comptroller of the
Currency (p. 121).

CREDIT REPORTS AND SCORES

A credit report contains information on where you
work and live, how you pay your bills, and whether
you've been sued, arrested, or filed for bankruptcy.
Consumer Reporting Agencies (CRAs) gather

this information and sell it to creditors, employers,
insurers, and others. The most common type of CRA

is the credit bureau. There are three major credit
bureaus: Equifax: 1-800-685-1111 or www.equifax.com
— fraud alert 1-888-766-0008; Experian: 1-888-397-3742
or www.experian.com - fraud alert 1-888-397-3472;
TransUnion: 1-800-916-8800 or www.transunion.com —
fraud alert 1-800-680-7289.

FICO

The information in your credit report is used to
calculate your FICO score, a number generally
between 300 and 850. The higher your score, the less
risk you pose to creditors. A high score, for example,
makes it easier it is for you to obtain a loan, rent an
apartment, or lower your insurance rate. Your FICO
score is available from www.myfico.com for a fee.
Free credit reports do not contain your credit score,
although you can purchase your credit score when
you request your free annual credit report through
www.annualcreditreport.com.

Tips For Building A Better Credit Score

FREE CREDIT REPORTS

You can request a free credit report every year from
the three major credit reporting agencies — Equifax,
Experian and TransUnion. You may want to request
your credit reports one at a time every four months so

you can monitor your credit throughout the year, without
having to pay for a report. (If you ask the credit bureaus
directly, they will charge you a fee to obtain your

report.) To order your free report, you must go through
www.annualcreditreport.com or call 1-877-322-8228.

1 To call or write an organization, use the directory (p. 60).



BEWARE: OFFERS TO SKIP APAYMENT

If your credit company invites you to skip a monthly
payment without a penalty, it is not doing you a favor.
You will still owe finance charges on your unpaid
balance. And interest could be adding up on any
purchases you make after the due date you skipped.

BEWARE: TEASER RATES

Some cards are advertised with very low introductory
interest rates called teasers. The rate is good for a

short period of time. If you know you can pay what you
owe while the low rate is in effect, it could be a good
deal. But if the teaser time runs out and you still owe
money, you could end up paying a higher rate than you
might have without the special introductory rate. Just
one late payment could also cancel the teaser rate.

« Pay your bills on time. Delinquent payments and
collections negatively impact your score.

« Keep balances low on credit cards and other
“revolving credit.” High outstanding debt lowers
your score.

+ Apply for and open new credit accounts only as
needed. Don’t open an account just to have a better
credit mix; it probably won't raise your score.

« Pay off debt instead of moving it around. Owing the
same amount, but having fewer open accounts may
lower your score.

You don't rebuild your credit score; you rebuild your
credit history. Time is your ally in improving credit.
There is no “quick fix” for a bad credit score, so
suspect any deals that offer you a fast, easy solution.

Negative Credit Information
In Your Credit Report

Negative information concerning your use of credit
can be kept in your credit report for seven years. A
bankruptcy can be kept for 10 years, and unpaid tax
liens for 15 years. Information about a lawsuit or an
unpaid judgment against you can be reported for
seven years or until the statute of limitations runs
out, whichever is longer. Inquiries remain on your
report for two years.

Anyone who denies you credit, housing, insurance,

or a job as a result of a credit report must give you the
name, address, and telephone number of the credit
reporting agency that provided the report. Under the
Fair Credit Reporting Act (FCRA), you have the right

to request a free report within 60 days if a company
denies you credit based on the report.

If there is inaccurate or incomplete information in your
credit report:

www.USA.gov

+ Contact both the credit reporting agency and the
company that provided the information to the CRA.

+ Tell the CRA in writing what information you believe
is inaccurate.

Under The Fair Credit Reporting Act, the information
provider is required to investigate and report the
results to the CRA. If the information is found to be
incorrect, it must notify all nationwide CRAs to correct
your file. If the investigation does not solve your
dispute, ask that your statement concerning the
dispute be included in your file. A notice of your
dispute must be included anytime the CRA reports
the negative item.

If the information is accurate, only time, hard work,
and a personal debt repayment plan will improve
your credit report. Credit repair companies advertise
that they can erase bad credit for a hefty fee. Don't
believe it.

Under the Credit Repair Organizations Act, credit
repair companies can’t require you to pay until they
have completed promised services. They must also
give you:

+ A copy of the “Consumer Credit File Rights Under
State and Federal Law” before you sign a contract;

« A written contract that spells out your rights
and obligations;

« Three days to cancel without paying any fees.

Some credit repair companies promise to help you
establish a whole new credit identity. You can be
charged with fraud if you use the mail or telephone
to apply for credit with false information. It is also

a federal crime to make false statements on a loan
or credit application, to give a false Social Security
number, or to obtain an Employer Identification
Number from the Internal Revenue Service under
false pretences.

If you have lost money to a credit repair scam, contact
your state or local consumer affairs office (p. 130).

—

DEALING WITH DEBT

The Fair Debt Collection Practices Act applies to
those who collect debts owed to creditors for
personal, family and household debts - these include
car loans, mortgages, charge accounts and money
owed for medical bills. A debt collector is someone
hired to collect money you owe.

www.pueblo.gsa.gov
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ALERT: “DEBT RELIEF” MAY BE
CODE FOR BANKRUPTCY

The Federal Trade Commission cautions
consumers to read between the lines when

To file a complaint, contact your state or local
consumer protection agency (p. 130) and the Federal
Trade Commission (p. 121).

Out of Control Debt

faced with ads in newspapers or telephone
directories that promise debt relief. This
relief may actually be bankruptcy. Catch
phrases that are commonly used:

Counseling services are available to help people
budget money and pay bills. Credit unions,
Cooperative Extension offices, military family service
centers and religious organizations are among those
that may offer free or low-cost credit counseling.

“Consolidate your bills into one r

"5';‘_:5 " T - o Local, nonprofit agencies that provide educational
i00d ey LN It R0 OWIng., Re programs on money management and help in
’ii:'itgé “Keep your property” D2 developing debt payment plans operate under the
. Call | Py name Consumer Credit Counseling Service (CCCS).
314 | “Stop credit harassment, foreclosures, shelv They are members of the National Foundation for
:fer@ repossessions and garnishments.” g?.l%ml Credit Counseling (NFCC). See page 167 for contact
> salary information to locate the agency closest to you.
—— | "Wipe out your debts! Consolidate Attn: 1 . . . . .

S | your bils!” nbe: Typically, a counseling service will negotiate lower

or payments with your creditors and then make the

DR’ %t “Use the protection and assistance payments using money you send to them each month.

. S.F. | provided by federal law. For once let B The cost of setting up this debt-management plan is
"W | the law work for you.” paid by the creditor, not you. Ask these questions to
= BP find the best counselor for you:
e €
'C ASSOCIATE | As - What services do you offer? Look for an organization

that offers budget counseling and money management
Within five days after a debt collector first contacts classes as well as a debt-management plan.
you, the collector must send you a notice that
tells you the name of the creditor, how much you
owe, and what action to take if you believe you

don’t owe the money.

+ Do you offer free information? Avoid organizations
that charge for information or make you provide a lot
of details about your problem first.

« What are your fees? Are there set-up and/or monthly
fees? A typical set-up fee is $10. If you're paying a lot
more, you could be the one getting set up.

If you owe the money or part of it, contact the
creditor to arrange for payment.

If you believe you don’t owe the money, contact the

creditor in writing and send a copy to the collection
agency with a letter telling them not to contact you.
A debt collector may not:

«+ Contact you at unreasonable times, for example,
before 8 a.m. or after 9 p.m., unless you agree;

«+ Contact you at work if you tell the debt collector your

employer disapproves;

« Contact you after you write a letter telling them to
stop, except to notify you if the collector or creditor
plans to take a specific action;

- Contact your friends, relatives, employer or others,
except to find out where you live and work;

« Harass you through threats to harm you, profane
language or repeated telephone calls;

« Make any false statement, or claim that you will
be arrested;

« Threaten to have money deducted from your
paycheck or to sue you, unless the collection agency
or creditor intends to do so and it is legal.

How will the debt management plan work? What
debts can be included in the plan and will you get
regular reports on your accounts?

DEBT MANAGEMENT ASSISTANCE

Several national nonprofit organizations also
provide information and assist people with debt
problems.

» American Consumer Credit Counseling. Visit
www.consumercredit.com or call 800-769-3571.

InCharge Institute of America. Visit
www.incharge.org or call 1-800-565-8953.

Money Management International.

Visit www.moneymanagement.org
or call 1-866-899-9347.

Myvesta. Visit www.myvesta.org
or call 1-800-680-DEBT.

To call or write an organization, use the directory (p. 60).



Ask if the counselor can get creditors to lower or
eliminate interest and fees. If the answer is yes,
contact your creditors to verify this.

Ask what happens if you can't afford to pay. If an
organization won't help you because you can't afford
to pay, go somewhere else for help.

Will your counselor help you avoid future problems?
Getting a plan for avoiding future debt is as
important as solving the immediate debt problem.

Ask for a contract. All verbal promises should be in
writing before you pay any money.

Are your counselors accredited or certified?
Legitimate credit counseling firms are affiliated

with the National Foundation for Credit Counseling
(p. 167) or the Association of Independent Consumer
Credit Counseling Agencies.

Check with your local consumer protection agency

(p. 130) and the Better Business Bureau (p. 65) to see

if any complaints have been filed about the counseling
service you're considering.

If you have concerns about approved credit
counseling agencies or credit counseling providers,
please contact the U.S. Trustee Program, visit
www.usdoj.gov/ust or call 202-514-4100.

Personal Bankruptcy

Bankruptcy generally is considered the debt
management option of last resort because the results
are long lasting and far reaching. The Bankruptcy
Abuse and Prevention Act of 2005 established more
stringent rules for consumers and attorneys.

The filing process may be difficult for debtors:

Debtors must file documents including itemized
statements of monthly net income, proof of income
(pay stubs) for the last 60 days, and tax returns for
the preceding year (four years for Chapter 13).

Debtors must take a pre-filing credit counseling
and post-filing education course to have debts
discharged.

Debtors face increased filing fees, plus fees for
credit counseling/education.

The bankruptcy petition and process are more
complicated, so it's very difficult to file without
an attorney.

The filing process for lawyers:

« An attorney'’s signature on a petition certifies that

the attorney has performed reasonable investigation
into circumstances giving rise to the petition.

www.USA.gov

+ Attorneys must carefully review documents such as
tax returns and pay stubs, as well as ask clients for
credit reports.

- Attorneys are more apprehensive about sanctions.

LOANS

Home Equity Loans

A home equity loan could be a smart way to pay
off high-interest debt or pay for home repairs. But
consider carefully before taking out a home equity
loan. If you are unable to make payments on time,
you could lose your home.

Home equity loans can either be a revolving line

of credit or a lump sum. Revolving credit lets you
withdraw funds when you need them. A lump sum

is a one-time, closed-end loan for a particular
purpose, such as remodeling or tuition. Apply for a
home equity loan through a bank or credit union first.
These loans are likely to cost less than those offered
by finance companies.

Please see the Housing section (p. 21) for helpful
information about buying, leasing, renting or
repairing a home.

Installment Loans

Before you sign an agreement for a loan to buy a
house, a car or other large purchase, make sure you
fully understand all the lender’s terms and conditions,
including:

+ The dollar amount you are borrowing;

« The payment amounts and when they are due;

PAYDAY AND TAXREFUND LOANS

Payday loans are illegal in some states. Recent
changes in the law for payday lenders have also
made payday loans illegal for members of the
military. With a typical payday loan, you might
write a personal check for $115 to borrow $100 for
two weeks, until payday. The annual percentage
rate (APR) in this example is 390 percent! If you
can repay the loan quickly, it may not appear such
a bad deal. But if you can’t pay off the loan quickly,

that relatively small loan can grow into a large
amount of debt. At 390 percent, a $100 loan will
become $490 in a year and $2,401 in two years.

Another high cost way to borrow money is a tax
refund loan. This type of credit lets you get an
advance on a tax refund - for a fee. APRs as high
as 774% have been reported. If you are short of
cash, avoid both of these loans by asking for more
time to pay a bill or seeking a traditional loan. Even
a cash advance on your credit card may cost less.

www.pueblo.gsa.gov
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+ The total finance charge, including all interest
and fees you must pay to get the loan;

« The Annual Percentage Rate (APR), the rate of
interest you will pay over the full term of the loan;

« Penalties for late payments;
« What the lender will do if you can’t pay back the loan;
« Penalties if you pay the loan back early.

The Truth in Lending Act requires lenders to give you
this information so you can compare different offers.

FINANCINGYOUREDUCATION

PAYING FOR COLLEGE 101

There’s no way around it. A college education is
expensive, especially if you or your child goes to a
private school. How much it will cost depends on the
school you choose. Once you've narrowed your choice
of schools, contact them to find out how much the
total cost will be and what scholarships and financial
aid are available.

High schools often hold free seminars on choosing
and paying for college. Another source of information
on financial assistance from both private and
government sources is www.finaid.org. This site also
offers calculators that can help you figure out how
much school will cost, how much you need to save,
and how much aid you will need.

Many state governments have created programs
to make it easier for families to save for
the education of their children. Visit
www.collegesavings.org for links to
information on the various state
programs, such as 529 plans.

STUDENT FINANCIAL AID

Student Financial Aid is available from
a wide variety of sources including
the federal government, individual
states, directly from colleges and
universities, as well as from numerous
other public and private agencies and
organizations. Whatever the source,
all forms of college aid fall into four
basic categories:

« Grants. Gift aid that does not
have to be repaid and is generally
awarded according to financial
need.

DIPLOMA MILLS

If you're ever tempted by an e-mail or ad claiming
you can “earn a degree based on life experience,”
don't fall for it. Any company that offers degrees
for a flat fee and requires little course work is a
diploma mill. If your school is not recognized as an

accredited institution by the Secretary of Education,
you may not be able to receive financial aid and
employers won't recognize it. To check on a school’s
accreditation by the Department of Education, visit

www.ope.ed.gov/accreditation or search the
Council for Higher Education Accreditation’s

database at www.chea.org/search.

Work Study. The Federal Work-Study Program

(FWS) is a federally funded source of financial
assistance used to offset financial education costs.
Students who qualify earn money by working on
campus while attending school. The money does not
have to be repaid.

Loans. Funds that are borrowed and must be repaid
with interest. As a general rule, educational loans
have more favorable terms and interest rates than
traditional consumer loans.

Scholarships. Offered by the school, local/
community organizations, private institutions and
trusts, scholarships do not have to be repaid and
are generally awarded based on specific criteria.

FEDERAL STUDENT AID

Many helpful publications are available at

www.studentaid.ed.gov/pubs or you can
call 1-800-433-3243.

www.dl.ed.gov
The federal government’s direct loan

website includes a servicing center.

www.bls.gov/oco
The U.S. Department of Labor’s

Occupational Outlook Handbook
provides information on various

careers and their earning potential.

www.edu.gov
The U.S. Department of Education

offers several financial aid guides
for consumers.

www.nasfaa.org
The National Association

of Student Financial Aid
Administrators provides a “Cash
for College Guide” with advice,
tips and information on financing
your education.

15 To call or write an organization, use the directory (p. 60).



Federal Student Aid Information Center

The Federal Student Aid Information Center (FSAIC)
can answer your federal student financial aid
questions and can give you all the help you need for
free. You can also use the FSAIC automated response
system to find out if your Free Application for Federal
Student Aid (FAFSA) application has been processed
and to request a copy of your Student Aid Report
(SAR). For FSAIC contact information, see page 111.

EMPLOYMENT

Times have changed with job-searching, and there are
numerous websites now available that post jobs for
private industry. Many companies also offer a way to
apply online. However, these sites and new methods
do not replace traditional and proven job-hunting
approaches such as networking, personal contacts,
business organizations and interviewing.

BEWARE: SCHOLARSHIP AND
FINANCIAL AID SCAMS

Scholarships and financial aid do not require upfront
fees. While there are legitimate companies who

will help guide you through the financial aid and
college application process for a fee, disreputable
companies may ask you for money up-front and
provide nothing in return. Red flags to watch out for
include the following:

A “money-back guarantee” to secure a scholarship.
Don't believe it. Unscrupulous companies attach
conditions that make it impossible to get the refund.

“Secret scholarships.” If a company claims to have
inside knowledge of scholarship money, they're
lying. Information on scholarships is available freely
to the public. Ask your librarian or school counselor.

Telling students they've been selected as “finalists”
for awards. If they ask for an up-front fee, head for
the nearest exit.

Asking for a student’s checking account to “confirm
eligibility.” If they want bank account information
or your credit card number to confirm or reserve a
scholarship, it's a scam.

Quoting a relatively small “monthly” or “weekly” fee.
Then asking for authorization to debit your checking
account for an unspecified length of time. Ongoing
fees are a sure sign of a scam.

Unsolicited offers. Whether it's an e-mail, phone
call, or it arrived in your mailbox, if you didn’t request
the information, ignore the offer.

www.USA.gov

EMPLOYMENT AGENCIES

If you're looking for a job, you may come across ads
from employment agencies that promise wonderful
opportunities. While some companies honestly want
to help you, others are more interested in taking your
money. Be wary of:

+ Promises to get you a job and a guaranteed income;

« Upfront fees, even when you are guaranteed a
refund if you are dissatisfied;

« Employment agencies whose ads read like job ads;

« Promotions of “previously undisclosed” government
jobs. All federal jobs are announced to the public at
www.usajobs.opm.gov.

Get a copy of the employment agency contract and
review it carefully before you pay any money. Check
with your local consumer protection agency (p. 130)
and the Better Business Bureau (p. 65) to see if any
complaints have been filed about a company.

The Federal Trade Commission (p. 121) sues
businesses that fraudulently advertise employment
openings and guarantee job placement. Contact the
FTC if you have a complaint.

WORK-AT-HOME COMPANIES

Not all work-at-home opportunities deliver on their
promises. Some classic work-at-home schemes are
medical billing, envelope stuffing and assembly or
craftwork. Ads for these businesses say, “Be part

of one of America’s Fastest Growing Industries.

Earn thousands of dollars a month from your home!”
Legitimate work-at-home program sponsors should
tell you, in writing, what’s involved in the program
they are selling. Here are some questions you might
ask a promoter:

www.pueblo.gsa.gov
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« What tasks will | have to perform? (Ask the
program sponsor to list every step of the job.)

« Will I be paid a salary or will my pay be based
on commission?

+ Who will pay me?
+ When will | get my first paycheck?

« What is the total cost of the work-at home program,
including supplies, equipment and membership
fees? What will | get for my money?

The answers to these questions may help you determine
whether a work-at-home program is appropriate for your
circumstances and whether it is legitimate.

Multi-Level Marketing

Some multilevel marketing plans are legitimate.
However, others are illegal pyramid schemes. In
pyramids, commissions are based on the number

of distributors recruited. Most of the product sales

are made to these distributors, not to consumers in
general. The underlying goods and services, which
vary from vitamins to car leases, serve only to make
the schemes look legitimate. Most people end up with
nothing to show for their money except the expensive
products or marketing materials they were pressured
to buy.

If you're thinking about joining what appears to be a
legitimate multilevel marketing plan, take time to learn
about the plan.

« What is the company’s track record?
« What products does it sell?
+ Does it sell products to the public-at-large?

« Does it have the evidence to back up the claims
it makes about its product?

+ Is the product competitively priced?
+ Isit likely to appeal to a large customer base?
« How much does it cost to join the plan?

+ Are monthly minimum sales required to earn
a commission?

« Will you be required to recruit new distributors to
earn your commission?

Net-Based Business Opportunities

The Federal Trade Commission says that many
Internet business opportunities are scams that
promise more than they can possibly deliver. The
companies lure would-be entrepreneurs with false
promises of big earnings for little effort. Some tips to
finding a legitimate opportunity:

« Consider the promotion carefully.

« Study the business opportunity’s franchise
disclosure document.

+ Get earnings claims in writing and compare them
with the experience of previous franchise and
business opportunity owners.

« Visit previous franchise and business opportunity
owners in person, preferably at their place of business.

+ Check out the company with the local consumer
protection agency (p. 130) and Better Business
Bureau (p. 65). See if there is any record of
complaints.

+ If the business opportunity involves selling products
from well-known companies, verify the relationship
with the legal department of the company whose
merchandise would be promoted.

« Consult an attorney, accountant or other business advisor
before you put any money down or sign any papers.

« Take your time. Promoters of fraudulent business
opportunities are likely to use high-pressure
sales tactics to get you to buy in. If the business
opportunity is legitimate, it will still be around when
you're ready to decide.

17 To call or write an organization, use the directory (p. 60).



FOOD AND NUTRITION

HEALTHY FOOD CHOICES

To help you make healthy food choices, the federal
government posts dietary guidelines at www.health.
gov/dietaryguidelines. Federal regulations also require
many foods to identify fat content, fiber and nutrients
on their labels.

FOOD SAFETY

Food safety in the home revolves around three main
functions: food storage, food handling and cooking.
Most experts agree that practicing a few simple rules
focused on cleaning, separating, cooking and chilling
can prevent most food borne illness in the home.
The website www.foodsafety.gov is your gateway

to government food safety information, including
publications you can download or request. You can
also visit www.recalls.gov for the latest food safety
alerts and recalls.

For more information, here are some additional
resources:

« Centers for Disease Control and Prevention (p. 112);
« FDA's Food Information and Seafood Hotline
1-800-332-4010;

« Partnership for Food Safety Education at
www.fightbac.org, the online resource for Fight
BAC! With food safety and safe food handling
information;

« U.S. Department of Health and Human Services
(p. 111);

+ USDA Food Safety and Inspection Service,
www.fsis.usda.gov;

« USDA Meat and Poultry Hotline 1-888-674-6854.

FOOD FOR THOUGHT

Check out these resources for advice, tips and
education on food shopping and nutrition:

« U.S. Department of Agriculture (p. 106);

» The Food and Drug Administration
(p. 12);

+ Nutrition.gov (Www.nutrition.gov);

+ MedlinePlus (Click on F for Food or

N for Nutrition at www.nIm.nih.gov/
medlineplus);

« The Nutrition Source (www.hsph.
harvard.edu/nutritionsource)

www.USA.gov

WEIGHT LOSS

The only proven way to help you lose weight is to
burn more calories than you consume. If you need
to lose weight, talk with your doctor about the
options that are best for you. Most health experts
agree that the best and safest way to lose weight is
to modestly cut calories, eat a balanced diet, and
exercise. People usually do best when they reduce
their usual calorie intake or increase the calories
they use by 500-1,000 per day. This allows you to eat
enough for good nutrition yet lose about one to two
pounds a week. Steer clear of harmful tactics such

as smoking, fasting, purging, or abusing laxatives.

Avoid fad diets and other weight loss programs that
promise fast results or limit your food choices. Ask
yourself the following:

« How does the product or service work? Does the
program emphasize diet, exercise or a combination
of both?

+ How much will it cost? Ask for an itemized list that
includes membership fees and fees for weekly
visits. Ask if there are extra fees for diagnostic
tests, food, dietary supplements, or other products
in the program.

« How well does it work? Ask to see the studies that
back up success claims. Look for how many people
completed the program, how much weight they
lost, and how long they kept the weight off.

www.pueblo.gsa.gov
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BE INFORMED: RISKS OF WEIGHT

LOSS SURGERY

Surgical procedures for weight loss should be
considered carefully and only after you and a doctor have
looked at all the options. Risks and complications include
bleeding, deep vein thrombosis, infections, marginal

ulcers, pulmonary problems, spleen injury, stenosis,
vomiting, dumping syndrome, nutritional deficiencies,
gallstones and even death. It is NOT cosmetic surgery.
The National Institutes of Health has helpful information
and has set minimum requirements for recommending
these types of surgery, along with other important
information, at www.nih.gov.

« What are the risks? Get details about possible side
effects. Check with your doctor before you take
prescriptions, over-the-counter weight loss drugs,
or dietary supplements. Diets that require drastic
food restriction should be under the supervision of
a physician.

+ How many calories will you eat each day? For diets
under 1500 calories, be sure to check with your
doctor to make sure you get all your nutrients.

« What are the staff qualifications? Ask about their
training and experience.

« What type of attention will you receive? Will you get
individual counseling or group support? How often?

Complaints concerning fraudulent weight loss claims
should be directed to the Federal Trade Commission
(p. 121).

HEALTH CARE

For information on healthcare plans, see page 27.

Thousands of resources are now available to help

you make health care decisions. Be wary of websites
sponsored by companies that are trying to sell you a
particular treatment. It’s better to contact reputable
associations or visit sites run by government agencies
and recognized organizations such as the Mayo Clinic
or the American Medical Association (AMA). This
information should complement, not replace, what
you receive from a doctor. Here are some sites that are
generally recognized as reliable information sources:

HealthierUS.gov, HealthFinder.gov and
MedlinePlus (www.medlineplus.gov) provide
information on health issues, health care programs,
and organizations.

Intelihealth (www.intelihealth.com) offers
information and advice from the Harvard
Medical School.

HealthMetrix Research, Inc.
(www.MedicareNewsWatch.com) offers a quick
reference to programs available in your local area.

Mayo Clinic (www.mayoclinic.com) offers an index
of diseases and much more.

Medical Library Association (www.mlanet.org)
links to websites suggested by librarians.

Mental Help Net (www.mentalhelp.net) links to a
broad range of mental health topics.

CHOOSING A DOCTOR

When searching for a doctor, dentist or other
healthcare professional:

« Find out whether they are licensed in your state.
A state or local occupational and professional
licensing board will be able to give you this
information (p. 130).

+ Research whether they are board-certified in the
appropriate specialty. Visit www.ama-assn.org and
www.abms.org for more information.

+ Ask how often they have done the procedure you
need and their success rate. You may be able to
find some of this information on the Internet. For
example, the Center for Disease Control reports the
success rates and number of procedures performed
by fertility clinics at www.cdc.gov. Some states
collect and post data on the success of heart-bypass
surgery.

+ Check whether there have been any complaints or
disciplinary actions taken. Visit www.docboard.org and
www.healthcarechoices.org for more information.
There are also pay-for-use sites with similar
information including www.QuestionableDoctors.org,
www.Docinfo.org, and www.checkbook.org.

Visit www.healthfinder.gov for more advice on
identifying providers.

Filing A Complaint

If you have a complaint about the medical services you
received from a physician, you may file a complaint
with your State Medical Board. For a complete
directory from the Federation of State Medical Boards,
visit www.fsmb.org/directory_smb.html. You can also
call the Federation at 817-868-4000 to get the phone
number of your state medical board.

19 To call or write an organization, use the directory (p. 60).



CHOOSING A HEALTHCARE FACILITY

Report cards on the Internet can help you compare
health care facilities. Three private websites that rate
hospitals based on information collected from Medicare
records and other sources are www.usnews.com,
www.checkbook.org, and www.healthgrades.com.

The Joint Commission on Accreditation of Healthcare
Organizations (JCAHO) accredits hospitals, as well

as nursing homes and other health care organizations.
Specially trained investigators assess whether these
organizations meet set standards. At www.jcaho.org,
you can check on a local facility, including how it
compares with others. JCAHO also accepts consumer
complaints. You can post a complaint on its website or
call 1-800-994-6610.

If you are looking for a nursing home or other assisted
living facility, these organizations can help.

+ Nursing Home Compare, operated by the U.S.
Department of Health and Human Services, will
help you compare the facilities in many states. Go
to www.medicare.gov/nhcompare/home.asp or call
1-800-MEDICARE (633-4227).

« Eldercare Locator (www.eldercare.gov) provides
information and referral services for those seeking
local and state support resources for the elderly.
See page 112.

+ The American Association of Homes and Services
for the Aging (www.aahsa.orqg) is a trade group that
represents many nonprofit facilities (p. 164).

« The Assisted Living Federation of America
(www.alfa.org) represents both for-profit and non-
profit assisted-living facilities. Phone: 703-691-8100.

« The Commission on Accreditation of Rehabilitation
Facilities (www.carf.org) gives its seal of approval to
qualifying facilities. Phone: 1-888-281-6531.
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EXAMINE YOUR LOCAL
MEDICAL FACILITIES'

Get statistics on medical
facilities at these sources:

www.hcup.ahrg.gov - is a free
on-line query system that provides

access to health statistics and information on
hospital stays at the national, regional, and state level.

www.usa.gov - offers information on health
facilities in your area and health by age group.

www.aha.org - is the website of the American
Hospital Association.

www.citizen.org - links to a public interest
organization that provides information on medical
board disciplinary actions.

PRESCRIPTION DRUGS

Pharmacies may charge widely different prices
for the same medicine, so it is a good idea to
comparison shop.

« Ask your physician and pharmacist if a generic drug
may be appropriate. Generics usually cost less than
brand name drugs. Many insurance companies use a
multi-tier co-payment plan for prescription drugs. Be
sure to ask before filling the prescription.

« Consider using a mail-order or online pharmacy,
especially if you will be taking a drug for a long time.
They often charge less.

An increasing number of consumers are replacing a
trip to the pharmacy with a trip on the Internet. While
there are online pharmacies that provide legitimate
prescription services, there are also some questionable
sites that make buying medicines online risky. Do
business only with a licensed U.S. pharmacy. Check
with the National Association of Boards of Pharmacy
to determine if the site is licensed and in good
standing. Visit www.nabp.net or call 847-698-6227.

An online pharmacy should offer you access to a
registered pharmacist who can answer any questions
you might have about drug interactions, side effects
and other safety precautions. Be wary of sites that:

« Sell drugs without a prescription;

« Sell drugs not approved by the FDA;
« Advertise quick cures;

« Tell stories of “amazing results.”

If you suspect a site is not a licensed pharmacy,
report it and any complaints to the U.S. Food and
Drug Administration (p. 112) at www.fda.gov/oc/
buyonline/buyonlineform.htm.

www.pueblo.gsa.gov
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Want to know the side effects of a particular
medication? Curious whether a drug has been
approved by the U.S. Food and Drug Administration?
For answers to these questions and other information
on approved prescription, over-the-counter and
discontinued drugs, visit www.accessdata.fda.gov/
scripts/cder/drugsatfda. For general drug information,
you can also contact the FDA (p. 112).

MEDICARE PRESCRIPTION
DRUG COVERAGE

Medicare offers prescription drug coverage to help
you get the prescription drugs you need. Everyone
with Medicare can join a drug plan to get this
coverage. If you aren't sure if a drug plan is approved
by Medicare, call 1-800-MEDICARE (1-800-633-4227).
All drug plans approved by Medicare may use this seal
on their materials:

Medicare

Preseviptiom Drmg Covernge

Like other insurance, if you decide not to enroll in a
drug plan when you are first eligible, you may pay a
penalty if you choose to join later. If you have limited
income and resources, you may get extra help to cover
prescription drugs for little or no cost.

For more information, contact the Centers for
Medicare and Medicaid Services (p. 112).

HOUSING

The U.S. Department of Housing and Urban
Development (HUD, p. 114) funds housing counseling
agencies throughout the country. These organizations
can give you advice on buying a home, renting,
defaults, foreclosures, credit issues and reverse
mortgages. To contact the agency nearest you, call
1-800-569-4287 or visit www.hud.gov. Homeowners
with problems that could result in default of their
mortgage or foreclosure on their property are
encouraged to contact a HUD-approved housing
counseling agency immediately.

If, in your housing search, you believe you are being
discriminated against on the basis of your race, color,
nationality, religion, sex, familial status, or disability,
contact HUD's Office of Fair Housing (p. 114).

BUYING A HOME

Buying a home is one of the most complex financial
decisions you'll ever make. In addition to the financial
and legal issues involved, real estate agents and
lenders may not be acting in your best interests.

+ Real estate agents represent the seller, not the
buyer. Consider hiring a buyer’s agent who works
for you, not the seller.

+ Get prices on other homes. Knowing the price of
other homes in a neighborhood will help you avoid
paying too much.

+ Have the property inspected. Use a licensed home
inspector to carefully inspect the property before
agreeing to buy it.

Mortgages

When shopping for a home mortgage, make sure you
obtain all of the relevant information:

- Research current interest rates. Check the real
estate section of your local newspaper, use the
Internet, or call at least six lenders for information.

+ Check the rates for 30-year, 20-year and 15-year
mortgages. You may be able to save thousands of
dollars in interest charges by getting the shortest-
term mortgage you can afford.

« Ask for details on the same loan amount, loan
term, and type of loan from multiple lenders so
that you can compare the information. Be sure
to get the Annual Percentage Rate (APR), which
takes into account not only the interest rate but
also points, broker fees, and other credit charges
expressed as a yearly rate.

« Ask whether the rate is fixed or adjustable. The
interest rate on adjustable rate mortgage loans
(ARMs) can vary a great deal over the lifetime of
the mortgage. An increase of several percentage
points might raise payments by hundreds of dollars
per month.

« Ifaloan has an adjustable rate, ask when and how
the rate and loan payment could change.

« Find out how much down payment is required.
Some lenders require 20 percent of the home’s
purchase price as a down payment. But many
lenders now offer loans that require less. In these
cases, you may be required to purchase private
mortgage insurance (PMI) to protect the lender if
you fall behind on payments.

« If PMI s required, ask what the total cost of the
insurance will be. How much will the monthly
mortgage payment be when the PMI premium is
added and how long you will be required to carry
PMI?

+ Ask if you can pay off the loan early and if there
is a penalty for doing so.

21 To call or write an organization, use the directory (p. 60).



BEWARE: DOUBLE DIPPING

If you're working with a broker, the National Consumer
Law Center (p. 128) recommends you demand to know
how much the broker is making from the lender as well

as from any fees you might be paying. It's best to get
this information upfront and in writing. Avoid a broker
who is double-dipping — getting a fat premium from
the lender, as well as fees from you.

There is a long list of sources for mortgages loans:
mortgage banks, mortgage brokers, banks, thrifts and
credit unions, home builders, real estate agencies and
Internet lenders.

Reverse Mortgages

A reverse mortgage is a special type of home loan

for homeowners over the age of 62 that lets you
convert the equity in your home into cash. The
homeowner does not have to pay back the loan and
interest for as long as you live in your home. The

loan and interest is repaid only when the homeowner
dies, sells their home or permanently moves out of
their home. These mortgages can help homeowners
who are house-rich, but cash-poor, stay in their
homes and meet their financial needs.

There are three types of reverse mortgages:
federally-insured reverse mortgages, proprietary
reverse mortgages and single-purpose reverse
mortgages. As with any mortgage it is important
to be a savvy consumer and shop for the best deal.

For more information on reverse mortgages, check the
directory for the following resources:

«+ The Federal Trade Commission (p. 121);

+ The Department of Housing and Urban
Development (p. 114) ;

. AARP (p. 125);

The Real Estate Settlement Procedures Act (RESPA)
requires lenders to give you information on all closing
costs and escrow account practices. Any business
relationships between the lender and closing service
providers or other parties to the transaction must

Fixed rate and adjustable-rate mortgages are the two main types of mortgages, but
there is a wide variety of other mortgage products available. Below are pros and cons

Type of

Mortgage

Pros

of just a few of the mortgage products you may want to consider.

Cons

Fixed-rate mortgage

No surprises. The interest rate stays the same
over the entire term, usually 15, 20 or 30 years.

If interest rates fall, you could be stuck paying
a higher rate.

Adjustable-rate (ARM) or

variable-rate mortgage than fixed-rate loans.

Usually offers a lower initial rate of interest

After an initial period, rates fluctuate over the
life of the loan. When interest rates rise,
generally so do your loan payments.

FHA (Federal Housing
Administration) loan

Allows buyers who may not qualify for a home
loan to obtain one. Low down payment.

The size of your loan may be limited.

VA loan

Guaranteed loans for eligible veterans, active
duty personnel and surviving spouses. Offers
competitive rates, low or no down payments.

The size of your loan may be limited.

Balloon mortgage

Usually a fixed rate loan with relatively low
payments for a certain period of time
(about 5-7 years).

After an initial period, the entire balance of
the loan is due immediately. This type of loan
is risky.

Interest-only

Borrower pays only the interest on the loan,
in monthly payments, for a fixed term
(about 5-7 years).

After an initial period, the balance of the loan is
due. This usually means much higher payments,
paying a lump sum or refinancing.

www.USA.gov
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also be disclosed. Many of the fees are negotiable.
More information is available from the Federal Trade
Commission (p. 121), the Federal Reserve Board

(p. 121), and the Department of Housing and Urban
Development (p. 114).

For more information on home buying and mortgages,
visit www.hud.gov or www.fanniemae.com, or call
Fannie Mae at 1-800-732-6643 (consumer resources).
The Mortgage Bankers Association has more
information at www.homeloanlearningcenter.com.

Additional advice, resources and tips for homeowners
can be found under Home Equity Loans (p. 14),
Insurance (p. 26) and Home Repairs (p. 24).

AVOIDING FORECLOSURE

If you miss your mortgage payments, foreclosure may
occur. This is the legal means your lender can use

to repossess your home. If you owe more than your
property is worth, a deficiency judgment is pursued.
Both foreclosures and deficiency judgments have

a negative impact on your future credit. You should
avoid foreclosure if at all possible.

MORTGAGE REFINANCING

Consider refinancing your mortgage if you can get
arate that is at least one percentage point lower
than your existing mortgage rate and if you plan

to keep the new mortgage for several years. When
comparing mortgages, don't forget to include the
extra fees you must pay for the new mortgage. You
may be able to get some fees waived if you are able
to refinance with your current mortgage holder.

BEFORECHOOSINGALENDER,DOYOURRESEARCH:

Get recommendations: Ask friends and family
members for suggestions, especially if they've
recently obtained a loan.

Check credentials: Mortgage bankers are regulated
by either your state’s department of banking

or division of real estate. Check with the one
appropriate to your state to see if a lender is in good
professional standing. Mortgage brokers may be
state regulated or not. If not, check with the local
chapter of the National Association of Mortgage
Brokers or the Better Business Bureau to see if their
record is clean.

Do your homework: Learn about typical mortgages
and ask a question when something looks amiss; a
broker may be trying to pad closing costs or other
fees at your expense.

Take care online: There are plenty of attractive deals
online, but first make sure you're dealing with a
reliable broker or lender.

These steps can help:

+ Do not ignore the letters from your lender. If you're
having problems making your payments, call or
write to your lender’s Loss Mitigation Department
without delay. Explain your situation. Be prepared
to provide them with financial information, such as
your monthly income and expenses. Without this
information, they may not be able to help.

« Stay in your home for now. You may not qualify
for assistance if you abandon your property. For
example, the Hope for Homeowners program
only offers 30-year fixed rate mortgages to owner
occupiers.

+ Contact a HUD-approved housing counselor.
Call 1-800-569-4287 or TDD 1-800-877-8339 for the
housing counseling agency nearest you. These
agencies are valuable resources.

« Contact the Hope Now Alliance. Call
1-888-995-HOPE (4673) to talk to a HUD-approved
credit counselor who will guide you through your
options for free.

They frequently have information on services and
programs offered by government agencies as well as
private and community organizations that could help
you. The housing counseling agency may also offer
credit counseling. These services are usually free

of charge.

23 To call or write an organization, use the directory (p. 60).




For more information, resources are available at the
following agencies:

+ The U.S. Department of Housing and Urban
Development (p. 114)

« The Federal Trade Commission (p. 121)

Additional advice, resources and tips for homeowners
can be found under Home Equity Loans (p. 14),
Insurance (p. 26), and Home Repairs (p. 24).

MOVING COMPANIES

Not all moving companies are the same. Although
many are legitimate, there are some who attempt to
take advantage of their clients. Follow these guidelines
to help you choose the right mover:

Get a written estimate from several movers. Be

wary of very low estimates. Some companies use

the low price to get a contract and later ask for more
money before they will remove your belongings from
their truck.

Make sure the mover has an operating license.

For moves from one state to another, visit
www.protectyourmove.gov to verify a mover’s license.
For moves within a state, check your state, county or
local consumer affairs agency (p. 130).

Make sure the mover has insurance. If furniture

is damaged during the move, the mover’s insurance
should cover it. Ask how to file a complaint if there are
limits to the coverage.

Check the mover's track record. Contact your state

or local consumer protection agency (p. 130) or Better
Business Bureau (p. 65) to see if there is a history of
complaints.

If you have a dispute with a moving company, you can
file a complaint with the Federal Motor Carrier Safety
Administration by calling 1-800-832-5660 or by visiting
www.fmsca.dot.gov.

HOPE FOR HOMEOWNERS

The Hope for Homeowners program enables
qualified borrowers to refinance into FHA-insured
mortgages offering 30-year fixed rates. In addition,
banks must write down the existing mortgage to
90 percent of the new appraised value of the home.
For more information, visit www.hud.gov or
. call 1-888-995-HOPE (4673).

www.USA.gov

HOME IMPROVEMENT AND REPAIRS

Home improvements and repairs can cost thousands
of dollars and are the subject of frequent complaints.
When selecting a contractor:

- Get recommendations and references. Talk to
friends, family and others who have used the
contractor for similar work.

+ Get at least three written estimates. Insist the
contractors come to your home to evaluate what
needs to be done. Be sure the estimates are based
on the same work so that you can make meaningful
comparisons.

+ Check contractor complaint records with your state
or local consumer protection agency (p. 130) or
Better Business Bureau (p. 65).

+ Make sure the contractor meets licensing and
registration requirements. Your state or local
consumer protection agency (p. 130) can help you
find out what the necessary requirements are.

+ Get the names of suppliers and ask if the
contractor makes timely payments.

+ Contact your local building inspection department
to check for permit and inspection requirements.
Be wary if the contractor asks you to get the
permit; it could mean the firm is not licensed.

+ Be sure your contractor is insured. They should
have personal liability, property damage and
worker’s compensation insurance for workers and
subcontractors. Also check with your insurance
company to find out if you are covered for any
injury or damage that might occur.

« Insist on a written contract that states exactly what
work will be done, the quality of materials that will
be used, warranties, timetables, the names of any
subcontractors, the total price of the job, and the
schedule of payments.

+ Try to limit your down payment. Some states have

laws limiting the amount of down payment required.

+ Understand your payment options. Compare the
cost of getting your own loan versus contractor
financing.

+ Don't make a final payment or sign a final release
until you are satisfied with the work and know that
subcontractors and suppliers have been paid.
Some state laws allow unpaid subcontractors and
suppliers to put a lien on your home for bills the
contractor failed to pay.

www.pueblo.gsa.gov
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« Pay by credit card when you can. You may have the
right to withhold payment to the credit card company
until problems are corrected, (see page 11.)

Be especially cautious if the contractor:
« Comes door-to-door or seeks you out;

« Just happens to have material left over from
a recent job;

« Tells you the job will be a “demonstration;”

- Offers you discounts for finding other customers;

« Quotes a price that’s out of line with other estimates;
« Pressures you for an immediate decision;

« Can only be reached by leaving messages with
an answering service;

- Drives an unmarked van;
« Has out-of state license plates;
« Asks you to pay for the entire job up front.

With most home improvements, federal law gives you
three business days to cancel without penalty. See:
3-Day Cooling-Off Rule (p. 40). Of course, you would
be liable for any benefit already received. State laws
may also provide some protection. And remember, if
you finance home improvements with a home equity
loan and don’t make your payments, you could lose
your home. See Home Equity Loans (p. 14).

RENTING / LEASING

A lease is an agreement that outlines the obligations
of the owner and the tenants of a house or apartment.
It is a legally binding document that courts will
generally uphold in legal proceedings, so it is
important for you to know the exact terms of the lease
agreement before you sign it. Some things to look for
in a lease:

+ Clauses that allow the landlord to change the terms
of the lease after it is signed;

+ Requirements / responsibilities of the tenants to do
routine repairs such as lawn maintenance, cleaning
or notification of repairs;

+ Restrictions that would prevent you from living
normally or comfortably in the home;

« Term of the lease and any important dates such as
when the rent is due, or garbage pickup days.

Read the lease carefully and discuss anything you
don't understand or issues you might have. All
landlord responsibilities should be clearly stated.
Always get a copy of the signed lease to keep in your
records. Any clause or terms in the agreement affects
ALL parties who sign.

Tenants who lease or rent property are protected by
The Fair Housing Act. If you think your rights have
been violated, you may write a letter or telephone the
HUD office nearest you (p. 114). You have one year
after the alleged violation to file a complaint with
HUD, but you should file as soon as possible.

Each state has its own tenant rights, laws and
protections. For a state-by-state directory, visit
www.hud.gov/local. You can also find public housing
that is available at www.hud.gov. The agency

(p. 114) offers several housing assistance programs
for tenants and landlords, as well as information on
rights of residents and displaced tenants.

Ten Tips for Renters

1. The best way to win over a prospective landlord
is to be prepared by bringing a completed rental
application; written references from previous
landlords, employers, friends and colleagues;
and a current copy of your credit report with you.

2. Carefully review all the important conditions of
the tenancy before you sign.

3. To avoid disputes or misunderstandings with
your landlord, get it in writing.

4. Ask about your privacy rights before you sign
the lease.

25 To call or write an organization, use the directory (p. 60).



5. Know your rights to live in a habitable rental
unit — and don't give them up.

6. Keep communication open with your landlord.

7. Purchase renters’ insurance to cover your
valuables.

8. Make sure the security deposit refund
procedures are spelled out in your lease or
rental agreement.

9. Learn whether your building and neighborhood
are safe, and what you can expect your landlord
to do about it if they aren't.

10. Know when to fight an eviction notice and when
to move. Unless you have the law and provable
facts on your side, fighting an eviction notice is
usually shortsighted.

Landlords

The Department of Housing and Urban Development's
rental assistance program, also known as the Housing
Choice Voucher Program, allows low-income families
to lease privately-owned rental housing. If you wish to
rent to voucher holders, you should inform the local
Housing Authority. For more information, visit
www.hud.gov.

INSURANCE

General sources of insurance information include

the American Council of Life Insurers (p. 164), the
Insurance Information Institute (p. 167), the National
Association of Insurance Commissioners (p. 167), and
your state insurance department (p. 151). You can also
visit www.insure.com.

When buying insurance, whether it's home, life, auto,
rental or other:

+ Find out whether your state insurance department
offers any information concerning insurance
companies and rates (p. 151). This is a good way to
get a feeling for the range of prices and the lowest-
cost providers in your area.

« Check several sources for the best deal. Try getting
quotes from a website such as www.insweb.com,
but be aware that many online services may provide
prices for just a few companies. An independent
insurance agent who works with several insurers in
your local area may be able to get you a better deal.

« Make sure the insurance company is licensed and
covered by the state’s guaranty fund. The fund pays
claims in case the company defaults. Your state

www.USA.gov

BEWARE: INSURANCE FRAUD

» When shopping for insurance on the Internet,
check that the website is secure (p. 39). Look for
the lock icon, a URL that begins “https:” and never
provide personal data if you don't trust the site.

Be wary of people selling insurance door-to-door
and over the telephone.

Be suspicious if, after an accident, a stranger
contacts you to offer “quick cash” or
recommends a particular attorney or health
care provider. Report the incident to your police
department.

Don't give your insurance identification numbers
to companies you don't know.

Carry a disposable camera in your glove
compartment. If you are in an accident, take
pictures of the damage and the people involved.
Ask for names, telephone numbers and driver’s
license information for all those involved. Getting
contact information for any witnesses is also a
good idea.

insurance department (p. 151) can provide
this information.

+ Check the financial stability and soundness of
the insurance company. Ratings from A.M.
Best (www.ambest.com), Standard & Poor’s
(www.standardandpoors.com), Moody’s Investors
Services (www.moodys.com), and Weiss Ratings,
Inc. (www.weissratings.com) are available online
and at most public libraries.

Research the complaint record of the company.
Contact your state insurance department (p. 151),
or visit the website of the National Association

of Insurance Commissioners (www.naic.org),
which has a database of complaints filed with
state regulators.

+ Find out what others think about the company’s
customer service. Consumers can rate home-
owner insurance companies at www.jdpower.
com/homes/insuranceratings.

Once you pay your first insurance premium, make
sure you receive a written policy. This tells you the
agent forwarded your premium to the insurance
company. If you don't receive a policy within 60 days,
contact your agent and the insurance company.

If you suspect fraud, call the National Insurance
Crime Bureau'’s hotline at 1-800-835-6422. For more
information, check out www.insurancefraud.org.

www.pueblo.gsa.gov
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AUTO INSURANCE

Requirements vary from state to state. Check with your
state insurance regulator (p. 151) to learn more about
individual requirements, as well as insurers you may

be considering for your policy.

To get the best coverage at the best price, get several
quotes from insurance companies. It may save you
hundreds of dollars a year. Other ways to reduce your
insurance premium are:

« Raise your deductible on collision and
comprehensive coverages. If you have an older car,
you might want to drop these coverages altogether.

« Take advantage of discounts. You may be eligible for
a discount based on the number of miles you drive;
your age (turning 25 or 50); your good grades if you
are a student; your driving record (no moving vehicle
violations or accidents in three years); or if you've
taken a safe-driving course. You might also be able
to get discounts if you insure more than one vehicle,
insure your vehicle and your home with the same
company, have anti-theft devices or have safety
features such as air bags.

You can also find valuable information about car
ownership in the Cars section (p. 5).

DISABILITY INSURANCE

Disability can be more disastrous financially than
death. If you are disabled, you lose your earning power,
but you still have living expenses and often huge
expenses for medical care. When purchasing disability
insurance, ask:

« How is disability defined? Some policies consider
you disabled if you are unable to perform the duties

of any job. Better plans pay benefits if you are unable
to do the usual duties of your own occupation.

« When do benefits begin? Most plans have a
waiting period after an illness before payments
begin.

« How long do benefits last? After the waiting
period, payments are usually available until you
reach age 65, though shorter or longer terms are also
available.

« What dollar amount is promised? Can benefits
be reduced by Social Security disability and workers’
compensation payments? Are the benefits adjusted
for inflation? Will the policy provider continue
making contributions to your pension plan so
you have retirement benefits when the disability
coverage ends?

For more information on disability insurance, visit
www.iii.org and www.hiaa.org.

HEALTH INSURANCE

Most consumers have health care coverage from an
employer. Others have medical care paid through

a government program such as Medicare (p. 112),
Medicaid (p. 112), or the Veterans Administration

(p. 119).

If you have lost your group coverage from an employer
as the result of unemployment, death, divorce, or

loss of “dependent child” status, you may be able

to continue your coverage temporarily under the
Consolidated Omnibus Budget Reconciliation

Act (COBRA). You, not the employer, pay for this
coverage. When one of these events occurs, you must
be given at least 60 days to decide whether you wish to
purchase the coverage.

Some states offer an insurance pool to residents who
are unable to obtain coverage because of a health
condition. To find out if a pool is available in your state,
check with your state department of insurance (p. 151).

Most states also offer free or low-cost coverage for
children who do not have health insurance. Visit
www.insurekidsnow.gov or call 1-877-KIDS-NOW
(543-7669) for more information.

HEALTHCARE PLANS

When purchasing health insurance, your choices will
typically fall into one of three categories:

- Traditional fee-for-service health insurance plans
are usually the most expensive choice. But they offer
you the most flexibility when choosing health care
providers.

27 To call or write an organization, use the directory (p. 60).



MEDICARE BENEFICIARIES

Medicare beneficiaries can compare

HMO programs at www.medicare.gov
and www.medicarenewswatch.com.

Health Maintenance Organizations (HMOs)

offer lower co-payments and cover the costs of more
preventative care, but your choice of health care
providers is limited. The National Committee for
Quality Assurance evaluates and accredits HMOs.
You can find out whether one is accredited in your
state by calling 1-888-275-7585. You can also get this
information, as well as report cards on HMOs, by
visiting www.ncqa.org.

Preferred Provider Organizations (PPOs) offer
lower co-payments like HMOs, but give you more
flexibility when selecting a provider. A PPO gives
you a list of providers you can choose from.

WARNING: If you go outside the HMO or PPO
network of providers, you may have to pay a
portion or all of the costs.

When choosing among different health care plans,
you'll need to read the fine print and ask lots of
questions, such as:

Do | have the right to go to any doctor, hospital,
clinic or pharmacy | choose?

Are specialists such as eye doctors and dentists
covered?

Does the plan cover special conditions or treatments
such as pregnancy, psychiatric care and physical
therapy?

Does the plan cover home care or nursing home
care?

Will the plan cover all medications my physician
may prescribe?

What are the deductibles? Are there any
co-payments?

What is the most | will have to pay out of my own
pocket to cover expenses?

Are there any limits on expenses covered in a year?
In my lifetime?

If there is a dispute about a bill or service, how is it
handled? In some plans, you may be required to have
a third-party decide how to settle the problem.

www.USA.gov

HOMEOWNER / RENTER'S INSURANCE

You may be able to save hundreds of dollars a year on
homeowners insurance by shopping around. You can
also save money with these tips.

+ Consider a higher deductible. Increasing your
deductible by just a few hundred dollars can make
a big difference in your premium.

« Ask your insurance agent about discounts. You may
be able get a lower premium if your home has safety
features such as dead-bolt locks, smoke detectors,
an alarm system, storm shutters or fire retardant
roofing material. Persons over 55 years of age or
long-term customers may also be offered discounts.

+ Insure your house, NOT the land under it. After a
disaster, the land is still there. If you don't subtract
the value of the land when deciding how much
homeowner’s insurance to buy, you will pay more
than you should.

+ Don't wait until you have a loss to find out if you
have the right type and amount of insurance.

« Make certain you purchase enough coverage to
replace what is insured. “Replacement” coverage
gives you the money to rebuild your home and
replace its contents. An “Actual Cash Value”
policy is cheaper but pays only what your property
is worth at the time of loss — your cost minus
depreciation for age and wear.

+ Ask about special coverage you might need. You
may have to pay extra for computers, cameras,
jewelry, art, antiques, musical instruments, stamp
collections, etc.

« Remember that flood and earthquake damage are
not covered by a standard homeowners policy. The
cost of a separate earthquake policy will depend
on the likelihood of earthquakes in your area.

www.pueblo.gsa.gov
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The Insurance Information Institute offers a wealth of

information on all types of insurance at www.iii.org.
See page 167 for additional contact information.

Homeowners who live in areas prone to flooding
should take advantage of the National Flood
Insurance Program (p. 114).

« If you are a renter, do not assume your landlord
carries insurance on your personal belongings.
Purchase a separate policy for renters.

LIFE INSURANCE

Your need for life insurance will change with changes
in your life. For example, the arrival of children usually
triggers a sharp increase in the amount you will need.
As children grow older and leave the nest, you will
probably need less protection.

Term life insurance policies are the least costly. They
pay death benefits but have no cash value if you
decide to stop making payments. As the word “term”
suggests, these policies are in effect for a specific
period of time — one year, or until you reach a certain
age are common. Visit www.accuquote.com for online
comparisons of term life insurance.

Whole life, universal life, and other cash value policies
combine a long-term savings and investment product
with life insurance. Canceling these policies after only
a few years can more than double your life insurance
costs.

LONG-TERM CARE INSURANCE

Medical advances have resulted in an increased need
for nursing home care and assisted living. Most health
insurance plans and Medicare severely limit or exclude
long-term care. Here are some questions to ask when
considering a separate long-term care insurance policy.

+ What qualifies you for benefits? Some insurers
say you must be unable to perform a specific number
of the following activities of daily living: eating,
walking, getting from bed to a chair, dressing,
bathing, using a toilet, and remaining continent.

+ What type of care is covered? Does the policy
cover nursing home care? What about coverage
for assisted living facilities that provide less client
care than a nursing home? If you want to stay in
your home, will it pay for care provided by visiting
nurses and therapists? What about help with food
preparation and housecleaning?

« What will the benefit amount be? Most plans are
written to provide a specific dollar benefit per day.
The benefit for home care is usually about half the
nursing-home benefit. But some policies pay the
same for both forms of care. Other plans pay only for
your actual expenses.

« What is the benefit period? It is possible to get
a policy with lifetime benefits, but this can be very
expensive. Other options for coverage are from one
to six years. The average nursing home stay is about
2.5 years.

« Is the benefit adjusted for inflation? If you buy a
policy prior to age 60, you face the risk that a fixed daily
benefit will not be enough by the time you need it.

« s there a waiting period before benefits begin?
A 20 to 100 day period is not unusual.

OTHER INSURANCE

« Travel Insurance. There are four kinds of travel
insurance: Travel Cancellation Insurance, Baggage
or Personal Effects Coverage, Emergency Medical
Coverage and Accidental Death. One helpful
website is www.insuremytrip.com. See page 43 for
additional insight on travel concerns and problems.

+ ldentity Theft Insurance. This type of insurance
provides reimbursement to crime victims for the
cost of restoring their identity and repairing credit
reports. Some companies now include this as part
of their homeowner’s insurance policy. Others sell it
as a stand-alone policy. Ask your homeowner policy
company for information.

29 To call or write an organization, use the directory (p. 60).



« International Healthcare Insurance. A policy
that provides health coverage no matter where
you are in the world. The policy term is flexible so
you can purchase only for the time you will be out
of the country. Check online or write your current
healthcare provider for coverage information.

« Liability Insurance. Insurance for what the
policyholder is legally obligated to pay because
of bodily injury or property damage caused to
another person. Search online or ask your personal
insurance agent for more information.

« Umbrella Insurance. A policy that supplements the
insurance you already have for home, auto and other
personal property. Umbrella insurance can help
cover costs that exceed the limits of other policies.

INTERNET

CHOOSING SERVICE PROVIDERS

To connect your computer to the Internet, you'll

need an Internet Service Provider (ISP). Some ISPs

are large and well known, such as AOL, MSN, Time
Warner Cable, and Earthlink, while others are literally
one-person operations. Some companies limit their
service to providing Internet access only. Others, like
your telephone and cable company, may offer Internet
access as part of a larger package of services.

If you have limited Internet expertise, you may want to
start with one of the well-known ISPs. They usually
offer user-friendly startup software. This software
often includes features such as a browser, instant
messaging, parental controls, and pop-up blockers.
Many also offer 24-hour tech support. Of course, all of
this convenience results in higher monthly user fees.
Once you are comfortable with how the Internet works,
you may discover you don’t need all the ‘extras’ and
switch to a lower-cost ISP.

Whatever your present level of expertise, you will want
to consider these factors when selecting a provider.

+ Speed. If all you want to do is check e-mail and read
web pages, a dial-up connection may be enough.
But most people also want to download music,
television shows, or watch videos. For these, you will
need a faster connection with “broadband” access,
such as a digital subscriber line (DSL), a cable
modem, or satellite.

« Availability. For dial-up service, is there a local
phone number or a toll-free number for access?

+ Wireless access. Can you get a wireless
connection for other computers in your home?

www.USA.gov

+ E-mail. How many e-mail accounts come with
the service? What will be the storage limit on your
mailbox? How many days does the ISP keep your
mail before deleting it?

« Website space. Do you want to create a personal
website? If so, find out whether your provider offers
web space and software to create your page.

« Software. Is there any software required to
activate the service? How do you get it? How large
is the software? Can you use whatever browser or
e-mail program you'd like?

« Support. What kinds of support are available—
phone, e-mail, chat, etc.? What are the hours of
support? Are there any additional charges for
support?

« Special features. What services are provided for
spam blocking, virus protection, instant messaging
and chat rooms?

« Terms of service. Is there a limit to the number
of hours per month you can use the service?

+ Cost. What is the monthly fee for the service?
Are there any additional equipment or setup fees?

ONLINE FILE SHARING

Every day, millions of computer users share files

online. Whether it is music, games, video, or software,
peer-to-peer (P2P) file sharing allows users to share

all kinds of content. To share files, you download
special software that connects your computer to an
informal network of other computers running the same
software. The software is often free and easy

to access.

However, file-sharing can have a number of risks.

For example, when you are connected to file-sharing
programs, you could unknowingly allow others to copy
private files you never intended to share. You could
download material that is protected by copyright laws
and find yourself mired in legal issues. You could
download a virus or facilitate a security breach. Or you
could unwittingly download pornography labeled as
something else.

To secure the personal information stored on your
computer, the FTC suggests that you:

+ Set up the file-sharing software very carefully.

+ Be aware of spyware. Use a good anti-spyware
program.

+ Close your connection when you're not using it.

« Use an effective anti-virus program and update
it regularly.

www.pueblo.gsa.gov
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« Talk with your family about file sharing.

For more complete information on P2P, visit
www.onguardonline.gov.

ONLINE COPYRIGHT ISSUES

Quite simply, it's illegal to make or download
unauthorized copies of software. Whether you are
casually making a few copies for friends, loaning disks,
distributing and/or downloading pirated software via
the Internet, or buying a single software program and
then installing it on 100 computers, you are committing
a copyright infringement. It doesn’t matter if you make
money doing it or not. If you or your company is caught
copying software, you may be held liable under both
civil and criminal law.

If the copyright owner brings a civil action against you,
the owner can seek to stop you from using its software
immediately and can also request monetary damages.
The copyright owner can sue for as much as $150,000 for
each program copied. In addition, the government can
criminally prosecute you for copyright infringement. If
convicted, you can be fined up to $250,000, or sentenced
to jail for up to five years, or both.

For more information, visit www.cybercrime.gov, a site
sponsored by the U.S. Department of Justice (p. 115)
or www.bsa.org, a site on online piracy issues
managed by the Business Software Alliance.

ONLINE AUCTIONS AND SELLERS

Many private sellers sell items on the Internet through
auctions, classified ads, newsgroups, and chat

rooms. Unfortunately, these types of sales are a very
common type of Internet fraud. Resolving disputes
can be difficult when the seller is in a different part of
the country. Be aware that government agencies may
not be able to help you since many laws don't apply to
sales between individuals. Follow this advice, as well
as the general tips on shopping from home (p. 40).

SOCIAL NETWORKING ONLINE

Social networking sites such as Facebook and
MySpace are the hippest, “meet markets” around,
especially among tween, teens and 20-somethings.

While these sites can increase a person’s circle

of friends, they also increase exposure to people
with less-than-friendly intentions, including sexual
predators. Visit www.onguardonline.gov to learn
how to help your kids socialize safely online.

PREVENT ONLINE FRAUD

The Internet gives you easy access to information,
entertainment, financial offers and countless other
services. The flip side, however, is that it can leave you
vulnerable to online scammers, identity thieves and
criminals. To guard against Internet fraud, follow the
tips below:

Know your seller. If you don't, do some research.

« Company websites often provide information in
a section called “About Us.” Some online sellers
participate in programs, such as BBBOnLine,
that help resolve problems. Look for a logo or
endorsement seal on the company website. This
is an indication, but not a guarantee, of the seller’s
reliability.

« Check with state and/or local consumer offices.

+ Another way to check online sellers is to look
for other consumers’ comments. Visit
www.bizrate.com, where consumers rate online
stores. Some Internet auction sites post ratings
of sellers based on comments by buyers. This
information may give you some idea of how you'll be
treated, but beware of too many glowing stories that
might have been placed by sellers themselves.

Protect your personal information. Don’t provide it
in response to an e-mail, a pop-up, or a website you've
linked to from an e-mail or web page.

« Take your time and resist any urge to “act now”
to keep your account open or take advantage of a
special offer.

+ Use anti-virus and anti-spyware software, as
well as a firewall, and update them all regularly. Make
sure your operating system and web browser are set
up properly and update them regularly as well.

« Protect your passwords. Don't share your
passwords with anyone. Memorize them.
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BE SUSPICIOUS OF MASS E-MAILS

Many mass e-mails contain false alarms, misleading
requests for donations or fictitious offers of money
and free goods. You can check the validity of almost

any mass e-mail at www.Snopes.com. Don't
forward an e-mail unless you're sure that it contains
accurate information. Not only do such e-mails
confuse recipients, they are often used to collect
e-mail addresses for spammers.

« Back up important files. Copy them onto another
computer or a removable hard drive such as a flash
memory stick. When you spill coffee on your laptop
or if your computer stops working, you'll be glad
you did.

Learn who to contact if something goes wrong online.
Report suspected fraud to your bank, credit card
company or relevant authority.

The FTC (p. 121) provides tips to help secure your
computer, guard against Internet fraud, and protect your
personal information. Visit www.OnGuardOnline.gov

for more information. To keep up to date with the latest
computer threats, sign up for