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DEFENSE INTELLIGENCE AGENCY -

WASHINGTON. D. C. 20301

13 DEC 1957

SI-TB=G1/PLle=
MEMORANDUM FOR THE BECRETARY OF DEPFENSE

SUBJECT: Release of COMINT Pertaining to Guif of Tonkin
Incidents of 2 and 1 Ausust 1364

1. I have reviswed the intelligence pertaining to the
incidents in the Gulf of Tonkin on 2 and 4 August 1354
and reaffirm that our intercept of encrypted North
Vietn:meses Raval Communications did in fact provide the
basis for prior warning given to th= USS MADDOX on

2 August and again on 4 August. As the result of a
cryptanalytic breakthrough into the cryptosystem employed
by North Vietnamese MTB's, this intercepted information
wag deciphered, translated and reportsd to the USS

MADDOX twelve hours in advance of the actual attack on

2 Auguet and one hour in advance on : August. All of the
infornation concerning the attacks came from manual morse
intercept and was copled on a typewriter by the intercept
operator ag heard, All of th information was encrypted
and there was no clear text voice traffic widch could

be assoclated with the attacks. The original intercepted
traffic vhich is in storage at the National Security Agency
Respository at Fort Holablréd, Maryland can bde provided; ‘
however, permanent transcriptions of th original cypher
messages, together with the decryption an? translations
thireof, ares immediately awailable,

2. The system used by the NVN Navy to pass the encipherad
wzesages has chenged several timea since the Aug 8t and
September 1964 events in the Gulf, Each new encipherment
has been from the same system "fam{ly" and because of

our technical centinuity, it has been possiblz to malntain
our abllity to decipher messages passed in each new syster,
We retein th:t capability today and are still adble from
this SIGINT source to provide NVN Naval intentiona in the
use of thelr torpedo patrol boate,

ccy DepSecDaf

— 72 3852

<

Cy
i
N

-

Py A

Wtg ¢,



3. Current S8IGINT of high value regarding the movement

of POL, suppliss, ammunition and foodestuffs from NVN into
IADS and SVN 18 available frowm enciphered morss mcssages
presently being passed in NVE volce comoumications facilities,
These massages are sncipherzd in systems similar to those
us«d by NVN Baval elements and other sntities of th: NVN
military and para-military forces, Disclesure of our

euccess in axploiting enciphered NVN MNaval meszages would
uwndow:tedly betray our success with similar systems and

dery us access to this vital fnrformation,

+e The censequencss of any public disclesure of ¥.S.
SICINT capabllity agsinst North Vietnan/Viet Cong
communications would seriously dagrade not only the

Haval aspect of the problem, but the successful prosecution
of both th air war over North Vietnar and operations within
South Vietnam. The application of smajor U.8, technical
intelligence resvurces onables us to provide adeguats
information to allow U.8. forces to direct moat, if not
all, of thalr operations ageinst hostile forces, In the
North, SICIRT provides us & collection base upon which to
design cquipments to deceive enemy defsanses an' to provide
gelf protzetion to individual alrcraft, Purther, SICINT
provides a2 means 0 evaluste the eoffectivensas of these
zlactronic warfare devices, Additionally, extensi:e
SIGINT coverage of North Viatham allows us the cepablility
of following cnemy units deploying from th RNorth to the
South and thereby provides a contimuing input to the order
of battle data basa, SIGINT also provides us sn insight .
into the command and centrol structwre, cmanating from
Hanol, which dirscts the Communi:t war effort in the South.
In day-to-day tactical oparations within Sputh Vietnam
SIGINT provides the "eyes" for the tactfcal unit and gives
forewarning of cnemy attack, of ambush, and enemy groupings
within the various areas of U.S. 2lements.

5. The majority of U.5. operational successes on the

ground have bean due in largs measure to th. SIGINT provided
to the appropriate cosmandors. “ithout t:de intelligence,
the success of our ground &«ffort would be seriously

degraded and the rasultant losses in personnel and equip-
z2nt ros.urces wuld undoudtedly de quantitatively increased,
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5., The collection of useful SIGINT information by airborne
direction finding (ARDF), readadle cocmmunications, and
traffic analysis has resulted in the development of a
serlies of EI1GINT indicators of Communist intent to initiate
tactical activity and has successfully given forswarning
of enery preparation to lsunch large scale attacks. During
the past year an’ 3 half, svery attempt by a Vietnamesne
Commnist Division and front echelon headguarters to

mount a mejor offensive has bzen detected via SIGINT

and reported to the apprepriate military commanders,

T A8 you are aware, th- United Statas Int:lligencs Board
and the Joint Chiefs of Staff have previously strongly urged
sgainst the public ralease of any infication of ocur SIGINY
capatiliti-s, Public 4dlscloaure of the U.8. capablility

to exploit Communlist communications in Southeast Awla
would plece in jeopardy the aforsmentioned day~to-day
tactical operations of our forces ia doth the North and
Bouth., In addition, it could nsgete & large axpenditure
in time, money and resources, that h.s occurred over the
past years, not only agalist the Asian Coomunist Nations
but in other arese of ths world, Public disclosure,
therafore, would seriocusly impact mt the policy making

lavel but thc bruant of the =ffects would be borns particularly

by the conman‘ers and the men of our operating forces
engaged In the Sotheast Asian hostilities,

SIGNLD

JOSEPH F. CARROLL
Lieuisiont Ceuwsral ., USA#
Direetor
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