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DEFENSE INTELLIGENCE AGENCY
WASHINGTON. D. C. 20301

13 DEC 1967

SI·TS-51/PL-i~

MEMORA.NDUM POR TIfE 8ECRftARY 01' DUD8J:

SUBJECT: Release of COMIJITPertalniDa to Gulf of Tonkin
Incidents of 2 and .\J, Auguat 196/+

1. I have rtiv1~~d th.e 1ntelllsenee perta1n1na to the
incidents 1n the Gulf or Tonkin on :2 and 4 Auguat 196i~
and reaffirm that our Intercept ot encl7Pted JIorth
Vletft",me8e Baval Commmlcatlon8 did in t~t provide the
baste for prior wam1nl pven to the 018 MADDOX on
2 Auguat and ,,&&1n on 4 AUSUat. As the result of a
cr)fptanalytlc breakthroU&h into the Cl")1)toaptem employe<'l
by ~rth Vietnamese M'1'8 1 8. this intercepted intorme.tlon
was deciphered. tr&IUIlated and reported to the US!
MA.DDOI twelve hour. in uvaaee o~ the actual attack on
2 Augut and on~ hour in advance on L~ A\J8U8t. All of the
Info~tiOll cOftcem1n& the attacks cam. trom manual morso
intercept and waa eopied on a t7P~riter by the Intercept
operator as heard•. .1.11 of th 1ntormatlon was ~rJPted

ad there was no clear textY'olce trat1"le wn1ch could.
be as.ociated with the attac)u. !'he or1&1nal intercepted
trartlc which 1. in storace at ~he ..tional SecurIty Agency
R••poaltory at Port Helablrd, Mal")"land can be provided; .
however, pe,rmaftent tranacr1ptiOJU of th or1.g1nal cypher
meIUlace., tocether with the decryption l!.llt1 translations
tht2reof, are immediately available.

2. '!'be system used by the 1IVI' Wavy to pus the enciphered
:nelHlaces baa changed several times since the AUC tst and
September lq61-j. events in the Gulf. Ea.ch new enciphermtmt

haa been from the same 8)"Stem "famill''' and. because of
our technical continu.ity, it haa been possible to ma1nta.1n
our ability to decipher mea.ages p....ed in each new .)'lItem.
We retain thit capullity today and are sttll able from
this SIGllft' lSourCGl to provl de IIVR laval intentions In the
use ot their torpedo patrol boats.
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3. Cur;reat 8IOlft of h1&h value regarcUns the movement
of POL. supplies. ammunition and toOdstutt. t~ IYK into
LAOS and 8YII 18 available troU'l enclph~red _ree Ullage.
presently b~1n& pasas4 1n XVI volc~ c0mmunleatlona tacl11tl~8.
Th~8e mea_aces are ~clpher.d 1ft SIStema .t-llar to tho~~

U8~t! bY' JIVJf ...val ulUIMta uti other I,fl'ltltl~. or thf~ JrY1I
military and para-milltar.r rorce.. Disclosure or our
euecea. tD exploiting eaclphered IYI laval me••ages would
undott;t.edly betra7 our auee-ea8 with 81Jd.lar Byateal and
de~:y us '.C(.'~sc to this vital lnt"omatlon.

,~. ThE: cansequ&ftCes 01' tml' pUblic diacl88drU of U.S.
!IOIft eap&bl11tJ' aptlUlt IIorth Yletllant/ftet eona
ccr~aftlc.t1ona would aeriouel, 4~srade nat only the
.&oval a.peet of the problem. but the sueee••h.l pro••eutlOft
o~ both th air \far over JIorth Yle'tDam Uld aperatlO1l8 within
SolRh VietnaM. Ifhe appl1catton or _Jor u.s. techAlc.al
ln~.1111eDee reaourC$8 enables a8 \0 provide adequate
Iftto.r.mat10ft to Allow 0.8. tort::". to dlrtltet aoat. It' not
all~ or thair operatl-. qa1net ho&t11& tore... In the
.orlh, SIOIIrf provide. u. a coll.oetlon bue upon which to
de.llft e-qulpmeDt. to dee@ly~ tfftt!l'lJ' defense. an(' to provide
selt protection to ln41vlt1W1l a.lrcratt. J'\l~ti~r, SIGlft
provide. a me&ns'" E!'vuU&te tne ~tr.etlyen_. of the••
ele-ctronlc warf'are devices. Addltionall,., exteul\-e
SIGIIft' eOYflraae of IIor'tb Vle~ allows lIS the eapabl11t7
o.t tollowlns enea!7 UDite deplo71nc tram th· Worth to the
SOllth and thereby provide. a c:ont1nu1J11 lftl)ut to the order
or battle data ba.aoit. SIGlft aleo pron4es uc all tna1Pt
lDto the e"JJlP:an.d and centrol at.ruet..., e......tlag 1"'I"GIIt
Hanoi, whleh d1re~t. t~e Communlet war ettort 1n the South.
In c!a.y-to-d8,J' taetlcal op~ratlon. within South YletMm.,
BIGIft prOY1doa the M.,ee tt for t.h~ tae\leal ural t AIl~ .1va.
forewarnlna ot en~1 attack, or aMbush. and en~ &rouptne.
wtttdn the variOU8 areaa or u.s. elements.

5. The ~Jorlty or u.s. operational .u~ca••e. on th~

ground MVt.! been due 1ft lar&~ InfJaaure to tho 8IOIftproYlded
to th~ appropr1.a~l! cOEIand'!rl. t;l'ltbout t;i1. 1Dtelllgenc~t

the lSu('ce•• of our ground et'tort vouJ.d be 8erlously
d~craded and the resultant lo••@. in per.canel aDd cqulp­
Jrient ro•...urce. _ul(~ undoubtet'J.ly be quant1tatlv(l!ly increa.ed.
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6. The collection or uaef"ul 8I(iIJIT tntortftation by airborne
dirfttion l'1Ddins (ARDP). readabItt cCJlIIun1eatl_., and
traffic aaal,..ls has rtl!aaltad 1ft the dllvelopmOftt o~ &
serl.. 0"1 SIOI1ft' 1ndlcator. or COllll\lft1at 1ntetlt to 1ft1tlatl3
tactical ac~lv1t~ and ha. 8ur.ce8.ru.lly liven torewarn1nc
of eRU~ pl"eparatloa to lauacb lars- seale attaek.. During
the put ,.••r an,!~ .. halt. every atteapt b7 a VletllUieae
COIiIIUId..t D!vlalO1l &ftd frtJDt eeb.l_ b.....4quart.,.. ~o

mount a major ott«nalve haa been detected via IIGIif
and reported to the appropl"1ate military cOlll~er••

7. Ae 70U are aware, th··- Vn1t"d St.atea IJl"~llte,",ee Board
and the. Jout Chi.fs ot Staff have prevl0W11, at.roncl7 urae4
qaast the p\lbl1e l"eleuer ot M7 1nt!lcatlan of O\U" 810Dl!
capabl11tl':·'.. PubI!e ~.1.eJ.oe1lre o~ the U.S. capab1l1ty
to uplolt C<lliDlUft1at e~lc&tlO1l. 1ft lou*'r,....t Aala
WO\lld place 1Il J..,ar'7 t.be af"oreaeatl-.d dar-'to-tJ8¥
tact.lcal Oferat1.. of our torce. 1a both the IIOrth and:
South. Ia adtitton, it cauld Rept... lar&e 4!xpendlt.ure­
1ft \11718. r.ane,. 8Ad .re.oureea. that a:.>, oeClU"Nd oy~r the
p••t ,eara. ROt oaly ffC&1n..t the Aalaa C....S.t kU••
but tn other ar.... of thfl fi'Orlct. Public 41.eloeu.re.
therf':fore. would .eriOWll1' 1mpact at tb~ policy mak1D&
level but the bl"Wlt 01' the effect. weuld be ".rae pa.rt1cularly
b7 th~ eoaman·1er . Nld tJu~ men of our .,eratlnc roreefJ
~..ed 1D '116 louU1eut Aslan hoetllltie••
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JOSEPH F. CAR!\OLL
Ll.eu·,:.:,.·.~l:t C0'.:·:;ral. USA]"
rJi~'ect 01'
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