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%% . What is EPA’s National
Computer Center (NCC)?
~* What do we host?
L Ll . - How to deploy your
il b P application?

National Computer Center, Research Triangle Park, NC

OFFICE OF

For Conference Purposes Only W W ENVIRONMENTAL
WY J ' INFORMATION



EPA’s National Computer Center

* Dedicated facility at Research
Triangle Park, NC

 LEED* Silver Certification

— Sustainable design and
energy efficient features

« 24,000 sq. ft. computer
room supporting:

— Open Systems

— Mainframe
— Telecommunications . &1
— E-mail Solar roof of building |NCC
- o
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Robust Hosting Infrastructure

EPA’s national data center since 1980
24X operations and onsite support
Production standards and procedures

24X 7 maintenance agreements with hardware and
software vendors

— Dell, Microsoft, IBM, Sun, Oracle, etc.

Industry standard backup solution with offsite
storage of backup tapes

Integrated security environment
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Configuration Assurance

Pre-deployment standard configuration testing
Monthly configuration compliance audits
Continuous vendor patch monitoring

Routine patch testing and implementation
Change management process in place

User registration and account management
services available
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Physical Security

 EPA owned and managed facility

« Controlled access - campus and building access
— Physical barriers for NCC building protection
— Separate secure building
— Additional restricted badge access to data center
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IT Security

Continuous automated intrusion detection
Monthly vulnerability assessments
Robust incident monitoring and reporting
Access to current security information

EPA computer security incident response
procedures

Third party security reviews

Background checks completed on all support
personnel

INFORMATION
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Power/HVAC

Onsite uninterruptible power supply (UPS)
— Clean, filtered power
— Orderly shut downs, if needed

Onsite generator to power computer room during
power emergencies

Onsite stand alone chiller to cool computer room
during emergencies

Smoke, fire, and water detection
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Backup and Disaster Recovery

» Disaster recovery plan for critical applications
— Annual plan tested at recovery site in Boulder, Co

« Custom disaster recovery solutions

— Disaster recovery solutions will be customized to
meet requirements
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Application Hosting Environments

* Enterprise Tools: CDX, ETL,
Registries, ECMS, Geospatial, __.
Identlty Man agement’ Portal 4 \_ Target Applications Architecture:

Modernization Blueprint focused on Data Integration

« Technologies:

— Static Web over one million
pages

— Domino 250

Connect

EPA PORTAL
Single Sign On, ldentify & Access Management

Exchange - Process — Transformr — Store for Use —— Use

- ListServer 118
— ColdFusion 120
— Mapping 57 #
a O rac I © Ap p I I Cati on Se rver 135 Data and Technalogy Standards Security Governance

— QOracle Database 150
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Application Hosting: Static Web

WWWw.epa.gov
842,000 public pages
1.3 million hits/day

319 GB per/day
376,000 intranet pages

Apache/Linux on
clustered IBM
Bladeservers
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Quick Finder
= : Acid Rain Clean Water Act Hazardous Waste il Spills Regions TRI
Air Cleanup Human Heafth CIzonE Reszarch Wizstes
equent Questions Ashestos Climate Change Lead Pesticides Stewardship Water
Beaches Entforcement Mercury Radon Superfund Wigtlands
= S Clean &ir Act Grants hiold Recycling Test Methods “Mare
Top stories california Wildfires
Rbo Ph Cct 30 - JCPenney first refail bulldings to earn Energy Star label

Four JCPenney stores in Washington state collectively
spend almost a quarter of £1 million less per year on
p energy and avoid over 3 million pounds of carbon
dinxide (C02) per year, compared to similar stores
nationwide.
Oct 29 - Mearly £1 Million for projects in Long Island Sound
Oct 25 - BP to pay largest criminal fine ever for air violations
Oct 23 - Partnering on school chemical safety

Select vyour area of the country to read rmore stories:

October 2007 california
Wildfires has links to critical
inforrnation from the federal
government and the State of
California about the October
wildfire response,

The page alsa provides links to
general information to reduce
risks caused by a wildfire and to
help people living or working in
burned areas recover.
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Application Hosting: Domino

« Over 250 Applications

— Lowest cost NCC
environment

— EPA Press Releases

— Training Applications

— Adopt Your Watershed
— Science Advisory Board

— Toxic Substance Control Act
Test Submission
Database (TSCATS)
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U.S. Environmental Protection Agency

EP& has ten regional offices, each of which is responsible for several states
and territories, and each with its own Newsroom. Select a region by clicking
within the area of the map covered by the region, or choose your state in the
pull-down menu below and select "Go" to go directly to that region's
newsroom.
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Application

e 120 Applications
— Rapid Application
Development

— Front end to Oracle
databases

— AirNow

— Allowance Tracking
System/CAMD Bus
System

— ASSERT

Hosting: Cold Fusion
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Application HostIng:
Oracle Application Server

: Address i-@h[ htkpef e, epa.govfrs) V! G

FRS Home
SoR Home

Contact Us

SoR Resources
Recent Additions
Upcoming Bvents

Newsletter
Presentations
Registries
Registration
Subscription
Site Map
FAQsS

Help

Glossary
Administration

U.S. Environmental Protection L 1 3 5 Ap p I | Catl ons
Facility Registry System

e ~ Major Agency systems
N Including Envirofacts,
Facility Registry ﬁ STORET, FRS, AQS
Syst .

dhs — Primary J2EE
The Facility Registry System (FRS) is a .
centrally rmanaged database that identifies enVI ron ment

facilities, sites or places subject to

ervironmental regulations or of environmental .

interest. FRS creates high-guality, accurate, . N t t f O I
and autharitative facility identification records a Ive Su ppor Or raC e
through rigorous werification and management

procedures that incorporate information from and P L/SQ L

program national systems, state master facility

tecords, data collected from EFA's Central Data

Exchange registrations and data managerment

personnel. The FRS provides Internet access to

a single integrated source of comprehensive (air,

water, and waste) environmental information
about facilities, sites or places.
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Application Hosting:
Oracle Database

Enterprise Architecture platform
Industry and technology leader
Over 150 EPA databases

Robust support — 30 database
technical consultants and DBAs

Envirofacts and virtually every
mission support system
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[ EPA - Envirofacts - Microsoft Internet Explorer provided by LIS EPA
File Edit  ‘Wew Favorites Tools  Help 1
Address | @] http: ffow. epa.govienviro v'_ G
U.S. Environmental Protection Agency
Envirofacts Data Warehouse

Eecernt Additions | Contact Us | Prict Yersion  EF Search:
GO

EEEEEEEEEEEEEEEEEE

Welcome to Envirofacts, your one-stop source for environmental informatic

= The Reporting Year 2006 Toxics Release Inventory (TRI) Electronic - Faci
NEWS FLASH
# Data Release (e-FDR is now available

Select Quick Start to retrieve a sampling of infarmation available pertaining to your area, or choose :
Topic for more in-depth guestions and answers about your area. If you are an experienced user, sels
Advanced Capabilities.

El'opics vanced Capabilities

Waste

Water

Toxics

Air
Land

Radiation
Compliance
Other
Maps
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Application HostIng:
Business Intelligence and Analytics

=) OTOP Intranet - Microsoft Internet Explorer provided by US ... E'@E]
1

* Enterprise Tools N N —
— Business Objects = '
— SAS
— Informatica Araipies Goptor BiAG wob ste | UCIIEC I

was established to share information Meeting: Movember 6, 2007, 9am-

el

Business Intelligence &
Analytics Center

on BlA products and services and to 1pm
P Owe rce n te r facilitate the distribution of BlA O BIAC Establishes Oracle Business
products that are available via Intelligence Test Bed

Agency-wide contracts. You can

click on a link below to jump to any
° R B I T topic of interest. MORE ABOUT THIS SERVICE
O O aboutthis semnvice
What is BIA? O Order this semvice

YWhat is the BIACT O Pricing

¢ AQS Data Mart What is BIA?

ElA generally refers to the combination of tools and processes used to
transform and analyze the raw data from an organization’s business
operations into useful information. BIA solutions better enable organizations

o T R I D ata M art make sound business decisions by delivering accurate, consolidated
enterpnse information at the nght time, to the nght people, in the format the
can best use. The most common types of BIA products include the followin

e Decision support and executive inforrnation systems »

=
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Hosting Technologies:

Blades and BladeCenters

High Density
— Space Saving
— 14 dual CPU servers
Redundancy

— Network switches
— Power supplies
— Management

Intel Processors

— Windows
— LINUX

Boot from SAN
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Hosting Technologies:
System P - UNIX

Highly scalable

— 16 processors
— 768 GB RAM

Dynamic LPARINg
Virtualization

— Micro-partitioning
High availability
Management features
Supports database

proceSSI ng For Conference Pur onl i A
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Application Hosting Upgrade Schedule

http://yosemite.epa.gov/OEl/webguide.nsf/deploy

Category FYO7 Q4 FYO08 Q1 FYO08 Q2 FYO08 Q3 FY08 Q4 FY09 Q1

Application Servers

(Shared)

ColdFusion 7 7 7 7 7 7

Domino 7 7 7 7 7 7
10.1.2.0.2 10.1.2.0.2

Oracle Application Server 10.1.2.2.0 10.1.2.2.0 | 10.1.2.2.0 | 10.1.2.2.0 10.1.2.2.0 10.1.2.2.0

Oracle Application Server

(J2EE) 1.3 1.3 1.3 1.3 1.3 1.3
10.1.2.0.2 10.1.2.0.2 | 10.1.2.0.2 | 10.1.2.0.2 10.1.2.0.2 10.1.2.0.2

Oracle Application Server (Portal (Portal (Portal (Portal (Portal (Portal

(Agency Portal) 10.1.4) 10.1.4) 10.1.4) 10.1.4) 10.1.4) 10.1.4)

Oracle Application Server

(Portal components within 10.1.2.0.2 10.1.2.0.2 10.1.2.2.0 | 10.1.2.2.0 10.1.2.2.0 10.1.2.2.0

shared OAS environment) 10.1.2.2.0 10.1.2.2.0 Rel. 2 Rel. 2 Rel. 2 Rel. 2

GIS (J2EE) 1.5.0 06 1.5.0 06 1.5.0 06 1.5.0_06 1.5.0_06 1.5.0 06

GIS (JRUN; Legacy only) 4 4 4 4 4 4

JRUN (Legacy Only) 4 4 4 4 4 4

4,5 4,5
Tomcat 5.5 5.5 5.5 5.5 5.5 5.5



http://yosemite.epa.gov/OEI/webguide.nsf/deploy

Deploying Your Application
What does ADC mean?

<3 OTOP Intranet: Application Deployment Checklist {ADC) - Microsoft Internet Explorer provided by US EPA

Ele Edit \jew Favorites Tools  Help

: Address |@ htkp:ficfint. rtpnc, epa, govfotopjresour cesiade/ ApplicationDeploymentChecklist, cfr
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OTOP

Making IT Work for You! Office of Technology Operations & Planning
OE|I HOME | CHIEF INFORMATION OFFICER | IMOs/SBO= | ORG. CHART | FOR OEI EMPLOYEES | CONTACT US | SITEMAP

EP &gk » Office of Environmental Information » OTOF » Application Deployment Checklist (ADC)

OTOP Home

About OTOP

Application Deployment Checklist (ADC)

Learn About

b What is the ADC?

Get IT Services
b How do | know if my

Get Support
IT Tools

For OTOP Employees

application requires an ADC?

P Howe do | submit an ADC?

P What happens ance |
subrnit an ADC?

| Cutrent status of ADCs

: Steps in the Process

| Submit an ADC

DG

| Security Plan Reguirerments

Contact OTOP

P How long will it take to
review and approve rmy

e Find Your Technical Contact

Submit ADC

Decomrmissioning Applications

PeaplePlus P What can | doto help the
deployrment process? .
myPay | ADC System Login
‘Weh Forms
Travel i P |s there someone | can
ravel anager reach if | have a question?
EPA Locatar

Customize Links

What is the ADC?

The Application Deployment Checklist (ADC) is a tool used to guide you through the application deployment process. All
web-based applications hosted in EPA's Mational Computer Center (MCC) in Research Triangle Park, NC are reqguired to

|£

=
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Application Deployment
Checklist (ADC)

 The document
— Tangible document
— Captures customer requirements

 The tool

— On-line application which is available to the customer as well as the
technical staff on the EPA Network

— Document communication between parties
— Track status of deployment efforts

* The process

— The process used by NCC and CSC to review new deployments

— The ‘checklist’ part of ADC; to ensure each application receives the
appropriate reviews
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When is an ADC required?

* To deploy a new application in the National
Computer Center

* To deploy a major change to an application:
— New platform, interface, or technology
— Major (X.0) version change
— More than 10% code change

* Not required for minor releases using same
technology that don’t change security profile

OF
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The ADC Process

The Application Deployment Checklist (ADC) is a process
used by NCC and CSC to review applications being
deployed into EPA’s National Computer Center (NCC).

The process Includes the following stages:
B nitial Review

= Staging Review
Production Review

*Security Policies and Procedures Requirement
*Billing Requirement

OFFICE OF
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Roles & Responsibllities:
NCC Point of Contact

—ederal EPA staff
Point of contact for the customer
~ederal coordination of the deployment

Communicates working capital and financial
requirements to the customer

Assists In determining the need for security plans
for the ADC

INFORMATION
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Roles & Responsibllities:
EPA Application Owner

Is the person financially responsible for the ADC

Defines the concept of the application and
provides initial requirements to the development
team

Coordinates code development, testing, and
verification of application

Coordinates the development of the security
document

Provides final approval for the application to move
iInto production
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The ADC Process: Overview

Developer
Creates
Application

)

| Teleconference held

Code deployed
to staging

Application deployed EPA O
- wner
to production approves

Security
Approved

Application is
tested on staging




Initial Review

Customer submits online ADC form
NCC reviews ADC for completeness

NCC assigns federal Point of Contact (POC)
and contractor Technical Project
Manager (TPM)

Hold initial phone call with application owner,
developers, NCC reviewers and POC

Review the initial requirements for the
application and plan the review steps

Discuss costs and WCF orders p
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Initial Review...
Billing Requirement

* Annual subscription, order placed in
eBusiness by ITS-EPA Billing Rep
« XS — Application Support (deployment)
« UH — Application Hosting (hosting environment)
 Based on Actual Usage; space allocation

and TSSMS account data acquired

*UC — Disk Storage (storage needs)

*U3 — Account/User Management (number of uses
per TSSMS account)

« Unigque to meet each application/customer’s
specific needs
*TZ — Technical Consulting (development,

monitoring, etc) -
For Conference Purposes Only ol gt —
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Staging Review

« Application code is deployed to the staging
environment

* The customer verifies functionality

 NCC personnel review code:
« Java review
» Cold Fusion review
» Database review
 ASP.NET review
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Production Review

 Final testing and verification
 Sighed security plan or receipt of certification

» Customer requests move to
production environment

« Customer tests and verifies functionality
* NCC gives final approval to deploy

» Customer verifies successful deployment
* NCC closes ADC

INFORMATION
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Security Review

ldentify risks and make sure that application will
not compromise security of the NCC General
Support System

Review security plan to identify risks and work
with application owners to mitigate those risks

Advise application owner of any known residual
risks associated with the general support system
or network

ldentify any necessary firewall or network
modifications or additions

INFORMATION
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The ADC Process: After Production

* Reasons to open an ADC

a new technology is added
the application is being moved to a new environment
more than 10% of the data structure changes

to track the deployment activity of a major release at the owners
request

» Request to retire an application

If EPA Application owner decides not to pursue the project, they
can simply request the ADC be closed at any time.

If code has been deployed to either the Staging Environment or
the Production environment, the application must go through the
Decommissioning Process within the ADC.

http://intranet.epa.gov/webmast3/webguide/adc_decommission.html
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http://intranet.epa.gov/webmast3/webguide/adc_decommission.html

Why Submit an ADC?

Creates a tracking item for both NCC and the
customer

Initial review call provides common
understanding of your application and what we
need to do to support it

Milestone schedule gives joint due dates to work
toward

Periodic updates of application status from ADC
coordinator

INFORMATION
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How Long Does the ADC Process Take?

It Depends...

¢ On when you submit the ADC

« How well your application
developer understands the
NCC environment and
follows NCC guidelines
for supported technologies

*  Whether the application will
run in the shared environment
or requires a dedicated
environment

« How well your security plan
addresses risk

 How long it takes to complete
WCF order

For Conference Purposes Only

A ADC Database - Microsoft Internet Explorer provided by US EPA

© Fle Edt View Favortes Tooks  Help f,’

N L A ) \"'Ill") i : [ 3 b

: O Back + () \ﬂ \g g Search ¢ Favotes @T " g ™ ﬁ @ @ .&

t Adress @J hitp: fcfint. rtpnc.epa.gov adefreviewcenter findex.cfm? ADCNumber=22858f useaction=home. Overview e E} L
UI:,"H:‘IULIII I g UELdIEW SLITELLN,  UITILE ¥ aiTgume Le TTE= LI EETT LEILW Wi e guJuELEL LU igiLrm Uit sLiTEuUns, = A
D. Woods {ADC Coordinator), 10/30/07 :

DWoods - 8/29/07: Security Plan is expected for this application.
L.Stender (Security Lead), 1073007 :
Security Production Review status changed to None
L.Stender (Security Lead), 10/30/07 :
Security Production Review status changed to Under Review
Milestone Date Due  Status
Complete application design and finalize hosting reguirements 12/31/07  InProgress
(Comnplete hosting diagram and determine if dedicated servers will be required I014/04/08  Pending
Determine if firewall rules will be required 02/28/08  Pending
[Submit Firewall rule requests if needed 03/31/08  Pending
Build out: staging environment [07/31/08  Pending
Build out: production environment I08/31/08  Pending
Receive initial code release to staging 08/01/08  Pending
Complete initial code release testing in staging 08/31/08  Pending
Receive COY and Application Security Plans for review at the NCC 08/01/08  Pending
Return comments on security plans to customer 108/15/08  Pending
¥
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What Can | Do to Speed the
Deployment Process?

Comply with Agency standards

Meet with NCC staff early to discuss your plans and
educate your developers about the NCC
application hosting environment

Have full documentation ready: ADC form,
database design, etc.

Establish early: WCF orders, TSSMS accounts,
Oracle accounts, developer access requests, port
requests

Complete application security plan up front
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Customer Feedback:
We have heard you

ADC too complex
Don’'t understand how to answer the questions
Would like more of a timeline/status

Want a single POC
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Customer Feedback:

What we are doing

All ADC’s have
— NCC Federal Point of Contact (POC)
— ITS-EPA Technical Project Manager (TPM)

All ADC’s now have standard deliverables
and milestones

All ADCs are reviewed weekly by TPM and POC

Changes to ADC coming to simplify form
— Base ADC and technical supplements
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EPA Standards and
Information Sources

Application Deployment Checklist:
Intranet.epa.gov/adc

Web Guide: www.epa.gov/webguide
ITA Roadmap: intranet.epa.gov/otop/itroadmap/
Developer Pages: intranet.epa.gov/developers/

The Road Ahead: Plans to make application hosting
Information available via the EPA Portal, to make it
easier to grant access to external developers
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Contacts

Stephen Fogarty, Deployment Manager
Overview, policy, service, costs
Fogarty.stephen@epa.gov
919-541-7679

John McQuaid, Application Services Manager
General questions
Mcguaid.john@epa.gov
919-541-7679

ADC Coordinators, ITS-EPA Contractors
ADC status and on-going operational questions
Coordinators.adc@epa.gov
Anna Shabaz 919-767-7489
Jessi Lind 919-767-7079
Diana D. Woods 919-767-7327
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Questions?
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