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OFFICE OF INSPECTOR GENERAL


Audit Report 

EPA Needs to Strengthen Its Privacy 
Program Management Controls 

Report No. 2007-P-00035 
September 17, 2007 
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In 2006, 8.9 million Americans were 
victims of identify theft. 

Javelin Strategy & Research Survey, 2007 

On average, 49% of victims did not 
know that their personal information 
was obtained. 

Federal Trade Commission Survey, 2003 
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Gold Mine?


“In the last 12 months, 200 million 
personal records were exposed on the 
Internet. That is a gold mine for identity 
thieves.” 

Steven Domenikos, CEO 
Identity Truth 
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Would You Fall for It? 

For Conference Purposes Only 



“Every time someone clicks on a 
web page, makes a phone call, uses 
a credit card, or checks in with a 
microchipped pass at work, that 
person leaves a data trail that can 
later be tracked. Every day, billions 
of bits of such personal data are 
stored, sifted, analyzed, cross-
referenced with other information 
and, in many cases, used to build up 
profiles to predict future behavior.” 

The Economist 
Sept. 27, 2007 
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Even Your Campaign Contributions Are Tracked!
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“Many people express concerns that 
unscrupulous online merchants might 
misuse credit information, target spam to 
their email addresses or otherwise violate 
their privacy. But a number of previous 
studies have found that many people still 
fail to act to protect their privacy online. 
Some have shown that people willingly 
give up private information in return for 
lower prices or even the mere chance of a 
monetary reward.” 

Lorrie Cranor, Director 
Carnegie Mellon Usable 
Privacy and Security Lab 
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There is a privacy “age gap.”


“Younger folks don’t have the 
same level of concern as us 
older folks. This is best 
illustrated by the millions of 
kids who post embarrassing 
facts about themselves on 
social networks and blogs.” 

Larry Ponemon 
Ponemon Institute 
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“You have zero privacy anyway. 
Get over it.” 

Scott McNeally 
CEO, Sun Microsystems 
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Privacy Panelists


Lee Tien 
Senior Staff Attorney
Electronic Frontier Foundation 

Kimberly T. Nelson
Director eGovernment and 
Health and Human Services 
US Public Sector 
Microsoft Corp 
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