Pt. 268

(iii) The Postal Service shall forward
all FOIA and mandatory review re-
quests for national security informa-
tion in its custody (including that
within records derivatively classified
by the USPS) to the originating agency
for review unless the agency objects on
the grounds that its association with
the information requires protection.
The requester shall be notified that:

(A) The request was referred; and

(B) The originating agency will pro-
vide a direct response.

(4) Research requests. Requests from
historical researchers for access to na-
tional security information shall be re-
ferred to the originating agency.

(39 U.S.C. 401 (2), (10), 404(a)(7))

[44 FR 51224, Aug. 31, 1979, as amended at 45
FR 30069, May 7, 1980; 49 FR 22476, May 30,
1984; 60 FR 57345, 57346, Nov. 15, 1995; 64 FR
41291, July 30, 1999; 68 FR 56560, Oct. 1, 2003]
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§268.1 General principles.

In order to conduct its business, the
Postal Service has the need to collect
various types of personally identifiable
information about its customers, em-
ployees and other individuals. Informa-
tion of this nature has been entrusted
to the Postal Service, and employees
handling it have a legal and ethical ob-
ligation to hold it in confidence and to
actively protect it from uses other
than those compatible with the pur-
pose for which the information was col-
lected. This obligation is legally im-
posed by the Privacy Act of 1974, which
places specific requirements upon all
Federal agencies, including the Postal
Service, and their employees. In imple-
mentation of these requirements, the
following rules of conduct apply:

(a) Except as specifically authorized
in §266.4(b)(2) of this chapter, no em-
ployee shall disclose, directly or indi-
rectly, the contents of any record
about another individual to any person
or organization. Managers are to pro-
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vide guidance in this regard to all em-
ployees who must handle such informa-
tion.

(b) No employee will maintain a secret
system of records about individuals. All
records systems containing personally
identifiable information about individ-
uals must be reported to the Manager,
Records Office.

(c) All employees shall adhere strict-
ly to the procedures established by the
U.S. Postal Service to ensure the con-
fidentiality and integrity of informa-
tion about individuals that is collected,
maintained and used for official Postal
Service business. Employees shall be
held responsible for any violation of
these procedures.

[45 FR 44273, July 1, 1980, as amended at 60
FR 57346, Nov. 15, 1995; 68 FR 56560, Oct. 1,
2003]

§268.2 Consequences
ance.

of non-compli-

(a) The Privacy Act authorizes any
individual, whether or not an em-
ployee, to bring a civil action in U.S.
District Court to obtain judicial review
of the failure of the Postal Service to
comply with the requirements of the
Act or its implementing regulations. In
certain instances of willful or inten-
tional non-compliance, the plaintiff
may recover damages from the Postal
Service in the minimum amount of
$1,000 together with costs of the action
and attorney fees.

(b) The Act provides criminal sanc-
tions for individuals, including employ-
ees, who violate certain of its provi-
sions.

(1) Any officer or employee who, by
virtue of his employment or position,
has possession of, or access to, official
records which contain individually
identifiable information and who,
knowing that disclosure of the specific
material is prohibited by Postal Serv-
ice regulations, willfully discloses the
material to a person or agency not en-
titled to receive it, shall be guilty of a
misdemeanor and fined not more than
$5,000.

(2) Any officer or employee who will-
fully maintains a system of records
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without meeting the notice require-
ments set forth in Postal Service regu-
lations shall be guilty of a mis-
demeanor and fined not more than
$5,000.

(3) Any person who knowingly and
willfully requests or obtains any record
concerning another individual from the
Postal Service under false pretense
shall be guilty of a misdemeanor and
fined not more than $5,000.

(¢c) In addition to the criminal sanc-
tions, any employee violating any pro-
visions of these rules of conduct is sub-
ject to disciplinary action which may
result in dismissal from the Postal
Service.

[40 FR 45726, Oct. 2, 1975]
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§273.1 Purpose.

This part establishes procedures for
imposing civil penalties and assess-
ments under the Program Fraud Civil
Remedies Act of 1986 (codified at 31
U.S.C. 3801-3812) against any person
who makes, submits, or presents, or
causes to be made, submitted, or pre-
sented, a false fictitious, or fraudulent
claim or written statement to the
Postal Service. Procedures governing
the hearing and appeal rights of any
person alleged to be liable for such pen-
alties and assessments are set forth in
part 962 of this title.

§273.2

§273.2 Definitions.

(a) Claim means any request, demand,
or submission:

(1) Made to the Postal Service for
property, services, or money (including
money representing grants, loans, in-
surance, or benefits); or

(2) Made to a recipient of property,
services, or money from the Postal
Service or to a party to a contract with
the Postal Service:

(i) For property or services if the
United States:

(A) Provided such property or serv-
ices;

(B) Provided any portion of the funds
for the purchase of such property or
services; or

(C) will reimburse such recipient or
party for the purchase of such property
or services; or

(ii) For the payment of money (in-
cluding money representing grants,
loans, insurance or benefits) if the
United States:

(A) Provided any portion of the
money requested or demanded; or

(B) Will reimburse such recipient or
party for any portion of the money
paid on such request or demand; or

(3) Made to the Postal Service which
has the effect of decreasing an obliga-
tion to pay or account for property,
services, or money.

(b) Complaint refers to the adminis-
trative Complaint served by the Re-
viewing Official on a Respondent pur-
suant to §273.8.

(c) Investigating Official refers to the
Inspector General of the Postal Service
or any designee within the United
States Office of the Inspector General
who serves in a position for which the
rate of basic pay is not less than the
minimum rate of basic pay for grade
GS-16 under the General Schedule.

(d) Judicial Officer refers to the Judi-
cial Officer or Acting Judicial Officer
of the United States Postal Service or
for purposes other than specified in
§962.21 of this title any designee within
the Judicial Officer Department.

(e) Knows or has reason to know, for
purposes of establishing liability under
31 U.S.C. 3802, means that, with respect
to a claim or statement, although no
proof of specific intent to defraud is re-
quired, a person:
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