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(2) The Committee on Governmental 
Affairs of the Senate; and 

(3) The Office of Management and 
Budget. 

(b) Before participating in any com-
puterized information ‘‘matching pro-
gram,’’ as that term is defined by 5 
U.S.C. 552a(a)(8) the Section will com-
ply with the provisions of 5 U.S.C. 
552a(o), and will provide adequate ad-
vance notice as described in § 1101.4(a) 
above. 

§ 1101.5 Security, confidentiality and 
protection of records. 

(a) The Act requires that records sub-
ject to the Act be maintained with ap-
propriate administrative, technical and 
physical safeguards to ensure the secu-
rity and confidentiality of records and 
to protect against any anticipated 
threats or hazards to their security or 
integrity which could result in sub-
stantial harm, embarrassment, incon-
venience or unfairness to any indi-
vidual on whom information is main-
tained. 

(b) When maintained in manual form 
(typed, printed, handwritten, etc.) 
records shall be maintained, at a min-
imum, subject to the following safe-
guards, or safeguards affording com-
parable protection: 

(1) Areas in which the records are 
maintained or regularly used shall be 
posted with an appropriate warning 
stating that access to the records is 
limited to authorized persons. The 
warning shall also summarize the re-
quirements of § 1101.3 and state that the 
Act contains a criminal penalty for the 
unauthorized dislosure of records to 
which it applies. 

(2) During working hours: (i) The 
area in which the records are main-
tained or regularly used shall be occu-
pied by authorized personnel or (ii) ac-
cess to the records shall be restricted 
by their storage in locked metal file 
cabinets or a locked room. 

(3) During non-working hours, access 
to the records shall be restricted by 
their storage in locked metal file cabi-
nets or a locked room. 

(4) Where a locked room is the meth-
od of security provided for a system, 
that security shall be supplemented by: 
(i) Providing lockable file cabinets or 
containers for the records or (ii) chang-

ing the lock or locks for the room so 
that they may not be opened with a 
master key. For purposes of this para-
graph, a master key is a key which 
may be used to open rooms other than 
the room containing records subject to 
the Act, unless those rooms are uti-
lized by officials or employees author-
ized to have access to the records sub-
ject to the Act. 

(5) Personnel handling personal infor-
mation during routine use will ensure 
that the information is properly con-
trolled to prevent unintentional or un-
authorized disclosure. Such informa-
tion will be used, held, or stored only 
where facilities or conditions are ade-
quate to prevent unauthorized or unin-
tentional disclosure. 

(c) When the records subject to the 
Act are maintained in computerized 
form, safeguards shall be utilized based 
on those recommended in the National 
Bureau of Standard’s booklet ‘‘Com-
puter Security Guidelines for Imple-
menting the Privacy Act of 1974’’ (May 
30, 1975), and any supplements thereto, 
which are adequate and appropriate to 
assuring the integrity of the records. 

§ 1101.6 Requests for access to records. 
(a) Any individual may submit an in-

quiry to the Section to ascertain 
whether a system of records contains a 
record pertaining to him or her. 

(b) The inquiry should be made either 
in person or by mail addressed to the 
PA Officer, United States Section, 
International Boundary and Water 
Commission, 4171 North Mesa, Suite C– 
310, El Paso, TX 79902–1422. The PA Of-
ficer shall provide assistance to the in-
dividual making the inquiry to assure 
the timely identification of the appro-
priate systems of records. The office of 
the PA Officer is located in Suite C–316 
and is open to an individual between 
the hours of 8 a.m. and 4:30 p.m., Mon-
day through Friday (excluding holi-
days). 

(c) Inquiries submitted by mail 
should be marked ‘‘PRIVACY ACT RE-
QUEST’’ on the bottom left-hand cor-
ner of the envelope. 

(d) The letter should state that the 
request is being made under the Pri-
vacy Act. 

(e) Inquiries concerning whether a 
system of records contains a record 
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pertaining to an individual should con-
tain the following: 

(1) Name, address and telephone num-
ber (optional) of the individual making 
the inquiry; 

(2) Name, address and telephone num-
ber (optional) of the individual to 
whom the record pertains, if the in-
quiring individual is either the parent 
of a minor or the legal guardian of the 
individual to whom a record pertains; 

(3) A certified or authenticated copy 
of documents establishing parentage or 
guardianship; 

(4) Whether the individual to whom 
the record pertains is a citizen of the 
United States or an alien lawfully ad-
mitted for permanent residence into 
the United States; 

(5) Name of the system of records, as 
published in the FEDERAL REGISTER; 

(6) Location of the system of records, 
as published in the FEDERAL REGISTER; 

(7) Such additional information as 
the individual believes will or might 
assist the Section in responding to the 
inquiry and in verifying the individ-
ual’s identity (for example: date of 
birth, place of birth, names of parents, 
place of work, dates of employment, 
position title, etc.); 

(8) Date of inquiry; and 
(9) Signature of the requester. 

The Section reserves the right to re-
quire compliance with the identifica-
tion procedures appearing at paragraph 
(f) of this section where conditions 
warrant. 

(f) The requirement for identification 
of individuals seeking access to records 
are as follows: 

(1) In person: Each individual making 
a request in person shall be required to 
present satisfactory proof of identity. 
The means of proof, in the order of 
preference and priority, are: 

(i) A document bearing the individ-
ual’s photograph (for example, driver’s 
license, passport or military or civilian 
identification card); 

(ii) A document bearing the individ-
ual’s signature, preferably issued for 
participation in a federally sponsored 
program (for example, Social Security 
card, unemployment insurance book, 
employer’s identification card, na-
tional credit card and professional, 
craft or union membership card); and 

(iii) A document bearing either the 
photograph or the signature of the in-
dividual, preferably issued for partici-
pation in a federally sponsored pro-
gram (for example, Medicaid card). In 
the event the individual can provide no 
suitable documentation of identity, the 
Section will require a signed statement 
asserting the individual’s identity and 
stipulating that the individual under-
stands the penalty provision of 5 U.S.C. 
552a(i)(3). 

(2) Not in person: If the individual 
making a request does not appear in 
person before the PA Officer, a certifi-
cate of a notary public or equivalent 
officer empowered to administer oaths 
must accompany the request. 

(3) Parents of minors and legal guard-
ians: An individual acting as the par-
ent of a minor or the legal guardian of 
the individual or an heir or legal rep-
resentative of a deceased person to 
whom a record pertains shall establish 
his or her personal identity in the man-
ner prescribed in either paragraph (f)(1) 
or (2) of this section. In addition, such 
individual shall establish his or her 
identity in the representative capacity 
of parent or legal guardian. In the case 
of the parent of a minor, the proof of 
identity shall be a certified or authen-
ticated copy of the minor’s birth cer-
tificate. In the case of a legal guardian 
of an individual who has been declared 
incompetent due to physical or mental 
incapacity or age by a court of com-
petent jurisdiction, the proof of iden-
tity shall be a certified or authenti-
cated copy of the court’s order. A par-
ent or legal guardian may act only for 
a living individual, not for a decedent. 
A parent or legal guardian may be ac-
companied during personal access to a 
record by another individual, provided 
the requirements of paragraph (f) of 
§ 1101.7 are satisfied. In the case of an 
heir or legal representative of a de-
ceased person the proof of identity 
shall be a certified copy of the Will, if 
any; the order of a court of competent 
jurisdiction admitting the Will to pro-
bate; the order of a court of competent 
jurisdiction appointing an executor, 
executrix, or administrator; a letter of 
administration; or any other documen-
tary evidence which establishes the 
identity of the individual as an heir or 
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legal representative of a deceased per-
son. 

(g) When the provisions of this part 
are alleged to have the effect of imped-
ing an individual in exercising his or 
her right to access, the Section will 
consider, from an individual making a 
request, alternative suggestions re-
garding proof of identity and access to 
records. 

(h) An inquiry which is not addressed 
as specified in paragraph (b) of this sec-
tion or which is not marked as speci-
fied in paragraph (c) of this section will 
be so addressed and marked by the Sec-
tion’s personnel and forwarded imme-
diately to the PA Officer. An inquiry 
which is not properly addressed by the 
individual will not be deemed to have 
been ‘‘received’’ for purposes of meas-
uring time periods for response until 
forwarding of the inquiry to the PA Of-
ficer has been effected. In each in-
stance when an inquiry so forwarded is 
received, the PA Officer shall notify 
the individual that his or her inquiry 
was improperly addressed and the date 
when the inquiry was received at the 
proper address. 

(i) Each inquiry received shall be 
acted upon promptly by the PA Officer. 
Although there is no fixed time when 
an agency must respond to a request 
for access to records under the Act, 
every effort will be made to respond 
within ten (10) days (excluding Satur-
days, Sundays and holidays) of the date 
of receipt. If a response cannot be made 
within ten (10) days, the PA Officer 
shall send an acknowledgment during 
that period providing information on 
the status of the inquiry and asking for 
such further information as may be 
necessary to process the inquiry. Every 
effort will be made to provide the re-
quested records within thirty (30) days. 

(j) An individual shall not be required 
to state a reason or otherwise justify 
his or her inquiry. 

§ 1101.7 Disclosure of records to indi-
viduals who are subjects of those 
records. 

(a) Each request received shall be 
acted upon promptly by the PA Officer. 
Every effort will be made to respond 
within ten (10) days (excluding Satur-
days, Sundays, and holidays) of the 
date of receipt. If a response cannot be 

made within ten (10) days due to un-
usual circumstances, the PA Officer 
shall send an acknowledgment during 
that period providing information on 
the status of the request and asking for 
such further information as may be 
necessary to process the request. Every 
effort will be made to provide the re-
quested records within thirty (30) days. 
‘‘Unusual circumstances’’ shall include 
circumstances where a search for and 
collection of requested records from in-
active storage, field facilities or other 
establishments are required, cases 
where a voluminous amount of data is 
involved, instances where information 
on other individuals must be separated 
or expunged from the particular record, 
and cases where consultations with 
other agencies having a substantial in-
terest in the determination of the re-
quest are necessary. 

(b) Grant of access: 
(1) Notification. 
(i) An individual shall be granted ac-

cess to a record pertaining to him or 
her except where the record is subject 
to an exemption under the Act and 
these rules. 

(ii) The PA Officer shall notify the 
individual of such determination and 
provide the following information: 

(A) The methods of access, as set 
forth in paragraph (b)(2) of this section; 

(B) The place at which the records 
may be inspected; 

(C) The earliest date on which the 
record may be inspected and the period 
of time that the records will remain 
available for inspection. In no event 
shall the earliest date be later than 
thirty (30) days from the date of notifi-
cation; 

(D) The estimated date by which a 
copy of the record could be mailed and 
the estimate of fees pursuant to 
§ 1101.11. In no event shall be estimated 
date be later than thirty (30) days from 
the date of notification; 

(E) The fact that the individual, if he 
or she wishes, may be accompanied by 
another individual during the personal 
access, subject to the procedures set 
forth in paragraph (f) of this section; 
and 

(F) Any additional requirements 
needed to grant access to a specific 
record. 
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