§1213.107

not release a NASA employee from re-
sponsibility for preventing any unau-
thorized release. See NPR 1600.1, Chap-
ter 5, Section 5.23 for internal NASA
guidance on management of classified
information. For further guidance that
applies to all agencies, see Executive
Order 12958, as amended, ‘‘Classified
National Security Information,” and
its implementing directive at 32 CFR
parts 2001 and 2004.

(b) Any attempt by news media rep-
resentatives to obtain classified infor-
mation will be reported through the
Headquarters Office of Public Affairs
or Installation Public Affairs Office to
the Installation Security Office and Of-
fice of Security and Program Protec-
tion.

(c) For classified operations and/or
programs managed under the auspices
of a DD Form 254, “Contract Security
Classification Specification,”” all inquir-
ies concerning this activity will be re-
sponded to by the appropriate PAO of-
ficial designated in Item 12 on the DD
Form 254.

(d) For classified operations and/or
information owned by other Govern-
ment agencies (e.g., DOD, DOE), all in-
quiries will be referred to the appro-
priate Agency Public Affairs Officer as
established in written agreements.

§1213.107 Preventing unauthorized re-
lease of sensitive but unclassified
(SBU) information/material to the
news media.

(a) All NASA SBU information re-
quires accountability and approval for
release. Release of SBU information to
unauthorized personnel is prohibited.
Unauthorized release of SBU informa-
tion may result in prosecution and/or
disciplinary action. Ignorance of NASA
policy and procedures regarding SBU
information does not release a NASA
employee from responsibility for unau-
thorized release. See NPR 1600.1, Chap-
ter 5, Section 5.24 for guidance on iden-
tification, marking, accountability and
release of NASA SBU information.

(b) Examples of SBU information in-
clude: proprietary information of oth-
ers provided to NASA under nondisclo-
sure or confidentiality agreement;
source selection and bid and proposal
information; information subject to ex-
port control under the International
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Traffic in Arms Regulations (ITAR) or
the Export Administration Regulations
(EAR); information subject to the Pri-
vacy Act of 1974; predecisional mate-
rials such as national space policy not
yet publicly released; pending reorga-
nization plans or sensitive travel
itineraries; and information that could
constitute an indicator of U.S. Govern-
ment intentions, capabilities, oper-
ations, or activities or otherwise
threaten operations security.

(c) Upon request for access to infor-
mation/material deemed SBU, coordi-
nation must be made with the informa-
tion/material owner to determine if the
information/material may be released.
Other organizations that play a part in
SBU information identification, ac-
countability, and release (e.g., General
Counsel, External Relations, Procure-
ment) must be consulted for assistance
and/or concurrence prior to release.

(d) Requests for SBU information
from other Government agencies must
be referred to the NASA program or
other office responsible for handling
the information as SBU.

§1213.108 Multimedia materials.

(@) NASA’s multimedia material,
from all sources, will be made available
to the information media, the public,
and to all Agency Centers and con-
tractor installations utilizing contem-
porary delivery methods and emerging
digital technology.

(b) Centers will provide the media,
the public, and as necessary, NASA
Headquarters with:

(1) Selected prints and original or du-
plicate files of news-oriented imagery
and other digital multimedia material

generated within their respective
areas.

(2) Selected video material in the
highest quality format practical,

which, in the opinion of the installa-
tions, would be appropriate for use as
news feed material or features in pre-
produced programs and other presen-
tations.

(3) Audio and/or video files of signifi-
cant news developments and other
events of historic or public interest.

(4) Interactive multimedia features
that can be incorporated into the



