Income and Expense _
Effective date July 1997 Section 3400.1

Traditional ratio and peer earnings analyseprovides important information on the nature
are not relevant at a branch because earningsd efficiency of the branch’s operations. The
are largely influenced by the role of theevaluation of earnings will consider, primarily,
branch within the foreign banking organizationthe effectiveness of a branch’s comprehen
(FBO). sive risk management procedures as it affect
Some FBOs maintain a U.S. presence to medudgetary performance. Accordingly, variance:
certain global portfolio considerations. As ato budgets should be reviewed. Persister
result, their U.S. operations may likely engage irvariances or exceptions may indicate poo
a wide range of activities similar to those ofplanning or unrealistic projections, barring
U.S. domestic banks. Other FBOs may havehanges in economic and market conditions an
different objectives in establishing a U.S. presother external factors or influences from the
ence, such as to provide funding and clearinfjead office, which are beyond the branch’
services. A branch may also benefit from uniqueontrol.
relationships that have a positive effect on its The accuracy and integrity of earnings pre:
earnings, such as interest free funds, advanceented in risk management reports should b
from the head office or managing assets nasvaluated. For instance, reported earnings th.
reflected on its books. Therefore, earnings shouldo not properly reflect potential losses in the
be evaluated primarily against budgeted numbranch’s credit risk exposures or accrued incom
bers, which should be based on the branch'sn nonperforming loans may raise question
strategic plan. The examiner should also detegbout the effectiveness of financial and account
mine the role that the earnings and revenuig controls. The examiner should keep in mind
structure plays in the context of the overall U.Showever, that the consolidated benefits derive
operations and objectives of the FBO. Comby the FBO, as a result of maintaining a marke
ments may be warranted as to the adequacy pfesence to facilitate a global banking servic
such results. network, may offset any earnings deficiencies o
In establishing the budget, management shoulebntinued loss operations. Accordingly, the
assess the broad range of financial and operbranch’s strategic plan and function within the
tional risk exposures, which are encompassed #RBO and standards used by the head office t
the strategic plan. Projections should take intevaluate earnings performance must be asce
account not only the composition, quality, andained and analyzed.
risk structure of branch assets but also the Examining the changes in earnings over time
internal control environment under which the(a trend analysis) is a fundamental method fo
assets are booked. Further, management’s abﬂvaluating earnings. The trend in overall
ity to prepare realistic budgets and meet budearnings and trends in earnings componen
geted projections would indicate some measurghould be reviewed to the extent that the branch’
of effective planning and control over thestrategic plan has not changed significantly. An)
branch’s activities. To maximize effectivenesssignificant changes or variances in profits or an
budget projections should be periodicallyof the components of income and expense shou
reviewed and updated as conditions chandee investigated. Improving, deteriorating, anc
throughout the fiscal year. Actual results shoul@ven flat earnings can be the result of not onl
be periodically compared to budget and materiadhanges in economic conditions but also o
variances identified and reviewed bymanagement's actions or influence over earr
management. ings through intrabank transactions. Some prof
itability ratios have been used, including net
interest income/average assets (net intere
margin) and net operating income/average asse
GENERAL EXAMINATION to make such an assessment. While providing
APPROACH basis for analysis, particularly in year-to-
year comparisons, earnings ratios can var
Earnings are not a rated component of thsignificantly among branches, depending ol
branch rating system, although the level othe nature of branch activity and the
earnings or absence of earnings may affeategree of support or influence exerted by hea
rating components. The review of earnings alsoffice.
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3400.1 Income and Expense

PROFIT CENTERS AND COST in a regional office function. If the fees for these

CENTERS services are not directly related to or based on
the fair value of goods and services received, the

Generally, branches will function as profit cen-branch’s earnings can be affected. Services could

ters or cost centers. As an independent profifclude electronic data processing, audit and

center, a branch will likely have a broad earningredit review, credit management, and foreign

asset base and could have substantial off-baland®@*change and correspondent banking services.

sheet activities. The branch would likely offer a

broad array of products and services. Thus .

earning assets and fee-based services would Eémdlng Sources

primary sources of income. Examiners should ) )

consider the income distribution and the relativé® branch that is funded through borrowings

profitability and stability of the various sourcesfrom related entities may have its cost of funds
of income. adjusted above or below market rates or even

more narrowly defined central purpose of eithefffice might also provide an interest free capital
providing a service to the head office or thellocation, or fund the branch’s reserves at no
FBO's customer network, such as a provider of0st. In these ways, the head office can either
funds to other bank offices. As such, the brancfubsidize or reduce the branch’s net interest
would likely offer only a limited number of INCOMe.
products or services. Earnings at such offices
will generally be less than robust.

Accordingly, profitability as a factor in evalu- 1ransfer of Assets

ating the branch is diminished. In these instances
traditional ratio and trend analysis is not rel-1ne FBO may also transfer assets to or from a

evant and alternate analysis techniques shoufjanch’s books, which also will affect earnings.
be employed. The examiner should determindN€ transfer of nonperforming and other prob-
the standards that head office management us&§" 10ans from the branch to the head office or
in evaluating the branch’'s performance. Thii”ome’r branch of the FBO will improve a
analysis will focus on the branch’s strategic plarPf@nch’s earnings and, conversely, negatively
or primary function, for example, to serve as Affect the earnings of any branch desgnated by
source of liquidity for the head office or otherthe FBO as aworkout branch. Low quality loans
branches, to service the FBO's trade-relatef?@intained on a branch’s books would reduce
business or to give the FBO a presence in terest income to the extent that full interest

particular geographic location as part of itgPayments are not received. The transfer_ of such
global banking network. assets from the books of a branch would improve

the quality of its assets, support its net interest
income, and reduce its need for loan loss provi-
sions and charge-offs. High quality earning
FACTORS AFFECTING EARNINGS assets may also be transferred to a branch’s
books from the head office. This may occur with
The Mission of the Office start-up offices or branches that cannot other-
wise generate earning assets at a level to sustain
The level of earnings would generally be driveroperations and fund the cost of doing business.
by the branch’s mission. In this context, internal
factors could significantly influence earnings to
the extent that a branch’s earnings are esseAccounting Considerations
tially managed by the head office. To make this
determination, examiners should carefully evaluEarnings at a branch may also be distorted to
ate reported income for unusually high or lowsome extent because of the effect of home
profit margins. For example, a branch may haveountry accounting standards, administrative,
ancillary functions from which it incurs addi- tax, or other external influences. Accordingly, in
tional expense or receives supplementary incomegviewing earnings, the examiner should adjust
such as managing an offshore book or providingranch income and expense statements to cor-
management or technical services to other officegspond with U.S. generally accepted accounting
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Income and Expense 3400.1

principles. If statements cannot be adjusted, thiateroffice transactions. The management o
examiner’s written analysis must take into coninterest rate risk also can affect earnings. Ar
sideration major accounting aberrations. Mor@aggressive or speculative funding policy, whereb
commonly seen accounting exceptions mathe branch is permitted to maintain large interes
include: rate sensitivity gaps, could result in material
increases or decreases in margins.
Recognizing interest income on loans, which,
according to U.S. standards, should be placed
on nonaccrual status. Asset Yields
» All U.S. offices of a foreign bank may be
combined for income tax purposes; accordAn analysis of asset yields should provide ¢
ingly, taxes might be calculated by a regionameasure of the branch’s ability to invest funds ir
office and the branch may not accrue for taxesarning assets that provide a rate of return ove
Failure to record unrecognized gains and losséhe cost of funds. The analysis of asset yield:
on trading assets and certain off-balance sheahd cost of funds should include whether marke
contracts in accordance with FASB 115 andates are paid for funds borrowed from the
FIN 39 can affect both asset valuations andéhterbank markets and the level and cost o
earnings. interoffice funding activities. If market rates of
interest are not charged on interoffice borrow:
ings or paid on interoffice placements, net inter

ANALYTICAL REVIEW est income can be materially distorted. Fol
example, if a branch is a net user of head offic
Interest Income or interoffice funds, rates on intrabank borrow-

ings could be adjusted upward or downward tc
Recognizing that branch earnings are primarilyncrease or reduce the branch’s cost of funds
evaluated against budgeted numbers, a compavihich would flow through to net interest income.
son of detailed balances on a period-to-perioé branch that is a net provider of funds to the
basis also should be performed to assess trenddank may be required to charge below marke
in account balances. Such a review also wouldates to other offices of the FBO. This situation
provide the examiner with an understanding ofvould have an adverse affect on gross intere:
branch operations and help to identify potentiaincome and apply downward pressure to the ne
problem situations. The analysis of net interesnterest margin.
income will give an indication of management’'s The level of nonperforming assets would alsc
ability to borrow at attractive rates and investadversely affect net interest income. Nonper
those funds with maximum profitable resultsforming and renegotiated credits either provide
The level and trend of net interest incomeno income or provide a reduced rate of income
should be established and evaluated. As witto the extent that the assets are no longe
any financial institution, the composition of netprofitable relative to the cost of funds and the
interest income should be reviewed for qualitycost of doing business.
and stability.

In analyzing net interest income, the compu-

tation of net interest margin (interest incomeReserves
minus interest expense, divided by average earn-
ings assets) is helpful, although the potentiaRegulatory agencies have long recognized th:
distortion of net interest income through inter-an allowance for loan loss reserves is only
office transactions can limit the usefulness of theneaningful for the bank as a whole and not on «
ratio. When discussing growth in earnings, théranch by branch basis. Accordingly, branche
examiner should clearly differentiate betweerof FBOs are not required to establish separat
increases due to rates or yields versus volumésan loss reserves on the books of each branc
of earning assets. An improvement in net interbut may do so voluntarily, or to meet local
est income, as a percentage of earning asseteguirements. Provisions for loan loss reserve
may reflect favorably on management’s abilitymay either be transferred to the branch from thi
to invest its funds at favorable yields or itshead or regional office, or may be directly
ability to find less expensive sources of fundscharged against the branch’s earnings. Howeve
However, it also may reflect changes in rates onnlike at stand-alone operations that are sep:
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3400.1 Income and Expense

rately capitalized, concerns arising from inadshould note that “extraordinary” as used in the

equate loan loss reserves are not key issues atantext of the examination report is not the same

branch. as defined in U.S. generally accepted accounting
principles.

Other Income and Expenses

, N Offshore Shell Branches
Examiners should analyze the composition, level,
and trend of other income and expenses. Nofegrnings for offshore shell branches should be
interest income would include trading commis-yintained separately from those of the U.S.
sions and fees, deposit service charges, afflanch. As such, report comments should be
letter of credit fees, among other items. Noninjimited to the income and expenses of the U.S.
terest expense includes personnel and ocClranch, Earnings for the offshore branch are
pancy expense, and other operating expensggquently commingled in the U.S. branch’s
that arise from the normal activities of themanagement reports. The U.S. branch may
branch. An analysis of these components wouldpsorh the offshore shell branch’s indirect
be especially valuable when evaluati_ng alimit_e%xpenseS, such as personnel expenses, without
purpose branch or a branch that is sufferingnarging a fee. The significance of these indirect
operating losses. Fees for intrabank servicesypenses varies depending upon the relationship
provided or received from related entities shoul@s the U.S. branch to the offshore shell branch.
also be reviewed. Earnings can be materiallyjoywever, because the allocation of these expenses
distorted if market rates are not charged fope ultimately under the direction of head office
these services. management, exception should not be taken to
this practice. Also, examiners, generally should
not question the tax implication to the U.S.
Extraordinary Gains or Losses branch if the branch and the offshore shell
branch file a combined federal income tax return.
Extraordinary gains or losses result from anyHowever, expenses between a branch and a
thing outside the normal operations of a branchelated U.S. banking subsidiary of the foreign
and should be analyzed carefully for their effecbanking organization should be properly allo-
on earnings. Generally, extraordinary gains ocated and in accordance with applicable laws
losses result from the sale or disposal of assetsd regulations.
and because of accounting changes. Examiners
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Income and Expense

Examination Objectives
Effective date July 1997

Section 3400.2

(208

. To review and understand the branch’s

strategic plan and mission within the FBO,

specifically the earnings objectives. 7.
. To assess management’s ability to prepare

realistic earnings projections and the effec-
tiveness of the overall budgeting program
for monitoring and controlling income and
expense.

. To evaluate the reasonableness of perfor-8.

mance targets given the branch’s strategic
plan and mission objectives, particularly
with respect to budget variances.

. Todetermine whether budgets are reasonable.
. To determine to what extent earnings aréO.

affected by such factors as above or below
market interoffice funding, interoffice trans-
fers, and interoffice expense allocations.

. To analyze the level of significant trends in

income and expense, particularly in terms

of the branch’s strategic plan, and curren
economic conditions.

To determine and comment on whethe
income reported to the head office, unde
the FBO’s accounting procedures, accu
rately reflect true earnings, when adjustec
for head office subsidies and the charge
related to likely future loan losses.

To evaluate the adequacy of financial an
accounting controls relating to income and
expense.

. To evaluate the effect on earnings of an
unusual and extraordinary gains or losses.
To recommend corrective action when poli-
cies, practices, procedures, or internal con
trols are deficient.
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Income And Expense

Examination Procedures
Effective date July 1997

Section 3400.3

1. Determine to what degree the branch is a j. There is evidence that sources of interes
profit center. If it is a profit center, calculate
the net interest margin and review the trend.
Consider the following:

a.

b.

C.

d.

To what degree does the agency raise its
own funds and set its own cost of funds?
How is the pricing of loans and funds
determined? Is it market driven or con-4
trolled by other factors?

Are transfer costs to affiliates reasonable,
in relation to the services provided?

To what extent do transfer costs/benefits
affect net earnings?

2. Determine if any significant changes have
occurred in:

a.
b.

c.
d.

e.

The branch’s operations.

Accounting practices in U.S. or home
country.

The branch’s financial reporting.

General business conditions in U.S. or
home country.

Tax codes in the U.S. or home country.

3. Obtain current financial statements, internal
operating reports, interim financial state-
ments, reports filed with the Federal Reserve,
daily statements of assets and liabilities, and
other available financial information. Look
for the development or continuation ofg
adverse trends and other significant or unusual
trends or fluctuations. Primary considerations
should include whether:

a.

@

B «Q

Significant structural changes are occur-
ring in the branch that may affect the
earnings stream.

. The branch is making use of tax carry-

backs or carryforwards.

. Earnings are static or declining, as a

percentage of total resources.

. Income before securities gains and losses,

is decreasing as a percentage of total
revenues.

. The ratio of operating expense to operat-

ing revenue is increasing. 6.
Income and expense trends are inconsistent.

. The spread between interest earned and

interest paid is decreasing.

. Loan losses are increasing.

Provisions for loan losses, if applicable,

are sufficient to cover loan losses and
whether overall reserves at an adequate
level.

k.

and other revenues have changed since tt
prior examination.

There are any differences between branc
accounting practices and U.S. regulatory
accounting standards and generally
accepted U.S. accounting principles.

. Obtain and review planning procedures, profi

plans, budgets, mid-and long-range financia
plans, economic advisory reports, and an
related progress reports and:

a.

b.

g.

Compare actual
amounts.
Determine the impact of specific goals
that have been set.

results to budgete

. Determine the frequency of planning

revisions.

. Determine how planning revisions are

triggered.

. Determine who initiates plan revisions.

Determine whether explanations are
required for significant variations and
whether causes are ascertained to imple
ment corrective action.

Determine the sources of input for fore-
casts, plans, and budgets.

Review ledger accounts for unusual entries
Examples of such items include:

a.

b.

Investigate conditions of

Significant deviations from the normal
amounts of recurring entries.

Unusual debit entries in income accounts
or unusual credit entries in expense
accounts.

. Significant entries from an unusual source

such as a journal entry.

. Significant entries in other income or

other expense, which may indicate fees o
service losses on an off-balance-shee
activity (i.e., financial advisory or under-
writing services).

interest dis-

closed by the procedures in the precedin
steps by:

a.

Discussing exceptions or questionable
findings with the examiner responsible for
conducting those aspects of the examing
tion that are most closely related to the
item of interest to determine if a satisfac-
tory explanation already has been obtainec
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3400.3 Income And Expense: Examination Procedures

b. Reviewing copies of workpapers prepared other examiners or management, and
by internal auditors or management that deciding whether extensions of examina-

explain account fluctuations from prior tion or verification procedures are
periods or from budgeted amounts. necessary.

c. Discussing unresolved items with7. Review with officers and prepare, in appro-
management. priate report format, listings of deficiencies

d. Reviewing underlying supporting dataand in and deviations from policies, practices,
records, as necessary, to substantiate procedures, internal controls, and adverse
explanations advanced by management. trends.

e. Performing any other procedures consid8. Prepare a complete set of workpapers to
ered necessary to substantiate the authen- support examiner conclusions and discuss all
ticity of the explanations given. material findings with management.

f. Reaching a conclusion as to the reason-
ableness of any explanations offered by
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Management Information Systems _
Effective date July 1997 Section 3410.1

Management information systems (MIS) shouldperational controls. The examiner should reviev
gather, interpret, and communicate informatiorand evaluate the sophistication and capability
regarding the branch’s business activities anthe branch’s computer systems and software
their inherent risks. Accurate, informative, andwhich should be capable of supporting, process
timely MIS are essential to the prudent operaing, and monitoring the branch’s changing risk
tion of any branch office. In fact, the examiner’sprofile. Generally, in evaluating the individual
assessment of the quality of the MIS is arbranch management information system, th
important factor in the overall evaluation of theexaminer should focus on its overall effective-
risk management process, which is discussed imess in monitoring the branch’s level of risk
the ROCA Rating System section of this manualwithin established parameters rather than it

In the evaluation of MIS, examiners shouldform.
determine the extent to which the risk manage- Other considerations in evaluating the MIS
ment function monitors and reports the branch’iclude:
risk exposures to local and head office manage-
ment! Risk exposure levels and other signifi-e Whether reports are presented in a format the
cant measures such as profit and loss statementss easily read and understood by senio
should be reported to managers who supervisemanagement;
but do not, themselves, have operational respom-Whether the branch has personnel with suffi
sibilities in the area of activity. Frequent reports cient expertise to maintain MIS;
should be made as warranted by the activity and \Whether reports are updated and customize
type of risk. Reports to head office management to reflect changes in the business environmel
may occur less frequently, but examiners should or management’s requirements;
determine whether the frequency of reporting is Whether an adequate reconcilement procedu
sufficient for head office to maintain proper s in place to ensure the integrity of data
oversight over the branch’s activities. inputs; and

The form and content of the MIS will relate t0 . whether the system is independently audite:
the branch’s operations and organization, poli- py internal and external personnel with suffi-
cies and procedures, and management reportingient expertise to perform a comprehensive

branch management information systems will gppiications, and systems capacity.

vary substantially with no particular structure
shown to be Optimum. MlS, however, g_enerall_y Management reporting summarizes the
take two forms: computing systems with busiyranch’s day-to-day operations, including risk
ness applications and management reportingyxposure. Reports also serve to provide manag
For branches with extensive lending or tradingnent with an overall view of business activity
place. For branches with more limited operagycted via telephone, computer, correspon
tions in terms of risk and size, an elaborgtqjence’ meetings, periodic management report
computerized system may not be cost effectiveydits, and examination reports. Examiner
Not all management information systems arghould evaluate the reporting process to dete
fu“y Integl’a'[ed W|th|n the branch or W|th|n the mine whether it is Sufﬁciently Comprehensive
FBO. Generally, this aspect should be evaluategh sound decision-making both on a day-to-day
based on the complexity and degree of risk iflevel and for future planning. To the extent tha
the branch’s activities. _ problems in specific areas of the branch ma
Examiners should expect to see varyinge|ate to inaccurate or inadequate reporting, th
degrees of manual intervention and should detegyaminer also should review results and com
mine whether the integrity of the data is preiments from other areas of the examination.
served through proper controls, which will fac- it {he pranch has extensive reporting require

tor into the overall assessment of the branch’|$hems it is not necessary to review each repor
Instead the examiner should summarize th

mediate or regional U.S. reporting line. Such a reporting ”nemonltonng process in each area, giving only

should be evaluated to ensure that proper oversight by heeﬁi"Ch in_formation as is needed to jUStify the
office management is achieved. evaluation.

1. FBOs with multiple U.S. offices may establish an inter-
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3410.1 Management Information Systems

Formal management reports will usually beo prevent manipulation or fraud. For branches
generated by control personnel within the branchgperating in a less automated environment, report
independent from line management. Where linpreparation should be evaluated in terms of
managers have input, the senior managers shotiltheliness and data accuracy. Cross checking
be well aware of potential weaknesses in thand sign off by the report preparer and reviewer
data provided. Risk reporting should be assessedth appropriate authority promote a proper
and performed independently of line manageeperational controls environment.
ment to ensure objectivity and accuracy and
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Management Information Systems

Examination Objectives
Effective date July 1997

Section 3410.2

RISK MANAGEMENT OPERATIONAL CONTROLS
1. To determine if the policies, practices, pro- 6.
cedures, and internal controls regarding MIS

are adequate.
2. To determine that risk management report-7.

To determine the scope and adequacy of th
audit function for MIS and management
reporting.

To verify that only authorized users have

ing summarizes the quantifiable and non-

quantifiable risks of the branch to all appro- 8.

priate management levels both at the local
office and at the head office in a timely
manner to ensure compliance with estab-

access to automated systems.

To determine that the software application:
relating to risk reporting, pricing, and other
applications are fully documented and sub:
ject to independent review.

lished risk parameters. 9.

3. To determine whether management report-
ing provides adequate information for stra-
tegic planning to the extent conducted by
local branch management.

4. To evaluate computer systems, communica-
tion networks, and software applications in
terms of their ability to support and control OTHER
the branch’s activities. ) )

5. To determine that the functions of auto-10- To recommend corrective action when MIS
mated systems and reporting processes are Policies, practices, procedures, or interna
well understood by staff and are fully docu- ~ controls are deficient.
mented.

To determine that the automated system
and manual processes are designed wit
sufficient audit trails to evaluate and ensure
data integrity.

September 1997
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Management Information Systems

Examination Procedures
Effective date July 1997

Section 3410.3

These procedures represent a comprehensive list
of processes and activities to be reviewed during
a full scope examination. The examiner-in- 7.
charge will establish the general scope of the
examination and work with the examination
staff to tailor specific areas for review as cir-
cumstances warrant. The procedures selected
will be based on internal audit comments, pre- 8.
vious examination workpapers, a general review
of the activity to be examined, and the judge-
ment of the examiner and examiner-in-charge.

regional management, if applicable. Car
branch data be accessed directly by them’
Review lists of ongoing or planned infor-
mation systems projects. Determine whethe
the priority of projects is justified given
branch management’s strategic goals an
the recent mix of business activity.
Review, for frequency, the branch manag
er's attendance at periodic meetings witt
head office to report on branch activities.

OPERATIONAL CONTROLS
RISK MANAGEMENT 9. Obtain copies of internal and external audit:
for MIS and management reporting. Review
findings and management’s responses t
determine whether appropriate corrective
action is taken by management.
Obtain an overview of the system’s func-
tional features with the financial institu-
tion’s systems administrator. Browse the
system with the administrator. Determine
whether passwords are used and access
the automated system is restricted tc
approved users.
If the branch has a number of independer

1. Obtain a flowchart of management reports
and system flows, and review information
to identify important risk points.

2. Review the policies and procedures for MISL0.
and management reporting, including the
scope, quality, and frequency of manage-
ment reports. Determine whether head
office management is receiving adequate
and timely information to effectively moni-
tor branch operations.

3. Review the functional applications such ad1.

credit administration, risk monitoring,

liquidity and funds management, trade settle-
ment, accounting, revaluation, etc., to deter-
mine the combination of automation and
manual intervention for management report-
ing. Compare findings with examiners

reviewing specific products or businessl2.

lines.

. Determine whether the range of risk man-
agement reports is adequately documented
in terms of inputs (data bases, data feeds
external to the branch, economic and mar-

ket assumptions), computational featuresl3.

and outputs (report formats, definitions).

Evaluate the documentation for thorough-

ness and comprehensiveness.

. Determine whether the range of reports
(risk management, past due and nonperform-
ing loans, financial performance, and opera-

data bases for credit administration, risk
monitoring, etc., determine the types of
reconciliations performed, the frequency of
data base reconciliation, and the toleranc
for variance. Generally, independent datz
bases have more potential for data error.
Determine the usage of financial applica
tions on terminals that are not part of the
mainframe, minicomputer, or local area net-
work. For example, traders may use thei
own written spreadsheet to monitor risk
exposure or for reconciliation.

Determine whether the processing and prc
duction of reports is segregated from line
management and staff. Where line manage
ment has influence, how does the brancl
validate summary data and findings?

tional controls) provides valid results to OTHER

evaluate business activities and for strategic
planning.
. Comment on the branch’s automated com-
munications with the head office and/or U.S.

14. Ensure that the branch has considered tt

impact of the century date change (yea
2000) on its computer systems, and ha
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3410.3 Management Information Systems: Examination Procedures

taken steps to correct any problems. Detert5. Recommend corrective action when poli-
mine the extent of management’s: cies, practices, procedures, internal controls
a. awareness and due diligence or MIS are deficient.

b. risk assessment

c. solution implementation and testing

d. contingency planning
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Management Information Systems

Internal Control Questionnaire
Effective date July 1997

Section 3410.4

RISK MANAGEMENT

1. Is management reporting adequate for the9.

volume and complexity of the branch’s
range of activities? Are reports complete?
Do they have clear formats? Are exceptions
highlighted?

. Does local and head office managemenriO.

have adequate information to monitor the
changing risk profile of the branch? Does

the branch have written policies regardingl1.

the type and frequency of reports to be
submitted to a regional or head office level?
Do the reports accurately convey the con-
dition of the branch and the information
required in accordance with written poli-
cies? How often does branch management
communicate with its regional and head
offices on an informal basis?

. Is the risk measurement and management

prehensive for the level of reporting neces:
sary for the branch?

Are third party vendors provided with
adequate lead time to make changes t
existing programs? Is sufficient testing
performed before system upgrades ar
implemented?

Are planned enhancements or developme!
projects given appropriate priority based or
management’s stated goals?

Does the system design account for th
different pricing conventions and accrual
methods across the range of products in us
at the branch? Evaluate the range of syster
limitations for processing and valuation
across the range of products utilized by the
branch. Assess the possible impact ol
accuracy of management reporting.

system sufficiently flexible to stress test thegpPERATIONAL CONTROLS

range of portfolios managed by the branch?

Does the system provide usable and acCurp |s management reporting prepared on

rate output? If the branch does not perform
automated stress testing, what process is
used to minimize quantifiable risks in
adverse markets?

. Do reports provide information on theq3,

branch’s activities that is adequate for sound
planning? Are profitable and unprofitable
activities clearly identified?

. Do reports segregate positions by legal
entity when appropriate?

. Do policies and procedures address th&4.

range of system development and technical
maintenance at the branch, including the
use of outside vendors and consul-
tants? Does the branch or FBO have a
comprehensive computer policy? If the

branch uses personal computers, there should

be a written policy to address access, devel-
opment, maintenance, and other relevant
issues.

. Are there functional specifications for the
system? Are they adequate for the current
range of automated systems at the branch?
Do they address both automated and manual

input and intervention? 15.

. Does the branch have flowcharts or narra-
tives that indicate the data flow from input
through reporting? Is this information com-

sufficiently independent basis from line man-
agement? Are appropriate segregation o
duties in place for report preparation? Is the
data accurate?
Is the scope of the audit coverage compre
hensive? Are audits for MIS and reporting
available? Are findings discussed with man-
agement? Has management implemente
corrective action for deficiencies in a timely
manner?

Is access to the automated systems adequat

protected?

a. Do access rights, passwords, and logo
IDs protect key data bases from corrup-
tion?

b. Are “write or edit” commands restricted
to a limited set of individuals?

c. Are specific functions assigned to a lim-
ited set of individuals? Are access rights
reviewed periodically?

d. Does the system have an audit report fo
monitoring user access?

e. Is access logon information stored in
records for audit trail support?

Is management information provided from

mainframe, minicomputers, local area net

works, a single user personal computer, or
combination of the above?
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3410.4 Management Information Systems: Internal Control Questionnaire

16. Identify the key data bases used for the reconciliation personnel sufficiently
range of management reports. familiar with the information to identify
a. Are direct electronic feeds from external “contaminated” data?

services, such as Reuters, Telerate, anti7. Is the branch’s computer system capable of
Bloomberg employed? How are incom- handling year 2000 calculations?

plete data feeds identified? Can market

data be overridden by users? How does

the branch ensure the data integrity of

data feeds or manually input rates, yieldsCONCLUSION

or prices from market sources?

. Are standard instructions set within thel8. Is the information covered by this ICQ

automated systems? Can these be over- adequate for evaluating internal controls in
ridden? Under what circumstances? this area? If not, indicate any additional

. For merging and combining data bases, €xamination procedures deemed necessary.

how does the branch ensure accurat29. Based on the information gathered, evaluate
output? internal controls in this area (i.e. strong,

. What periodic reconciliations are per-  satisfactory, fair, marginal, unsatisfactory).

formed to ensure data integrity? Are
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Other Assets and Other Liabilities )
Effective date July 1997 Section 3420.1

OTHER ASSETS Scope of other assets review

The term “other assets,” as used in this sectiongyaminers assigned to review other assets mu
includes all balance sheet asset accounts nghtain a detailed breakdown of such account:
covered specifically in other areas of the examigith a description of each account and the dat
nation. Such accounts often may be quite insigsach jtem was posted. Certain accounts, such
nificant to the overall size of the branch. HoW-oiher Real Estate Owned, may be reviewed b
ever, significant subquality assets may b@yaminers assigned to other areas of the branc
discovered in accounts of some branches laclgefer to Section 3090 for information on other
ing proper internal controls and procedures. ygg| estate owned. The remaining account
should be reviewed and evaluated by examinel
assigned to this section.

The major factor in deciding which accounts
Types of Accounts are to be reviewed is materiality; however, evel
accounts with small balances may require atter

Types of other assets frequently found irfion. Net balance accounts must be grossed u
branches include the various temporary holdinghe examiner should then evaluate whether t
accounts such as suspense, teller, transit, aRfalyze the nature and quality of each indivi-
bookkeeping differences having debit balance$lual item based upon its impact on the overal
Those accounts should be used only for tempgoundness or risk standing of the branch. In thi
rary recording, until the offsetting entry isregard, it is important that the examiner verify
received or fully identified and posted to thethe existence of the asset, the proper valuation
appropriate account. Branches will also havéhe asset, the adequacy of the accounting ar
more permanent accounts recorded in othdlisposition controls, and the quality of the
assets such as premises and furniture, leas@sset.

hold improvements, purchased computer soft- An examiner should verify the existence of
ware, and deferred payment letters of credithe assets selected by ensuring adequate suppc
Nothing should be allowed to remain in theing documentation. The examiner should alst
temporary holding accounts (“difference verify that ownership of the asset rests with the
accounts”) for any significant length of time, branch. The date the asset was acquired or fir
usually no more than a few business daygosted also is important. Temporary account
Branches should have written procedures tguch as suspense, should be cleared of ste
ensure that difference accounts are reconcildebms.

and plosed out on a timely basis. In any event, Proper valuation and reporting of other asse
all difference accounts should be closed out alccounts is another potential area of concern fc
least monthly. ) the examiner. Assets are generally acquire

General categories of other assets common Arough purchase, trade, repossession, prepa
branches on the accrual system are prepajgent of expenses, or accrual of income. Gene
expenses and income earned not collectegd)y, assets purchased, traded, or repossessed
Prepaid expenses represent cash outlay for googlgnsferred at their fair market value. Prepaic
and services, the benefits of which will beexpenses and income accrued are booked
realized in future periods. Income earned angost. An examiner should be particularly alert in
not collected results from the differences betweememifying those assets that lose value over tim
accrual and cash-basis accounting. to ensure that they are appropriately depreciate

There are an unlimited number of accounbr amortized. All intangible assets should be
titles that could be included in the other asseteegularly amortized, and management shoul
category, from bond coupons to art objectshave a system in place to confirm the valuatior
antiques, and coin and bullion. The examineof the remaining book balance of the intangible
must design specific procedures for review andssets. The examiner should ensure that tt
testing to fit the particular account and situatiorbook balance of key personnel life insurance
and must document the scope of the review ipolicies owned by the branch value the surren
the workpapers. der charge, if any.
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3420.1 Other Assets and Other Liabilities

The examiner should assess the quality of therly recognized. This review should also deter-
asset. Refer to Section 6010.1, Asset Qualitynine that matters, such as pending tax litigation,
Classifications, for information on the classifi-equipment contracts, and accounts payable, have
cation of assets. been recorded properly and are being discharged

The examiner should ensure that the controlim accordance with their terms and requirements.
concerning other assets protect the branch’s Various miscellaneous liabilities may be found
ownership rights, that the accounts are properlwithin the accounts, such as deferred credits,
valued and accurately reported, and that activitguspense, and other titles denoting pending sta-
is monitored regularly by management. A branchus. The number of possible items that could be
with good controls and review procedures willincluded are unlimited and the accounts should
periodically charge off all uncollectible or be reviewed to determine that they are used
unreconcilable items. However, the examineproperly and that all such items are clearing in
must frequently go beyond the general ledgethe normal course of business. Because of the
control accounts and scan the underlying subrariety of such accounts, the examiner must
sidiary ledgers to determine that posting errorgevelop specific examination procedures to fit
and/or the common practice of netting certairthe particular account and situation.
accounts against each other do not cause signifi-
cant balances to go unnoticed because of the

lack of proper detail. Scope of other liabilities review

Examiners assigned to review other liabilities
OTHER LIABILITIES are responsible for obtaining the branch’s break-
down of those accounts and determining when
“Other |iabi|itieS,“ as used in this Section, include they are to be reviewed under other sections of
all balance sheet liability accounts not covereghjs manual. They must ensure that examiners in
in other SpeCiﬂC ||ab|||ty Categories orin Othercharge of those other sections receive the nec-
areas of the examination. The accounts ofteBssary information. The remaining accounts
may be quite insignificant to the overall size ofshould be reviewed and evaluated by examiners
a branch. In some branches, specific accounfgsigned to this section.
are established for control purposes and appearThe major emphasis in examining this area
reporting, however, these accounts must bgrocedures employed by the branch in promptly
assigned to specific Ilablllty_ categories or r_‘ette(i‘ecording the proper amount of liability. With-
from related asset categories, as appropriate. oyt proper management attention, these accounts
may be misstated, either advertently or inadvert-
ently. For instance, fraudulent entries in sus-
Types of Accounts pense or interbranch accounts could be rolled
over every other day to avoid stale dates causing
A general category of other liabilities commonshortages to be effectively concealed for indefi-
to branches using accrual systems is expenseie periods of time.
accrued and unpaid. These accounts representLike other assets, other liability accounts with
periodic charges to income based on anticipatezsmall balances may be significant and net bal-
or contractual payments of funds to be made atnce accounts should be grossed up. Scanning
a later date. The accounts include items such ascount balances may disclose a recorded liabil-
interest on deposits, taxes, and expenses incurrigd but it does not aid in determining whether
in the normal course of business. There shoullibbility figures are accurate. Therefore, it is
be a correlation between the amount beingnportant to review information obtained from
accrued on a daily or monthly basis and thdranch counsel handling litigation because these
amount due on the stated or anticipated paymedbcuments might reveal a major understatement
date. of liabilities. Determining accurate balances in
The examiner should review other liability other liability accounts requires an in-depth
accounts to determine that accounts, such asview of source documents or other accounts
deferred taxes (credit balance), are being progrom which the liability arose.
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Other Assets and Other Liabilities

Examination Objectives
Effective date July 1997

Section 3420.2

1. To determine if policies, practices, proceb.
dures, and internal controls regarding other
assets and other liabilities are adequate. 6.

2. To determine that branch officers and
employees are operating in conformance witf7.
established guidelines.

3. To evaluate the validity and quality of all
other assets.

4. To determine that other liabilities are prop-
erly recorded.

To evaluate the scope and adequacy of tf
audit function.

To determine compliance with laws and
regulations.

To recommend corrective action when poli-
cies, practices, procedures, or internal con
trols are deficient or when violations of laws
or regulations have been noted.
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Other Assets and Other Liabilities
Examination Procedures

Effective date July 1997 Section 3420.3
1. Complete or update the Internal Con- 7. If the branch has outstanding custome
trol Questionnaire, if selected for liabilities under deferred payment letters of
implementation. credit, obtain and forward a list of names

2. Based on the evaluation of internal controls and amounts to the examiner assigned t
and the work performed by internal/external  Credit Risk Management.
auditors, determine the scope of the 8. Review the balance of any other liabilities
examination. owed to officers or their interests and inves-

3. Test for compliance with policies, practices,  tigate, by examining applicable supporting
procedures, and internal controls in conjunc-  documentation, whether they have been use
tion with performing the remaining exami- to record unjustified amounts or amounts
nation procedures. Obtain a listing of any  for items unrelated to branch operations.
deficiencies noted in the latest review by g Develop and note in the workpapers an
internal/external auditors from the examiner special programs considered necessary |

aSSigned tOI Inte_rnal and I_External AU_ditS, proper|y ana|yze any remaining other asset
and determine if appropriate corrections  or other liabilities account.

have been made. 10. Test for compliance with applicable federa
4, Obtaln_ a_FrlaI balance of other asset and gng state laws and regulations.
other liability accounts and: 11. For other asset items that are determined
a. Verify or reconcile balances to depart- " o gtaje abandoned, uncollectible, or car
ment_al controls anc_i_general ledger. ried in excess of estimated values and fo
b. Review reconciling items for  gner jianility items that are determined to
reasonableness. _ be improperly stated, request managemer
5. Scan the trial balancgfs fo_r. to make the appropriate entries on the
a. Obvious misclassifications of accounts branch's books after consulting with the
and, if any are noted, discuss reclassifi- examiner-in-charge.

cation with appropriate branch personne . . .
and furnish a list to appropriate examin-hz' CPJSeSp?Vrﬁh'naggfggﬁgfgeofrﬁcpeorré;orm and dis

ing personnel. L .
b. Large, old, or unusual items and, if any & Violations of laws and regulations.
are noted, perform additional procedures ~ P- Criticized other assets.

as deemed appropriate being certain to c. The adequacy of written policies relating

appraise the quality of other assets. to other assets and other liabilities.

c. Other asset items that represent advances d. Recommended corrective action wher
to related organizations, officers, employ- policies, practices, or procedures are
ees or their interests, and, if any are deficient.
noted inform the examiner assigned tal3. Update the workpapers with any informa-
Credit Risk Management. tion that will facilitate future examinations.

6. Determine that amortizing other asset
accounts are being amortized over a reason-
able period relative to their economic life.
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Other Assets and Other Liabilities

Internal Control Questionnaire
Effective date July 1997

Section 3420.4

Review the branch’s internal controls, policies, 7. Is approval required to pay credit balance:

practices, and procedures concerning other assets
and other liabilities. The branch’s systems shoulds.
be documented in a complete and concise man-

ner and should include, where appropriate, nar-
rative descriptions, flow charts, copies of forms

used, and other pertinent information.

1.

Has the branch formulated written policies
and procedures governing both other asset
and other liability accounts?

and supporting documentation of items com-

prising other assets and other liabilities? 11,
. Is the preparation of entries and posting of

subsidiary other asset and other liability
records performed or tested by persons who
do not also have direct control, either physi-
cal or accounting, of the supporting data or
related assets?

9.

10.
. Does the branch maintain subsidiary records

in receivable accounts?

Do credit entries to receivables accounts
other than payments, require the approvea
of an officer independent of the entry
preparation?

Does charge off of a nonamortizing other
asset initiate review of the item by a persor
not connected with entry authorization or
posting?

Are invoices and bills proved for accuracy,
prior to payment? Who has the authority to
pay the invoices and up to what amount?
Are all payroll tax liabilities verified to
appropriate tax returns and reviewed by ar
officer to ensure accuracy?

CONCLUSION
. Are the subsidiary records balanced at least

monthly to the appropriate general ledged2. Is the information covered by this ICQ

accounts by persons who do not also have
direct control, either physical or accounting,
of the supporting data or related assets?

. Are the items included in suspense accounts3.

aged and regularly reviewed for propriety
by responsible personnel?

. Are receivables reviewed at least monthly

for collectibility by someone other than the
originator of the entry?

adequate for evaluating internal controls in
this area? If not, indicate any additional
examination procedures deemed necessar
Based on the information gathered, evaluat
internal controls in this area (i.e. strong,
satisfactory, fair, marginal, unsatisfactory).
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Other Assets and Other Liabilities

Audit Guidelines
Effective date July 1997

Section 3420.5

1. Obtain or prepare detailed lists of other assets b. Review the balance of interest accrued f
and other liabilities, including a breakdown
of subsidiary ledgers.

2. Within each category of other assets, use an c. Review the balance of the reserve for bot!
appropriate sampling technique to select spe-
cific items and:

a.

. Prepare any special programs consider . - . .
P Y sp prog g? Using an appropriate sampling technique

Where appropriate, verify the original bal-
ance of the item from an invoice or other
supporting document.

. Examine documentation for additions to

any given item since the previous audit.

item, review the computations for the

period since the previous audit to deter-
mine mathematical accuracy and the rea-
sonableness of estimated life.

. Determine the reasonableness of the cu-

rent balance by reviewing the remaining "
estimated life, collectibility, etc.

necessary to properly analyze and te
specific accounts.

3. Determine that interbranch and affiliate trans-
actions clear in the normal course of business
by actually reviewing the entries to the
account for several days and examining the
debit and credit tickets. Special attention
should be given to entry dates, authorizing
initials, and validity or reasonableness of the
item.

4. If a branch is on an accrual basis of
accounting:

a. Review the branch’s system of recording

liabilities for interest, taxes, and other
expenses.

outstanding interest-bearing liabilities for
reasonableness.

current and deferred taxes for reasonable
ness by examining the worksheets anc
computations.

d. Review the reasonableness and complet
ness of the balance reflected for reserve
for other expenses.

DR ) ~™ 5. Within each general category of other liabili-
. Where amortization is applied to a given g gory

ties, use an appropriate sampling techniqu
to select specific items for further review. For
each item selected, determine that the ba
ance is reasonably stated by examining suy
porting documentation.

Review accounts not sampled, for items tha
appear unusual in nature or amount an
examine supporting documentation.

select expense checks issued since the exan

nation date and:

a. Determine whether the expense wa
incurred before or after the examination
date by examining the vendor’s invoice or
other supporting documentation.

b. For expenses incurred prior to the exami
nation, trace the amount to the detail list
of other liabilities.

c. Discuss with appropriate branch officials,
any significant items incurred prior to and
recorded after the examination date.
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Private Banking _
Effective date July 1997 Section 3430.1

This section describes the activities of privatelepartment should be viewed as a serious wea
banking services and provides insight intoness and criticized in the examination report.
adequate safeguards. The portions concerning
hold mail, dormant accounts, and overdrafts are
also applicable to the Deposit Accounts sectioREVIEW OF DEPOSIT ACCOUNTS
of this manual because they can affect all typeAND REVIEW OF ACCOUNT
of accounts and account holders. DOCUMENTATION

Private banking departments may offer a wide
array of products and services to their clientsPrivate banks often assist clients in forming
including, but not limited to, trust services (byShell corporations of PICs. PICs are generall,
referral to or in association with an affiliatedincorporated in bank secrecy (tax haven) coun
trust entity), investment advisory services, foriries such as the Cayman Islands, Bahama
eign exchange trading, lending, letters of creditBritish Virgin Islands, and Netherlands Antilles
bill paying, credit cards, and deposit servicesto maintain the clients’ confidentiality, and/or
Private banking generally markets its services tfor tax or trust related reasons. The beneficia
high net worth individuals and, if the client hasowners of the shell corporations are typically
a business, may entice them to develop a coforeign residents.
porate banking relationship. Private banking Reviewing the list of accounts for private
accounts may be opened in the name of aBanking clients may provide insight into some
individual, a commercial business, a trust, or &f the activities conducted by private banking.
private investment corporation (PIC) registeredor instance, the review may reveal that the
in offshore havens. branch allows accounts that disguise the tru

. . . identity of the client through the use of fictitious

The relationship between the private bankeg, -, e name accounts, accounts in the name
and the client is garefully cultivated .by thea PIC, or blind/numbered trust accounts. Man
banker; therefore, it is common for clients to

. . . . ““agement must be able to provide documente
follow private bankers to different financial files on the identity of the ultimate account

institutions because of the level of trust that haﬁolder and details on the account relationshi
been developed. As a result, private banking,;miners should carefully scrutinize the rea
clients may delegate a significant amount 0« ¢or these types of accounts and ensure th
discretionary financial authority to private bank'they do not compromise the institution’s com-

ers. Some private banking depart.ments hgv iance with the Financial Recordkeeping anc
small staffs that make the segregation of dutiege o ting regulations, and the Federal Reserve
normally found in banking activities difficult to “Know Your Custome‘r" guidelines.

maintain. This combination of trust in the pri- Reviewing account documentation shoulc
vate banker and difficulty in segregating dutie§e

) . = . veal that the branch has an adequate quali
exposes private banking activities t0 possiblg g program in place for opening accounts

controls to ensure proper supervision and saf%ﬂ

. ; ly, account documentation reviews should shov
guarding of client accounts.

how the branch documents its client relation-
Examiners should understand the nature arghips and implements its "Know Your Cus-
scope of the private banking activities. Addition-tomer" policy.
ally, examiners should carefully evaluate the An integral part of an effective “Know Your
policies, procedures, internal controls, crediCustomer” policy is a comprehensive knowl-
reviews, and audits surrounding private bankingdge of both the customer and the types o
to ensure that internal controls exist to detedransactions carried out by the customer. As
fraud and prevent losses to both the brancbeneral rule, a financial institution should nevel
and/or customers. Internal and external auditsstablish a business relationship until the iden
should provide an excellent source of informatity of a potential customer is satisfactorily
tion concerning the adequacy of policies, proceverified. Accordingly, the "Know Your Cus-
dures and controls of private banking. The lackomer” policy should clearly identify the type of
of an internal audit of the private bankingdocumentation needed before a relationship ce
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3430.1 Private Banking

be formerly established. If a potential customeabuse by branch personnel. Examiners should
refuses to produce any of the requested infoearefully review the policies, procedures, and
mation, the relationship should not be estabeontrols over dormant accounts. Effective con-
lished. Likewise, if requested follow-up infor- trols over dormant accounts should include:
mation is not forthcoming, any relationship
already begun should be terminated. » A specified period of time between the last
The purpose of the business relationship customer-originated activity and its classifica-
should also be identified. Incoming client funds tion as dormant.
may be used for various purposes such asSegregation of signature cards for dormant
establishing deposits, funding investments, accounts.
securitizing loans, paying bills, or establishing. Blocking of the account so that entries cannot
PICs or trusts. The “Know Your Customer” be posted to the account without review by
procedures established by the institution allow more than one member of senior management
for the collection of sufficient information to  outside of private banking.
develop a “transaction profile” for each cus-
tomer. The primary objective of such procedures
is to enable the institution to predict with rela-
tive certainty the types of transactions in whictOVERDRAFTS/EXTENSIONS OF
a customer is likely to engage. Internal system&REDIT
should then be developed for monitoring trans-
actions which are inconsistent with the customPrivate banking clients often pledge their assets,
er's transaction profile. The level, detail andincluding cash, mortgages, marketable securi-
documentation of “Know Your Customer” ties, land, and/or buildings to securitize loans.
information should be greater for customerd.oan proceeds are used for a variety of pur-
with larger balances and transaction volumesoses, including, but not limited to, recapitaliz-
(Examiners may refer to the Federal Reserve'ing the client’s business(s) or providing working
Bank Secrecy Act Manual and other similarcapital. Branch management should demon-
examination material for more information).  strate understanding of each specialty business
and should know what would affect the value of
any collateral or business being financed. Loans
HOLD MAIL to private banking clients may not be of suffi-
cient size to be covered during the review of
Private banking clients and in particular, inter-asset quality. However, it is important to ensure
national private banking clients, are often prothat a sampling of private banking loans and
vided hold mail service. Hold mail clients electcontingent liabilities are reviewed. In many
to have bank statements and other documenigstances, loans and other credit-related activi-
maintained at the institution rather than mailedies for private banking clients are collateralized
to their home address. In most cases, this servidy cash or marketable securities; therefore, credit
is provided because the client's country ofunderwriting standards and procedures may not
residence has an unreliable or limited postdbe as complete or stringent as prudent banking
system or for security reasons. Controls ovepractice would dictate.
hold mail accounts should be carefully reviewed Loans backed by cash or negotiable collateral
because the clients do not receive their statare common in private banking. An extension of
ments promptly, and therefore, relinquished theicredit based solely on collateral, even if the
ability to detect unauthorized transactions in &ollateral is cash, does not guarantee repayment.
timely manner. One of the key controls thatThere are at least three ways in which a branch
should be part of any hold mail operation is tocan lose its collateral: forfeiture through the
have a process for ensuring that the back officeeizure of assets by a government agency; theft
receives customer account statements. or manipulation by a dishonest employee; and
errors such as the inadvertent release of collat-
eral by an employee. While the collateral
DORMANT ACCOUNTS enhances the branch’s position, it should not be
used as a substitute for regular credit analyses
Accounts that are inactive for a prolonged perioénd prudent lending practices unless the branch
of time could be subject to manipulation andmakes a separate determination of the creditwor-
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Private Banking 3430.1

thiness of the client. A client may be considereather monthly consumer charges. Policies, prc
creditworthy if the branch performs its duecedures, and controls over this area should &
diligence by adequately documenting that itseviewed to ensure that they are adequate ar
client's funds were derived from legitimate protect the customer and the branch from fraus
means and can verify that the use of the loaor abuse.
proceeds are for legitimate purposes.

Examiners should ensure that policies and
procedures for extending credit to private bank-

ing clients are in place and are being followedSA| E OF NON-DEPOSIT

The branch’s credit review function should alsq NVESTMENT PRODUCTS

sample private banking loans and ensure com-

pliance with established policies. Loan filespyjyate banking departments are increasingl
should qontain suﬁiciept information to asseSyffering investment products to their clients
the quality of the credit, the proper approvals nqer discretionary or nondiscretionary arrange
and the purpose and source of repayment. DUfents. |n addition, private banking department
ing the review of private banking loans, examyay aiso offer treasury services, portfolio man

iners should ensure that loan files include dOCUagement financial planning advice and offshor
mented background information on the C”e“t'SServices.’

source of wealth and occupation, the purpose of Althouah fiduciary and agency activities are
the loan, and the source of repayment (other. 9 y gency actl
ircumscribed by formal trust laws, clients may

than collateral). Ambiguous purposes such a elegate varying degrees of authority (discre
personal investments or working capital, and: 9 ying deg . Y
ionary versus nondiscretionary) over asset

liquidation of cash collateral for source of nder management to the institution. In_ al
repayment, are generally not acceptable. Weak! 9 .

Cor : . ases, the terms under which the assets a
nesses in this area could result in noncompllanc% ’

with the Financial Recordkeeping and Reportin anaged are fully descnbed“ In a fo_rmal_ agree
I(ent, also known as the “governing instru-

reguiations (See the Federal Reserve's Ba ment”, between the customer and the institu:
Secrecy Act Manual and other similar examina; ’ -
: : : tion. The agreement should address the dutie

tion material for details). R : . .
Loans secured by cash or marketable securthat a fldQC|ary is obliged to pgrform for its
ties should have files containin ledae eneficiaries or customers, keeping the assets
9 Pled%€HLe customers separate and distinct from thos

assignment documents, which serve to perfeef o hranch and avoiding any circumstance
the branch’s security interest. In addition, pros

cedures should be implemented to monitor ant at may conflict with the branch’s fiduciary

document the value of the collateral. Documen- bligations. A client's portfolio may consist of a

: . - mixture of instruments bearing varying degree:
tary exceptions should be listed as techmcag} market and credit risk v?hichysr?ouldg be
exceptions.

) . appropriate to the client. Assets under manage
Documented financial statements that suppo

. - ent may include deposits, securities, loans
credit decisions and guarantees may be presefb s held in safekeeping, and other products.
Financial statements should never be waive

merely because the loan is secured by cash or Exam_iners_should de_termine, through discus
marketable securities. Slons with private banking pe.rsonnel,.the type:
of products being offered to clients. Clients may
be offered a wide range of products. Examiner
should also determine the level of discretionan
BILL PAYING SERVICES authority delegated to private banking personne
in the management of these activities and th
Private banking departments often provide bildocumentation required from customers tc
paying services for their clients. If this service iseXecute transactions on their behalf. Privat
provided, examiners should ensure that an agreanking personnel should not be able to execu
ment between the customer and the client existéansactions on behalf of their clients without
for this service and that it has been reviewed bproper documentation from clients or indepen
|ega| counsel. Typ|ca”y, a client m|ght requestdent verification of client instructions.
that the branch debit a deposit account for credit On February 16, 1994, federal and thrift
card bills, utilities, rent, mortgage payments, oregulatory agencies released a joint statement ¢
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3430.1 Private Banking

retail sales of mutual fund and other non-deposiranches, the premises in this statement are
investment products by federally insured insti-applicable to uninsured branches.

tutions. It reaffirms the agenCieS belief that retail Examiners should ensure that the branch has
customers must be fully informed about risksagreements with customers covering the terms
associated with non-deposit investment productsf any asset management or other services
Branches recommending or selling such prodprovided, and that the agreements are on file. An
ucts should ensure that customers are fullgyaluation of private banking personnel’s ability
informed that the products: (1) are not FDIC-and competence to provide the services offered
insured; (2) are not deposits or other obligationghould also be assessed. If the branch executes
of the institution and are not guaranteed by th@ansactions or performs back-office functions,
institution; and (3) involve investment risks,the examiner should refer to the Securities
including possible loss of principal. Examinersactivities section of this manual for further
should refer to this statement for further guidguidance.

ance. While this statement addresses insured
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Private Banking

Examination Objectives .
Effective date July 1997 Section 3430.2

1. To determine if policies, practices, proce-3. To recommend corrective action when poli-
dures, and internal controls covering private cies, procedures, practices, or internal con
banking activities are adequate and are being trols are deficient or when violations of laws
followed by branch personnel. or regulations have been noted.

2. To determine the scope and adequacy of the
audit function.

September 1997
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Private Banking

Examination Procedures
Effective date July 1997

Section 3430.3

The examiner should refer to the sections of thig.
manual listed below as well as other applicable
supervisory agency manuals for further informaz2.
tion on examination procedures:

» Deposit Accounts section for examination3.
procedures covering deposit accounts, hold
mail, dormant accounts and overdrafts. 4.
Credit Risk Management section for examina-

tion procedures for extensions of credit.

or other similar examination material for
examination procedures to check private bank-
ing activities for compliance with the Finan-

cial Recordkeeping and Reporting regulationss.

The various state and federal agencies may
differ in terms of specific practices and method-
ologies used to implement the following guide-
lines. For further guidance in this area, examin-
ers should consult with their respective agencies.

Federal Reserve’'s Bank Secrecy Act Manudb.

If selected for implementation, complete or
update the internal control questionnaire.
Review policies and procedural manuals, an
internal control activities to determine their
adequacy.

Assess the adequacy of the internal aud
function as it relates to private banking.
Determine, through a discussion with man:
agement, what types of products are offere
to private banking clients.

Review the agreements covering the prod
ucts offered by private banking to determine
that they adequately protect the branch an
the customer.

Assess private banking personnel’s level o
competency to provide the services being
offered to clients, i.e., education, experience
licenses, and the branch’s training program

Branch and Agency Examination Manual
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Private Banking

Internal Control Questionnaire
Effective date July 1997

Section 3430.4

POLICIES AND PROCEDURES 8.

1. Does the branch have up-to-date policies
and procedures regarding private banking
activities?

. Do the policies and procedures cover the
following:

. Definition of the products offered.

. Client account opening procedures.

. Client background checking procedures.

. Account monitoring procedures.

. Token name account requirements.
Account officer’s responsibilities.

. Documentation requirements.

. Segregation of duties.

SQ ™Mo Q0T

9.

OFFICE OF FOREIGN ASSETS

CONTROL AND REGULATION 10

3. Are private banking customers reviewed
against the Office of Foreign Assets Controh_1
and Regulation’s (OFAC) listing of blocked ™™
accounts of foreign individuals and coun-
tries? (Refer to the Other Compliance Mat-
ters section of this manual for more infor-
mation on OFAC).

Do the management reports cover the

following:

. Credit.

. Overdrafts.

. Cash and deposit activity.

. Limit exceptions.

. Past-due accounts.
Missing documents.

. Daily activity.

. Off-balance-sheet exposure (e.g., letter
of credit).

i. Sale of non-deposit investment products

SQTTDOD QOO0 ToD

AUDIT COVERAGE

Does the audit report provide managemer
with an adequate appraisal of the private
banking function?

Does the audit report cover all of the
necessary control concerns and procedure
listed in this internal control questionnaire?
Do management responses indicate th:
prompt and appropriate corrective action is
taken when exceptions are noted?

DEPOSIT ACCOUNTS

Refer to the Deposit Accounts section of this

TOKEN NAMES

manual when reviewing deposit account activi-

ties managed by the private banking staff.

4. Does the branch maintain a listing of all
token name accounts and is there sufficient
documentation to ascertain the customer’s
“true” identity?

. Does management periodically review all
accounts? 12.

. Are there agreements on file that adequately
outline the branch’s powers and limits of
liability?

13.

MANAGEMENT INFORMATION

SYSTEMS 14.

7. Are complete and accurate management
reports received by private banking admin-15.
istrators and senior management on a timely
basis?

HOLD MAIL

Does the branch have a “hold harmless’
statement for hold mail accounts? Are hold
mail accounts tested to ensure hold harm
less statements are on file and are signed t
customers?

Are hold mail statements kept in a secure
area and segregated from the private bank
ing area?

How is hold mail released to customers? (I
should not be given to private bankers to
deliver to the customer).

Are customers required to sign a form
acknowledging receipt of their hold mail? Is
the signature verified against signature

Branch and Agency Examination Manual
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3430.4

Private Banking: Internal Control Questionnaire

16.
17.

18.

19.

cards? Does the form list what mail was27.
received?

What items are kept in hold mail files?

Are hold mail customers required to pickup
hold mail within a specified period? What 28.
procedures are followed if hold mail is not
picked up within specified periods?

Is the overdraft report reviewed and signed
by management on a daily basis? If not,
when is it reviewed? Are approvals within

established limits?

Is there an overdraft aging report and is it
reviewed by management?

Does an adequate audit trail exist in the hold Refer to the Deposit Accounts section of this

mail area?
Does the internal audit function adequately
review the hold mail function?

manual for further questions.

Refer to the Deposit Account section of thisBILL PAYING SERVICES

manual for more questions.

29.

DORMANT ACCOUNTS

20.

21.

22.

23.

24.

25.

Over what time period does an accoun%o'
become dormant? Are dormant account
blocked on the computer system or are alt
transactions on dormant accounts reviewegj2
for authenticity? )
If the appropriate time defining a dormant
account has elapsed and the account is ngg
placed on dormant status, is the reason>:
documented?

Are signature cards for dormant accounts
segregated and under dual control?

Is there an agreement between the customer
and the branch covering bill paying ser-
vices? Does it specify what bills are to be
paid?

What support documents are required as
back-up for bill payments?

1. Are there adequate dual controls and review

of the bill paying function?

Is confidential bill paying information, such
as credit card numbers with expiration dates,
safeguarded?

Are official checks used for bill paying
properly controlled and inventoried?

Who maintains the list of dormant account%REDlT CARDS

and is there dual control/segregation of
duties in place to reactivate dormantg,
accounts? Does the reactivation require
approval from an officer outside the private35
banking department? ’
Does the branch comply with the escheating
State requirements for dormant accounts’?36
Does the internal audit function review™
for compliance with dormant account
procedures?

Does the branch provide credit cards to its
customers?

Are there adequate procedures to safeguard
the cards while they are in the branch’s
custody?

Does the customer acknowledge receipt of
the card upon delivery?

Refer to the Deposit Account section of thisCONCLUSION
manual for more questions.

37.

OVERDRAFTS

26.

Is there an overdraft approval schedule witl38.
limits for each officer? Are the limits
reasonable?

Is the information covered by this ICQ
adequate for evaluating internal controls in
this area? If not, indicate any additional
examination procedures deemed necessary.
Based on the information gathered, evaluate
internal controls in this area (i.e. strong,
satisfactory, fair, marginal, unsatisfactory).

September 1997
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