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Department of the Interior

U.S. Fish and Wildlife Service

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOl aero IT Portfolio Division
• 001 Privacy Act Officer

Name of Project: Environmental Conservation Online System (ECOS)

Bureau: U.S. Fish and Wildlife Service

Office: Endangered Species Program

Project's Unique ID: DOI-ES-M-OOI

Do not email the approved PIA. directly to tile Office of Management and Budget email
address identified Ott the Ex/libit 300 form. One trallsmissioll will be sellt by the OCIO
Portfolio Management Divisioll.

A. CONTACT INFORMATION:

1) Who is the person completing this document? Linda Purviance, FWS,
Endangered Species Program eTO and ECOS Manager, FWS/ES/OPS, 703-358
2080

2} Who is the system owner? Martha Balis-Larsen, FWS, Chief, Office ofProgram
Support, FWSIES/OPS, 703-358-2314

3) Who is the system manager for this system or application? Linda Purviance,
FWS, Endangered Species Program CTa and ECOS Manager, FWSIES/OPS, 703
358-2080

4) Who is the IT Security Manager who reviewed this document? ' David B.
Smith, FWS, Chief Infonnation Security Officer, FWS/IRTM, 703-358-1905

5) Who is the Bureau/Office Privacy Act Officer who reviewed this document?
Johnny Hunt, FWS, PDM, 703-358-2504

6) Who is the Reviewing Official?
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Department of the Interior
Privacy Impact Assessment Template

Narne of Project: r'; '.Q..E ((\o..v'l6..~ Q.W112l'\-\: ::f'~0?1 o.,(QV\ 5'(..1';~W\

Bureau: ~uJ5

Project's Unique ID: OJ0- /B-ol- oS ~2. - '~01-DO

Once the PIA is completed and the signature approval page is signed, please provide
copies ofthe PIA to the following:

- Bureau/office IT Security Manager
- Bureau/office Privacy Act Officer
- DOl OCIO IT Portfolio Division
- Dar Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
em~n address identified on the Exhibit 300 form. One transmission will be sent by
the DCID Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization

and contact infonnation). ~Ol-t~ th.... \/l\) Fc.v5 ~@.~\f4.t.'~ Acst (l (free'(\..... I

J) v- QCt. ~%l ~ 1)~R.~c"t \\fOb VY'l6 1l'1.'t .

2) Who is the system owner? (Name, organization and contact information).

¥-<?Vl CifWV1MW1!).l.,\~ e·d~ .etelCQ. oR S-~fi>~mo.\"'l'oV\ ~1~ND\lJ~~ tft~m't
JJC\In,via t W:L'UL ~0- \l. ••L1. '" Q.. '5'1S~ y1")

3) Who is the system manager for this system or applicati~(Name,
organization, and contact information).

AvDft€f\ OL'SOV\} \:='C05 - tJ W-R~

4) Who is the IT Security Manager who reviewed this document? (Name,
organization, and contact information)c.'

Vo.,,~t) O. b)'11~+~,"1 f\\ \f{\) ~w3

5) Who is the Bureau/Office Privacy Act Officer who reviewed this
document? (Name, or~anization, ~d contact infonnation). "I-

~N.VI~~ Muvlt-, ~Ol.:c~ ~b""\(~~\l~r fflv\iQ,Jl?-lh-el-'I<\; \-.-WS'
6) Wh~Re~ing Official? (According to OMB, this is the agency CIa

or other agency head designee, who is other than the official procuring the
system or the official who conducts th~ PIA).

M~c{.l.(),~l \-l~uJQ.tl j A1- TRTVh I ~vJS



-- ·,1 t

SECTION I

Department of the Interior
Privacy Impact Assessment Template

Name of Project: Science Exchange Program System
Bureau: US Fish and Wildlife Service
Project's Unique ill: None

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer

- DOl OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office ofManagement and Budget email
address identified on the Exhibit 300 form. One transmission will be sent by the OCIO
Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name. title. organization
and contact infonnation).

Mike Brewer
US Fish and Wildlife Service
Infonnation Resources and Teclmology Management
Branch ofData and Systems Services
Systems Development Team Leader
755 Parfet Street, Suite 215
Lakewood. CO 80215

2) Who is the system owner? (Name. organization and contact information)

Terry Sexson
FWS Research Coordinator
Region 6
Lakewood, CO. 80225
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Department of the Interior'
Privacy Impact Assessment T~mplate

Name ofProject: ~r~·("itLl (I '?JRo.R.J ~1.s~ti-?
Bureau:· f'"WS'
Project's Unique In: . 'US'

Once the PIA is completed and the signature approval page is signed. please provide
copies ofthe PIA to the folIo~fug:.

- Bureau/office IT Security Manager
- Bureau/office Privacy Act Officer

.. - DOl oCIo IT Portfolio Division
- . DO! Privacy Act Officer

Do not email the approved. PIA directly to the Office. ofManagement and Budget . ,
email address identified on the :E~ibit ~OO form. One tr~DsmJssJonw!lJ be sent by
theOCIO Portfolio Management D1~I~D.

Also refer to the signature approvafpage at the end ~f thb document.

A. CONTACT INFORMATION:'

1) Who Is the person ~mpJeting this docu~ent? (Name. title. organization
and contact information). t) A

Jo~~ ~WIli J , Mb f FU0 S ,
2) Who is 'tbe .system owner? (Name. organization and contact information).

craif; f{1eJll.I,,--: vSFwS!£4
3) Who J5 the system manager for this system or application? (Namo,

, 'organizaijon, and contact information).
ct;,ft's a YQ~ u5fTc.<S t<~/['..4- ?~.., 7~ 3f~?

c...iut./._7~~ eFtr.$',/JtPv .
4) Who is the IT Security Manager who reviewed tWs document? (Name.

organization, and contact infonnation). (" r-: (' .
'Do...,."d) 'B. £'l\tc'Hl. I '?v \\SV}'l; 0-~ iU)-..)

# 2/ 4.

S) Wbo is the Bureau/Office Privacy Act Officer who·reviewed this
docuJPent? (Name, organization.~d contact infurrr!atiog).

~O\{~V"\ {.\U-V\~) ~bvn I U~FW.5~
6) Wbo Is tbe Revtewing Official? (According to OMB, this is the agency ere

or other agency head designee, who is other 1han the official procuring the
system aT the official who conducts the PIA).

Nb eM Cl Q. L ~--h~~-E! l .
A~~~--t U{ecC:~ - 2fV\~~--t~Of'\ ~V.R~QS ~~(2C\AN<ll~ MUM t
C \0 /USR.A\ S

I.



Department of the Interior
U.S. Fish and Wildlife Service

Privacy 1m pact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• Dor aCIO IT Portfolio Division
• Dor Privacy Act Officer

Name of Project: Region 9 Washington Office LAN

Bureau: U.S. Fish and Wildlife Service

Office: IRTM

Project's Unique ID: 010-18-02-00-03-2050,-00

Do not email the approved PIA directly to tlte Office of Management and Budget email
at/dress identified 011 the Exhibit 300 form. One transmission will be sent by tile OCIO
Portfolio Matlagemeut DivisiO/l.

A. CONTACT INFORMATION:

1) Who is the person completing this document?

John Hunt Network Operations Specialist

2) Who is the system owner?

Hope Mentore-Smith Deputy cra

3) Who is the system manager for this system or application?

Antonio Chantre Chief, Branch ofTechnical Services

4) Who is the IT Security Manager who reviewed this document?

John Hunt Network Operations Specialist

1
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Department of the Interior
Privacy Impact Assessment

r, UC:

,

Name of Project:
Bureau:
Project's Unique ID~

UP!:

R1IRNGSS
USFWS
R7lRN DOI-FWS~G-002

OlO-18~02...00-03w2050-00..404...139

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

- Bureau/office IT Security Manager
- Bureau/offioe Privacy Act Officer

DOL OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Div!sion. .

Also refer to tbe signatur-e approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the penon completing this document? (Name, title. organization
and contact information).

Mark Rl.lssell~ RlTSM, USFWS Alaska Region
1011 E Tudor Road, Anohorage, AK 99503
907.786·3396,907·786-3652 (Fax)
Mark_Russell@fws.gov

2) Who is the system owner? (Name. organization and contact information).

Danielle Jerry
ChiefDivision ofNR and Realty~ USFWS Alaska Region
lOll E Tudor Road~ Anchorage, AK 99503
907-786-3335,907-786-3901 (Fax)
Danielle_Jerry@fws.gov

3) Who is the system manager for this system or application? (Nanle,
organization, and contact information). .

Stephen P Hanson, eTO, USFWS Alaska Region
1011 E Tudor Road. Anchorage, AK 99503 .

mailto:Danielle_Jerry@fws.goY


Department of the Interior
U.S. Fish and Wildlife Service

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOL OCIO IT Portfolio Division
• DOL Privacy Act Officer

Name of Project: Environmental Conservation Online System (EeOS)

Bureau: U.S. Fish and Wildlife Service

Office: Endangered Species Program

Project's Unique ID: DOI-ES-M-OOI

Do not email the approved PIA directly to the Office of Management and Budget email
address identified on the Exhibit 300 form. One transmission will be sent by the OCIO
Portfolio Management Division.

A. CONTACT INFORMATION:

1) Who is the person completing this document? Linda Purviance, FWS,
Endangered Species Program CTa and BCOS Manager, FWS/ES/OPS, 703-358
2080

2) Who is the system owner? Martha Balis-Larsen, FWS, Chief, Office of Program
Support, FWSIES/OPS, 703-358-2314

3) Who is the system manager for this system or application? Linda Purviance,
FWS, Endangered Species Program CTO and BCOS Manager, FWSIES/OPS, 703
358-2080

4) Who is the IT Security Manager who reviewed this document? David B.
Smith, FWS, ChiefInfonnation Security Officer, FWS/IRTM, 703-358-1905

5) Who is the Bureau/Office Privacy Act Officer who reviewed this document?
Johnny Hunt, FWS, PDM, 703-358-2504

6) Who is the Reviewing Official?

1



Department of the Interior
Privacy Impact Assessment Template

Name of Project: E",J('l,',-.te€'I'l2("'(j F"'~'\..~+N;:$ VV\O-~C<:..11/A'¢;-t Y%~'ld\\'ol"\ Sls'1t~t'\

Bureau: ~~

Project's Unique ID: b: F fJ\'( 'S

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information). 0 <c~ cf\u.\A""'\ ) fAD 1 ~1J'iY' (FWS

2) Who is the system owner? (Name, organization and contact information). c-
fttut.. K AI..\.C~ , 0.'-J,SCoV\ oR b<:J \''''Q\2.R,(''~ ) LAS. F:'5r.t t lJJ:L])L~R ....::>E:RV,·tE

3) Who is the system manager for this system or application? (Name,
organization, and contact information). c--

BRG...'\) TI-\"R~; I '"\:)i \I':~<DV\ o.\C",~;,JQQ.R~<:J' V\ s. r.~t-l. ~ Lv ~l 'DLll~ ..) ~v[tQ

4) Who is the IT Security Manager who reviewed this document? (Name,
organization, and contact information). W\

~o...'':HV~. 5ml,\"'" ~CA'itEp..V\. :rv<rORl>~o.\)Ov'"' \'f:CKfIjOl~ ~[",cCA-e~ ~iJ....
O...j~C;;:.'O,,,, o-Q ±vt.J:'C>'tV"CtT\~O''\ KE.salJ~('~ T6.C'HAX),.~..'(j- vi''qWlTJlA.'t. FevS'

5) Who is the Bureau/Office Privacy Act Officer who reviewed this
dQcument? (Name, organ~ation. and conAactrinformation). fY1 t \-1. \ r

.jDt1.II\V\-c'4 "t\uV\.T I ~0:)i?;().'\. 6-\;' V~ ....~t:s ~ D~Re.c'f"(\JCJ'S w\trtA I r VV2J

6) Who is theReviewing Official? (According to OMB, this is the agency CIa
or other agency head designee, who is other than the official procuring the
system or the official who conducts the PIA).

N\;crtC\eL. \-\OuJE: l\ ! c.. \0

fA ~s;stdV\\ "1J~~E:.c'roR.., -r~\ ffi
V. S. 0-st-\ ~ V\j~ LD L {{tL S~R\j >c~



Departm'ent of the Interior-
Privacy Impact Assessment Template

Name of Project: ~l-~r~tU ~('?:JRO.l<J -~I <S~tt?
Bureau: f""WS'
Project's Unique ID: . -bLs-

Once the PIA is completed and the signature approval page is signed. please provide
copies of the PIA to the following: ,

- Bureau/office IT Security Manager
- Bureau/office Privacy Act Officer
- DOl oCIO IT Portfolio Division
- ' DOl Privacy Act Officer

Do not email the approved PIA directly to the Office ofManagement and BUdget' ,
email address identified on the Exhibit ~OO fonn. One tr:.ansmJsslon will be sent by
the OCIO Portfolio Management Divt.si~D.

Also refer to the signature approval page at the end of tbis document.

A. CONTACT INFORMATION:'

1) Who js tbe person completing this document? (Name, title, organization
and contact information). A
Jo~~ -UlLVl'\" ? b I r-UJS

2) Who is 'the system owner? (Name, organization and contact information).

craif!J R)e~'?/~ VSPwS/£4

3) Who is the system manager,for this system or application? (Name,
organization, and contact information).

CJ~,.{t'S a. y~~ uS~ r<)/[4- 'fc", 766 3f(.19
ctud:_ 7~", ~Fw.5;/)tP,,/'

4) Who is the IT Security Manager who reviewed this document? (Name.
organization, and contact information). (" r- .
~\J-~ D 13. ~/VI. ( '\\\. / ~ \\Svn I lA ~ r-LUS

S) Who is the Bureau/Office Privacy Act Officer who reviewed this
docuQlent? (Name. organization.~d contact in~ati0!!l.
~ ~H-t~VI {-\ lLl/\'1"" \ r'bvn I l)"~::> FW-5'

6) Wbo is the ReVi'twing Official? (According to OMB, this is the agency CIO
or other agency head designee. who is other than the official procuring the
system or the official who conducts the PIA).

fV\.iCtv{OQ L 4aw{ ~ l
A~~VI,"'i U(eEc~ - ~~~~-.r~o~'\ ~"'R.~QS ~~€CV-N~l~ M~ Mt
C\O/lAS~S



Department of the Interior
Privacy Impact Assessment

Name of Project: Data Tracking System
Bureau: USFWS
Project's Unique 10: 010-18-02-00-02-2415-00

Once the PIA is completed and the signature approval page is signed, please
provide copies of the PIA to the following:

- Bureau/office IT Security Manager
- Bureau/office Privacy Act Officer
- 001 OCIO IT Portfolio Division
- 001 Privacy Act Officer

Do not email the approved PIA directly tothe Office of Management and
Budget email address identified on the Exhibit 300 form. One transmission
will be sent by the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title,
organization and contact information).

Omari Sanders, IT Consultant
USFWS
Division of Information Resources and Technology Management
4401 N. Faitiax Drive, Room 340
Arlington, VA 22203
Tel: (703) 358-2158
Email: OmarLSanders@fws.gov

2) Who is the system owner? (Name, organization and contact
information).

Nicole Alt, Special Assistant to the Deputy Director
USFWS
MIB 3238
Washington, DC 20242
Tel: 202-208-4545
Email: Nicole_Alt@fws.gov



United States Department of the Interior
Fish & Wildlife Service

Environmental Facility Compliance Audit
Tracking System Database (EFCATS)

Privacy Impact Assessment

Date: June 20, 2008

Version: 1.0

Prepared by:

Fish & Wildlife Service
4401 N. Fairfax Drive
Arlington, VA 22203



Enterprise Core Network Services
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Branch of Communication Technology
Lakewood, CO

Enterprise Core Network Services PrIvacy Impact Assessment

Last updated: Augusl 22, 2005

Abstract

Enterprise Core Network Services provides the infrastructure necessary to facilitate Web and intranet application

hosting, directory services, and other network services for the Bureau enterprise network. It does nOL store or

otherwise house personal data or data of any type. This document fulfills OMB Exhibit 300 and Certification and

Accred i ta tion requ ire IIIents.



Department of the Interior
Privacy Impact Assessment Template

Name ofProject: (;:, (\ v l.o/\I't't.Nrl(.l! 'j~r:;/f (V1,''J k~ ~:A';t.-( h .lVf',)(' lu*.. (<.' ')~")/)
Bureau: P()..J~ MOl') '.x.., r,., fli;,/Vlf;: h~1 )"I'~ 1.f 1"7. Set15)

Project's Unique10:. .,
LPtL UP I (vel.:.. ~ U 16 ~f y-- U t-<.),~ - UJ;...:) ~ ,'if:;O - <Xl - ,,(C/'-I-/Y~

Once the PIA is completed and the signature approval page is si~ncd. please provide
copic:o: of U1C PIA t<) the following:

Bureau/office IT Security Manager
Burcau/otTicc Privacy Act Officer
DOl cero IT Portfolio Division
001 Privacy Act Officer

Do not email the ~pprovcdPIA di.-ectly to the Officc of Mana~emcntand Bud~ct

c:mail address identified on thc Exhibit 300 form. One tr~msmis...lon will be scnt by
tbe OCIO Portfolio Management Division.

Also refer to the si~natu('c approv1lI P~\~C at the cnd of this document.

A. CONTACT rNFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact inform:nion). .' (

....b+l.~~ rt-\I>..~i: , {)f¥J i ~DWI rw"S"
2) Who i~ the system owner? (NOlm\;, organi:t~lli(,n and contact information).

'l:J E3>o~cq.\ G fl...~~Vl r (0 ~"t«::....,C-L- Gi~(l<:... tM.. 'L TVt'~~~fTtc~>'\ 5"rJ'i:{.Jr;V1:5'

CC:()~U f rJ A'\"O f<- '-'\"'S r-W S
3) Who is the systcm manager ror this system or applic:ltion? (Name,

organization, and contact information).
\ \ \

oo..t-nQ 0'S ~N i"\t. \lYl 'l ) C'\.~O\$L

4) Who is -the IT Security Manager who reviewed this do<::ument? (Name.
organization, and contact information). ':"I, 0 f'. ,D •

.l:)Ct v~ e:.. ~. :5~~\. H B 1"f0 01, :V . ..J is.' DA 0".' :r-1'-"\"O~J<OI~UA 1\ E:.scu.~ c.Q ... ~I
I 'r::CW"-OLo..r-~ ~N\,t I U~~

S} Who is tb(~ Burc.m/Officc Priv:lcy Act Officer who r~1bWceNhjs
d.ocumcnt? (Name, org~ation. and con~t in1;Qrrnation). '\"\, crI't-', If).$ ifI\o. 'i--
.,.'Jo t-lVll'o.~ U\).\I\"'t",..\j ~\.l ~'S~~ 0\' 'Va Cc§ t- J,...h~~ I t~ ntl\)J? tnel'1 ,

6) Who is tiiCRcvicwing 6mcial? (According to OMB. tim; is the agency CIO
or other agency head designee, who is other than the official procuring the
f>~tcm or the official who conducts the PIA).

XJ~ :Ct\CtCL j, \-l~v.jC(l
Ass (~ ~a u.-=t t :~ EC~ -:Iu~V-t(nlbf'.. e£~ou..R,(\<S ~ c.y)QHNOL.~ MV#l

(10

II ~r-llJS



J R""1' LVl. J Ie. (',
! jQ/O-7

Department of the Interior
U.S. Fish and Wildlife Service

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOl OCIO IT POltfolio Division
• DOL Privacy Act Officer

Name ofProject: Federal Aid Management System (FAlMS)

Bureau: U.S. Fish and Wildlife Service

Office: FAlMS SUPPOlt Center, 755 Parfet Street, Ste. 377, Lakewood, Colorado 80215

Project's Unique ID: 010-18-04-00-01-1010-00

Do not email the approved PIA directly to the Office of Management and Budget email
address identified on the Exhibit 300 form. One transmission will be sent by the OCIO
Portfolio Management Division.

A. CONTACT INFORMATION:

1) Who is the person completing this document?
Debra Wircenske, Grants Management Specialist/Trainer, Fish and Wildlife Service,
Division of Federal Assistance Ph: 303/275-2350.

2) Who is the system owner?
Jim Greer, Chief, Division ofFederal Assistance; Fish and Wildlife Service Ph: 703-358
2156.

3) Who is the system manager for this system or application?
Luther Zachary, FAlMS System Manager, Fish and Wildlife Service, Division of Federal
Assistance Ph: 303-275-2342

4) Who is the IT Security Manager who reviewed this document?
Peter Hitchcock, FAlMS IT Security Manager, Fish and Wildlife Service, Division of
Federal Assistance Ph: 303-275-2365

1



Department of the Interior
Privacy Impact Assessment Template

Name of Project: r'; IQ.~ {f\O-VlCL~Q.l-rll?lt\"1 :1~I'2.m"'·\-)OV'\ 5 j S T-f>\'V\

Bureau: ~w5

Project's Unique ID: 0 J0- J8·01- oS~~ - "01- DO

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization

and contact information). ~O\'\trwt-<J t\v-V\\) FOJS. ~~n\l(\"(~ Act afr-e[R J

Dr 0· PCt-. ~~ ~ 1)"R.~C~ 'i\JQ0 Vile trti .
2) Who is the system owner? (Name, organization and contact information).

)(<?Vl C"l~lHtt\Ll"'1UV\ C\-1 ~~ ~\CQ o-R S-'I1f{,~l11o.'\"tOLl\ ~ IfC'}1ND'V~\) lfl~mT
I NC\\CDvto.( W.'L ul~.()<:L ~~(l J'1Sit?fJI

3) Who is the system manager for this system or application. (Name,
organization, and contact information).

~vD/?.-8\ OL'S'OV\) ~UjS - NWR'S

4) Who is the IT Security Manager who reviewed this document? (Name,
organization, and contact information).

»0. \i~'b O. '?;y'Yl2h~, 'I~\ \f(\) rWS

5) Who is the Bureau/Office Privacy Act Officer who reviewed this
document? (N.ame, or~anization, 1l{1d contact information). ___

A..~N.\i\VLV"\ \-\ u viI I t'CL-:c.;;) kD',.Ke'~~\irS' mOVQ~~t..~Vl') \-- ws
6) Wh~e ReUing Official? (According to OMB, this is the agency CIa

or other agency head designee, who is other than the official procuring the
system or the official who conducts the PIA).

M:c {\o.Q. t \J..~uJ~ l\! A1-.\- K\vV'I I ~vJS



Branch of Communication Technology
Lakewood, CO

FWS Messaging

Privacy Impact
Assessment

FWS Messaging Privacy Impact Assessment

Last updated: June 20, 2005

Abstract

This document fulfills OMB Exhibit 300 and Certification and Accreditation requirements for FWS Messaging.

A PIA has already been completed for this system as part of the Department of the Interior's Enterprise
Services Network.



Department of the Interior'
Privacy Impact Assessment Template

Name of Project: We/.., e~~k~ i",-fo-rIVlA-f,._: -tlvM -the.. ,~tv1 'LJ.p.+-e~G~eJ
Bureau: FwS' . , ~biiaf 1lnt:t~5U
Project's Unique ID:

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following: ,

- Bureau/office IT Security Manager
- Bureau/office Privacy Act Officer

- - DOl Oem IT Portfolio Division
- ' DOl Privacy Act' Officer

Do not email the approved PIA directly to the Office, of Management and Budget - 
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Divisi~n. .

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:'

1) Who is the person completing this document? (Name, title, organization
and contact information).

2) Who is 'the system owner? (Name, organization and contact information).

S~WQ~ Fe..f.er, 'Fws 6v.lfaf-tvlaifl.e ~lal r108~M

. 2.C>7- 78'/~ 6~~ tt -
3) Who is the system manager for this system or application? (Name,

organization, and contact information).

'l(C)krT !bus.~ r HvS G-OY'1?/ 1-07-7~ l-ff3~if -
4) Who is the IT Security Manager who reviewed this document? (Name,

organization, and contact information).
1",'1.). B. St<\ I'1"\-' >Cot $ 0 . ,
F~511fl.rrM I~~fYl' 1~-3S'8 -lqoS

5) Who is the BureaU/Office Priyacy Act Officer who-reviewed this
document? (Name, organization, and contact information).

6) Who ~s the Reviewing Official? (According to OMB, this is the agency CIO
or other agency head designee, who is other than the official procuring the
system or the official who c~nducts the PIA).



Division OfInformation Resource and Teclmology Management
Arlington, VA

IDEAS PO

Privacy Impact
Assessment

IDEAS PO Privacy Impact Assessment

Last updated: August 11, 2005

Abstract

The Interior Department Electronic Acquisition System - Procurement Desktop (IDEAS-PD
PD) is a Department ofInterior (DOl) automated procurement system used by all DOl Bureaus..
It does not store or otherwise house personal data. This document fulfills OMB Exhibit 300 and
Certification and Accreditation requirements.



Dep:lrtment Qfthc Interior
Privacy Impact Assessment Temv.late

f --" I C' (: I/lIlA ))5)
Name of Project: .ill ...('/"t~( /) v<: ;Y1tyJ O/l() ./.)0" tt; .Y/V'(/-

Bureau: R)..;S
Project's Unhlue 10: . _

COle IvP ~ (<..:.d!L.= 010 ~ \"6" - 0\ - OJ.- -OJ - ,~BS - co .- /11- 0'-:7 7
Once the PIA is completed nnd the signature approval page is signed, pkasc provide
copies oCtile PIA to the following:

Bureau/office IT :;ccul'ity Manager
Burcaulotllcc Privacy Act Officer
DOl aClo IT Portfolio Division
DOl Privacy ACl Officer

Do not email the approved PIA directly to the Office of M:lna~ementand Budget
<:m;ti( address identified 011 the Exhibit 300 form. One tr:msmis.lOion will bl.~ sent by
the OCIO Portfolio M:magement Division.

Also refer to the si~n:1tu..c :.lpproval pn~c llt the end of this document.

A. CONTACT fNFORMAnON:

1) Who is the person completing this document? (Name, title. organb:ation
and contact int()rmmion).
Je+-lV\~ \-\.LAVI"""t-, ~A() I USFv.JS

2} Who is th.C syst~nl owner? (Nmnc. offiani~...'ll.ion and co~tact inlOrmntion). " "r
M:ct-/.o.e.L. .j. ~Ull;"etl A3C;'~lq/,"\i :sJ",Qe<:~1Q, - "'JI~tbAl"1ll't(~.r'I R..(ff.)l:v.f<..cQ:;, ~ f:(\ttl't/0W

_ I ik..9~0-~Q \,.Y1~~ 't ~ c: 10

3) Who is tbe system manager for this system or ~pplicntion?(Namc,
or~anization?and contact information).
-UIC&WQ..~ GR.~~N I tJo.,\~D"'(H G'XS: Ccol-1~~vcn"OK I U.S rW3

4) Who is the IT Security Manager who reviewed this document? (Name,
org:lOi:t.atioo, and cont,lct lnfQ....nn,ltion). ( I <:' f1,. \ '"

Do'l I D "B -S M 11l-l t n lIS ty1) \A.) t" VV..j

5) Who is the Burc:tu/O!t'icc Priv~cyAct omccr who reviewed this
document? (N~e, otsani~iQn,_a,d~on1.Actinfonnation).
~Dt-t,,~} HuV)\; :V0f\) I~ J

6) Who is the ~cviewiogOfticiar? (According to OMB. this is the agency CiO
or other agency head designee, who is other than the official procuring the
system or the official who conduct!> the PIA).

N (c tJ.,a. b L ~. +tOW~ II .
AJ"O" s1-A vtt lJ :'R CC"TOk. - I""""~\Vh

CiO
\A~.f"WS



Department of the Interior

...............IJ.~S._.Fjsl1...an,d Wild.1ife..Serv.ice ..

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOL OCIO IT Portfolio Division
• DOL Privacy Act Officer

Name of Project: (:CR\N\ t...AAJ)

Bureau: U.S. Fish and Wildlife Service

Office: Division ofInfonnation Resources and Technology Management (lRTM)

A. CONTACT INFORMATION:

1) Who is the person completing this document?
Jeff Monroe, IT Security Analyst, FWS/JRTM

2) Who is the system owner?
Hope Mel1tore-Smith, Division of IRTM, Chief and Deputy Chief Information
Officer, FWSIIRTM

3) Who is the system manager for this system or application?
Ellen Waterman, Branch of Communications Technology, Chief, FWS/IRTM

4) Who is the IT Security Manager who reviewed this document?
Jeanne Tallent, Chief Information Security Officer, FWS/lRTM

5) Who is the Bureau/Office Privacy Act Officer who reviewed tJlis document?
Johnny Hunt, Privacy Act Officer, FWSITRTM

6) \Vho is the Reviewing Official?
Hope Mentore-Smith, ChiefInformation Officer (Acting), FWS/IRTM

B. SYSTEM APPLICATION/GENERAL INFORMATION:

1) Does this system contain any information about individ uaIs'?



Department of the Interior
Privacy Impact Assessment Template

Name of Project: J-.Af.<.E '5t-u.~ecv\ -w.~~C\.\6:fl~ lh\q"EA.~ CtNb G l S
Bureau: f""LDS

Project's Unique ID: LS',1)

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer

- DOl aeIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information). /
~t)t-1'Y)~ +-~IA.VlT,?Ao I pbM FWS

2) Who is the system owner? (Name, organization~d contact information). l
C\4fHS C4-S1'"f~t..\DV1~ ,~,()£ Ofl~.S.\ (6..15 'S'ttc(Qd'S"t l Lo~£)7l GRCE'~{ A+t
~"'S~~~ 'KE0G.wQ.C'~'S' of('( ("~

3) Who is the system manager for this system or application? (Name,
organization, and contact information).

LS 0. vYl <2- A~ (" ;J I a') 1 )

4) Who is the IT Security M.anager who reviewed this document? (Name,
or~.mnizzation, and contact information). ~ n ..--. C\.

lli\J 1\) '6- 'S/RiI. t\ r t3 1':'SNI) (...J f';;l~ec.;, )oJ D~· ..1 tJThE'W'Ct"'\lDY\ ~E&:>LIJ¥t

u-v":b \~W'NOl~M~.u,*,
5) Who is the Bureau/OffiCeJRJrivacy Act Officer who reviewed this

document? (Name, organi~ion, a~d con1f\cN.nformatipnJ... - ~ -::'\ ()1 ~

~ o\""\.lJ~ '1ullft" I .DNiV.6tJ 0\) <VOL~~ ~ U\Rt:.eTNE-.; \ ~ijA.'
6) Who is the"lteviewing Official? (According to OM~, this is the agency CIO

or other agency head designee, who is other than the official procuring the
system or the official who conducts the PIA).

AlL "lCH. a. eL .j. ~GWQ. { I _
.As S;~v\\; ~(~Ec~ I T'1.4eWlClt(bl-\ ~e~6J.Rc.eS f \EL'f-W~

A{) vv\ t \ CJ 0
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United States Department of the Interior
Fish & Wildlife Service

u.s.
FISH & WILDLIFE

SERVICE

LEMIS
Privacy Impact Assessment

Date: June 16, 2005

Version: 1.2

Prepared by:

Fish & Wildlife Service
4401 N. Fairfax Drive

Arlington, VA 22203

1



Department of the Interior
Privacy Impact Assessment

Name of Project: Service Permit Issuance and Tracking System
(SPITS)
Bureau: U.S. Fish and Wildlife Service
Project's Unique ID#: SPITS-DOI-FWS-M-012

010-18-01-24-02-0000-02

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization and
contact information).

Phil Koscheka
ChiefTechnical Officer, Migratory Birds
11510 American Holly Drive
Room 209
Laurel, MD 20708
Office: (301) 497-5814 or (703) 358-2167
E-mail: phil_koscheka@fws.gov

2) Who is the System Owner? (Name, organization and contact information).
Paul Schmidt
Assistant Director - Migratory Birds
1849 C Street, NW
Room 3250
Washington, DC 20240
Office: (202) 208-1050
E-mail: paul_r_schmidt@fws.gov

1



Ucpartment of the Interior
U.S. Fish and Wildlife Service

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOl aCID IT Portfolio Division
• 001 Privacy Act Officer

Name of Project: NCTC LAN DOI_FWS_59

Bureau: U.S. Fish and Wildlife Service

Office: National Conservation Training Center

Project's Unique ID: 010-18-02-00-03-2050-00

Do not email the approved PIA directly to the Office of Management and Budget email
address identified on the Exhibit 300 form. One transmission will be sent by the OCIO
Portfolio Management Division.

A. CONTACT INFORMATION:

1) Who is the person completing this document?
JOM Kesecker
NCTC IT Specialist
304-876-7427

2) Who is the system owner?
Steve Chase
NCTC Special Assistant to the Director
304-876-7266

3) Who is the system manager for this system or application?
Keith Mantheiy
NCTC Branch ChiefITR
304-873-7224

4) Who is the IT Security Manager who reviewed this document?
JOM Kesecker
NCTC IT Specialist
304-876-7427

1



Department of the Interior
U.S. Fish and Wildlife Service

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOl OeIO IT Portfolio Division
• DOl Privacy Act Officer

Name of Project: NCTC LAN DOI_FWS_59

Bureau: U.S. Fish and Wildlife Service

Office: National Conservation Training Center

Project's Unique ID: OlO-18-02-00-03-2050~OO

Do not email tile approved PIA directly to the Office of Management and Budget email
address identified 011 the Exhibit 300 form. One transmission will be sent by tlte OCIO
Portfolio Management DivisiOll.

A. CONTACT INFORMATION:

1) Who is the person completing this document?
John Kesecker
NCTC IT Specialist
304-876-7427

2) Who is the system owner?
Steve Chase .
NCTC Special Assistant to the Director
304-876-7266

3) Who is the system manager for this system or application?
Keith Mantheiy
NCTC Branch ChiefITR
304-873-7224

4) Who is the IT Security Manager who reviewed this document?
John Kesecker
NCTC IT Specialist
304~876-7427

1



Department of the Interior
Privacy Impact Assessment

Name of Project: Online Training Information System (OTIS)
Bureau: US Fish and Wildlife Service
Project's Unique ID: 010-18-01-04-02-1810-00-305-110

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OeIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information).

Karin Christensen
Chief, Facility Operations
National Conservation Training Center
698 Conservation Way
Shepherdstown, WV 25443
304-876-7222
304-876-7223 fax
Karin_Christensen@fws.gov

2) Who is the system owner? (Name, organization and contact information).

James (Jim) Willis
Deputy Director, NCTC
698 Conservation Way
Shepherdstown, WV 25443
304-876-7263
304-876-7227 fax
Jim_Willis@fws.gov



Departlnent of the Interior
Privacy Impact Assessment Template

Name of Project: National Digital Library System
Bureau: US Fish and Wildlife Service
Project's Unique ID:

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT SecUlity Manager
Bureau!officePlivacy Act Officer
DOl OCIO IT Portfolio Division
DOl Plivacy Act Officer

Do not emailthe approved PIA directly to the Offi,ce of Management and Bu(lget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIOPortfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Whoisthe person completi.l1g this document? (Name, title, organization
and contact information), Troy Bunch, Chief, Branch of Broadcasting and
AIV, Public Affairs, US Fish and Wildlife Service, 703358-2153.

2) Who is the system oWIler? (NaIIIe, orgaIlizationand contact information).
Troy Bunch, Chief, BranchofBroadcastingandAIV, Public Affairs, l!S Fish
and Wildlife Service, 703358-2153.

3) Who i~ the system manager for this system or application? (Name,
organization, and contact information).

• Anne Roy, NCTC Conservation Library, NCTC, US Fish and Wildlife Service,
304876-7399.

• Chuck Young, Records Manager, R7, US Fish and Wildlife Service, 907 786
3909.

• Nan Rollison, Audio Visual Specialist, WO, Public Affairs, Branch of
Broadcasting and AIV, 703 358-2143.



Department of the Interior
U.S. Fish and Wildlife Service

Privacy Impact Assessment
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Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOl aClo IT Portfolio Division
• DOl Privacy Act Officer

Narne of Project: Personal Property Management System Privacy Impact Assessment

Bureau: U.S. Fish and Wildlife Service

Office: Business Management and Operations, Division of Contracting and Facilities
Management

Project's Unique ID:

A. CONTACT INFORMATlON:

1) Who is the person completing this document?
KathyN. Daum
Chief, Branch ofFacilities and Property Management
Division ofContracting and Facilities Management
703-358-2289
kathy_daum@fws.gov

2) Who is the system owner?
Robert Ashworth
Chief, Division ofContracting and Facilities Management
703-358-1903
robert ashworth@fws.gov

3) Who is the system manager for this system or application?
Harry W. Furr N
Service Property Manager
Division of Contracting and Facilities Management
703-358-2289

1
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Name of Project: C{(\c~oL

Bureau: FW5
Project's Unique ID:

Department of the Interior
Privacy Impact Assessment Template

!Jawcs it C()VJ'i'RO- rVUV\i5Ct<5 ~ W~l.~ t~ CO~1s&?vatiofl'
Ms-,!\s

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
andcontactinformation).;::t;f(;t),VY ll/u.vT pw) <f/;(!t)/AC'I ACT O~r(l.?-"2

-flit) l"'o/-IC Y 4- P JI€.2cT,V'E) /l//5 VI.1..f.

2) Who is the system owner? (Name, organization and contact infonnation).

~RI'C ALIJOe...e...o--, DZ\j S:"O\l1 crR ReA\.l-<t I rtAJ:5

3) Who is the system manager for this system or application? (Name,
organization, and contact infonnation).
~t\5b~R\ \fr\A ( Co 1\ f \J >S_::5 ~on &-\l ~-E"~ L~ , ~W 'S

4) Who is the IT Security Manager who reviewed this document? (Name,
organization, and contact information).

~O:N~-P B, Svrn~ , :rR\\IY\ ( ~V\l5

5) Who is the Bureau/Office Privacy Act Officer who reviewed this
document? (Name, orgam.·zation, and contact inforrwtioR)· .' ,\ rilA ff.,

~ ()~vt VI. \-tv\' Vt'\ J)~ \.I"$.: lS'"\ 6\' Vd L~(~, ~, J.j ~A tzC't \ve5' vr~ft1 f

6) Who is the Review~Official? (&cording to OMB, this is t~agency cIa r\AJ5
or other agency head designee, who is other than the offiCial procuring the
system or the official who conducts the PIA).



Department of the Interior
Privacy Impact Assessment Template

Name of Project: '~f-S'l ~c>DE 0.5'( ~~O\X):sa.L ba..~o:~f\:5E
Bureau: r:-w'S
Project's Unique ID: -\J U{J

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
001 OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information). 0
~OO;-\V1~ t-{ ~vi, I f\D I \A.S'~

2) Who is the system owner? (Name, organization and contact information).
~.f; ~~it Wr(soV\ ( (\-\(~ 1J~IJ~s:G\'\ ~ ~oJ~RCVlv}l~I1~L Cc,~'1"l:lm:f\OV{'t-:s

L-\.S VWs
3) Who is the system manager for this system or application? (Name,

organization, and contact information).
\< E: \ \.. IJ\ G. EER. 0 S 1;\ ~ W\L"DL(~ ~ f C!LOcrISt . E:.V' \J ~ Q. Cv\ mQJ1"tej L-

'-.,...\ I I 6.~o...l...~~ D ('-u\$'bt'\

4) Who is the IT Security Manager who reviewed this document? (Name,
or~ization, and contact inform~on). -N\ r I <' n J '\ Q

~a:-J'(O ~. SM(~\i\ I "t) \\S .I:\\.A~"," VV--.J J.!k J
Sj N-~fQ.'" ",J' ~l'\~tm1 fO\1) ~'L-6S()..\~~ ~ TE.C~HJDl{¥'.1-Vl f' \)4ft. \ .

5) Who is the Burea~OfficePrivacy Act Officer who reviewed this ~
d~cument? (Natpe, organization, and contact information). 0 rO l "" '

~~v\.lf...-l.\ Ku.\At" I U~RAJ S b: V(~<;;::c)(J 0\ ~.Oq~~ lJ(~f.c~r\.1QS
6) Who is tne1leviewing Official? (According to OMB, this is the agency CIO .A/lCC-,lAio

or other agency head designee, who is other than the official procuring the
system or the official who conducts the PIA).

ALL~jlAQ L ~ ~ ~lOwQ II
AS3(~ V\"'T \;:>(~E.C~~ - -r~~vmi'O.'\ \?~St)LI-~Oe-S ~T@t-fN~~

#llV~ ~ tV1eiV-T



Department of the Interior

U.S. Fish and Wildlife Service

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOl OCIO IT Portfolio Division
• DOl Privacy Act Officer

Name of Project: Personal Property Management System Privacy hnpact Assessment

Bureau: U.S. Fish and Wildlife Service

Office: Business Management and Operations, Division of Contracting and Facilities
Management

Project's Unique ID:

A. CONTACT INFORMATION:

1) Who is the person completing this document?
Kathy N. Dawn
Chief, Branch ofFacilities and Property Management
Division ofContracting and Facilities Management
703-358-2289
kathy_daum@fv.rs.gov

2) Who is the system owner?
Robert Ashworth
Chief, Division ofContracting and Facilities Management
703-358-1903
robert ashworth@fws.gov

3) Who is the system manager for this system or application?
Harry W. Furr IV
Service Property Manager
Division of Contracting and Facilities Management
703-358-2289

1
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Department of the Interior
Privacy Impact Assessment Template

Name of Pf()ject: r ~-Ql}..c;~ D~Olb<y(C. L /lAo VVi..!!jQrlf\\?yiT T~\~~IO~R)V\ 'S'?WJ
Bureau: ~WS

Project's Unique ID: ~ CS 1vYrS

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer

- DOl OeIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact infonnation). f\..D. ~ S

...) ot-t-V\~ \-ltA.-IJ\~ I ,n.b I ~

Who is the~stem owner? (Name, organization and contact information).
Nt,1:\: \-~l\~A.. I ~s ~:E~V\ 3 .
\0 V<- LEppa..; r~ ~ ~ l)

3) Who is thi systetn manager for thi system or application? (Name,
organization, and contact information).
~a.~t)LD L~¥eJ»Js¥-; .

R€.l4{'bV\.~ L R~% 'tJ~6U§ '(so. t I ~uJS ~E:~ roA S
4) Who is the IT Security Manager who re"Viewed this document~ (Name,

organization, and contact inf0U¥a~ion).
J)ClN {.D ~. ~M.l t+'I / Q 11S"fY) (u.~-t=CUS' -- !f\ _I

.J)7\j;-SU)I"\ o.Jl ~~(6~M\{6(\ f<..ESbu.~~ ~ l~r\k)Lqt1.JQ- f\J'@\nt~-
5) Who is the Bureau)Office Privacy Act Officer who reviewed this """J V

do~ument? (Name, organization, and contact infonnation).
.jo~V\~~ ~uVlt1 ?1}V'{) J \A'S FWS:

6) Who is ti1eR.eviewing Official? (According to OMB, this is the agency CIa
or other agency head designee, who is other than the official procuring the
system or the official who conducts the PIA).

}A.rC~.Qt .J. ~0uJ EJ t l """T; At!
f\.. <:;:;'\, ~ '"'"I () '"'t-b\. ~es6/')~ceS.f \€01N(J).~ I~~t
J~<S'S~'SW-V1.\ .u,R..tc\~, -\~~'IUII\ ( 'l....J \j .. '

(.\0
U'S ~(,()S



FWSROILAN Asset Valuation

APPENDIX B - Privacy Impact Assessment

Department ofthe Interior
Privacy Impact Assessment

A. CONTACT INFORMATION:

Document Preparer:
Namerntle: Tyler Marriott, Reaion 1 Security Manaaer: RITSM
Office 911 NE 11" Ave, Portland, OR 97232
Address:
Phone: (503) 231-6294
Fax: (503) 231-2335
E~Mail: Tyler Marriott@fws,qov
System Owner:
NamelTitle: Don. Weathers
Office 911 NE 11 ilL Ave, Portland, OR 97232
Address:
Phone: (503) 231-6115
Fax: (503) 872-2811
E-Mail: Don Weathers@fws.Qov
System Manaaer:
NamelTitle: Mike Fields
Office 911 NE 11 111 Ave, Portland, OR 97232
Address:
Phone: (503) 231-2165 ,

Fax: (503) 231-2335
E-Mail:
IT Securitv Manager:
NamefTltle: Tvler Marriott
Office 911 NE 1i lf Ave, Portland, OR 97232
Address:
Phone: (503) 231..(3294
Fax: (503) 4.31-2335
E-Mail: Tvler Marriott@fws.~ov

Bureau Privacv Act Officer:
NamelTitle:
Office
Address:
Phone:
Fax:
E-Mail:
Reviewing Official:

..

Nameffitle:
Office

Date: 3/25/2005 31

mailto:Marriott@fws.~ov


Department of the Interior
Privacy Impact Assessment Template

US Fish & Wildlife Service
Name of Project: Region 2, Regional Office, Local Area Network (R2LAN)
Project Identifier: R2LAN-DOI-FWS-GS-003

A. CONTACT INFORMATION:
Document Prenarer:

NarnelTitle: 1JIM DUKES, CHIEF TECHNOLOGY OFFICER
····························..·..·······6ft1'~~···· ..·····..···T'ii.·s~··Fisii"AND\viiDLiFii·sERvicif·ABMsiiRM············· .

Address; !500 GOLD AVE SW, ROOM 5102, ALBUQUERQUE, NM 87102
....·....·· ·..·..·....·..·..·..·..··Ph·oiie·:..·......·..·....rSOS:24·S·~6·5·92 ..·....·..·..·......·..r ..·..·..·..··..· ·..·..·..·..·..·..·..· ·· p~~..r505·~·2·48:689T ·..·..·..· ·..·..··..
..·..·..· ·..·..·..·..·..· · E~M~E..·..·..·..·..T··ii;..·dukes@f;s·:~~~· ..· r , ..

System Owner:

NamelTitle: 1 DAVID YAZZIE, ARD-BUDGET AND ADMINISTRATION
..·..·..·..·..·....·..·..·..·..·....·..·6ffi'~~· ......·..·..·.. ·1..·lrs·...FisH·AND\viiDLiFE··sERv'icE·~ ..IiUDGET..ANi5..ADMINISTRATioN·......·

Address: i 500 GOLD AVE SW, ALBUQUERQUE, NM 87102
•••••••••••••••••••••••••••••••••••••••• , •••••••••••••••••••••••••••• ~••••••••••••••••••••• n u ••••••••••••• ~ ••••• n ••••••••••••• u •••• u .

Phone: l 505-248-6808 ~ Fax: 1505-248-6459
.......................................................................; ~ n n , u •••••••••••••••••••••••••••••••••••••

E-Mail: 1David Yazzie@fws.gov
Svstem Manal!er:

Nameffitle: 1TY ARIKAN, CHIEF DIVISION OF TECHNICAL SEVICES
..·..·..·..·..·..·..· ·..·..· 6ffi'~~..· ·..·..·..T·lf'.'s· FIsfi':AND\viiDLlFE··SERV'iCE·~ ..ABAifS..·..·..·..·..· · · ·..·..·..·..· ..

Address; i 500 GOLD AVE SW, ALBUQUERQUE, NM 87102
....·....··..·..·..·....·..·..·..····..·Phoiie·: ··..·..·T..50S~24·S·~7·94i""· ....·..·....·..···..T ····..·..·..· ·..·....·· ·..·..·..·....pai·:.. ·~ ..505·~·i48:7950· ..··..· ·..· ·..·..· ·······
..·..·..·..·..·..·..·..· ·..·..·..·..E~M~F ·..·..·..T·T~ Arik~~·@'f~s:·~O·~ ..·..··-·· · ·..· ··..·..· ·..··..·..·..·..·..·..·..·· .
IT System ManlU!:er:

Nameffitle: 1 JIM DUKES, CHIEF TECHNOLOGY OFFICER
··..·..·..·..·..·..·..·..·· ·..·..·..6ft1'c~ ·..·..·..·..T..U"..s· FisH·AND\viiDLiFE..SERV"i"CE·:..ABMSJiRM ·..· ··..·..·..·..·..·..·..· ·..· ..

Address: i 500 GOLD AVE SW, ROOM 5102, ALBUQUERQUE, NM 87102
.....................................................................e y ••••• u , .

Phone: j 505-248-6592 j Fax: ~ 505-248-6891....··..·..·..·..·..·..· ·..·· ·..E~Mii·i~ ·..·..·r·ii~ ..·dukes·@f;s·:~~~· ..·..··~ · ··..·..·..·..·..·..·..·..···· ··..·..··· ..
Bureau Privacy Act Officer

Nameffitle: 1
...................................................................u •• , .

Office f
Address: i..··..·..·..·..·..·..·..·..· ···..·piloiie·;·· · ··..·T ·..·..·..· ·· ·..·..· ·..· ·..·..···..·r ·..· ·..·..·..·..·..·..·..·..·..·..·..·..·..·..·..pai·:..r..·..·..· ·..·..··..· ·..·..· ·· · .

........................................&M~i~ T r , ..

Reviewine: Official
Nameffitle:

·····..·..·..·..·..·..·..·..·..·· ·..6ffi·~~ ..··..·..· ·1·..·..·..· ..

Address; f..·· · ·..·..·..·..·..·..·..·..·Ph·oiie·:..·..·..·..·..·..r · · r- ·..·..·..·..·pai·:·..r·..·..·..· · ..
..··..·..·..· ·..·..·..·..·..·..·..E~MaiI ··..· j'..· ·· ·..·· : ..



R4LAN - Asset Valuation

APPENDIX B - Privacy Impact Assessment
Department of the Interior

Privacy Impact Assessment

US Fish & Wildlife Service
Name of Project: Region 4, Regional Office, Local Area Network (R4LA N)
Project Identifier: R4LAN-DOI-FWS-G-005

A. CONTACT INFORMATION:

Document Preparer:

Version 2.0

NamelTitle: i CAROLYN HUST, CHIEF TECHNOLOGY OFFICER
"Offic'e'Address';"''''''Tiis':''Fis'H''A'ND\;viLoCIFE''S'ERViCE;··sU6G·ET'AN·O..AOM·ij\jTsTRAT'ioi\j..·..·· ····..·..······ .

j 1875 CENTURY BLVD., SUITE 360, ATLANTA, GA 30345
.............. u •• ~••U.h.h.U.U ••••••••~ u , u u u ..

Phone: i 404-679-4129 i Fax: 1404-679-4177..E~·M·aij: ..··..·..·..·..·..·..·..·..t..C·a·roivn..·h·jj·st@fVjs:aov : .;. .
System Owner:
NamelTiUe: 1JACKIE PARRISH, ARD-BUDGET AND ADMINISTRATION

.~ •• ~•••~ •• a4 ••••••••••••••••• u •••••••• , •• O:O •••• , •• , ••• u ••••••••••••• u •••• u •••••••• u ••••••••••••• n uu , u , ••••••••••• , .

Office Address; 1U.S. FISH AI\ID WILDLIFE SERVICE, BUDGET AND ADMINISTRATION
11875 CENTURY BLVD., SUITE 300, ATLANTA, GA 30345..Ptione·;..· ·..··· ·..····..1..404·:·67946'87·..·..·· ·..· ·..· ·..· ·..·..·..r ..···..·..·..·..· · ·· · ·· Fa·;E..f..46·4·~679=4·1·62 ..· ·..··..· ..

............................................y , , •••••••••••• , u.u.u.,. H ••••• , ••••u .
E-Mail: i Jackie Darrish(Q)Jws.aov
System Manager:
NamelTiUe: i JACKIE PARRISH, ARD-BUDGET AND ADMINISTRATION

.............................................;. u .

Office Address: ; U.S. FISH AND WILDLIFE SERVICE, BUDGET AND ADMINISTRATION
~ 1875 CENTURY BLVD., SUITE 300, ATLANTA, GA 30345..Ph·o·ne·:· ·....·..· ·..r404~6794·6'8i ......·..·..·..·..·..·..· ·..·..·..·..·..·T..· ·..·..·..·..·..·..··..··..·..· ·..···..·..·..Fa·x:..T'4·04·:679=4'1'6'2'..·..·..·· · ·

··E~M·aji:· ..· ····..· · ·..T..:.rackie·..Darrisii·ia)·fWs·:qov..·..·..· ·..· · ·..·..·..· ·..·..· · ·..· · ~ ..
IT System Manager:

NamefTiUe: 1
............. u .,. ••••••••• n u.u •••••u.u.u n " .

Office Address: 1..Ph·one·:··..·..·..·..· · r· ·..· ·..·..·..··..··..·· ·..· · ·..· · · ·..· T· ·..· · · ·..·..··· · Fax:..y ·..·..·..· ·..·..· · ·..·..·..
............................. u •••••••••••• -O- 4.4 •• UU ••••••••••••••••• n u •••••n.u••••••••••••••• u •••••••••u.u ' •••••••••••••••••••••••• u <h n ••••u.u.u u .

E-Mail: i
Reviewjn~ Official
NamelTitle:..O·ffice·Adcjress·:..·..·..·~· ..· ·..· ··..··· · · · ..

..p;;·one·;..· ·..·..·..·..· r · · ·..·..·..·..··..··..· ·· · ·..·..·..·..·T· ·..· ·..·· ·..· ·..· · ·..·..·..·Fax:..y · ·..· ·..·..·..· · ·..·..· ..

..E~.MaiF r <h h ..

Date: 03/25/05 29 For Official Use Only



Fncsim.Ue Covet Sheet Page ,1 of4:.P1igeS

ASSISTANT REGIONAL DIRECTOR, BUDGET &
AD:MlNISTRATION

. .'

U.S. FISH AND "vu,DLIFE SERVlCE

Mail: P.O. Box 2S4a~,DFC? Denver-, CO 8022~-0486

Street: ;1.34 Union Blvd., Room 210, Lake,,~ood, CO 80228'

Mountain-~rnirie Region

Denver, Colorado

Teleph~ne: (303) 236-7917

'FA..<'X Number: (303) 236-6958
",

- I 6 ••

TO:

T~LEPHONE:

FROM:

COMMENTS: ~_~ _

~/M k LIlW PI £.

~ -.. . -
~ .



RECiJOI\' 7 Asset Valuation Appendix B

Department of the Interior
PrinlCY Impact Assessment Template

liS !"'ish & Wildlife Service
:-Jallle of Project Rcgil)]j 7. Regional Orrice. LOCJI Area "\JClwork. (JOL:\ N)
I'ruject Identifier R7LA1\-DOI-fWS·

Version

COi\TACT 11\ FORI\IATIOi\:

.. ~:.\I.11L: .. I..'.ll.l· L.?t.~p!.~.~l.~ .. ~..I.'~~??.I.~~::.S·.! I..I..~!.:..:~.:.I.~~:~~.~g~qS~~.!: q!~}~~!.~~.~.~ .
j Jni"l··\ddl'l·~~ [ US FISH A\,JD WILDLJFE SERVJCE.ln!'(w11lJtion Tcchl1L1logy Management

: 101 I r:.. Tudor Rd .. Anchorage. AK 99:503
•.••••• ., : ••• , •••••••••••••••••••• ~ •• , •••••• ,. H ••••• , •• _ h '::': ••••••• ,. • ••••••••••• r •••••••• •••• •••••••••••••••••••••••••••••••••. _ ••• , ••••• _ ,', ••••••••••••••••••••••••••••••••••••••••••••

l'lhlill' ; 907-78b-347{l . I'", j C)07-786-_~65:;
,. ~\I ~;;i·····'······, ···,········,···1··~~·i·,: i~;·~·~~:;,~·~····}~·;;-,n.~;·~~·.;.~·~·.;(·~~\~~,:·;~ ;;:~_:..~ , J. , ................................... ••••••• A' •••• ,.,.' ••• , ••• ", •••••••••••• ",." ~ •••••••••••••• - ••••••••••••••••••••••••••••

: Richard I-Iannan. ARD-BUDGET A\,JD ADMINISTRATIO"\J
........... "" "- •• , ,, •••• :., ,.' ,- - ••• ,0> •••••••••••••••••••••••• , ., •••• , •••••••••••••••••••••••• , , •••••••••••••••••••••••••• , -.- ••••••••••••••••••••••

! US [~ISII i\ND WILDLIFE SERVICE. BUDGET AND ADMJNISTRATION
i 101 I E. TlIdor Rd.. Anchora~e. AK. 99.503

.. :.'.'.~::~.l.L :..·: :: :: J:.~J.~~f::t.:~0.~;~:~~;:~: ..::::: ..::.:.:.:.:·::::·:·::·:::..~:.:::::::::T:.:.:.:::::::::::::::::::::::::::::::::::::::::::.::::::y:,:;~·j::~!'~;i:!~f~:~:)~i)6 .

",Hlll' lilk 1 G,lr)' Edwards, DEPlIT'{ REGIUNAJ. DIRECTOR
";·;·;ii·~:~·:".~ij;:~~~··"·····"··;··L·I·.·S··"~·j·sj~"X~'6'\\riC61~I'Fj~"S'E'R',/ic:'E:"'8'lT(5ci'i:i:('i~'~'6";,6\;·j·j·N'i'S·T·R·AT·j'c5i\j.. ······....·

: I () I I I~ TudlJr Rd .. Anchorage. AK. Q9503

··j·;j;;;;·;c·· .. ·· .. ·· ..·····..·..··..···1·Cjj·j·7·~·7'8·6~:~·5X(;··· ..·.. ·· ....·.... ·· ..·..· ·" ..·..·..:::::::T:::::::::::.:::::::::::::::::::::::::::::::::::::::::::::i::~~~:::L~9.:?:~:?:~.~~~~:~9.:~:::::::::::::::::
··i:·~\1·;·~ j~.., "r '!~~;~; ::;:. :'~,:;~~~~ ..':;':'::!'~;~;{~'j \'~~.~;. ~ ~~ :~.~: _, ,..

'\;Hlll·Tllk : Stephen I Janson. ('I-liEF TC:CHNOLOC;Y Ofl-;'fCR
( '11 i",,<i;l;~:~';""''''''''T' 'Li' S·· "I:;isTj";\F~'i5" \:\;:ji6Li'j:: i~"si~' j~\;'i(';'E:"'j ·;;K~·;:~~~·;~·li;:;;·;··T·Z·~i~ ;~~;'i~';g;; "Ivi';';;'~;g~';~~~';~i''''''''''''''

i In I I E. Tudor Rd , Anchora£c. AK. ()()50.~
........•.. ~ ...•.•.•.........- ' ; ,., , ~; , " , ·.. ·-····,···········,·············I ..~······ ..•·•······· ., ,

.. ~~ll'.I!.'.~~ 1..'!.<.J.7.~.?~. ()~:~~.?.~ L ?~L7..:.?~.?~ :'.~ !.~ L?g,?:.?~.~?::?~.?.~~ .

':IJI1,' I ill.·
";"J'ilY~~:' ~·\~·i;.i ~:~;~ , ~ , ' ~ " .
.. j·;i;;;;;·;:· .. · ·· ·· r··· _ ·...,. ·· ····· ..·..·..· · · ·· ..·..·..· ·..(;;,::.. ··1· , ..
.. I·:~\i·~~ii· · ·.. ·······" ·:" .. ···.. · .. , " .

R~\il·\\ ill:": Om~ial

1'·\1'111

lJale ~!12/:;005 FOI' Official L\c Only

http:����:.,_,��
http:�..�.��.�..�


Department of the Interior
Privacy Impact Assessment Template

US Fish & Wildlife Service
Name ofProject: Region 2, Regional Office, Local Area Network (R2LAN)
Project Identifier: R2LAN-DOI-FWS-GS-003

A. CONTACT INFORMATION:
Document PreJ)arer:

Name/fitle: 1JIM DUKES, CHIEF TECHNOWGY OFFICER···..······..·········..·····..········Offl"Ce················Tu~sCFisiiAND"\ViLDLiFE·SERV"iCE:··ABAiTs"iiRM· ..·········..········· .
Address: 1500 GOLD AVE SW, ROOM 5102, ALBUQUERQUE, NM 87102

..··....·....··......···....·..····..·Phone·;···..··..····..T5·05~248·~6592'" ..·..··..··..·..··..T..·····..·· ·· ·..· ·..·..···· ··..·..·..Fax·:··r505·~248=689T ..·..·..·..· ·..··· ·..·..··
..........................................................................Cn•• u •••••• u u .r.. u s .

E-Mail: j iim dukes@fws.IWV
System Owner:

NameJTitle; ~ DAVID YAZZIE, ARD-BUDGET AND ADMINISTRATION
·..··..·..··..·..··..........·......···Office....·..·....·..·r·I(~~CFisli"AND"'VILDLiFiisERVICE·~ ..i3'i:r:i5GET·AND..ADMINjsTRATioN..···..

Address: ~ 500 GOLD AVB SW, ALBUQUERQUE, NM 87102
•• u ••uu•••••~h••uU h4 U ,~ u , u .

Phone; j 505-248-6808 1 Fax: 1505-248-6459
1 •• ' I~.I ' U.II ••• UI.f , , ,IU •• ' i.u I ;. , u ,••;u I •••u.~ ,.U.U , U.IIII u .

E-Mail: j David Yazzie@fws.l!ov
System Manae:er:

NameJTitle: ~ TY ARIKAN, CHIEF DNISION OF TECHNICAL SEVICES
..·..·..···..· · ··..····..· OffiC'e ·..·· ·..T'u:i..FIslf'AND'\VILDLIFE·SERVIcii··ABNTs ···..·..·..·..· · ···..·..·..··· · ..

Address; j 500 GOLD AVE SW, ALBUQUERQUE, NM 87102
.~· •••••••• • u ••~ u •••••••••• h c u ""'•••• .. I.~· u I ••••••• I ,. u u I •• • un••

Phone: 1505-248-7941 ~ Fax: j 505-248-7950
.................. u •••••••• u t h •• ""' u u u.u., u ••• , ..

E-Mail: ~ Tv Arikan@fws.gov
IT System Man~er:

Nameffitle: ! JIM DUKES, CHIEF TECHNOLOGY OFFICER
··..·· ··· ··· ···..· offiC'e··· · ···rifs~·Fisii'AND··wiijjLiFE ..sERVlcii;..ABNTs'iiRM···..·······..·..··..·..·..·..·..·..· ..

.......................................~~.~~.~.~~ ,.L?.9.Q..Q91Q..~yE:..§.~? ..~Q9.M ..~~.Q~?. ..~gQ!l.!?.~Q~tI§?}~~J~f~ ..~ZIQ.?. .
Phone: ~ 505-248-6592 j Fax: 1'505-248-6891·····..·· · ·..··..···..· ··E~MaiE ···..·· ..T..iiffi..·dUke~@fw~·:~oV ..·..·..A ..

Bureau Privacy Act Officer
Name1Title; ~...............................u '..6ffi~ u t1~ u.u u u , u······..·..1······,··u , , " .

Address: j......·· ·· ··..··..·· ·piio~e·:··· ..··· ··r · ·· 1' ··..·..·· ·· ·..Fa;;.~..r..·..··..··· ··..·..· ·..·..·..···..· ..
...~.u " , ••••••••• t h u u ,. n n t. 4 u 4.4 .

E-Mail: j
Reviewinl! Official

NamefTitle: 1· ·· · ···· ·..Offlce·..·..· r ·· · ··· .
Address; i....·····..· · · ·..·..··..Pho~e·; ..··..·· ·T· ···..·· ..· ··..·..·..·..· ·..··..·..· ·r..·····..··..·..· · ·· ·· ·..··..·..·pa;;.·;..r..·..·..·..·..·· ·· ·· ·..· ·..· .

......................................E~Mair I i L .



Department of the Interior
Privacy Impact Assessment Template

Name of Project: FWSR03LAN DOI-FWS-39
Bureau: USFWS
Project's Unique ID: 010-00-02-00-01-1010-02

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document~

A. CONTACT INFORMATION:

1) Who is the person completing this document?
1. Pat Percy
2. FWS R3 IT Specialist
3. 612-713-5122

2) Who is the system owner?
1. Chris Jensen
2. FWS Region 3 ABA ARD
3. 612-713-5305

3) Who is the system manager for this system or application? (Name,
organization, and contact information).

1. Janice Whitney
2. FWS Region 3 Chief Technology Officer
3. 612-713-51234

4) Who is the IT Security Manager who reviewed this document? (Name,
organization, and contact information).

1. John G Herron
2. FWS R3 IT Security Manager (RITSM)
3. 612-713-5116

~J""''''-I··~

1



APPENDIX B - Privacy Impact Assessment
Department of the Interior

Privacy Impact Assessment

US Fish & Wildlife Service
Name of Project: Region 4, Regional Office, Local Area Network (R4LA N)
Project Identifier: R4LAN-DOI-FWS-G-005

A. CONTACT INFORMATION:

Document Preparer:

Version 2.0 .

S'Q!('1 ~

Tltl &t1

b (tcg105

NamelTitle: 1CAROLYN HUST, CHIEF TECHNOLOGY OFFICER
··6'ffi;;·e·Add·ress:·..······T'Tn~·:··Fis·i~CA·Ni5·Wi"CDL·fFE'sE'RvicE')3U5"G'E:rAi\i5""~:i5M'jNisTRAT"foN"""""'"'''' .

~ 1875 CENTURY BLVD., SUITE 360, ATLANTA, GA 30345
••••• u ••4.~ U h ••••• .a. u u , h ~ ..,..u •••u.u .

Phone: 1404-679-4129 j Fax: 1404·679-4177··E:MaiE..·..·..······· T..C·a·roiyn·..h·~·st@·f\Vs·:ao~ - .
System Owner:
Namerritle: 1JACKIE PARRISH, ARD-BUDGET AND ADMINISTRATION

... u , ~.u nl u.u u ..

Office Address: 1 U.S. FISH AND WILDLIFE SERVICE, BUDGET AND ADMINISTRATION
~ 1875 CENTURY BLVD., SUITE 300, ATLANTA, GA 30345..pii·one·:·· ·..·..···..·..·· T404~·679:4·08r· · ·..·..·..···..T ·..····..·..·..·· · · ·..·· ··i=iiiE·'!'..4Ci4:6794'1"02· ··..·..·..

..E:MaiE ·..· · ·..···1..jack·le·..·Darrfs.'h@'f\Vs..:aov ..
Svst~m ManaQer:
NamefTitle: j JACKIE PARRISH, ARD-BUDGET AND ADMINISTRATION

, u .o- ! n.n h , 'u ..

Office Address: i U.S. FISH AND WILDLIFE SERVICE, BUDGET AND ADMINISTRATION
11875 CENTURY BLVD., SUITE 300, ATLANTA. GA 30345..pii·one·: ·..· r404·~679:4()'87"·..· · ·..· ·..·..· ·..·T..·· · · · ·..··..· ·..·..·..· Fax~ ..r4·0·4~6794102 · ..

..E:.MaiF r..j'ackie o.a.,:ris.h.ia)fWs:aov A ..

IT Svstem ManaQer:
NameffiUe: i CAROLYN HUST, CHIEF TECHNOLOGY OFFICR

........... u u.~•••••••••• u •• .-.••<ll' , u u .

Office Address: i U.S. FISH AND WILDLIFE SERVICE, BUDGET AND ADMINISTRATION
i 1875 CENTURY BLVD., SUITE 360, ATLANTA, GA 30345

~·pii·o;;·e·; · · · · r404~6794·1·2·9· · ·..···..·..·..· ·..r ·· ····..· ·..· ····· ·..··..·Fax:..r4·64~6794·177 ..· ··
..E:M.aii; r..ci;iroivn hList@fWs:Ciov A .

Bureau Privacy Act Officer
Nameffitre: .

............................................................... u u •••• ~••••••••• u ..

Office Address: i..pji·one·;· · ··· r · ··..·· · · ·..·· 1" ·..·· ·Fa'c;-·j · ··..·· · ·
••••••••••••u.u•••••••••• u ~.,oO •• ~ u h~ •••• 4 4 ••••U.u.u , , "" •• 4 ~ •• , ~.u

EvMail: . i
Revlewina Official
NameITitle: .

.......... ,.. , -=-.. , , ~ ~ ~ ~04 , ••••••••••• , , 4 , , .

Office Address: 1
... u •••••• , •••••~ •••••~ ••4 ••• ~ ,.:. , ••••••• , , ~ , , u, , , , ~ , h •••• U , , .

Phone: j j Fax: i
..... , n' •• ' ••••• , '2' , , , , , ••••• , •• , •• , , 4 .. ' A ~ •• , u •••••• u ,

E-Mail: 1

Date: 03/25/05 29 For Official Use Only

mailto:hust@fws.aov


R5 RO LAN Privacy Impact Assessment (PIA)

Department of the Interior
U.S. Fish and Wildlife Service

Privacy Impact. Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOr OCIO IT Portfolio Division
• DOl Privacy Act Officer

Name of Project: Region 5 (R5) Local Area Network (LAN)

Bureau: U.S. Fish and Wildlife Service

Office: Region 5 Regional Office

Project's Unique ID: 010-00-02-00-01-1010-02

Do not e-mail the approved PIA directly to the Office ofManagement and Budget e-mail
address identified on the Exhibit 300form. One transmission will be sent by the OCIO
Portfolio Management Division.

A. CONTACT INFORMATION:

1) 'Vho is the person completing this documel)t?
David B. Smith, Regional Information Technology Security Manager, Division of

~
nformationTechnology Management, Region 5

Mason Neck National Wildlife Refuge Comple~.

~ .. 4344 Jefferson Davis Hwy, Woodbridge, VA 22191 .
~703-389-6699

david b smith@fws.gov '

2) Who is the system owner?
Linda Repasky, Assistant Regional Director, Budget and Administration, Region 5
300 Westgate Center Drive, Hadley, MA 01035
413-253-8220
linda repasky@fws.gov

3) Who is the system manager for this system or application?
Bill Jaaskelainen, Network Operations Manager, Division of Information
Technology Management, Region 5
300 Westgate Center Drive
Hadley, MA 01035

1



Department of the Interior
Privacy Impact Assessment

Name of Project: REGION 6 - LAND ACQUSITION NETWORK DATABASE SYSTEM (LANDS)

Bureau: U.S. FISH AND WILDLIFE SERVICE - REGION 6,
DIVISION OF REALTY

Project's Unique ID: R6 LANDS

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information).

Sandra Hutchcroft, IT Specialist
Division of Realty
U.S. Fish and Wildlife Service
134 Union Blvd., Suite 350
Denver, Colorado 80225
Phone: (303) 236-8133
Fax: (303) 236-4712
Email: Sandy_Hutchcroft@fws.gov

2) Who is the system owner? (Name, organization and contact informatio~).

Harvey Wittmier, Chief
Division of Realty
U. S.Fish and Wildlife Service
134 Union Blvd., Suite 350
Denver, Colorado 80225
Phone: (303) 236-8130
Fax: (303) 236-4712
Email: Harvey_Wittmier@fws.gov

3) Who is the system manager for this system or application? (Name,
organization, and contact information).

Sandra Hutchcroft, IT Specialist
Division ofRealty
U.S. Fish and Wildlife Service



SECTION I

Department of the Interior
Privacy Impact Assessment Template

' ....... L of Project: Existing Budget Tracking System Reprogramming in

Illlr~glll: US Fish and Wildlife Service
Project's Unique ID: 60180-8-0001

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office ofManagement and Budget email
address identified on the Exhibit 300 form. One transmission will be sent by the OCIO
Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information).

C David Lucas, Budget and Finance Officer, Mountain Prairie Region,
3032364456, e:mail David_C_Lucas@fws.gov

2) Who is the system owner? (Name, organization and contact information).
Elliott N Sutta, Assistant Regional Director, Budget and Administration,

Mountain Prairie Region, 3032363662 e:mail, Elliott_Sutta@FWS.GOV

3) Wbo is tbe system manager for this system or application? (Name,
organization, and contact infonnation). See #1

4) Who is the IT Security Manager who reviewed tbis document? (Name,
organization, and contact information).

Margaret Wolf, SecurityManager - Mountain Prairie Region, 3032368116
Margaret_Wolf@FWS.GOV
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Department of the Interior
U.S. Fish and Wildlife Service

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOl OCIO IT Portfolio Division
• DOl Privacy Act Officer

Narne of Project: FWS R9 MB LAN GSS

Bureau: U.S. Fish and Wildlife Service

Office: Division of Migratory Bird Management

Project's Unique ID:

Do not email the approved PIA directly to the Office ofManagement and Budget email
address identified on the Exhibit 300 form. One transmission will be sent by the OCIO
Portfolio Management Division.

A. CONTACT INFORMATION:

1) Wbo is the person completing this document?
Phil Koscheka, CTO, Migratory Birds, 301-497-5814

2) Who is the system owner?
Robert Blohm, Chief, Division of Migratory Bird Management,
703-358-1966

3) Who is the system manager for this system or application?
Phil Koscheka, CTO, Migratory Birds and Chief, IT Services,

DMBM,
301-497-5814

4) Who is the IT Security Manager who reviewed this document?
Beth Andujar, IT Specialist, IT Services, DMBM, 301-497-5855

5) Who is the Bureau/Office Privacy Act Officer who reviewed this
document?

Johnny Hunt, FWS, PDM, 703-358-2504



SECTION I

Department of the Interior
Privacy Impact Assessment Template

Name of Project: Refuge Management Action Database System
Bureau: US Fish and Wildlife Service
Project's Unique ID: None

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office ofManagement and Budget email
address identified on the Exhibit 300 form. One transmission will be sent by the OCIO
Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information).

Mike Brewer
US Fish and Wildlife Service
Information Resources and Technology Management
Branch ofData and Systems Services
Systems Development Team Leader
755 Parfet Street, Suite 215
Lakewood, CO 802] 5

2) Who is the system owner? (Name, organization and contact information).

Nita Fuller, Regional Chief, NWRS, FWS Region 3
Tony Leger, Regional Chief, NWRS, FWS Region 5
NOTE: These individuals will serve as the interim System Owners until the
prototype application is fully developed, tested, and op~rational.



Department of the Interior
Privacy Impact Assessment Template

~ Q~v.J:4es \'Ylo.v\Q~Qt'f1Qr/)-t j. ~~C4tVYIA.,* ~OY\Name of Pr-:>ject:
Bureau: \=UJ5
Project's Unique ID: ~Vf:' \'3 <91 O-li- D1- 0:1, -02. - (it'l ..00

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OCIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information). . ?\j
d C>~V'~ ¥. 't\uvtT I \>~O I p..()S' I '1Y\

2) Who is the system owner? (Name, organization and contact information).

~Q V\ ("'1 ~a. YIt\ ~Wltl VI , (\4: Q.{ 6{f; [<.L ~ T~6'ttvro."*<"6 1\ \"EC~V\DL~J4- 0 IIID
V\l1ClI'lG.Il]~VI1~rn- \ rWS' !JJw P-.S "J

3) Who is the system manager fo)<Jthis system or application? (Name,
organization, and contact information).

G Af<~ K1J. CltlSS -' r-uJS) NuJ 'Q.S

4) Who is the IT Security Manager who reviewed this document? (Name,
organization, and contact informatioJ1,)=-R'VYI

Do..lJ'u 0- Svn~T""J ·~wS J J. ,

5) Who is the Bureau/Office Privacy Act Officer who reviewed this
document? (Namf} organization, anq cQAtact information).
~D8-l/i~ qtt-~ fwS/p~m

6) Wn-ois the ReViewing Official? (According to OMB, this is the agency CIO
or other agency head designee, who is other than the official procuring the
system or the official who conducts the PIA).

A~ S ,<0u vr+ 1)'( {Q~C\DP-

1Iu,",~WJo.."Iror. t<f'-8CVR(€S ~ TrtMNOi-~ ~ J¥l\



Department of the Interior
Privacy Impact Assessment Template

Name of Pr4?ject: Q.~AL ~~\,c.~ JlAalJ~'t:J.{rsN~ TV\~W\a\~oV\ ~j'tQU1
Bureau: r-uJS
Project's Unique ID: ~ ~l'f) 15 to I D -,a-0 [- 07. -0:2. - Jr ~ '7 -00

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OCIO IT Portfolio Division
Dor Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information). d C~\II~_ t\\AVI.'"T, ~\.\J.'5" ~6 I

uu. ~ '?CJ\-~(~ ~ D; R.~n (~eS v1\~~Y1.~
It S' ~'5~ ~ oJ ~LT)t--~~ SC\?\J<ce

2) Who is the system owner? (Name, organization and contact information).
k eV) c"l.~QD..j,IlV'le..-n(H" , C-.{rQ ~ O*;c~ Of :r~~;{\G"'i;G'" Cl-VlD ~Cf-lI\J~ vtl~m"'1

fJO\!o",C.L Wh.tx-% ~~tt.-.~~ ~,-\S«~W1

3) Wh . h tAo 5"4' r-w 5 I' . ? (No IS t e system manager lor thIS system or app [CatIOn. arne,
organization, and contact information). ALa-VI tJE:G: AJ

~o.T~ "- Gj \'d~ c .'(L (l( t':\D-~e 5) ~TtW\
lA T FwS.

4) Who is the IT Security Manager who reviewed this document? (Name,
organization, and contact information). Dq L} ~v E_ S~;t\-\..

TR\VV1 J FWS

5) Who is the Bureau/Office Privacy Act Officer who reviewed this
document? (Name, organizatiOl}, and contact information).

d 6"C'\V\~~ t--\.L\.\tC*" r \)-0 VfI / t=""vJS
6) Who is the ileviewing Official? (According to OMB, this is the agency CIa

or other agency head designee, who is other than the official procuring the
system or the official who conducts the PIA).

vVl ;-c~a.t\." ~tOl.NE. t\ ~ C1 ()
AS'5:d·OV1'f U? QiEc"\OA.,

~V\--Pc>s-~'ttOiJ ~t:.'S6i1--R('eS' \EC"!V()L<::J~ \fVl~W1T



Department of the Interior
Privacy Impact Assessment Template

Name of Project: '5rn'-'l~(E:- .fto'Z>Q~ CLIf\D 1{'rlo..1V1"'Kf\j£\ll/lCC: ~l\al'lo..!:.r.?W1Qrrl S"13~W\
Bureau: ~W5 /
Project's Unique ID: 5AM!'f\ '5/M-AY.:f}/\O c) 10- ,j'-OI-c'1-e {- 00"3 - CD

Once the PIA is completed and the signature approval page is signed, please provide
copies of the PIA to the following:

Bureau/office IT Security Manager
Bureau/office Privacy Act Officer
DOl OeIO IT Portfolio Division
DOl Privacy Act Officer

Do not email the approved PIA directly to the Office of Management and Budget
email address identified on the Exhibit 300 form. One transmission will be sent by
the DCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.

A. CONTACT INFORMATION:

1) Who is the person completing this document? (Name, title, organization
and contact information). dO~~ 'Ii IJ.V\-r I \:>A 0

F'WS (P"Pin

2) Who is the system owner? (Name, organization and contact information).
l-.L~N <S(Q£\~I'1~.lIttV\ f Ctli~ ,C?f{'iC-E' o.R :r-Vl~-+fO~fl ~Q\-'-lJOL~~ u.",D ~}Y\1"

jJ \Jj~ I fUJS "-I
3) Who is the system manager for this system or application? (Name,

organization, and contact information). IJ~vi w lc JVlaf)..1 e-
. f0llJt\5 / ~vJ3

4) Who is the IT Security Manager who reviewed this document? (Name,
organization, and contact information). :OmJ t.D ~. Jm~

I~\YY\ /FWS

5) Who is the Bureau/Office Privacy Act Officer who reviewed this
document? (Name, organizatjpn, and contact information).

d()t4V)Yl~ \RU.V1T I V'Dm j ~c..\S

6) Who is the RevIewing Official? (According to OMB, this is the agency eIO
or other agency head designee, who is other than the official procuring the
system or the official who conducts the PIA).

V\'\ '( C\-\ C\.Q L. \-l.DIj.JE \ \ I C[D
A'5~ ,S\' a~,,\ 1) ('REC.\6R TRIm

c
- b f, \ n.- JC-&U:Ct\.J.S. \:"L-<t,M ": v\J(l.WL('~'-\:...



Department of the Interior
U.S. Fish and Wildlife Service

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies of
the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOL OeIO IT Portfolio Division
• DOL Privacy Act Officer

Name of Project: Wildlife and Sport Fish Restoration Washington Office Local Area Network

Bureau: U.S. Fish and Wildlife Service

Office: Division of Administration and Information Federal Assistance, 4501 Suite 4020 N.
Fairfax Drive, Arlington Va. 22203

Project's Unique ID:

Do not email the approved PIA directly to the Office of Management and Budget email
address identified on the Exhibit 300 form. One transmission will be sent by the OCIO
Portfolio Management Division.

A. CONTACT INFORMATION:

1) Who is the person completing this document?
Jeffrey Graves, Chief Technology Officer, Information Management Branch, Division of
Administration and Information Management, Wildlife and Sport Fish Restoration
Program, US Fish and Wildlife Service.
Phone 703-358-1814

2) Who is the system owner?
Steve Barton, Chief, Division of Administration and Infonnation Management, Wildlife
and Sport Fish Restoration Program, US Fish and Wildlife Service.
Ph: 703-358-2237

3) Who is the system manager for this system or application?
Steve Leggans, Chief, Information Management Branch, Division of Administration and
information Management, Wildlife and Sport Fish Restoration Program, US Fish and
Wildlife Service.
Ph: 304-876-7463

·4) Who is the IT Security Manager who reviewed this document?

1



Department of the Interior
U.S. Fish and Wildlife Service

Privacy Impact Assessment

Once the PIA is completed and the signature approval page is signed, please provide copies
of the PIA to the following:

• Bureau/office IT Security Manager
• FWS Privacy Act Officer
• DOl OCIO IT Portfolio Division
• DOL Privacy Act Officer

Name of Project: Service Wide Area Network (SWAN)

Bureau: U.S. Fish and Wildlife Service

Office: Information Resources and Technology Management (IRTM)

Project's Unique ID: 010-00-02-00-01-1010-02

A. CONTACT INFORMATION:

1) Who is the person completing this document?
Jeff Monroe, IT Security Analyst, FWS/IRTM

2) Who is the system owner?
Hope Mentore-Smith, Division of IRTM, Chief and Deputy Chief Information
Officer, FWS/IRTM

3) Who is the system manager for this system or application?
Ellen Waterman, Branch of Communications Technology, Chief, FWS/IRTM

4) Who is the IT Security Manager who reviewed this document?
Jeanne Tallent, Chief Information Security Officer, FWS/IRTM

5) Who is the Bureau/Office Privacy Act Officer who reviewed this document?
Johnny Hunt, Privacy Act Officer, FWS/IRTM

6) Who is the Reviewing Official?
Hope Mentore-Smith, Chief Information Officer (Acting), FWS/IRTM

B. SYSTEM APPLICATION/GENERAL INFORMATION:

1) Does this system contain any information about individuals?




