M AJOR M ANAGEMENT CHALLENGES

Eachyear, VA'sOfficeof Inspector General (OIG)
and the General Accounting Office (GAO)
separately identify what they consider to be the
major performance and accountability challenges
facing the Department. This section of the
performance report presents each of these
challenges and outlines what steps VA has taken
to resolve them.

Major Management Challenges
|dentified by VA's Office of I nspector
General

Thefollowingisanupdate prepared by VA'sOffice
of Inspector General (Ol G) summarizing themost
serious management problems facing VA, and
assessing the Department'sprogressin addressing
them. Although VA does not have specific
guantifiable goals and performance measuresin
placeto help resolvetheseissues, the Department
doeshavecorrectiveaction plansinvariousstages
of implementation. Progresswill bemonitored until
each management challengehasbeen successfully
addressed. Department officials have stated their
agreement with the conditions the OI G reported.
(On these pages, thewords "we" and "our" refers
tothe OIG.)

1. Health Care Quality Management and
Patient Safety

Of themany challengesfacing VA, oneof themost
serious, and potentially volatile, is the need to
maintain a highly effective health care quality
management program. Theissuesthat punctuatethe
importanceof thischallengeare VA'sneedtoensure
the high quality of veterans health care and patient
safety, and to demonstrate to Department overseers
that VA hedlth care programs are effective.

Oneexampleof aparticularly difficult and complex
undertaking is the need to provide safe, high-
quality, patient careinanenvironment that israpidly
evolving from the traditional specialty-based
inpatient care to an ambulatory care/outpatient
primary care setting. Increasing reliance on
treatment in ambul atory care settingscanincrease
opportunities for clinicians to make errors in
treating patients and increase the risk of patients
receiving uncoordinated care among various
outpatient disciplines. While patients are less
vulnerable to hospital-acquired pathogens when
they receive care in the ambulatory setting, they
are increasingly vulnerable to incurring other
medical treatment errorsand threatstotheir safety
such asmissed diagnoses, inappropriatetreatments,
prescription errors, and failure to follow up. The
health careindustry, including the VeteransHealth
Administration (VHA), needs to identify and
correct these kinds of system problems,

A fully functional quality management program
should be able to monitor patients' care to ensure
their safety and to safeguard, totheextent possible,
against the occurrence of inadvertent adverse
events, undetected misdiagnoses, failure to treat
through uncoordinated care, etc. Thesetypesof risk
management functions are intended to assure
patientsthat they will becared forinamanner that
promotes their maximum safety while providing
them with optimal medical treatment.

In recent years, VHA has not provided consistent
clinical quality management leadershipat all levels
of the organization. This is due in part to the
devolution of management authority from VHA
Central Office to the Veterans Integrated Service
Network (VISN) andindividua VA medical center
(VAMC) levels, coupled withresourcereductions
associated with the Veterans Equitable Resource
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Allocation model. In 2000, following an OIG
review, VHA managers agreed to develop
functional descriptions, which would help ensure
the consistency of staffing patterns in VAMCs
quality management departments throughout the
country. Whilenotwo VAMC quality management
departments may focuson similar clinical quality
issues in the same way, the VHA quality
management system may beginto operateinamore
consistent manner if thefunctional guidelinesare
followed. However, functional and resource
disparities continue to impede the Department's
ability toidentify or measuretheextent of possibly
widespread unsatisfactory clinical practices, and
to devise procedures to correct or eliminate such
problems.

VHA'sNational Center for Patient Safety (NCPS)
training on the principles of root-cause analysis,
which responded to past OIG recommendations,
continuesandiswell received by VHA employees.
NCPS'sfocuson patient safety and resolving long-
standing patient vulnerabilities has helped make
VHA medical facilitiesasafer environment for their
patients.

Current Status: Although VHA managers
are vigorously addressing the Department's risk
management and patient safety proceduresin an
effort to strengthen patients confidencewhilethey
are under VA care, system issues remain. In
addition, concerns exist for the care VA provides
veteransin the private sector, e.g., on acontract or
fee basis. Patient safety in these settings needs
additional quality management attention. For
example, patients, their family members, and
membersof Congressare concerned about patient
safety and the quality of care provided in VA
contract nursing homes. During our Combined
Assessment Program (CAP) reviews! , we found
that VA contract nursing home inspections were
not sufficient to ensure that patient safety and
quality of care were equal to that provided in VA

nursing homes. Also, in January 1994, the OIG
issued areport titled VHA Activities for Assuring
Quality Carefor Veteransin Community Nursing
Homes(Report No. 4R3-A 28-016) that recommended
VHA develop standardized community nursing
home inspection procedures and criteria for
approving homesfor participationintheprogram.
VHA hasnotimplemented the Ol G recommendations
made in the 1994 OIG report. In addition, the U.S.
Genera Accounting Office (GAO) issued areport
inJuly 2001 that had similar recommendations. We
arereviewingtheneedfor additional Ol G oversight
of VHA'sinspections and patient saf ety measures
for veterans carein contract nursing homes.

VHA is also responsible for overseeing and
eva uating careprovidedtoveteransin stateveterans
homes. In January 1999, the OIG issued a report
titled Evaluation of VHA's Sate \Veeterans Home
Inspection Process(Report No. 9HI-A06-014) that
indicated state veterans home inspections
frequently did not adhere to VHA guidelines
because employees did not understand their
responsi bilities. VHA hasnotimplementedthe OIG
recommendationthat it expeditiously concludeits
revision and update of the state veterans home
policies and procedures included in the annual
inspection guidance issued to VAMCs.

The OIG conducted a nationwide assessment of
VHA's policies and practices for evaluating and
managing violent and potentially violent psychiatric
patients. Our March 1996 report titled Evaluation
of VHA's Policies and Practices for Managing
Violent and Potentially Violent Psychiatric Patients
(Report No. 6HI-A28-038) recommended that
VHA managersexplorenetwork flagging systems
that would ensure employees at all VAMCs are
alerted when patientswho haveahistory of violence

! Through this program, auditors, investigators, and health
care inspectors collaborate to assess key operations and
programsat VA health care systemsand VA regional offices
on acyclical basis.
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arrive at a medical center for treatment. VHA
concurred that VI SN-level/national databasesare
needed to support information sharing; however,
this recommendation has not been implemented.

Another key patient saf ety and quality management
concern is that the credentials and background
assessment systemfor al patient careprovidersVA
uses, whether VA-paid or not, isnot consistent. This
places veterans at risk if they receive care from a
VA contract or part-time provider on a fee basis
who may havean adverseclinical practice history
unknown to VA or the patient. The OIG remains
committed to reviewing theissue of credentialsof
non-VA providers who treat veterans.

TheOlGisfocusing on other areas of patient care
that are vulnerable to system problems.
Specifically, inadditiontofocusing on patient care
and safety issuesin VHA contract nursing homes,
wearefocusing on pain management, clinicwaiting
times, homemaker/home health services, primary
carefor patientsintheareaof menta health, VAMC
sanitation and cleanliness, and patient satisfaction
aspart of our CAPreviews. Wearea soreviewing
quality and access-to-care issues in VHA's
community-based outpatient clinics.

VA's Program Response

VHA continues to make significant, nationally
recognized progressin its national patient safety/
risk management initiatives. Concerns still exist
inoversight of careprovidedto veteransin contract
nursing homes. VHA is currently making final
revisions on a comprehensive draft directive,
Community Nursing Home Evaluation and
Monitoring. Plans are also underway to establish
annual review protocolsandfollow-uptrainingfor
VA staff who conduct nursing home inspections.
Progress is also being made to revitalizing the
information system that monitors facility
compliancewith theannual review of community

nursing homes. A new report isdesigned to monitor
compliance with the monthly visit standard.

VHA continues to finalize actions to address the
one remaining Ol G recommendation on the state
veterans home inspection process, involving
revision and update of the policiesand procedures
included in theannual inspection guidanceissued
to VA medical centersof jurisdiction. Completion
of this task involves multiple associated steps.
Guidelinesfor state nursing home care standards
have been drafted into atraining document. They
arebeingusedto"test” theguideline. Thedirective
for the State Nursing Home Care Program will be
based onthefinal statenursinghomecareregulation
and will have to be reviewed and approved by
General Counsel. Thefinal directivefor every level
of care will be held until all regulations (State
Nursing HomeCare, State Adult Day Health Care,
StateHomeDomiciliary Care, StateHomeHospital
Care) are final. Recommendation will be
implemented in FY 2002.

VHA continuestofinalizeacomputerized advisory
directivetoreflect theapproach that isbeing taken
to initiate a computerized system of flagging
repetitively dangerouspatients. Aninitial directive
has been reviewed by the General Counsel, and
Mental Health program officialsand the Office of
Information continuewith project design. Thefinal
product may be available for implementation in
January 2004.

VA'ssystemfor credentialing health careproviders,
VetPro, is fully operational, secure and state-of-
the-art. VA'sUnder Secretary for Health recently
received thehighest Public Health Service'saward,
the Surgeon General'sMedallion, for hisleadership
inimplementingthissystem. VetProisanelectronic
data bank that ensures health care professionals
haveappropriatedegreesandlicenses. Streamlining
of the system will continue.
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2. Resource Allocation

INn 1997, Congressrequired VA to addressresource
inequities nationwide. Public Law 104-204
mandated that VA develop a plan to improve
distribution of resources and ensure veterans
equitable access to care across the United States.
Asaresult, VA now uses the Veterans Equitable
Resource Allocation (VERA) system.

PriortoFY 1997, VA usedthreedifferent resource
allocation systems.? They were designed to
improve certain functions of each preceding
funding allocation system. VAMCs received and
managed their own budgets, and annual incremental
increases were based on prior year allocations.
Fundsall ocated through each of these systemswere
based on historic funding imbalances which
perpetuated inequitableal locationsof resourcesand
unequal accessto care. Theinequitiesthat resulted
were caused by a shift in the veteran population
demographics without an accompanying shift in
resource allocations.

VA developed the current VERA system in
response to the legislative mandate and began
system implementation in FY 1997. VERA isa
capitation-based allocation methodology that
moves funds among the VISNs based on patient
workload. In FY 2001, $17.7 billion (88 percent
of medical careresources) wasdistributedto VISNs
usingtheV ERA system. Thesystem providessome
incentives for achieving cost efficiencies and
serving more veterans. VISNsS maintain
responsibility for alocating resources among the
facilitiesin their prescribed geographic areas.

In 1986, Congress requested that VA develop the
Decision Support System (DSS), an automated
information system. The purpose of DSS was to
provideaccuratetracking of resourceexpenditures
on a near real-time basis, allowing managers to
makemoreinformed and more proactivedecisions.

Despite the great potential of DSS, VHA has
encountered problemsimplementing and using it
in decision-making.

TheOI G published areport titled Audit of Veterans
Health Administration Decision Support System
Sandardization (Report No. 9R4-A19-075) in
March 1999. This report discussed the fact that
despite significant expenditures for the
development and implementation of DSS, not all
VHA facilitiesimplemented and used DSSinthe
same way. In addition, the report discussed
resistance to DSS on the part of many VHA
managers. Asaresult, datawere not homogenous
acrossVHA facilitiesand programs, and DSScould
not beusedto provideaccuratetracking of resource
expendituresnor relied uponfor decision-making.
In March 2001, the OIG closed the DSS report
recommendationsafter VHA published adirective
on DSS.

In July 1999, the OIG issued a report titled
Evaluation of VHA Radiology and Nuclear
MedicineActivities(Report No. 9R4-A 02-133) that
found staffing disparities existed anong medical
centers with comparable workloads, and most
Radiology and Nuclear M edicine Servicesdid not
apply staffing guidelines, or therewasdisparity in
the guidelines that were used. We recommended
that VHA take action to standardize staffing
guidelines for Radiology and Nuclear Medicine
Services.

The GAO alsoissuedreportsin 1997 and 1998 that
found responsibility for generating data and
reporting resultsisfragmentedin VA'ssystem. VA
managers did not have timely, comparable, and
comprehensive information needed to monitor
changesin accessto care. GAO reported that VA
Central Officehad not provided criteriaor guidance
for improving the equity of resource allocations
to facilities and that VA did not review Network
allocation methodsor resultsto determinewhether

2 The other three were: (A) prior to 1985 — Incremental Funding, (B) 1984-1985 — Resource Allocation Model, and (C) 1984-1997 — Resource Planning and

Management model.
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allocations within each Network were made
equitably.

Current Status: TheOIGiscontinuing to
assess the Department's allocation of resources.
Currently, we are reviewing the management of
nurse resources to determineif sufficient staffing
resourcesareallocated and properly distributedto
provide optimum patient care.

A review of historical VERA allocation data and
resultsof arecent Ol G managementreviewinVISN
8 show that thereare problemswiththeway VERA
allocates funds. Over thelast 5 years, VERA has
resulted in the shifting of significant amounts of
resources to VISNSs that were previously under-
funded. However, resourceallocationissuesremain
unresolved. In August 2001, the Ol Gissued areport
titled Audit of Availability of Healthcare Services
in the Florida/Puerto Rico Veterans Integrated
ServiceNetwork 8 (Report No. 99-00057-55). The
report recommended that theV ERA model include
Priority group 7 veterans (the majority of whom
arecurrently excluded) so that the total number of
veterans enrolled and treated is appropriately
considered in funding decisions.

Our CAP reviews from 1999 through 2001 also
identified uneven implementation levels and
inconsistent utilization of DSS. CAPreviewshave
identified numerous examples where there was a
need to realign staffing and resources to correct
identified resource deficiencies. We concluded
from CAP reviews that VHA needs to more
aggressively assess changing health care system
resource needsand direct V1SN resourcestothose
facilities experiencing shortages.

In July 2001, DSS program officials provided
information that showed DSS was 96 percent
standardized. However, VHA officialscontinueto
encounter difficulty convincing some facility and
VISN managers to incorporate DSS into their

management processes. Asaresult, DSSisstill not
a completely effective management tool for
monitoring and analyzing resourceallocation at any
level in VHA. We found that some facilities had
completely implemented DSS and used it to a
pronounced degree in decision-making. Other
facilitiesignored DSS, and management at those
facilities believed DSS datawas unreliable. Asa
result, resource allocation is considered a
significant management challenge in the
Department.

VHA hasnotimplementedthe Ol G recommendation
made in the July 1999 report to standardize staffing
guidelines for Radiology and Nuclear Medicine
Services.

VA's Program Response

VHA hasadequately respondedtorecommendations
inthe OI G reportson the Decision Support System
and the VERA allocation system and no further
reporting isrequired. A final decision has not yet
been made about the extent of inclusion of Priority
7 veterans, thelowest priority intheVERA funding
distribution. OIG has been provided with a draft
of the VHA study on utilization of a variable
geographic means test, one option that is being
considered. L egislation addressing application of
the geographic meanstest iscurrently pending. If
passed, the legislation will directly impact
eligibility statusof many veterans, including those
now inthePriority 7 category. Such considerations
will beinherentinVHA'sfinal determination about
thescopeof VERA inclusion of Priority 7 veterans.

The proposed directive on Diagnostic Radiology
Staffing hasbeen completed, aswell asahandbook
on Nuclear Medicine and Radiation Safety.
Deliberations continue and afinal decisiononthe
directive has not yet been made.
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3. Compensation and Pension (C&P)
Timeliness, Quality, and | nappropriate
Benefit Payments

Timeliness and Quality

For the past quarter century, the Veterans Benefits
Administration (VBA) has struggled with
timelinessof claimsprocessing; it continuestoface
alargebacklog and takesan unacceptably longtime
toprocessclaims. Asof September 30, 2001, VBA
reported aninventory of morethan 532,000 cases.
InFY 2001, VBA reported that C& Prating-rel ated
actions took an average of 181 days to process.

In December 1997, the OIG issued areport titled
Summary Report on VA Claims Processing | ssues
(Report No. 8D2-B01-001) which identified
opportunities for improving the timeliness and
quality of claims processing and veterans overall
satisfaction with VA claims services. In our
September 1998 report titled Audit of Data I ntegrity
for Veterans Claims Processing Performance
Measures Used for Reports Required by the
Gover nment Performanceand Results Act (Report
No. 8R5-B01-147) and our October 1998 report
titled Accuracy of Data Used to Measure Claims
Processing Timeliness(Report No. 9R5-B01-005),
we reported that three key C&P timeliness
measures|ackedintegrity andthat actua timeliness
was well above reported timeliness.

Current Status: TheSecretary created anew
Claims Processing Task Force in May 2001 to
propose measures and actions to increase the
efficiency and productivity of VBA operations,
shrink thebacklog of claims, reducethetimeit takes
to decide a clam, and improve the validity and
acceptability of decisions. A report on the Task
Force'sfindingsand recommendationswasissued.
Two major types of claims— claimsthat are older
than 1 year and claimsthat arecaught intheappeals-

remand cycle—troubledthe Task Force. Asaresult,
the Task Forcerecommended creatingaTiger Team
empoweredto cut redtapein order toresolveclaims
affecting aging veterans. Thisinitiativeisexpected
to makeamajor impact onthemost difficult claims
and should reduce the average processing time.
Until VA can redesign the appeals and remand
process, the Task Force also recommended to the
Secretary that each VA regional office (VARO)
establish, asapriority, aspecialized teamto manage
and process appeals and remand actions locally.

The Task Forcereported the appeal s processtoday
isill suited to serve veterans or VA, and made
several recommendationstargeted atimprovingthe
timeliness of appeals processing. These include:
(i) requiretheBoard of Veterans A ppeal stodevelop
and processthe current workload of appeal srather
thanissuing remands, (ii) establish appealsclaims
processing teams, (iii) improve record recovery
fromthe VA RecordsM anagement Center, and (iv)
maintain or increase competitive outsourcing of
medical examinations. InApril 2001, the Secretary
also directed the Board of Veterans' Appeals to
reducethetimeveteranshavetowait for appellate
decisions. VA needs a better system to manage

appeals.

Additional actions taken to improve claims
processing timelinessinclude the devel opment of
compensation program outcome statements that
reflect the views of key stakeholders. Efforts are
currently under way to develop outcome
performance measures that support each of the
outcomestatements. Similar effortsare underway
for the pension program. New initiatives for FY
2002 include: development of an on-line
application system for C& P benefits; expansion
of claims development effortsfor service persons
awaiting discharge; development of the Personnel
Information Exchange System to include all
military records centers; implementation of
paperless technologies to allow the processing of
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claimsinafully e ectronicenvironment; centralized
C& Ptraining programs; and changestoregulations
to permit oral evidencegathering. Actionsarealso
underway to improve the ongoing quality,
timeliness, and cost of VHA C&P medical
examinations. The OIG plans to continue
conducting CAP reviews at VAROs and plansto
summarize program findingsin FY 2002.

| nappropriate Benefit Payments

VBA needsto devel op and implement an effective
method of identifying inappropriate benefit
payments. Recent OIG audits found that the
appropriateness of VBA payments has not been
adequately addressed.

Paymentsto I ncarcerated Veterans

In February 1999, the OI G published areport
titled Evaluation of Benefit Payments to
Incarcerated Veterans (Report No. 9R3-B01-
031). Thereview foundthat VBA officialsdid
notimplement asystematic approachtoidentify
incarcerated veterans, and adjust their benefits
as required by Public Law 96-385. The
evaluation included areview of 527 veterans
randomly sampled from the population of
veterans incarcerated in 6 states. Results
showed that VAROs had not adjusted benefits
in over 72 percent of the cases requiring
adjustments, resulting in overpaymentstotaling
$2 million. Projecting the sample results
nationwide, we estimated that about 13,700
incarcerated veterans had been, or will be,
overpaid by about $100 million. Additional
overpayments totaling about $70 million will
be made over the next 4 years to newly
incarcerated veterans and dependentsif VBA
does not establish a systematic method to
identify these incarcerated veterans.

Our July 1986 report titled Benefit Payments
tolIncarcerated ieterans(Report No. 6R3-B01-
110) alsofoundthat controlswerenot in place
to cut off benefitsto veterans when they were
incarcerated. That report recommended that a
systematic approach be applied; however,
actions were not taken to implement the
recommendations in the 1986 report.

Current Status: VBA hasimplemented
oneof four recommendationsfromthe February
1999 OIG report. The recommendations that
VBA: (i) identify and adjust the benefits of
incarcerated veterans and dependents, (ii)
establish and collect overpaymentsfor rel eased
veterans and dependents that did not have their
benefits adjusted, and (iii) establish amethod to
ensure VAROs process identified cases timely,
and properly adjust benefits, areunimplemented.

Benefit Overpayments Due to Unreported
Beneficiary Income

VBA'sIncome Verification Match (IVM) did
not effectively result in required benefit
payment adjustments and identification of
programfraud, thusIVM remainsasignificant
internal control and financial risk area. Our
November 2000 report titled Audit of Vieterans
Benefits Administration'sIncome Verification
Match Results(Report No. 99-00059-1) found
that opportunities exist for VBA to: (i)
sgnificantly increasetheefficiency, effectiveness,
and amount of potential overpayments that are
recovered, (i) better ensureprogramintegrity and
identificationof programfraud, and (iii) improve
delivery of servicesto beneficiaries.

Theaudit reported that the potential monetary
impact of the OI G findingsto the Department
was$806 million. Of thisamount, weestimated
potential overpayments of $773 million
associated with benefit claims that contained
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fraud indicators such as fictitious Social
Security numbers, or some other inaccurate
key dataelements. Theremaining $33million
wasrelated toinappropriatewaiver decisions,
failure to establish accounts receivable, and
other processinefficiencies. Weal so estimated
that $300 millioninbeneficiary overpayments
involving potential fraud had not beenreferred
to the OIG for investigation.

Current Status: VBA hasimplemented
seven of eight recommendations from the
November 2000 Ol Greport. Therecommendation
tocompletenecessary datavaidaionof beneficary
identifier information contained in C& P master
recordstoreducethenumber of unmatchedrecords
with the Socid Security Adminidration remans
unimplemented. This recommendation was a
repest recommendationfromour 199001l Greport.

Disability Compensation Benefitsfor Active
Military Reservists

In May 1997, the OIG conducted areview to
determine whether VBA procedures ensure
that disability compensation benefits paid to
active military reservists are offset from
training and drill pay asrequired by law. The
OIG report titled Review of Veeterans Benefits
Administration'sProceduresto Prevent Dual
Compensation (Report No. 7R1-B01-089)
identified that VBA had not offset VA
disability compensation to 90 percent of the
sampled active military reservists receiving
military reserve pay. We estimated that dual
compensation payments of $21 million were
made between FY 1993 and 1995 and, if the
condition was not corrected, annual dual
compensation payments, estimated at $8
million, would continue to be made. Dual
payments occurred because procedures
established between VA and the Department
of Defense (DoD) were not effective or were
not fully implemented.

Current Status: VBA has not
implemented therecommendationtofollow up
on FY 1993-1996 dual compensation casesto
ensure either VBA disability payments are
offset or DoD isinformed of the need to offset
reservists pay.

Benefit Overpayment Risks Dueto Internal
Control Weaknesses

In FY 1999, the Under Secretary for Benefits
asked for OIG assistance to help identify
internal control weaknessesthat might facilitate
or contributetofraudinVBA'sC& Pprogram.
Therequest followed the discovery that three
VBA employeeshad embezzled over $1 million
by exploiting internal control weaknesses in
the C&P program. Our vulnerability
assessment identified 18 categories of
vulnerability involving numerous technical,
procedural, and policy issues. The Under
Secretary for Benefitsagreedtoinitiate actions
to address the weaknesses identified.

Totest theexistenceof thecontrol weaknesses
identified in the vulnerability assessment, we
conducted an audit at the VARO in St.
Petersburg, FL. That VARO was selected for
review becauseit wasoneof the Department's
largest VAROSs, accounting for 6 percent of
C& Pworkload and wasthelocation wheretwo
of threeknown fraudstook place. TheJuly 2000
report titled Audit of the Compensation and
Pension Program's Internal Controls at VA
Regional Office . Petersburg, FL (Report No.
99-00169-97) confirmedthat 16 of 18 categories
of vulnerability reported in our vulnerability
assessment were present at the VARO.
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Current Status: Thereisan ongoing
criminal investigation at the VARO in Atlanta,
GA, where an estimated $11 million in
fraudulent benefits were processed. At the
request of the Secretary, the |G agreed to
conduct areview of all onetime C& Ppayments,
valued at $25,000 or more, made since 1995,
to determineif the payments were valid. The
OIGwill also conduct CAPreviewsat selected
VAROsto assessinternal control weaknesses
previously identified in our vulnerability
assessment along with reviewing other related
claims processing issues.

VBA agreed to addressthe 18 internal control
weaknesses identified in the vulnerability
assessment and the 15 multi-part
recommendations identified in the St.
Petersburg audit. Implementation action on
theserecommendationsiscurrently inprogress.

VA's Program Response
Timeliness and Quality

VBA established five teams to address the mgjor
recommendationsinthereportissued by theClaims
Processing Task Force. The reports from all the
teamshave been completed and arebeing reviewed
by senior management. VBA has taken action on
many of the recommendations, and the Secretary
was briefed in late December 2001.

In addition, aworking unit comprised of six VBA
employees and five Board of Veterans' Appeals
(BVA) employeeshasbeen established. The BVA
employees are currently receiving training on
VBA's evidence-gathering process and systems.
Previously, BVA would refer all remand actions
to the field stations for completion. The current
agreement betweenVBA and BVA statesthat BVA

employeeswill now processremand actionsinstead
of referring the requests to the field stations. The
six VBA employees will make decisions and
generate payments on the appeals.

VBA has begun the process of centralizing work
processes. The Tiger Team, located in Cleveland,
OH, isfully operational at thistime. It has been
processing claimsfor veterans over the age of 70
who have been awaiting adecisionfor over 1year.

In addition, three Pension Maintenance Centers
have been established and have begun processing
Eligibility Verification Reports. They areexpected
to begin processing matching programs in April
2002. Trainingiscurrently underway inal threesites.

I nappropriate Benefit Payments
Payments to I ncarcerated Veterans
Federal Prisons

Since April 1998, VA hasbeen receiving files
from the Federal Bureau of Prisons (BOP)
identifying VA beneficiaries who are
incarcerated by BOP. Every month VA receives
afileof accessionstothe BOP population. That
file is matched with the file of C& P master
recordson Social Security Numbers(SSN). If
there is a match, a worksheet and listing are
generated to the VA regional office of
jurisdiction for appropriate action. The BOP
match is working very well with a low
percentageof bad hits. However, thematchwill
fail if the BOP has the wrong SSN for the
prisoner or if VA hasthewrong or no SSN for
the VA beneficiary.

State & Local Prisons

VA entered intoaMemorandum of Understanding
(MOU) with the Socid Security Administration
(SSA) to get accessto SSA'sfileof individuals

FY 2001 Performance Report

101



Major Management Challenges

incarcerated by state and local governments.
In March 2001, VA received a test file from
SSA. Based on the output, it was necessary to
refinecriteriafor thematch. VBA hasprepared
aProject Initiation Request (PIR) tomodify the
programming necessary to conduct the match.
It is anticipated that the match will be run on
or about April 30, 2002.

Weareunableat thistimeto estimatewhenwe
will release output from the state/local prisoner
match to regional offices. We expect that the
results of the next test run will be received by
May 23, 2002. If the results do not reveal
significant problemswith thematch, VBA will
start releasing output to field stationswithin 60
days of the test.

The establishment and collection of
overpayments for released veterans and
dependents after the beneficiary was
incarcerated by stateor local governmentswho
did not have their benefits adjusted were
contingent upon VA getting acceptabl e output
from the match with SSA.

Benefit Overpayments Due to Unreported
Beneficiary Income

Inorder toimplement thefinal recommendeation,
the Social Security Administration (SSA)
recommended that VA use the "no surname
match" routine in its State Verification and
Exchange System (SVES) to more accurately
conduct Socia Security number verification.
Using this routine, SSA will verify a payee's
SSN if the SSN and dateof birthandfirstinitial
of thefirst namematchin VA and SSA records.
If these elements do not match, the case will
beidentified asunverified. Theindividual'ssex
and last name will no longer be considered in
determining whether thereisamatch. A PIR
tomodify theprogramming isbeing prepared.
Theintent of program changesisto get accurate

SSNsinto the system so we can better match
datafor thelncome Verification Matchand all
other matches. It isnot possibleto provide an
estimated date of installation until the PIR has
been evaluated at the Hines Benefits Delivery
Center (BDC), but we expect that it will be
operational before the end of FY 2002.

Disability Compensation Benefitsfor Active
Military Reservists

Allegations of problems with drill pay files
from DoD date back to 1989 when VA
attempted to move from annual waiversto a
onetimewaiver. After ahiatusof several years
when no computer matching agreement was
in place to support the match, VA and the
Defense Manpower Data Center (DMDC)
started matching againin1999. TheBDC sent
afile of 2,660,266 active C& P records to
DMDC to be matched for reservist drill days.
On June 23, 1999, thereturn filewasreceived
fromthe DMDC with 56,884 matchescovering
fiscal years 1993-1998.

Because of concerns about the accuracy of
DMDCfiles, VBA decidedtotest theaccuracy
of thedataby doing alimited mailingto selected
test stations. On January 26, 2000, Hines
released fiscal year 1999 drill pay casesfrom
four regional offices. A total of 751 waiver
formswererel eased. However, review of copies
of thewaiver formsuncovered anomaliesinthe
reported training days for reservists. Work to
resolvethisissueisongoing, andrel ease of the
national review datawill be doneassoonasa
solution is deployed.

VA received aletter dated June 13, 2001, from
DMDC in which the Director explained that
the Defense Finance and Accounting Service
(DFAYS) office in Denver discovered an error
in its reporting of drill information to the
DMDC affecting Army, Navy, and Air Force
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pay data. Thelargemajority of reservistsserved
inthesebranchesof themilitary. DMDCreports
that Denver DFAS is unable to provide
corrected submissions for drill data prior to
April 2001. Hines currently hasthe FY 2001
drill pay file from DMDC, and it will be run
before the end of FY 2002.

4. Government Performance and Results
Act (GPRA) - Data Validity

Successful implementation of GPRA, including
performance-based budgeting, requires that
information be accurate and complete. At the
request of the Assistant Secretary for Policy and
Planning, we initiated a series of audits to assess
the quality of data used to compute the
Department'skey performancemeasures. TheOIG
has completed work on the following six
performance measures:®

[0 Average daysto complete original disability
compensation claims — 34 percent of the
records reviewed contained inaccurate or
misleading data.

[0  Average daysto complete original disability
pension claims — 32 percent of the records
reviewed contained inaccurate or misleading
data.

[0 Average days to complete reopened
compensation claims — This number of
reopened claims was inflated by 18 percent.
Of therecordsreviewed, 53 percent contained
inaccurate or misleading data.

[0 Percent of the veteran population served by
the existence of a burial option within a
reasonabledistanceof placeof residence—VA
could not recreate popul ation projectionsused
to calculate this measurement because
essential data no longer existed.

[0  Foreclosureavoidancethrough servicingratio
— TheOlIG wasunableto attest totheaccuracy
of the reported ratio because VBA did not
maintain necessary documentation.

[0 UniquePatients—VHA overstated thenumber
of unique patients by 7 percent.

Deficiencieswereidentified in each performance
measureaudited. VBA, VHA, and NCA havetaken
action to correct the deficiencies and have
implemented all therecommendationsinthe OIG
reports related to these deficiencies.

VA hasmadeprogressinimplementing GPRA, but
additional improvement is needed to ensure that
stakehol dershave useful and accurate performance
data. Management officials continue to refine
performance measures and procedures for
compiling data. Performance data are receiving
greater scrutiny within the Department, and
procedures are being developed to enhance data
vaidation. However, wecontinuetofind significant
problems with data input, and departmentwide
weaknesses in information system security limit
our confidence in the quality of data output.

Current Status: TheOfficeof the Assistant
Secretary for Management has identified the
following management challengesto the successful
implementation of GPRA.

[0 Better alignment of budget accounts with
GPRA programs.

O Improvement of financia management systems
report structure and timeliness.

O Improvement of cross-cutting activities
between VA and DoD.

Audits of three key performance measures — the
VHA prevention index, the VHA chronic disease

% The three claims processing timeliness measures we audited have now been incorporated into a new key measure called

average days to process rating-related actions.
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care index, and the accuracy of the VBA veteran
rehabilitation rate — are in process.

5. Security of Systems and Data

VA faces significant challenges in addressing
federal information security program requirements
and establishing a comprehensive integrated VA
security program while homeland security risks
continueto escalate. | nformation security iscritical
to ensure the confidentially, integrity, and
availability of VA data and the assets required to
support the delivery of health care and benefitsto
theNation'sveterans. VA providesmedica services
at over 1,150 sites, abenefits delivery network of
57 VAROs, aburial systeminvolving 119 national
cemeteries, maintains 3 major data processing
centers, and providesother Departmental functions.
VA ishighly dependent on automated information
systems to support its mission to deliver services
to our Nation's veterans.

Thethree VA administrations stovepipeoperations
have not adopted standard hardware and software
integration, which contributes to security
vulnerabilitiesinthe Department. Decentralization
of information technol ogy and lack of management
oversight at all levels have also contributed to
inefficient practices and to weaknesses in
safeguarding electronic information and physical
security of assets.

Previous OIG audit reports have identified
weaknessesininformation security throughout VA.
With passage of the Government Information
Security Reform Act (GISRA) as part of the FY
2000 Defense Authorization bill, the OIG is
required to complete an independent assessment
of VA's compliance with the Act. Limited
information had been devel oped by VA onexisting
information security vulnerabilitiesthat could be
analyzed to establish a baseline on the adequacy
of VA'sinformation security. Therefore, the OIG

performed vulnerability assessments and
penetration tests of selected segments of the
Department's el ectronic network of operationsto
identify vulnerabilitiesthat place sensitive dataat
risk of unauthorized disclosure and use.

Current Status: Our October 2001 report,
titled Audit of the Department of \eterans Affairs
Information Security Program (Report No. 00-
02797-001), found that weaknessesexist and, asa
result, require the continuing designation of
information security as a Department material
weakness area under the Federal Managers'
Financial Integrity Act. VA systemscontinueto be
vulnerable to unauthorized access and misuse of
sensitive automated information and data. The
Department has started efforts to correct these
weaknessesand work toward compliancewiththe
GISRA requirements; however, results of the
recently completed GISRA audit identified
significant information security vulnerabilitiesthat
continue to place the Department at risk of:

0 Denidl of service attacks on mission-critical
systems.

00 Disruption of mission-critical systems.

0  Unauthorized accessto and disclosure of data
subject to Privacy Act protectionand sensitive
financial data.

In addition, the following key issues were
identified:

[0 VA hasestablished comprehensiveinformation
security policies, procedures, and guidelines,
but implementation and compliance have been
inconsistent.

0 VA has been slow to implement a risk
management framework. As a result, VA does
not comply with GISRA; Officeof Management
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and Budget (OMB) Circular A- 130, Appendix
[11; and Presidential DecisonDirective63 security
requirements.

[0 Penetrationtestsverifiedthat VA systemscould
beexploited to gain accessto sensitiveveteran
benefit and health care information.

Results of our September 30, 2000 consolidated
financia statements audit have also continued to
identify information security weakness. Thisreport
titled Audit of the Department of Vieterans Affairs
Consolidated Financial Statements For Fiscal
Years 2000 and 1999 (Report No. 00-01702-50)
found management oversight and control
weaknessescontinueto beproblemsinthesecurity
of sensitive information. The newly confirmed
Chief Information Officer/Assistant Secretary for
Information and Technology has taken an
aggressive approach to correcting identified
weaknesses and hardening the security of the
Department's el ectronic information.

VA's Program Response

TheOIG, the General Accounting Office, and VA
security staff members have, for the past several
years, reported on coredeficienciesexistinginthe
Department's segmented information security
programs. Although some identified weaknesses
were the result of insufficient funding being
available to upgrade IT assets to more secure
hardware and software configurations, most
deficiencies were attributed to the lack of
centralized security management, oversight, and
control. During the past year, a number of
aggressive actions have been initiated to develop
a comprehensive, departmentwide security
program targeted toward enhancing VA's overall
I'T security posture, including ensuring compliance
with related OMB and Congressional directives.

Thisyear, the Secretary realigned departmentwide
IT security responsibilities under a single focal
point. The Chief Information Officer (ClIO) has
been vested with authority to provideguidanceand
direction for all IT technical and security issues.
The CIO manages the Department's security
program through the newly established Office of
Cyber Security (OCS). Theofficeisserving asthe
focal point for leveraging existing resources and
implementing security initiativesonaglobal basis
within the Department.

During the past year, IT security has received
priority attentionat all Department levels. Thefocus
onsecurity hasbeenrevitalizedin VA'sInformation
Technology Board through establishment of a
Cyber Security Subcommitteetoidentify areas of
concern, coordinate policy issues, and share
concepts for related best practices. Successesin
FY 2001 include:

[ Remote penetration testing has been conducted
to support the Department's commitment to
conduct active compliance monitoring and
identificationof continuing security weaknesses.

[0 Intrusion detection systems have been fielded
at anumber of locations within the Veterans
Health Administration and the Veterans
Benefits Administration as a precursor to
implementing global intrusion detection
capability.

[0 The VA Computer Incident Response
Capability hasbeen expanded to operateon a
24/7 basis to coordinate data on threat and
vulnerability issues, cyber security incidents,
and appropriate countermeasures.

[0 A departmentwide anti-virus regime is
currently being deployed to better prevent and
contain virusoutbreaksthat continueto occur
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in VA, disrupt services and divert the efforts
of technical staff.

In addition to these initiatives, the CIO initiated
the first-ever departmentwide cyber security
program review. Thisreview coincided with VA's
implementation of provisions of the Government
Information SystemsReform Act (GISRA). During
thereview, asalf-assessment survey containing 247
security-related elements was completed by
respectivel T and security staffsprovidinglogistical
support for each of VA's 995 systems and major
applications.

As expected, the results of the GISRA self-
assessment survey confirmed the lack of security
management for IT assets. Overall, less than 70
percent of VA systemsand major applicationshad
effectively implemented IT security controlsin
such areasas segregation of duties, accesscontrols,
and entity-wide security program planning and
management. Evenfor those systemsreporting that
controls were in place, there was almost no
independent validation to ensure compliancewith
previously established security procedures.
Correspondingly, many of the deficiencies
identifiedinthe surveyswerecitedin prior audits,
and had not been adequately remedied. Although
this processidentified deficienciesin great detail,
it was used as an effective management tool to
identify and address the underlying lack of line
management accountability, a contributing factor
to VA's current security weaknesses.

Upon receipt of the Department's first GISRA
Report, OM B commentedinaNovember 16, 2001,
memorandumtothe Secretary, "OnI T security, the
ClO'ssecurity report isclear, coherent and shows
that a comprehensive Department-level security
programisdevel oped and hasbegun. Itisnot clear
how the Department-level program will be
implemented at lower level. Specifically, it does
not describe how the approach will correct the

security issues that have long plagued the operating
adminidrations i.e,theVeteransHedthAdminidration
and the Veterans Benefits Adminigration.”

The momentum for change established this year
will becarriedforward. The ClO'snear-termfocus
isto build upon current initiatives including:

[0 Preliminary intrusiondetection projectswill be
expanded to a departmentwide capability.

[0 Capabilities for compliance support and
independent validationfor GI SRA remediation
efforts will be established.

[0 Comprehensive policies for authentication,
certification, and accreditation will be
developed and implemented.

Thesuccessof currentinitiatives, futureinitiatives,
and the extensive direction and support provided
by the Secretary, the VA CIO, and Administration
ClOs, reaffirm that this program is one of VA's
highest priorities.

6. Federal Financial Management
I mprovement Act (FFMIA) and VA's
Consolidated Financial Statements(CFS)

The Chief Financial Officers Act of 1990,
Government Management Reform Act (GMRA)
of 1994, andimplementing OMB Bulletinsrequire
that VA'sconsolidated financial statements(CFS)
be audited annually by the OIG or the OIG's
representative. The agency CFS and related audit
reports are integral to the Governmentwide CFS
prepared by the Department of the Treasury and
audited by the GAO. VA'sFY 2000 CFS reported
assetstotaling $44 billion, liabilitiestotaling $583
billion, and net operating costs of $45 billion.

VA achieved unqualified CFSaudit opinionsin FY
2000 and FY 1999. VA has also demonstrated
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management commitment to addressing material
internal control weaknesses previously reported
and made significant improvements in financial
management. However, remaining material
weaknesses are still considered significant, such
as noncompliance with the Federal financial
management System requirements of the Federal
Financial Management Improvement Act
(FFMIA). Corrective actions needed to address
noncompliance with system requirements are
expectedtotakeseveral yearstocomplete. TheOIG
also reported other significant conditions
addressing the need for improving application
programming and operating system change
controls, businesscontinuity and disaster recovery
planning, and operational oversight.

Current Status

Integrated Financial Management System
Material Weakness

The material weakness concerning the
Department's financial management systems
underscores the importance that the Department
continue its efforts to acquire and implement a
replacement integrated corefinancial management
system. However, achieving the success of an
unqualified opinion currently requires a number
of manual compilationsand extraneous processes
that the financial management system should
perform. These processes require extraordinary
administrative efforts by Department program,
financial management, and audit staff. Asaresult,
the risk of materially misstating financial
informationishigh, consideringtheneedto perform
extensive manual compilations and extraneous
processes. Efforts are still needed to ensure
adequate accountability, and reliable, useful, and
timely information needs to be available to help
Department official smakewell-informed decisions
and judgments.

The February 2001 OIG CFS report noted
continuing difficulties related to the preparation,
processing, and analysis of financial information
to support the efficient and effective preparation
of VA's CFS. Examplescited by the CFSauditors
include:

[0 General ledgers for some smaller funds are
maintained outside the existing corefinancial
management system.

[0 Unreconciled differencesbetweenthegenera
ledgersand the Property M anagement System
subsidiary ledger exist.

[0 A significant number of manual adjustments
wereused during theyear-end closing process.

Information Technology Security Controls
Material Weakness

The Ol G reported thiscondition in the CFSreportsfor
FY 1997, 1998, and 1999 and made recommendations
for VA to implement a comprehensive security
program that would improve these controls. The
CFS auditors noted the following information
technology weaknesses:

[0 Inadequate security plans and security
administration.

[0 Improper access by programming staff.

[0 Inappropriateaccesscapabilitiesby application
programmers.

[0 Inadequate review, investigation, and
documentation of network accessexceptions.

[0 Physical access to computer rooms storing
production hardware by individuals with
incompatible duties.
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[0 Inconsistent anti-virussoftwareupgradesat all
locations and improper setup to alert
administrators to take prompt actions.

Thesize of VA programs and the large number of
systems that generate program and financial
information make correction of existing material
weaknesses very complex. VA is also dependent
on the receipt of funding through OMB and
Congress to implement corrective actions. The
target datefor completing correctiveactionsonthe
information technology security control
weaknessesis FY 2003, and corrective action on
financial management system deficienciesis FY
2004, whenimplementation of VA'scoreFinancial
and Logistics System (coreFLS) project is
scheduled for completion.

VA's Program Response

During the past year, the Department has directed
priority attention to remediating material
weaknessesin I T security controlsreported under
the Federal Financial Management |mprovement
Act (FFMIA). In August 2001, the Chief
Information Officer (CIO) initiated the first-ever
departmentwide cyber security program review.
Thisreview coincided with VA'simplementation
of the Government Information Systems Reform
Act (GISRA). A GISRA self-assessment survey
containing 247 security-related elements was
completed by respective security and IT staffs
providing logistical support for each of VA's 995
systems and major applications.

Theresults of the GISRA surveys were analyzed
under the six specific control categoriesidentified
in the General Accounting Office's Federal
Information System Controls Audit Manual
(FISCAM). The use of these FISCAM categories
was deemed particularly appropriate, since
FISCAM provides guidance for reviewing
information system control sthat affect theintegrity,

confidentiality, and availability of data. Theseare
the specific areas that require significant
improvement in order to remediate the FFMIA
material weakness.

7. Debt Management

Asof March 2001, debts owed to VA totaled over
$4billion. Debtsresult from homeloan guaranties,
direct home loans, life insurance loans, medical
carecost fund receivabl es, compensation, pension,
and educational benefits overpayments. Over the
last 4 years, the Ol G hasissued reports addressing
the Department's debt management activities. We
reported that the Department should be more
aggressive in collecting debts, improve debt
avoidance practices, and streamline and enhance
credit management and debt establishment
procedures. VA hasaddressed many of theconcerns
reported over thelast few years. However, our most
recent national and CFS audits and CAP reviews
continue to identify debt management issues.

There has been agreat deal of dialog and sharing
of information between the OIG and VA
management to assessthe current magnitudeof the
debt management issues. For example, VBA direct
home loans is considered a lender of last resort.
Consequently, if aborrower defaultsonaloan, few
resourcesareavailablefor VA to collect. However,
wefee thereareother debt management i ssuesthat
VA canimprove. Issuesidentified by the Ol Grelate
to: accounts receivable follow-up, timely
reconciliation, and billing process problems.

In March 1999, we conducted an evaluation of
VHA'sIncomeVerificationMatch (IVM) program
to: (i) follow up on the implementation of
recommendations made in a March 1996 OIG
report, and (ii) determine whether there were
opportunitiesfor VHA to conduct thel VM program
inamore efficient and cost effective manner. The
OIG report titled Evaluation of VHA's Income
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\frification Match Program(Report No. 9R1-G01-
054) foundthat VHA could increase opportunities
to enhance Medical Care Cost Fund (MCCF)
collectionsby $14 million, and put resourcesval ued
at $4 million to better use, by requiring VISN
directors to establish performance monitors for
meanstesting activities, and billing and collection
of programreferrals. Additionally, tofurther ensure
these monetary benefits are achieved, VHA
management needed to implement previous
recommendations, andtheVVHA Chief Information
Officer needed to increase oversight of the Health
Eligibility Center (HEC) activities. VHA also
needed to expedite action to centralize means
testing activities at the HEC.

Current Status: The Department has
performed cons derablework intheareaof thedebt
referral process with the Department of the
Treasury. VA hasreported it has met or exceeded
Department of the Treasury goals this year —
demonstrating a commitment to improving debt
management within the Department.

VHA hasnotimplemented 7 of 13recommendations
from the March 1999 OIG report on VHA'S IVM

program.

The OIG is currently conducting an audit to
determine VHA's success with MCCF and to
identify opportunities to enhance MCCF
recoveries. Preliminary audit results show that
previously reported conditions, including missed
billing opportunities, billing backlogs, and minimal
follow-up on accounts receivable, are still
continuing. Also, insuranceidentification procedures
needimprovement. Our July 1998 audit found M CCF
recoveries could beincreased significantly by more
actively managing MCCF program activities;
however, our follow-upindicatestherecommendations
were not effectively implemented.

VA's Program Response

VHA continues to implement the outstanding
recommendations for the report on the Income
Verification Match (IVM) program. The Health
Eligibility Center (HEC) has established
mechanismsto ensurethat 1V M conversion cases
arereferredtoall sitesof carefor appropriatebilling
action. HECisworkingwiththeVISNsto establish
performance standards that require staff involved
in the means test co-payment billing process to
administer IVM referral casesinatimely manner.
HEC also hasreporting capabilitiesthat will enable
staff at the medical facilities and Networks to
monitor and track billing and collection activities.
A directiveisbeing prepared for distributiontothe
Networks and facilities that describes the restart
of thel VM process, thenew reporting procedures,
and draft performance standards for field staff
involvedinrevenueactivitiesrelatedto VM means
test co-payment billing. Thetarget dateto resume
incomeverificationisApril 2002. Redesign of the
HEC database and implementation of a national
Centralized Renewal of Means Test continueto be
on an expedited schedule and are on target for
completion by October 2002.

Intermsof MCCF activities, VHA'srevenueoffice
continuesto spend considerabletimeand effort in
identifying opportunities to improve the revenue
process. The Revenue Improvement Plan
(addressing MCCF issues), completed in
September 2001, isacomprehensivedocument that
addresses all aspects of the revenue cycle. It
includes an overall improvement plan,
responsibilities and time frames for completion.
All of therecommendationsidentified by OlG are
addressed intheplan, asarerecommendationsthat
were made by reviews conducted by the Financial
and SystemsQuiality Assurance Service (FSQAS).
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8. Workers' Compensation Costs

The Federal Employees’ Compensation Act
(FECA) authorizes benefit payments to civilian
employees of the Federal Government for
disabilities or deaths resulting from injuries or
diseasesustained intheperformanceof their official
duties. Thebenefit paymentshavetwo components
— salary compensation payments and medical
treatment paymentsfor specific disabilities. Benefit
payments under FECA are made from the
Employees Compensation Fund administered by
the Department of Labor, Office of Workers'
Compensation Program (OWCP).

During the period July 1998 through June 1999,
VA's OWCP costs totaled over $137 million for
the 15,287 active cases. Wage | 0ss compensation
was over $106 million (77 percent) and medical
costs were over $31 million (23 percent). VHA
accountsfor about 95 percent of VA'stotal OWCP
cases and costs.

In 1999, we completed afollow-on audit of high-
risk areas in VHA's Workers' Compensation
Program (WCP). The audit found that VHA was
vulnerableto abuse, fraud, and unnecessary costs
associatedwith WCPclaimsinthreehigh-risk areas
reviewed: dual benefits, non-VHA employees, and
deceased WCP claimants. Weestimated that VHA
has incurred or will incur about $11 million in
unnecessary costsassociated with WCP claimsin
these high-risk areas.

Current Status: The OIG continues to
provide technical support and assistance to the
Department initseffortsto reduce WCP costsand
identify WCPfraud. TheOlG identified 82 claims
duringitsFY 1999 audit titled Audit of High-Risk
Areas in the Veterans Health Administration's
Wor ker s Compensation Program (Report No. 99-
00046-16) that involved potential WCP fraud.
Effortsto continue identifying potential program

fraud were addressed when the OI G provided two
training sessions prior to VHA's one-time review
of priority casesidentified by automated analysis
of VHA's active/open WCP cases. While VHA's
reviews did identify cases they believed to be
potential fraud, noinvestigationshave been opened
on these cases because additional documentation
and evidencewereneeded. The Ol G staff discussed
these cases with VHA staff. VHA isworking to
provide documentation to the OIG.

Additionally, aVA OlG WCPresources Web page
(www.va.gov/oig/52/wcep/wep.htm) wascreated to
allow VA employeesto easily find and download
WCPproducts. ThisWebpagecontainspresentations,
reports, and other WCP products, such asthefraud
awarenessbulletin. Italso containslinksto VA OIG
Office of Investigation press releases on WCP
cases.

VA's Program Response

VHA participates actively in the WCP fraud
prevention program, and routinely reports cases of
potential abuse. Approximately 40-50 cases have
already beenreferred, althoughitisrecognized that
not all have met OIG's criteriafor actua fraud.

9. Procurement Practices

TheDepartment spendsover $5.1 billionannually
for supplies, services, construction, and equi pment.
VA faces mgjor challenges to implement a more
efficient, effective, and coordinated effort that can
better ensure the Department's acquisition and
delivery efforts to acquire goods and services. A
more integrated effort is needed to ensure the
benefitsof acquiring goodsand servicesoutweigh
costs. High-level monitoring and oversight need
to be recognized as a Department priority, and
efforts must continue to maximize the benefits of
competition and leverage VA'sfull buying power.
VA must also ensurethat adequatelevel sof medical
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supplies, equipment, pharmaceuticals, and other
supplies are available to satisfy demand. Excess
inventory should be avoided so funds that could
be used to meet other needs are not tied up.

Historically, procurement actions are at high risk
for fraud, waste, abuse, and mismanagement.
Vulnerabilitiesand business| ossesassociated with
theft, waste, and damageof informationtechnol ogy
areknowntobesignificant. Past auditssupport the
need to providefor adequate acquisition planning
onacorporatebasis, andtoimproveand coordinate
national and regional acquisition planning efforts.

Current Status: Recent OIG reviewshave
identified serious problemswith the Department's
contracting practices and acquisitions. These
reviews have identified the need to improve the
Department's procurement practices in areas of
acquisition training and oversight, and to better
ensure the adequacy and competency of the
acquisition workforce. Recent business reviews
conducted by VA's Office of Acquisition and
Materiel Management (OA& M M), and other audits
conducted by the OIG at VA facilities, have
identified significant problems relating to
acquisition planning, training, inventory
management, management oversight, and contract
administration.

The OIG isworking with VA and VHA logistics
staff to improve procurement practiceswithin the
Department. The OIG continues to perform
contract audit and drug pricing reviews to detect
defective and excessive pricing, and to provide
improved assurance over the justification,
prioritization, accountability, and delivery of
pharmaceuticals and other goods in VA's
operations. VHA has madethe development of an
Advanced Acquisition Plan apriority.

An OA&MM Task Group was charged with
developing aninventory of procurement problems

in December 2000. The Group identified problems
with noncompliance with acquisition regulations
and poor contract administration on individual
procurementsasbeing caused by thefailuretohire
competent procurement officials, inadequate
training, undue pressure, and weak or inconsi stent
procurement policies. | nadequate or non-existent
acquisition planning at the local, VISN, and
national levels was also identified. The Group
provided anumber of recommendationsto address
these problems effectively and recommended
actionsthat shouldimprove planning, coordination,
and accountability at all Department levels.

Also, the OA&MM Group identified continuing
problems with inventory management, purchase
cards, scarce medical specialist/sharing contracts
and information technology purchases as areas
needing immediate review. The group suggested
that subgroups consisting of representatives of
VHA, OA&MM, OI G and other appropriateoffices
be formed to address these issues. Subgroups are
currently working on addressing specific issues.

Federal Supply Schedule Purchases

Federal Supply Schedule (FSS) contracts are
awarded non-competitively by the National
Acquisition Center to multiple vendorsfor like or
similar commercial off-the-shelf products. The
Government'snegotiation strategy hashistorically
been to obtain most-favored customer pricing or
better. Since 1993, the OIG has conducted pre-
award and post-award reviews to provide
contracting officialswithinsight into eachvendor's
commercia salesand marketing practicesaswell
as buying practices. These reviews provide
contracting officers with information needed to
strengthen the Government's pricing position
during negotiations. During thepast few years, the
effectivenessandintegrity of theFSSprogram have
deteriorated because FSSisnolonger amandatory
source for these commercia products.
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Asaresult of making FSS contractsnon-mandatory
sources of supply, there has been an increase in
open-market purchasesby VAMCs, often without
attempts by them to either negotiate prices or
determine price reasonableness. The term open-
market describesthe purchase of goodsand services
that are not on contract. In increasing numbers,
vendorshave: (i) withdrawn high-volumemedical
supply items from FSS contracts, (ii) refused to
negotiate in good faith, (iii) cancelled contracts,
or (iv) not submitted proposalsfor FSS contracts.

Although these vendors no longer have contracts,
they have not lost their VA market share. They
continue to sell in large volumes to individual
VAM Csand avoid offering most favored customer
prices, shielding themselves from pre-and post-
award reviews. In addition, they are able to sell
productsmadein non-designated countriesdirectly
to VA facilitiesthat they cannot sell on FSSor other
contracts because of the Buy Americaand Trade
Agreements Act requirements. Previous OIG
investigations have resulted in $8 millionin civil
penalties being imposed on violators of the Act.

Current Status: TheOIG CAPreviewsat
VAMCs have identified non-competitive open-
market purchasesat significantly higher pricesthan
comparable items offered on FSS contracts. Our
reviews have also identified conflict of interest
issuesand proposed solesource contractsthat lack
adequate businessanalyses, justifications, or cost/
benefit assessments. Many proposal sarenot being
audited asrequired and may not bereceiving legal
and technical reviews as required. Management
attention is needed to develop clear and useful
policiesthat will ensurefair and reasonableprices,
consistency inthe use of VA's statutory authority,
and proper oversight of such activities.

I nventory Management

TheOI G conducted aseriesof four auditsto assess
inventory management practices for various

categories of supplies. These audits found that
excessive inventories were being maintained,
unnecessary largequantity purchasesareoccurring,
inventory security and storage deficiencies exist,
and controls and accountability over inventories
need improvement. An FY 1998 audit of medical
supply inventoriesat five VAM Csfound that at any
giventime, thevalueof VHA-wideexcessmedical
supply inventory was $64 million, 62 percent of
the$104 milliontotal inventory. AnFY 1999 audit
of pharmaceutical inventoriesat four VAM Csfound
that about 48 percent of the $2 million inventory
wasinexcessof current operating needs. Another
audit in FY 2000 at five VAMCs concluded that
47 percent of the $3 million prosthetic supply
inventory was excessive.

Themain cause of the excessinventorieswasthat
the Genericlnventory Packagewasnot being used
or was insufficiently used to manage the
inventories. VAMCsrelied on informal inventory
methodsand cushionsof excessstock asasubstitute
for themorestructured Generic Inventory Package
inventory management system. The successful
transition to prime vendor distribution programs
for pharmaceutical sand other supplieshashel ped
reduce pharmacy inventoriesfrom previouslevels.
However, inventories continue to exceed current
operating needs for pharmaceuticals and many
other items.

Current Status: Thelast of the four OIG
audits completed in FY 2001 concluded that 67
percent of the $5 million engineering supply
inventory used for maintaining and repairing
buildings, equipment, furnishings, utility systems,
and groundsat five VAM Cswasexcessive. At any
given time, the estimated value of the four types
of inventories was about $435 million.

CAP reviews continue to identify numerous
inventory management problems. In addition,
problems associ ated with prime vendor programs
have identified areas where supplies are being
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acquired at increased costs and/or waste has
occurred.

Government Purchase Card Use

OIG audits and reviews at selected VAMCs have
identified significant vulnerabilities in the use of
Government purchase cards. Purchaseshavebeen
split to circumvent competition requirementsand
some goods and services have been acquired at
excessive pricesand without regard to actual needs.
Our reviews of purchase card records, invoices,
purchaseorders, procurement history filesand other
related records, also lead usto believe that VHA
is purchasing open-market health care items in
amounts greater than the 20 percent maximum
allowed under Title 38 U.S.C. §8125(h)(3)(A).

Current Status: Of 33 CAPreportsissued
from March 31, 1999 to April 11, 2001, 22
identified Government purchase card problems
such as the lack of timely reconciliations and
certifications, inappropriate approving officials,
improper purchases, exceeded purchasing limits,
and poor internal controls. These conditionsarea
result of the widespread and essentially
unmonitored use of Government purchase cards
in conjunction with the decentralization of
purchasing authority to VAMCs. If uncontrolled,
risk will escalate as purchase card use increases
throughout the Department.

Scarce Medical Specialist Contracts

OIGreviewsof scarcemedical specialist contracts
have identified serious concerns about whether
contracts are necessary and costs are fair and
reasonable. Reviews have also identified conflict
of interestissuesand proposed sol e source contracts
that lack adequate businessanalyses, justifications,
or cost/benefit assessments. Most importantly, the
requirement that noncompetitive contractsmust be
based on cost or pricing data was not enforced.

Consequently, VAM Cs paid excessive chargeson
certain contracts. VHA issued guidance and
provided training that significantly improved
contracting practices. However, wehavefound that
VAMCs have been inappropriately using
Intergovernmental Personnel Act assignmentsand
commercial items contracts as a substitute for
scarce medical specialist contracts. Use of these
purchasing methods, in lieu of contracts, has
resultedin higher pricesbeing paidfor servicesthan
would have been paid using properly negotiated
contracts. Management needstoimproveoversight
toensurethat, when applicable, properly negotiated
contracts are used. Furthermore, management
needsto devel op and/or enforcepoliciesthat ensure
consistent compliancewith VA'sstatutory authority
in order to obtain reasonable prices.

Current Status: During FY 2001, we
completed contract reviews of seven health care
resource contract proposals involving scarce
medical specialists services. Weconcluded that the
contracting officer should negotiate reductions of
over $2 million to the proposed contract costs.

Controls Over the Fee-Basis Program

We conducted an audit to determine if VHA had
established effectiveinternal controlsto ensurethat
paymentsfor fee-basi streatment wereappropriate.
Fee-basis treatment is inpatient care, outpatient
care, or home health care received from non-VA
health careprovidersat VA expense. In June 1997,
the OIG issued areport titled Audit of Internal
Controlsover the Fee-BasisProgram (Report No.
7R3-A05-099) that found VHA could reducefee-
basishomehealth careexpendituresby at least $1.8
millionannually andimprovethecost effectiveness
of home health services by: (i) establishing
guidelines for contracting for such services, and
(i) providing contracting officerswith benchmark
ratesfor determining thereasonablenessof charges.
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Current Status: VHA hasnotimplemented
the Ol G recommendationsinthe June 1997 report
to establish guidelinesfor contracting and provide
contracting officers with benchmark rates.

VA's Program Response

In November 2000, at the request of the Deputy
Under Secretary for Health and the Principal
Deputy Assistant Secretary for Management, an
Acquisition I ssues Task Group prepared adetailed
analysis of procurement problemsin VHA. The
|G served as a member of this group. Some
recommendations of this group have been
completed or partially completed. Othershavebeen
put on hold pending the outcome of the Secretary's
Procurement Reform Task Force. Thiswork group
was formed in July 2001 and was tasked to ook
into similar procurement issues.

I nventory Management

| nventory management problemsnotedintwo OIG
reports are addressed in VHA Handbook 1761.2,
issued in October 2000. Implementation of the
handbook has been delayed because the National
Labor Management Organizations (AFGE and
NAGE) have requested a national demand to
bargain. InAugust 2001, VA Central Officesigned
anunderstanding with AFGE, effectively allowing
all AFGEfacilitiesto proceed withimplementation
of thehandbook. However, discuss onsaredtill being
conducted with NAGE. An Information Letter (1L)
17-01-01 to address one recommendation in OIG
report, Audit of VAMC Management of Engineering
Qupply Inventories (Report No. 99-00192-65), and
anamendmentto VHA Handbook 1761.2toaddress
four recommendationsin Ol Greport, Audit of VAMC
Management of Phar maceutical Inventories(Report
99-00186-86), are currently in concurrence.

Government Purchase Card Use

The Office of the Chief Financial Officer is
finalizing correctiveactionspertainingtoVHA on
the one remaining OIG recommendation
"Strengthen controls over the Purchase Card
Program by establishing appropriate mechanisms
tomonitor unreconciled transactionsonaVA-wide
basis’ that is found in OIG report Audit of VA's
Purchase Card Program (Report No. 9R3-E99-
037). VHA requirementshave been provided tothe
coreFL S analysts at the contractor, KPMG
Consulting, to ensure the new system can provide
thereports. It isexpected that all required reports
will beavailableby thetimethe Department begins
thenationwideimplementation scheduled for April
2003. OIG will close the recommendation when
further validation of these actionsisreceived from
the contractor. This response is currently being
solicited by VHA.

Scarce Medical Specialist Contracts

Many of the problems with awarding Scarce
Medical Specialist contractsaretheresult of such
contracts being awarded under 38 USC 81883,
Enhanced Sharing. Current policy for enhanced
sharing does not fully describe how to negotiate
and administer these contracts. Previous Scarce
Medical Specialist contracting policy wascovered
in VHA Directive 96-039, which expired in May
2001. A subgroup of the Acquisition I ssues Task
Group isworking on reissuing this directive and
providing additional relevant information to help
facilities avoid improperly awarding Scarce
Medical Specialist contracts.

Controls Over the Fee-Basis Program

VHA has implemented all but one of the
recommendationsfromthe June 1997 report, Audit
of Internal Controlsover the Fee-Basis Program.
The remaining recommendation deals with
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establishing guidelinesfor contractinghomehealth
services and providing contracting officers with
benchmark ratesfor determining thereasonableness
of charges. VHA's Geriatrics and Extended Care
Strategic Health Care Group is finalizing a
directive, Purchasing Home Care and Hospice
Servicesfrom Community Agenciesfor Enrolled
Veterans, and VHA is working with the OIG to
implement this final recommendation.

10. Human Capital Management

Human capital management (HCM) is a major
challengefor the Department, resulting fromahigh
number of employees projected to become
retirement-eligibleover thenext 5years. Giventhe
significant size of VA's workforce, there are al'so
significant dollar outlays associated with
addressing thischallengeeffectively. GAO hasalso
identified strategic HCM as a Governmentwide
"high risk" area.

Risks associated with not addressing VA's HCM
include:

[0 Patientinjury or lossof life.

[0 Program failure.

[0 Significantly reduced effectiveness.
[0 Significantly reduced efficiency.
VHA Nurses

TheVA Officeof Human Resources M anagement
(HRM) reportedin FY 2001 that registered nurses
are the largest segment of health care workers
withinthe Department. VA employsapproximately
35,000 registered nurses and nurse anesthetists.
VAMCs are having difficulty recruiting nursesin
specialty fieldsand some VAMCsfind it difficult
to recruit and retain licensed practical nurses and

nursing assistants. Accordingto HRM, 12 percent
of the VA nursing population is eligible to retire.
Each year, approximately 4 percent more will be
eligible to retire. HRM reports that by 2005, 35
percent of the current nursing workforce will be
eligible for retirement.

Recent GAO reports point to the importance
Congress has placed on thisissue. The following
is alist of recent GAO reports and quotes of
pertinent statements in those reports:

0 January 2001, High Risk Series- "A national
nursing shortage could adversely affect VA's
effortstoimprovepatient safety in VA facilities
and put veterans at risk."

O July 2001, Nursing Workforce: Emerging
Nurse ShortagesDueto MultipleFactors-"The
largenumbersof registered nursesthat entered
the labor force in the 1970s are now over the
age of 40 and are not being replenished by
younger registered nurses...Job dissatisfaction
has also been identified as a major factor
contributing to the current problems of
recruiting and retaining nurses...Demand for
nurses will continue to grow as the supply
dwindles...The future demand for nurses is
expected to increase dramatically when the
baby boomers reach their 60s, 70s, and
beyond...."

0 May 2001, Nursing Workforce: Recruitingand
Retention of Nurses and Nurse Aides Is a
Growing Concern - "With the aging of the
popul ation, demand for nurseaidesisexpected
to grow dramatically, while the supply of
workerswho havetraditionally filled thesejobs
will remain virtually unchanged.”

0 August 2001, Health Workforce: Ensuring
Adequate Supply and Distribution Remains
Challenging - "While current data on supply
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and demand for many categories of health
workers are limited, available evidence
suggestsemerging shortagesinsomefields, for
example, among nurses and nurse aides.”

Current Status: VHA formed a National
Succession Planning Task Forceto addressVHA's
changingworkforce. Accordingtothe Task Force's
August 2001 draft report on VHA Succession
Planning, "VHA faces a leadership crisis
unprecedented in its history. With 98 percent of
our senior executiveseligibletoretireby 2005and
other key clinical and administrative cadresfacing
similar turnover, it is paramount that we quickly
focus on both devel oping our new leaders aswell
as replacing key employees throughout our
organization."

The Task Force'sdraft report listsrecommendations
in seven magjor categories: (i) benchmarking, (ii)
workforce assessment, (iii) employee morale and
satisfaction, (iv) short-term steps, (v) progression
planning, (vi) legislative initiatives, and (vii)
organizationa infrastructure. The report states that
attracting, developing, andretainingawel l-qualified
workforce at all levels of VA's organization is
paramount to ensure VA's ability to provide quality
careto our veteran population. Recent GAO reports
on management challenges cite ashortage of VHA
nursesanddifficulty inproperly trainingandrecruiting
VBA claims processors as challenges for the
Department.

VBA Claims Processing

The Secretary tasked a Claims Processing Task
Forcein May 2001 toidentify thechallengesVBA
faceswith timely and accurate claims processing.
The Task Forcereported that during the past decade
thenumber of employeesinVBA "dropped dlightly
whileworkloadincreased dramatically." The Task
Force also reported that VBA reduced the
availability of skilled labor for processing claims

whilediverting experienced staff toimplement new
processes that were poorly managed.

Although Congresshasprovided VBA anincrease
infunding to pay for 800 employeesin each of the
last 2 years, VBA does not have an integrated
training planand program. The Task Forcereported
that VBA's Office of Employee Development and
Training is not equipped to develop a
comprehensivetraining plan. Thereport concludes
that VBA has not put together the needed training
infrastructure. The report also states that VBA's
current hiring patternisnot theresult of any strategy
and is not integrated with any business plan. The
report identifies 13 separate points in its
recommendationfor afully integratedtraining plan
and program, whichincludesthecreation of afully
integrated training infrastructure.

Current Status: The OIG has not issued
recent national auditson HCM. However, wehave
identified resource shortages in Combined Audit
Program (CAP) reviews.

VA's Program Response
VHA Nurses

National nursing shortagescontinueto beapriority
issue for the entire health care industry. VHA
mai ntai nsan ongoing, active recruitment process.
There is no indication that the quality of carein
VA medical centershasbeen adversely affected by
nursing staff limitations.

In response to this challenge, the Department
established the Office of Workforce Planning in
FY 2001 in order to devote full-time resourcesto
developing and implementing a comprehensive
workforce planning initiative that will enable VA
to remain acompetitive employer and provider of
quality servicesto Americasveterans. Aspart of
this initiative, VA developed a Departmental
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Workforce Analysisand 5-Year Restructuring Plan
that details demographics, skill assessments,
human capital challenges and accomplishments,
and strategiesthat demonstrate VA's commitment
to becoming more citizen-centered.

Inorder to address VA'shuman capital challenges,
we have developed the Department of Veterans
AffairsWorkforceand Succession Plan. Thisplan
articulatesVVA'scorporatevisionfor workforceand
succession planning and identifies specific
strategies to address recruitment, retention, and
development issues.

VBA Claims Processing

Inresponsetothechallengesintheareasof claims
processing and succession planning, VBA has
undertakenanumber of initiativesdesignedto build
human capital across the organization. A highly
successful multi-year nationwide recruitment
programyielded over 2,000 entry-level employees
primarily in the Compensation and Pension
business line. The influx of new employees in
advanceof expected highretirement levelsamong
senior employees has ensured adequate time for
skillsdevel opment and knowledgetransfer through
training and mentoring. To support training and
mentoring programs, VBA has obtained a
regul atory flexibility from the Office of Personnel
Management allowing reemployment of
experienced retirees without reduction in their
annuities. Thisinitiative hasreduced the need to
move experienced employees into training roles
fromdirect claimswork. A third approachinvolved
astudy (begun summer 2001) to devel op asystem
of leadership competencies for use in selection,
development and succession planning for
executive, mid-level management, and first-line
supervisory positions. InitiativesinvolvingVBA's
human resources capacity included a 2001
contractor study of the human resourcesfunction,
structure, and alignment; and week-long training
conferencesfor the entire VBA human resources

community in August 2000 and 2002. Finally, the
annual Directors Conferencein September 2001
focused on "High Performance in Leadership
Development,” through a week-long program of
learning, discussion, and study of recruitment,
change management, information technology,
development, succession planning, performance
management, employeesati Sfaction, andrecruitment.

A Training Task Team convened to respond to the
13 Task Force recommendations and recently
briefed VBA management on a series of findings
and action recommendations. The team's
recommendationsweredividedintofivecategories.
eval uating current training; instructor selectionand
certification; establishing skill competency and job
certification criteria; delivering training; and
structure. The Office of Employee Devel opment
and Training (ED&T) completed milestones in
several of thecategories. Theseincludecompletion
of anassessment of previoustrai ning, establishment
of aninstructor certification processand thetraining
of afirst class of instructors, and completion of a
design plan for broadcasting capability at the
VeteransBenefitsAcademy. Milestonescompleted
by the Compensation and Pension Service and
ED&T include submission of proposed
organi zation structuresfor training and aschedule
toreview theskill requirementsand competencies
for each gradelevel withintheVSRand RV SR job
series, which will establish the foundation for a
training plan for each employee.

VBA successfully concluded an 18-month SES
Candidate Development Programfor 16 new senior
leaders. The program was endorsed by the U.S.
Officeof Personnel Management and wasadopted
by the Department as the framework for a
departmentwide program announced latein 2001.
Completion of a systematic path of leadership
training continues. VBA led a VA-wide team to
produce an Assistant Director Development
Program.
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Management Challenges | dentified by
the General Accounting Office

1. Access to Quality Health Care

Over the past several years, VA has undertaken
many initiativestoimproveveterans overall access
to VA-provided health care, such as shifting its
emphasi sfrominpatient to outpatient primary care
and increasing the number of outpatient clinicsit
operates. VA hasal so undertaken effortstoimprove
the quality of care it provides, including the
introduction of patient saf ety initiatives. However,
severa areasrequire continued emphasisif VA is
toachieveitsgoals. For example, VA cannot ensure
that veterans receive timely care at VA medical
facilities, nor can it ensure that it has maintained
the capacity to provide veterans who have spina
cord injuries, serious mental illnesses, or other
specia needsthecarethat they require, asmandated
by Congress. VA must also assess its capacity to
provide long-term care for its aging veteran
population and respond to emerging health care
needs, such astreating veteransfor hepatitisC. At
thesametime, VA isfacing apotential shortage of
skilled nurseswhich, if nationwide projectionsfor
the next several years bear out, could have a
significantimpact onVA'squality of careinitiatives.

Current Status and Future Plans

Access

VA hastaken significant stepstoimproveveterans
accessto health care. For theperiod October 1, 2000
through September 30, 2001, a total of 67
community-based outpatient clinics(CBOCs) were
opened acrossthecountry tomaintaintheemphasis
on outpatient primary care. VHA has also placed
ahigh priority onfull implementation of telephone
accessto care (nurseadvisor). In FY 2001, all but
one VISN achieved full Network-wide

implementation of thisimportant facet of access.
The remaining VISN plans to provide "24/7"
telephone care by March 2002.

Waiting Times

In response to concerns about waiting times, VA
established strategic targets for the time it takes
veteransto get an appointment withaVA provider
(either primary careor specialty care) andthetime
they spend waiting in a provider's office. As part
of its strategy to reduce waiting times and meet
servicedelivery targets, VA hasenteredinto short-
term contractswith consultantsto help reducethe
backlog of specialty appointments. By improving
waiting times, through process improvements,
physical plant renovations, pharmacy refills by
mail, and other means, VHA will effectively
improve patient satisfactionwith thequality of their
health care.

Quality and Patient Safety

Quality management leadership at all levels has
been strengthened. The Office of Quality and
Performanceisnow fully staffed. Network Quality
Management program personnel qualifications,
responsibilities, and functions have been clearly
delineatedin standardi zed position descriptionsand
consistent position titles.

VHA iscommitted to continuously improving the
cultureof patient safety initshealth carefacilities.
VA uses root cause analysis (RCA) to develop a
good understanding of the causes of safety
problems through identification of basic or
contributing causal factorsthat underlievariations
in performance associated with adverse events or
"close calls" involving VA patients.

VHA's establishment of the National Center for
Patient Saf ety (NCPS) and national training onthe
principles of root-cause analysis represent an
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aggressive response to previous concerns. The
focusthat NCPS has placed on theissue of patient
safety and on resolving long-time patient
vulnerabilitiesprovidessentinel capabilitiestoward
making sure that VA patients receive proper care
in asafe environment.

In FY 2001, VHA met the performance goal for
having root cause analysesin acorrect format and
completed within the appropriate time (45 days).
Timelinessisimportant, becausethelonger it takes
to complete an RCA, the longer it is before
preventive correctiveactionscan beimplemented.
InFY 2002, to continue emphasi zing new methods
inensuring patient safety, thisperformance measure
will be replaced with one that will measure the
success of implementing bar code medication
administration.

VHA achieved its goal of providing 20 hours of
continuing education on patient safety tofront-line
providersof patient care. Thisgoal, includedineach
Network director's performance standards, was
achieved through satellite video and computer-
based sel f-teaching modalities, which maximized
cost effectiveness.

Treating Veterans with Special Disabilities

TheDepartment hasadopted several performance
measures to help assess the treatment of veterans
with special disabilities. For example, VHA is
focused on promoting the health, independence,
quality of life, and productivity of individualswith
spinal cord injuries (SCI). Similarly, we view
discharge to non-institutional, community living
as a positive health outcome. Consequently, one
of VHA's primary performance measures is the
proportion of discharges from SCI Center bed
sectionsto non-ingtitutional settings. Performance
in FY 2001 was 98 percent.

In 1996, Congress provided a mandate in its
Eligibility Reform legislation (P.L. 104-262) to
ensure that we maintain nationwide capacity to
deliver specialized careto disabled veterans with
spinal cordinjuriesand diseases, blinded veterans,
veteranswith amputations, and thosewith severely
chronic, disabling mental illnesses. PL.104-262
also required the publication of datain an annual
report (the "Capacity Report") to Congress
demonstrating VA'scompliancewiththeprovisions
of this mandate.

On November 2, 2000, a coordinator for special
disabilitieswas appointed by the Under Secretary
in response to a General Accounting Office
recommendation to:

[0 Address underlying dissatisfaction from
stakeholders and oversight groups with VA's
annual Eligibility Reform report to Congress.

[0 Structureand develop arational, viableaction
plan to improve database accuracy and
nationwide reporting consistency for special
disability patient care, staffing and demographic
data for inclusion in the OIG's annual report
to Congress.

In addition, in May 2001, the FY 2000 Capacity
Report was published in a new narrative format
designed to place the accountability for
interpretation of datafor each special disability with
programofficiasinVHA andtheir clinical service
chiefsinthefield. Datatableformatsremained the
sameto maintain continuity between FY 1996 (the
year required by Congress) and FY 2000.

InJuly 2001, eight work groupsrepresenting each
special disability category werecreated, co-chaired
by a VISN clinical manager and a Patient Care
ServicesProgram director/Strategic Health Group
chief consultant. Work groups are responsiblefor
explaining the reason for incompl ete data capture
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inVHA databasesregarding clinical careprovided
for special disability patients.

General Findings and Conclusions - Capacity
Report 2000

Nationwide capacity has been maintained or
improved for workload measuresin seven of eight
specidties. Analysisof Allocation Resource Center
(ARC) datafrom all VISNs shows evidence of a
wide variation in capacity for special disabilities
among VISNs.

[0 VHA'scorporatedatabasefromFY 1996to FY
2000 published by ARC is not considered to
be accurate by certain VSOsand VA'sfederal
advisory committees. The data for mental
health specialties, especially substance abuse,
is considered to be incomplete and reflects
negatively upon these high-volume, high-cost
specialties.

[0 Significant advances in data-gathering and
recording processessi nce September 30, 2000,
have substantially improved the validity of
capacity data (beds and FTE) for the Spinal
CordInjury and Disorders(SCI& D) program.

[0 However, in other specialties, the
implementation of VHA policies, current
definitions, and“ counting rules’ for workload
makesit difficult toensurethat special disability
patient care data are correctly and uniformly
entered into local hospital/clinic databases.

[0 Morework isneeded to better capture dataon
specia disability patients. Patient Care Services
is actively working with clinical managers to
preclude this problem.

Positive Actionsand AccomplishmentsSincethe
Last Capacity Report

[0 TheParalyzed Veteransof America(PVA), in
general, has expressed satisfaction with the
effectivenessof programmatic directivesfrom
the Under Secretary for Health and the
compliance of field sites with the directives.
Stakeholders such as the PVA have worked
closely with VHA during the past year to
improvetheaccuracy of Spina CordInjury data
submitted from the SCI&D program using a
joint VHA/PVA survey.

[1 Foral other programsexcept Substance Abuse,
VHA can document that it has maintained or
improved itsworkload capacity foritsspecial
disability programs. For example, a decrease
in amputation ratesindicates more aggressive
treatment and better preventive care for
veterans.

[0 Appointment of aclinical coordinator in Patient
Care Services has created anew dial ogue and
abi-directional information exchange between
VISN clinical managersand VA Central Office
toidentify thecausesof datadifferencesamong
and within VISNSs.

[0 VHA hasissued policy establishing centralized
review of proposed changesin mental health
and SCI&D programsin the field. This has
markedly improved oversight of these special
disability programs by the national program
offices as well as the accuracy of available
information.

Shifting Health CareNeedsand Workforcel ssues

Substantial planning, effort, and resourceswill be
required as VA positions itself to meet the
increasing health care needs of the expanding
population of elderly veterans. As noted, the
population projectionsemphasi ze our demographic
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imperative. According to the Long-Term Care
Planning Model, the enrolled popul ation over age
85 will triple between fiscal years 2000 and 2010.

Asauthorized in PL 106-117, VA isconducting a
3-year pilot study of assisted living for veterans.
The pilot site, selected through a competitive
process, includesthe four states within VISN 20,
Pacific Northwest. A report on theoutcomesof the
pilot will be prepared for Congressin 2004.

VA officials estimate that as much as 6.6 percent
of its health care enrollees are infected with the
hepatitis C virus. This rate is three times higher
than that of the general U.S. population. Over the
past 2 years, VA identified health care funding to
screen patientsfor hepatitisCrisk factors, develop
treatment protocols, and create a public health
awareness campaign. In addition, VA adopted
appropriate performance measures for screening
and testing patients evaluated for risk factors for
hepatitis C.

In response to concerns about a national nursing
shortage, VA isengagedin multipleeffortsto assess
the adequacy of itscurrent nursing workforceand
plan for the future. Recent legislation authorizing
higher salaries for VA nurses could help in these
efforts. The Nursing Workforce Planning Group
(whose members include representative nurses
from avariety of roles, a Nurses Organization of
Veterans Affairs representative, labor partners,
hospital administrators and human resources
experts) completed a report that examines the
impact of the nursing shortage on VA and current
barriers to VA medical center recruitment and
retention of nursesin a competitive marketplace.
The report contains a reference guide for the
optimal use of current hiring and pay authorities
and also makes recommendations for both
legidativeand non-legidativeinitiativesto address
the nursing shortage.

VHA employs a diverse and knowledge-based
workforce comprised of individuals with abroad
spectrum of technical and program skills and
institutional memory; a large proportion of this
workforce is reaching retirement age. VHA has
begun a substantial succession planning effort —
encompassing all processes and activities — to
ensure that current and future missions are
supported by thehighest quality workforce. Tothis
end, VHA's Succession Planning Committee has
analyzed current and future workforce needs and
capacities and recommended actions to address
immediate and long-term issues and institute
Human Resourcesstrategic planning asanintegral
component of VHA's annual strategic planning
process.

A Web site (http://vaww.va.gov/succession/) was
established to allow all VA employees access to
information on succession planningin VHA. The
siteincludesthe results of asurvey on succession
planning activitiesinevery VISN andinthe Central
Office; toolsfor conducting analyses; information
on the Succession Planning Committee; study
results; alibrary of documents; and linksto other
related sites.

2. Health Care Resource Utilization

To expand care to more veterans and respond to
emerging health care needs, VA must continue to
aggressively pursue opportunitiesto useitshealth
careresources—ncluding itsappropriation of over
$20 billion—more wisely. VA has reduced its per
patient costs-oneof itskey performance measures—
by 16 percent, but it could achieve additional
efficienciesby realigning capital assetsand human
capital based on changing demographics and
veterans health careneeds. For example, VA needs
to further modify its infrastructure to support its
increased relianceon outpatient health care services
and expand its use of alternative methods for
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acquiring support services, such as food and
laundry. The Department spends as much as one-
quarter of itsannual health care budget to operate
and maintain about 4,700 buildings and 18,000
acres of property. VA also needs to pursue
additional opportunities with DoD to determine
cost-effective ways to serve both veterans and
military personnel, including sharing servicesand
facilities. Inaddition, VA must ensurethat it collects
the money it isentitled to from third-party payers
for health care servicesprovidedto veteranswhose
conditions are not service-connected.

Current Status and Future Plans

Asset Restructuring

VA's capital infrastructure has been designed, for
themost part, asa"hospital-based" delivery system
with afocusoninpatient acute care and supporting
services. This configuration no longer reflects
VHA'scurrent delivery of care, asVA health care
delivery has evolved into an integrated delivery
systemwith greatly expanded outpatient services.
The coststo maintain and operate the existing VA
capital infrastructure are substantial, diminishing
the availability of resourcesthat could be devoted
todirect patient care services. Futurerealignments
of VA'scapital infrastructure, including contracting
for acute hospital carein locationswherethereis
not sufficient workload and establishing new
facilitiesfor provision of outpatient care, will yield
improved access, efficiencies and service to
veterans.

The Capital Asset Realignment for Enhanced
Services (CARES) program is designed to assess
veteran health careneedsin VHA VISNSs, identify
service delivery options to meet those needs for
thefuture, and devel op an associated capital asset
realignment plan that ensures the availability of
high-quality health careinthemost accessibleand
cost effective manner, while minimizing impacts

on staffing and communities and on other VA
missions. Throughthe CARES process, VISNswiill
develop plans for capital asset restructuring that
are based on practices in health care delivery,
demographics, strategic plans, and assessments of
the existing aswell as future capacity of physical
plants to deliver accessible, quality health care.

VA a sohasanon-goinginfrastructure maintenance
program (for VHA itisnon-recurring maintenance;
while in VBA and NCA it is general operating
expense) to address periodic system renovations
and replacements. In addition, the Facility
Condition Assessment eval uation (approximately
50 percent complete at this time) will provide
current information on VHA's physical plant
condition. Thisinformationwill beaval uabletool
for medical centersto usein strategic planning for
future capital investments.

DoD and VA Cooperation

InFY 2001, President Bush established atop-level
VA-DoD Task Force designed to find ways to
improve health care in both agencies and to
determinetheexistenceof greater opportunitiesfor
sharing aswell asbuttressingaVVA missionto serve
as primary backup to DoD in times of national
emergency. To date, the Task Force hasdevel oped
a working agenda in response to the President's
Executive Order. The Task Force meets monthly
and has devel oped aworking agendain response
tothe President's Executive Order toidentify ways
to improve benefits and services, and review
barriers and challenges that impede coordination
between the Departments. Sevenwork groupshave
been formed to review avariety of issues: Benefit
Services, Acquisition and Procurement, Facilities,
I nformation M anagement/I nformation Technol ogy,
L eadership and Productivity, Pharmaceuticals, and
Resources/Budget Process.
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Ongoing activitiesthat predatethi sExecutive Order O'Callaghan Federal Hospital in Las Vegas,
include: Nevada, provides servicesto both VA and Air
Forcebeneficiaries; (d) AlaskaVVA Health Care

[0 ThePersian Gulf VeteransCoordinating Board System and Anchorage Regional Officeandthe

was established in January 1994 under the
authority of United StatesCode (U.S.C.) Title
31, section 1535. This Board has established
three subgroups—focusing onresearch, clinical
issues, and disability compensation.

TheMilitary and VeteransHealth Coordinating
Board (MVHCB) wasestablishedin December
1999, with threeworking groups—focusingon
research, hedthandhedthrisk communications.
The second work group is tasked with
monitoring and coordinating interagency
activitiesrelatedtoforcehealth protection and
medical surveillance. The last of these has
devel oped apublic-academic partnershipwith
The George Washington University and the
Centers for Disease Control and Prevention,
which are in the forefront of disseminating
needed i nformation regarding anthrax and other
biological contaminants.

Force Health Protection Initiative: On
November 8, 1997, President Clinton directed
the "...Departments of Defense and Veterans
Administration to create a new Force Health
Protection Program...." Thisinitiative hasbeen
enfoldedintheMVHCB'ssubgroup described
aboveandwill "...provideevery soldier, airman
and marine with comprehensive, life-long
medical record of all illnessesandinjuriesthey
suffer, the care and inoculations they receive
and their exposure to different hazards."

Joint Ventures: (a) theNew Mexico VA Health
Care System partnerswith the 377" Air Force
Medical Treatment Facility in Albuquerque; (b)
the El Paso VA Health Care System operates
an outpatient facility adjacent to the William
Beaumont Army Medical Center; (c) theMike

39 Medical Group from Elmendorf Air Force
Base (AFB) operate a VA/DoD replacement
hospital; (€) Navy and VA occupy an outpatient
care facility in Key West, Florida; (f) VA
operates an ambulatory care center and leases
a psychiatry ward from Tripler AFB in
Honolulu, Hawaii. Tripler also provides
inpatient medical, surgical and specialty
outpatient carefor DoD and VA beneficiaries
whileVA'sCenter for Aging providesbothwith
long-term care, rehabilitation and home-based
primary care. In addition, an enhanced-use
lease with US Vets provides shelter and
programs for homeless veterans at Barber's
Point Naval Station (which VA obtained
through DoD'sBase Closure Program); and (g)
in Fairfield, California, Travis AFB provides
careto VA inpatients and provides same-day
surgery withinthe David Grant Medical Center.
TheAir Forcea so providesoutpatient specialty
and ancillary support services. VA wasleasing
outpatient spaceuntil late 2000 whenit opened
its own outpatient clinic. The Air Force also
operatestwo TRICARE satelliteclinicsinthe
Sacramento area, both of which arelocated in
VA facilities.

VA/DoD Medical Research: Historically this
program hassupported biomedical researchfor
awidevariety of health problemsexperienced
by active duty and veteran military personnel.
The currently funded collaborative research
program includes a multi-site clinical study
exploring the epidemiology of amyotropic
lateral sclerosis (L ou Gehrig'sDisease) among
Persian Gulf Veterans, aswell asother studies.

Health Information Management and
Technology: Chief Information Officersfrom
theMilitary Health System and VHA meet on
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acontinuing basisto explore, assess, devel op,
and monitor sharinginitiatives. Both ClOsare
members of and report to the VHA/DoD
Executive Council. These officers are also
engaged in ahost of other interagency efforts.

[0 Other sharing activities: (1) the Army
established aninfirmary serviceat theVAMC
in Richmond, Virginia; (2) the 81% Army
Reserve Regional Support Command has
negotiated regional agreementswith morethan
one-third of VHA'sVISNsto providephysica
examinations, dental screenings and
immunizations to reservists; (3) the Military
Medical Support Office in Great Lakes,
[llinois, assumed responsibility for managing
the Remote Dental Program for Air Force,
Army, Navy, Marinesand Air National Guard
personnel aswell asfour VISNS beneficiaries;
(4) VHA CBOCsoccupy clinic spaceprovided
by military facilities in Louisville, and Fort
Knox, Kentucky, among other locations (see
above); (5) the Walter Reed Army Allergen
Extract Laboratory in Washington, D.C.
providesdelivery of diagnostic and therapeutic
allergen extractsto 29 VAM Csand outpatient
alergy clinics; (6) VA and TRICARE - by
prior agreement, over 71 VAMCsutilizefunds
generated by TRICARE patients to help
provide benefitsto VA beneficiaries, and VA
has signed agreements with all 5 TRICARE
mental health subcontractors; (7) thereareover
155VA/DoD agreementsinvolving education
and training support to DoD units and
reservists.

Third-Party Collections

VA Secretary Principi directedthe Under Secretary
for Healthto devel op arevenue cycleimprovement
plan. The plan describes the vision of the VHA
Revenue Program, outlines an action plan for

improved performance, and defines performance
measures and goal s that stress standardization of
policy, technology, data capture, measurement,
training and education, accountability, and
achievement. Thisplan also outlinesrecommended
actions required to improve the core business
processesof therevenuecycle. Theseactionitems
fall within five process areas: Patient Intake,
Documentation, Coding, Billing, and Accounts
Receivable.

The Revenue Enhancement Work Group and
Steering Committee have identified 24 major
recommendations that require action in order to
bring VHA's revenue operation to the next level
of success in improving collections. VHA will
actively and aggressively monitor theseidentified
areas to ensure that all possible areas of
improvement have been achieved. VHA will take
prompt actionto provideass stanceto any Network
or medical center that isnot performing consistent
with these expectations. Based on the collection
performance experienced in FY 2001, with
collectionstotaling over $770 million, weanticipate
being ableto meet or exceed the collection estimate
of $1.05 billionin FY 2002.

3. Compensation and Pension Claims
Processing

VA must a so continueto seek waysto ensurethat
veterans are compensated for reduced earning
capacity duetodisabilitiessustained, or aggravated,
during military service. VA hashadlong-standing
difficulties in ensuring timely and accurate
decisions on veterans' claims for disability
compensation. VA has improved its quality
assurance system in response to GAO's
recommendations, but |largeand growing backlogs
of pending claims and lengthy processing times
persist. Moreover, veteransareraising concernsthat
claims decisions are inconsistent across VA's
regional offices.
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VA has taken steps to improve its information
systems, performancemeasures, training strategies,
and processes for reviewing claims accuracy.
However, VA also needs better analyses of its
processes in order to target error-prone types of
casesand identify processing bottlenecks—aswell
asdetermineif itsperformancegoalsarerealistic.
VA also needs to be vigilant in its human capital
strategiesto ensurethat it maintainsthe necessary
expertise to process claims as newly hired
employees replace many experienced claims
processors over the next 5 years.

Current Status and Future Plans

VBA iscurrently addressing the Compensationand
Pension ClaimsProcessingissuesasnoted onabove
response (item number 3), under the challenges
identified by VA's Inspector General.

4. Management Capacity

VA has more work to do to become a high-
performing organization and increase veterans
satisfaction with its services. It must revise its
budgetary structureand devel op long-term, agency-
wide strategies for ensuring an appropriate
information technology (I1T) infrastructure and
sound financial management. If its budgetary
structure linked funding to performance goals,
rather than program operations, VA and the
Congresswould be better positioned to determine
the Department'sfunding needs. VA'sIT strategy,
which aimsto provide veterans and their families
coordinated services, must besuccessfully executed
toensurethat VA can producereiableperformance
and workload dataand safeguard financial, health
care, and benefits payment information. Similar
to most other major agencies, VA's financial
management strategiesmust ensurethat itssystems
produce reliable cost data and address material
internal control weaknessesand Federal Financial
Management |mprovement Act requirements.

Current Status and Future Plans

Performance-based Budgeting

VA and OMB staff jointly devel oped aproposal to
restructurethe Department'sbudget accounts. The
goal of this account restructuring effort is to
facilitate charging each program’'sbudget accounts
for al of the significant resources used to operate
theprogram and produceitsoutputsand outcomes.
The benefits of budget account restructuring are:
(1) to more readily identify program costs; (2) to
shift resourcedebatesfrominputsto outcomesand
results; (3) to eventually make resource decisions
based on programsand their resultsrather than other
factors; and (4) to improve planning, simplify
systems, enhance tracking, and focus on
accountability. We are on track to implement the
new structure with the FY 2004 budget.

Financial Management

In FY 2000, VA again received an unqualified
opinion on the consolidated financial statements
for FY 2000 and 1999. In addition, VA continued
tomakesubstantial progressin correcting material
internal control and other management and
operational controlsreported by GAO. Thematerial
internal control relating to fund balance with
Treasury wasremoved. VA continued toimplement
significant improvements in accounting for the
Housing Credit Assistance program, which was
converted to VA's core financial management
system, FMS. In addition, to correct material
weaknessesininformation technol ogy security, the
Secretary is personally setting expectations for
improvement at all levels; funding for cyber
security initiatives that cross Administrations is
beginning. Individual and collectivecyber security
responsibilities and accountability are being
identified and assigned. Whilemajor improvements
infinancial management have been achieved, VA
Is committed to addressing and correcting the
remaining areas identified by GAO.
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