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Selected Security Guidance

This list has some authoritative publications on use of classified information
systems (ISs) to assist information systems security officers (ISSOs) in the performance
of their duties. It is not all-inclusive; for additional help on security matters and
classified data, contact the Office of Security (SEC.)

National Security Telecommunications Information Systems Security
Committee (NSTISSC) Issuances

CURRENT NATIONAL COMPUTER SECURITY CENTER (NCSC) POLICIES

NO. TITLE DATE CLASSIFICATION
1 National Policy for Safeguarding and Control 16 Jan81 U

of Communications Security Material (U)
2 National Policy on Release of Communications 07 Jul 83 U

Security Information to U.S. Contractors and

Other U.S. Nongovernmental Sources (U)
5 National Policy on Use of Cryptomaterialby 16Jan81 U

Activities Operating in High Risk

Environments (U)

Appendix | to NCSC-5, Guidelines for 16 Jan81 C
Identifying High Risk Environments (U)
Appendix Il to NCSC-5, Priorities for 16 Jan81 FOUO

Selecting Machine Cryptosystems for Use in
High Risk Environments (U)

CURRENT NATIONAL TELECOMMUNICATIONS INFORMATION SYSTEMS
SECURITY (NTISS)/NSTISS POLICIES
NO. TITLE DATE CLASSIFICATION
3 National Policy for Granting Access to U.S. 19 Dec 88 FOUO
Classified Cryptographic Information (U)

200 National Policy on Controlled Access 15 Jul 87 U
Protection (U)
300 (NSTISSP) National Policy on Control of 29 Nov 93 FOUO

Compromising Emanations (U)

CURRENT NATIONAL COMMUNICATIONS SECURITY INSTRUCTIONS (NACSI)
NO. TITLE DATE CLASSIFICATION
6002 Protection of Government Contractor 04Jun84 U

Telecommunications (U)



CURRENT NTISS/NSTISS INSTRUCTIONS
NO. TITLE DATE CLASSIFICATION
*1000 National Information Assurance Certification  Apr 2000 U
and Accreditation Process (NIACAP)
[Available online at http://www.nstissc.gov/html/library.htmil]
3005 Safeguarding & Control of Data Encryption 16 Mar 87 FOUO
Standard (DES) Equipment & Associated
Unclassified Communications Security
Aids (U)
3013 Operational Security Doctrine for the Secure 08 Feb 90 FOUO
Telephone Unit Il (STU-1II) Type |

Terminal (U)

3017 (NSTISSI) Operational Security Doctrine for  Aug 96 FOUO
Stand-Alone KG-84, KG-84A, and
KG-84C (V)

4001 (NSTISSI) Controlled Cryptographic Jul 96 FOUO
Items (U)

4002 Classification Guide for COMSEC 05Jun86 S
Information (U)

4003 (NSTISSI) Reporting and Evaluating 02 Dec91 FOUO
COMSEC Incidents (U)

4004 Routine Destruction and Emergency 02Dec91 FOUO
Protection of COMSEC Material (U)

4006 (NSTISSI) Controlling Authorities for 02Dec91 FOUO

COMSEC Material (U)
7000 (NSTISSI) TEMPEST Countermeasures for 29 Nov93 C

Facilities (U)
CURRENT NTISS/NSTISS ADVISORY MEMORANDA
NO. TITLE DATE CLASSIFICATION
COMPUSEC 1-90 (NSTISSAM) Protection of 14 Sep90 FOUO

Information Systems (IS) Outside
the Continental United States
(OCONUS) (U)
TEMPEST 2-91 (NSTISSAM) Compromising 20Dec91 C
Emanations Analysis
Handbook (V)

CURRENT NATIONAL COMMUNICATIONS SECURITY INFORMATION
MEMORANDA (NACSIM)
AND EMANATIONS MEMORANDA (NACSEM)

NO. TITLE DATE CLASSIFICATION
4004 Communications Security Survey Guide (U) 03 Jul 80 C
5000 TEMPEST Fundamentals (U) OlFeb82 C
7002 (NACSEM) COMSEC Guidance for ADP Sep 75 C

Systems (U)



CURRENT NTISS/NSTISS DIRECTIVES

NO. TITLE DATE CLASSIFICATION
500 (NSTISSD) Information Systems Security 25Feb 93 FOUO

(INFOSEC) Education, Training, and

Awareness (U)
901 (NSTISSD) National Telecommunications 28 Sep 92 FOUO

and Information Systems Security Issuance

System (U)

NOTE: The Defense Security Service (DSS) conducts personnel security investigations
for USAID contractors.

Selected Department Of Defense (DoD) Guidance

DoD DIRECTIVES

Type Number Date Subject

DODD 5105.42 13 May 1999 DEFENSE SECURITY SERVICE (DSS)

DODD 5200.1 13 December 1996 DOD INFORMATION SECURITY
PROGRAM

DODD 5200.2 9 April 1999 DoD PERSONNEL SECURITY PROGRAM

DODD 5210.79 7 September 1992 DEFENSE PERSONNEL SECURITY
RESEARCH CENTER (PERSEREC)

DODD 5220.6 2 January 1992 DEFENSE INDUSTRIAL PERSONNEL
SECURITY CLEARANCE REVIEW
PROGRAM

DODD 5220.22 8 December 1980 DOD INDUSTRIAL SECURITY PROGRAM

DODD 5230.11 16 June 1992 DISCLOSURE OF CLASSIFIED MILITARY

INFORMATION TO FOREIGN
GOVERNMENTS AND INTERNATIONAL
ORGANIZATIONS

DoD INSTRUCTIONS

Type Number Date Subject

DODI  4660.2 3 June 1992 COMMUNICATIONS SECURITY
(COMSEC) EQUIPMENT MAINTENANCE
AND MAINTENANCE TRAINING

DoDl 5200.40 30 December 1997 DOD INFORMATION TECHNOLOGY
SECURITY CERTIFICATION AND
ACCREDITATION PROCESS (DITSCAP)

DODI  5210.74 26 June 1985 SECURITY OF DEFENSE CONTRACTOR
TELECOMMUNICATIONS

DODI  5535.8 14 May 1999 DOD TECHNOLOGY TRANSFER (T2)
PROGRAM



Other DoD Publications

TYPE

DOD

DOD

DOD

DOD
DOD

DOD

DOD

DOD
DOD

DOD

DOD

NUMBER/
DESCRIPTOR
3200.12-R-4

C-5030.58-M

5200.1-PH-1

5200.1-R
5200.2-R

DATE
December 1988

July 1978

March 1989

January 1997
January 1987

SUBJECT

DOMESTIC TECHNOLOGY TRANSFER
PROGRAM REGULATION

DEFENSE SPECIAL SECURITY
COMMUNICATIONS SYTEMS, SECURITY
CRITERIA AND TELECOMMUNICATIONS
GUIDANCE (U)

CLASSIFIED INFORMATION
NONDISCLOSURE AGREEMENT (SF-312)
INFORMATION SECURITY PROGRAM
PERSONNEL SECURITY PROGRAM

[Available in the Code of Federal Regulations (CFR) at TITLE 32--NATIONAL
DEFENSE, CHAPTER I-- OFFICE OF THE SECRETARY OF DEFENSE, PART
154--DEPARTMENT OF DEFENSE PERSONNEL SECURITY PROGRAM
REGULATION (32 CFR Part 154)]

5220.22-M

January 1995

NATIONAL INDUSTRIAL SECURITY
PROGRAM OPERATING MANUAL

[Available online at http://www.dss.mil/isec/nispom.htm]

5220.22-M
SUP. 1

5220.22-R
5220.22-S

5230.18-M

5230.25-PH

February 1995

December 1985
March 1988

July 1985

May 1985

NATIONAL INDUSTRIAL SECURITY
PROGRAM OPERATING MANUAL
SUPPLEMENT

INDUSTRIAL SECURITY REGULATION
COMSEC SUPPLEMENT TO INDUSTRIAL
SECURITY MANUAL FOR
SAFEGUARDING CLASSIFIED
INFORMATION

FOREIGN DISCLOSURE AND TECHNICAL
INFORMATION SYSTEM (FORDTIS) USER
MANUAL

CONTROL OF UNCLASSIFIED
TECHNICAL DATA WITH MILITARY OR
SPACE APPLICATION



