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Information System Security
Mission Business Continuity Planning and

Disaster Recovery Checklist
for Executive Officers, Information System Security Officers and
System Managers

1. Introduction

The General Support System, AIDNET, includes the network infrastructure at USAID/W and the Missions;
its critical assets, deployed at the Missions, are controlled from USAID/W. Since your Mission network is
an extension of AIDNET, it does not require a separate Business Continuity Planning (BCP) and Disaster
Recovery Planning (DRP).

However, risk identification and mitigation are important at your Mission. Risk is your exposure to Mission
service outage or interruption. By conducting a risk assessment, you can determine the threats to your
Mission that could disrupt its services. After determining and understanding these risks, you will be able
to plan for and provide adequate and cost-effective controls and safeguards to protect your Mission’s
services.

The adequacy and cost-effectiveness of your chosen risk controls, beyond those that are required, are
subjective. Given the distributed nature of USAID, as long as you can recover your Missions services
elsewhere (to include USAID/W), you can meet your goals for business continuity and disaster recovery.
Controls that you can consider may include: 1) shipping copies of your data off-site monthly, 2) adding
hardware and bandwidth to “mirror” your services at another Mission or USAID/W, or 3) having a local
cold or warm site where you can recover. Your selection of control depends upon your cost, reliability,
and time-to-recover requirements.

You should be able to complete a basic risk assessment in several hours. For the risks you identify, you
will be able to determine appropriate security controls to mitigate or eliminate the risk, or determine
whether you can accept the residual risk.

2. Risk Assessment

There are three basic types of threat: natural (acts caused by nature), manmade (acts caused by man)
and environmental (acts related to your Mission’s technology). Several examples of each threat type are
listed in the table below. It contains several other fields, specifically likelihood, impact, risk level, and a
column for whether or not there is a warning for the identified threat.

e Likelihood — What is the likelihood that this particular threat will actually occur at your Mission?
For Not Applicable use 0, Low use the value 0.1, for Medium use 0.5, for High use 1.

o Impact — What is the impact from this particular threat to your Mission? For Low use the value
10, for Medium use 50, for High use 100.

¢ Risk Level —This value is calculated by multiplying the Likelihood value by the Impact value.
However, you may adjust it subjectively to better state your understanding of the impact to the
Mission.

e Warning/No Warning — Will you have advanced warning that the threat will occur (a time-period
during which you can take preventative or mitigating actions)?

The following threats within the table are common ones for your consideration. The list is not exhaustive,
and you should identify threats that are specific to your Mission environment. If you require assistance
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with determining likelihood, impact or risk level, send e-mail to the ISSO@usaid.qgov. The first few
threats values are pre-populated as examples.

Likelihood
Impact
Risk Level
Warning/
No Warning

Threat
Natural
Earthquake
Fire
Flood
Storm

0.5 100 50
100 100
10 0

N

o

Manmade

Arson

Civil Unrest

Sabotage

Terrorism
Theft

Environmental (Non-Data)
Air Conditioning Failure

Electrical Power Failure
Equipment Failure

Telecommunications Service Failure
Environmental (Data)

Record or Data Loss

Disclosure of Information
Mission-Specific Threats

This table contains some example threats likelihood, impacts, risk level, warning type.
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3. Impact Analysis

You can now prioritize the threats based upon their Risk Level scores. Where possible, you should select
controls or mitigating factors for the threats with the highest Risk Level scores first.

4. Preventative Controls and Mitigating Action

The following controls and mitigating actions within the table are common ones for your consideration for
the previously identified threats. The list is not exhaustive, and you should identify adequate and cost-
effective controls that are specific to your Mission environment. If you require assistance, send e-mail to
the ISSO@usaid.gov. Each threat has a set of associated, pre-populated basic controls and mitigating

actions.

Natural Threats

Preventative Controls

Mitigating Action

Earthquake

Off-site storage of backup media and
system documentation

Personnel safety and evacuation
plans

Relocate to another Mission
Relocate to USAID/W

Fire

Fire detection and suppression
system

Fireproof containers for backup
media and system documentation

Off-site storage of backup media and
system documentation

Personnel safety and evacuation
plans

Relocate to another Mission
Relocate to USAID/W

Flood

Water detection and notification
system

Off-site storage of backup media and
system documentation

Personnel safety and evacuation
plans

Relocate to another Mission
Relocate to USAID/W

Storm

Water and fire detection, notification
and suppression systems

Off-site storage of backup media and
system documentation

Personnel safety and evacuation
plans

Relocate to another Mission
Relocate to USAID/W

Manmade Threats

Preventative Controls

Mitigating Action

Arson Fire detection and suppression Setup up hardware and restore from
system backups
Fireproof containers for backup Relocate to another Mission
media and system documentation Relocate to USAID/W
Off-site storage of backup media and
system documentation
Civil Unrest Guard services Relocate to another Mission
Personnel safety and evacuation Relocate to USAID/W
plans
Sabotage Physical access controls Relocate to another Mission
Intrusion detection and notification Relocate to USAID/W
systems
Off-site storage of backup media and
system documentation
Terrorism Guard services Relocate to another Mission

Physical access controls

Intrusion detection and notification
systems

Personnel safety and evacuation
plans

Off-site storage of backup media and
system documentation

Relocate to USAID/W
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Theft

Physical access controls
Intrusion detection and notification
systems

Setup up hardware and restore from
backups

Environmental (Non-Data) Threats

Preventative Controls

Mitigating Action

Air Conditioning Failure

HVAC out-of-range detection and
notification system
Redundant HVAC system

Service level agreements with
facilities vendor

Electrical Power Failure

Automatic backup generator
Redundant electrical circuits
Uninterruptible power supplies
Emergency shutdown switches

Service level agreements with utilities
vendor

Equipment Failure

Redundant Equipment (cold spares)
Redundant Equipment (hot spares)

Service level agreements with vendor

Telecommunications Failure

Alternate telecommunications
pathway (ISP, VSAT)

Backup communications circuit (land-
line)

Service level agreements with
communications vendor

Environmental (Data) Threats

Preventative Controls

Mitigating Action

Record or Data Loss

Technical security controls

Disclosure of Information

Technical security controls

Mission Specific Threats

Preventative Controls

Mitigating Action

This chart contains threats and their related controls and mitigating actions.

There are additional items from formal Business Continuity and Disaster Recovery Planning that should
be included when you plan. These include notification lists (who do you need to notify when there are
potential or actual interruptions of service?), activation criteria (when, under what conditions, are you
going to activate your plan?), annual validation (does everything still work?), etc. If you have any
questions, please send e-mail to ISSO@usaid.gov.

Mission BCP and DRP Checklist

Verify Document Currency Before Use.



pspeight
Underline

mailto:ISSO@usaid.gov


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


