NATI ONAL SECURI TY DECI SI ON
DI RECTI VE NUMBER 298

NATI ONAL OPERATI ONS SECURI TY PROGRAM
OBJECTI VE

Security prograns and procedures already exist to protect classified matters.
However, information generally available to the public as well as certain
detectabl e activities reveal the existence of, and sonetinmes details about,
classified or sensitive information or undertakings. Such indicators my
assi st those seeking to neutralize or exploit U S. Government actions in the
area of national security. Application of the operations security (OPSEC)
process pronptes operational effectiveness by hel ping prevent the inadvertent
conprom se of sensitive or classified U S. Governnent activities,
capabilities, or intentions.

The operations security process involves five steps: identification of
critical information, analysis of threats, analysis of vulnerabilities,
assessment of risks, and application of appropriate counterneasures. The
process begins with an exam nation of the totality of an activity to determ ne
what exploitabl e but unclassified evidence of classified activity could be
acquired in light of the known collection capabilities of potentia
adversaries. Such evidence usually derives fromopenly avail able data. Certain
i ndi cators may be pieced together or interpreted to discern critica
information. Indicators nost often stemfromthe routine administrative
physical, or technical actions taken to prepare for or execute a plan or
activity. Once identified, they are analyzed against the threat to determ ne
the extent to which they may reveal critical informtion. Commanders and
managers then use these threat and vulnerability analyses in risk assessnents
to assist in the selection and adopti on of counternmeasures.

OPSEC thus is a systematic and proved process by which the U S. Gover nnment
and its supporting contractors can deny to potential adversaries information
about capabilities and intentions by identifying, controlling, and protecting
general |y uncl assified evidence of the planning and execution of sensitive
CGovernment activities.
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APPL| CATI ON

Indicators and vulnerabilities are best identified through detail ed OPSEC

pl anni ng before activities start. They nay also be identified during or after

t he conduct of routine functional activities by analyzing how functions are
actually perforned and the procedures used. Planning and anal ysis proceed from
t he adversary's perspective. To assist in OPSEC planning and anal ysis, OPSEC
pl anni ng gui dance nust be devel oped jointly by those nost famliar with the
operational aspects of a particular activity together with their supporting
intelligence el ements.

OPSEC pl anni ng gui dance shoul d take account of those aspects of an activity
that should be protected in light of U S. and adversary goals, estimated key
adversary questions, probable adversary know edge, desirable and harnfu
adversary appreciations, and pertinent intelligence threats. OPSEC pl anning
gui dance shoul d al so outline OPSEC neasures to conpl ement physi cal

i nformati on, personnel, signals, conmputer, communications, and el ectronic
security neasures. OPSEC neasures may include, but are not linted to, counter



i magery, cover, conceal nent, and deception

In the OPSEC process, it is inportant to distinguish between analysis of
threat and vulnerability, on the one hand, and inplenmentation, on the other
Recomendati ons on the use of OPSEC neasures are based on joint

operational -intelligence anal yses, but ultimte decisions on inplenmentation
are nmade by commanders, supervisors, or program nanagers who determ ne the
aspects of a programor activity to be protected. The decision maker with
ultimate responsibility for m ssion acconplishment and resource managenent

nmust have conplete authority for determ ning where and how OPSEC wi || be
appl i ed.
POLI CY

A National Operations Security Programis hereby established. Each Executive
department and agency assigned or supporting national security missions with
classified or sensitive activities shall establish a formal OPSEC programwith
the foll owing comon features:

Speci fic assignnent of responsibility for OPSEC direction and
i mpl enent ati on.

Specific requirenents to plan for and i npl enent OPSEC in antici pation of
and, where appropriate, during department or agency activity.

Direction to use OPSEC anal ytical techniques to assist in identifying
vul nerabilities and to sel ect appropriate OPSEC neasures.

Enact nent of neasures to ensure that all personnel commensurate with their
positions and security clearances, are aware of hostile intelligence threats
and understand t he OPSEC process.

Annual review and eval uati on of OPSEC procedures so as to
assi st the inprovenment of OPSEC prograns.

Provi sion for interagency support and cooperation wth
respect to OPSEC prograns.

Agencies with miniml activities that could affect national security need not
establish a fornal OPSEC program however, they nmust cooperate wth other
departments and agencies to ninimze damage to national security when OPSEC
probl ens arise

ACTI ON

Heads of Executive departments and agenci es assigned or supporting nationa
security missions.

Heads of Executive departments or agencies with national security
m ssi ons shal |

Est abl i sh organi zati onal OPSEC prograns;

| ssue, as appropriate, OPSEC policies, procedures, and planning gui dance; and
Desi gnat e departnmental and agency planners for OPSEC.

Further, they shall advise the National Security Council (NSC) on OPSEC
nmeasures required of other Executive departments and agencies in order to
achieve and naintain effective operations or activities. In this connection

the Joint Chiefs of Staff shall advise the NSC of the inpact of nonnmilitary
U S. policies on the effectiveness of OPSEC neasures taken by the Arned



Forces, and recomrend to the NSC policies to mnimze any adverse effects.



Chai rman, Senior Interagency Group for Intelligence (SIGI).

Consistent with previous Directives, the SIGI| has responsibility for nationa
OPSEC policy formul ation, resolution of interagency differences, guidance on
national -1 evel OPSEC training, technical OPSEC support, and advice to

i ndi vi dual Executive departnments and agenci es. The National Operations
Security Advisory Conmittee (NOAC), as part of the SIGI| structure and
functioning under the aegis of the Interagency Goup for Counterneasures
(Policy}, will:

Advise the SIG | structure on neasures for reduci ng OPSEC vul nerabilities and
propose corrective neasures;

As requested, consult with, and provide advice and reconmendations to, the
various departnments and agenci es concerni ng OPSEC vul nerabilities and
corrective measures;

On an ad hoc basis, chair meetings of representatives of two or nore Executive
departments or agencies having conpeting interests or responsibilities with
OPSEC i nplications that may affect national security interests. Analyze the

i ssues and prepare advi sory nenoranda and recomendati ons for the conpeting
agencies. In the event NOAC fails to resolve differences, it shall subnmt the
i ssue, together with its recomrendation, to the SIGI| for resolution, which
may reconmend a neeting of the Policy Review Goup (PRO to consider the

i ssue;

Bring to the attention of the SIG | unsolved OPSEC vul nerabilities and
deficiencies that may arise within designated progranms and activities of the
Executive branch; and

Specify national-level requirenents for intelligence and counterintelligence
OPSEC support to the SIG I

Director, National Security Agency.

The Director, National Security Agency, is designated Executive Agent for

i nteragency OPSEC training. In this capacity, he has responsibility to assist
Executive departments and agencies, as needed, to establish OPSEC progrars;
devel op and provide interagency OPSEC training courses; and establish and

mai ntain an | nteragency OPSEC Support Staff (10SS), whose menbership shal
include, at a mininum a representative of the Departnent of Defense, the
Department of Energy, the Central Intelligence Agency, the Federal Bureau of
I nvestigation, and the General Services Adm nistration. The 0SS will:

Carry out interagency, national-level, OPSEC training for executives, program
and project nanagers, and OPSEC speci ali sts;

Act as consultant to Executive departnents and agencies in connection with the
est abl i shnent of OPSEC prograns and OPSEC surveys and anal yses; and

Provi de an OPSEC technical staff for the SIGI.
Nothing in this directive:

Is intended to infringe on the authorities and responsibilities of the
Director of Central Intelligence to protect intelligence sources and methods,
nor those of any menber of the Intelligence Comunity as specified in
Executive Order No. 12333; or

Implies an authority on the part of the SIGI| |Interagency G oup for

Count erneasures (Policy) or the NOAC to examine the facilities or operations
of any Executive departnent or agency w thout the approval of the head of such
Executive departnent or agency.



