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	Corporate
	Charter or Certificate Number
	Exam Date

	
	
	


	Area of Review
	Category

	306-ACH Questionnaire
	ACH Agreements


	Question #
	Question
	YesNoNa

	306Q-001
	Are the appropriate Settlement, Origination, and/or Processing agreements on file for every member utilizing the corporate’s ACH services?
	

	Comment
	

	306Q-002
	Has a legal opinion been obtained for each agreement?
	

	Comment
	

	306Q-003
	Do the agreements address and describe security procedures as defined in UCC 4A Sections 201 & 202?
	

	Comment
	

	306Q-004
	Does corporate management obtain written waivers from members if they choose security procedures which differ from the corporate's?
	

	Comment
	

	306Q-005
	Are agreements in effect with third-party ACH service providers, hardware vendors, and software vendors that fix the responsibilities and accountability for all parties?
	

	Comment
	

	306Q-006
	Have the ACH agreements been reviewed for compliance with the NACHA ACH Rulebook Operating Guidelines?
	

	Comment
	


	Area of Review
	Category

	306-ACH Questionnaire
	Balancing Procedures


	Question #
	Question
	YesNoNa

	306Q-007
	Is a schedule of anticipated ACH file receipts to be received from and delivered to each member maintained?
	

	Comment
	

	306Q-008
	Are control totals of ACH files verified with the sender by telephone or FAX prior to sending the files to the ACH Operator?
	

	Comment
	

	306Q-009
	Are all payments received from the FRB balanced to the aggregate of payments posted to members’ accounts?
	

	Comment
	

	306Q-010
	Are all general ledger accounts affected by ACH transactions reconciled on a timely basis?
	

	Comment
	

	306Q-011
	Are reconcilements and exception items reviewed by a supervisor?
	

	Comment
	

	306Q-012
	Are daily activity and pending files with the FRB reconciled daily?
	

	Comment
	

	306Q-013
	Are holdover transactions adequately controlled?
	

	Comment
	

	306Q-014
	If applicable, is activity with third party processors preparing ACH transactions reconciled daily?
	

	Comment
	

	306Q-015
	Are separate accounts used to control holdover, adjustment, return items, rejects, etc., and are these accounts cleared in a timely manner?
	

	Comment
	

	306Q-016
	Are ACH returns, rejects, unposted items, etc., resolved by someone other than the original staff-member who handled them?
	

	Comment
	


	Area of Review
	Category

	306-ACH Questionnaire
	ACH Credit Policy and Practices


	Question #
	Question
	YesNoNa

	306Q-017
	Does the corporate have ACH credit policies in place and is compliance with those policies monitored internally?
	

	Comment
	

	306Q-018
	Are ACH credit limits established and monitored across multiple settlement days for each participant for which the corporate acts as ODFI?
	

	Comment
	

	306Q-019
	Before releasing payments to the FRB, are assurances made that sufficient funds or a LOC are available to cover ACH settlement?
	

	Comment
	

	306Q-020
	If prefunding is required for members not having credit lines, are funds blocked or maintained in separate accounts until the transaction date?
	

	Comment
	

	306Q-021
	Is a records retention program in place meeting the requirements of Regulation P privacy protections and NACHA timeframes for storing ACH data files?
	

	Comment
	


	Area of Review
	Category

	306-ACH Questionnaire
	ACH Operatonal Controls


	Question #
	Question
	YesNoNa

	306Q-022
	Is there segregation of duties between ACH data entry/file creation and release of the completed ACH file to the ACH Operator?
	

	Comment
	

	306Q-023
	Is there segregation of duties between ACH data entry/file creation and posting transactions to the members’ accounts?
	

	Comment
	

	306Q-024
	Is there segregation of duties between ACH data entry/file creation and preparation of general ledger entries?
	

	Comment
	

	306Q-025
	Is there segregation of duties between ACH data entry/file creation and reconciliation of the FRB account?
	

	Comment
	

	306Q-026
	Does the corporate have written security procedures which require that all ACH operations procedures be strictly controlled and maintained in secured areas when not in use?
	

	Comment
	

	306Q-027a
	With regard to System Administration Controls for the FEDLINE and peripheral ACH software systems:  Is system administration/operator privilege controlled by someone not involved in receiving or processing ACH data?
	

	Comment
	

	306Q-027b
	Are all changes to operator privileges authorized and documented in writing?
	

	Comment
	

	306Q-027c
	Do the systems mandate periodic user password changes?  How often?
	

	Comment
	

	306Q-027d
	Are passwords in one-way encrypted files?
	

	Comment
	

	306Q-028
	Are the systems programmed for auto shut down after XX minutes of non-use?  How many?
	

	Comment
	


	Area of Review
	Category

	306-ACH Questionnaire
	Personnel Policy


	Question #
	Question
	YesNoNa

	306Q-029
	Do written policies and/or procedures require mandatory staff vacation for at least 5 consecutive workdays?
	

	Comment
	

	306Q-030
	Do written policies require that employees who give notice of resignation be immediately transferred outside ACH operations?
	

	Comment
	

	306Q-031a
	Do written procedures ensure that the following items are accomplished immediately following the resignation or termination of ACH personnel:  Changing combinations/key locks/card access systems to deny further physical access to the ACH operational area?
	

	Comment
	

	306Q-031b
	Cancellation of all assigned passwords/User ID’s?
	

	Comment
	

	306Q-031c
	Contacting the FRB to cancel authorizations?
	

	Comment
	


	Area of Review
	Category

	306-ACH Questionnaire
	Data Security


	Question #
	Question
	YesNoNa

	306Q-032
	Are ACH files pending release to the ACH operator maintained so that the data files are protected from unauthorized changes?
	

	Comment
	

	306Q-033
	Are encrypted phone lines used to receive data from customers and to transmit data to the ACH operator?
	

	Comment
	

	306Q-034
	Are ACH data storage files (e.g., diskette, tape, manual listings) protected from unauthorized access from the time they are received until the time they are transmitted to the FRB?  How is this accomplished?
	

	Comment
	

	306Q-035a
	Does the ACH system create an audit log for any access to "live" ACH data?
	

	Comment
	

	306Q-035b
	If so, is the log reviewed by supervisory personnel at least daily?
	

	Comment
	

	306Q-036
	Are there procedures limiting the access to the ACH operational area, computer terminals, software, and data files?
	

	Comment
	

	306Q-037
	If ACH software resides on the LAN, are controls are in place to ensure that only authorized ACH operating personnel may access the ACH modules?  Are unauthorized access attempts logged by the system and investigated by management?
	

	Comment
	

	306Q-038a
	For ACH systems developed in-house, are source and object codes:  Resident in protected libraries at all times (i.e., during test/development and production)?
	

	Comment
	

	306Q-038b
	Compared "before" and "after" by internal auditors at the time of any system modification or enhancement to determine that only authorized changes have been made? (Note: applies to source code only.)
	

	Comment
	

	306Q-038c
	If the corporate has in-house programmers, do procedures for code changes affecting ACH applications require:  Maintenance of a chronological record of all changes made, with a "before" and "after" listing, highlighting those lines of code modified?
	

	Comment
	

	306Q-038d
	A properly approved program change request for all changes?
	

	Comment
	

	306Q-038e
	Program change requests to indicate that an auditor has reviewed the nature of the change and the test results before the change is placed into production?
	

	Comment
	

	306Q-039a
	For ACH systems maintained by a third party vendor, does the contract with the vendor specify the following:  A copy of the current version of source code is maintained in escrow?
	

	Comment
	

	306Q-039b
	Is acceptance testing done using the object code compiled from the escrow copy of source code?
	

	Comment
	

	306Q-039c
	An independent "before and after" comparison of object code modules is conducted to ensure that only authorized changes have been made?
	

	Comment
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