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Subpart I—Anti-Money Laundering
Programs

ANTI-MONEY LAUNDERING PROGRAMS

§103.120 Anti-money laundering pro-
gram requirements for financial in-
stitutions regulated by a Federal
functional regulator or a self-regu-
latory organization, and casinos.

(a) Definitions. For purposes of this
section:

(1) Financial institution means a fi-
nancial institution defined in 31 U.S.C.
5312(a)(2) or (¢)(1) that is subject to reg-
ulation by a Federal functional regu-
lator or a self-regulatory organization.

(2) Federal functional regulator means:

(i) The Board of Governors of the
Federal Reserve System;

(ii) The Office of the Comptroller of
the Currency;

(iii) The Board of Directors of the
Federal Deposit Insurance Corporation;

(iv) The Office of Thrift Supervision;

(v) The National Credit Union Ad-
ministration;

(vi) The Securities and Exchange
Commission; or

(vii) The Commodity Futures Trad-
ing Commission.

(3) Self-regulatory organization:

(i) Shall have the same meaning as
provided in section 3(a)(26) of the Secu-
rities Exchange Act of 1934 (15 U.S.C.
78c(a)(26)); and

(ii) Means a ‘‘registered entity’ or a
“registered futures association’ as pro-
vided in section 1a(29) or 17, respec-
tively, of the Commodity Exchange Act
(7 U.8.C. 1a(29), 21).

(4) Casino has the same meaning as
provided in §103.11(n)(5).

(b) Requirements for financial institu-
tions regulated only by a Federal func-
tional regulator, including banks, savings
associations, and credit unions. A finan-
cial institution regulated by a Federal
functional regulator that is not subject
to the regulations of a self regulatory
organization shall be deemed to satisfy
the requirements of 31 U.S.C. 5318(h)(1)
if it implements and maintains an anti-
money laundering program that com-
plies with the requirements of §§103.176
and 103.178 and the regulation of its
Federal functional regulator governing
such programs.

(c) Requirements for financial institu-
tions regulated by a self-regulatory orga-
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nization, including registered securities
broker-dealers and futures commission
merchants. A financial institution regu-
lated by a self-regulatory organization
shall be deemed to satisfy the require-
ments of 31 U.S.C. 5318(h)(1) if:

(1) The financial institution complies
with the requirements of §§103.176 and
103.178 and any applicable regulation of
its Federal functional regulator gov-
erning the establishment and imple-
mentation of anti-money laundering
programs; and

(2)(1) The financial institution imple-
ments and maintains an anti-money
laundering program that complies with
the rules, regulations, or requirements
of its self-regulatory organization gov-
erning such programs; and

(ii) The rules, regulations, or require-
ments of the self-regulatory organiza-
tion have been approved, if required, by
the appropriate Federal functional reg-
ulator.

(d) Requirements for casinos. A casino
shall be deemed to satisfy the require-
ments of 31 U.S.C. 5318(h)(1) if it imple-
ments and maintains a compliance pro-
gram described in §103.64.

[67 FR 21113, Apr. 29, 2002, as amended at 71
FR 512, Jan. 4, 2006]

§103.121 Customer Identification Pro-
grams for banks, savings associa-
tions, credit unions, and certain
non-Federally regulated banks.

(a) Definitions. For purposes of this
section:

(1)) Account means a formal bank-
ing relationship established to provide
or engage in services, dealings, or other
financial transactions including a de-
posit account, a transaction or asset
account, a credit account, or other ex-
tension of credit. Account also includes
a relationship established to provide a
safety deposit box or other safekeeping
services, or cash management, custo-
dian, and trust services.

(ii) Account does not include:

(A) A product or service where a for-
mal banking relationship is not estab-
lished with a person, such as check-
cashing, wire transfer, or sale of a
check or money order;

(B) An account that the bank ac-
quires through an acquisition, merger,
purchase of assets, or assumption of li-
abilities; or
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(C) An account opened for the pur-
pose of participating in an employee
benefit plan established under the Em-
ployee Retirement Income Security
Act of 1974.

(2) Bank means:

(i) A bank, as that term is defined in
§103.11(c), that is subject to regulation
by a Federal functional regulator; and

(ii) A credit union, private bank, and
trust company, as set forth in
§103.11(c), that does not have a Federal
functional regulator.

(3)(1) Customer means:

(A) A person that opens a new ac-
count; and

(B) An individual who opens a new
account for:

(I) An individual who lacks legal ca-
pacity, such as a minor; or

(2) An entity that is not a legal per-
son, such as a civic club.

(ii) Customer does not include:

(A) A financial institution regulated
by a Federal functional regulator or a
bank regulated by a state bank regu-
lator;

(B) A person described in
§103.22(d)(2)(ii) through (iv); or

(C) A person that has an existing ac-
count with the bank, provided that the
bank has a reasonable belief that it
knows the true identity of the person.

(4) Federal functional regulator is de-
fined at §103.120(a)(2).

(6) Financial institution is defined at
31 U.S.C. 5312(a)(2) and (c)(1).

(6) Taxpayer identification number is
defined by section 6109 of the Internal
Revenue Code of 1986 (26 U.S.C. 6109)
and the Internal Revenue Service regu-
lations implementing that section (e.g.,
social security number or employer
identification number).

(7)) U.S. person means:

(i) A United States citizen; or

(ii) A person other than an individual
(such as a corporation, partnership, or
trust), that is established or organized
under the laws of a State or the United
States.

(8) Non-U.S. person means a person
that is not a U.S. person.

(b) Customer Identification Program:
minimum requirements—(1) In general. A
bank must implement a written Cus-
tomer Identification Program (CIP) ap-
propriate for its size and type of busi-
ness that, at a minimum, includes each
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of the requirements of paragraphs (b)(1)
through (5) of this section. If a bank is
required to have an anti-money laun-
dering compliance program under the
regulations implementing 31 TU.S.C.
5318(h), 12 U.S.C. 1818(s), or 12 U.S.C.
1786(q)(1), then the CIP must be a part
of the anti-money laundering compli-
ance program. Until such time as cred-
it unions, private banks, and trust
companies without a Federal func-
tional regulator are subject to such a
program, their CIPs must be approved
by their boards of directors.

(2) Identity verification procedures. The
CIP must include risk-based procedures
for verifying the identity of each cus-
tomer to the extent reasonable and
practicable. The procedures must en-
able the bank to form a reasonable be-
lief that it knows the true identity of
each customer. These procedures must
be based on the bank’s assessment of
the relevant risks, including those pre-
sented by the various types of accounts
maintained by the bank, the various
methods of opening accounts provided
by the bank, the various types of iden-
tifying information available, and the
bank’s size, location, and customer
base. At a minimum, these procedures
must contain the elements described in
this paragraph (b)(2).

(1) Customer information required—(A)
In general. The CIP must contain proce-
dures for opening an account that
specify the identifying information
that will be obtained from each cus-
tomer. Except as permitted by para-
graphs (b)(2)(i)(B) and (C) of this sec-
tion, the bank must obtain, at a min-
imum, the following information from
the customer prior to opening an ac-
count:

(1) Name;

(2) Date of birth, for an individual;

(3) Address, which shall be:

(i) For an individual, a residential or
business street address;

(ii) For an individual who does not
have a residential or business street
address, an Army Post Office (APO) or
Fleet Post Office (FPO) box number, or
the residential or business street ad-
dress of next of kin or of another con-
tact individual; or

(7ii) For a person other than an indi-
vidual (such as a corporation, partner-
ship, or trust), a principal place of
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business, local office, or other physical
location; and

(4) Identification number, which shall
be:

(i) For a U.S. person, a taxpayer iden-
tification number; or

(ii) For a non-U.S. person, one or
more of the following: a taxpayer iden-
tification number; passport number
and country of issuance; alien identi-
fication card number; or number and
country of issuance of any other gov-
ernment-issued document evidencing
nationality or residence and bearing a
photograph or similar safeguard.

NOTE TO PARAGRAPH (b)(2)(1)(A)(4)(ii): When
opening an account for a foreign business or
enterprise that does not have an identifica-
tion number, the bank must request alter-
native government-issued documentation
certifying the existence of the business or
enterprise.

(B) Exception for persons applying for a
taxpayer identification number. Instead
of obtaining a taxpayer identification
number from a customer prior to open-
ing the account, the CIP may include
procedures for opening an account for a
customer that has applied for, but has
not received, a taxpayer identification
number. In this case, the CIP must in-
clude procedures to confirm that the
application was filed before the cus-
tomer opens the account and to obtain
the taxpayer identification number
within a reasonable period of time
after the account is opened.

(C) Credit card accounts. In connection
with a customer who opens a credit
card account, a bank may obtain the
identifying information about a cus-
tomer required under paragraph
(b)(2)(A)(A) by acquiring it from a third-
party source prior to extending credit
to the customer.

(ii) Customer verification. The CIP
must contain procedures for verifying
the identity of the customer, using in-
formation obtained in accordance with
paragraph (b)(2)(i) of this section, with-
in a reasonable time after the account
is opened. The procedures must de-
scribe when the bank will use docu-
ments, non-documentary methods, or a
combination of both methods as de-
scribed in this paragraph (b)(2)(ii).

(A) Verification through documents.
For a bank relying on documents, the
CIP must contain procedures that set
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forth the documents that the bank will
use. These documents may include:

(I) For an individual, unexpired gov-
ernment-issued identification evidenc-
ing nationality or residence and bear-
ing a photograph or similar safeguard,
such as a driver’s license or passport;
and

(2) For a person other than an indi-
vidual (such as a corporation, partner-
ship, or trust), documents showing the
existence of the entity, such as cer-
tified articles of incorporation, a gov-
ernment-issued business license, a
partnership agreement, or trust instru-
ment.

(B) Verification through non-documen-
tary methods. For a bank relying on
non-documentary methods, the CIP
must contain procedures that describe
the non-documentary methods the
bank will use.

(I) These methods may include con-
tacting a customer; independently
verifying the customer’s identity
through the comparison of information
provided by the customer with infor-
mation obtained from a consumer re-
porting agency, public database, or
other source; checking references with
other financial institutions; and ob-
taining a financial statement.

(2) The bank’s non-documentary pro-
cedures must address situations where
an individual is unable to present an
unexpired government-issued identi-
fication document that bears a photo-
graph or similar safeguard; the bank is
not familiar with the documents pre-
sented; the account is opened without
obtaining documents; the customer
opens the account without appearing in
person at the bank; and where the bank
is otherwise presented with cir-
cumstances that increase the risk that
the bank will be unable to verify the
true identity of a customer through
documents.

(C) Additional wverification for certain
customers. The CIP must address situa-
tions where, based on the bank’s risk
assessment of a new account opened by
a customer that is not an individual,
the bank will obtain information about
individuals with authority or control
over such account, including signato-
ries, in order to verify the customer’s
identity. This verification method ap-
plies only when the bank cannot verify
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the customer’s true identity using the
verification methods described in para-
graphs (b)(2)(ii)(A) and (B) of this sec-
tion.

(iii) Lack of verification. The CIP must
include procedures for responding to
circumstances in which the bank can-
not form a reasonable belief that it
knows the true identity of a customer.
These procedures should describe:

(A) When the bank should not open
an account;

(B) The terms under which a cus-
tomer may use an account while the
bank attempts to verify the customer’s
identity;

(C) When the bank should close an
account, after attempts to verify a cus-
tomer’s identity have failed; and

(D) When the bank should file a Sus-
picious Activity Report in accordance
with applicable law and regulation.

(3) Recordkeeping. The CIP must in-
clude procedures for making and main-
taining a record of all information ob-
tained under the procedures imple-
menting paragraph (b) of this section.

(i) Required records. At a minimum,
the record must include:

(A) All identifying information about
a customer obtained under paragraph
(b)(2)(1) of this section;

(B) A description of any document
that was relied on under paragraph
(b)(2)(i1)(A) of this section noting the
type of document, any identification
number contained in the document, the
place of issuance and, if any, the date
of issuance and expiration date;

(C) A description of the methods and
the results of any measures undertaken
to verify the identity of the customer
under paragraph (b)(2)(ii)(B) or (C) of
this section; and

(D) A description of the resolution of
any substantive discrepancy discovered
when verifying the identifying infor-
mation obtained.

(ii) Retention of records. The bank
must retain the information in para-
graph (b)(3)(1)(A) of this section for five
years after the date the account is
closed or, in the case of credit card ac-
counts, five years after the account is
closed or becomes dormant. The bank
must retain the information in para-
graphs (b)(3)(1)(B), (C), and (D) of this
section for five years after the record is
made.
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(4) Comparison with government lists.
The CIP must include procedures for
determining whether the customer ap-
pears on any list of known or suspected
terrorists or terrorist organizations
issued by any Federal government
agency and designated as such by
Treasury in consultation with the Fed-
eral functional regulators. The proce-
dures must require the bank to make
such a determination within a reason-
able period of time after the account is
opened, or earlier, if required by an-
other Federal law or regulation or Fed-
eral directive issued in connection with
the applicable list. The procedures
must also require the bank to follow
all Federal directives issued in connec-
tion with such lists.

(5)(1) Customer notice. The CIP must
include procedures for providing bank
customers with adequate notice that
the bank is requesting information to
verify their identities.

(ii) Adequate notice. Notice is ade-
quate if the bank generally describes
the identification requirements of this
section and provides the notice in a
manner reasonably designed to ensure
that a customer is able to view the no-
tice, or is otherwise given notice, be-
fore opening an account. For example,
depending upon the manner in which
the account is opened, a bank may post
a notice in the lobby or on its website,
include the notice on its account appli-
cations, or use any other form of writ-
ten or oral notice.

(iii) Sample notice. If appropriate, a
bank may use the following sample
language to provide notice to its cus-
tomers:

IMPORTANT INFORMATION ABOUT PRO-
CEDURES FOR OPENING A NEW AC-
COUNT

To help the government fight the funding
of terrorism and money laundering activi-
ties, Federal law requires all financial insti-
tutions to obtain, verify, and record informa-
tion that identifies each person who opens an
account.

What this means for you: When you open
an account, we will ask for your name, ad-
dress, date of birth, and other information
that will allow us to identify you. We may
also ask to see your driver’s license or other
identifying documents.

(6) Reliance on another financial insti-
tution. The CIP may include procedures
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specifying when a bank will rely on the
performance by another financial insti-
tution (including an affiliate) of any
procedures of the bank’s CIP, with re-
spect to any customer of the bank that
is opening, or has opened, an account
or has established a similar formal
banking or business relationship with
the other financial institution to pro-
vide or engage in services, dealings, or
other financial transactions, provided
that:

(i) Such reliance is reasonable under
the circumstances;

(ii) The other financial institution is
subject to a rule implementing 31
U.S.C. 5318(h) and is regulated by a
Federal functional regulator; and

(iii) The other financial institution
enters into a contract requiring it to
certify annually to the bank that it
has implemented its anti-money laun-
dering program, and that it will per-
form (or its agent will perform) the
specified requirements of the bank’s
CIP.

(c) Exemptions. The appropriate Fed-
eral functional regulator, with the con-
currence of the Secretary, may, by
order or regulation, exempt any bank
or type of account from the require-
ments of this section. The Federal
functional regulator and the Secretary
shall consider whether the exemption
is consistent with the purposes of the
Bank Secrecy Act and with safe and
sound banking, and may consider other
appropriate factors. The Secretary will
make these determinations for any
bank or type of account that is not
subject to the authority of a Federal
functional regulator.

(d) Other requirements unaffected.
Nothing in this section relieves a bank
of its obligation to comply with any
other provision in this part, including
provisions concerning information that
must be obtained, verified, or main-
tained in connection with any account
or transaction.

[68 FR 25109, May 9, 2003]

§103.122 Customer identification pro-
grams for broker-dealers.

(a) Definitions. For the purposes of
this section:

(1)(i) Account means a formal rela-
tionship with a broker-dealer estab-
lished to effect transactions in securi-
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ties, including, but not limited to, the
purchase or sale of securities and secu-
rities loaned and borrowed activity,
and to hold securities or other assets
for safekeeping or as collateral.

(i1) Account does not include:

(A) An account that the broker-deal-
er acquires through any acquisition,
merger, purchase of assets, or assump-
tion of liabilities; or

(B) An account opened for the pur-
pose of participating in an employee
benefit plan established under the Em-
ployee Retirement Income Security
Act of 1974.

(2) Broker-dealer means a person reg-
istered or required to be registered as a
broker or dealer with the Commission
under the Securities Exchange Act of
1934 (15 U.S.C T7a et seq.), except per-
sons who register pursuant to 15 U.S.C
780(b)(11).

(3) Commission means the TUnited
States Securities and Exchange Com-
mission.

(4)(1) Customer means: (A) A person
that opens a new account; and (B) an
individual who opens a new account
for: (I) An individual who lacks legal
capacity; or (2) an entity that is not a
legal person.

(i1) Customer does not include: (A) A
financial institution regulated by a
Federal functional regulator or a bank
regulated by a state bank regulator;
(B) a person described in
§103.22(d)(2)(ii) through (iv); or (C) a
person that has an existing account
with the broker-dealer, provided the
broker-dealer has a reasonable belief
that it knows the true identity of the
person.

(5) Federal functional regulator is de-
fined at §103.120(a)(2).

(6) Financial institution is defined at
31 U.S.C. 5312(a)(2) and (c)(1).

(T Taxpayer identification number is
defined by section 6109 of the Internal
Revenue Code of 1986 (26 U.S.C. 6109)
and the Internal Revenue Service regu-
lations implementing that section (e.g.,
social security number or employer
identification number).

(8) U.S. person means: (i) A United
States citizen; or (ii) a person other
than an individual (such as a corpora-
tion, partnership or trust) that is es-
tablished or organized under the laws
of a State or the United States.
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