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This repan presents tho reeulte of the Office of Inspectar General’s (OIG) limiled
audit of the Ganoral Bervices Administration’s {G5A} Fiscal Year 2007 Fedaral
Managers' Financiak Integrity Act {FMFIA), Section 2 and Section 4 Assurance
Statements. Assurance Siatament guesticnnaires are issued to and completed
by the Regional Acministrators (RAsh and the Heads of Sevices and Staff
Dffices (H550s). Their results are used by the Managameant Gontrol and
Cwergight Council as a basis for develaping the Administrators FMFLA
Agzaurance Staternent to the President and Gangress as well as input far the
£nnusal Ferformance and Accolntability Report.

The abjectives of the audit were 1o (1) revisw SAssurance Statement
quastionnaire submissions that disclose all known control weaknesses and nom-
comtonmances in the Agency's programs, operationg, and systems and
summanze the resulls, and (2] dentfy and disclose malerial weaknesses
reparted by mther credible entities.

To accomplish our objectives we revicwed: the FIMFIA Section 2 and Section 4
Azzyurance Statement questionnaires submitted by the Ras and H3350s. inkernal
and cxternal audit reporls, and the findings to date by GBA in conjunction with
Cotton and Company LLP, an independent public acceunting firm, who
conducted an OMB Cicular &-123, Appendix A. Testing of Intemal Caontreols
Over Financial Reporting review.

The audit was performod in accordance with generally accepted gowarmrent
audiling slardards. However, we did nct periorm an azsessmenl of the internal
corme] slructure cwer the Agency's FRMFIA evalugtion and reporting process,
Ancordingly, we do not expiess an opinicn on the adequacy of the basis used in
the praparatior of the assurance statements submitied by the RaAs and HSS50s.
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RESULTS OF AUDIT

In reviewing management and systems control weaknesses reported in the
FMFIA Section 2 and Section 4 Assurance Statement questionnaires from GSA
senior management, we identified that the Agency senior officials reported
weaknesses in the following areas: Budgetary Reporting, Non-compliance with
Federal Financial System Requirements and Internal Control Issues at the
Heartland Region. PricewaterhouseCoopers (PwC) also identified budgetary
reporting deficiencies regarding unfilled customer orders and undelivered
customer orders as well as information systems deficiencies relating to system
access, segregation of duties and monitoring controls. The PwC issues will be
reported as significant deficiencies in their audit report. The OIG audits identified
issues relating to the Federal Information Security Management Act (FISMA).
Specifically, information systems tested were not adequately secured and
required background investigations were not completed for contractors. Also, the
Government Accountability Office (GAO) had reported relevant GSA operational
deficiencies.

Budgetary Reporting

The Chief Financial Officer (CFO) and the Deputy CFO have identified budgetary
accounts as an area of concern in their Fiscal Year 2007 Section 2 Assurance
Statement questionnaires. PwC has also identified budgetary findings regarding
undelivered orders and unfilled customer orders during their review of GSA’s
Financial Statements. Specifically, during the internal control testing phase of
their Audit of GSA’s Financial Statements, PwC determined that controls
surrounding the Public Buildings Service (PBS) unfilled customer orders and
undelivered orders were ineffective. As a result, PBS performed statistical
sampling of its budgetary accounts to validate the reported year-end balances.
In turn, PwC performed further testing on these statistical samples to
substantiate PBS’s budgetary account balances. This issue will be classified as
a significant deficiency in the FY 2007 Financial Statement audit report.

Noncompliance with Federal Financial System Requirements

The CFO, Deputy CFO, and the Director of Financial Management Systems
issued qualified Section 4 Assurance Statements due to non-compliance with
Federal Financial System Requirements. The rationale behind the qualification,
in part, was a continuation of the prior year Assurance Statement reporting with
(1) room for improvement in the area of Unfilled Customer Orders and
Obligations, (2) the lack of integrated feeder systems for Pegasys, and (3)
inconsistent data elements from the feeder systems. Additionally, internal
controls for Construction in Process were reported as complex and inefficient.



Also, the OMB Circular No. A-123 review perform by Cotton and Company LLP
noted that the Visual Imaging Tracking and Processing (VITAP) and Regional
Business Application (RBA) systems were classified as high-risk.

Internal Control Issues at Heartland Region

As reported in the Heartland Region’s Section 2 Assurance Statement, the
Regional Administrator issued a qualified assurance statement relating to internal
controls. Specifically, the assurance statement details inadequate internal
controls regarding, recoveries of prior year obligations (chargebacks) that are
difficult to trace through their systems to determine why the amounts are
chargebacks. Several million dollars in chargebacks and write-offs against
revenue has resulted in negative revenue. Also, the Global Supply Operation, a
national program located in the Heartland Region, is not following Department of
Defense’s (DoD) guidance for inter-agency transactions. Specifically, the DoD’s
guidance requires that a review be performed by a DoD contracting officer prior
to the placement of all orders over $500,000.

GSA’s Implementation of the Federal Information Security Management Act

(FISMA)

As required by law, the OIG performed the FY 2007 review of GSA’s progress in
implementing FISMA. The purpose of FISMA is to provide a framework for
securing Federal information systems. Despite the GSA Chief Information
Officer’s efforts to improve its information technology security program, it has not
been fully effective in ensuring that risks for all applications, data repositories,
and services within system boundaries are identified and mitigated. For
instance, the FY 2007 FISMA report determined that oversight of contractor-
supported systems was not comprehensive where systems were not secured.
Auditors also found that configuration management should be strengthened in
the area of configuration settings, and Agency policies and procedures are in
need of improvement in some cases.

The Pegasys System, GSA’s web-based core financial system of record, was
selected for review as part of the OIG’s annual FISMA audit. As a result of the
ongoing operational audit of Pegasys and FISMA related testing, the OIG issued
an interim report AO70094/B/TF080001, Pegasys Security Controls. This interim
report found that Pegasys has security control issues in several areas:
configuration management, system and communications protection, web
application security, system and services acquisition, and awareness and
training. Due to the critical nature of these issues, the OIG issued the interim
report to management.

Furthermore, as noted in the OIG’s FY 2007 FISMA Review of GSA'’s Information
Technology Security Program, controls currently in place and those planned
under HSPD-12 will not ensure that contractor background investigations are



investigalions are requesled snd compleed before avcess is granted to GSA
syelems. For netance, 28 conliaclers were granted aceess to a systom before
background ‘neestigalions we s soLssied. Howavar, the task order statad that
*ha access shall be given Lo the sovernmant computer infurmaticn syztems and
government ecnsltive infermalion vwithout 2 background investigation bring
vaiilied orin proeess.” The lsck Al background investigations being completed
for contractars iz &'sn a recurri:y signivant system seourity risk and hae been
included in FISkA reperts izsucd sings 2002,

Lastly. PwC 1eporled a significant ricticinicy e evant to 11 security. Specifically, .
PwC reported in their audit repas that G54 nesds 1o strengthen system access,
separation of dulies, ard maonitoring of contrels, For inslance, contral
deficiencies were idenlified that indicetn the: need for continued pragress to
addrezz woaknesses within $34's Iogizal acnnss conliuls, segregation of duties, .
and monitoring af aser aclions,

Governmant Accountability Office {GAC] Reporting on G5A’s Oparational
Doficiencies

I its report on_Genersl Sendves Adeisnsirafion Good Better Manage
Lnexpanded Conatuction Dalapces soid Meke its Budosd More Transparcnl,
EAC-OF- 4056, (SAD found thal 17 project information systents lacked readily
available infommatian to irash project slales mad provide timely and accurats
inforrnation o GEA managoemenl snd (21 GEA lacked eftective palicies and
procedurss for dotommining wiarn prejecls aie complete and unexpen dae
balances becorre availablz for other needs. This is similar b the condition of the
aforenenlionsd Conskruction i Pracess wedness disclossd by tho CFOFs
Section 4 Assurance Slabernenls.

We apprecate tho cocprration sed coulzsies exended to cur staff during this - -
augit. Shouls you or your atatf have sy yuestions, please sontact Jeffrey
Womack, Deputy Assiztant Inspester Seneral, Finance and Administrative
Audits Office, L (202 501 CODE.
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