PERSONAL INFORMATION ACQUIRED BY THE
GOVERNMENT FROM INFORMATION RESELLERS:
IS THERE NEED FOR IMPROVEMENT?

JOINT HEARING

BEFORE THE

SUBCOMMITTEE ON
COMMERCIAL AND ADMINISTRATIVE LAW

AND THE

SUBCOMMITTEE ON THE CONSTITUTION

OF THE

COMMITTEE ON THE JUDICIARY
HOUSE OF REPRESENTATIVES

ONE HUNDRED NINTH CONGRESS

SECOND SESSION

APRIL 4, 2006

Serial No. 109-98

Printed for the use of the Committee on the Judiciary

&R

Available via the World Wide Web: http:/judiciary.house.gov

U.S. GOVERNMENT PRINTING OFFICE
26-912 PDF WASHINGTON : 2006

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2250 Mail: Stop SSOP, Washington, DC 20402-0001



COMMITTEE ON THE JUDICIARY
F. JAMES SENSENBRENNER, JR., Wisconsin, Chairman

HENRY J. HYDE, Illinois
HOWARD COBLE, North Carolina
LAMAR SMITH, Texas

ELTON GALLEGLY, California
BOB GOODLATTE, Virginia
STEVE CHABOT, Ohio

DANIEL E. LUNGREN, California
WILLIAM L. JENKINS, Tennessee
CHRIS CANNON, Utah
SPENCER BACHUS, Alabama
BOB INGLIS, South Carolina
JOHN N. HOSTETTLER, Indiana
MARK GREEN, Wisconsin

RIC KELLER, Florida

DARRELL ISSA, California

JEFF FLAKE, Arizona

MIKE PENCE, Indiana

J. RANDY FORBES, Virginia
STEVE KING, Iowa

TOM FEENEY, Florida

TRENT FRANKS, Arizona

LOUIE GOHMERT, Texas

JOHN CONYERS, JRr., Michigan
HOWARD L. BERMAN, California

RICK BOUCHER, Virginia

JERROLD NADLER, New York

ROBERT C. SCOTT, Virginia

MELVIN L. WATT, North Carolina

ZOE LOFGREN, California

SHEILA JACKSON LEE, Texas

MAXINE WATERS, California

MARTIN T. MEEHAN, Massachusetts
WILLIAM D. DELAHUNT, Massachusetts
ROBERT WEXLER, Florida

ANTHONY D. WEINER, New York
ADAM B. SCHIFF, California

LINDA T. SANCHEZ, California

CHRIS VAN HOLLEN, Maryland
DEBBIE WASSERMAN SCHULTZ, Florida

PHiLiP G. KiKO, Chief of Staff-General Counsel
PERRY H. APELBAUM, Minority Chief Counsel

SUBCOMMITTEE ON COMMERCIAL AND ADMINISTRATIVE LAW
CHRIS CANNON, Utah Chairman

HOWARD COBLE, North Carolina
TRENT FRANKS, Arizona

STEVE CHABOT, Ohio

MARK GREEN, Wisconsin
RANDY J. FORBES, Virginia
LOUIE GOHMERT, Texas

MELVIN L. WATT, North Carolina
WILLIAM D. DELAHUNT, Massachusetts
CHRIS VAN HOLLEN, Maryland
JERROLD NADLER, New York

DEBBIE WASSERMAN SCHULTZ, Florida

RAYMOND V. SMIETANKA, Chief Counsel
SUSAN A. JENSEN, Counsel
BRENDA HANKINS, Counsel

MIKE LENN, Full Committee Counsel
STEPHANIE MOORE, Minority Counsel

1)



SUBCOMMITTEE ON THE CONSTITUTION
STEVE CHABOT, Ohio, Chairman

TRENT FRANKS, Arizona JERROLD NADLER, New York
WILLIAM L. JENKINS, Tennessee JOHN CONYERS, JR., Michigan
SPENCER BACHUS, Alabama ROBERT C. SCOTT, Virginia
JOHN N. HOSTETTLER, Indiana MELVIN L. WATT, North Carolina
MARK GREEN, Wisconsin CHRIS VAN HOLLEN, Maryland

STEVE KING, Iowa
TOM FEENEY, Florida

PAuL B. TAYLOR, Chief Counsel
E. STEWART JEFFRIES, Counsel
HiLArRY FUNK, Counsel
KIMBERLY BETZ, FULL COMMITTEE COUNSEL
DAVID LACHMANN, Minority Professional Staff Member

(I1D)






CONTENTS

APRIL 4, 2006
OPENING STATEMENT

The Honorable Chris Cannon, a Representative in Congress from the State
of Utah, and Chairman, Subcommittee on Commercial and Administrative
LIBW ettt ettt et et es

The Honorable Melvin L. Watt, a Representative in Congress from the State
of North Carolina, and Ranking Member, Subcommittee on Commercial
and Administrative Law ...t

The Honorable Steve Chabot, a Representative in Congress from the State
of Ohio, and Chairman, Subcommittee on the Constitution .............ccccevveenne.

The Honorable Jerrold Nadler, a Representative in Congress from the State
of New York, and Ranking Member, Subcommittee on the Constitution .......

WITNESSES

Ms. Linda D. Koontz, Director, Information Management Issues, U.S. Govern-
ment Accountability Office
Oral TESTIMONY ....veeieiiieiiiiieeiiteeeiiteeeieeeeteeesiateestaeeestaeeessteeessssaeenssseesssseesannses
Prepared Statement ........c.ccccveeeeiiiiieiee ettt e e e e anes
Ms. Maureen Cooney, Acting Chief Privacy Officer, U.S. Department of Home-
land Security
Oral TESTIMONY ...uvviieiieieiiieeeiiteeecteeeerteeesteeeertreeeetaeesssseeesasaeessssaessssseeasssseennnnes
Prepared Statement ...........cccoccuieriiiiiiiiiieieteeeee e
Mr. Peter Swire, William O’Neill Professor of Law, Moritz College of Law
of the Ohio State University, Visiting Senior Fellow, Center for American
Progress
Oral TESTIMONY ....oeeieiiieiiiieeiiiieeeiiee ettt e eeteeesrteestaeeesbaeessabeeessssaeenssseeessseeennses
Prepared Statement ..........ccccccvvieeiiiiceiie ettt eenaeeeennes
Mr. Stuart K. Pratt, President and Chief Executive Officer, Consumer Data
Industry Association
Oral TESTIMONY ...uveiieiiieeiiiieeeiiieeecteeeeireeertteeeertreeestaee e teeeessseeesssseeesssseeessseeennsses
Prepared Statement ..........cccoccuiiiiiiiiieiieeite e

APPENDIX

MATERIAL SUBMITTED FOR THE HEARING RECORD

Additional Material for the Record submitted by Linda D. Koontz, Director,
Information Management Issues, U.S. Government Accountability Office .....

%)

Page

44
45

48
51

61
63

86






PERSONAL INFORMATION ACQUIRED BY THE
GOVERNMENT FROM INFORMATION RE-
SELLERS: IS THERE NEED FOR IMPROVE-
MENT?

TUESDAY, APRIL 4, 2006

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMERCIAL
AND ADMINISTRATIVE LAW,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittees met, pursuant to call, at 12:03 p.m., in Room
2138 Rayburn House Office Building, the Honorable Chris Cannon
(Chairman of the Subcommittee on Commercial and Administrative
Law) presiding.

Mr. CANNON. I think we will get started here. The hearing will
be called to order.

As many of you know, the protection of personal information in
the hands of the Federal Government has long been a top priority
for my Subcommittee, the Subcommittee on Commercial and Ad-
ministrative Law, and Chairman Chabot’s Subcommittee, the Con-
stitution Subcommittee. Both of our Subcommittees have played a
major role in respect to protecting personal privacy and civil lib-
erties under the leadership and guidance of Jim Sensenbrenner,
Chairman of the Judiciary Committee.

In this post-September 11th world, however, it is no easy task to
balance the competing goals of keeping our Nation secure while at
the same time protecting the privacy of our Nation’s citizens. Nev-
ertheless, I believe that our respective Subcommittees and the Ju-
diciary Committee are uniquely and best suited to study and re-
solve these issues.

Our accomplishments to date include the establishment of the
first statutorily-created Privacy Office in a Federal agency, namely
the Department of Homeland Security. That office has since earned
plaudits from both the public and private sectors. Based on the suc-
cesses of that office, we also spearheaded the creation of a similar
function in the Justice Department, which was signed into law in
January of this year.

In addition, both my Subcommittee and the Constitution Sub-
committee have considered the support of legislation requiring a
Federal agency to prepare a privacy impact analysis for proposed
and final rules and to include this analysis in the Notice for Public
Comment issued in conjunction with the publication of such rules.
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Today’s hearing focuses on the respective roles that the Federal
Government and information resellers have with respect to per-
sonal information collected in commercial databases. As the hear-
ing title denotes, we approach this subject with an open mind and
willingness to understand the factors and nuances concerning how
Federal agencies and those in the private sector safeguard personal
information that they obtain from us.

As technological developments increasingly facilitate the collec-
tion, use, and dissemination of personally identifiable information,
the potential for misuse of such information escalates. Five years
ago, the GAO warned: “our Nation has an increasing ability to ac-
cumulate, store, retrieve, cross-reference, analyze, and link vast
numbers of electronic records in an ever-faster and more cost-effi-
cient manner. These advances bring substantial Federal informa-
tion benefits as well as increasing responsibilities and concerns.”
Given the largely unfettered use of Social Security numbers and
the availability of other personally identifiable information, iden-
tity theft has swiftly evolved into one of the most prolific crimes in
the United States. According to the Federal Trade Commission,
identity theft topped the list of consumer complaints filed with the
Agency in 2005. The FTC estimates that 10 million consumers
were victims of some form of identity theft in 2003.

As a result of this crime, American businesses suffered an esti-
mated $48 billion in losses, while consumers incurred an additional
$5 billion in out-of-pocket losses. Just this week, the Justice De-
partment announced that nearly 4 million households, about 3 per-
cent of all households in the Nation, learned that they had been
identity theft victims. Just last week, I got a credit card in the mail
with a little note saying that my account had been viewed as one
that might be subject to identity theft, and so I have a new card
with a new number. I hadn’t memorized the old one, so it was not
much of an inconvenience. But it is a broad problem.

Unfortunately, we continue to receive reports from GAO finding
shortcomings in how Federal agencies safeguard personal informa-
tion, and the private sector’s vulnerability was highlighted by the
many high-profile databases that have occurred in recent years.
Questions have also been posed about the accuracy of some of the
data maintained in these commercial databases. It is against this
complex but exceedingly interesting backdrop that we are holding
this hearing today.

I would now like to turn to my colleague Mr. Watt, the distin-
guished Ranking Member of my Subcommittee, and ask him if he
has any opening remarks.

Mr. WATT. Thank you, Mr. Chairman. I will be brief.

Let me commend Chairman Sensenbrenner and Ranking Mem-
ber Conyers and Mr. Chabot and Mr. Nadler for taking steps to get
the GAO to conduct this investigation and produce this report. It
is clear that privacy issues that confront our country as a result of
extraordinary technological advances are significant and that the
ramifications of how we treat the privacy of personally identifiable
information is heightened in the post-9/11 world. I say this as a
member of both the Financial Services and Judiciary Committees,
and have heard testimony from numerous witnesses on the en-
hanced concerns about the Government’s acquisition, maintenance,
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and dissemination of personal information and the opportunity for
identity theft created by the massive data mining of this informa-
tion.

One of the main recommendations of the 9/11 Commission was
the establishment of a Governmentwide watchdog to safeguard civil
liberties. The Commission found that currently, “there is no office
within the Government whose job it is to look across the Govern-
ment at the actions we are taking to protect ourselves and to en-
sure that liberty concerns are appropriately considered.”

We have tried to get that recommendation passed, without any
success up to this point, and I think the need for that kind of over-
sight body is continuing to grow and we need to do that.

I am looking forward to the testimony of the witnesses. And with
that, Mr. Chairman, I will yield back the balance of my time.

Mr. CANNON. The gentleman yields back. Thank you.

Now I would like to turn to my colleague Mr. Chabot, the distin-
guished chair of the Constitution Subcommittee, and ask him if he
has any opening remarks.

Mr. CHABOT. Yes, I do. Thank you, Mr. Chairman.

Mr. CANNON. The gentleman is recognized for 5 minutes.

Mr. CHABOT. First I would like to thank you for holding this
hearing and thank all our witnesses for assisting us in our exam-
ination of issues related to the security and privacy of our personal
information.

Security breaches reported in the media last year involving the
unauthorized access to and theft of personal information high-
lighted an emerging area of concern to all of us, that being the
treatment of our personal information as just another commodity.
Our concerns are well-founded, as recent statistics released by the
Department of Justice reveal that identity theft affected 3.6 million
households across the Nation and cost our economy $3.2 billion
during the first half of 2004 alone.

The security breaches also raise questions with regard to the
Federal Government’s reliance on and contributions to the use of
personal information. Questions raised include: Are Federal agen-
cies collecting information on us? What information is being col-
lected? Where is the information going and where will it eventually
end up? What Federal laws guide collection activities? And most
importantly, how, as individuals affected by these collection activi-
ties, can we best monitor and ensure that such information is being
used as was intended?

Last spring, I, along with the Chairman and Ranking Member of
the full Committee, Mr. Conyers, charged GAO with finding an-
swers to these questions. In particular, we sought to gain a better
understanding of the Federal Government’s involvement and reli-
ance on data as it relates to fulfilling our Federal Government’s top
priorities, such as our Nation’s law enforcement and antiterrorism
efforts, and performing other critical domestic functions such as ef-
fectively distributing benefits.

Our inquiry was also prompted by the information age in which
we live, where technology has allowed personal information to be
universally available to anyone at any time, including to the Fed-
eral Government. The information provided by the commercial data
suppliers has served an important role in supporting our Nation’s
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law enforcement and antiterrorism efforts. It has also played an
important role in assisting the Federal Government to perform
other administrative responsibilities. For example, last fall, com-
mercial data companies provided critical assistance to FEMA to as-
sist the victims of Hurricane Katrina.

However, with the widespread availability of information comes
increased risks of privacy and security breaches, unauthorized
uses, and other negative effects, to which the Federal Government
is not immune.

I hope through today’s hearing we can gain a better under-
standing of the existing Federal laws and policies in place guiding
commercial data suppliers and the Federal Government in han-
dling personal information. Moreover, I look forward to discussing
whether Federal laws such as the Privacy Act of 1974 and E-Gov-
ernment Act of 2002, which guide the Federal Government, and the
Fair Credit Reporting Act and the Gramm-Leach-Bliley Act, which
guide the commercial data industry, have been affected in address-
ing concerns raised by the emerging industry.

With a better understanding of the existing framework, we can
ensure that the Federal Government continues to have access to
the types of information that will enable it to fulfill its responsibil-
ities. At the same time, we can ensure that citizens know when
and how their information is being collected and used by the Fed-
eral Government.

I look forward to discussing these issues and learning whether
new legislation, such as the Federal Agency Privacy Protection Act
which I have introduced in the previous Congresses, would be an
appropriate remedy to ensure citizens’ privacy concerns over the
use of their personal information by the Federal Government. The
Federal Agency Privacy Protection Act would require that all Fed-
eral agencies conduct privacy impact assessments when issuing a
notice regarding a new or interpretive rule relating to the collection
of personally identifiable information on citizens, as well as when
final rules are promulgated.

Again, I welcome the witnesses here with us today and look for-
ward to their testimony.

I yield back the balance of my time.

Mr. CANNON. Thank you, Mr. Chabot.

Mr. Nadler, do you have an opening statement?

Mr. NADLER. Yes. Thank you, Mr. Chairman. I will be brief be-
cause I want to get to our witnesses.

Modern technology and security concerns have greatly threat-
ened the privacy of the most personal information about every
American. The nexus between private information resellers and
Government action are especially troubling.

How we handle these complicated issues—and they are com-
plicated—will affect the lives of every one of our constituents. It is
not simply a matter of identity theft but of the basic right to be
secure in our persons, our papers, and our homes. People need to
know that when they visit a doctor, go to the store, read a book,
engage in the practice of their religion, they will not be subject to
unwanted and uninvited prying eyes.

The secret NSA wiretaps, some of the abuses of power by the
Justice Department, some of the more extravagant claims by this
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Administration are warning signs. I hope this Congress looks more
carefully at the question of privacy from both a technical and legal
perspective. This study and this hearing are important steps in this
direction.

Of course, in one sense, this study, this hearing, everything we
are doing, in one sense is irrelevant, because the Administration
claimed in the NSA wiretap situation that the President has inher-
ent power to disobey the FISA law because of inherent power
under article II and under the authorization for the use of military
force. And in fact, it claims inherent power to go beyond that, and
we have no way of knowing what the NSA or some other agency
may in fact be doing that might invade privacy. The Administra-
tion won’t tell us. They won’t testify to us. It is all secret. And in
fact, the Administration is conducting an investigation into who re-
vealed what we do know about the NSA wiretaps, because they
think that ought to have remained secret. I disagree, obviously, but
that is their position.

And they have made it quite clear that, in fact, various Govern-
ment agencies may be going far beyond what we know in wire-
tapping or otherwise invading the privacy of American citizens re-
gardless of what the law says and regardless of any law we may
pass, because the President has inherent power to disregard that
during a war, and we are in a war on terrorism.

So everything we say, everything we investigate, everything we
hear, everything we do may in fact be irrelevant because the Presi-
dent claims the power to ignore it and may or may not be exer-
cising that power in ways that are unknown to us. That is a far
greater threat to our liberty than probably anything else we are
talking about.

So I thank you, Mr. Chairman, for scheduling this hearing. But
I hope we realize that the ability of this Congress to deal with this
is very much circumscribed by the unprecedented and tyrannical
claim of power that the Administration is making.

I thank you. I yield back.

Mr. CANNON. Far be it from me to disagree with the gentleman,
but I think it is the role of Congress to oversee any president of
either party.

Mr. NADLER. Well, I certainly agree with that.

Mr. CANNON. That is not the focus of this hearing, but we cer-
tainly need to be doing that.

Mr. NADLER. Mr. Chairman, if I could just say.

Mr. CANNON. Certainly.

Mr. NADLER. You are not disagreeing with me. I certainly agree
that we ought to be overseeing the Administration. My point is
that the Administration claims under the wartime power that we
have no power to do that.

Mr. CANNON. I understand that you are being very harsh about
the Administration. I think our objective is to transcend the cur-
rent status of affairs with the war on terror.

Without objection, the gentleman’s entire statement will be
placed in the record. Hearing no objection, so ordered.

Without objection, all Members may place their statements in
the record at this point. Hearing no objection, so ordered.
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Without objection, the Chair will be authorized to declare re-
cesses of this hearing at any point. Hearing no objection, so or-
dered.

I ask unanimous consent that Members have 5 legislative days
to submit written statements for inclusion in today’s hearing
record. Hearing no objection, so ordered.

I am now pleased to introduce the witnesses for today’s hearing.
Our first witness is Linda Koontz, who is the Director of GAO’s In-
formation and Management Issues Division. In that capacity, she
is responsible for issues regarding the collection, use, and dissemi-
nation of Government information. Mrs. Koontz has led GAO’s in-
vestigations into the Government’s data mining activities as well
as E-Government initiatives. In addition to obtaining her bachelor’s
degree from Michigan State University, Ms. Koontz received certifi-
cation as a Government financial manager. She is also a member
of the Association for Information and Image Management Stand-
ards Board.

Maureen Cooney, our next witness, is the Acting Chief Privacy
Officer for the Department of Homeland Security. Ms. Cooney, we
always appreciated working with your predecessor, Nuala O’Con-
nor Kelly, and we look forward to working with you as well. As I
previously noted in my opening remarks, my Subcommittee, with
the support of Chairman Jim Sensenbrenner, played a major role
in establishing Ms. Cooney’s office at the Department of Homeland
Security. The legislation creating her office not only mandated the
appointment of a privacy officer, but specified the officer’s respon-
sibilities. One of the principal responsibilities of the DHS Privacy
Officer, as set out by statute, is the duty to assure that the use of
technologies sustain and do not erode privacy protections relating
to the use, collection, and disclosure of personal information. In ad-
dition, the Privacy Officer must assure that personal information
is handled in full compliance with the Privacy Act and assess pri-
vacy impact of the Department’s proposed rules.

Before joining the DHS Privacy Office, Ms. Cooney worked on
international privacy and security issues at the U.S. Federal Trade
Commission, where she served as the principal liaison for the FTC
to the European Commission and article 29 Working Party on Pri-
vacy Issues. She also played a major role on the rewrite of the Or-
ganization for Economic Cooperation and Development Security
Guidelines for Information Systems and Networks. Prior to that as-
signment, Ms. Cooney worked on privacy and security issues with
the Treasury Department in the Office of the Comptroller of the
Currency. We are really pleased that there are people that know
as much about this as you do, who are here to help guide us.

Ms. Cooney received her bachelor’s degree in American studies
from Georgetown University and her law degree from Georgetown
University Law Center.

Our third witness is Peter Swire, the C. William O’Neill Pro-
fessor in Law and Judicial Administration at the Moritz College of
Law of Ohio State University. In addition to his academic endeav-
ors, Professor Swire is a consultant with the law firm Morrison &
Foerster, where he provides advice on privacy, cyberspace, and re-
lated matters. He is also currently a visiting senior fellow at the
Center for American Progress, a nonpartisan research and edu-
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cational institute. Under the Clinton administration, Professor
Swire was OMB’s Chief Counselor for Privacy.

Professor Swire received his undergraduate degree from Prince-
ton University and his law degree from Yale Law School. He is a
prolific writer, with numerous law review articles and other
writings to his credit.

Our final witness is Stuart Pratt. Mr. Pratt is the president and
CEO of the Consumer Data Industry Association, an international
trade association representing more than 250 consumer informa-
tion companies. Prior to his current position, Mr. Pratt served as
the association’s vice president of government relations. He is a
well-known expert on the Fair Credit Reporting Act, identity fraud,
and the issues of consumer data and public record data issues. Mr.
Pratt received his undergraduate degree from Furman University
in Greenville, South Carolina.

I extend to each of you my warm regards and appreciation for
your willingness to participate in today’s hearing. In light of the
fact that your written statements will be included in the hearing
record, I request that you limit your oral remarks to 5 minutes. Ac-
cordingly, please feel free to summarize or highlight the salient
points of your testimony.

You will note that we have a lighting system, which is not yet
on but they are the two little gizmos in front of you. It starts with
a green light and you have 4 minutes before it turns yellow, and
then at the 5-minute mark it turns red. It is my habit to tap the
gavel at 5 minutes. We will appreciate it if you would finish up
your thoughts within that time frame. We don’t want to cut people
off in the middle of your thinking, but I find it works better if ev-
erybody realizes we have a 5-minute limit. I am probably going to
be a little more aggressive with questions so that we can give ev-
erybody an opportunity to ask questions.

After you have presented your remarks, the Subcommittee Mem-
bers, in the order they arrived, will be permitted to ask questions
of the witness. They will also be limited to 5 minutes.

Pursuant to the direction of the Chairman of the Judiciary Com-
mittee, I ask the witnesses to please stand and raise your right
hand to take the oath.

[Witnesses sworn.]

Mr. CANNON. Thank you. You may be seated.

The record should reflect that each of the witnesses answered in
the affirmative.

Ms. Koontz, would you please proceed with your testimony.

TESTIMONY OF LINDA D. KOONTZ, DIRECTOR, INFORMATION
MANAGEMENT ISSUES, U.S. GOVERNMENT ACCOUNTABILITY
OFFICE

Ms. KooNTZz. Mr. Chairman and Members of the Subcommittees,
I appreciate the opportunity to discuss the results of GAO’s work
on the Federal Government’s purchase of personal information
from businesses known as information resellers. My testimony
summarizes the results of the report we did at the Committee’s re-
quest and that we are issuing today. For that report we reviewed
four agencies: Justice, Homeland Security, State, and Social Secu-
rity.
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Information is an extremely valuable resource and information
resellers provide services that are important to a variety of Federal
agency functions. Specifically, for fiscal year 2005, the four agen-
cies we reviewed reported a combined total of approximately $30
million in obligations for the purchase of personal information from
resellers.

The vast majority of this spending, about 91 percent, was for law
enforcement or counterterrorism. For example, the Department of
Justice, the largest user among the four, used the information for
criminal investigations, locating witnesses and fugitives, and re-
searching assets held by individuals of interest. Reseller informa-
tion was also used by others to detect and investigate fraud, verify
identities, and determine eligibility for benefits.

As agreed, we also evaluated agency and reseller privacy policies
and practices against the Fair Information Practices, a set of wide-
ly accepted principles for protecting the privacy and security of per-
sonal information. These principles, with variations, are the basis
of privacy laws in many countries and are the foundation of the
Privacy Act. They are not legally binding either on Federal agen-
cies or resellers, but we believe they do provide a useful framework
for analyzing agency and reseller practices and serve as an appro-
priate basis for further discussion and debate.

Applying this framework to Federal agencies, we found some in-
consistencies. Agencies did take steps to address the privacy and
security of the information acquired from resellers, but their han-
dling of this information did not always fully reflect the Fair Infor-
mation Practices. For example, although agencies issued privacy
notices on information collections, these did not always specifically
state that information resellers were among the sources used. This
is not consistent with the principle that the public should be in-
formed about privacy policies and have a ready means of learning
about the use of personal information. One reason for this kind of
inconsistency is ambiguity in OMB’s guidance regarding how pri-
vacy requirements apply to Federal agency use of reseller informa-
tion.

To address these inconsistencies, we made recommendations to
OMB and to the agencies we reviewed. These agencies generally
agreed with our report and reported actions they are taking. In
particular, the Privacy Office within Homeland Security has con-
ducted a public workshop on the Government’s use of commercial
data for homeland security and recently finalized guidance on con-
ducting privacy impact assessments, which includes very useful di-
rection on the collection and use of commercial data.

Regarding resellers, they also took steps to protect privacy, but
these measures were not fully consistent with the Fair Information
Practices. For example, resellers generally informed the public
about key privacy practices and principles and they have recently
taken steps to improve security safeguards. However, the principles
that the collection and use of personal information should be lim-
ited and its intended use specified are largely at odds with the na-
ture of the reseller business, which is based on providing informa-
tion to multiple customers for multiple purposes.

Further, resellers generally limit the extent to which individuals
can gain access to personal information held about themselves, as
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well as the extent to which they can correct or delete inaccurate
information contained in reseller databases.

In response, information resellers raised concerns about our reli-
ance on the Fair Information Practices and suggested it would be
unreasonable for them to comply with some aspects of the prin-
ciples that, they believe, were intended for organizations that col-
lect information directly from consumers. Nonetheless, we believe
that analysis against a framework of the Fair Information Prac-
tices is important as a starting point to frame potential issues and
facilitate informed discussion, and we suggest that Congress con-
sider these issues in its deliberations.

In conclusion, privacy is ultimately about striking a balance be-
tween competing interests. In this case, it is about balancing the
value of reseller information as to important Government functions
against the privacy rights of individuals. I look forward to partici-
pating in the discussion on how best to strike that balance.

This concludes my statement. Thank you.

[The prepared statement of Ms. Koontz follows:]
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PERSONAL INFORMATION

Agencies and Resellers Vary in Providing
Privacy Protections

What GAO Found

In liscal year 2005, the Depariments ol Justice, Homeland Securily, and State
and the Social Security Adminisiration reported that they used personal
information obtained (rom resellers for a variely of purposes, including
performing criminal investigations, locating witnesses and fugitives,
researching assets held by individuals of interest, and detecting prescription
drug frand. The agencics spent approximately $30 million on contractual
arrangements with resellers that enabled the acquisition and use of such
information. About 91 pereent of the planned fiscal year 2005 spending was
for law enforcement (69 percent) or counterterrorism (22 percent).

The major inlormation resellers that do busine:
GAQ reviewed have prac| in place o prolect privacy, bul, these measures
are nol. (ully consistent with the Fair Information Practices. For example, the
principles that the collection and use of personal information should be
limited and its intended use specified are largely at odds with the nature of
the information reseller business, which is based on obtaining personal
information from many sources and making it available to multiple
customers for multiple purposces. Resellers believe it is not appropriate for
them to fully adhere to these principles because they do not obtain their
information dircetly from individuals. Nonctheless, in many cases, resellers
lake steps that address aspects ol the IRair Information Praciices. For
example, resellers reporied thal they have taken steps recently Lo improve
saleguards, and they generally inform the public aboul key
privacy principles and policies. However, resellers generally limit the extent
Lo which individuals can gain access Lo personal information held aboul,
themselves, as well as the extent to which inaceurate information contained
in their databases can be corrected or deleted.

with the [ederal agenci

Ageney practices for handling personal information acquired from
information rescllers did not always fully reflect the Fair Information
Practices. That is, for some of these principles, ageney practices were
uncven. For example, although agencies issucd public not when they
systemaltically collected personal informalion, these nolices did notl always
nolily the public that information resellers were among (he sources (o be
used. This practice is not. consistent. with the principle that individuals
should be informed about privacy policies and the collection of inlormation.
Contributing to the uneven application of the Fair Information Practices are
ambiguities in guidance from the Office of Management and Budget.
regarding the applicability of privacy requirements to federal ageney uses of
reseller information. In addition, agencies gencrally lack policies that
specifically address these uscs.

United States ility Office
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Mr. Chairmen and Members of the Subcommittees:

I appreciate the opportunity to discuss critical issues surrounding
the federal government's purchase of personal information' from
businesses known as information resellers. As you are aware, the
ease and speed with which people’s personal information can be
collected by information resellers from a wide variety of sources
and made available to government and other customers has
accelerated with technological advances in recent years. Recent
security breaches at large information resellers such as ChoicePoint
and LexisNexis have raised questions about how resellers and their
federal customers handle people’s personal information—especially
whether their practices are fully consistent with widely accepted
practices for protecting the privacy and security of personal
information.

Federal agency use of such information is governed primarily by the
Privacy Act of 1974,* which requires that the use of personal
information be limited to predefined purposes and involve only
information germane to those purposes. The provisions of the
Privacy Act, in turn, are largely based on a set of principles tor
protecting the privacy and security of personal information, known
as the Fair Information Practices, which were first proposed in 1973
by a U.S. government advisory committee.” These principles, now
widely accepted, include

! For purposes of this statement, the term personal information encompasscs all
information associated with an individual, including both identifying and nonidentifying
informalion. Personally identifving information, which can be uscd to locate or identify an
individual, includes such things as names, aliases, and agency-assigned case mumbers.,
Nonidentifying personal i jon includes such things s age, education, finances,
eriminal history, physical attributes, and gendor.

¥ The Privacy Act of 1974, Pub, 88 Stat. 1896 (codified as amended at 5 U.8.C.

§ 552a) provides sion of privacy (hrough the misuse of records

by federal agencies and allows cilizens (o learn how their persomal information is collected,
intained, used, and disserni by the federal governent.

* Congress used the commitlec’s final report as a basis for cralting the Privacy Act of 1971,
Sce Records, Computers and the Rights of Citizens: Report of the Secretary’s Advisory
Conunittee on Automated Personal Data Systems (Washington, D.C.: U.S, Department of
Health, Educalion, and Wellare, July 1973).

Page | GAO-06-609T
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1. collection limitation,

2. data quality,

3. purpose specification,

4. use limitation,

b. security safeguards,

6. openness,

7. individual participation, and
8. accountability.’

These principles, with some variation, are used by organizations to
address privacy considerations in their business practices and are
also the basis of privacy laws and related policies in many countries,
including the United States, Germany, Sweden, Australia, New
Zealand, and the European Union.

My testimony is based on a report that we are issuing today.” In that
report, we analyzed fiscal year 2005 contracts and other vehicles for
the acquisition of personal information from information resellers
by the Departments of Justice, Homeland Security (DHS), and State
and the Social Security Administration (SSA). We also compared
relevant agency guidelines and management policies and procedures
to the Fair Information Practices.

We also identified the extent to which reseller” polices and
procedures were consistent with the key privacy principles of the
Fair Information Practices and assessed the potential effect of any

3 - - -
Descriptions of these principles are shown in Lable 1.

Y GAQ, Personal Information: Agency and Resclier Adherence fo Key Privacy Principles,
CGAD-06-421 (Washington, D.C; Apr. 4, 2

).

¢ The five information resellers we reviewed were ChoiecPoint, LexisNexis, Aexiom, Dun &
Bradstreet, and West. Our results may not apply to other resellers who do very little or no
business wilh the lederal agencies we reviewed.
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inconsistencies. However, we did not attempt to determine whether
or how information reseller practices should change. Such
determinations are a matter of policy based on balancing the
public’s right to privacy with the value of services provided by
resellers to customers such as government agencies. Our work was
performed in accordance with generally accepted government
auditing standards.

Today, after a brief summary and a discussion of how the selected
agencies use the personal information that they buy from resellers,
my remarks will focus on the extent to which the agencies and
resellers have policies and practices that reflect the Fair Information
Practices.

Results in Brief

In fiscal year 2005, Justice, DHS, State, and SSA reported that they
planned to spend a combined total of approximately $30 million’ to
purchase personal information from resellers. The vast majority—
approximately 91 percent—of the planned spending was for
purposes of law enforcement (69 percent) or counterterrorism (22
percent). For example, components of the Department of Justice
(the largest user of resellers) used the information for criminal
investigations, locating witnesses and fugitives, researching assets
held by individuals of interest, and detecting fraud in prescription
drug transactions. DHS acquired personal information to aid its
immigration fraud detection and border screening programs. SSA
and State purchased personal information from information
resellers to detect and investigate fraud, verify identities, and
determine benefit eligibility.

7 This figure may include uses that do not involve personal information. Excepl for
instances where the reported use was primarily for legal research, agency officials were
mable to separate the dollar values associated with use of personal information from uses
for other purposes (for example, LexisNexis and West provide news and Legal rescarch in
addition to public records). The four agencies obtained personal information from resellers
primarily through two general-purpose governmentwide conlract. vehicles—the Federal
Supply Schedule of the General Setvices Administration and the Library of Congress's
Federal Library and Information Network.

Page 3 GAO-06-609T
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The major information resellers that do business with the agencies
reviewed have measures in place to protect privacy, but the
measures are not always fully consistent with the Fair Information
Practices. For example, the nature of the information reseller
business is largely at odds with the principles of collection
limitation, data quality, purpose specilication, and use limitation.
These principles center on limiting the collection and use of
personal information, and they link data quality (for example,
accuracy) requirements to these limitations. Resellers said they
believe that it may not be appropriate or practical for them to fully
adhere to these principles because they do not obtain their
information directly from individuals. In fact, the information
reseller industry is based on the multi-purpose collection and use of
personal information from multiple sources.” In many cases,
resellers take steps that address aspects of the Fair Information
Practices. For example, resellers reported that they have taken steps
recently to improve their security safeguards, and they generally
inform the public about key privacy principles and policies.
However, resellers generally limit the extent to which individuals
can gain access to their own personal information and the extent to
which inaccurate information contained in reseller databases can be
corrected or deleted.

Agency practices for handling personal information acquired from
information resellers reflected four of eight principles established
by the Fair Information Practices. Agency practices generally
reflected the collection limitation, daia quality, use limitation, and
Security safeguards principles. For example, law enforcement
agencies (including the Federal Bureau of Investigation and the T.S.
Secret Service) generally reported that they corroborate information
obtained from resellers to ensure that it is accurate when it is used
as part of an investigation, reflecting the darta guality principle that
data should be accurate, current, and complete, as needed for the
defined purpose. However, agencies did not always have practices
for handling reseller information to fully address the purpose

¥ In certain circumstances, laws restrict the eollection and use of specifie kinds of personal
information, For exarnple, the Fair dit Reporting Act regulates access to and use of
consumer information under cerl ircumstances.

Page 1 GAO-06-609T
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specification, individual participation, openness, and accountability
principles. For example:

Although agencies notify the public through Federal Pegister
notices and published privacy impact assessments that they collect
personal information from various sources, they do not always
indicate specifically that information resellers are among those
sources.

Some agencies lack robust audit mechanisms to ensure that use of
personal information from information resellers is for permissible
purposes, reflecting an uneven application of the accountability
principle.

Contributing to agencies’ uneven application of the Fair Information
Practices are ambiguities in guidance from OMB on how privacy
requirements apply to federal agency uses of reseller information. In
addition, agencies generally lack policies that specifically address
these uses.

We made recommendations to OMB to revise privacy guidance and
to the four agencies to develop specitic policies for the use of
personal information from resellers, and suggested that Congress
consider the extent to which information resellers should adhere to
the Fair Information Practices. The five agencies generally agreed
with the report and described actions initiated to address our
recommendations.

We also obtained comments on excerpts of our draft report from the
five information resellers we reviewed. Several resellers raised
concerns regarding the version of the Fair Information Practices we
used to assess their practices. As discussed in our report, the
version of the Fair Information Practices we used has been widely
adopted and cited within the federal government as well as
internationally. Further, we use it as an analytical framework for
identifying potential privacy issues for further consideration by
Congress—not as criteria for strict compliance.

Page 5 GAO-06-609T
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Background

Before advanced computerized techniques, obtaining people’s
personal information usually required visiting courthouses or other
government facilities to inspect paper-based public records, and
information contained in product registrations and other business
records was not generally available at all. Automation of the
collection and aggregation of multiple-source data, combined with
the ease and speed of its retrieval, have dramatically reduced the
time and effort needed to obtain such information. Information
resellers provide services based on these technological advances.

We use the term “information resellers” to refer to businesses that
vary in many ways but have in common the fact that they collect and
aggregate personal information from multiple sources and make it
available to their customers. These businesses do not all focus
exclusively on aggregating and reselling personal information. For
example, Dun & Bradstreet primarily provides information on
commercial enterprises for the purpose of contributing to decision
making regarding those enterprises. In doing so, it may supply
personal information about individuals associated with those
commercial enterprises. To a certain extent, the activities of
information resellers may also overlap with the functions of
consumer reporting agencies, also known as credit bureaus—
entities that collect and sell information about individuals’
creditworthiness, among other things. To the extent that
information resellers perform the functions of consumer reporting
agencies, they are subject to legislation specifically addressing that
industry, particularly the Fair Credit Reporting Act.

Information resellers have now amassed extensive amounts of
personal information about large numbers of Americans. They
supply it to customers in both government and the private sector,
typically via a centralized online resource. Generally, three types of
information are collected:

e Public records such as birth and death records, property records,

motor vehicle and voter registrations, criminal records, and civil
case files.

Page 6 GAO-06-609T
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o Publicly available information not found in public records but
nevertheless publicly available through other sources, such as
telephone directories, business directories, classified ads or
magazines, Internet sites, and other sources accessible by the
general public.

o Nonpublic information derived from proprietary or nonpublic
sources, such as credit header data, product warranty
registrations, and other application information provided to
private businesses directly by consumers.

Figure 1 illustrates how these types of information are collected and
aggregated into reports that are ultimately accessed by customers,
including government agencies, through contractual agreements.

Figure 1: Typical Information Flow through Resellers to Government Customers

Sources
I_ Public
records
I_ Publicly available
information

Information resellers Users

D) O Agency
L makes query

Subject
Name

Addry
Information
from databases

is aggregated
into a report

Date of birth & Report

Source: GAO analysis of information reseller and agency-provided data.

Federal Laws and Guidance Govern Use of Personal Information in Federal Agencies

No single federal law governs all use or disclosure of personal
information. The major requirements for the protection of personal

Page 7 GAO-06-609T
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privacy by federal agencies come from the Privacy Act of 1974 and
the privacy provisions of the E-Government Act of 2002.

Federal use of personal information is governed primarily by the
Privacy Act of 1974, which places limitations on agencies’
collection, disclosure, and use of personal information maintained
in systems of records. The act describes a “record” as any item,
collection, or grouping of information about an individual that is
maintained by an agency and contains his or her name or another
personal identifier. It also defines “system of records” as a group of
records under the control of any agency from which information is
retrieved by the name of the individual or by an individual identitier.
The Privacy Act requires that when agencies establish or make
changes to a system of records, they must notify the public by
placing a notice in the Federal Registeridentifying, among other
things, the type of data collected, the types of individuals about
whom information is collected, the intended uses of data, and
procedures that individuals can use to review and correct personal
information. Additional provisions of the Privacy Act are discussed
in the report we are issuing today.

The E-Government Act of 2002 requires that agencies conduct
privacy impact assessments (PIA). A PIA is an analysis of how
personal information is collected, stored, shared, and managed in a
federal system. Under the E-Government Act and related OMB
guidance, agencies must conduct PIAs (1) before developing or
procuring information technology that collects, maintains, or
disseminates information that is in a personally identifiable form;
(2) before initiating any new data collections involving personal
information that will be collected, maintained, or disseminated
using information technology if the same questions are asked ot 10
or more people; or (3) when a system change creates new privacy
risks, for example, by changing the way in which personal
information is being used.

" The Privacy Actol 1971, Pub. L. No. 93 Stal. 1896 (codificd as amended at 5 US.C.

2a) provides safeguards against an invasion of privacy through the misuse of records

y federal agencies and allows citizens to leamn how their personal information is collected,
intai used, and di i 1 by Lhe lederal government.
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OMB is tasked with providing guidance to agencies on how to
implement the provisions of the Privacy Act and the E-Government
Act and has done so, beginning with guidance on the Privacy Act,
issued in 1975." OMB's guidance on implementing the privacy
provisions of the E-Government Act of 2002 identifies
circumstances under which agencies must conduct PIAs and
explains how to conduct them.

The Fair Information Practices Are Widely Agreed to Be Key Principles for Privacy

Protection

The Privacy Act of 1974 is largely based on a set of internationally
recognized principles for protecting the privacy and security of
personal information known as the Fair Information Practices. A
U.S. government advisory committee first proposed the practices in
1973 to address what it termed a poor level of protection afforded to
privacy under contemporary law." The Organization for Economic
Cooperation and Development (OECD)* developed a revised
version of the Fair Information Practices in 1980 that has, with some
variation, formed the basis of privacy laws and related policies in
many countries, including the United States, Germany, Sweden,
Australia, New Zealand, and the European Union.” The eight

°OMB, “Privacy Act Implementation: Guiddlines and Responsibililies
Volume 40, Number 132, Part 111, pages 2804828978 (Washinglon, 1.C.: July 9, 1975). Since
(he inilial Privacy Act guidance of 1975, OMB periodi ied addilioned
guidance. Further information regarding OMB Privacy Act guidance ean be found on the
OMB Web site at hiis ww whitehouse goviom fopaliceh hbad.

" Federal Begister,

! Records, Computers and the Rights of Citizens: Report of the Secretary’s Advisory
Committee on Antomared Personal Data Spstems (Washington, D.C.: U.S. Department of
Health, Educalion, and Wellare, July 1973).

" ORCD, Gridelines on the Protection of. Privacy and Transborder Flow of Personal Data
(Sepl. 23, 1980). The OECD plays a prominent role in fostering good governance in the
publi > and in corporale aclivily among its 30 member countrics. 1, produces
internationally agreed-upon instrurents, decisions, and recommendalions lo promote rules
in areas where multilateral is necessary for individual countries to make
progress in the global ceonoxmy.

* European Union Data Protection Directive (“Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the Protection of Individuals with
Regard (o the Processing of Personal Dala and the Free Movemenl ol Such Dala”) (1995).
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principles of the OECD Fair Information Practices are shown in

table 1.

Table 1: The OECD Fair

Information Practices

Principle

Description

Collection limitation

The collection of personal information should be limited, should
be obtained by lawful and fair means, and, where appropriate,
with the knowledge or consent of the individual

Data quality

Personal information should be relevant to the purpose for
which it is collected, and should be accurate, complete, and
current as needed for that purpose.

Purpose specification

The purposes for the collection of personal information should
be disclosed before collection and upon any change to that
purpose, and its use should be limited to those purposes and
compatible purposes.

Use limitation

Personal information should not be disclosed or otherwise used
for other than a specified purpose without consent of the
individual or legal authority.

Security safeguards

Personal information should be protected with reasonable
security safeguards against risks such as loss or unauthorized
access, destruction, use, medification, or disclosure,

Openness

The public should be informed about privacy policies and
practices, and individuals should have ready means of learning
about the use of personal information.

Individual participation

Individuals should have the following rights: to know about the
collection of personal information, to access that information, to
request correction, and to challenge the denial of those rights.

Accountability

Individuals controlling the collection or use of personal
information should be accountable for taking steps to ensure the
implementation of these principles.

Souros: DEGD.

The Fair Information Practices are not precise legal requirements.
Rather, they provide a framework of principles for balancing the
need for privacy with other public policy interests, such as national
security, law enforcement, and administrative efficiency. Ways to
strike that balance vary among countries and according to the type
of information under consideration.

Page 10
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Agencies Use Governmentwide Contracts to Obtain Personal
Information from Information Resellers for a Variety of Purposes

The Departments of Justice, Homeland Security, State, and the
Social Security Administration reported approximately $30 million
in contractual arrangements with information resellers in fiscal year
2005." The agencies reported using personal information obtained
from resellers for a variety of purposes including law enforcement,
counterterrorism, fraud detection/prevention, and debt collection. In
all, approximately 91 percent of agency uses of reseller data were in
the categories of law enforcement (69 percent) or counterterrorism
(22 percent). Figure 2 details contract values categorized by their
reported use.

gure comprises conlracts and task orders with information resellers that included
the acquisition and usc of personal information. However, some of these funds may have
been spent on uses that do not involve personal information; we could not omit all such
uscs because ageney officials were not always able to separate the amounts associated
with use of personal information from those for other uses (for example, LexisNexis and
West provide news and legal rescarch in addition to public records). In some instances,
where the reported use was primarily for legal research, we ormitted these funds from the
Lolal.
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Figure 2: Fiscal Year 2005 Contractual Vehicles Enabling the Use of Personal
Information from Information Resellers, Categorized by Reported Use

2%
Other
i 3%

Debt collection
4%
Fraud detection/prevention

HT Counterterrorism

Law enforcement

Souree! GAG analysis of agency-provided date.

The Department of Justice, which accounted for about 63 percent of
the funding, mostly used the data for law enforcement and
counterterrorism. DHS also used reseller information primarily for
law enforcement and counterterrorism. State and SSA reported
acquiring personal information from information resellers for fraud
prevention and detection, identity verification, and benetit eligibility
determination.

Justice and DHS Use Information Resellers Primarily for Law Enforcement and

Counterterrorism

In fiscal year 2005, the Department of Justice and its components
reported approximately $19 million in acquisitions from a wide
variety of information resellers, primarily for purposes related to
law enforcement {75 percent) and counterterrorism (18 percent).
The Federal Bureau of Investigation (FBI), which is Justice's largest
user of information resellers, uses reseller information to, among
other things, analyze intelligence and detect terrorist activities in
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support of ongoing investigations by law enforcement agencies and
the intelligence community. In this capacity, resellers provide the
FBI's Foreign Terrorist Tracking Task Force with names, addresses,
telephone numbers, and other biographical and demographical
information as well as legal briefs, vehicle and boat registrations,
and business ownership records.*

The Drug Enforcement Administration (DEA), the second largest
Justice user of information resellers in fiscal year 2005, obtains
reseller data primarily to detect fraud in prescription drug
transactions." Agents use reseller data to detect irregular
prescription patterns for specitic drugs and trace this information to
the pharmacy and prescribing doctor.”

DHS and its components reported that they used information
reseller data in fiscal year 2005 primarily for law enforcement
purposes, such as developing leads on subjects in criminal
investigations and detecting fraud in immigration benefit
applications (part of enforcing the immigration laws). DHS’s largest
investigative component, the U.S. Immigration and Customs
Enforcement, is also its largest user of personal information from
resellers. It collects data such as address and vehicle information for
criminal investigations and background security checks. U.S.
Customs and Border Protection conducts queries on people,
businesses, property, and corresponding links via a secure Internet
connection. The Federal Emergency Management Agency uses an
information reseller to detect fraud in disaster assistance
applications.

DHS also reported using information resellers in its
counterterrorism efforts. For example, the Transportation Security
Administration (TSA) used data obtained from information resellers

"® GAO, Data Mining: Agencies Have Taken Key Steps to Protect Privacy in Selected Efforts,
but Significant Compliance Fsues Remain, GAO-05-866 (Washinglon, 1.C.: Aug. 15, 2005).

" DEA’s mission involves enforcing kaws perlaining (o (the manufaciure, distribution, and
dispensing of legally produced controlled substances.

" The personal information contained in this information reseller database is limited to the
preseribing doctor and does nol. conlain personal patient. information.
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as part of a test associated with the development of its domestic
passenger prescreening program, called “Secure Flight.”™ TSA plans
for Secure Flight to compare domestic flight reservation information
submitted to TSA by aircratt operators with federal watch lists of
individuals known or suspected of activities related to terrorism.

SSA and State Use Information Resellers Primarily for Fraud Prevention and Detection

In an effort to ensure the accuracy of Social Security benefit
payments, the Social Security Administration and its components
reported approximately $1.3 million in contracts with information
resellers in fiscal year 2005 for purposes relating to fraud prevention
(such as skiptracing),” confirming suspected traud related to
workers compensation payments, obtaining information on criminal
suspects tor follow-up investigations, and collecting debts. For
example, the Oftice of the Inspector General (OIG), the largest user
of information reseller data at SSA, uses several information
resellers to assist investigative agents in detecting benefit abuse by
Social Security claimants and to assist agents in locating claimants.
Regional office agents may also use reseller data in investigating
persons suspected of claiming disability fraudulently.

The Department of State and its components reported
approximately $569,000 in contracts with information resellers for
fiscal year 2005, mainly to support investigations of passport-related
activities. For example, several components accessed personal
information to validate familial relationships, birth and identity data,
and other information submitted on immigrant and nonimmigrant
visa petitions. State also uses reseller data to investigate passport
and visa fraud cases.

issues associaled with the Sceure Flight commercial data
o T jon Security Administration Did Not Fully
Disclose Uses of Personal Iformation during Secure Flight Program Testing in Initial
Privacy Notices, but Ilas Recently Taken Steps to More Fully Inform the Public, GAO-05-
&64R (Washington, D.C.: July 22, 20073).

® Skiptracing is the process of locating people who have fled in order to avoid paying
debis.
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Resellers Take Steps to Protect Privacy, but These Measures Are Not
Fully Consistent With the Fair Information Practices

Although the information resellers that do business with the federal
agencies we reviewed have taken steps to protect privacy, these
measures were not fully consistent with the Fair Information
Practices. Most significantly, the first four principles, relating to
collection limitaiion, data quality, purpose specification, and use
Iimitation, are largely at odds with the nature of the information
reseller business. These principles center on limiting the collection
and use of personal information and require data accuracy based on
that limited purpose and limited use of the information. However,
the information reseller industry presupposes that the collection
and use of personal information is not limited to specific purposes,
but instead can be made available to multiple customers for multiple
purposes. Resellers make it their business to collect large amounts
of personal information® and to combine that information in new
ways so that it serves purposes other than those for which it was
originally collected. Further, they are limited in their ability to
ensure the accuracy, currency, or relevance of their holdings,
because these qualities may vary based on customers’ varying uses.

Information reseller policies and procedures were consistent with
aspects of the remaining four Fair Information Practices. Large
resellers reported implementing a variety of security safeguards,
such as stringent customer credentialing, to improve protection of
personal information. Resellers also generally provided public
notice of key aspects of their privacy policies and practices
(relevant to the opennessprinciple), and reported taking actions to
ensure internal compliance with their own privacy policies (relevant
to the accountability principle). However, while information
resellers generally allow individuals limited access to their personal
information, they generally limit the opportunity to correct or delete

“Resellers are constrained [rom colleeting certain types of information and aggregating it
with other personal information. For example, the Fair Credit Reporting Act and the
Gramim-Leach-Bliley Act constrain the collection and use of personal infornmation, such as
linancial information.
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inaccurate information contained in reseller databases (relevant to
the individual participation principle).

In brief, reseller practices compare with the Fair Information
Practices as follows:

Collection limitation. Resellers do not limit collections to specific
purposes but collect large amounts of personal information. In
practice, resellers are limited in the personal information that they
can obtain by laws that apply to specific kinds of information (for
example, the Fair Credit Reporting Act and the Gramm-Leach-Bliley
Act, which restrict the collection, use, and disclosure of certain
consumer and financial data). However, beyond specific legal
restrictions, information resellers generally attempt to aggregate
large amounts of personal information so as to provide useful
information to a broad range of customers. Resellers do not make
provisions to notify the individuals involved when they obtain
personal data from their many sources, including public records.
Concomitantly, individuals are not afforded an opportunity to
express or withhold their consent when the information is collected.
Resellers said they believe it is not appropriate or practical for them
to provide notice or obtain consent from individuals because they
do not collect information directly from them.

Under certain conditions, some information resellers offer
consumers an “opt-out” option—that is, individuals may request that
information about themselves be suppressed from selected
databases. However, resellers generally offer this option only with
respect to certain types of information, such as marketing products,
and only under limited circumstances, such as if the individual is a
law enforcement officer or a victim of identity theft. Two resellers
stated their beliet that under certain circumstances it may not be
appropriate to provide consumers with opportunities for opting out,
such as when information products are designed to detect fraud or
locate criminals. These resellers stated that if individuals were
permitted to opt out of fraud prevention databases, some of those
opting out could be criminals, which would undermine the
effectiveness and utility of these databases.
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Data quality. Information resellers reported taking steps to ensure
that they generally receive accurate data from their sources and that
they do not introduce errors in the process of transcribing and
aggregating information. However, they generally provide their
customers with exactly the same data they obtain and do not claim
or guarantee that the information is accurate for a specitic purpose.
Some resellers’ privacy policies state that they expect their data to
contain some errors. Further, resellers varied in their policies
regarding correction of data determined to be inaccurate as
obtained by them. One reseller stated that it would delete
information in its databases that was found to be inaccurate.
Another stated that even if an individual presents persuasive
evidence that certain information is in error, the reseller generally
does not make changes if the information comes directly from an
official public source (unless instructed to do so by that source).
Because they are not the original source of the personal
information, information resellers generally direct individuals to the
original sources to correct any errors. Several resellers stated that
they would correct any identified errors introduced through their
own processing and aggregation of data.

Purpose specification. While information resellers specity purpose
in a general way by describing the types of businesses that use their
data, they generally do not designate specific intended uses for each
of their data collections. Resellers generally obtain information that
has already been collected for a specific purpose and make that
information available to their customers, who in turn have a broader
variety of purposes for using it. For example, personal information
originally submitted by a customer to register a product warranty
could be obtained by a reseller and subsequently made available to
another business or government agency, which might use it for an
unrelated purpose, such as identity verification, background
checking, or marketing. It is difficult for resellers to provide greater
specificity because they make their data available to many
customers for a wide range of legitimate purposes. As a result, the
public is made aware only of the broad range of potential uses to
which their personal information may be put, rather than a specific
use, as envisioned in the Fair Information Practices.
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Use limitation. Because information reseller purposes are specified
very broadly, it is difficult for resellers to ensure that use of the
information in their databases is limited. As previously discussed,
information reseller data may have many different uses, depending
on the types of customers involved. However, resellers do take steps
to ensure that their customers’ use of personal information is
limited to legally sanctioned purposes. Information resellers pass
this responsibility to their customers through licensing agreements
and contract terms and agreements. Customers are usually required
to certify that they will only use information obtained from the
reseller in ways permissible under laws such as the Gramm-Leach-
Bliley Act and the Driver’s Privacy Protection Act. The information
resellers used by the federal agencies we reviewed generally also
reported taking steps to ensure that access to certain sensitive types
of personally identifiable information—particularly Social Security
numbers—is limited to certain customers and uses.

Security safeguards. While we did not evaluate the effectiveness of
resellers’ information security programs, resellers we spoke with
said they employ various safeguards to protect consumers’ personal
information. They implemented these safeguards in part for
business reasons but also because federal laws require such
protections. Resellers describe these safeguards in various policy
statements, such as online and data privacy policies or privacy
statements posted on Internet sites. Given recent incidents, large
information resellers also reported having recently taken steps to
improve their safeguards against unauthorized access. Two resellers
reported that they had taken steps to improve their procedures for
authorizing customers to have access to sensitive information, such
as Social Security numbers. For example, one reseller established a
credentialing task force with the goal of centralizing its customer
credentialing process. In addition to enhancing safeguards on
customer access authorizations, resellers have instituted a variety of
other security controls. For example, three large information
resellers have implemented physical safeguards at their data
centers, such as continuous monitoring of employees entering and
exiting facilities, monitoring of activity on customer accounts, and
strong authentication of users entering and exiting secure areas
within the data centers.
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Openness. To address openness, information resellers took steps to
inform the public about key aspects of their privacy policies. They
used means such as company Web sites and brochures to inform the
public of specific policies and practices regarding the collection and
use of personal information. Reseller Web sites also generally
provided information about the types of information products the
resellers offered—including product samples—as well as general
descriptions about the types of customers served.

Individual participation. Although information resellers allow
individuals access to their personal information, this access is
generally limited. Resellers may provide an individual a report
containing certain types of information—such as compilations of
public records information—however, the report may not include all
information maintained by the resellers about that individual.
Further, because they obtain their information from other sources,
most resellers have limited provisions for correcting or deleting
inaccurate information contained in their databases. If individuals
find inaccuracies in such reports, they generally cannot have these
corrected by the resellers.” Resellers, as a matter of policy, do not
make corrections to data obtained from other sources, even if the
individual provides evidence that the data are wrong. Instead, they
direct individuals wishing to make corrections to contact the
original sources of the data. Several resellers stated that they would
correct any identified errors resulting from their own processing
and aggregation of data (for example, transposing numbers or
letters or incorrectly aggregating information).

Accountability. Although information resellers’ overall application
of the Fair Information Practices varied, each reseller we spoke with
reported actions to ensure compliance with its own privacy policies.
For example, resellers reported designating chief privacy officers to
monitor compliance with internal privacy policies and applicable
laws. Information resellers reported that these officials had a range

“ One rescller reported that, for certain products, it will delete information that has been
identified as inaccurate. For exarnple, if the reseller is able to verify that data contained
within its directory or fraud products are inaceurate, it will delete the inaceurate data and
keep a record of this in a mai file so the data are not ata
future date.
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of responsibilities aimed at ensuring accountability for privacy
policies, such as establishing consumer access and customer
credentialing procedures, monitoring compliance with federal and
state laws, and evaluating new sources of data (for example, cell
phone records). Although there are no industrywide standards
requiring resellers to conduct periodic audits of their compliance
with privacy policies, one information reseller reported using a third
party to conduct privacy audits on an annual basis. Using a third
party to audit compliance with privacy policies further helps to
ensure that an information reseller is accountable for the
implementation of its privacy practices.

In commenting on excerpts of our draft report, several resellers
raised concerns regarding the version of the Fair Information
Practices we used to assess their practices, stating their view that it
applied more appropriately to organizations that collect information
directly from consumers and that they were not legally bound to
adhere to the Fair Information Practices. As discussed in our report,
the version of the Fair Information Practices we used has been
widely adopted and cited within the federal government as well as
internationally. Further, we use it as an analytical framework for
identifying potential privacy issues for further consideration by
Congress—not as criteria for strict compliance. Resellers also stated
that the draft did not take into account their view that public record
information is open to all for any use not prohibited by state or
federal law. However, we believe it is not clear that individuals give
up all privacy rights to personal information contained in public
records, and we believe it is important to assess the status of
privacy protections for all personal information being offered
commercially to the government so that informed policy decisions
can be made about the appropriate balance between resellers’
services and the public’s right to privacy. In our report we suggest
that Congress consider the extent to which information resellers
should adhere to the Fair Information Practices.
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Agencies Lack Policies on Use of Reseller Data, and Practices Do
Not Consistently Reflect the Fair Information Practices

Agencies generally lacked policies that specifically address their use
of personal information from commercial sources (although DHS
Privacy Office officials have reported that they are drafting such a
policy), and agency practices for handling personal information
acquired from information resellers did not always fully reflect the
Fair Information Practices. Specifically, agency practices generally
reflected four of the eight Fair Information Practices.

As table 2 shows, the collection limitation, data quality, use
Ilimitation, and securily safeguards principles were generally
reflected in agency practices. For example, several agency
components (specifically, law enforcement agencies such as the FBI
and the U.8. Secret Service) reported that in practice, they generally
corroborate information obtained from resellers when it is used as
part of an investigation. This practice is consistent with the principle
of data quality.

Agency policies and practices with regard to the other four
principles were uneven. Specitically, agencies did not always have
policies or practices in place to address the purpose specification,
openness, and individual participation principles with respect to
reseller data. The inconsistencies in applying these principles as
well as the lack of specific agency policies can be attributed in part
to ambiguities in OMB guidance regarding the applicability of the
Privacy Act to information obtained from resellers. Further, privacy
impact assessments, a valuable tool that could address important
aspects of the Fair Information Practices, are not conducted otten.
Finally, components within each of the four agencies did not
consistently hold staff accountable by monitoring usage of personal
information from information resellers and ensuring that it was
appropriate; thus, their application of the accountability principle
was uneven.
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Table 2: Application of Fair Information Practices to the Reported Handling of P |

Four Agencies

Agency

application of
Principle principle Agency practices
Collection limitation. The collection of personal General Agencies limited personal data collection to individuals under
information should be limited, should be obtained by investigation or their associates
lawful and fair means, and, where appropriate, with
the knowledge or consent of the individual.
Data quality. Personal information should be relevant General Agencies corroborated information from resellers and did not
to the purpose for which it is collected, and should be take actions based exclusively on such information
accurate, complete, and current as needed for that
purpose.
Purpose specification. The purpose for the collection  Uneven Agency system of records notices did not generally reveal that
of personal information should be disclosed before agency systems could incorporate information from data
collection and upon any change to that purpose, and resellers. Agencies also generally did not conduct privacy
its use should be limited to that purpose and impact assessments for their systems or programs that involve
compatible purposes. use of reseller data.
Use limitation. Personal information should not be General Agencies generally limited their use of personal information to
disclosed or otherwise used for other than a specific investigations (including law enforcement,
specified purpose without consent of the individual or counterterrorism, fraud detection, and debt collection).
legal authority
Security safeguards. Personal information should be  General Agencies had security safeguards such as requiring
protected with reasonable security safeguards passwords to access databases, basing access rights on
against risks such as loss or unauthorized access, need to know, and logging search activities {including
destruction, use, modification, or disclosure. ‘cloaked logging,” which prevents the vendor from monitoring

search content)

Openness. The public should be informed about Uneven See Purpose specification above. Agencies did not have
privacy policies and practices, and individuals should established policies specifically addressing the use of
have ready means of leaming about the use of personal information obtained from resellers.
personal information
Individual participation. Individuals should have the  Uneven See Purpose specification above. Because agencies generally
following rights: to know about the collection of did not disclose their collections of personal information fram
personal information, to access that information, to resellers, individuals were often unable to exercise these
request correction, and to challenge the denial of rights.
those rights.
Accountability. Individuals controlling the collection or Uneven Agencies do not generally monitor usage of personal

use of personal information should be accountable
for taking steps to ensure the implementation of
these principles

information from information resellers to hold users
accountable for appropriate use; instead, they rely on users to
be responsible for their behavior. For example, agencies may
instruct users in their responsibilities to use personal
information appropriately, have them sign statements of
responsibility, and have them indicate what permissible
purpose a given search fulfills.

Legend:

General = policies or proceduras to address all major aspects of a particular principle.

Uneven = policies or procedures addressed some but not all aspects of a particular principle or some
but not all agencies and compenents had policies or practices in place addressing the principle.

Source: BAO analysis of agency-supplied data,
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Note: We did not assess the of agency ion security programs.
Our assessment of overall agency application of the Fair Information Practices was based on the
policies and management practices described by the Depariment State and SSA as a whole and by
major components of Justice and DHS. We did not obtain information on smaller components of
Justice and DHS.

Agency procedures generally reflected the collection limitation, data
quality, use limitation, and securily saleguardsprinciples. Regarding
collection limitation, for most law-enforcement and
counterterrorism purposes (which accounted for 90 percent of
usage in fiscal year 2005), agencies generally limited their personal
data collection in that they reported obtaining information only on
specific individuals under investigation or associates of those
individuals. Regarding daia quality, agencies reported taking steps
to mitigate the risk of inaccurate information reseller data by
corroborating information obtained from resellers. Agency officials
described the practice of corroborating information as a standard
element of conducting investigations. Likewise, for non-law-
enforcement use, such as debt collection and fraud detection and
prevention, agency components reported that they mitigated
potential problems with the accuracy of data provided by resellers
by obtaining additional information from other sources when
necessary. As for use limitation, agency officials said their use of
reseller information was limited to distinct purposes, which were
generally related to law enforcement or counterterrorism. Finally,
while we did not assess the effectiveness of information security at
any of these agencies, we found that all four had measures in place
intended to safeguard the security of personal information obtained
from resellers.”

* Although we did nol assess (he elfecliveness of information sceurity al any agency as
part of this review, we have previously reported on weaknesses in alinost all arcas of
informalion sceurily controls al 21 major agencies, including Justice, DIS, State, and SSA.
For additional informat sce GAO, Information Sccurity: Weaknesses Persist at Federal
Agencies Despite Progress Made in Implementing Related Statutory Reguirements, GAO-
05-552 (Washington, D.C.: July 15, 2005) and Information Security: Department of
Homeland Security Needs to Fully Implement Its Security Program, GAO-05-700
(Washinglon, D.C.: June 17, 2005).
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Limitations in the Applicability of the Privacy Act and Ambiguities in OMB Guidance
Contribute to an Uneven Adherence to the Purpose Specification, Openness, and
Individual Participation Principles

The purpose specification, openness, and individual participation
principles stipulate that individuals should be made aware of the
purpose and intended uses of the personal information being
collected about them, and, if necessary, have the ability to access
and correct their information. These principles are reflected in the
Privacy Act requirement for agencies to publish in the Federal
flegister, “upon establishment or revision, a notice of the existence
and character of a system of records.” This notice is to include,
among other things, the categories of records in the system as well
as the categories of sources of records.”

In a number of cases, agencies using reseller information did not
adhere to the purpose specilication or opennessprinciples in that
they did not notify the public that they were using such information
and did not specify the purpose for their data collections. Agency
officials said that they generally did not prepare system-of-records
notices that would address these principles because they were not
required to do so by the Privacy Act. The act’s vehicle for public
notification—the system-of-records notice—becomes binding on an
agency only when the agency collects, maintains, and retrieves
personal data in the way defined by the act or when a contractor
does the same thing explicitly on behalf of the government.
Agencies generally did not issue system-of-records notices
specifically for their use of information resellers largely because
information reseller databases were not considered “systems of
records operated by or on behalf of a government agency” and thus
were not considered subject to the provisions of the Privacy Act.*
OMB guidance on implementing the Privacy Act does not

2

$ 552a(CHANC) & (1). T ics 10 claim an exemption
from identifying the categorics of sources of rds compiled for criminal kaw
enforcement purposes, as well as for a broader category of investigative records corapiled
for criminal or civil Law cnforcement purposcs.

*The act provides for its requircments to apply to government contractors when agencics
contract for the operation by or on behalf of the agency, a system of records to accomplish
an agency function. 3 U.S.0§ ;
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specifically refer to the use of reseller data or how it should be
treated. According to OMB and other agency officials, information
resellers operate their databases for multiple customers, and federal
agency use of these databases does not amount to the operation of a
system of records on behalf of the government. Further, agency
officials stated that merely querying information reseller databases
did not amount to agency “maintenance” of the personal information
being queried and thus also did not trigger the provisions of the
Privacy Act. In many cases, agency officials considered their use of
resellers to be of this type—essentially “ad hoc” querying or
“pinging” of reseller databases for personal information about
specitic individuals, which they believed they were not doing in
connection with a formal system of records.

In other cases, however, agencies maintained information reseller
data in systems for which system-of-records notices had been
previously published. For example, law enforcement agency
officials stated that, to the extent they retain the results of reseller
data queries, this collection and use is covered by the system of
records notices for their case file systems. However, in preparing
such notices, agencies generally did not specify that they were
obtaining information from resellers. Among system of records
notices that were identified by agency officials as applying to the
use of reseller data, only one—TSA's system of records notice for
the test phase of its Secure Flight program—specifically identified
the use of information reseller data.”

In several of these cases, agency sources for personal information
were described only in vague terms, such as “private organizations,”
“other public sources,” or “public source material,” when
information was being obtained from information resellers.

The inconsistency with which agencies specity resellers as a source
of information in system-of-records notices is due in part to

** As we pireviously reported, this notice did not fully disclose the scope of the use of
reseller data during the test phase. See GAO, Aviation Sccurity: Transportation Sccurity
Adninistration Did Not Fully Disclose Uses of Personal Information during Secure FLight
Program Testing in Initial Privacy Notices, but Has Recently Taken Steps to More Fully
Inform the Pnblic, GAO-05-861R (Washington, D.C.: July 22, 2005).
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ambiguity in OMB guidance, which states that “for systems of
records which contain information obtained from sources other
than the individual to whom the records pertain, the notice should
list the types of sources used.”™ Although the guidance is unclear
what would constitute adequate disclosure of “types of sources,”
OMB and DHS Privacy Office officials agreed that to the extent that
reseller data is subject to the Privacy Act, agencies should
specifically identify information resellers as a source and that
merely citing public records information does not sufficiently
describe the source.

Aside from certain law enforcement exemptions” to the Privacy Act,
adherence to the purpose specification and opennessyprinciples is
critical to preserving a measure of individual control over the use of
personal information. Without clear guidance from OMB or specific
policies in place, agencies have not consistently reflected these
principles in their collection and use of reseller information. As a
result, without being notified of the existence of an agency's
information collection activities, individuals have no ability to know
that their personal information could be obtained from commercial
sources and potentially used as a basis, or partial basis, for taking
action that could have consequences for their welfare.

Privacy Impact Assessments Could Address Openness and Purpose Specification
Principles but Often Are Not Conducted

PIAs can be an important tool to help agencies to address openness
and purpose specification principles early in the process of
developing new information systems. To the extent that PIAs are

** OMB, “Privacy Act Implementation: Gruidelines and Responsibilities,” Federal Register,
Volume 40, Number 132, Part 111, p. 28964 (Washington, 1.C.: July 9, 1975).

“'The Privacy At alloy

agencies 10 claim exemplions if the records are used for certain
purposes. 5 US.C. § 552a (j) and (k). For example, records compiled for eriminal kaw
cnforcement purposes can be excrnpt from the aceess and correction provisions. In
general, the exemptlions for law enforcement purposes are intended to prevent the
disclosure of information collected as part of an ongoing investigation that could impair the
investigation or allow those under investigation to change their behavior or take other
actions to cseape prosceution. In most cases where officials identified systom-of- rd
notices associated with reseller data collection for law enforcement purposes, agencies
claimed Lhis exemplion.
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made publicly available,” they provide explanations to the public
about such things as the information that will be collected, why it is
being collected, how it is to be used, and how the system and data
will be maintained and protected.

However, few agency components reported developing PIAs for
their systems or programs that make use of information reseller
data. As with system-of-records notices, agencies often did not
conduct PIAs because officials did not believe they were required.
Current OMB guidance on conducting PIAs is not always clear about
when they should be conducted. According to guidance from OMB,
a PIA is required by the E-Government Act when agencies
“systematically incorporate into existing information systems
databases of information in identifiable form purchased or obtained
from commercial or public sources.”™ However, the same guidance
also instructs agencies that “merely querying a database on an ad
hoc basis does not trigger the PIA requirement.” Reported uses of
reseller data were generally not described as a “systematic”
incorporation of data into existing information systems; rather, most
involved querying a database and in some cases retaining the results
of these queries. OMB officials stated that agencies would need to
make their own judgments on whether retaining the results of
searches of information reseller databases constituted a “systematic
incorporation” of information.

The DHS Privacy Office™ has been working to clarify guidance on
the use of reseller information in general as well as the specific
requirements for conducting PIAs. DHS recently issued guidance

* The B-Government Act requires agencies, if practicable, to make privacy impact
nents publicly available through agency Web siles, publication in the Federal
or; or by other means, Pub. L. No. 107-347, § 208 (b} 1)(B)(iii).

D OMB, G for ing the Privacy I of the E-Gove Actof
2002, Memorandum M-03-22 (Washington, D.C.: Sepl. 26, 2003).

e DIS Pri Officer posilion was created by the Homeland Sceurity Act of 2002,
Pub. L. No 107-296, § 222, 116 Stat. 2155. The Privacy Officer is responsible for, among
other things, “assuring that the use of technologies sustain[s], and do[es] not erode privacy
protections relating to the use, collection, and disclosure of personal information, and
assuring that personal infornation contained in Privacy Act systems of records is handled
in full compliance with Fair Information Peaclices as sel oul in the Privacy Act ol 19747
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requiring PIAs to be conducted whenever reseller data are involved.
However, although the DHS guidance clearly states that PIAs are
required when personally identifiable information is obtained from a
commercial source, it also states that “merely querying such a
source on an ad hoc basis using existing technology does not trigger
the PIA requirement.™" Like OMB’s guidance, the DHS guidance is
not clear, because agency personnel are left to make individual
determinations as to whether queries are “on an ad hoc basis.”

Until PIAs are conducted more thoroughly and consistently, the
public is likely to remain incompletely informed about agency
purposes and uses for obtaining reseller information.

In our report we recommended that the Director, OMB, revise
privacy guidance to clarify the applicability of requirements for
public notices and privacy impact assessments to agency use of
personal information from resellers and direct agencies to review
their uses of such information to ensure it is explicitly referenced in
privacy notices and assessments. Further, we recommended that
agencies develop specific policies for the use of personal
information from resellers.

Agencies Often Did Not Have Practices in Place to Ensure Accountability for Proper
Handling of Information Reseller Data

According to the accountability principle, individuals controlling the
collection or use of personal information should be accountable for
ensuring the implementation of the Fair Information Practices. This
means that agencies should take steps to ensure that they use
personal information from information resellers appropriately.

Agencies described using activities to oversee their use of reseller
information that were largely based on trust in the individual user to
use the information appropriately, rather than management
oversight of usage details. For example, in describing controls
placed on the use of commercial data, officials from component

o Departinent of Hormeland Security Privacy Office, Privacy Impact Assessments: Official
Guidanee (March 2006), p. 31
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agencies identified measures such as instructing users that reseller
data are for official use only, and requiring users to sign statements
attesting 1) to their need to access information reseller databases
and 2) that their use will be limited to official business. Additionally,
agency officials reported that their users are required to select from
a list of vendor-defined “permissible purposes” (for example, law
enforcement, transactions authorized by the consumer) before
conducting a search on reseller databases.

While these practices appear consistent with the accountability
principle, they are focused on individual user responsibility instead
of monitoring and oversight. Agencies did not have practices in
place to obtain reports trom resellers that would allow them to
monitor usage of reseller databases at a detailed level. Although
agencies generally receive usage reports from the information
resellers, these reports are designed primarily for monitoring costs.
Further, these reports generally contained only high-level statistics
on the number of searches and databases accessed, not the contents
of what was actually searched, thus limiting their utility in
monitoring usage.

To the extent that federal agencies do not implement methods such
as user monitoring or auditing ot usage records, they provide limited
accountability for their usage of information reseller data and have
limited assurance that the information is being used appropriately.

In summary, services provided by information resellers are
important to federal agency functions such as law enforcement and
fraud protection and identification. Resellers have practices in place
to protect privacy, but these practices are not fully consistent with
the Fair Information Practices, which resellers are not legally
required to follow. Among other things, resellers collect large
amounts of information about individuals without their knowledge
or consent, do not ensure that the data they make available are
accurate for a given purpose, and generally do not make corrections
to the data when errors are identified by individuals. Information
resellers believe that application of the relevant principles of the
Fair Information Practices is inappropriate or impractical in these
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situations. However, given that reseller data may be used for a
variety of purposes, determining the appropriate degree of control
or influence individuals should have over the way in which their
personal information is obtained and used—as envisioned in the
Fair Information Practices—is critical. As Congress weighs various
legislative options, adherence to the Fair Information Practices will
be an important consideration in determining the appropriate
balance between the services provided by information resellers to
customers such as government agencies and the public’s right to
privacy.

While agencies take steps to adhere to Fair Information Practices
such as the collection limitation, data quality, use limitation, and
securily saleguards principles, they have not taken all the steps they
could to reflect others—or to comply with specific Privacy Act and
e-Government Act requirements—in their handling of reseller data.
Because OMB privacy guidance does not clearly address
information reseller data, agencies are left largely on their own to
determine how to satisfy legal requirements and protect privacy
when acquiring and using reseller data. Without current and specific
guidance, the government risks continued uneven adherence to
important, well-established privacy principles and lacks assurance
that the privacy rights of individuals are adequately protected.

Mr. Chairmen, this concludes my testimony today. I would be happy
to answer any questions you or other members of the
subcommittees may have.

Contacts and Acknowledgements
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Mr. CANNON. Thank you, Ms. Koontz.
Ms. Cooney?

TESTIMONY OF MAUREEN COONEY, ACTING CHIEF PRIVACY
OFFICER, U.S. DEPARTMENT OF HOMELAND SECURITY

Ms. CooNEY. Thank you. Chairmen Cannon and Chabot, Rank-
ing Members Watt and Nadler, and Members of the Subcommittees
on Commercial and Administrative Law and the Constitution, it is
an honor to testify before you today. Because this marks my very
first appearance before the Subcommittee, I would like to offer a
few biographical background notes.

It is my honor to currently serve as the Acting Chief Privacy Of-
ficer for the Department of Homeland Security. I come to this posi-
tion with 20 years of Federal service experience in risk manage-
ment and compliance and enforcement activities as well as in con-
sumer protection on global information privacy and security issues
post-9/11. T was recruited from the Federal Trade Commission to
join the Department of Homeland Security more than 2 years ago
as Chief of Staff of the Privacy Office and Senior Adviser for Inter-
national Privacy Policy.

Since that time, it has been my privilege to help build the DHS
Privacy Office with my colleagues and under the leadership of
former Chief Privacy Officer Nuala O’Connor Kelly and Secretaries
Chertoff and Ridge.

I appreciate this opportunity to address the subject of personal
information acquired by the Government from information re-
sellers. The use of commercial data for homeland security involves
complex issues that touch on privacy, program effectiveness, and
operational efficiency. I commend the Government Accountability
Office for undertaking their analysis, which will positively assist in
informing privacy policy development.

As my written statement points out, internally the primary over-
sight mechanism used by the Privacy Office for ensuring appro-
priate use of personal information regardless of its source is the
privacy impact assessment, which is required to be used by section
208 of the E-Government Act of 2002 and section 222 of the Home-
land Security Act.

Privacy impact assessments, or PIAs as we call them, can be one
of the most important instruments in establishing trust between
the Department’s operations and the public simply because they
are generally very transparent. In fact, PIAs are fundamental at
our Department in making privacy an operational element within
the DHS family. Privacy impact assessments allow for the exam-
ination of privacy questions concerning a program or an informa-
tion system’s collection and use of information, including commer-
cial reseller data.

As mentioned in my colleague Ms. Koontz’s testimony, the DHS
Privacy Office has issued official guidance on the conduct of privacy
impact assessments. Various sections of that guidance are particu-
larly relevant to the subject matter of this hearing. I refer you to
my written testimony on the details of that.

I am a little concerned that we may run out of time, so one of
the points that I would like to make is that in addition to privacy
requirements under the Privacy Act of 1974, the privacy impact as-
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sessment process really augments the system of record notice provi-
sions in the Privacy Act that provide for notice to the public about
the types of information collected by the Government and the treat-
ment of that information. The DHS Privacy Office reviews new sys-
tems of record notices to make sure that the presence of commer-
cial data is made transparent if data is collected as a source of in-
formation in a system, and we are seeking to apply this to existing
sources as well.

The Privacy Office also has been part of a broad-based dialogue
on the use of commercial data both within and outside of the De-
partment. In September of 2005, we hosted a public workshop ad-
dressing privacy and technology, exploring the use of commercial
data for homeland security. The workshop examined the policy,
legal, and technology issues associated with the Government’s use
of commercial personally identifiable data for homeland security
purposes.

With input from the public workshop, the DHS Privacy Office is
now in the process of drafting specific guidance for our Department
on the use of commercial data. The guidance will address three
broad categories of use: comparing data in commercial and Govern-
ment databases, obtaining data from commercial sources for use in
Government systems, and use of Government analytic tools on com-
mercial databases.

We will be hosting a meeting with our internal Privacy and Data
Integrity Board made up of senior Department managers on April
11th to collaborate on this policy through a full and meaningful
discussion of an appropriate framework for using commercial data.

The Privacy Office also has been discussing commercial data
issues with the DHS Data Privacy and Integrity Advisory Com-
mittee, our Federal advisory committee made up of U.S. citizens
with expertise in privacy information technology, information secu-
rity, and public policy.

In October of 2005 the DHS Privacy Advisory Committee pub-
lished a report on the use of commercial data to reduce false
positives in screening programs, and the Committee’s recommenda-
tions will be incorporated in our policy development.

Thank you for inviting me, and thank you for your support of the
DHS Privacy Office.

[The prepared statement of Ms. Cooney follows:]

PREPARED STATEMENT OF MAUREEN COONEY

Chairmen Cannon and Chabot, Ranking Members Watt and Nadler, and Members
of the Subcommittees on Commercial and Administrative Law and the Constitution,
it is an honor to testify before you today on the activities of the United States De-
partment of Homeland Security, for which I am privileged to served as the Acting
Chief Privacy Officer.

Thank you for inviting me to speak with you on the subject of personal informa-
tion acquired by the government from information resellers.

As you know, the DHS Chief Privacy Officer is the first statutorily required pri-
vacy officer in the Federal government. The responsibilities of the DHS Chief Pri-
vacy Officer are set forth in Section 222 of the Homeland Security Act of 2002. They
include:

(a) assuring that the use of technologies sustain, and do not erode, privacy
protections relating to the use, collection and disclosure of personal infor-
mation;

(b)
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assuring that personal information contained in Privacy Act systems of
records 1s handled in full compliance with fair information practices as set
out in the Privacy Act of 1974;

(c) evaluating legislative and regulatory proposals involving collection, use,
and disclosure of personal information by the Federal Government;

(d) conducting a privacy impact assessment of proposed rules of the Depart-
ment on the privacy of personal information, including the type of personal
information collected and the number of people affected; and

(e) preparing a report to Congress on an annual basis on activities of the De-
partment that affect privacy, including complaints of privacy violations, im-
plementation of the Privacy Act of 1974, internal controls and other mat-
ters.1

It is upon this statutory authority that the Chief Privacy Officer and the DHS
Privacy Office review and approach the use of personal information by the Depart-
ment, including the use of data from information resellers.

The use of data from information resellers for homeland security involves complex
issues that touch on privacy, program effectiveness and operational efficiency. There
are many benefits to the government when commercial data is used responsibly. It
can save time, it is often more precise, and is updated more quickly and, therefore,
in certain circumstances, it could be more accurate and therefore have greater data
integrity than other sources. At the same time, the government’s use of commercial
data must be transparent and appropriate. The DHS Privacy Office has been part
of a broad based dialogue both within and outside of the Department on the use
of commercial data.

As noted by the Government Accountability Office (GAO), unless an information
reseller is operating a System of Records specifically on behalf of a Federal agency,
it is not subject to the provisions of the Privacy Act of 1974. However, the Privacy
Act applies to Federal agencies that bring data from information resellers into a
Federal System of Records. The Privacy Office exercises oversight over the way De-
partmental components access, use and maintain data obtained from information re-
sellers as part of our responsibility to assure that Departmental systems operate in
accordance with Section 222(b) of our authorizing statute—that information in DHS
Systems of Records is handled in a manner consistent with the fair information
practices principles set out in the Privacy Act.

The main oversight mechanism used by the Privacy Office for information systems
is the Privacy Impact Assessment (PIA). PIAs are fundamental in making privacy
an operational element within the Department. Conducting PIAs demonstrates the
Department’s efforts to assess the privacy impact of utilizing new or changing infor-
mation systems, including attention to mitigating privacy risks. Touching on the
breadth of privacy issues, PIAs allow the examination of the privacy questions that
may surround a program or system’s collection of information, including commercial
reseller data, as well as the system’s overall development and deployment. When
worked on early in the development process, PIAs provide an opportunity for pro-
gram managers and system owners to build privacy protections into a program or
system in the beginning. This avoids forcing the protections in at the end of the de-
velopmental cycle when remedies can be more difficult and costly to implement.

With respect to the data types that are collected and their handling, the PIA proc-
ess augments the Systems of Record Notice provisions in the Privacy Act that pro-
vide notice to the public about the types of information collected and its treatment.
The PIA can be one of the most important instruments in establishing trust between
the Department’s operations and the public.

In accordance with Section 208 of the E-Government Act of 2002 and OMB’s im-
plementing guidance, the Department of Homeland Security is required to perform
PIAs whenever it procures new information technology systems or substantially
modifies existing systems that contain personal information. Although the E-Gov-
ernment Act allows exceptions from the PIA requirement for national security sys-
tems, DHS is implementing Section 222 of the Homeland Security Act to require
that all DHS systems, including national security systems, must undergo a PIA if
they contain personal information. The Privacy Office has staff with security clear-
ances that allow them to work with programs to assess the privacy impact of classi-
fied systems or systems that contain classified information. In cases where the pub-
lication of the PIA would be detrimental to national security, the PIA document may
not be published or may be published in redacted form.

Every PIA must address at least two issues:

1The Homeland Security Act of 2002, Pub. L. No. 107-296, Title II, § 116 Stat. 2155.
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1. It must address the risks and effects of collecting, maintaining and dissemi-
nating information in identifiable form in an electronic information system; and

2. It must evaluate the protections and alternative processes for handling infor-
mation to mitigate potential privacy risks.

The Privacy Office has issued official guidance on the conduct of Privacy Impact
Assessments. The most up-to-date version of the guidance is available at the DHS
Privacy Office Web site at htip:/ /www.dhs.gov/dhspublic/interapp /editorial [ edi-
torial—0511.xml. However, earlier versions of the guidance have been available in-
ternally to DHS for about two years, with initial guidance issued in February 2004.

Various sections of the PIA guidance are particularly relevant to the subject mat-
ter of this hearing. First, the guidance states that the PIA requirement applies
broadly to personally identifiable information rather than to a much narrower cat-
egory of “private” information. If information can be connected with an individual,
it is personally identifiable information, whether or not the information is private
or secret. This is important because much of the information purchased from infor-
mation resellers is either publicly available, e.g., addresses and telephone numbers,
or is derived from public records.

In addition, Section 1.2.2 of the guidance directs programs that use data from
commercial data aggregators to state this fact and then to explain in Section 1.3
why data from this source is being used. Section 2.3.4 requires a statement about
whether data obtained from commercial data aggregators is assessed for quality,
and if so, what quality measures are used.

Some products offered by information resellers permit users to “ping” resellers’
databases either to obtain new information or to verify information in government
databases. This ability to access information without bringing it into Federal sys-
tems raises the question about when information is actually “collected” by a govern-
ment agency. It is DHS policy that any time information from an information re-
seller is used in a decision-making process, whether the decision involves correcting
existing government information or obtaining new information, a PIA is required.

In order to clarify specific issues related to the use of data from information re-
sellers, the DHS Privacy Office is in the process of drafting specific guidance on the
use of commercial data to complement the general PIA guidance. The guidance on
the use of commercial data will apply specifically to the use of data from informa-
tion resellers and will address three broad categories of use: comparing data in com-
mercial and government databases, obtaining data from commercial sources for use
in government systems; and use of government analytic tools on commercial data-
bases. The guidance will specify when PIAs must be performed and what additional
requirements might apply to programs that use data from commercial sources. We
expect this guidance to be released as soon as it completes Departmental clearance,
and would be happy to discuss it with you at that time.

The DHS Privacy Office has been part of a broad-based national dialog on these
issues. In September of 2005, the Privacy Office held a public workshop on the use
of commercial data for homeland security. The objective of the workshop was to look
at the policy, legal, and technology issues associated with the government’s use of
commercial personally identifiable data in homeland security. A broad range of ex-
perts, including representatives from government, academia, and business partici-
pated in the panel discussions. The panels addressed how government agencies are
using commercial data to aid in homeland security; the legal issues raised by the
government’s use of commercial data, particularly the applicability of the Privacy
Act; current and developing technologies that can aid the government in data anal-
ysis; ways in which technology can help protect individual privacy while enabling
government agencies to analyze data; and ways to build privacy protections into the
government’s use of commercial data. At the end of each panel, the audience was
given an opportunity to address questions to the panelists. The full transcript of the
Workshop is available at www.dhs.gov/privacy. A report summarizing the workshop
is attached.

The Privacy Office has also been working with the DHS Data Privacy and Integ-
rity Advisory Committee (DPIAC) on issues related to the use of commercial data.
In October 2005, the DPIAC published a report on the use of commercial data to
reduce false positives in screening programs. The report is available on the DHS
Privacy Office Web site at http:/www.dhs.gov/interweb/assetlibrary/privacy—
advcom—rpt—1streport.pdf. The Committee recommends that commercial data be
used for screening programs only when:

It is necessary to satisfy a defined purpose

The minimization principle is used

Data quality issues are analyzed and satisfactorily resolved
Access to the data is tightly controlled
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e The potential harm to the individual from a false positive misidentification
is substantial

Use for secondary purposes is tightly controlled

Transfer to third parties is carefully managed

Robust security measures are employed

The data are retained only for the minimum necessary period of time
Transparency and oversight are provided

The restrictions of the Privacy Act are applied, regardless of whether an ex-
emption may apply

e Simple and effective redress is provided

¢ Less invasive alternatives are exhausted

The Committee is now working on a broader report that addresses the use of com-
mercial data in applications beyond screening. We are using the work of the DPIAC
to help inform our work on guidance for the Department.

We are living through a time of tremendous change as more and more personal
information becomes electronic. In electronic form such information is more easily
collected, analyzed and used for various purposes and serves as a basis for decision-
making in personal, social, political and economic spheres. It is the goal of the DHS
Privacy Office to ensure that commercial information used by the Department in the
performance of its mission is used responsibly and with respect for individuals’ le-
gitimate expectations of privacy. We look forward to working with the Committee
and everyone involved on these important issues.

Thank you.

Mr. CANNON. We are thrilled how well you all have done in that
office.

Ms. CooNEY. Thank you.

Mr. CANNON. It has been a great model for what we have done
otherwise, what we hope to do still.

Professor Swire, you are recognized for 5 minutes.

TESTIMONY OF PETER SWIRE, WILLIAM O’NEILL PROFESSOR
OF LAW, MORITZ COLLEGE OF LAW OF THE OHIO STATE
UNIVERSITY, VISITING SENIOR FELLOW, CENTER FOR
AMERICAN PROGRESS

Mr. SWIRE. Thank you, Mr. Chairman, and thank you to the
Committee for the invitation to participate today. And I express my
appreciation for the leadership this Committee has shown, includ-
ing in creating the Chief Privacy Officer office that we have just
heard the impressive discussion from Ms. Cooney.

In my written testimony, I give a little bit of the history of this
topic. In 1974, when the Privacy Act was passed, the most impor-
tant databases were primarily Government databases, like IRS or
Social Security. Today, by contrast, the databases are dominated by
private-sector databases. That is where the records are. So the big
question is how do we update our laws and practices to this new
reality.

The overall theme of my testimony is that we are still early on
the learning curve about how to incorporate private databases into
public agency activities. My written testimony gives some com-
ments on the GAO report and the Fair Information Practices, but
I highlight four recommendations.

First, because Federal agencies make such important decisions
based on the data, we must have accurate data and we have to
have effective ways to get redress when mistakes inevitably do
occur.
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Second, new mechanisms of accountability are likely needed as
agencies rely more and more on these private-sector records. There
should be expanded use of privacy impact assessments, perhaps
along the line of Chairman Chabot’s bill, and there are other steps
that I will go into.

Third, greater expertise and leadership is needed in the execu-
tive branch at the highest levels on privacy issues, including policy
leadership from the Executive Office of the President. The lack of
such leadership on privacy, I believe, has led to significant and
avoidable problems.

Fourth, as we continue along the learning curve, it is important
to merge today’s discussion about privacy with the discussions
about information sharing in the war on terror, and I suggest a Na-
tional Academy of Sciences study on privacy and information shar-
ing might be useful.

Let me turn to a couple of things in more detail.

In order to think about accuracy of data over time, I think it
makes sense for the Government to test and audit the accuracy of
data, at least selectively, at the time that we purchase the data.
S. 1789, the data breach bill that has been passed by the Senate
Judiciary Committee, calls for audits like this as new Government
contracts are formed. I think that might help us get a sense of
where the accuracy is and isn’t.

However accurate data is on the front end, though, we are going
to have issues on the back end. We are going to have mistakes that
get made. Many people on the Committee likely know about the
troubles that Senator Kennedy or Congressman Lewis have had
getting off watch lists. Last month, Senator Ted Stevens of Alaska
told the story about his wife, which I hadn’t heard about until I
was researching this. Apparently, she was having great trouble get-
ting on airplanes. Her first name is Catherine, the nickname for
that is “Cat,” and they had her down as Cat Stevens and she was
having trouble getting on airplanes.

Now, if it is tough for Senators, including quite powerful Sen-
ators, to get their family members off of watch lists, it suggests
there are issues for all 300 million Americans. So how we do re-
dress is something to really think about going forward.

In the testimony I discuss some of the other accountability mech-
anisms—privacy impact assessments and the rest—that I think can
be considered and cites to legislation that does some of this.

I would like to turn to the question of the structure of privacy
protection in the executive branch. Step one has been creation by
your Committee of the Chief Privacy Officer in Homeland Security
and now elsewhere, and I was pleased to get to testify on that in
2002 before your Committee when that was set up. In 2004, Con-
gress created the Privacy and Civil Liberties Board for intelligence
activities only. But the gap is for the rest, which is where a lot of
commercial data is used. There is no White House leadership, there
is no policy official who is on the job there. One recent example,
I think, illustrates the need to have a policy official looking at
these issues up front and correcting problems.

You might have seen press reports about 2 weeks ago that the
IRS has a proposed rule now to allow tax preparation companies,
for the first time, to sell people’s tax records or even to give them
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away to people with no limits on how they then get resold or redis-
closed. It would be legal under this, if I sign my name for my com-
pany, to put my tax records up on the Internet. It is supposed to
be done with consent, but, you know, when you sign your tax
forms, you sign in about 27 places and maybe you missed this one.
And suddenly you have consented to sale of your tax records.

Now, when I worked at OMB, my office reviewed proposals such
as this. We got it before it became policy. I think we would have
noticed the lack of limits on redisclosure and resale. And I don’t
think the rule would have gone forward the way it did. If such a
mistake had happened, I think we would have moved to correct it.
But now this rule may be going final, and without a White House
ability currently to spot and correct such mistakes, privacy prob-
lems, I think, turn out to be worse than they ought to be. So I
think continued steps toward leadership on privacy in the executive
branch are called for.

The last point I want to make in my testimony is we have hear-
ings on information sharing, how we have to use the data to fight
terrorism, and we have hearings on privacy, how we have to stop
uses of data that might lead to identity theft and the rest. I think
we probably need to bring those two things together. One way to
do that might be a National Academy of Sciences study on the two
that would involve commercial databases but also how to do pri-
vacy and information sharing. I have been working on this in my
own research. I think it is a big issue that a lot of people should
come together to examine. So I suggest that as one possible thing
for your Committee to consider.

Thank you, and I look forward to questions.

[The prepared statement of Mr. Swire follows:]
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I thank the Committee for the invitation to testify before you today on the draft
GAO Report “Privacy: Opportunities Exist for Agencies and Information
Resellers to More Fully Adhere to Key Principles.”

The testimony briefly describes my background and the history of today’s topic.
In 1974, when the Privacy Act was passed, the most important databases used by the
government were developed by the government. Today, by contrast, the private sector
assembles a far greater portion of the databases that are useful and relied on by
government agencies. The big question is how we update our laws and practices to this
new reality.

The overall theme of my testimony is that we are still early on the learning curve
about how to incorporate private databases into public-sector actions. My testimony first
gives some comments on the way the Report interprets the Fair Information Practices. Tt
then makes the following principle recommendations:

1. Because agencies make such important decisions based on the data, it is essential
to have accurate data and effective ways to get redress for the mistakes that
inevitably occur.

2. New mechanisms of accountability are likely needed as agencies rely more
heavily on non-government suppliers of data. There should be expanded use of
privacy impact assessments. The government contractor provisions in S. 1789, a
data-breach bill, also illustrate additional steps that may be useful.

3. Greater expertise and leadership is needed in the executive branch on privacy
issues, notably including policy leadership within the Executive Office of the
President. The lack of such leadership on privacy has led to significant, avoidable
problems.

4. As we continue along the learning curve, it is important to merge today’s
discussion about privacy protection with the ongoing debates about the need for
information sharing within the government. The Committee may wish to support
creating a National Academy of Sciences study on privacy and information
sharing, including the use of commercial data by the federal government.

Background of the Witness

I am the C. William O’Neill Professor of Law at the Moritz College of Law of the
Ohio State University. T am also a Visiting Senior Fellow at the Center for American
Progress, a think tank based here in Washington, D.C!

I have written extensively on a wide range of information privacy and security
issues, including as lead author of a book on U.S. and E.U. privacy law, published by the
Brookings Institution in 1998. From 1999 until early 2001, T served in the U.S. Office of
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Management and Budget, as the Chief Counselor for Privacy. My writings appear at
. 2
ootorswirg net.

Introduction: Moving up the Learning Curve about Government Use of Commercial
Databases

My overall theme today is that the GAO Report is a step along our learning curve
about the government’s use of commercial databases that contain personal information.
This hearing continues the process of clarifying the topic, so that we can better use
commercial information when that is appropriate but also avoid the risks that arise from
incorrect use of personal information.

A brief look at the history helps us understand why the present use of commercial
databases is so different from the past. The Privacy Act was passed in 1974 due to the
new accumulations of government information about individuals. This was the
mainframe era, when government agencies such as the Social Security Administration
and the Internal Revenue Service had the most computerized and detailed records that
existed about most Americans. The Privacy Act put limits on how information could be
shared among agencies, and essentially prevented one massive database of government
records from being created.

Today, by contrast, the private sector holds enormously more and more detailed
computerized records than does the government about individuals in our country. Today,
an ordinary laptop has more computing power than the mainframe of the 1970s. Today,
our personal computers can share data at a volume unimaginable not long ago. In the
private sector, many records, and especially those in the public domain, are gathered by
companies that specialize in the business of re-selling that information. The private
sector relies on these information resellers for many purposes, including fraud
prevention, target marketing, and finding people for reasons that range from newspaper
interviews to witnesses for litigation.

Because the private sector finds it useful and cost-effective to rely on information
resellers, it is not surprising that government agencies would also wish to use these
services in analogous settings. The GAO Report that is the subject of today’s hearing
demonstrates these analogous uses, such as fraud prevention and location of witnesses for
litigation. The GAO Report also shows that information from resellers is used for
additional purposes that are specific to the public sector, notably and apparently most
often for law enforcement investigations.

To summarize the history, government agencies held the largest databases of
personal information in the 1970s. Today, the largest volume of data is held in the
private sector, and this hearing concerns the rules of the road for government access to
those private-sector databases.

Comments on the Fair Information Practices
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As the GAO Report correctly states, Fair Information Practices (“FIPs”) have
been used as a key basis for privacy laws and practices, both in the United States and
around the world. Most prominently, the Organization for Economic Cooperation and
Development in 1980 promulgated the “OECD Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data.” During the past quarter-century, the
Guidelines have remained influential in forming privacy law and policy. The precise
implementation of the OECD principles has also varied considerably as privacy laws
have been created for different countries, different sectors, and at different stages of
technological development.

The GAO Report uses the OECD Guidelines to test current practices in federal
agencies and by information resellers. In doing so, the Report differs from my
understanding of the FIPs with respect to the public domain and public records.

The Report briefly mentions but then does not rely on the concept of “publicly
available information.” (P. 11) Information that has been published in a newspaper, put
on a Web site, or otherwise made public is treated differently than information that is
kept confidential in the files of a government agency or doctor’s office. The idea of
“minimization of use” does not apply to information that is publicly available. Instead,
this is the realm of the public domain, protected by the First Amendment and the
analogous free press provisions in Europe and elsewhere, where we expect and encourage
intensive scrutiny and use of facts and ideas. In my reading, the Report appears to
criticize agencies and resellers for failure to minimize use of data in the public domain.
That criticism is not consistent with how we have written privacy laws in the United
States. The Gramm-Leach-Bliley Act, for instance, only applies to “nonpublic personal
information.” Public personal information is generally outside the scope of privacy laws,
and such public information is one significant portion of the reselling industry.

This lack of attention to the public domain undermines a key finding of the
Report, that “the nature of the information reseller business is fundamentally at odds with
the principles of collection limitation, data quality, purpose specification, and use
limitation. These principles center on strictly limiting the collection and use of personal
information.” (p. 9)° To the extent that resellers are collecting public domain information
and presenting it in more usable form, then I do not agree with the Report’s conclusion
that resellers are “fundamentally at odds” with the Guidelines.

What should be in public records? With that said, the important debate then
shifts to what information is properly in the public domain. Tn particular, there is a major
and complicated debate about what personal information should be included in “public
records” that are released by government.

During my time at OMB, we examined exactly that question in a report about
privacy and the use of personal information in bankruptey records.® The key question
was whether any changes should be made to the definition of “public record” as
traditional paper records shifted online. The clear answer was that some changes were
needed. In particular, we recommended that Social Security Numbers and bank account
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numbers not be placed in online records, because of the high risk of identity theft. It
didn’t make sense, in our view, to have people’s bank account numbers be available for
easy browsing. Since that time, the Courtroom 21 Project and many state-level projects
have been working on the right way to have records go online while still protecting
privacy. There should be ongoing legislative attention to this definition of public records,
and [ am concerned that there has been little or no focus on the issue at the federal level
since the bankruptcy report in January, 2001.

Beyond public records — toward framework legislation for privacy protection.
Information resellers also provide personal data beyond that contained in public records
or other parts of the public domain. For instance, resellers may provide so-called “credit
header” information to identify individuals, and may draw on an array of private-sector
sources of information to create lists for marketing, antifraud, and other purposes. There
are longstanding debates about the private-sector uses of credit header and other
information. I will not try to sort through those debates today.

The simple point for this discussion is that some government uses of commercial
databases are quite analogous to private-sector uses. The benefits of using the data are
often similar, such as to locate individuals or prevent fraud. The risks of using the data
are also often similar, such as facilitating identity theft or giving individuals the feeling
that they have lost control over their personal information and thus their identity.

Where public agencies are using data for the same tasks as private entities, then
similar sorts of safeguards are generally appropriate in both the public and private
sectors. To address these similar risks, I have begun working with a number of
companies and public interest groups to see if the time has come in this country for
framework legislation to protect privacy. In short, similar risks of commercial databases
should be treated similarly, whether the users are in the public or private sector.

Where government is unigue. On the other hand, as discussed below in
connection with redress, some government uses of data are different. The government
makes uniquely important decisions based on personal information, including decisions
to investigate and detain people in connection with criminal activity or to prevent
terrorism. Where the government is making these sorts of unique decisions, then unique
measures on data accuracy and redress are likely appropriate.

The Need for Data Accuracy and Effective Redress.

Because of the unique importance to individuals of governmental decisions, it is
especially important to have accurate data on the front end, as agencies receive personal
information. It is also especially important to have an effective means of redress on the
back end, to correct the mistakes that inevitably occur.

In order to assure accuracy, it likely makes sense over time for the government to
test and audit the accuracy of data received from commercial resellers. Better
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governmental decisions will result from improved understanding about the accuracy (or
inaccuracy) of types of data.

The need for data accuracy is a crucial basis for the fair information of practice of
access, as discussed in the GAO Report. The idea, familiar from the Fair Credit
Reporting Act, is that individuals should have access to their records and thus be able to
correct mistakes. My experience, such as in the negotiation of the Safe Harbor with
Europe in 2000, is that access has also been an especially controversial component of
privacy debates in the U.S. Just last week, the House Energy and Commerce Committee
included a provision for consumer access to information reseller databases as part of the
data breach bill, H.R. 4127. By contrast, the version of the bill passed by the House
Financial Services Committee, H.R. 3997, does not contain a consumer access provision.

This hearing today cannot resolve the general issue of access. I support effective
access where that is feasible, but my experience is that there should be important
exceptions, such as for law enforcement investigations and some anti-fraud efforts. Tn
those settings, the benefits of access, such as improving data accuracy, are weighed
against the risks of access, which notably include tipping off criminals about the
investigation or giving fraudsters access to sensitive information.

However accurate data becomes as the input for government decisions, there will
inevitably be some mistakes. For programs where the government is making decisions
about individuals based on commercial databases, it thus is necessary to have an effective
means of redress for those mistakes.

Special redress measures are required in government programs because of the
serious and special nature of many of the decisions made by the government. Consider
the consequences in the private sector if the wrong person ends up on a target marketing
list provided by a reseller. The consequence for the company is the waste of a postage
stamp, and the consequence for the individual is one more advertising leaflet that gets
placed in the circular file.

By contrast, a mistake by the government can be far more serious. The wrong
person may be detained as part of a law enforcement or immigration proceeding. The
wrong person may be singled out for secondary screening or placed onto a watch list.
The Committee likely knows about the troubles that Senator Edward Kennedy and
Representative John Lewis have had getting off of watch lists. Last month, Senator Ted
Stevens of Alaska publicly discussed the problems confronting his wife, Catherine. A
short form of Catherine, you see, gives her the same name as someone now barred from
entering the country, the singer Cat Stevens.

To the extent the government increasingly relies on commercial databases to
make these government decisions, there must be an opportunity for redress that matches
the importance of the government actions. When the system is so hard to manage even
for Senators and Congressmen, then that is a sign that something better needs to be done
for all 300 million Americans.
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To summarize on accuracy and redress, the importance of government decisions
means that, for the purchase of information from commercial resellers, special measures
are likely needed for the government sector. Accuracy that is good enough for marketing
is not necessarily good enough to detain a suspect. Redress measures that get someone
off that marketing list are likely not sufficient for terrorist watch lists or other government
programs. Recent reports give some good guidance for how those redress mechanisms
should look.”

Mechanisms for Accountability and the Need for White House Leadership

As the history shows, the Privacy Act was designed for a world where the largest
stores of data came from government databases. Today, privacy issues in government
increasingly come from databases created in the private sector. To address this new
reality, the government should continue to develop mechanisms for accountability.
These mechanisms include: assurance of data quality; effective means of redress; privacy
impact assessments; other measures in the procurement process; and greater Executive
Branch leadership on privacy.

One step that has already been taken is in the OMB guidance under the E-
Government Act of 2002. This guidance recognized for the first time that Privacy Impact
Assessments (PIAs) should be performed for commercial sources: “when agencies
systematically incorporate into existing information systems databases of information in
identifiable form purchased or obtained from commercial or public sources.” By
including this assessment of commercial sources of information, the guidance did a good
update of protections. The guidance then went on to state: “Merely querying such a
source on an ad hoc basis using existing technology does not trigger the PLA
requirement.” I think that use of a PIA may also be appropriate in the latter setting,
especially where a commercial product is regularly used by the government and a large
number of queries are made by the government.

The Senate Judiciary Committee has included a number of relevant provisions in
its version of the proposed data breach legislation, S. 1789. Section 401 of that bill
would require the General Services Administration to evaluate privacy and security
issues on contracts for information of over $500,000. Section 402 would create
procedures for evaluating and auditing of private-sector entities that support an agency’s
use of personal information. Section 403 requires a PTA before a contract is entered into
for government contracting for access to private-sector databases. These provisions are
quite detailed, and T have not studied them closely enough to have a view on each aspect.
Taken together, however, the provisions show possible mechanisms for assessing the
risks and benefits of new contracts for government purchase of personal information from
the private sector.

Another component of assuring accountability is to have expertise and leadership
on privacy issues within the federal government. This Committee took an important step
in that direction in 2002, when it crafted the language that created the Chief Privacy
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Officer for the Department of Homeland Security. This was the first time that such a
privacy official had been specifically created by an Act of Congress. Having testified on
the subject in that hearing in 2002, it is a particular pleasure for me to participate today
with the current occupant of that position, Ms. Maureen Cooney, and to hear of the many
actions the office is taking to protect privacy while also protecting our nation.

The Congress took another important step to institutionalize privacy protections
when it created the Privacy and Civil Liberties Board as part of the intelligence reform
law in 2004. After a lamentable delay, which lasted until this February, the members of
the Board have now been nominated and confirmed. I have had the pleasure to meet with
the Board’s leadership, and | hope and believe the Board will play an important role in
addressing privacy and civil liberties issues within the scope of its jurisdiction.

That jurisdiction is limited, however, to the intelligence community. As the GAO
Report indicates, much of the current agency use of commercial databases occurs for
other purposes. There is thus a notable gap of White House or inter-agency leadership on
how to address the subject of today’s hearing. When it comes to overall government
policies for how to use commercial databases consistent with privacy, there is no policy
ofticial in the White House who has privacy as a principal concern.

I believe there should be. From my own experience in such a role, there are
numerous and difficult issues that face agencies in the handling of personal information.
Agencies benefit from an inter-agency structure that allows government-wide issues to be
addressed in a coordinated fashion. These issues are sometimes technical and can be
handled as such. These issues, however, often have a large policy component that
benefits from policy leadership.

One recent example shows the need for leadership and privacy expertise from the
Executive Branch. You may have seen press reports in the past two weeks that the IRS is
proposing to change its rules to allow tax preparers for the first time to sell tax returns to
outside parties, or even to have the outside parties release tax returns publicly. The
release of tax returns would happen only with signed consent, but this consent can easily
happen when a tax preparer tells the busy customer just to “sign here and here and here.”

When 1 worked at OMB, my office reviewed proposals such as this. We would
have noticed the total absence of limits on redisclosure and resale. The proposed rule
would not have gone forward the way it did here. If such a mistake had happened, we
would have moved quickly to correct it. Without a White House ability to spot and
correct such mistakes, privacy problems will continue to be much worse than they ought
to be.

Information Sharing as One Area for Further Study

Up to this point, | have focused on topics covered by the GAO report. | am
concerned, however, that the report has been done in isolation from the way that many
issues of government data use are being considered today. 1 refer to the view, voiced by
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the 9/11 Commission and elsewhere, that the government must do much more
“information sharing™ in the wake of the September 11 attacks.

Everyone in this town knows the importance of how you frame an issue. If you
have a hearing one day about “the need for information sharing,” then most people will
cheer and we will want to open up the spigots to those flows. If you hold another hearing
the next day about “invasion of privacy and identity theft,” then some of those same
people might cheer and say we should stop this over-use of data.

To achieve national security and privacy, we need to bring these two discussions
together. 1 am currently doing research on this topic. The DHS Advisory Committee on
Privacy and Security recently released a document that addresses some of the same
. b
issues.

My own research in this area has convinced me both of its importance and
complexity. T therefore offer a suggestion to the Committee about one step to consider —
a National Academy of Science study on privacy and information sharing, including the
use of commercial data by the federal government. The National Academy of Sciences
has done other excellent work on mixed topics of science and policy. Assembling a
group of experts to do such a study may be the most promising route to moving us up the
learning curve. We know that the sources of data are very different today than when the
Privacy Act was drafted in 1974. The proper use and dissemination within the
government of today’s data is thus a timely and important topic for study, and then for
action.

! Today’s testimony draws in part on “Profecting Privacy in the Digital Age: American Progress
Recommendations on Government's Use of Commercial Databases,” (May 4, 2005), available at
http://www.americanprogress.org/site/pp.asp?c=biJRISOVF&b=651807.

% Tn 2004-05 T was a member of the Information Policy Forum, an unpaid group of persons from the non-
profit sector that Lexis/Nexis asked tor advice on information policy issues. 1 am no longer on that group,
and am not affiliated with any information resellers.

® Later, the Reportt says that the purposes for collecting data must be those stated in advance or those
“compatible” with the original purposes. By paraphrasing the OECD Guidelines, the Report misses one of
the topics that was most debated in 1980, that uses are permitted where they are “not incompatible” with
the original purposes. That is, use of personal data is in fact permitted, so long as the use is “not
incompatible™ with the original uses. In my experience, this shift in terminology has often been used as a
basis for explaining why the Guidelines permit greater use of personal information, and more exceptions to
privacy laws, than might otherwise be understood.

* U.8. Office of Management and Budget, Department of Justice, and Treasury Department, “Study of
Financial Privacy and Bankruptcy,” January 2001, available at

http://www.privacy2000.org/presidential lOMB_1-01_Study_of Financial Privacy.htm.

* My Ohio State colleague Peter Shane has written “The Bureaucratic Due Process of Government Watch
Lists,” Mar, 6, 2006, available at litp:/law. bepress.com/expresso/eps/ 1084, Technologist Jeff Jonas and
Paul Rosenzweig, now an official in the Department of Homeland Security, have written “Correcting False
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Positives: Redress and the Watch List Conundrum,” June 17, 2003, available at

http://www . heritage org/Research/HomelandDefense/lm17.cfim,

¢ Report of the Department of Homeland Security Data Privacy and Integrity Advisory Committee,
“Framework for Privacy Analysis of Programs, Technologies, and Applications,” Rep. No. 2006-1, adopted
Mar. 7, 2006, available at httpy/www privacill o/relenses/DHS Privacy Framework.odf
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Mr. CANNON. Thank you, Professor.
Mr. Pratt?

TESTIMONY OF STUART PRATT, PRESIDENT AND CHIEF EXEC-
UTIVE OFFICER, CONSUMER DATA INDUSTRY ASSOCIATION

Mr. PRATT. Chairmen Cannon and Chabot, Ranking Members
Watt and Nadler, Members of the Committees, thank you for this
opportunity to appear before you today.

We are here to discuss the GAQO’s report regarding Government
uses of data and some concerns that we do have with regard to
that report, that we hope will inform your thinking here as the
Committee.

First, while the report does survey governmental uses of our
members’ systems, it does not discuss the value and effectiveness
of them. Government agencies are faced with extraordinary chal-
lenges in accomplishing their missions. Consider just a few exam-
ples of those: preventing money laundering and terrorist financing,
enforcing child support orders, locating missing and exploited chil-
dren, researching fugitives, researching assets held by individuals
of interest, witness location, entitlement fraud, background screen-
ing for national security investigations, and disaster assistance, as
was mentioned.

A real-world example of how these systems work, a public record
provider can provide for as little as $25 a search of 100 million
criminal records in order for that to be done. Otherwise, you would
have to spend approximately $48,000 and it would take days, if not
weeks, to accomplish the same search.

These are just one of a number of examples we include in our
written testimony of the direct value of data products that our
members produce.

We do have other concerns with the report beyond its lack of an
adequate description of the value of our members’ services. First,
the report does not help the reader understand the breadth of the
application of Federal laws to data products used by Government
agencies today. The report lists laws, but it relegates an incomplete
discussion of their requirements to an appendix. Chairman Chabot
mentioned several of these laws. There is one that is not acknowl-
edged directly in the report, and that is that the FTC Act, section
5, also applies to data practices and it does include enforcement ac-
tions relative to privacy notices as well as to the security of sen-
sitive personal information.

One such law, the Fair Credit Reporting Act, applies to the pub-
lic sector equally as it does to the private sector, and thus all deci-
sions where there is a determination of a consumer’s eligibility
such as approval or denial are made, extensive rights are accorded
to that consumer under this statute. This is just one of many Fed-
eral statutes that need to be considered in the context of this dis-
cussion today.

The GAO report does commingle a variety of different business
models under a single uniform “information reseller” term and then
attempts to monolithically apply the OECD privacy guidelines
across every business model and every product. In doing so, we
think they make a mistake in thinking that Fair Information Prac-
tices frameworks can operate as a one-size-fits-all yardstick. We
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disagree, and the guidelines themselves caution against such an
approach. In fact, they state that the application of the guidelines
should be considered in the context of different categories of per-
sonal information, different protective measures to be applied, de-
pending on their nature and the context in which they are col-
lected, stored, processed, and disseminated. We don’t think that the
GAO fully adhered to this OECD guidance itself, and there are cer-
tainly other privacy guidelines that are more contemporary than
those of the OECD that were produced back in 1980.

Again, the implication of the GAQO’s report is that congressional
oversight was also incomplete and that its review of the industry
sector’s uses of personal information was insufficient. We disagree.
The GAO does not properly account for the system, for example, of
public records in this country and the inapplicability of many of the
privacy principles to such public records.

Just a couple of examples of how the actual privacy principles
would or wouldn’t apply.

Consumer consent. If consumers had the ability to consent or to
control data that would go into a fraud prevention tool, criminals
could simply prohibit the kind of information we use to stop iden-
tity theft.

Data quality. If a consumer could—if we applied data quality to
the principle of public records in the way that we would under the
way that we would under the Fair Credit Reporting Act, we prob-
ably couldn’t aggregate a system of criminal histories in this coun-
try the way that we do today.

Use limitations. How would you apply a use limitation concept
to criminal histories or other types of public records—records of
eviction, professional licensing—used for background screening in
the way that we do today?

Access and correction. If we allow all types of databases to be
tied to an access and correction standard, then we are allowing a
fraudster to have access to a fraud prevention system, and not only
to do so but then to correct the information that is used to prevent
the very fraud which they are going to attempt to commit.

The GAO report states in its conclusion that, Given that reseller
data may be used for many purposes that could affect an individ-
ual’s livelihood and rights, ensuring that individuals have appro-
priate degrees of control or influence over the way in which their
personal information is obtained and used—as envisioned in the
Fair Information Practices—is critical.

I don’t know that we disagree with that, but we disagree with
the application of the principles, as we have discussed in our testi-
mony. A one-size-fits-all approach simply can’t work for all types
of data systems that we have discussed. We also don’t think that
the OECD guidelines should be used as an overlay for all of the
Federal laws that do today regulate various aspects of personal in-
formation that are used in our society today.

With that, we thank you for this opportunity to testify and we
welcome your questions.

[The prepared statement of Mr. Pratt follows:]
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PREPARED STATEMENT OF STUART K. PRATT

Chairmen Cannon and Chabot, Ranking members Watt and Nadler, and members
of the committees, thank you for this opportunity to appear before you today. For
the record, my name is Stuart Pratt and I am president and CEO of the Consumer
Data Industry Association.! Our members appreciate this opportunity to discuss our
serious concerns with basic premises which underlie and methodologies employed in
drafting the report written by the General Accountability Office (GAO) regarding
the government’s use of data provided by consumer data companies.2

THE RECOGNIZED VALUE OF CDIA MEMBERS’ SYSTEMS

CDIA’s members are the leading companies producing consumer data products
and services for both the private and public sector markets. The GAO report surveys
governmental uses of our members’ systems, but leaves the reader with a less than
complete perspective on the value and effectiveness of such services. Consider the
following examples of governmental uses of our members products and services:

e Preventing money laundering and terrorist financing through investigative
tools.

Enforcing child support orders through the use of sophisticated location
tools.3

Assisting law enforcement and private agencies which locate missing and ex-
ploited children through location tools.

Researching fugitives, assets held by individuals of interest through the use
of investigative tools which allow law enforcement agencies tie together dis-
parate data on given individuals and thus to effectively target manpower re-
sources.

Witness location through use of location tools.

Entitlement fraud prevention, eligibility determinations, and identity
verification through fraud prevention data matching and analytical products.

Background screening for employment and security clearances.
o Disaster assistance.

Homeland security, law enforcement and entitlement program management are
all faced with extraordinary challenges in accomplishing their missions. The GAO’s
report does not properly set the stage for understanding how difficult it is to accom-
plish their missions. Consider the facts regarding simply identity verification:

Personal identifiers change:

While it probably doesn’t occur to most of us, the identifiers we use in everyday
life do change and more often than most might think. For example, data from the
U.S. Postal Service and the U.S. Census confirm that over 40 million addresses
change every year. More than three million last names change due to marriage and
divorce. While trends in naming conventions are changing, this fact is still far more
often true for women than men.

We use our identifiers inconsistently:

It is a fact that we use our identifiers inconsistently for a wide variety of reasons.
First, many citizens choose to use nicknames rather than a given name. However,
there are times where, in official transactions, a full name is required, Some con-
sumers, when hurried, use an initial coupled with a last name, rather than their
full name or nickname. Consumers are also inconsistent in the use of generational
designations (e.g., III, or Sr.). Finally, there are times where consumers themselves
do make mistakes when completing applications, such as transposing a digit in an
SSN. Thus, a consumer’s identifiers may be presented in different ways in different
databases and, in some cases, the data may be partially incorrect.

1CDIA, as we are commonly known, is the international trade association representing over
300 consumer data companies that provide fraud prevention and risk management products,
credit and mortgage reports, tenant and employment screening services, check fraud and
verification services, systems for insurance underwriting and also collection services.

2The GAO employs the term information reseller and we have concerns with the use of the
term which will be discussed later in this testimony. For example we do not believe that the
term “consumer reporting agency” as defined by the Fair Credit Reporting Act should be com-
mingled with other data products due to the specificity of law which regulates this product. The
GAO fails to draw this distinction in its draft report.

3In 2004 there were 5.5 million location searches conducted by child support enforcement
agencies to enforce court orders.
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Personal identifiers are not always unique:

We think of our names as a very personal part of who we are. However, our
names are less uncommon and unique than we might think. For example, families
carry forward family naming conventions leading to some consumers sharing en-
tirely the same name. Further, U.S. Census data shows that both first and last
names are, in some cases amazingly common. Fully 2.5 million consumers share the
last name Smith. Another 3 million share the name Jones and more than thirteen
million consumers have one of ten common last names. First names are also used
very commonly leading to common naming combinations. Eight million males have
either the name James or John and a total of 57 million males have one of ten com-
mon first names. An additional 26 million females have one of ten common first
names. Common naming conventions make it more difficult and in some cases im-
possible to depend on name alone to properly match consumer data.

Identifiers are shared:

Our birthday is a unique day in our lives, but it is, nonetheless, a date shared
with hundreds of thousands of others. Date of birth alone is not an effective identi-
fier. Family members who live together end up sharing addresses and per our dis-
cussion above, where consumers share the same name due to family traditions and
the address at which they live, distinguishing one consumer from another is com-
plex.

Data entry errors do happen:

Hundreds of millions of applications for credit, insurance, cellular phone services,
and more are processed every year. There is no doubt that in the process of entering
a consumer’s identifying information errors can be made which carry forward into
databases and into the reporting of data to consumer reporting agencies.

We do not always update our records:

Consumers don’t always remember to update records when they move or when
portions of their personal identifying information change. For example, consumers
are permitted to change their social security number under certain circumstances
in addition to officially changing their names and while the percentages of con-
sumers who take these steps is small relative to the U.S. population, such changes
do affect data matching systems. It is important to know that some consumers try
to separate themselves from their records on purpose and apply with the SSA for
employer ID numbers (EINs) to use in lieu of their SSNs.4 A non-custodial parent
who does not want to pay child support might employ such tactics in order to avoid
being located and forced to fulfill a court order. A consumer who does not want to
take responsibility for their mismanagement of credit and hopes that by using new
identifying to separate himself/herself from a credit report is another example.
Clearly fugitives are another example of a type of person who will employ tactics
to try and separate themselves from their histories.

These facts about our identifying information demonstrate how challenging it is
to match records with individuals and why the products, tools and services of our
members are in such high demand.

Let’s now consider what government representatives themselves have said about
the value they derive from the use of consumer reporting agencies and other con-
sumer data companies. On September 8, 2005, the Department of Homeland Secu-
rity held a workshop which explored its use of commercial data. This public meeting
brought forward important input which informs the record of this hearing.

Regarding identity verification, Grace Mastalli, Principle Deputy Director for the
Information Sharing and Collaboration Program in DHS stated the following regard-
ing the value of CDIA member services: “There are people without prescriptions,
without driver’s licenses, and it the commercial data sources, in many instances
right now, that are facilitating not just placing people, but verifying their identities
to the claims . . .we get to make sure that entitlements go to individuals who de-
serve them.”

Regarding how our members’ systems contribute to the accuracy of governmental
systems, Mastalli indicated that “we have sometimes used commercial data, not just
to support identity authentication, but to assure the integrity of government data,
and the accuracy of government data. Unfortunately, in many respects, the commer-

4The FTC investigates “file segregation” schemes. Here’s what they say on their website about
this activity: “You're promised a chance to hide unfavorable credit information by establishing
a new credit identity. The problem: File segregation is illegal. If you use it, you could face fines
or even a prison sentence.”
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cial enterprises have done better jobs of organizing and, what I call ‘cleaning’ data
to eliminate errors in data.”

Mr. Jeff Ross, senior advisor in the area of money laundering and terrorist financ-
ing, in the Office of Terrorist Financing and Financial Crime at the Department of
Treasury, also participated in this DHS workshop. He pointed out that many crimes
have a financial aspect to them including narcotics trafficking, public corruption,
terrorist financing, and organized crime in general. His comments help explain the
investigative research value of CDIA member tools where he states “so commercial
data bases are very important to us in law enforcement area to be used proactively

. we have targets and need information, where you are trying, also, to find a
specific individual or entity that should be involved . . . who could also be potential
witnesses in a case.”

Mastalli provided a very concrete example of how the sophistication of private-sec-
tor data matching tools contributes to efficient use of governmental law enforcement
agents. She noted that “. . . commercial database providers provide accurate data—
often more accurate than some that we have, because they spend the time cleaning
it and verifying it and have matching capabilities that we in government have not
yet invested in to eliminate the 17 instances of an individual who has a phonetically
spelled name being recorded as 17 people instead of one.”

She goes on to explain that government cannot always anticipate what data might
be of value to a particular investigation. Mastalli provided the following scenario:
“One extremely well-known law enforcement intelligence example from immediately
post 9/11 was when there was a now well-publicized threat . . . that there might
be cells of terrorists training for scuba diving underwater bombing, similar to those
that trained for 9/11 to fly—but not land—planes. How does the government best
acquire that? The FBI applied the standard shoe-leather approach—spent millions
of dollars sending out every agent in every office in the country to identify certified
scuba training schools. The alternative could and should have been for the Federal
government to be able to buy that data for a couple of hundred dollars from a com-
mercial provider, and to use that baseline and law enforcement resources, starting
with the commercial baseline. One of the issues here is that, other than the name
of the owner or manager of scuba diving schools, there was no personally identifi-
able data.”

To further the point regarding the value of commercial data our members supply,
consider the following two examples:

Example 1:

In this example we learn how the aggregation of public records creates low-cost
research efficiencies that ensure that “shoe leather” investigations conducted by
highly trained personnel are truly are targeted and results-focused. One commercial
database provider charges just $25 for an instant comprehensive search of multiple
criminal record sources, including fugitive files, state and county criminal record re-
positories, proprietary criminal record information, and prison, parole and release
files, representing more than 100 million criminal records across the United States.5
In contrast, an in-person, local search of one local courthouse for felony and mis-
demeanor records takes 3 business days and costs $16 plus courthouse fees.6 An in-
person search of every county courthouse would cost $48,544 (3,034 county govern-
ments times $16). Similarly, a state sexual offender search costs just $9 and in-
cludes states that do not provide online registries of sexual offenders. An in-person
search of sexual offender records in all 50 states would cost $800.7

Example 2:

While this next example is drawn from the private sector, it helps illustrate how
fraud prevention and identity verification services reduce fraud and is analogous to
the value of such systems when used by the government, as well. A national credit
card issuer reports that they approve more than 19 million applications for credit
every year. In fact they process more than 90,000 applications every day, with an
approval rate of approximately sixty percent. This creditor reports that they identify
one fraudulent account for every 1,613 applications approved. This means that the

5hitp:/ /www.choicetrust.com / servlet /
com.kx.cs.servlets.CsServlet?channel=home&product=bgcheck&subproduct=default&anchor=#. All
RVI providers recommend that employers should supplement ‘no criminal record found’ results
with a local county records search before making a hiring decision as any national criminal
daé;agase will not contain all current criminal records since courthouses add new records daily.
Id.
7Assuming each in-person search costs $16, the same as an in-person county courthouse
search.
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tools our members provided were preventing fraud in more than 99.9 percent of the
transactions processed.

The GAO paper should have done more to speak to the value of the commercially
available data and analytical tools our members provide and not merely to provide
an accounting of governmental uses. We hope that the above discussion will inform
the this hearing record and set a more complete context for these committees’ future
deliberations.

CONCERNS WITH GAO’S REPORT

Now having an appropriate context for truly understanding the value that our
members’ services bring to both the public and private sectors, I would like to dis-
cuss serious concerns we have with the GAO’s presentation of current Federal laws
and how they regulate our members’ practices as well as their attempt to apply the
1980 Organization for Economic Development (OECD) privacy guidelines to the
practices of “information resellers.” We believe that a thorough understanding of the
decades of congressional oversight and action is essential to today’s hearing.

The State of Current Federal Laws

The United States is on the forefront of establishing sector-specific and enforce-
able laws regulating uses of personal information of many types. The GAO does pro-
vide an accounting of some of these Acts on page 18 of their draft report. Their ac-
counting includes the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.),® The
Gramm-Leach-Bliley Act (Pub. L. 106-102, Title V),the Health Insurance Portability
and Accountability Act (Pub. L. 104-191), and the Drivers Privacy Protection Act
(18 U.S.C. 2721 et seq.).

While the GAO relegates their discussion of statutory requirements to Appendix
II of the draft report, we believe that such a discussion is essential and that it
should have been included in the body of the report. In doing so, the GAO would
have provided readers with a better one-to-one understanding of the operation of
current laws in contrast with their views of the application of OECD guidelines US
information practices.® For example, it is important to note that, predating the Pri-
vacy Act of 1974 (and OMB implementing guidelines therein), the OECD Guidelines
of 1980 and the Gramm-Leach-Bliley Act of 1999 (and implementing regulations
therein), the E-Government Act of 2002 and the Federal Information Security Man-
agement Act of 2002, was enactment of the Fair Credit Reporting Act in 1970.
Equally important is understanding the breadth of the application of this law in
particular and thus why a discussion of consumer data companies in general should
not be commingled with a discussion of the practices of consumer reporting agen-
cies.

The FCRA applies to both the private and public sectors and thus is extremely
relevant to today’s discussion. It has been the focus of careful oversight by the Con-
gress resulting in significant changes in both 1996 10 and again in 2003.11 There is
no oth%r law that is so current in ensuring consumer rights and protections are ade-
quate.

Key to understanding the role of the FCRA is the fact that it regulates any use
of personal information (whether obtained from a public or private source) defined
as a consumer report. A consumer report is defined as data which is gathered and
shared with a third party for a determination of a consumer’s eligibility for enumer-
ated permissible purposes.

This concept of an eligibility test is a key to understanding how Federal laws reg-
ulate personal information. The United States has a law which makes clear that
any third-party supplied data that is used to accept or deny, for example, my appli-
cation for a government entitlement, employment,!3 credit (e.g., student loans), in-
surance, and any other transaction initiated by the consumer where there is a legiti-
mate business need. The breadth of the application of the FCRA to how data is used

8The GAO also lists the Fair and Accurate Credit Transactions Act of 2003 (Pub. L. cite),
however this act is in fact a series of amendments to the FCRA.

9 CDIA has serious concerns about the attempt by the GAO to measure the acceptability of
the practices of US consumer data companies, which are in fact regulated by US laws today.
This concern will be discussed more fully later in this testimony.

10 See Pub. L. 104-208, Title II, Subtitle D, Chapter 1).

11See FACT Act Amendments (Pub. L. 108-159).

127t is also true that the Gramm-Leach-Bliley Act, Title V provisions regulating the use of
nonpublic personal information is current due to the extensive role that federal banking regu-
lators and the Federal Trade Commission play in drafting regulations, issuing guidance and en-
forcing the law.

13This includes national security investigations, background checks for security clearances,
basic employment screening processes for new hires, review processes for promotions, and more.
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to include or exclude a consumer is enormous. Again, this law applies equally to
governmental uses and not merely to the private sector.

Because personal information about consumers is used for decisions to accept or
deny access to a consumer, they have fundamental rights which the GAO report
does not discuss in any depth and which demonstrate why it is inappropriate to at-
tempt to overlay a discussion of OECD privacy guidelines with this statute. Con-
sider the following:

e The right of access—consumers may request at any time a disclosure of all
information in their file at the time of the request. This right is enhanced by
requirements that the cost of such disclosure must be free under a variety
of circumstances including where there is suspected fraud, where a consumer
is unemployed and seeking employment, or where a consumer is receiving
public assistance and thus would not have the means to pay. Note that the
right of access is absolute since the term file is defined in the FCRA and it
includes the base information from which a consumer report is produced.

The right of correction—a consumer may dispute any information in the file.
The right of dispute is absolute and no fee may be charged.

The right to know who has seen or reviewed information in the consumer’s
file—as part of the right of access, a consumer must see all “inquiries” made
to the file and these inquiries include the trade name of the consumer and
upon request, a disclosure of contact information, if available, for any inquirer
to the consumer’s file.

e The right to deny use of the file except for transactions initiated by the con-
sumer—consumers have the right to opt out of non-initiated transactions,
such as a mailed offer for a new credit card.

The right to be notified when a consumer report has been used to take an
adverse action—This right, ensures that I can act on all of the other rights
enumerated above.

Beyond the rights discussed above, with every disclosure of a file, consumers
receive a notice providing a complete listing all consumer rights. A separate
GAO report produced as a result of the FACT Act indicated that in a single
year, perhaps 50 million consumers see their files and receive these notices.

Finally, all such products are regulated for accuracy with a “reasonable proce-
dures to ensure maximum possible accuracy” standard. Further all sources
which provide data to consumer reporting agencies must also adhere to a
standard of accuracy which, as a result of the FACT Act, now includes new
rulemaking powers for the FTC and functional bank regulators.

The GAO report does not attempt to describe the delivery of products regulated
under the FCRA and thus fails to properly inform the reader of the concomitant
rights accorded in all of these cases. Every CDIA member mentioned in this report
is operating, in part and sometimes solely as a consumer reporting agency. There-
fore, in every case where products sold to governmental agencies were used for a
determination of a consumer’s eligibility, they were regulated by the FCRA with all
of the rights discussed above. The GAQ’s report should have acknowledged this fact
and discussed uses of consumer reports separately from other data products.

Not all consumer data products are used for eligibility determinations regulated
by the FCRA. Congress has applied different standards of protection that are appro-
priate to the use, the sensitivity of the data, etc. Our members produce and sell a
range of fraud prevention and location products which are governed by other laws
such as GLB.

Fraud prevention systems deploy a diversity of strategies. In 2004 alone, busi-
nesses conducted more than 2.6 billion searches to check for fraudulent trans-
actions. As the fraud problem has grown, industry has been forced to increase the
complexity and sophistication of the fraud detection tools they use.

Fraud detection tools are also known as Reference, Verification and Information
services or RVI services. RVI services are used not only to identify fraud, but also
to locate and verify information for public and private sector uses. While fraud de-
tection tools may differ, there are four key models used.

e Fraud databases—check for possible suspicious elements of customer infor-
mation. These databases include past identities and records that have been
used in known frauds or are on terrorist watch lists, suspect phone numbers
or addresses, and records of inconsistent issue dates of SSNs and the given
birth years.

Identity verification products—crosscheck for consistency in identifying
information supplied by the consumer by utilizing other sources of known
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data about the consumer. Identity thieves must change pieces of information
in their victim’s files to avoid alerting others of their presence. Inconsistencies
in name, address, or SSN associated with a name raise suspicions of possible
fraud.

Quantitative fraud prediction models—calculate fraud scores that predict
the likelihood an application or proposed transaction is fraudulent. The power
of these models is their ability to assess the cumulative significance of small
inconsistencies or problems that may appear insignificant in isolation.

Identity element approaches—use the analysis of pooled applications and
other data to detect anomalies in typical business activity to identify potential
fraudulent activity. These tools generally use anonymous consumer informa-
tion to create macro-models of applications or credit card usage that deviates
from normal information or spending patterns, as well as a series of applica-
tions with a common work number or address but under different names, or
even the identification and further attention to geographical areas where
there are spikes in what may be fraudulent activity.

Who uses Fraud Detection Tools?

The largest users of fraud detection tools are financial businesses, accounting for
approximately 78 percent of all users. However, there are many non-financial busi-
ness uses for fraud detection tools. Users include:

e Governmental agencies—Fraud detection tools are used by the IRS to lo-
cate assets of tax evaders, state agencies to find individuals who owe child
support, law enforcement to assist in investigations, and by various federal
and state agencies for employment background checks.

¢ Private use—Journalists use fraud detection services to locate sources, attor-
neys to find witnesses, and individuals use them to do background checks on
childcare providers.

Location services and products

CDIA’s members are also the leading location services providers in the United
States. These services, which help locate individuals, are a key business-to-business
tool that creates great value for consumers and business alike. Locator services de-
pend on a variety of matching elements, but again, a key is the SSN. Consider the
following examples of location service uses:

e There were 5.5 million location searches conducted by child support enforce-
ment agencies to enforce court orders. Access to SSNs dramatically increases
the ability of child support enforcement agencies to locate non-custodial, de-
linquent parents (often reported in the news with the moniker “deadbeat
dads”). For example, the Financial Institution Data Match program required
by the Personal Responsibility and Work Opportunity Reconciliation Act of
1996 (PL 104-193) led to the location of 700,000 delinquent individuals being
linked to accounts worth nearly $2.5 billion.

e There were 378 million location searches used to enforce contractual obliga-
tions to pay debts.

e Tens of millions of searches were conducted by pension funds (location of
beneficiaries), lawyers (witness location), blood donors organizations, as well
as by organizations focused on missing and exploited children.

Clearly location services bring great benefit to consumers, governmental agencies
and to businesses of all sizes.

CDIA CONCERNS WITH THE GAO’S USE OF TERM INFORMATION RESELLER

As discussed above, part our concern with the GAQO’s report is that it commingles
a variety of different business models under a single term “information reseller” and
in doing so the report also commingles data products which are regulated under dif-
ferent Federal laws. For example, CDIA’s members which are operating as con-
sumer reporting agencies should not be discussed in the report as though they are
not in fact highly regulated businesses. Similarly, CDIA’s members which are de-
fined as “financial institutions” under GLB are also highly regulated with regard
to how information is to be used (see Section 502(e)) as well as though extensive
federal agency rules prescribing how such information should be secured.

By employing the term “information reseller” readers are left with the wrong im-
pression that such a term may exist in law or that it is possible to consider the mul-
tiplicity of different business models (and products produced therein) that make up
the consumer data industry as a single type of entity and one that, in the eyes of
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the GAO, is not highly regulated. It is exceedingly difficult, if not impossible, to
make meaningful statements which have the breadth of those often made in the
draft report regarding the practices of many different types of business models de-
livering different products and services. Finally, we also strongly disagree with pa-
per’s attempt to simplify a discussion of our members’ businesses which are in fact
highly regulated under a variety of sector-specific laws by attempting to apply a set
of OECD guidelines as though there are not laws which were thoroughly debated
bydthe congress over the years and which are mature and protective of consumer’s
today.

CDIA CONCERNS WITH GAO OECD GUIDELINE APPLICATION

Let me amplify on our concerns regarding how the GAO has attempted to apply
the 1980 OECD privacy guidelines as a scorecard against which to evaluate the
practices of CDIA members. Due to the GAO’s mistaken assumptions about the
breadth of the application of current laws, the GAO also makes the mistake of
thinking that a fair information practices framework can operate as a one-size-fits-
all yardstick. We disagree for a variety of reasons.

First, we are concerned about how the GAO attempted to make use of the guide-
lines. Let us consider what the OECD said about their own guidelines:

These Guidelines should not be interpreted as preventing:

a) the application, to different categories of personal data, of different protective
measures depending upon their nature and the context in which they are col-
lected, stored, processed or disseminated;

Further to the question of how privacy guidelines are to be used, in the 1977 Re-
port of the U.S. Privacy Protection Commission it was noted that “[Plrivacy, both
as a societal value and as an individual interest, does not and cannot exist in a vac-
uum. . . . [T]he privacy protections afforded [to societal relationships] must be bal-
anced against other significant values and interests. It is very common to find such
statements associated with guidelines because they are not considered to be defini-
tive rules with equal applicability to all data flows. We do not believe that the
GAO’s report adheres to this guidance provided by the authors of the OECD guide-
lines themselves or fully accounts for the U.S. Privacy Commission’s admonition re-
garding how to apply guidelines.

Second, the GAO suggests, not purposefully, of course, but by omission that there
is a single global opinion regarding which set of guiding principals is preeminent.
To the contrary, consider the following:

e The 1973 HEW Report contains 5 principles.
The 1980 OECD Guidelines contain 8 principles.
The 1995 EU Data Protection Directive contains 11 principles.
The 2000 FTC Report on Online Privacy contains 4 principles; and
The 2004 APEC Privacy Framework contains 9 principles.

Each framework has to be applied with care and not monolithically across all data
uses however different they may be in terms of risk, use, content and so on. The
GAO does not explain why a particular set of principles was chose and as previously
stated, we believe that the GAO’s methodology by which the OECD principles was
applied is flawed.

Third, as discussed above, there is an extraordinarily thorough record of congres-
sional oversight of various industry sectors’ uses of personal information. The U.S.
has chosen a sector-specific structure to consumer data laws which ensures regu-
latory structures which are both appropriate to the data and which can be effec-
tively enforced. Sector-specific laws and regulations exist today because of such
oversight and due to the expertise of different committees overseeing different as-
pects of American business. The GAO, by implication and likely unintentionally, im-
plies to the reader that all such oversight was incomplete and that a single evalua-
tive standard is the right approach to analyzing our members business models and
products. This, however, is a very fundamental flaw in the GAO’s approach. Sector
specific laws ensure that they are tailored to the industries, to the uses of data and
to the risks involved. How healthcare data (i.e., HIPAA) is regulated is inevitably
different than how one might regulate a telephone number (i.e., Do Not Call). Ulti-
mately, tailored laws and regulations ensure that consumers are protected, but also
are empowered by the data about them.

Fourth, the GAQO’s one-size-fits-all approach to applying the OECD guidelines ig-
nores a fundamental bifurcation that exists with regard to information use and that
is the difference between consumer data products used for eligibility determinations
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and those which are not. A fraud prevention product, for example does not end a
transaction, but provides a user with a “caution flag” which encourages the user to
take additional steps to further authenticate a person’s identity. As discussed above,
where data is provided by our members for eligibility determinations such as em-
ployment or credit, the FCRA already provides a robust set of rights and protections
for consumers. Regulation of consumer data where it is used for eligibility deter-
minations is different than regulating consumer data used for fraud prevention or
investigative location tool used by law enforcement. By not accounting for this es-
sential bifurcation in uses, application of the OECD guidelines leaves readers with
the wrong impression about how good data protection laws should operate.

Fifth, the GAO does not properly account for the system of public records which
exists in our country and which has been considered a key pillar in the success of
our democracy. Unlike other nations, our government cannot withhold information
about us from us. Governmental transparency is achieved through open records and
freedom of information acts at the state and federal levels. The application of many
aspects of any one of a number of principles works against a system that has been
in place since the early days of our country’s existence. The GAO’s report does read-
ers a disservice by not discussing the unique nature of public records and by at-
tempting to apply the OECD guidelines to this system of records.

To amplify on our general concern about the GAO’s approach to applying OECD
guidelines, let’s now consider some specific illustrative examples.

Consumer Consent

The report states that “[r]esellers generally do not adhere to the principle that,
where appropriate, information should be collected with the knowledge and consent
of the individual.”14 The reader is left with the wrong impression regarding the
practices of our members, the laws which currently regulate them and the appro-
priate application of a consent standard. For example, the GAO does not attempt
to apply a consent-based standard on a product specific basis or even a business-
model-specific basis, which is an inherent flaw in their methodology. If one were to
apply such a standard to, for example, consumer credit reports, then the result
would be to give consumers the ability to pick and choose which creditors’ data
would be reported to a credit bureau. Consumers could allow creditors they intend
to pay on time to report and could prohibit from reporting those that they don’t in-
tend to pay on time or at all. The result would be to turn the nation’s credit report-
ing system on its head and to affect the fundamental safety and soundness principle
upon which our banking system has operated since the days of the great depression.
In 1970, Congress recognized the inapplicability of this fair information practices
concept since it would essentially work against the fundamental premise of data act-
ing as an independent affirmation of a consumer’s own willingness to pay, or other-
wise qualify for a benefit. In a second example, of what value would an identity
verification tool be if consumers who intend to commit fraud can decide which data
will or won’t be used? A third example involves public records. How does one apply
a consent standard to records which are in the public domain? Through these exam-
gles, filt is clear that consent is not a universal concept which can be applied to all

ata flows.

Data Quality

The title of the data quality discussion is “Information Resellers Do Not Ensure
the Accuracy of Personal Information They Provide.” This is misleading. As dis-
cussed above, CDIA’s members are committed to the quality of information they col-
lect. Further, in all cases where the data is used to produce a consumer report used
for an eligibility decision, the standard for accuracy is found in the FCRA.15 It is
a standard that has been in place since 1970 (and amended extensively in both 1996
and again in 2003) and which applies to eligibility decisions such as applications
for insurance, employment, government entitlements or credit. The GAO report does
not properly acknowledge this fact or the breadth of the application of FCRA to con-
sumer data transactions involving consumer reporting agencies. However, applying
an accuracy standard to an investigative product used to locate individuals makes
little sense. These location services are predicated on possible connections between
addresses, names, etc., which are then followed up with direct contacts by law en-
forcement agents or collection agencies, for example. Location services are certainly
high quality services and often are very precise, but since these products are not

14Page 44, Draft Report.

15The standard of accuracy in FCRA can be found at Sec. 607(a). A consumer reporting agen-
cy must use reasonable procedures to assure the maximum possible accuracy of the information
in the report.
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used to make an eligibility determination (e.g., job, credit) they are not regulated
in the same way. This said, the quotes drawn included in this testimony regarding
the high quality of consumer data products purchased by law enforcement or
counterterrorism agencies (81% of users according to the GAO) speak for them-
selves. Like consumer consent, the concept of data quality cannot be applied in the
S?me manner to each consumer data product as is implied by the GAO’s method-
ology.

Use Limitations

The GAO report states that “[r]esellers do not generally limit the use of informa-
tion beyond those limitations required by law.” It is not clear what the GAO intends
by this, but in fact both Title V of GLB and Section 604 of the FCRA do, for exam-
ple, impose significant limitations on the use of nonpublic personal information and
consumer reports respectively. The GAO’s report does not acknowledge these use
limitations in the context of their discussion. Further the GAO does not state that
use limitations cannot apply to public records which are not gathered for purposes
under the FCRA since such records are generally available to the general public di-
rectly from Federal, state and local agencies and courts. This said, the Drivers Pri-
vacy Protection Act does impose use limitations on records coming from state motor
vehicle agencies. The draft report also states that “[wlithout limiting use to
predefined purposes, resellers cannot provide individuals with assurance that their
information will only be accessed and used for identified purposes.” This criticism
of the system of laws and contract is without basis. We have discussed the extent
of the laws which impose a variety of use limitations and as evidenced by the GLB’s
service provider requirements (in effect since 2001), HIPAA’s business associate re-
quirements (in effect since 2003), and the concept of using contracts to limit use is
an entirely appropriate system for consumer data companies. In fact many laws
ﬁvhi(lzoh rest(li‘ict uses of information, also require that certifications through contracts

e obtained.

Access and Correction

CDIA’s members when operating as consumer reporting agencies provide full ac-
cess and a right of correction for all consumer reports. Consumer reports are used
for eligibility determinations and thus our members fully agree with the application
of this principle. However the application of an access and correction principle ap-
plied to a fraud prevention and location data base would result in empowering
criminals to delete information that is used for pattern analysis and other analytics
which help in linking suspects or key pieces of information necessary to stop fraud
or to solve a case. The GAO’s report does not properly describe the harmful applica-
tion of an access and correction regime to location, investigative and fraud preven-
tion systems which are not used to stop a transaction or prevent a consumer’s access
to a service or benefit (eligibility). In fact FTC Chairman Majoras stated in a letter
responding to questions about the imposition of an access and correction obligation
on information resellers:

“Before extending this approach to additional databases [beyond FCRA], how-
ever, it is necessary to consider carefully the impact of such extension. For exam-
ple, requiring data merchants to provide consumers with access to sensitive in-
formation may itself present a significant security issue—in some cases it may
be difficult for the data merchant to verify the identity of someone who claims
to be a particular consumer demanding to see his or her file. Similarly, for data-
bases that are used to prevent fraud or other criminal activities, providing cor-
rection rights could pose serious problems; those trying to perpetrate the fraud
may take advantage of the right to ‘correct’ data to hide it from those they are
trying to defraud.”

The GAO report states in its conclusion that “[gliven that reseller data may be
used for many purposes that could affect an individuals livelihood and rights, ensur-
ing that individuals have an appropriate degree of control or influence over the way
in which their personal information is obtained and used—as envisioned by the Fair
Information Principles—is critical.” For all of the reasons discussed above, the GAO
has failed to support this claim because:

e Their analysis does not properly account for the severe regulation of con-
sumer reporting agencies, and the breadth of the FCRA’s application to all
eligibility transactions which apply to all governmental transactions and uses.

e In taking a one-size-fits-all approach, the analysis does not properly account
for the destructive consequences of applying various principles in the same
way to all business models and product which make up the consumer data
industry.
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e In making this claim, the GAO often ignores or undercuts decades of congres-
sional oversight, legislative enactments (FCRA, GLB, HIPAA, DPPA, etc.),
federal regulatory activities and law enforcement actions.

CONCLUSION

In conclusion, the members of the CDIA believe that the GAO’s report is meth-
odologically flawed and often misleads readers through the attempt to apply a once-
size-fits-all analysis of a set of privacy guidelines. The consumer data industry does
not consist of a single entity called an “information reseller.” It is an industry with
a diversity of business models focused on the production of consumer reports, fraud
prevention tools, location and investigative products, analytics services and more.
CDIA’s members create incredible value for the government agencies which use
their services. The consumer data industry is a significantly regulated industry
through sector-specific laws which tailor the component information use principles
to the types of data, risks and uses involved. Our nation remains at the forefront
of enacting enforceable laws and regulations with which our members commit them-
selves to complying each and every day.

We appreciate this opportunity to testify and we welcome your questions.

Mr. CANNON. Thank you, Mr. Pratt. We appreciate your testi-
mony.

Now the gentleman from Ohio is recognized for 5 minutes.

Mr. CHABOT. Thank you very much, Mr. Chairman.

Ms. Cooney, I will begin with you, if I can. Would you elaborate
on why privacy impact assessments are important, what they are
good for, and how you have seen them work in action?

Ms. CooNEY. Certainly, I would be happy to. At the Department
of Homeland Security it has been a very important tool, on the
front end of any mission program that uses an information system
to collect personal information, to really determine on the front end
why are we collecting the information, what information do we
really need, how long will we keep it, how accurate is the informa-
tion from the sources that we are taking it in from, how will we
handle it, how do we plan to share it internally or with other Fed-
eral agencies or even State and local first responders, and what are
the possible redress mechanisms?

So with a mission as critical as ours is to protect the homeland
and security of the American people, we believe that it is also very
critical that at each step, from the very beginning of a program
through the entire lifecycle development of the technologies that we
use to collect and store information, that we look critically at what
we are doing and use some basic planning as we do those pro-
grams. To us, like in the private sector, it is important information
management and it is good ethical Government behavior.

We have met with cooperation, really, throughout the Depart-
ment in making that operationalized across business lines and it
has been a very satisfactory experience.

Mr. CHABOT. Thank you very much.

Ms. Koontz, let me turn to you, if I can. What did the GAO find
in terms of the security of personnel information in the GAO re-
port? I know that you have already talked about it to some degree,
but could you elaborate a little on that?

Ms. KOONTZ. Sure. We found that the four Federal agencies that
we reviewed had put security protections in place to deal with re-
seller information. For example, all four of them told us that they
had instituted passwords and other access controls to make sure
that there wasn’t unauthorized access to reseller information. Some
of the agencies also had restricted access to very sensitive reseller
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information only to those personnel who have a need to use that
kind of thing.

Some of the law enforcement agencies as well use something
known as cloaked logging. That is a procedure that actually masks
the searches that law enforcement personnel do against reseller
data so that even the vendor doesn’t know what kind of searchers
are being done. And this is a way of protecting the integrity of the
investigations and making sure that subjects of investigations can-
not be tipped off as to the existence of them.

That being said, I think Federal agencies realize that the secu-
rity is an important component. We did not do a test of security
controls at the four agencies we reviewed so we can’t make an as-
sessment of the efficacy of the controls that they have in place. And
work that we have done Government-wide on security indicates
that we found security weaknesses in almost every area in the 24
major agencies, including the four agencies that we reviewed.

Mr. CHABOT. Thank you very much.

Mr. Swire, do the same security concerns exist with Federal Gov-
ernment’s maintenance of personal information as exist among
commercial data companies?

Mr. SWIRE. Well, many of the challenges are the same. The Gov-
ernment uses overwhelmingly commercial software now, and they
are using platforms and vendors that are very, very similar.

The Federal Government has some special challenges, though.
There are classified systems for some systems, and that is a much
harder standard to live up to. And also the Government probably
has lagged, despite FISMA and GISRA and these security statutes,
it has probably lagged the private-sector best practices. It has been
hard sometimes to get the personnel in place, it has been hard to
get the resources. So it has been a very big challenge and the score-
cards haven’t always been satisfactory.

Mr. CHABOT. Thank you.

And finally, Mr. Pratt, I would like to turn to you. What security
policies are in place to ensure that citizens’ information is not eas-
ily accessible by identity thieves or computer hackers?

Mr. PrATT. Well, I think the best baseline that we can see in
guidance and law and regulation would be those that we find in the
safeguards rules under Gramm-Leach-Bliley Act, which apply not—
really are applied across the board in many of our member compa-
nies today. So that includes technical safeguards, strategies that
you would use simplistically—firewalls, if you have online or offline
systems. It includes employee training, it includes employee back-
ground screening, it includes the types of strategies discussed by
the GAO in terms of, you know, password access, how quickly pass-
words are changed and cycled through, for example.

It includes even physical safeguards—who has access to a data
center, who can in fact get in and potentially walk out with a hard
drive that might contain sensitive personal information.

So when you have the technical, the physical, as well as the em-
ployee-based safeguards, you have, really, three legs of a key stool
which we need to ensure is applied to really all kinds of sensitive
personal information.

Mr. CHABOT. Thank you very much. My time has expired, Mr.
Chairman.
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Mr. CANNON. The gentleman yields back.

Mr. Nadler. The gentleman from New York, the Ranking Mem-
ber of the Constitution Subcommittee, is recognized for 5 minutes.

Mr. NADLER. Thank you, Mr. Chairman.

I would like to ask all the panelists, given the importance of pri-
vacy impact assessments, as Ms. Cooney stated, do you support a
broader requirement that agencies prepare privacy impact assess-
ments for rules involving the collection of personally identifiable in-
formation in all Government agencies?

Start with Ms. Cooney, then everybody else.

Ms. CooNEY. Thank you. I would say that certainly under Secu-
rity 222 of the Homeland Security Act we read the requirement by
Congress to really require DHS to undertake those types of pri-
vacy——

Mr. NADLER. No, no, clearly my question is do you think that
Congress should extend that to other agencies?

Ms. CooNEY. We found it helpful at DHS. I am not sure what
the Administration view is, but I can tell you from our experience
it has been a very helpful process.

Mr. NADLER. So you would think it a good idea to extend it to
other agencies?

Ms. COONEY. It may be.

Mr. NADLER. Okay. Ms. Koontz?

Ms. KooNTz. What we found in our work is that the privacy im-
pact assessments were not being done consistently from agency to
agency. And that was something that concerned us very much. And
as Ms. Cooney said very articulately, the privacy impact assess-
ments are a very powerful tool before you start building an infor-
mation system, before you start collecting information, in order to
assess what the privacy implications are and then to put the con-
trols in place up front. And to the extent that they are made pub-
licly available, I think they contributed to

Mr. NADLER. Are you suggesting—this is for new rules. Is it your
suggestion that we need better enforcement of them?

Ms. KooNTz. I think we need better implementation of the exist-
ing requirements and I think that we saw that what Homeland Se-
curity put in their guidance to be a model that could be expanded
to other agencies.

Mr. NADLER. Thank you.

Professor Swire?

Mr. SWIRE. I do support broadening the PIA’s application to
rules. I think we have used that they are a useful tool. There is
an issue about scope. You don’t want to have it for things that only
have a tangential relationship to a couple of people’s data. But in
terms of enforcement, I think that goes back to having OMB or the
White House have a privacy office to make sure agencies aren’t
falling down on the job. So you spread it to the rules and then you
have some coordination across agencies.

Mr. NADLER. Thank you.

Mr. Pratt?

Mr. PrRATT. I think from our perspective, really, you have at DHS
a good model for how an agency should oversee the uses of private-
sector information as well as data that would be gathered under
the aegis of the public agency. So to the extent that you are sug-
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gesting other agencies that may use sensitive personal information
might need a similar infrastructure of knowledgeable and highly
trained individuals, that makes sense to us. Certainly in the pri-
vate sector we have chief information privacy officers, we have the
same types of reviews in the financial services industry that go on
with regard to how information is used and protected and so on.
So I don’t think that we ever have a problem with agencies under-
standing how to protect and secure and use responsibly information
they obtain.

Mr. NADLER. I thank you.

Professor, do you think we could benefit from agency privacy om-
budsmen in other parts of the Government?

Mr. SWIRE. Well, there have been efforts to spread it. I think
there may be up to three or four different executive orders or exec-
utive statements that say agencies are supposed to have privacy of-
fices, but implementation has really been uneven over time.

So there are a number of agencies that haven’t been nearly as
institutionalized as Homeland Security and haven’t been as sys-
tematic in

Mr. NADLER. See, so again, as in your answer to the previous
question, if we had an office in the White House or somewhere to
make sure that all the agencies were complying with privacy im-
pact statements or with having the ombudsman function properly,
orlthe agency offices, whatever we want to call them, function prop-
erly.

Mr. SWIRE. I can offer some perspective from having been in that
seat. It gives you one person to criticize by name. And that has a
very powerful effect, seeing your name in the newspaper as a bad
guy, and it leads you to try to get other people to cooperate and
make it all work a little bit better.

Mr. NADLER. It gives you a motive.

Mr. SWIRE. Yeah.

Mr. NADLER. Thank you.

Again, Professor Swire, to the extent that data processing oper-
ations might move overseas, what protections do we have or ought
we have that we don’t have to extend our protections for that even-
tuality?

Mr. SWIRE. Well, this issue of overseas has been a powerful issue
that people are looking at. I must say, I have a slightly different
perspective because the United States complained very much when
Europe tried to do that to us. And Europe had in a privacy direc-
tive rules that they wouldn’t let data go to the United States, and
we wanted to make sure that American companies could use that
data responsibly.

I am a step more cautious. I think it is always good to have the
contractors under very good controls and make sure those controls
work. I am not personally as sure that we should make a big line
about overseas or not.

Mr. NADLER. Could I just ask if anybody else would want to com-
ment on that question? Ms. Cooney?

Ms. CooNEY. Thank you, Mr. Nadler. I would like to tell you that
there is work presently going on that the Federal Government is
very involved in, and we are included in that work in the DHS Pri-
vacy Office, both in the Organization for Economic Cooperation and
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Development and in the APEC forum in working on cross-border
enforcement on privacy issues. There has been some work already
accomplished in certain areas, such as combatting spam, and that
has been fairly effective.

What we have found so far is that it is not done solely by privacy
practitioners or privacy enforcement officers, but it might be done
by consumer protection folks in certain areas, criminal law enforce-
ment in others, privacy professionals working together.

So I would want you to know that that is an active part of the
agenda that we are working on as Federal partners in that.

Mr. NADLER. Thank you. Anybody else?

Thank you, Mr. Chairman.

Mr. CANNON. The gentleman yields back.

Mr. Franks, the gentleman from Arizona, is recognized for 5 min-
utes.

Mr. FrRANKS. Well, Thank you, Mr. Chairman.

I want to direct this to anyone at the—in fact, I would like,
maybe, for everyone to take a shot at it. I am wondering, in terms
of what really are the challenges that we face to keep people’s data
secret and accurate, is it more of a policy issue that needs to be
changed here from Congress, or is it more of a mechanical issue of
just the reality that, with the expansion of computer technology
and all of the different things that happen today, is it more of a
technology challenge or is it more of a policy challenge?

Mr. PRATT. I will take a first stab at this. First of all, I do think
that in this country we need to protect, under the rule of law, sen-
sitive personal information no matter who gathers it. Some of the
different laws that we have discussed in our testimony, which are
also accounted for in the GAO report, do deal with sectors of busi-
ness in this country where we have to secure and protect that in-
formation. The Gramm-Leach-Bliley Act information safeguards
rules are a good example.

Certainly our membership has testified before several different
Committees saying that information safeguards standards should
apply to anybody who is going to gather sensitive personal informa-
tion such as my name and my address and my Social Security
number in that combination.

I think there are several effects to that, by the way. First of all,
fewer folks will gather that information. They will think about it
first. And that is good, because they should. And if they are going
to gather it, they should protect it under that three-legged stool we
have discussed. And I think in doing so, it does create an enforce-
ment mechanism also, where there is failure in the marketplace.
We think those are all good outcomes that could result from the en-
actment of law that would do that. There are several Committees
that are focused on that now that I think would move forward with
an effective program for protecting sensitive personal information.

It is also education, though. And I would say within the last 5
years, certainly the last decade, what we know and think about as
information security is very different than it was 10 years ago. And
1cer‘cainly the velocity of change with technology makes it very chal-

enging.

Mr. SWIRE. I think it is very much a policy issue where the hard
things come in. There is a lot of consensus on data security. You
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can get pretty much everyone to agree on the list. But which data
is the right data to use? And this IRS example from my testimony
is one example. Should your tax preparation agency be able to re-
sell your data or not? They can have perfect security, it is just a
question of whether that company should be reselling it or not.
That is a policy decision. That is where I think a lot of the work
has to happen.

Mr. FRANKS. Ms. Cooney?

Ms. CooNEY. Thank you. I think the point that I would like to
make is that the process of data security and information security
practices is not one-size-fits-all and it is not a one-step process. It
is an iterative process. I think Mr. Pratt’s reference to the GLBA
safeguards rule is very important and that those general guidelines
can be used across Government systems as well as in the private
sector, keeping in mind, as they require it, that it is an iterative
process and you need to keep looking at your process both from a
technology standpoint, from a personnel standpoint, and from a
policy standpoint in terms of why do you need to keep this data
and 1s it the right data to keep.

On the accuracy issues, and it somewhat answers your question,
in terms of the application of the Fair Information Practices prin-
ciples to data accuracy in the private sector for commercial re-
sellers, whether all those principles should apply or would easily
apply is something that could be discussed. But certainly a focus
on allowing individuals some access to their information to correct
the information really should be looked at, because originally that
information would have been collected for very different purposes.
Many citizens may not even know that a data aggregator has their
information. And it is a matter of fairness as well as carefulness
with the information.

Mr. FRANKS. So just to expand on your thought there, much like
the credit data that we access, you are convinced that something
along those lines for generalized data, that the consumer would al-
ways have the right to ascertain what that was, or at least in non-
security issues?

Ms. CooNEY. Right. In many circumstances, when it doesn’t
touch law enforcement or national security in particular, although
even in our case we need to be very concerned on our end in the
Federal Government to check on data accuracy.

Mr. FRANKS. My time is almost gone. Mr. Pratt, let me skip
quickly to you, sir. With the proliferation of ID theft, a lot of times
you can identify a particular culprit. Is this escape of data hap-
pening mostly in Government databases or is it private databases?
Is there any one—is it just generalized or is there some kind of
particular area where we are hemorrhaging?

Mr. PrATT. It is difficult to pin it down. Certainly, for example,
it could be as simple as somebody driving down the street at the
right time of the month to pick up your mail, so you have some-
thing as simple as mailbox fraud. We saw last year about 50 per-
cent of all the media coverage focused on universities that were los-
ing sensitive personal information, I think probably because they
were at that time using Social Security numbers as student ID. I
think a lot of universities have begun to change that practice.

So no, sir, I don’t think there is any one place you can go.
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To your point, by the way, about the Fair Credit Reporting Act
and having access, let me just say it this way. The Fair Credit Re-
porting Act is a terrible title for the law because, in fact, the law
applies to any kind of eligibility decision. So any time data is used
to deny me something, I can’t get it, I have a right of access. I have
a right to correct it. I have a right to expect that it was accurate
in the first place. I have private rights to enforce, I expect the Fed-
eral Trade Commission to enforce, State attorneys general to en-
force.

So I think it is very important. That was one of the issues we
had with the way the report was structured, is you might walk
away from that thinking that there was not this very, very broad-
based law that said whether it is my employment application, my
application to purchase a home, my application to get a cellular
phone account, my application to obtain a utility—no matter how
and where a consumer report is used, not a credit report but a con-
sumer report—I have all of those rights that we have just begun
to discuss. So I do think we have a law on the books that is quite
a bit broader than maybe the title would imply.

Mr. FRANKS. Thank you.

Thank you, Mr. Chairman.

Mr. CANNON. The gentleman yields back.

Mr. Scott.

Mr. Scort. Thank you, Mr. Chairman.

I guess my first question is a little more basic. Who are we talk-
ing about? Who are these resellers?

Ms. KooNTZ. I assume you mean the names of the companies?

Mr. ScotrT. Well, if you want to leave the names out, just de-
scribe them.

Ms. KooNTZ. For our study, we defined information resellers as
being businesses that collect and aggregate information, personal
information about individuals and make them available to con-
sumers. So it is rather broad.

Mr. ScotT. To consumers or to businesses?

Ms. KOONTZ. And to businesses, yes. To their customers.

Mr. ScoTT. The purpose for which you are gathering the data can
vary depending on what it is going to be used for. You could be just
compiling a mailing list. Is that what you are talking about?

Ms. KoonNTz. I think we are talking about information resellers
who then collect this information and then they convert it into in-
formation products, some of which are used for marketing, some of
which are used for other purposes.

Mr. Scotrt. Well, if you are using it for marketing you can get
a list that would be interested—where a certain product would be
interested in marketing to that group of people.

Ms. KOONTZ. Mm-hm.

Mr. Scorr. Could be 80 percent accurate, but that is good
enough for mass mailing. Because it is better than kind of satura-
tion mailing. You knocked off 75 percent of the people you don’t
want to mail to. Are we talking about that, too?

Ms. KooNTz. Well, that is some of it. Some of it is for marketing
purposes. But I think you have hit on a key point that we talked
about in our report, is that the privacy principles basically talk
about accuracy for a specific purpose. And the specific purpose in
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this case is often determined by the user. So it is difficult for the
reseller to assure the degree of accuracy for a particular purpose
because they are not the ones that are determining that purpose.

Mr. ScotT. Well, you don’t care whether it is accurate or not if
all they are going to do is just mass mail. If the Government gets
hold of it, it is going to take some adverse action based on this kind
of superficial dragnet where you come in and gather up a lot of
names, most of which would be in the category you are aiming at,
where the person gathering the data didn’t have any interest in ac-
curacy. So what do you do in that case? Is that the information we
are talking about?

Ms. KooNTz. That is part of the information that we are talking
about. There are all kinds of information products that are offered
by resellers. And I think it does put more of a, shall we say, an
obligation, too. In this case we are talking about the use of these
data products by Federal agencies and it puts, I think, an obliga-
tion on the part of the Federal agency to determine that the accu-
racy is appropriate for the use that they are using it for. Which is,
for example, the reason that law enforcement corroborates this in-
formation with other sources before they take any action against
an individual.

M;" ScoTT. Is the information subject to the Freedom of Informa-
tion?

Ms. KoonTz. I don’t know.

Mr. SWIRE. There is a privacy exception to the Freedom of Infor-
mation Act and it often would prevent a Freedom of Information
Act request from going through.

Mr. ScotT. To get the whole list?

Mr. SWIRE. Yes.

Mr. Scott. If you are doing law enforcement activities, do I un-
derstand that the Levy Guidelines are no longer in effect, where
you had to actually be investigating a crime before you started
gathering information on people? Professor?

Mr. SWIRE. Yes, that is correct. They were changed very substan-
tially after 9/11.

Mr. ScotrT. Before 9/11, before you started gathering information
on people and setting up dossiers, you had to actually be inves-
tigating a crime, not just gathering information. Is that right?

Mr. SWIRE. There were detailed predicates for each stage as the
investigation went further, yes.

Mr. ScotrT. And that is no longer in effect, so the Government
is now just gathering information?

Mr. SWIRE. There are guidelines that Attorney General Ashcroft
issued. I have read them, but I don’t have them clearly in my head.
They are quite a bit more permissive, because the idea is share
data and use data more intensively.

Mr. ScoTT. Professor, did I understand you to say there is some
idea that you could actually sell tax records?

Mr. SWIRE. Well, this was actually a subject of a public hearing
today somewhere else in town. But H&R Block or any other tax
preparer, under the proposed rule, would be allowed to sell tax
records or databases of tax records for the first time to outside par-
ties.

Mr. ScotT. That is records that they prepared?
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Mr. SWIRE. That they prepared for you as the taxpayer. If you
signed off, as one of your signatures to them, they would then be
able to resell that.

It got quite a press hit a couple of weeks ago, when people found
out about it. And deserves to.

Mr. Scort. Thank you, Mr. Chairman.

Mr. CANNON. The gentleman yields back.

Ms. Wasserman Schultz, did you have questions?

Good. Thank you. The Ranking Member is recognized for 5 min-
utes. Mr. Watt?

Mr. WATT. Thank you, Mr. Chairman.

Ms. Koontz, I know you all did the study and you are not doing
policy, but I particularly wanted to hear from you and Mr. Pratt
about whether you thought that Professor Swire’s suggestion that
we reinstitute a privacy officer in the White House that has kind
of umbrella authority from agency to agency, whether you think
that is a good idea, whether there are particular good pros to doing
that or particular bad cons to doing that.

I will ask that question of you, if you can address it from a policy
perspective. And I would like to get Mr. Pratt’s view on it, too.

Ms. KooNTZ. We haven’t studied the question of the need for a
privacy officer in OMB or in the Executive Office of the President.
I can see, though, that the idea probably has some merit, in terms
of further discussion, as a way of having a focal point for privacy
issues and the Federal Government. I mean, I think we have seen
some benefits from, for example, within the Department of Home-
land Security, where you have a highly placed official who has a
broad privacy responsibility, and that seems to be something that
is useful in terms of looking at these policy issues.

Mr. WATT. Mr. Pratt?

Mr. PRATT. Our association hasn’t actually studied that same
question any more—so I suspect—than the GAO. My first reaction
is that sometimes centralization can be a red flag, because you
start to remove the expertise and the knowledge you might need.
So the knowledge you might need in HHS might be different than
the knowledge you might need in DHS.

So I don’t know if a—just off the top of my head, I don’t know
if a central office would make things better or if it is just simply
important to make sure that there are knowledgeable professionals
who are thinking about data use issues on an agency-by-agency
basis.

And of course Federal Trade Commission has established its new
division, which does focus on information use and identity theft
issues as well as

Mr. WATT. Who is that? I am sorry.

Mr. PrRATT. The Federal Trade Commission has established a
new division under the Bureau of Consumer Protection, which fo-
cuses specifically on information protection and identity theft. So
there is an office there that focuses on data flows in that regard.

Mr. WATT. Under what authority is it doing that, and is that

Mr. PRATT. It is not the same principle. It isn’t the same prin-
ciple as an omnibus individual, if you will, at the level of the White
House. They really oversee—their scope of authority would be no
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broader than the FTC’s scope of authority generally in the market-
place.

Mr. WATT. Do you concede that despite the concerns, the poten-
tial on the downside that maybe having a more consistent set of
principles across the Government would be facilitated by this sug-
gestion?

Mr. PrRATT. I don’t know yet because, again, one of the difficulties
we have even had with the GAO report, and we certainly appre-
ciate the hard work that the researchers did in putting it together,
it demonstrates one of the difficulties, and that is we feel that the
GAO took the principles and applied them too monolithically across
something called an information reseller. And really, to Mr. Scott’s
question, I suppose information resellers are consumer reporting
agencies. They may be financial institutions under the Gramm-
Leach-Bliley Act, consumer reporting agencies under the Fair Cred-
it Reporting Act. So I don’t know if centralizing expertise works
better than just simply making sure that you have knowledgeable
individuals operating at an agency level.

Again, I think also I am probably not in the best position to dis-
cuss the effectiveness of the current operation of the Privacy Act
or the OMB guidelines that implement that. It is probably the do-
main of Professor Swire.

Mr. WATT. Professor Swire, there was a lot of debate about, when
this Privacy and Civil Liberties Oversight Board was set up, about
whether it should have subpoena power. I know that the Agency
just got structured in February—I mean the people who were ap-
pointed. But can you just give us kind of the pros and cons of—
or maybe better, even, what are the real problems with not having
subpoena power?

Mr. SwiRE. Well, there are various jobs the Privacy and Civil
Liberties Board could do. One of them is to be inside the executive
branch during clearance, when they are trying to figure out how do
you do a new program. And I don’t think subpoena power is needed
for that. That is talking to the people, being in the room, building
confidence that the board can help.

When it comes to finding out if there are problems out there in
the agencies, there is a question of how you find that out. One way
is to go to the IGs, right. We have Inspectors General, and espe-
cially if we have some good whistleblower protections so the people
are allowed to talk to the IGs, then that may be one way to do the
investigation.

If you think that is not working, then you look around, who else
might do it? It could be the Department of Justice, but you have
to have a good step toward a criminal investigation. If you don’t
have that, then maybe somebody else, like this board, with sub-
poena power might be your best chance to find problems in the
agencies and do something about it.

It really has to do with whether the IG system is working, be-
cause they were supposed to be the ones to subpoena, and whether
you need a second look with some expertise.

Mr. WATT. Can I just ask one more question, Mr. Chairman?

Ms. Cooney, how is your office going to coordinate with this Pri-
vacy and Civil Liberties Oversight Board? How do you see these
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{J)WO El{l)ings meshing together, Homeland Security and this oversight
oard?

Ms. COONEY. Sure. Under the oversight board there actually is
a Privacy and Civil Liberties Officer for the DNI. We coordinate
with that Privacy and Civil Liberties Officer now, Alex Joel, in a
very cooperative way. As he is setting up his operation, he has
come to DHS to ask us what our experience has been, for advice
on the startup. And we are working very closely right now, along
with others, including the new Privacy and Civil Liberties Officer
and DOJ and others, on building in a privacy architecture for the
information sharing environment across the Federal Government.

So I think it is going to be a very collaborative process and it has
been very positive so far.

Mr. WATT. Thank you, Mr. Chairman.

Mr. CANNON. I would like, before I ask a couple of questions
here, I would like to thank the panel for being here today. It think
this report is very, very helpful, Ms. Koontz, and you have done a
remarkable job in helping us to understand it.

Ms. Cooney, we appreciate what you have done. Can I just ask,
are you coordinating with the people at Justice that are setting up
the same process that you are doing? Could you comment on that
briefly?

Ms. COONEY. Yes, we are. Actually, before the appointment of the
Privacy and Civil Liberties Officer there, we worked, really, for sev-
eral months before that in providing advice in terms of our experi-
ence, our budget, the type of personnel that we have hired, which
is quite multi-disciplinary. And as Mr. Pratt noted, it takes exper-
tise along a wide range of areas. We have technology experts, we
have policy experts, we coordinate closely with our Office of the
General Counsel on legal issues. And I am very proud to say we
have a Chief Counsel to the Privacy Office, who is embedded with
us, reporting to our General Counsel, so that is very cooperative.

We have a compliance team that has a private-sector back-
ground. We have folks who had enforcement and compliance expe-
rience in the Government realm. We have international. All of
those things are really needed if your agency does work across a
wide scope and has a lot of different dynamic programs.

We have shared that type of information with the Department of
Justice. And since Jane Horvath has joined the Department of Jus-
tice, we have met several times, e-mail, talk about issues. And I
think that is the way it should be, and we are happy to do that.

Mr. CANNON. Well, I—you know, if you look at DHS, which is
hard to do because it is so big—it takes the Almighty to com-
prehend it, and I am not sure it would take the Almighty, but it
is beyond my capacity to understand the Department of Justice. It
seems to me that the idea, and I guess it goes to your comment,
Mr. Pratt, that having a decentralized process may be helpful.

But Professor Swire, we appreciate your comments and look for-
ward to working with you on what a of a—how we would sort of
oversee this whole process. I think it is vitally important that we
take these huge, monstrous organizations and get them thinking
about what they do, and then cumulate activity rather than man-
dating it. But at some point, you have to have some kind of over-
arching oversight of that. So we will revisit that.
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Mr. Pratt, can I ask a couple of questions of you? The GAO has
reported that information resellers generally allow individuals lim-
ited access to correct their personal information. Why can’t individ-
uals get data about themselves corrected when it is wrong? And if
the consumer reporting agencies are able to accommodate such cor-
rections, as they are required by the Fair Credit Reporting Act,
why can’t information resellers do likewise?

Mr. PRATT. Really, it depends. Again, it is just taking that Fair
Information Practice, and then we have to walk through the var-
ious products that it might apply to. So as you say, consumer re-
ports, absolutely. Those reports are used to deny me access to a
benefit or service. And that is one of the basic fair information
principles we are working off of. If I can’t get something because
information has told the user that I should not get the credit, I
should not drive off the car lot with the car, then that makes sense
to us and we understand that.

A fraud prevention product is another type of data product that
is used. A fraud prevention product, were we to disclose it, would
mean we are disclosing the recipe, because we would be disclosing
the various data elements which are cross-matched which raise a
yellow flag.

Now, a fraud prevention product doesn’t deny me access, but it
probably slows me down. Somebody is going to ask me more ques-
tions. You know, Congressman Cannon, are you really who you say
you are; can I have another item of identification from you to make
sure that you are who you say you are.

And I think that is also true of some of the investigative tools
that we have, location tools. In other words, a location tool really
just—and I have seen some about me, where it will show where I
have lived previously. And so it is not really—it just says you lived
in Houston, Texas, for a period of time, one of your friends now
lives in Los Angeles. It really just shows an investigator how they
might candidly conduct a national security investigation were I ap-
plying for a national security level of clearance. So that is a dif-
ferent kind of tool.

So accuracy and how you apply accuracy really pivots, I think,
off of that.

In terms of correction, though, public records are a particular
challenge. Because if you have a court record and you have simply
taken that same image data and put it into a national database,
the real key to correcting that is to make sure the consumer knows
how to get back to the court in order to correct the information in
the first place. Because if you don’t correct it at the courthouse, it
is still publicly available, there are is still a Web site from which
you can obtain it, and in fact all you have done is fix the inter-
mediate source.

And by the way, that principle was corrected in the Fair Credit
Reporting Act to ensure that a reseller in the context of a consumer
reporting agency, where access and correction do apply, that the
consumer would be referred back to the data source in order to cor-
rect it at the source rather than to try to correct it at the mid level.

Mr. CANNON. Let me just get one more question before my time
expires.
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When a data breach occurs, shouldn’t an information reseller be
required to notify those whose information was compromised? And
if so, how should notification take place? What follow-ups, if any,
should be required of information resellers to monitor compromised
information?

Mr. PRATT. Well, I don’t know that we think about it in terms
of information resellers. There are several different bills that have
been worked on by various Committees, and the fundamental ques-
tion is, when you have a certain type of information that we tend
to think of as sensitive personal information—If I have secured it
in the first place, of course, I have done the right thing. If for some
reason my security protocols have failed, yes, we think that there
%s alrisk of identity theft, a significant risk of identity theft. Abso-
utely.

The reason we make that distinction, Mr. Chairman, is because
there are cases where a laptop is stolen, but when you do the
forensics on the laptop, you determine that it was really stolen in
order to just simply fence the laptop. And in fact it was never
opened, it was never started back up again, nobody ever looked at
the data, the hard drive wasn’t tampered with. So notifying a thou-
sand consumers that their data was on a hard drive of a laptop
that was stolen that was never dealt with from a technology per-
spective probably creates false positives which move consumers
away from really being proactive.

So we think the key to good notices is the trigger—when should
I do it so that you and I as consumers really can act on other rights
that we should have.

Mr. CANNON. Of course the question does occur, who makes that
judgment?

Mr. PRATT. It is a difficult one, yes, sir.

Mr. CANNON. Thank you.

We appreciate your being here today. Since we don’t have, I don’t
think, any further questions, we will now stand adjourned.

[Whereupon, at 1:21 p.m., the Subcommittees adjourned.]
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extent to which resellers should
adhere to the Fair Information
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personal information from
commercial sources.
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Resellers questioned the
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PERSONAL INFORMATION

Agency and Reseller Adherence to Key
Privacy Principles

What GAO Found

In fiscal year 2005, the Departments of Justice, Homeland Security, and State
and the Social Security Administration reported that they used personal
information obtained from resellers for a variety of purposes. Components
of the Department of Justice (the largest user of resellers) used such
information in performing criminal investigations, locating witnesses and
fugitives, researching assets held by individuals of interest, and detecting
prescription drug fraud. The Department of Homeland Security used reseller
information for immigration fraud detection and border screening programs.
Uses by the Social Security Administration and the Department of State were
to prevent and detect fraud, verify identity, and determine eligibility for
benefits. The agencies spent approximately $30 million on contractual
arrangements with resellers that enabled the acquisition and use of such
information. About 91 percent of the planned fiscal year 2005 spending was
for law enforcement (69 percent) or counterterrorism (22 percent).

The major information resellers that do business with the federal agencies
we reviewed have practices in place to protect privacy, but these measures
are not fully consistent with the Fair Information Practices. For example, the
principles that the collection and use of personal information should be
limited and its intended use specified are largely at odds with the nature of
the information reseller business, which presupposes that personal
information can be made available to multiple customers and for multiple
purposes. Resellers said they believe it is not appropriate for them to fully
adhere to these principles because they do not obtain their information
directly from individuals. Nonetheless, in many cases, resellers take steps
that address aspects of the Fair Information Practices. For example,
resellers reported that they have taken steps recently to improve their
security safeguards, and they generally inform the public about key privacy
principles and policies. However, resellers generally limit the extent to
which individuals can gain access to personal information held about
themselves, as well as the extent to which inaccurate information contained
in their databases can be corrected or deleted.

Agency practices for handling personal information acquired from
information resellers did not always fully reflect the Fair Information

That is, some of these principles were mirrored in agency

, but for others, agency practices were uneven. For example,
although agencies issued public notices on information collections, these did
not always notify the public that information resellers were among the
sources to be used. This practice is not consistent with the principle that
individuals should be informed about privacy policies and the collection of
information. Contributing to the uneven application of the Fair Information
Practices are ambiguities in guidance from the Office of Management and
Budget (OMB) regarding the applicability of privacy requirements to federal
uses of reseller information. In addition, agencies generally lack

s that specifically address these uses.
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United States Government Accountability Office

‘Washington, D.C. 20548

April 4, 2008
Congressional Committees:

Recent security breaches at large information resellers, such as
ChoicePoint and LexisNexis, have highlighted the extent to which such
companies collect and disseminate personal information.' Information
resellers are companies that collect information, including personal
information about consumers, from a wide variety of sources for the
purpose of reselling such information to their customers, which include
both private-sector businesses and government agencies. Before advanced
computerized techniques made aggregating and disseminating such
information relatively easy, much personal information was less accessible,
being stored in paper-based public records at courthouses and other
government offices or in the files of nonpublic businesses. However,
information resellers have now amassed extensive amounts of personal
information about large numbers of Americans, and federal agencies
access this information for a variety of reasons. Federal agency use of such
information is governed primarily by the Privacy Act of 1974,° which
requires that the use of personal information be limited to predetined
purposes and involve only information germane to those purpose:

The provisions of the Privacy Act are largely based on a set of principles for
protecting the privacy and security of personal information, known as the
Fair Information Practices, which were first proposed in 1973 by a U.S.
government advisory committee.’ These principles, now widely accepted,
include

For purposes of this report, the term personal information encorpasses all mformation
ociated with an individual, including both identilying and nonidentifying information.

sonal information includes such things as age, education, finances, criminal history
cal atiributes, and gender.

“The Privacy Act of 1974, Pub. L. No. 5 Stat. 1896 (codified as amended at 5 TS.C. §
a) provides saleguards aga on of privacy through Lhe misuse of records by
federal agencics and allows cilizens (o learn how (heir personal information is collected,
maintained, used, and disseminaled by (he federal government.

“Congress used the committee’s final report as a basis for crafting the Privacy Act of 1074,
Sce Records, Compulers and the Rights of Citizens: Report of the Secrelary’s Advisory
Commvittee on Automated Personal Data Systems (Washington, D.C: U.S, Department of

Health, Education, and Welfare, July 1973).
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collection limitation,

data quality,

purpose specification,

use limitation,

security safeguards,

* openness,

-

individual participation, and

accountability.*

These principles, with some variation, are used by organizations to address
privacy considerations in their business practices and are also the basis of
privacy laws and related policies in many countries, including the United
States, Germany, Sweden, Australia, New Zealand, and the European
Union.

Given recent events involving information resellers and federal agencies’
use of information obtained from these resellers, you asked us to review
how selected federal agencies use such information. Specifically, our
objectives were to determine (1) how the Departments of Justice,
Homeland Security (DHS), and State and the Social Security
Administration (SSA) are making use of personal information obtained
through contracts with information resellers; (2) the extent to which
information resellers providing personal information to these agencies
have policies and practices in place that reflect the Fair Information
Practices; and (3) the extent to which these agencies have policies and
practices in place for the handling of personal data from resellers that
reflect the Fair Information Practices.

To address our first objective, we analyzed fiscal year 2005 contracts and
other vehicles for the acquisition of personal information from information
resellers by DHS, Justice, State, and SSA to identify their purpose, scope,
and value. We obtained additional information on these contracts and uses

4Descriptions of these principles are shown in table 2.
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in discussions with agency officials to ensure that all relevant information
had been provided to us.

To address our second objective, we reviewed documentation from five
major information resellers® and conducted site visits at three of them® to
obtain information on privacy and security policies and procedures and
compared these with the Fair Information Practices. In conducting our
analysis, we identified the extent to which reseller practices were
consistent with the key privacy principles of the Fair Information
Practices. We also assessed the potential effect of any inconsistencies;
however, we did not attempt to make determinations of whether or how
information reseller practices should change. Such determinations are a
matter of policy based on balancing the public’s right to privacy with the
value of services provided by resellers to customers such as government
agencies. We determined that the five resellers we reviewed accounted for
most of the contract value of personal information obtained from resellers
in fiscal year 2005 by the four agencies we reviewed. We did not evaluate
the effectiveness of resellers’ information security programs.

To address our third objective, we identified and evaluated agency
guidelines and management policies and procedures governing the use of
personal information obtained from information resellers and compared
these to the Fair Information Practices. We also conducted interviews at
the four agencies with senior agency officials designated for privacy issues
as well as officials of the Office of Management and Budget (OMB) to
obtain their views on the applicability of federal privacy laws and related
guidance to agency use of information resellers. We performed our work
trom May 2005 to March 2006 in the Washington, D.C., metropolitan area;
Little Rock, Arkansas; Alpharetta, Georgia; and Miamisburg, Ohio. Our
work was performed in accordance with generally accepted government
auditing standards. Our objectives, scope, and methodology are discussed
in more detail in appendix I.

The live information rescllors we reviewed were ChoicePoint, LexisNexis, Acxiom, Dun &
Bradstreel, and Wesl. While these resellers were all reported by lederal agencies 1o be

of personal information, their businesses vary, A discussion of (his varianee in
appears in the background scetion of this report. Our rosults may not
apply Lo other rescllers who do very litte or no business with these federal agencics.

SChoicelPoint, LexisNexis, and Acxiom.
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Results in Brief

In fiscal year 2005, Justice, DHS, State, and SSA reported using personal
information from information resellers for a variety of purposes, including
law enforcement, counterterrorism, fraud prevention, and debt collection.
Taken together, approximately 91 percent of planned spending on resellers
reported by the agencies for fiscal year 2005 was for law enforcement (69
percent) or counterterrorism (22 percent). For example, components of the
Department of Justice (the largest user of resellers) made use of such
information for eriminal investigations, location of witnesses and fugitives,
research of assets held by individuals of interest, and detection of fraud in
prescription drug transactions. Examples of uses by the DHS include
immigration fraud detection and border screening programs. SSA and State
acquire personal information from information resellers for fraud detection
and investigation, identity verification, and benefit eligibility
determination. The four agencies obtained personal information from
resellers primarily through two general-purpose governmentwide contract
vehicles—the Federal Supply Schedule of the General Services
Administration (GSA) and the Library of Congress's Federal Library and
Information Network. Collectively, the four agencies reported
approximately $30 million” in fiscal year 2005 in contractual arrangements
with information resellers that enabled the acquisition and use of personal
information.

The major information resellers that do business with the federal agencies
we reviewed have practices in place to protect privacy, but these measures
are not fully consistent with the Fair Information Practices. For example,
the nature of the information reseller busin: is largely at odds with the
principles of collection Hmitation, data guality, purpose specification,
and wuse limitation. These principles center on limiting the collection and
use of personal information, and they link data quality (e.g., accuracy)
requirements to these limitations. Resellers said they believe it may not be
appropriate or practical for them to tully adhere to these principles
because they do not obtain their information directly from individuals. In
fact, the information reseller industry is based on multipurpose

"This figure may include uses that do not invelve personal information, Except for instances,
where the reported use was primarily for legal rescarch, ageney officials were unable to
scparate the dollar values associaled with use of personal information [rom uses for other
purposcs (¢.g., LexisNexis and West provide news and legal rescarch in addition to public
records).
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collection and use of personal and other information® information from
multiple sources. In many cases, resellers take steps that address aspects
of the Fair Information Practices. For example, resellers reported that they
have taken steps recently to improve their security safeguards, and they
generally inform the public about key privacy principles and policies
(relevant to the openness principle). However, resellers generally limit the
extent to which individuals can gain access to personal information held
about themselves as well as the extent to which inaccurate information
contained in their databases can be corrected or deleted (relevant to the
individual participation principle).

Agency practices for handling personal information acquired from
information resellers reflected the principles of the Fair Information
Practices in four cases and in the other four did not. Specifically, regarding
the collection imitation, data quolity, use itation, and securi
safequards principles, agency practices generally reflected the Fair
Information Practices. For example, regarding the dafa quality principle
that data should be accurate, current, and complete, as needed for the
defined purpose, law enforcement agencies (including the Federal Bureau
of Investigation and the U.S. Secret Service) generally reported that they
corroborate information obtained from resellers to ensure that it is
accurate when it is used as part of an investigation.

Regarding other principles, however, agency practices were uneven.
Specifically, agencies did not always have practices in place to fully address
the purpose specification, individuad perticipation, op ss, and
accountability principles with regard to use of reseller information. For
example,

+ although agencies notify the public through Federal Register notices
and published privacy impact assessments that they collect personal
information from various sources, they do not always indicate
specifically that information resellers are among those sources, and

* some agencies lack robust audit mechanisms to ensure that use of
personal information from information resellers is for permissible

Sl cortain cireumstances, laws restrict (he collection and use of specilic kinds of personal
information. For cxample, the Fair Credit Reporting Act regulates aceess to and usc of
consumer information under certain circumstances.
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purposes, reflecting an uneven application of the accouniability
principle.

Contributing to the uneven application of the Fair Information Practices
are ambiguities in guidance from OMB regarding the applicability of
privacy requirements to federal agency uses of reseller information. In
addition, agencies generally lack policies that specifically address these
uses.

The Congress should consider the extent to which information resellers
should adhere to the Fair Information Practices. We are also
recommending that the Director, OMB, revise privacy guidance to clarify
the applicability of requirements for public notices and privacy impact
assessments to agency use of personal information from resellers and
direct agencies to review their uses of such information to ensure it is
explicitly referenced in privacy notices and assessments. Further, we are
recommending that agencies develop specific policies for the use of
personal information from resellers.

We obtained written comments on a draft of this report from Justice, DHS,
SSA, and State. We also received comments via E-mail from OMB.
Comments from Justice, DHS, SSA, and State are reproduced in
appendixes III to VI, respectively. Justice, DHS, $SA, and OMB all generally
agreed with the report and described actions initiated to address our
recommendations. In its comments, Justice recommended that prior to
issuance of any new or revised policy, caretul consideration be given to its
impact on Justice. We believe the policy clarifications we are proposing are
unlikely to result in an adverse impact on law enforcement activities at
Justice. Justice and SSA also provided technical comments, which were
incorporated in the final report as appropriate.

State interpreted our draft report to “rest on the premise that records from
‘information resellers’ should be accorded special treatment when
compared with sensitive information from other sources.” State also
indicated that it does not distinguish between types of information or
sources of information in complying with privacy laws. However, our
report does not suggest that data from resellers should receive special
treatment. Instead, our report takes the widely accepted Fair Information
Practices as a universal benchmark of privacy protections and assesses
agency practices in comparison with them.
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We also obtained comments on excerpts of our draft report from the five
information resellers we reviewed. Several resellers raised concerns
regarding the version of the Fair Information Practices we used to assess
their practices, stating their view that it was more appropriate for
organizations that collection information directly from consumers and that
they were not legally bound to adhere to the Fair Information Practices. As
discussed in our report, the version of the Fair Information Practices we
used has been widely adopted and cited within the federal government as
well as internationally. Further, we use it as an analytical tframework for
identifying potential privacy issues for further consideration by Congress—
not as criteria for strict compliance. Resellers also stated that the draft did
not take into account that public record information is open to all for any
use not prohibited by state or federal law. However, we believe it is not
clear that individuals give up all privacy rights to personal information
contained in public records, and we believe it is important to assess the
status of privacy protections for all personal information being offered
commercially to the government so that informed policy decision can be
made about the appropriate balance between resellers’ services and the
public’s right to privacy. Resellers also offered technical comments, which
were incorporated in the final report as appropriate.

Background

Before advanced computerized techniques for aggregating, analyzing, and
disseminating data came into widespread use, personal information
contained in paper-baged public records at courthouses or other
government offices was relatively difficult to obtain, usually requiring a
personal visit to inspect the records. Nonpublic information, such as
personal information contained in product registrations, insurance
applications, and other business records, was also generally inaccessible.
In recent years, however, advances in technology have spawned
information reseller businesses that systematically collect extensive
amounts of personal information from a wide variety of sources and make
it available electronically over the Internet and by other means to
customers in both government and the private sector. This automation of
the collection and aggregation of multiple-source data, combined with the
ease and speed of its retrieval, have dramatically reduced the time and
effort needed to obtain information of this type. Among the primary
customers of information resellers are financial institutions (including
insurance companies), retailers, law offices, telecommunications and
technology companies, and marketing firms.
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We use the term “information resellers” to refer to businesses that vary in
many ways but have in common the fact that they collect and aggregate
personal information from multiple sources and make it available to their
customers. These businesses do not all focus exclusively on aggregating
and reselling personal information. For example, Dun & Bradstreet
primarily provides information on commercial enterprises for the purpose
of contributing to decision making regarding those enterprises. In doing so,
it may supply personal information about individuals associated with those
commercial enterprises. To a certain extent, the activities of information
resellers may also overlap with the functions of consumer reporting
agencies, also known as credit bureaus—entities that collect and sell
information about individuals’ creditworthiness, among other things. As is
discussed further below, to the extent that information resellers perform
the functions of consumer reporting agencies, they are subject to
legislation specifically addressing that industry, particularly the Fair Credit
Reporting Act.

Information resellers obtain personal information from many ditferent
sources. Generally, three types of information are collected: public records,
publicly available information, and nonpublic information.

Public records are a primary source of information about consumers,
available to anyone, and can be obtained from governmental entities.
What constitutes public records is dependent upon state and federal
laws, but generally these include birth and death records, property
records, tax lien records, motor vehicle registrations, voter
registrations, licensing records, and court records (including criminal
records, bankruptey filings, civil case files, and legal judgments).

Publicty available information is information not found in public
records but nevertheless publicly available through other sources.
These sources include telephone directories, business directories, print
publications such as classified ads or magazines, Internet sites, and
other sources accessible by the general public.

Nompublic information is derived from proprietary or nonpublic
sources, such as credit header data,” product warranty registrations, and

FCredit header data are the nonfinancial identifying information located at the top of a eredit
report, such as namc, earrent and prior addresses, telephone numbet, and Social Security
number.
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other application information provided to private businesses directly by
consumers.

Private sector businesses rely on information resellers for information to
support a variety of activities, such as

* conducting pre-employment background checks on prospective
employees,

* verifying individuals’ identities by reviewing records of their personal
information;

* marketing commercial products to consumers matching specified
demographic characteristics; and

* preventing financial fraud by examining insurance, asset, and other
financial record information.

Typically, while information resellers may collect and maintain personal
information in a variety of databases, they provide their customers with a
single, consolidated online source for a broad array of personal
information. Figure 1 illustrates how information is collected from multiple
sources and ultimately accessed by customers, including government
agencies, through contractual agreements.
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Figure 1: Typical Information Flow through 1
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Source: GAO analysis of information reseller and agency-provided data.

In addition to providing consolidated access to personal information
through Internet-based Web sites, information resellers offer a variety of
products tailored to the specific needs of various lines of business. For
example, an insurance company could obtain different products covering
police and accident reports, insurance carrier information, vehicle owner
verification or claims history, or online public records. Typically, services
offered to law enforcement officers include more information—including
sensitive information, such as full Social Security numbers and driver's
license numbers—than is offered to other customers.

Federal Laws and Guidance
Govern Use of Personal
Information in Federal
Agencies

There is no single federal law that governs all use or disclosure of personal
information. Instead, U.S. law includes a number of separate statutes that
provide privacy protections for information used for specific purposes or
maintained by specific types of entities. The major requirements for the
protection of personal privacy by federal agencies come from two laws, the
Privacy Act of 1974 and the privacy provisions of the E-Government Act of
2002. The Federal Information Security Management Act of 2002 (FISMA)
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also addresses the protection of personal information in the context of
securing federal agency information and information systems.

The Privacy Act places limitations on agencies’ collection, disclosure, and
use of personal information maintained in systems of records. The act
describes a “record” as any item, collection, or grouping of information
about an individual that is maintained by an agency and contains his or her
name or another personal identifier. It also defines “system of records” as a
group of records under the control of any agency from which information is
retrieved by the name of the individual or by an individual identifier. The
Privacy Act requires that when agencies establish or make changes to a
system of records, they must notify the public by a notice in the Federal
Register identifying, among other things, the type of data collected, the
types of individuals about whom information is collected, the intended
“routine” uses of data, and procedures that individuals can use to review
and correct personal information."

The act’s requirements also apply to government contractors when
agencies contract for the development and maintenance of a system of
records to accomplish an agency function.!! The act limits its applicability
to cases in which systems of records are maintained specifically on behalf
of a government agency.

Several provisions of the act require agencies to define and limit
themselves to specific predefined purposes. For example, the act requires
that to the greatest extent practicable, personal information should be
collected directly from the subject individual when it may affect an
individual's rights or benefits under a tederal program. The act also
requires that an agency inform individuals whom it asks to supply
information of (1) the authority for soliciting the information and whether
disclosure ot such information is mandatory or voluntary; (2) the principal
purposes for which the information is intended to be used; (3) the routine
uses that may be made of the information; and (4) the effects on the
individual, if any, of not providing the information. According to OMB, this
requirement is based on the assumption that individuals should be

TUnder (he Privacy Act of 1971, tie term “routine use” means (with respect (o (he
disclosure of arecord) the use of such a record for a purposc that is corpatible with the
purpose for which il was collected. 5 U.S.C. § 562a (a(7)).

U5U.8.C.
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provided with sufficient information about the request to make a decision
about whether to respond.

In handling collected information, the Privacy Act also requires agencies to,
among other things, allow individuals to (1) review their records (meaning
any information pertaining to them that is contained in the system of
records), (2) request a copy of their record or information from the system
of records, and (3) request corrections in their information. Such
provisions can provide a strong incentive for agencies to correct any
identified errors.

Agencies are allowed to claim exemptions from some of the provisions of
the Privacy Act if the records are used for certain purposes. For example,
records compiled for criminal law enforcement purposes can be exempt
from a number of provisions, including (1) the requirement to notify
individuals of the purposes and uses of the informatien at the time of
collection and (2) the requirement to ensure the accuracy, relevance,
timeliness, and completeness of records. A broader category of
investigative records compiled for criminal or civil law enforcement
purposes can also be exempted from a somewhat smaller number of
Privacy Act provisions, including the requirement to provide individuals
with access to their records and to inform the public of the categories of
sources of records. In general, the exemptions for law enforcement
purposes are intended to prevent the disclosure of information collected as
part of an ongoing investigation that could impair the investigation or allow
those under investigation to change their behavior or take other actions to
escape prosecution.

The E-Government Act of 2002 strives to enhance protection for personal
information in government information systems or information collections
by requiring that agencies conduct privacy impact assessments (PIA). A
PIA is an analysis of how personal information is collected, stored, shared,
and managed in a federal system. More specifically, according to OMB
guidance,” a PIA is an analysis of how

..information is handled: (i} 1o ensure handling conforms (o applicable legal, regulatory,
and policy requirements regarding privacys (i) lo detormine the risks and cffeets of
collecting, mainlaining, and disseminating information in identifiable form in an dectronic

OMB, OMB Guidance for I ing the Privacy Provisions of the E-Government Act
of 2002, M-03-22 (Sept. 26, 2003).
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information system and (i) to examine and cvaluate protections and alternative processes
for handling information to mitigate potential privacy risks.

Agencies must conduct PIAs (1) before developing or procuring
information technology that collects, maintains, or disseminates
information that is in a personally identifiable form or (2) before initiating
any new data collections involving personal information that will be
collected, maintained, or disseminated using information technology if the
same questions are asked of 10 or more people. OMB guidance also
requires agencies to conduct PIAs when a system change creates new
privacy risks, for example, changing the way in which personal information
is being used. The requirement does not apply to all systems. For example,
no assessment is required when the information collected relates to
internal government operations, the information has heen previously
assessed under an evaluation similar to a PIA, or when privacy issues are
unchanged.

FISMA also addresses the protection of personal information. FISMA
defines federal requirements for securing information and information
systems that support federal agency operations and assets; it requires
agencies to develop agencywide information security programs that extend
to contractors and other providers of federal data and systems.” Under
FISMA, information security means protecting information and
information systems from unauthorized access, use, disclosure, disruption,
modification, or destruction, including controls necessary to preserve
authorized restrictions on access and disclosure to protect personal
privacy, among other things.

OMB is tasked with providing guidance to agencies on how to implement
the provisions of the Privacy Act and the E-Government Act and has done
50, beginning with guidance on the Privacy Act, issued in 1975. The
guidance provides explanations for the various provisions of the law as
well as detailed instructions for how to comply. OMB’s guidance on
implementing the privacy provisions of the E-Government Act of 2002

PIISMA, Title LI, E-Government Act of 2002, Pub. L. No. 107-817 (Dee. 17, 2002).

VOMB, “Privacy Act Implementation: Guidelines and Responsibilitics,” Federal Register,
Volhmme 10, Number 132, Part ITI, pages 28948-28978 (Washington, D.C.: July 9, 1975). Since
the initial Privacy Acl guidance ol 1975, OMD periodically has published additional
guidance. Further information regarding OMB Privacy Act guidance ean be found on the
‘OMB Web site at hitp//www. #ioanb/inforaginto &
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identifies circumstances under which agencies must conduct PIAs and
explains how to conduct them. OMB has also issued guidance on
implementing the provisions of FISMA.

Additional Laws Provide
Privacy Protections for
Specific Types and Uses of
Information

Although federal laws do not specifically regulate the information reseller
industry as a whole, they provide safeguards for personal information
under certain specific circumstances, such as when financial or health
information is involved, or for such activities as pre-employment
background checks. Specifically, the Fair Credit Reporting Act, the Gramm-
Leach-Bliley Act, the Driver’s Privacy Protection Act, and the Health
Insurance Portability and Accountability Act all restrict the ways in which
businesses, including information resellers, may use and disclose
consumers’ personal information (see app. II for more details about these
laws). The Gramm-Leach-Bliley Act, for example, limits financial
institutions’ disclosure of nonpublic personal information to nonaffiliated
third parties and requires companies to give consumers privacy notices
that explain the institutions’ information sharing practices. Consumers
then have the right to limit some, but not all, sharing of their nonpublic
personal information.

As shown in table 1, these laws either restrict the circumstances under
‘which entities such as information resellers are allowed to disclose
personal information or restrict the parties with whom they are allowed to
share information.
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L]
Table 1: Federal Laws Addressing Private Sector Disclosure of Personal Information

Federal laws Provisions

Fair Credit Reporting Consumer reporting agencies are limited to providing data only

Act to their customers that have a permissible purpese for using the
data. With few exceptions, government agencies are treated
like other parties and must have a permissible purpose in order
to obtain a consumer report.

Gramm-Leach-Bliley Sets limitations on financial institutions’ disclosure of customer

Act data to third parties, such as information resellers. Requires
companies to give consumers privacy notices that explain the
institutions' information-sharing practices. In turn, consumers
have the right to limit some, but not all, sharing of their
nonpublic personal information

Driver's Privacy Restricts a third party's ability to obtain Social Security numbers

Protection Act and other driver's license information from state motor vehicle
offices unless doing so for a permissible purpose under the law;
restricts state motor vehicle offices’ ability to disclose driver's
license information

Health Insurance Health care organizations are restricted from disclosing a
Portability and patient's health information without the patient's consent, except
Accountability Act for permissible reasons, and are required to inform individuals

of privacy practices.

Fair and Accurate Credit  Consumers may obtain one free annual consumer report from
Transactions Act nationwide consumer reporting agencies.

Source: GAO analysis.

Note: Appendix Il provides additional details on the requirements of these laws

Information resellers are also affected by various state laws. For example,
California state law requires businesses to notify consumers about security
breaches that could directly affect them. Legal requirements, such as the
California law, led ChoicePoint, a large information reseller, to notify its
customers in mid-February 2005 of a security breach in which unauthorized
persons gained access to personal information from its databases. Since
the ChoicePoint notification, bills were introduced in at least 35 states and
enacted in at least 22 states" that require some form of notification upon a
security breach.

“States that cnacted breach of information legislation in 2005 include Arkansas,
Connecticut, Delaware, Florida, Georgia, Winois, Indiana (applics (o stale agencics only),
Louisiana, Maine, Minncsota, Montana, Nevada, New Jerscey, New York, North Carolina,
North Dakota, Ohio, Pennsylvania, Rhode Island, Tennessee, Texas, and Washington.
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The Fair Information
Practices Are Widely Agreed
to Be Key Principles for
Privacy Protection

The Fair Information Practices are a set of internationally recognized
privacy protection principles. First proposed in 1973 by a U.S. government
advisory committee, the Fair Information Practices were intended to
address what the committee termed a poor level of protection afforded to
privacy under contemporary law.'® A revised version of the Fair
Information Practices, developed by the Organization for Economic
Cooperation and Development (OECD)' in 1980, has been widely adopted.
The OECD principles are shown in table 2.

Table 2: The OECD Fair Information Practices

Principle Description

Gallection limitation The collection of persenal information should be limited, should
be obtained by lawful and fair means, and, where appropriate,
with the knowledge or consent of the individual.

Data quality Personal information should be relevant to the purpose for which
it is collected, and should be accurate, complete, and current as
needed for that purpose.

Purpose ification  The purposes for the collection of personal information should
be disclosed before collection and upon any change to that
purpose, and its use should be limited to those purposes and
compatible purposes.

Use limitation Personal information should not be disclosed or otherwise used
for other than a specified purpose without consent of the
individual or legal authority.

Security safeguards Personal information should be protected with reasonable
security safeguards against risks such as loss or unauthorized
access, destruction, use, modification, or disclosure.

Openness The public should be informed about privacy policies and
practices, and individuals should have ready means of learning
about the use of personal information.

Y Records, Compulers and the Rights of Cilizer
Comanittee on Awtomated Personal Data Sy
Health, ducation, and Wellare, July 197:3).

s Reporl of the Secrelary’s Advisory
, (Washington, D U8, Department of

O ines o the Protection of Privacy and Transborder Flow of Personal Dala
(Sepl. 23, 1980). The OECD plays a prominent role in fostering good governance in the
public service and in corporate activity among its 30 member countrics. It produces
internationally agreed-upon instruments, decisions, and recommendations (o promote rules
in arcas where multilateral is neeessary for indivi countrics to make
progress in the global economy.
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(Continued From Previous Page)
Principle Description

Individual participation  Individuals should have the following rights: to know about the
collection of personal information, to access that information, to
request correction, and to challenge the denial of those rights.

Accountability Individuals controlling the collection or use of personal
information should be accountable for taking steps to ensure the
implementation of these principles.

Source: OECD,

The Fair Information Practices are, with some variation, the basis of
privacy laws and related policies in many countries, including the United
States, Germany, Sweden, Australia, New Zealand, and the European
Union.® They are also reflected in a variety of federal agency policy

statements, beginning with an endorsement of the OECD principles by the
Department of Commerce in 1981," and including policy statements of the
DHS, Justice, Housing and Urban Development, and Health and Human
Services.™ In 2004, the Chief Information Officers Council issued a
coordinating draft of their Security and Privacy Profile for the Federal
Enterprise Architecture” that links privacy protection with a set of
acceptable privacy principles corresponding to the OECD’s version of the
Fair Information Practices.

luropean Union Data Prolection Directive (*Dircctive 9546/15C of the Buropean
Parliament and of the Council ot 24 October 1995 on the Protection of Individuals with
Regard 1o the Proc ng of Personal Data and the Free Movement of Such Dala™) (1995).

HReport.on OECD Guidelines Pr
Scerelary for Communications and Information, Department of Commerce (Oc

m,” Memorandum from Bernard Wander, Jr., As:
0, Tos] )

“Privacy Olfice Mission Slalcment, U.8, Department of Homeland Sceurily; “Privacy Policy
Development Guide,” :lobal Information Sharing Initiative, US. Department of Justice,
wwwitajpgrvigional (Sept. 2005); “Homeless Management. Information Systems, (
Department of Housing and Urban Development (Federal Register, July 30, 2000); and
“Options for Promoting Privacy on the National Information Infrastructure,” Health and
Human Services Privacy Commitlee, Office of (he Assistant Secrelary for Planning and
Fvaluation, Department. of Health and Human Services (April 1997).

he Federal Enterprise Archileeture is intended (o provide a comumon frame of reference
or taxonomy for agencies’ individual enlerprise a I||I91'I|||e- efforls and their planned and
ongoing information technology investment activilics. An enlerprise architeeture is a
blueprint, defined l'ugdy by interrelated models, (ha( describes (in both business and
Lechnology terms) an enlity’ is” or current environment, ils “lo be” or future
cnvironment, and its investment plan for transitioning from the current to the future
environment.
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The Fair Information Practices are not precise legal requirements. Rather,
they provide a framework of principles for balancing the need for privacy
with other public policy interests, such as national security, law
enforcement, and administrative efficiency. Striking that balance varies
among countries and among types of information (e.g., medication versus
employment information).

The Fair Information Practices also underlie the provisions of the Privacy
Act of 1974. For example, the system of records notice required under the
Privacy Act embodies the purpose specification, openness, and individual
participation principles in that it provides a public accounting through the
Federal Register of the purpose and uses for personal information, and
procedures by which individuals may access and correct, if necessary,
information about themselves. Further, the E-Government Act’s
requirement to conduct PIAs likewise reflects the Fair Information
Practices. Under the act, agencies are to make these assessments publicly
available, if practicable, through agency Web sites or by publication in the
Federal Register, or other means. To the extent that such assessments are
made publicly available, they also provide notice to the public about the
purpose of planned information collections and the planned uses of the
information being collected.

Congressional Interest in
the Information Reseller
Industry Has Been
Heightened

A number of congressional hearings were held and bills introduced in 2005
in the wake of widely publicized data security breaches at major
information resellers such as ChoicePoint and LexisNexis as well as other
firms. In March 2005, the House Subcommittee on Commerce, Trade, and
Consumer Protection of the House Energy and Commerce Committee held
a hearing entitled “Protecting Consumers’ Data: Policy Issues Raised by
ChoicePoint,” which focused on potential remedies for security and
privacy concerns regarding information resellers. Similar hearings were
held by the House Energy and Commerce Committee and by the U.S.
Senate Committee on Commerce, Science, and Transportation in spring
2005.

The heightened interest in this subject led a number of Members of
Congress to propose a variety of bills aimed at regulating companies that
handle personal information, including information resellers. Several of
these bills require companies such as information resellers to notify the
public of security breaches, while a few also allow consumers to “freeze”
their credit (i.e., prevent new credit accounts from being opened without
special forms of authentication), or see and correct personal information
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contained in reseller data collections. Other proposed legislation includes
(1) the Data Accountability and Trust Act,” requiring security policies and
procedures to protect computerized data containing personal information
and nationwide notice in the event of a security breach, and (2) the
Personal Data Privacy and Security Act of 2005, requiring data brokers to
disclose personal electronic records pertaining to an individual and inform
individuals on procedures for correcting inaccuracies.

Using
Governmentwide
Contracts, Federal
Agencies Obtain
Personal Information
from Information
Resellers for a Variety
of Purposes

Primarily through governmentwide contracts, Justice, DHS, State, and SSA
reported using personal information obtained from resellers for a variety of
purposes, including law enforcement, counterterrorism, fraud
detection/prevention, and debt collection. Most uses by Justice were for
law enforcement and counterterrorism, such as investigations of fugitives
and obtaining information on witnesses and assets held by individuals of
interest. DHS also used reseller information primarily for law enforcement
and counterterrorism, such as screening vehicles entering the United
States. State and SSA reported acquiring personal information from
information resellers for fraud detection and investigation, identity
verification, and benefit eligibility determination. The four agencies
reported approximately $30 million in contractual arrangements with
information resellers in fiscal year 2005.% Justice accounted for most of the
funding (about 63 percent).

Approximately 91 percent of agency uses of reseller data were in the
categories of law enforcement (69 percent) or counterterrorism (22
percent). Figure 2 details contract values categorized by their reported use.
(Details on uses by each agency are given in the individual agency
discussions.)

*H R. 1127; introduced by Representative Clifford B. Stearns on October 25, 2005,

8, 1789; introduced by Senalor Arlen Specler on Seplember 20, 2006, and reported from the
Senate Judiciary Committee on November 17, 2005.

This ligure comprises contracts and lask orders with information resellers that included
the acquisition and use of personal informaltion. [owever, some of these lunds may have
been spent on uses that do not involve personal informalion; we could not omit all such uses
because agency officials were not always able to separate the amounts associated with use
of personal information from those for other uses {c. g, LexisNexis and West provide news
and legal rescarch in addition to public reeords). In some instanecs, where the reported use
‘was primarily for legal research, we omitted these funds from the total.
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L]
Figure 2: Fiscal Year 2005 Gontractual Vehicles Enabling the Use of Personal
Information from Information Resellers, Categorized by Reported Use

2%

Othar

3%

Debt collection

4%

Fraud detecticn/pravention

— Counterterrcrism

Law enforcement

Department of Justice Uses
Information Resellers
Primarily for Law
Enforcement and
Counterterrorism Purposes

According to Justice contract documentation, access to up-to-date and
comprehensive public record information is a critical ongoing mission
requirement, and the department relies on a wide variety of information
resellers—including ChoicePoint, Dun & Bradstreet, LexisNexis, and
‘West—to meet that need. Departmental use of information resellers was
primarily for purposes related to law enforcement (75 percent) and
counterterrorism (18 percent), including support for criminal
investigations, location of witnesses and fugitives, information on assets
held by individuals under investigation, and detection of traud in
prescription drug transactions. In fiscal year 20045, Justice and its
components reported approximately $19 million in acquisitions from
information resellers involving personal information. The department
acquired these services primarily through use of GSA's Federal
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SupplySchedule®® offerings including a blanket purchase agreement?® with
ChoicePoint valued at approximately $15 million.*” Several component
agencies, such as the Federal Bureau of Investigation (FBI), the Drug
Enforcement Administration (DEA), and the Bureau of Alcohol, Tobacco,
Firearms, and Explosives (ATF) placed orders with information resellers
based on the schedules. In addition, for fiscal year 2005, Justice established
separate departmentwide contracts with LexisNexis and West valued at
$4.5 million and $5.2 million, respectively.”

Tasked to protect and defend the United States against terrorist and foreign
intelligence threats and to enforce criminal laws, the FBI is Justice's largest
user of information resellers, with about $11 million in contracts in fiscal
year 2005. The majority of FBI's use involves two major programs, the
Public Source Information Program and the Foreign Terrorist Tracking
Task Force (FTTTF). In support of the investigative and intelligence
missions of the FBI, the Public Source Information Program provides all
offices of the FBI with access via the Internet to public record, legal, and
news media information available from various online commercial
databases. These databases are used to assist with investigations by
identifying the location of individuals and identifying alias names, Social
Security numbers, relatives, dates of birth, telephone numbers, vehicles,
business affiliations, other associations, and assets. Public Source
Information Program officials reported that use of these commercial
databases often results in new information regarding the subject of the
investigation. Officials noted that commercial databases are used in

FGSAs Fodoral Supply Schedule allows agencics 1o take advanlage of prencgolialed

contracts with  variely of vendors, ineluding informalion rescllers.

#A GSA schedule blankel 23 impli the filling of recurring needs for
supplies or services, wl lule leve erag‘mg a custorner’s buying power by taking advantage of
uantity discoumts, saving administrative time, and reducing paperwork.

“he ChoicePoint blanket purchase agreement is also available to non-Justice agencie
whose use accounted for approximaely $2.8 million in fiscal year 2005,

conlracts—$24.7 million—exceeds
gurc omits he $2.8 million used by

#The total value of ChoicePoint, LexisNexis, and We
the value of $19 million reported above beeause (h
non-Justice agencies (see foolnole 27) as well as uses thal. were reported nol.lo involve
personal information. Justice officials Tor ad; ring (he depar ide
contracts with LexisNexis and West npolud that these agrecments are used by multiple
componenls whose business needs vary and may not require use of databases that include
public records about individuals. In eases where Justice officials were able to separate these
costs, we omitted these costs from the total.
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preliminary investigations, and that subsequently, investigative personnel
must verify the results of each search.

The FBI's FTTTF also contracts with several information resellers (1) to
assist in fulfilling its mission of assisting federal law enforcement and
intelligence agencies in locating foreign terrorists and their supporters who
are in or have visited the United States and (2) to provide information to
other law enforcement and intelligence community agencies that can lead
to their surveillance, prosecution, or removal. As we previously reported,”
FTTTF makes use of personal information from several commercial
sources to analyze intelligence and detect terrorist activities in support of
ongoing investigations by law enforcement agencies and the intelligence
community. Information resellers provide FTTTF with names, addresses,
telephone numbers, and other biographical and demographical information
as well as legal briefs, vehicle and boat registrations, and business
ownership records.

QOther Justice components reported using personal information from
information resellers to support the conduct of investigations and other
law enforcement-related activities. For example, the U1.S. Marshals Service
uses an information reseller to, among other things, locate fugitives by
identifying a fugitive’s relatives and their addresses.” Through interviews
with relatives, a U.S. Marshal may be able to ascertain the location of a
fugitive and subsequently apprehend the individual.

DEA, the second largest Justice user of information resellers in fiscal year
2005, obtains reseller data to detect fraud in prescription drug
transactions.” Through these data, DEA agents can detect irregular
prescription patterns for specitic drugs and trace this information to the
pharmacy and prescribing doctor.” DEA also uses an information reseller

ZGAO, Data Mini.
Efforts, but Si
15, 2005).

Agencics Have Taken Key Steps to Prote
cant Complianee Issues Remain,

rivacy in Selected
(Washington, D.C.: Aug.

3405

8. Marshals Service is the federal government's primary agency for conducting
galions involving escaped federal prisoners; probation, parole, and bond viokalors;
and fugilives named in warrants gencrated during drug investigations.

sion involves cnforcing laws pertaining (o the manufacture, distribution, and
dispensing of legally produced controlled substances.

#The personal information contained in this information rescller database is limited to the
prescribing doctor and does not contain personal patient information.

Page 22 GAO-06-121 Personal Information



113

to locate individuals in asset forfeiture cases.™ Reseller data allows DEA to
identify all possible addresses for an individual in order to meet the
agency’s obligation to make a reasonable effort to notify individuals of
seized property and inform them of their rights to contest the seizures.

Other uses reported by Justice components are not related to law
enforcement. For example, uses by the U.S. Trustees, Antitrust, Civil, Tax,
and Criminal Divisions include ascertaining the financial status ot
individuals for debt collection purposes or bankruptcy proceedings or for
the location of individuals for court proceedings. The Executive Office for
T.S. Attorneys uses information resellers to ascertain the tinancial status of
those indebted to the United States in order to assess the debtor’s ability to
repay the debt. According to officials, information reseller databases may
reveal assets that a debtor is attempting to conceal. Further, the U.S.
Attorneys use information resellers to locate victims of federal crime in
order to notify these individuals of relevant court proceedings pursuant to
the Justice for All Act™

Table 3 details in aggregate the vendors, fiscal year 2005 contract values,
and reported uses for contracts with information resellers by major Justice
components.

o ensure thal.criminals do nol benefi( linancially from (heir illegal acts, federal law
provides hat profits from drug-rolated erimes, as well as property wsed Lo facilitate certain
crimes, are subject, (o forfeilure (o lhe government.

#Justice for All Act of 2004, Pub. L. No. 108-105 (Qct. 30, 2001). Scetion 102 of the act
eslablishes rights for crime vietims including the right (0 “reasonable, aceurate, and limely
notice of any public court proceeding, or any parole proceeding, involving the crime of or
any release or escape of the accused.”
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Table 3: Reported Uses of Personal Information: Department of Justice Contracts with Information Resellers, Fiscal Year 2005

Aggregate
Information contract
Major component  resellers value Uses involving personal information
Federal Bureau of ChoicePoint, $11,248,000 Public Source information Program. Find individuals and identify alias
Investigation LexisNexis, West, names, Social Security numbers, relatives, dates of birth, telephone

Credit Bureau numbers, vehicles, business affiliations, associations, and assets.

Reports, Dun &

Bradstreet, The program provides FBI units with access to public record, legal, and

Seisint” news media information from various cnline commercial databases.
Criminal Investigative Division. Same use.

Foreign Terrorist Tracking Task Force. Qbtain such information as names,
addresses, telephone numbers, other biographical information, vehicle and
boat registrations, and business ownership records.
Drug Enforcement GhoicePoint, $4,283,000 Conduct investigations of drug diversions and improper drug transactions:
Administration LexisNexis, Dun &

Bradstreet For example, identifying cases in which physicians sell prescriptions to
drug dealers or abusers, pharmacists falsely report legitimate drug sales
and subsequently sell the drugs illegally, and employees steal from
inventory and falsify orders to hide illicit sales

Support criminal ir igations of specific individuals and companies.
Locate an individual's address in asset removal cases.
U.S. Marshals ChoicePoint, $1,661,000 Generate leads related to fugitive investigations (e.g., a fugitive’s relatives
Service LexisNexis, West and their contact information).
Asset Forfeiture Office. Obtain information on preseized, seized, and
forfeited property.
The Marshals Service offers property for sales to the public that has been
forfeited under laws enforeed or administered by Justice and its
investigative agencies.
Office of General Counsel. Research assets to administer tort claims
against the service.
For example, if a claimant makes an assertion that the service is
responsible for damaging property and does not provide supporting
documentation, General Counsel personnel may use commercial data to
verify tax assessment records, proof of ownership, etc.
Executive Office for ~ ChoicePoint, CBR $855,000 Financial Litigation Units. Ascertain the financial status of individuals and
U.S. Attorneys Information uncover concealed assets for civil and criminal debt collection efforts.
Services Locate and notify crime victims of relevant court proceedings pursuant to the
Justice for All Act of 2004.
Bureau of Alcohol, ChoicePoint, Dun $791,000 Support investigative activities such as locating and apprehending fugitives

Tobacco, Firearms,
and Explosives

& Bradstreet,
LexisNexis, West

or obtaining data on businesses (such as in arson investigations), which
may include personal information about business owners.
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(Continved From Previous Page)

Aggregate
Information contract
Major component resellers value Uses involving personal information
Executive Office of  ChoicePoint, $303,000 Obtain information on assets (openly held or concealed) of individuals in
the United States Equifax,® Real bankruptcy proceedings (as part of office’s mission to enforce bankruptey
Trustees Data Corp, MLS laws and provide oversight of private trustees).
Hawaii
Obtain credit reports on employees as part of a security clearance process.
Office of the ChoicePaint, $43,000 Investigations Division. Support investigations of alleged violations of fraud,
Inspector General LexisNexis, West abuse, and integrity laws that govern Justice employees, operations,
grantees, and contractors.
U.S. National Gentral ChoicePoint $31,000 Conduct business and address checks on individuals who may be
Bureau potentially involved in fraud or fugitive cases
The bureau facilitates international law enforcement cooperation as the
U.S. representative of the International Criminal Police Organization
(INTERPOL).
National Drug ChoicePoint $28,000 Document Exploitation Division. Locate individuals, identify assets, and
Intelligence Center investigate fraud.
The Document Exploitation Division specializes in analyzing information
seized in major federal drug investigations.
Office of Justice Dun & Bradstreet $22,000 Office of Comptroller, Financial Management Division. Obtain credit reports
Programs to assess new grantees’ (nongovernmental or nontribal) financial integrity.
These credit reports may include personal information on company owners.
This information is used to support the new grantee’s ability to operate the
grant programs of the Office of Justice Programs, to confirm the existence
of the company, and to determine any outstanding liens or obligations that
might influence the success of the grant program.
Litigating Divisions ~ ChoicePoint, $21,000 Civil Division. Locate individuals and assets in connection with litigation for
(Civil, Criminal, Credit Bureau purposes such as obtaining depositions, debt collection, and identifying
Antitrust, and Tax) Reports (division assets that a debtor may be ling in bankruptey p lings.
of CBC
Companies) Criminal Division, Office of Special Investigations. Locate individuals who

may have taken part in Nazi-sponsored acts of persecution abroad before
and during World War Il and who subsequently entered, or seek to enter, the
United States illegally and/or fraudulently.

Antitrust Division. Locate witnesses for trials.

Tax Division. Obtain credit bureau reports for debt collection purposes.

‘Source: Department of Justice.

Notes: The table represents fiscal year 2005 contract values and may not reflect actual expenditures.
We did not verify the acouracy or Gompleteness of the dollar figures provided to us.

Contract values were rounded to the nearest thousand. Several Justice components use
departmentwide contracts with LexisNexis and West, which provide, among other things, access to
public records information. Several components, including the litigating divisions (Civil, Criminal,
Antitrust, and Tax), the Office of Justice Programs, and the Executive Office for U.S. Attorneys,
reported that their use of these departmentwide contracts was primarily for legal research, and
therefore we did hot include these uses in the table
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“Seisint is now owned by LexisNexis.

bEquifax is an example of a consumer reporting agency. Consumer reporting agencies, also known as
credit bureaus, are entities that collect and sell information about the creditworthiness, among other
things, of individuals and are required by the Fair Credit Reporting Act to disclose such information
only for permissible purposes.

DHS Uses Information
Resellers Primarily for Law
Enforcement and
Counterterrorism

In fiscal year 2005, DHS and its components reported that they used
information reseller data primarily for law enforcement purposes, such as
for developing leads on subjects in criminal investigations and detecting
fraud in immigration benefit applications (part of entorcing the
immigration laws). Counterterrorism uses involved screening programs at
the northern and southern borders as well as at the nation’s airports. DHS
reported planning to spend about $9 million acquiring personal information
from resellers in fiscal year 2005. DHS acquired these services primarily for
law enforcement (63 percent) and counterterrorism (35 percent) purposes
through FEDLINK—a governmentwide contract vehicle provided by the
Library of Congress—and GSA’s Federal Supply Schedule contracts as well
as direct purchases by its components. DHS's primary vehicle for acquiring
data from information resellers was the FEDLINK contract vehicle, which
DHS used to acquire reseller services from Choicepoint ($4.1 million), Dun
& Bradstreet ($640,000), LexisNexis ($2 million), and West ($1 million).

U.S. Immigration and Customs Enforcement (ICE) is DHS's largest user of
personal information from resellers, with acquisitions worth over $4.3
million. The largest investigative component of DHS, ICE has as its mission
to prevent acts of terrorism by targeting the people, money, and materials
that support terrorist and criminal activities. ICE uses information resellers
to collect personal information for criminal investigative purposes and to
perform background security checks. Data commonly obtained include
address and vehicle information; according to officials, this information is
either used to verify data already collected or is itself verified by
investigators through other means. For example, ICE’s Federal Protective
Service has about 50 users who access an information reseller database to
assist in properly identifying and locating potential criminal suspects.
Investigators may verify an address obtained from the database by
confirming billing information with a utility company or by conducting
“drive-by” surveillance. The Federal Protective Service views information
obtained from resellers as “raw” or “unverified” data, which may or may
not be of use to investigators.

Other DHS components likewise reported using personal information from
resellers to support investigations and other law enforcement-related
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activities. For example, U.S. Customs and Border Protection (CBP)—
tasked with managing, controlling, and protecting the nation’s borders at
and between the official ports of entry—uses information resellers for law
enforcement, intelligence gathering, and prosecution support. Using these
databases, investigators conduct queries on people, businesses, propetrty,
and corresponding links via a secure Internet connection. According to
officials, information obtained is corroborated with other previously
obtained data, open-source information, and investigative leads.

CBP also uses a specially developed information reseller product to assist
law enforcement officials in vehicle identification at northern and southern
land borders. CBP uses electronic readers to capture license plate data on
vehicles entering or exiting U.S. borders, converts the data to an electronic
format, and transmits the data to an information reseller, which returns
U.S. motor vehicle registration information to CBP. The license plate data,
merged with the associated motor vehicle registration data provided by the
reseller, are then checked against government databases in order to help
assess risk related to vehicles (i.e., a vehicle whose license plate is
associated with a law enforcement record might be referred for secondary
examination).

The Federal Emergency Management Agency (FEMA), charged with
building and supporting the nation’s emergency management system, uses
an information reseller to detect fraud in disaster assistance applications.
FEMA uses this service to verify information that individuals present in
their applications for disaster assistance via the Internet. At the time of
application, an individual is required to pass an identity check that
determines whether the presented identity exists, followed by an identity
validation quiz to better ensure that the applicant corresponds to the
identity presented. The information reseller is used to verify the applicant’s
name, address, and Social Security number.

DHS is also using information resellers in its counterterrorism efforts. For
example, the Transportation Security Administration (TSA), tasked with
protecting the nation’s transportation systems, used data obtained from
information resellers as part of a test associated with the development of
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its domestic passenger prescreening program, called “Secure Flight.”**
TSA’s plans for Secure Flight involve the submission of passenger
information by an aircraft operator to TSA whenever a reservation is made
for a flight in which the origin and destination are domestic airports. In the
prescreening of airline passengers, this information would be compared
with federal watch lists of individuals known or suspected of activities
related to terrorism. TSA conducted a test designed to help determine the
extent to which information resellers could be used to authenticate
passenger identity information provided by air carriers. It plans to use the
test results to determine whether commercial data can be used to improve
the etfectiveness of watch-list matching by identitying passengers who
would not have been identified from passenger name records and
government data alone. The test results also may be used to identify items
of personally identifying information that should be required of passengers
to improve aviation security.

Table 4 provides detailed information about DHS uses of information
resellers in fiscal year 2005, as reported by officials of the department’s
components.

Flor an assessment of privacy issucs associaled with the Secure Flight commercial data
test, sce GAO, Aviation Security: Transportation Security Admind ion Did Not Fully
Disclose Uses of Persondl Information during Secure Flighl Program Tesling én Iitia
Privacy Notices, but Ilas Recently Taken Steps to More Fully Inform. the Public, A0-05-
64K (Washington, D.C.: July 22, 2005},
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L]
Table 4: Reported Uses of Personal Information: DHS Contracts with Information Resellers, Fiscal Year 2005

Major
component

Aggregate

Information reseller contract value

Uses involving personal information

U.S. Immigration
and Customs
Enforcement

ChoicePoint, Dun &
Bradstreet,
LexisNexis, West

$4,389,000

Acquire data (generally, address and vehicle information) for criminal
investigations and background security checks.

According to officials, information is either used to verify data already
collected or is itself verified by investigators through other means.

Federal Protective Service. Identify and locate potential criminal
suspects using address, vehicle, and other information.

Office of Detention and Removal. Locate and remove illegal aliens from
the United States using address, vehicle, and other information

U.S. Customs and
Border Protection

ChoicePoint,
LexisNexis, Dun &
Bradstreet, and West

$2,375,000

Conduct queries on people, businesses, property, and corresponding
links in support of law enforcement, intelligence gathering, and
prosecution support,

Border Patrol Del Rio Sector. Obtain information such as addresses,
telephone numbers, and names of relatives in support of investigations
involving registered owners of seized vehicles and property.

National Targeting Center. Look up information associated with license
plate data to assist in vehicle identification at northern and southern land
borders

License plate readers capture data on vehicles and cross-check
against information reseller and government databases. Data captured
are used to help assess risk related to these vehicles (e.g., a car
whose license plate is associated with a law enforcement record might
be referred for secondary examination).

U.S. Citizenship
and Immigration
Services

ChoicePoint, $960,000

LexisNexis, West

Offices of Fraud Detection and National Security and Asylum. Detect
fraud in appllcahons for immigrant beneﬂts and obtain court records
(including judgments and uments) to support a broad
range of evidentiary requirements 1or official adjudication proceedings

Transportation
Security
Administration

Acxiom, Insight $897,000

America, Qsent*

Test the feasibility of using commercial data sources to authenticate
identity information contained in passenger records to support
passenger prescreening

As part of the Secure Flight Program, TSA conducted a test to
determlne whether commercial data could be used to improve the

of watch list ing by identifying passengers who
would not have been identified from passenger name records and
government data alone. TSA plans to use the results of the test to
identify what personally identifying information should be required in
passenger name records to maximize aviation security.
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(Continved From Previous Page)

Major Aggregate

component Information reseller contract value  Uses involving personal information

U.S. Secret ChoicePoint, Dallas $471,000  Provide investigative leads to field agents and other Secret Service
Service Computer Services, personnel in conducting their investigations (e.g., to develop background

Dun & Bradstreet,
LocatePLUS, and

information on persons, locations, or businesses)

APPRISS Acquire jail data that are used as a cross-check against state and
federal databases on warrants, sex offenders, child support, probations,
and paroles.

Federal ChoicePoint $113,000  Acquire information such as name, address, and Social Security number
Emergency to help verify and validate the identities of individuals applying for
Management disaster assistance via the Internet.

Agency

Office of GhoicePoint, $39,000  Generate leads in law enforcement investigations.

Inspector General LexisNexis

U.S. Coast Guard ChoicePoint

$19,000  Obtain up-to-date credit reports as needed to assist in the resolution of
financial issues that are of a security concern in adjudications.

Federal Law ChoicePoint
Enforcement

Training Center—

Special

Investigations

Division

$7,900  Verify addresses, conduct background checks, criminal and
administrative investigations.

Source: DHS.

Notes: The table represents fiscal year 2005 contract values and may not reflect actual expenditures.
We did not verify the accuracy or completeness of the dollar figures provided o us.

Contract values were rounded to the nearest thousand.
Several DHS components use the departmentwide contracts with LexisNexis and West. Components
such as the Science and and Di reported that their use of these

departmentwide contracts did not involve the use of personal information (e.9., reported uses were for
legal or scientific research); accordingly, we did not include these values in the table.

To the extent possible, we excluded uses that did not involve personal information; however, since DHS
officials for depar FEDLINK contracts were unable to provide a
breakdown of component billings by information reseller, the values reflected in the table may include
uses that do not involve personal information. For example, U.S. Citizenship and Immigration Services’
fiscal year 2005 use of departmentwide FEDLINK contracts totaled approximately $960,000, but
contract officials could not provide specific amounts for this organization's use of ChoicePoint,
LexisNexis, and West. Although U.S. Gitizenship and Immigration Services described use of West as
primarily for legal research, we could not separate costs associated with use of personal information
“Acxiom, Insight America (now ownad by Acxiom), and Qsent were subcontractors on the EagleForce
Associates contract to conduct a commercial data test for the Secure Flight Program. Although
EagleForce is not an information reseller, we included the contract value because the commercial data
test invelved the acquisition of persenal information from resellers.
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SSA Uses Information

Resellers Primarily for
Fraud Prevention and

Identity Verification

In an effort to ensure the accuracy of Social Security benefit payments, SSA
and its components reported using approximately $1.3 million in contracts
in fiscal year 2005 with information resellers for a variety of purposes
relating to fraud prevention (66 percent), such as skiptracing,*® confirming
suspected fraud related to workers compensation payments, obtaining
information on criminal suspects for follow-up investigations (18 percent),
and collecting debts (16 percent). SSA and its components acquired these
services through the use of the GSA and FEDLINK governmentwide
contracts and their own contracts. In fiscal year 2005, SSA contracted with
ChoicePoint, LexisNexis, SourceCorp, and Equifax.

The Office of the Inspector General (OIG), the largest user of information
reseller data at SSA, supports the agency’s efforts to prevent fraud, waste,
and abuse. The OIG uses several information resellers to assist
investigative agents in detecting benefit abuse by Social Security claimants
and to assist agents in locating claimants. For example, OIG agents access
reseller data to verify the identity of subjects undergoing criminal
investigations.

Regional office agents may also use reseller data in investigating persons
suspected of claiming disability fraudulently and draw upon assistance
from OIG headquarters staff and state investigators from the state Attorney
General’s office in these investigations. For example, the Northeastern
Program Service Center, located in the New York branch of SSA, obtains
New York State Workers Compensation Beard data from SourceCorp, the
only company legally permitted to maintain the physical and electronic
records for New York State Workers Compensation. Through the use of this
information, SSA can identify persons collecting workers compensation
benefits but not reporting those benefits, as required, to the SSA.

Table 5 details in aggregate the vendors, fiscal year 2005 contract values,
and uses of contracts with information resellers reported by major SSA
components.

%Skiptracing is the process of locating people who have fled in order to avoid paying debts.
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L]
Table 5: Reported Uses of Personal Information: SSA Contracts with Information Resellers, Fiscal Year 2005

User

Information
reseller

Contract
value  Uses involving personal information

Agencywide

LexisNexis

$848,000°  Field Office Staff. Obtain resource information (i.e., real property
ownership, values, real property transfers, and information concerning
the ownership of automobiles and boats) to verify the validity of
Supplemental Security Income applicants and recipients.

Office of inspector General. Access public records information to assist
with investigations of fraud and abuse within the SSA programs.

Office of Hearings and Appeals. Access public records information to
locate the addresses of individuals.

Office of the Inspector
General

ChoicePoint

$240,000  Acquire information on subjects of criminal investigations (e.g.,
locations, assets, relatives) and help corroborate fraud allegations that
are submitted to the Office of the Inspector General by SSA or the
general public.”

Agencywide®

Equifax

$204,000 Obtain address verification reports for the most current address of
delinquent debtors for undeliverable overpayment-related notices and
follow up billing and teleprinter profile reports (standard credit reports)
that show the credit history of the debtor referred to Justice for enforced
collection via civil suit.

Northeastern Program
Service Center

SourceCorp

$14,000 Access New York State Worker Compensation Board payment data to
ensure that persons claiming Social Security benefits are correctly
reporting workers compensation benefits on their forms.

Office of the Inspector
General New Jersey
Cooperative Disability
Investigation Unit?

ChoicePoint

$4,000  Access information on disability claimants and their physicians to
determine if the claimants may be hiding assets and other sources of
income that may make them ineligible for disability benefits.

Source: SSA.

Notes: The table represents fiscal year 2005 contract values and may not reflect actual expenditures.
We did not verify the accuracy or completeness of the dollar figures provided to us.

Contract values were rounded to the nearest thousand.

“This figure may include uses that do notinvolve personal information since LexisNexis provides news
and legal research in addition to public records. SSA was unable to separate the dollar values
associated with use of personal information from uses for other purposes.

¥In addition to initiating its own investigations, the Office of the Inspector General receives notices from
the general public about suspected fraud According to one agency official, a Iavge portion of these
fraud i are either il and must be by ial evidence.
Before moving ahead with an mvesllgallon officials obtain data from an information reseller to verify
the legitimacy of the fraud allegations, fill in any missing information on the submitted forms and
develop leads that would further the development of the allegation and any subsequent investigation if
warranted,

“The Equifax data are accessible by the Northeastern Program Service Center, Mid-Atlantic Program
Service Center, Southeastern Program Service Center, Great Lakes Program Service Center, Western
Program Service Center, Mid-America Program Service Center, Office of Central Operations, and
Office of Financial Pelicy and Qperations,
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“This is an SSA-funded joint investigation between SSA and the New Jersey State Attorney General's
Office.

The Department of State
Uses Information Resellers
Primarily for Passport
Fraud Detection and
Investigation

The Department of State and its components reported approximately
$569,000 in contracts in fiscal year 2005 with information resellers,
primarily for assistance in fraud related activities through criminal
investigations (51 percent), fraud detection (26 percent), and other uses (23
percent) such as background screening. State acquired information reseller
services through the GSA schedule and a Justice blanket-purchase
agreement. In fiscal year 2005, the majority of State contracts were with
ChoicePoint; the agency also had contracts with LexisNexis, Equifax and
Metronet.

State’s components reported use of these contracts mainly for passport-
related activities. For example, several components of State accessed
personal information to validate information submitted on immigrant and
nonimmigrant visa petitions, such as marital or familial relationships, birth
and identity information, and address validation. A major use of reseller
data at State is by investigators acquiring information on suspects in
passport and visa fraud cases. According to State, information reseller data
are increasingly important to its operations, because the number of
passport and visa fraud cases has increased, and successtul investigations
of passport and visa fraud are critical to combating terrorism.

In addition to these uses, State acquires personal information through
Equifax to support. the financial bhackground screening of its job applicants.

Table 6 details the vendors, fiscal year 2005 contract values, and uses of
contracts with information resellers reported by major State components.
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Table 6: Reported Uses of Personal Information: Department of State Contracts with Information Resellers, Fiscal Year 2005

Information Contract
Component reseller value Uses involving personal information
Diplomatic Security ChoicePoint $288,000 Criminal Investigations Division. Obtain leads on addresses, locations,

identity, etc., used in the conduct of criminal investigations of passport
and visa fraud.

Dij ic Security Ce d Center and Dij; ic Security agents at
26 overseas posts. Same use.

Office of Personnel Equifax
Security and

$132,000 Obtain credit checks on applicants and new hires to support background
screening processes

Suitability

Bureau of Consular  ChoicePoint, $89,000 Check the validity of selected passport applications, particularly two
Affairs Metronet categories of high-risk applications.”

National Visa ChoicePoint $40,000 Verify information submitted on immigrant and nonimmigrant visa
Center petitions.

Office of Consular  LexisNexis $21,000 Investigate claims of marital and familial relationships on immigrant visa

Fraud Prevention
Programs

applications and determine the bona fides of prospective employers for
employment-based nonimmigrant visas.

Source: Departrent of Stte.
Note: The table raprasents fiscal year 2005 contract values and may not reflect actual expenditures.
We did not verify the accuracy or completeness of the dollar figures provided to us.

The two categories of high-isk passport applications include those with birth certificates from Puerto

Rico and those from appl lacking primary documents, who include
affidavits from family or associates atiesting to their identity.

Agencies Contract with
Information Resellers
Primarily through Use of
GSA’s Federal Supply
Schedules and the Library of
Congress’s FEDLINK
Service

In fiscal year 2005, the four agencies acquired personal information
primarily through governmentwide contracts, including GSA's Federal
Supply Schedule (52 percent) contracts and the Library of Congress’s
FEDLINK contracts (28 percent). Components within these agencies also
initiated separate contracts with resellers as well. The Department of
Justice was the largest user, accounting for approximately $19 million of
the $30 million total for all four agencies. Figure 3 shows the values of
reseller data acquisition by agency for fiscal year 2005.
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L]
Figure 3: Total Dollar Values, Categorized by Agency, of Fiscal Year 2005 Acquisition
of Personal Information from Information Resellers

Dotars in thousands

25

20 512,286
—

Agency

Souree: QA

anaiysis of agency-provised data.

In fiscal year 2005, the most common vehicles used among all four agencies
to acquire personal information from information resellers were the
governmentwide contracts made available through GSA's Federal Supply
Schedule. The GSA schedule provides agencies with simplified,
streamlined contracting vehicles, allowing them to obtain access to
information resellers’ services either by issuing task or purchase orders or
by establishing blanket purchase agreements based on the schedule
contracts. The majority of Justice’s acquisition of information reseller
services was obtained through the GSA schedule, including a blanket
purchase agreement with ChoicePoint that was also made available to non-
Justice agencies (for example, the Departments of State and Health and
Human Services). In addition, components of DHS such as the U.S. Secret
Service and the $SSA’s Office of Inspector General made use of GSA
schedule contracts with information resellers.
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The Federal Supply Schedule allows agencies to take advantage of
prenegotiated contracts with a variety of vendors, including information
resellers. GSA does not assess fees for the use of these contracts; rather it
funds the operation of the schedules in part by obtaining administrative
fees from vendors on a quarterly basis. According to GSA officials, use of
the schedule contracts allows agencies to obtain the best price and reduce
their procurement lead time. Since these contracts have been
prenegotiated, agencies do not need to issue their own solicitation. Instead,
agencies may simply place a task order directly with the vendor, citing the
schedule number. GSA's role in administering these contracts is primarily
to negotiate baseline contract requirements and pricing; it does not
monitor which agencies are using its schedule contracts. GSA officials
noted that the requirements contained in the schedule contracts are
baseline, and agencies may add more stringent requirements to their
individual task orders.

Another contract vehicle commonly used to obtain personal information
from information resellers was the Library of Congress’s FEDLINK service
(28 percent). This vehicle was used by hoth DHS and SSA.* FEDLINK, an
intragovernmental revolving fund,” is a cooperative procurement,
accounting, and training program designed to provide access to online
databases, periodical subscriptions, books, and other library and
information support services from commercial suppliers, including
information resellers. At DHS, use of the FEDLINK service was the primary
vehicle for contracting with information resellers. DHS also used GSA
schedule buys, and some smaller purchases were made directly between
DHS components and information resellers. The majority of SSA’s fiscal
year 2005 acquisitions from information resellers were through FEDLINK,
with some use of the GSA schedule contracts.

FEDLINK allows agencies to take advantage of prenegotiated contracts at
volume discounts with a variety of vendors, including information resellers.
As with the GSA schedule contracts, the requirements of the FEDLINK

FAlthough the Library of Congress ndicated fhat the Department of State also used
FIDLINK contracts with Dun & Bradstreet and LexisNe: ale officials reported (hal
their use of these contracts did not involve aceess Lo personal information.

Feetion 103 of Pub. L. 106181 (2 U, 182¢) eslablishes FIEDLINK as a revolving (und.
The law authorizes the FEDLINK revolving find to provide “the procurcment of commercial
information services, publications in any format, and library support services, related
accounting scrvices, related education, information and support scrviees™ to federal offices
and to other organizations entitled to use federal sources of supply.
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contracts serve as a baseline, and agencies may add more stringent
requirements if they so choose.

FEDLINK offers two different options for using its contracts: direct
express and transfer pay. The direct express option is similar to the GSA
schedule process, in which the agency issues a purchase order directly to
the vendor and cites the underlying FEDLINK contract. Under direct
express, the ordering agency is responsible for managing the delivery of
products and services and paying invoices, and the vendor pays an
administrative fee to the Library. Under the transter pay option, ordering
agencies must sign an interagency agreement and pay an administrative fee
to the Library. In turn, the ordering agencies receive additional
administrative services. DHS used both the direct express and transtfer pay
options in fiscal year 2005, while SSA used transfer pay exclusively.

Resellers Take Steps to
Protect Privacy, but
These Measures Are
Not Fully Consistent
with the Fair
Information Practices

Although the information resellers that do business with the federal
agencies we reviewed™ have practices in place to protect privacy, these
measures were not fully consistent with the Fair Information Practices.
Most significantly, the first four principles, relating to collection limilation,
data qualily, purpose specificalion, and use limilalion, are largely at
odds with the nature of the information reseller business. These principles
center on limiting the collection and use of personal information and
require data accuracy based on that limited purpose and limited use of the
information. However, the information reseller industry presupposes that
the collection and use of personal information is not limited to specific
purposes, but instead that information can be collected and made available
to multiple customers for multiple purposes. Resellers make it their
business to collect large amounts of personal information and to combine
that information in new ways so that it serves purposes other than those for
which it was originally collected. Further, they are limited in their ability to

FWe reviewed the practices of five major information reseller
Acxiom, Dun & Bradstreel, and Wesl. While these resellers wei
ol personal information, their busing
e in business practices appears in the background s

hoicePoint, LexisNexis,

tion of this report.

“Rescllers arc constrained from collecting certain types of information and aggregating it
wilh other personal information. For example, the Fair Credit Reporting Act and the
Gramm-Leach-Bliley Act constrain the collection and usc of personal information, such as
financial information,
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ensure the accuracy, currency, or relevance of their holdings, because these
qualities may vary based on customers’ varying uses.

Information reseller policies and procedures were consistent with aspects
of the remaining four Fair Information Practices. Large resellers reported
implementing a variety of security safeguards, such as stringent customer
credentialing, to improve protection of personal information. Resellers also
generally provided public notice of key aspects of their privacy policies and
practices, (relevant to the openness principle) and reported taking actions
to ensure internal compliance with their own privacy policies (relevant to
the accouniabl principle). However, resellers generally limited the
extent to which individuals could gain access to personal information held
about themselves, and because they obtain their information from other
sources, most resellers also had limited provisions for correcting or
deleting inaccurate information contained in their databases (relevant to
the individual participation principle).! Instead, they directed individuals
wishing to make corrections to contact the original sources of the data.
Table 7 provides an overview of information resellers’ application of the
Fair Information Practices.

Table 7: Information Resellers’ Application of Principles of the Fair Information Practices

Principle

Resellers’ application

Collection limitation. The collection of personal information
should be limited, should be obtained by lawful and fair means,
and, where appropriate, with the knowledge or consent of the
individual.

Resellers do not limit collections to specific purposes but collect
large amounts of personal information, within the bounds of the
law. Further, in many cases, individuals do not know that their
personal information is being collected by the reseller, even
though they may have known of the original (source) collection.

Data quality. Personal information should be relevant to the
purpose for which it is collected, and should be accurate,
complete, and current as needed for that purpose.

Although they often have measures in place for ensuring data
accuracy in the aggregate, resellers do not ensure that the
information they provide is accurate, complete, and current for a
specific purpose. Instead, they monitor and rely on the quality
controls of the original data source.

Purpose specification. The purpose for the collection of
personal information should be disclosed before collsction and
upon any change te that purpose, and its use should be limited
to that purpose and compatible purposes.

Resellers disclose general categories of purposes for their data
collection rather than specific purposes. They obtain information
originally collected for specific purposes and generally offer it for
a much wider range of purposes.

TSeveral information rosellers reported thal if the inaccuracy was a resull of their error

., transposing numbaers or letters or incorreetly aggregating information), they would

correct the data in their databases.
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(Continved From Previous Page)

Principle

Resellers’ application

Use limitation. Personal information should not be disclosed or
otherwise used for other than a specified purpose without
consent of the individual or legal authority.

Resellers generally limit the use of information as required by
law rather than on the basis of the purposes originally specified
when the information was collected. Resellers generally pass
responsibility for legal use restrictions to customers through
licensing and contract terms and agreements. Customers must
contractually agree to appropriate uses of the data and must
agree to comply with applicable laws.

Security safeguards. Personal information should be protected
with reasonable security safeguards against risks such as loss
or unauthorized access, destruction, use, modification, or
disclosure.

Resellers reported implementing a variety of security
safeguards, such as stringent customer credentialing, to
improve protection of personal infermation.

Openness. The public should be informed about privacy policies
and practices, and individuals should have ready means of
learning about the use of personal information.

Resellers generally inform the public of key aspects of privacy
policies through Web sites, brochures, and so on.

Individual participation. Individuals should have the following
rights: to know about the collection of personal information, to
access that information, to request correction, and to challenge
the denial of those rights.

Although information resellers allow individuals access to their
personal information, this access is generally limited, as is the
opportunity to make corrections. Generally, resellers only
correct errors they may have introduced in the process of
obtaining and aggregating data.

Accountability. Individuals controlling the collection or use of
personal information should be accountable for taking steps to
ensure the implementation of these principles.

Resellers reported taking actions, such as designating a chief
privacy officer or squivalent, to ensure compliance with their
privacy policies. Annual privacy audits were conducted in one
case.

Source: GAQ analysis of reseller information.

Note: We did not evaluate the effectiveness of information reseller practices, only the extent to which
resellers applied the Fair Information Practices.

Information Resellers
Gernerally Did Not Report
Limiting Their Data
Collection to Specific
Purposes or Notifying

According to the collec
Practices, the collection of personal information should be limited,
information should be obtained by lawful and fair means, and, where
appropriate, it should be collected with the knowledge and consent of the
individual. The collection limitation principle also suggests that
organizations could limit collection to the minimum amount of data

tiom mitation principle of the Fair Information

Individuals about Them necessary to process a transaction.

In practice, resellers are limited in the personal information that they can
obtain by laws that apply to specific kinds of information (for example, the
Fair Credit Reporting Act and the Gramm-Leach-Bliley Act, which restrict
the collection, use, and disclosure of certain consumer and financial data).
One reseller reported that it also restricts collection of Social Security
number information from public records, as well as collection of
identifying information on children from public sources, such as telephone
directories.
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Beyond specific legal restrictions, information resellers generally attempt
to aggregate large amounts of personal information so as to provide useful
information to a broad range of customers. For example, resellers collect
personal information from a wide variety of sources, including state motor
vehicle records; local government records on births, real property, and
voter registrations; and various court records. Information resellers may
also obtain information from telephone directories, Internet sites, and
consumer applications for products or services. The widely varying
sources and types of information demonstrate the broad nature of the
collection of personal information. The amount and scope of information
collected vary from company to company, and resellers use this
information to offer a range of products tailored to different markets and

g 12

uses.

Regarding the principle that information should be obtained by lawful and
fair means, resellers stated that they take steps to ensure that their
collection of information is legal. For example, resellers told us that they
obtain assurances from their data suppliers that information is legally
collected from reputable sources. Further, they design their products and
services to ensure they are in conformance with laws such as the Gramm-
Leach-Bliley Act and the Fair Credit Reporting Act.

Regarding the principle that, where appropriate, information should be
collected with the knowledge and consent of the individual, resellers do
not make provisions to notify the individuals involved when they obtain
personal data from their many sources, including public records.
Concomitantly, individuals are not afforded an opportunity to express or
withhold their consent when the information is collected. Resellers said
they believe it may not be appropriate or practical for them to provide
notice or obtain consent from individuals because they do not collect
information directly from them. One reseller noted that in many instances
the company does not have a direct relationship with the data subject and
is therefore not in a position to interact with the consumer for purposes

One reseller reported thal il maintains discrele databases developed and tailored (oward
ils specilic product offerings in marketing, fraud prevention, and directory services. These
product offerings are geared toward specilic clients. For example, the reseller’s fraud
prevention product makes use of public record and publiely available information as well as
credit header information. The fraud provention product provides identity verifieation and
invesligalive Lools primarily Lo the linancial and insurance industrics and (o law
cnforecment agencics involved in frand or criminal investigations. Within the four ageneics,
use of this reseller was reported only as part of TSA's Secure Flight commercial data test.
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such as providing notice. Further, this reseller stated its belief that
requiring resellers to notify and obtain consent from each individual about
whom they obtain information would result in consumers being
overwhelmed with notices and negate the value of notice.

Under certain conditions, some information resellers offer consumers an
“opt-out” option—that is, individuals may request that information about
themselves be suppressed from selected databases. However, resellers
generally offer this option only with respect to certain types of information
and only under limited circumstances. For example, one reseller allows
consumers to opt out of its marketing products but not other products,
such as background screening and fraud detection products. The privacy
policy for another information reseller states that it will allow certain
individuals to opt out of its nonpublic information databases containing
sensitive information under specific conditions: if the individual is a state,
local, or federal law enforcement officer or public official whose position
exposes him or her to a threat of imminent harm; if the individual is a
victim of identity theft; or if the individual is at risk of physical harm. In
order to exercise this option, consumers generally must provide
satisfactory documentation to support the basis for their request. In any
event, the reseller retains the right to determine (1) whether to grant or
deny any request, (2) to which databases the request for removal will apply,
and (3) the duration of the removal. Two resellers stated their belief that
under certain circumstances it may not be appropriate to provide
consumers with opportunities for opting out, such as for information
products designed to detect fraud or locate criminals. These resellers
stated that if individuals were permitted to opt out of fraud prevention
databases, some of those opting out could be criminals, which would
undermine the effectiveness and utility of these databases.

Information Resellers Do
Not Ensure That Personal
Information They Provide Is
Accurate for Specific
Purposes

According to the data guality principle, personal information should be
relevant to the purpose for which it is collected, and should be accurate,
complete, and current as needed for that purpose. Information resellers
reported taking steps to ensure that they generally receive accurate data
from their sources and that they do not introduce errors in the process of
transcribing and aggregating information; however, they generally provide
their customers with exactly the same data they obtain and do not claim or
guarantee that the information is accurate for a specific purpose. Some
resellers’ privacy policies state that they expect their data to contain some
errors. Further, resellers varied in their policies regarding correction of
data determined to be inaccurate as obtained by them. One reseller stated
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that it would delete information in its databases that was found to be
inaccurate. Another stated that even if an individual presents persuasive
evidence that certain information is in error, the reseller generally does not
make changes if the information comes directly from an official public
source (unless instructed to do so by that source). Because they are not the
original source of the personal information, information resellers generally
direct individuals to the original sources to correct any errors. Several
resellers stated that they would correct any identified errors introduced
through their own processing and aggregation of data.

‘While not providing specific assurance of the accuracy of the data they
provide, information resellers reported that they take s to ensure that
their suppliers have data quality controls in place. For example, officials
from one information reseller said they use a screening process to help
determine whether they should use a particular supplier.** As part of this
process, the reseller assesses whether the supplier has internal controls in
place that are in line with the reseller’s policies. Information resellers also
reported that they conduct annual audits of their suppliers aimed at
assessing the integrity and quality of the information they receive. If these
audits show that a supplier has failed to provide accurate, complete, and
timely information, the reseller may discontinue using that supplier.

Resellers also noted that data accuracy is contingent upon intended use.
That is, data that may be perfectly adequate for one purpose may not be
precise enough or appropriate for another purpose. While end users, such
as federal agencies, may address data quality for their specific purposes,
resellers—who maintain personal information for multiple purposes—are
less able to achieve accuracy because they support multiple uses. Thus,
resellers generally disclaim data accuracy and leave it to their customers to
ensure that the data are accurate for their intended uses. One reseller
stated that their customers understand the accuracy limitations of the data
they obtain and take the potential for data inaccuracy into account when
using the data.

BWhile a significant amount of reseller information comes from public records, rescllers
also usc private companics, including other companics that aggregate information, as
supplicrs. For example, a rescller may contract with another privale firm (o obtain
telephone book information. Furthe, rescllers may contract with other private firms to
collect information from public records sources,
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Information Resellers’
Specification of the Purpose
of Data Collection Consists
of Broad Descriptions of
Business Categories

According to the purpose specificaiion principle, the purpose for the
collection of personal information should be disclosed before collection
and upon any change to that purpose, and its use should be limited to that
purpose and compatible purposes. While information resellers specify
purpose in a general way by describing the types of businesses that use
their data, they generally do not designate specific intended uses for each
of their data collections. Resellers generally obtain information that has
already been collected for a specific purpose and make that information
available to their customers, who in turn have a broader variety of
purposes for using it. For example, personal information originally
submitted by a customer to register a product warranty could be obtained
by a reseller and subsequently made available to another business or
government agency, which might use it for an unrelated purpose, such as
identity verification, background checking, or marketing.

In a general sense, information resellers specify their purpose by indicating
(on company Web sites, for example) the business categories of the
customers for whom they collect information. For example, reseller
privacy policies generally state that resellers make personal information
available for legitimate uses by business and government organizations.
Examples of business categories may be provided, but resellers do not
specify which types of information are to be used in which business
categories. It is difficult for resellers to provide greater specificity because
they make their data available to many customers for a wide range of
legitimate purposes. As a result, the public is made aware only of the broad
range of potential uses to which their personal information may be applied,
rather than a specific use, as envisioned in the Fair Information Practices.

Information Resellers
Generally Limit the Use of
Information as Required by
Law, Rather Than on the
Basis of Purposes Originally
Specified When the
Information Was Collected

Under the use limitation principle, personal information should not be
disclosed or used for other than the originally specitied purpose without
consent of the individual or legal authority. However, because information
reseller purposes are specified very broadly, it is difficult for resellers to
ensure that use of the information in their databases is limited. As
previously discussed, information reseller data may have many different
uses, depending on the types of customers involved. Resellers do take steps
to ensure that their customers’ use of personal information is limited to
legally sanctioned purposes. Information resellers pass this responsibility
to their customers through licensing agreements and contract terms and
agreements.
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According to two large information resellers, customers are generally
contractually required to use data from resellers appropriately and must
agree to comply with applicable laws, such as the Gramm-Leach-Bliley Act,
the Fair Credit Reporting Act, and the Driver’s Privacy Protection Act. For
example, one information reseller uses a service agreement that includes
provisions governing permissible use of information sought by the
customet, the confidentiality of information provided, legal requirements
under federal and state laws, and other customer obligations. The reseller
reported that the company monitors its customers’ compliance by
conducting periodic audits and taking appropriate actions in response to
any audit tindings.

In a standardized agreement form used by another reseller, federal
agencies must certify that they will use information obtained from the
reseller only as permissible under the Gramm-Leach-Bliley Act and the
Driver’s Privacy Protection Act. The service agreement identifies
permissible purposes for information whose use is restricted by these laws
and requires agencies to agree that they will use the information only in the
performance or the furtherance of appropriate government activities. In
conformance with the Gramm-Leach-Bliley Act permissible uses, the
information reseller requires agencies to certify that they will use personal
information “only as requested or authorized by the consumer.”

The information resellers used by the federal agencies we reviewed
generally also reported taking steps to ensure that access to certain
sensitive types of personally identifiable information is limited to certain
customers and uses. For example, two resellers reported that they provide
full Social Security numbers and driver’s license numbers only to specific
types of customers, including law enforcement agencies and insurance
companies, and for purposes such as employment or tenant screening.
While actions such as these are useful in protecting privacy and are
consistent with the use limitation principle in that they narrow the range of
potential uses for this type of information, they are not equivalent to
limiting use only to a specific predefined purpose. Without limiting use to
predefined purposes, resellers cannot provide individuals with assurance
that their information will only be accessed and used for the purpose
originally specified when the information was collected.
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Information Resellers
Reported Taking Steps to
Improve Security
Safeguards

According to the security safequards principle, personal information
should be protected with reasonable safeguards against risks such as loss
or unauthorized access, destruction, use, modification, or disclosure. While
we did not evaluate the effectiveness of resellers’ information security
programs, resellers we spoke with said they employ various safeguards to
protect consumers’ personal information. They implemented these
safeguards in part for business reasons but also because federal laws
require such protections. Resellers describe these safeguards in various
policy statements, such as online and data privacy policies or privacy
statements posted on Internet sites. Resellers also generally had
information security plans describing, among other things, access controls
for information and systems, document management practices, incident
reporting, and premises security.

Given recent incidents, large information resellers reported having recently
taken steps to improve their safeguards against unauthorized access. In a
well-publicized incident, in February 2005, ChoicePoint disclosed that
unauthorized individuals had gained access to personal information by
posing as a firm of private investigators. In the following month, LexisNexis
disclosed that unauthorized individuals had gained access to personal
information through the misappropriation of user IDs and passwords from
legitimate customers. These disclosures were required by state law, as
previously discussed. In January 2006, ChoicePoint reached a settlement
with the Federal Trade Commission* over charges that the company did
not have reasonable procedures to verify the identity of prospective new
users. The company agreed to implement new procedures to ensure that it
provides consumer reports only to legitimate business for lawful purposes.
In the mean time, both information resellers reported that they had taken
steps to improve their procedures for authorizing customers to have access
to sensitive information, such as Social Security numbers. For example,
one reseller established a credentialing task force with the goal of
centralizing its customer credentialing process. In order for customers of
this reseller to obtain products and services containing sensitive personal
information, they must now undergo a credentialing process involving a
site visit by the information reseller to verify the accuracy of information

selilement with ChoicePoint, the Federal Trade Cornmission alleged violations ol the
edit Reporting Act and scetion 5 of the Federal Trade Commission Act. Section 5 of
the act prohibits “unfair or deceplive acts or practices in or affecting commerce.” The
Tederal Trade Commission can issuc orders, obtain injunctions, impose civil penaltics, and
undertake civil actions to enforce the act. 5 U.8.C. § 45,
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reported about the business. Applicants are then scored against a
credentialing checklist to determine whether they will be granted access to
sensitive information. In addition, both resellers reported efforts to
strengthen user ID and password protections and restrict access to
sensitive personal information (including full driver’s license numbers and
Social Security numbers) to a limited number of customers, such as law
enforcement agencies (others would be able to view masked information).
Although we did not test the effectiveness of these measures, if
implemented correctly, they could help provide assurance that sensitive
information is protected appropriately.

In addition to enhancing sateguards on customer access authorizations,
resellers have instituted a variety of other security controls. For example,
three large information resellers have implemented physical safeguards at
their data centers, such as continuous monitoring of employees entering
and exiting facilities, monitoring of activity on customer accounts, and
strong authentication of users entering and exiting secure areas within the
data centers. Officials at one reseller told us that security profiles were
established for each employee that restrict access to various sections of the
center based upon employee job functions. Computer rooms were further
protected with a combined system of biometric hand readers and security
codes. Security cameras were placed throughout the facility for continuous
recording of activity and review by security staff. Information resellers also
had contingency plans in place to continue or resume operations in the
event of an emergency.

Information resellers reported that on an annual basis, or more frequently
if needed, they conduct security risk assessments as well as internal and
external security audits. These assessments addr ch topics as
vulnerabilities to internal or external security threats, reporting and
responding to security incidents, controls for network and physical
facilities, and business continuity management. The assessments also
addressed strategies for mitigating potential or identified risks.

If properly implemented, security measures such as those reported by
information resellers could contribute to effective implementation of the
security safeguards principle.
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Information Resellers
Generally Informed the
Public about Their Privacy
Policies and Practices

According to the openness principle, the public should be informed about
an organization's privacy policies and practices, and individuals should
have ready means of learning about the organization’s use of personal
information.

To address openness, information resellers took steps to inform the public
about key aspects of their privacy policies. They used means such as
company Web sites and brochures to inform the public of specific policies
and practices regarding the collection and use of personal information.
Reseller Web sites also generally provided information about the types of
information products the resellers offered—including product samples—as
well as general descriptions about the types of customers served. Several
‘Web sites also provided advice to consumers on protecting personal
information and discussed what to do if individuals suspect they are
victims of identity theft.

Providing public notice of privacy policies informs individuals of what
steps an organization takes to protect the privacy of the personal
information it collects and helps to ensure the organization’s accountability
for its stated policies.

Information Reseller
Policies Generally Allow
Individuals Limited Ability
to Access and Correct Their
Personal Information

According to the individual po ipation principle, individuals should
have the right to know about the collection of personal information, to
access that information, to request correction, and to challenge the denial
of those rights. Information resellers generally allow individuals access to
their personal information. However, this access is limited, as is the
opportunity to make corrections. Resellers may provide an individual a
report containing certain types ot information—such as compilations of
public records information—however, the report may not include all
information maintained by the resellers about that individual. For example,
one information reseller stated that it offers a free report, under certain
circumstances, on an individual’s claims history, employment history, or
tenant history. Resellers may offer basic reports to individuals at no cost,
but they generally charge for reports on additional information. A free
consumer report, such as an employment history report, for example,
typically excludes information such as driver’s license data, family
information, and credit header data that a reseller may possess in other
databases.
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Although individuals can access information about themselves, if they find
inaccuracies, they generally cannot have these corrected by the resellers.”
Information resellers direct individuals to take their cases to the original
data sources—such as courthouses or other local government agencies—
and attempt to have the inaccuracy corrected there. Several resellers stated
that they would correct any identified errors introduced through their own
processing and aggregation of data. As discussed above, resellers, as a
matter of policy, do not make corrections to data obtained from other
sources, even if the consumer provides evidence that the data are wrong.

According to resellers, making corrections to their own databases is
extremely difficult, for several reasons. First, the services these resellers
provide concentrate on providing references to a particular individual from
many sources, rather than distilling only the most accurate or current
reference. For example, a reseller might have many instances in its
databases of a particular individual’s current address. Although most might
be the same, there could be errors as well. Resellers generally would report
the information as they have it rather than attempting to determine which
entry is correct. This information is important to customers such as law
enforcement agencies. Further, resellers stated that making corrections to
their databases could be ineffective because the data are continually
refreshed with updated data from the source, and thus any correction is
likely to be changed back to its original state the next time the data are
updated. In addition, as discussed in the collection limitation section,
resellers stated their belief that it would not be appropriate to allow the
public to access and correct information held for certain purposes, such as
traud detection and locating criminals, since providing such rights could
undermine the effectiveness of these uses (e.g., by allowing criminals to
access and change their information). However, as a result of these
practices, individuals cannot know the full extent of personal information
maintained by resellers or ensure its accuracy.

TOne reseller reported thal, for cortain products, it will delete information thal has been
identified as inaccurate. For examnple, if the rescller is able to verify that data contained
wilhin its direetory or [raud products are inaccurale, it will delete the inaccurale data and
keep areeord of this in a maintenanee file so the erroncous data ave not reentered at a
future date.
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Information Resellers
Report Measures to Ensure
Accountability for the
Collection and Use of
Personal Information

According to the accouniabilily principle, individuals controlling the
collection or use of personal information should be accountable for taking
steps to ensure the implementation of the Fair Information Practices.
Although information resellers’ overall application of the Fair Information
Practices varied, each reseller we spoke with reported actions to ensure
compliance with its own privacy policies. For example, resellers reported
designating chief privacy officers to monitor compliance with internal
privacy policies and applicable laws (e.g., the Gramm-Leach-Bliley Act and
the Driver’s Privacy Protection Act). Information resellers reported that
these officials had a range of responsibilities aimed at ensuring
accountability for privacy policies, such as establishing consumer access
and customer credentialing procedures, monitoring compliance with
federal and state laws, and evaluating new sources of data (e.g., cell phone
records).

Auditing of an organization’s practices is one way of ensuring
accountability for adhering to privacy policies and procedures. Although
there are no industrywide standards requiring resellers to conduct periodic
audits of their compliance with privacy policies, one information reseller
reported using a third party to conduct privacy audits on an annual basis.
Using a third party to audit compliance with privacy policies further helps
to ensure that an information reseller is accountable for the
implementation of its privacy practices.

Establishing accountability is critical to the protection of privacy. Actions
taken by data resellers should help ensure that their privacy policies are
appropriately implemented.

Agencies Lack Policies
on Use of Reseller
Data, and Practices Do
Not Consistently
Reflect the Fair
Information Practices

Agency practices for handling personal information acquired from
information resellers did not always fully reflect the Fair Information
Practices. Further, agencies generally lacked policies that specifically
address their use of personal information from commercial sources,
although DHS Privacy Office officials reported that they were dratting such
a policy. As shown in table 8, four of the Fair Information Practices—the
collection limitation, data quality, use limilation, and security
safequards principles—were generally reflected in agency practices. For
example, several agency components (specifically, law enforcement
agencies such as the FBI and the U.S. Secret Service) reported that in
practice, they generally corroborate information obtained from resellers
when it is used as part of an investigation. This practice is consistent with
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the date qualily principle that data should be accurate, current, and
complete. Agency policies and practices with regard to the other four
principles, however, were uneven. Specifically, agencies did not always

have policies

or practices in place to address the purpose specification,

and ¥

L participotion principles with respect to reseller

data. The inconsistencies in application of these principles as well as the

lack of specific agency policies can be attributed in part to ambiguities in
OMB guidance regarding the applicability of the Privacy Act to information
obtained from resellers. Further, privacy impact assessments, which often
are not conducted, are a valuable tool that could address important aspects
of the Fair Information Practices. Finally, components within each of the
four agencies did not consistently hold statf accountable by monitoring
usage of personal information from information resellers and ensuring that
it was appropriate; thus, their application of the accountabitity principle
Was uneven.

Table 8: Application of Fair Information Practices to the Reported Handling of Personal Information from Data Resellers at Four

Agencies

Agency

application of
Principle principle Agency practices
Collection fimitation. The collection of personal General Agencies limited personal data collection to individuals under
information should be limited, should be obtained by investigation or their associates.
lawful and fair means, and, where appropriate, with
the knowledge or consent of the individual.
Data quality. Personal information should be relevant  General Agencies corroborated information from resellers and did not
to the purpose for which it is collected, and should be take actions based exclusively on such information.
accurate, complete, and current as needed for that
purpose.
Purpose specification. The purpose for the collection  Uneven Agency system of records notices did not generally reveal that
of personal information should be disclosed before agency systems could incorporate information from data
collection and upon any change to that purpose, and resellers. Agencies also generally did not conduct privacy
its use should be limited to that purpose and impact assessments for their systems or programs that involve
compatible purposes. use of reseller data.
Use fimitation. Personal infermation should not be General Agencies generally limited their use of personal information to
disclosed or otherwise used for other than a specified specific investigations (including law enforcement,
purpose without consent of the individual or legal counterterrorism, fraud detection, and debt collection).
authority.
Security safeguards. Personal information should be ~ General Agencies had security safeguards such as requiring passwords

protected with reasonable security safeguards against
risks such as loss or unauthorized access,
destruction, use, modification, or disclosure.

to access databases, basing access rights on need to know,
and logging search activities (including "cloaked logging,” which
prevents the vendor from monitoring search content)
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(Continved From Previous Page)

Agency

application of
Principle principle Agency practices
Openness. The public should be informed about Uneven See Purpose specification above. Agencies did not have
privacy policies and practices, and individuals should established policies specifically addressing the use of personal

have ready means of learning about the use of
personal information.

information obtained from resellers

Individual participation. Individuals should have the Uneven See Purpose specification above. Because agencies generally
following rights: to know about the collection of did not disclose their collections of personal information from
personal information, to access that information, to resellers, individuals were often unable to exercise these rights.
request correction, and to challenge the denial of
those rights.
Accountability. Individuals controlling the collection or  Uneven Agencies do not generally monitor usage of personal
use of personal information should be accountable for information from information resellers to hold users accountable
taking steps to ensure the implementation of these for appropriate use; instead, they rely on users to be
principles. responsible for their behavior. For example, agencies may
instruct users in their responsibilities to use personal
information appropriately, have them sign statements of
responsibility, and have them indicate what permissible
purpose a given search fulffills.
Legend:

General = policies or procedures to address all major aspects of a particular principle.

Uneven = policies or procedures addressed some but not all aspects of a particular principle or some
but not all agencies and components had policies or practices in place addressing the principle.
Source: GAD analysi of agency-supplied data

Note: We did not independently assess the effectiveness of agency information security programs. Our
assessment of overall agency application of the Fair Information Practices was based on the policies
and management practices described by the Department State and SSA as a whole and by major
components of Justice and DHS (footnote 2 in app. | lists these components). We did not obtain
information on smaller comporents of Justice and DHS.

Agency Procedures Reflect
the Collection Limitation,
Data Quality, Use
Limitation, and Security
Safeguards Principles

The collection Umitation principle establishes, among other things, that
organizations should obtain only the minimum amount of personal data
necessary to process a transaction. This principle also underlies the
Privacy Act requirement that agencies maintain in their records “only such
information about an individual as is relevant and necessary to accomplish
a purpose of the agency.™* Regarding most law-enforcement and
counterterrorism purposes, which accounted for 90 percent of usage in

5 U, a (c)(1). The Privacy Act (al § 552a (j) & (k)) allows agencics (o claim an
exemption from this provision if the records arc used for certain purposces. For example,
records compiled for criminal law enforcement purposes or for a broader calegory of
investigative records compiled for criminal or eivil law enforcement purposes can be
exernpted from this requirenent.
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fiscal year 2005, agencies generally limited their personal data collection in
that they reported obtaining information only on specific individuals under
investigation or associates of those individuals.*” Having initiated
investigations on specific individuals, however, agencies generally reported
that they obtained as much personal information as possible about the
individuals being investigated, because law enforcement investigations
require pursuing as many investigative leads as possible.

The data guality principle states that, among other things, personal
information should be relevant to the purpose for which it is collected and
be accurate. This principle is mirrored in the Privacy Act’s requirement for
agencies to maintain all records used to make determinations about an
individual with sufficient accuracy, relevance, timeliness, and
completeness as is reasonably necessary to ensure fairness.*

Agencies reported taking steps to mitigate the risk of inaccurate
information reseller data by corroborating information obtained from
resellers. Agency officials described the practice of corroborating
information as a standard element of conducting investigations. Officials
from several law enforcement component agencies, including ATF and
DEA, said corroboration was necessary to build legally sound cases from
investigations. For example, U.S. Secret Service officials reported that they
instruct agents that the information obtained from resellers should be
independently corroborated, and that none ot it should be used as probable
cause for obtaining warrants.

Further, FBI officials from FT'TTF noted that obtaining data from
information resellers helps to improve the overall quality and accuracy of
the data in investigative tiles. Officials stated that the variety of private
companies providing personal information enhances the value, quality, and
diversity of the information used by the FBI, noting that a decision to put

components used reseller data to conduet broader searches for
previously unidentified criminal behavior. These Lwo cases were an applicalion al DIEA used
to identify potential prescription drug fraud and efforts by Citizenship and Tnmigration
Services (o delect large pattemns of polential fraud through address searches and other
quer

(e)(5). The Privacy Act allows agencics Lo elaim an exemplion from his
provision of the act for certain designated purposes. For example, records compiled for
criminal law enforcement purposes can be exempl from (his provision, A broader calegory
of investigative records compiled for eriminal or civil law enforecment purposes cannot be
exernpt from this provision.
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an individual under arrest is based on “probable cause,” which is
determined by a preponderance of evidence, rather than any single source
of information, such as information in a reseller’s data base.

Likewise, for non law-enforcement use, such as debt collection and fraud
detection and prevention, agency components reported procedures for
mitigating potential problems with the accuracy of data provided by
resellers by obtaining additional information from other sources when
necessary. For example, the Executive Office for U.S. Attorneys uses
information resellers to obtain information on assets possessed by an
individual indebted to the United States. According to otficials, should
information contained in the information reseller databases conflict with
informataion provided by an individual, further investigation takes place
hefore any action to collect debts would be taken. Likewise, officials from
the U.S. Citizenship and Immigration Services (USCIS) component of DHS
and the Office of Consular Affairs within the Department of State reported
similar practices. While these practices do not eliminate inaccuracies in
data coming into the agency, they help ensure the quality of the information
that is the basis for agency actions.

The use limdialion principle provides that personal information should not
be disclosed or used for other than a specified purpose without consent of
the individual or legal authority. This principle underlies the Privacy Act
requirement that prevents agencies from disclosing records on individuals
except with consent of the individual, unless disclosure of the record
would be, for example, to another agency for civil or criminal law
enforcement activity or for a purpose that is compatible with the purpose
for which the information was collected.™

Although agencies rely on resellers’ multipurpose collection of information
as a source, agency officials said their use of reseller information was
limited to distinct purposes, which were generally related to law
enforcement or counterterrorism. For example, the Department of Justice
reported uses specific to the conduct of criminal investigations on
individuals, terrorism investigations, and the location of assets and
witnesses. Other Justice and DHS components, such as the Federal
Protective Service, U.S. Secret Service, FBI, and ATF, also reported that
they used information reseller data for investigations. For uses not related

“Such uses are referred to as “routine uses” in the Privacy Act, 5 U.8.C. § 552a (a(7)) and

(b),
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to law enforcement, such as those reported by State and SSA, use of
reseller information was also described as supporting a specific purpose
(e.g., fraud detection or debt collection).

The use limitation principle also precludes agencies from sharing personal
information they collect for purposes unrelated to the original intended use
of the information. Officials of certain law enforcement components of
these agencies reported that in certain cases they share information with
other law enforcement agencies, a use consistent with the purposes
originally specified by the agency. For example, the FBI's FITTF supports
ongoing investigations in other law enforcement agencies and the
intelligence community by sharing information obtained from resellers
(among other information) in response to requests about foreign terrorists
from FBI agents or officials from partner agencies.”

The security safeguards principle requires that personal information he
reasonably protected against unauthorized access, use, or disclosure. This
principle also underlies the Privacy Act requirement that agencies establish
appropriate administrative, technical, and physical safeguards to ensure
the security and confidentiality of records on individuals.®! This principle is
further mirrored in the FISMA requirement to protect information and
information systems from unauthorized access, use, disclosure, disruption,
modification, or destruction, including through controls for confidentiality.

‘While we did not assess the effectiveness of information security or the
implementation of FISMA at any of these agencies, we found that all four
had measures in place intended to safeguard the security of personal
information obtained from resellers.” For example, all four agencies cited
the use of passwords to prevent unauthorized access to information

¥The task force’s parmer agencies include ICE, the Department of Defense
Comnterintelligence Field Activity Office, the Office of Persormel Management, and
members of the intelligence community.

5 1.8.0. § 552a(e)(10).

“Although we did nol. assess the elfectiveness of information security or compliance with
FISMA al any ageney as part of Uhis review, we have previously reported on weaknesses in
s of information securily controls al 24 major agencies, including
and S8A. For addilional informalion sce GAO, frformation Security:

es Peysist at Fedeyal Agencies Despite Progr ade tn Implementing Related
Statulory Requirements, (G AO-05-552 (Washington, D.C.: July 15, 2006) and frformution
Security: Department of Iomeland Secur Needs to Fully Implement Its Security
Program, GAG-0 {Washington, D.C.: June 17, 2005).

Weaknes
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reseller databases. Further, agency components such as ATF, DEA, CBE,
and USCIS, reported that they limit access to sensitive personal
information (e.g., full Social Security number, driver’s license number) to
those with a specific need for this information. Several agency components
also reported that resellers were promptly notified to deactivate accounts
for employees separated from government service to protect against
unauthorized use. As another security measure, several components,
including DEA and the FBI, reported that resellers notified them when
accounts were accessed trom Internet addresses at unexpected locations,
such as outside the United States.

Another measure to prevent unauthorized disclosure reported by law
enforcement agencies, such as the FBI, ICE, and Secret Service, is the use
of “cloaked logging,” which prevents vendor personnel from monitoring the
queries being made by law enforcement agents. Officials in FBI's FTTTF
reported that, in order to maintain the integrity of investigations, resellers
are contractually prohibited from tracking or monitering the exact persons
or other entities being searched by FTTTF personnel. Law enforcement
officials stated that the ability to mask searches from vendors is important
so that those outside law enforcement have no knowledge of who is being
investigated and so that subjects of an investigation are not “tipped off.”

Agency adherence to the collection limilation, dala guality, use
limitation, and security safequards principles was based on general
business procedures—including law-enforcement investigative practices—
that reflect security and civil liberties protections, rather than written
policies specifically regarding the collection, accuracy, use, and security of
personal information obtained from resellers. Implementation of these
practices provides individuals with assurances that only a limited amount
of their personal information is being collected, that it is used only for
specific purposes, and that measures are in place to corroborate the
accuracy of the information and safeguard it from improper disclosure.
These controls help prevent potential harm to individuals and invasion of
their privacy by limiting the exposure of their information and reducing the
likelihood of inaccurate data being used to make decisions that could affect
their welfare.
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Limitations in the
Applicability of the Privacy
Act and Ambiguities in OMB
Guidance Contribute to an
Uneven Adherence to the
Purpose Specification,
Openness, and Individual
Participation Principles

The purpose specification, openness, and ndividual parlticipation
principles stipulate, among other things, that individuals should be made
aware of the purpose and intended uses of the personal information being
collected about them and have the ability to access and correct such
information, if necessary. The Privacy Act reflects these principles in part
by requiring agencies to publish in the Federal Register, “upon
establishment or revision, a notice of the existence and character of a
system of records.” This notice is to include, among other things, the
categories of records in the system as well as the categories ot sources of
records.”

In a number of cases, agencies did not adhere to the purpose specification
or openness principles in regard to their use of reseller information in that
they did not notify the public that they were using such information and did
not specify the purpose for their data collections. Agency officials said that
they generally did not prepare system-of-records notices that would
address these principles because they were not required to do so by the
Privacy Act. The act’s vehicle for public notification—the system-of-
records notice—becomes binding on an agency only when the agency
collects, maintains, and retrieves personal data in the way defined by the
act or when a contractor does the same thing explicitly on behalf of the
government. Agencies generally did not issue system-of-records notices
specifically for their use of information resellers largely because
information reseller databases were not considered “systems of records
operated by or on hehalf of a government agency” and thus were not
considered subject to the provisions of the Privacy Act.” OMB guidance on
implementing the Privacy Act does not specifically refer to the use of
reseller data or how it should be treated. According to OMB and other
agency officials, information resellers operate their databases for multiple
customers, and federal agency use of these databases does not amount to
the operation of a system of records on behalf of the government. Further,
agency officials stated that merely querying information reseller databases
did not amount to agency “maintenance” of the personal information being

as well as for a broader category of investigalive records compiled
for eriminal or civil Law cnforcement purposcs.

FThe act provides for ils requirements (o apply Lo government conlractors when agencies
contract for the operation by or on behalf of the agency, a system of records to accomplish

an ageney function, 5 U.8.C. § 552a{m).

Page 56 GAO-06-121 Personal Information



147

queried and thus also did not trigger the provisions of the Privacy Act. In

many cases, agency officials considered their use of resellers to be of this
type—essentially “ad hoc” querying or “pinging” of reseller databases for

personal information about specific individuals, which they believed they
were not doing in connection with a formal system of records.

In other cases, however, agencies maintained information reseller data in
systems for which system-of-records notices had been previously
published. For example, law enforcement agency otficials stated that, to
the extent they retain the results of reseller data queries, this collection and
use is covered by the system of records notices for their case file systems.
However, in preparing such notices, agencies generally did not specify that
they were obtaining information from resellers. Among system ot records
notices that were identified by agency officials as applying to the use of
reseller data, only one—TSA’s system of records notice for the test phase of
its Secure Flight program—specifically identified the use of information
reseller data.” Other programs that involve use of information reseller data
include the fraud prevention and detection programs reported by SSA and
State as well as law enforcement programs within ATF, the U.S. Marshals,
and USCIS. For these programs, associated system of records notices
identified by officials did not specify the use of information reseller data.

In several of these cases, agency sources for personal information were
described only in vague terms, such as “private organizations,” “other
public sources,” or “public source material,” when information was being
obtained from information resellers.” In one case, a notice indicated
incorrectly that personal information was collected only from the
individuals concerned. Specifically, USCIS prepared a system of records
notice covering the Computer Linked Application Information Management
System, which did not identify information resellers as a source. Instead,

545 we previously repotted, this noti

id not fully disclose the scope of the use of reseller
data during the test phase. See GAG :

SThe Privacy Act allows agencies 1o claim an exemplion from identilying the categories of
sources of records for recotds compiled for criminal law enforcement purposes as well as
for a broader calegory of inv records compiled for eriminal or civil law
enforecment purposes. 5 US.C. § 552 (j) and (k). One system of records notice or the
Treasury Knforcement Communications System (Lhe system identi fied by ATE as coverin
imed such an exetnption. The Department of $tate identifics
categorics of sources in the system of records notices it identified but docs not specifically
iddentify usc of reseller data, The State system of records notices also claim an excuplion
from identifying categorics of sources but invoke that exeraption only under ecrtain
circumstances (e.g, to the extent that a specific investigation would be compromised).
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the notice stated only that “information contained in the system of records
is obtained from individuals covered by the system.”™

The inconsistency with which agencies specify resellers as a source of
information in system-of-records notices is in part due to ambiguity in OMB
guidance, which states that “for systems of records which contain
information obtained from sources other than the individual to whom the
records pertain, the notice should list the types of sources used.” Although
the guidance is unclear what would constitute adequate disclosure of
“types of sources,” OMB and DHS Privacy Office officials agreed that to the
extent that reseller data are subject to the Privacy Act, agencies should
specifically identify information resellers as a source and that merely citing
public records information does not sutficiently describe the source.

The individual participation principle gives individuals the right to access
and correct information that is maintained about them. However, under the
Privacy Act, agencies can claim exemptions from the requirement to
provide individual access and the ability to make corrections if the systems
are for law enforcement purposes.® In most cases where officials identified
system-of-record notices associated with reseller data collection for law
enforcement purposes, agencies claimed this exemption. Like the ability to
mask database searches from vendors, this provision is important so that
the subjects of law enforcement investigations are not tipped off.

Aside from the law enforcement exemptions to the Privacy Act, adherence
to the purpose specitication and openness principles is critical to
preserving a measure of individual control over the use of personal
information. Without clear guidance from OMB or specific policies in place,
agencies have not consistently reflected these principles in their collection
and use of reseller information. As a result, without being notified of the
existence of an agency’s information collection activities, individuals have

FThe notice was last updated in October 2002, before the service and benefit functions of
the 1S, Immigration and Naturalization Service Lransitioned into DIIS as 1.8, Gilizenship
and Tmmigration Services.

*The Privacy Act allows agencics (o claim exemplions if the records are used for cortain

purposes. 5 1°.8.C. § 552a () and (k). For example, records compiled for criminal law
cnforcement purposes can be exempl from the a and correction provisions. In general,
the exemptions for law enforcement purposes arc intended to prevent the disclosure of
information collected as part of an ongoing investigation that could impair (he investigation
or allow those under investigation to change their behavior or take other actions to escape
prosecution.
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no ability to know that their personal information could be obtained from
commercial sources and potentially used as a basis, or partial basis, for
taking action that could have consequences for their welfare.

Privacy Impact Assessments
Could Address Openness,
and Purpose Specification
Principles but Are Often Not
Conducted

The PIA is an important tool for agencies to address privacy early in the
process of developing new information systems, and to the extent that PIAs
are made publicly available,” they provide explanations to the public about
such things as the information that will be collected, why it is being
collected, how it is to be used, and how the system and data will be
maintained and protected. In doing so, they serve to address the openness
and purpose specificalion principles.

However, only three agency components reported developing PIAs for their
systems or programs that make use of information reseller data.* As with
system-of-records notices, agencies often did not conduct PIAs because
officials did not believe they were required.

Current OMB guidance on conducting PIAs is not always clear about when
they should be conducted. According to guidance from OMB, a PIA is
required by the E-Government Act when agencies “systematically
incorporate into existing information systems databases of information in
identifiable form purchased or obtained from commercial or public
sources.™ However, the same guidance also instructs agencies that
“merely querying a database on an ad-hoc basis does not trigger the PIA
requirement.” Reported uses of reseller data were generally not described
as a “systematic” incorporation of data into existing information systems;
rather, most involved querying a database and in some cases retaining the
results of these queries. OMB officials stated that agencies would need to

FThe E-Government Act requires agencies, if practicable, to make privacy impact
stncnts publicly available through ageney Web sites, publication in the Federal
er, or by other means, Pub. L. No. 107-347, § 208 (b)(1}(B)(ii).

®The agency components that identified preparation of PTAs for systems or programs
making use of information reseller data included USCIS for its Fraud Tracking
for its Seeure Mlight commercial dala test, and FBL's FITTF, which reported tha
the process of linalizing 2 PIA. Only the PIA for T$As test specilically identified the use ol
commercial data, We were unable Lo determine if FITTIRs PIA identified the use of
commereial data sinec it was not yet final.

SOMB, Guidance for Implementing the Privacy Provisions of the E-Government Act of
2002, Mernorandum M-03-22 (Washington, D.C.; Sept. 26, 2003).
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make their own judgments on whether retaining the results of searches of
information reseller databases constituted a “systematic incorporation” of
information.

DHS has recently developed guidance requiring PIAs to be conducted
whenever reseller data are involved. The DHS Privacy Office™ guidance on
conducting PIAs points out, for example, that a program decision to obtain
information from a reseller would constitute a new source of information,
requiring that a PIA be conducted. However, although the DHS guidance
clearly states that PIAs are required when personally identifiable
information is obtained from a commercial source, it also states that
“merely querying such a source on an ad hoc basis using existing
technology does not trigger the PIA requirement.”® Like OMB'’s guidance,
the DHS guidance is not clear, because agency personnel are left to make
individual determinations as to whether queries are “on an ad hoc basis.”

In one case, a DHS component prepared a PIA for a system that collects
reseller data but had not identified in the assessment that resellers were
heing used. DHS’s TISCIS uses copies of court records obtained from an
information reseller to support evidentiary requirements for official
adjudication proceedings concerning fraud. Although this use was reported
to be covered by the PIA for the office’s Fraud Tracking System, the PIA
identifies only “public records” as the source of its information and does
not mention that the public records are obtained from information
resellers.* In contrast, the draft DHS guidance on PIAs instructs DHS
component agencies to “list the individual, entity, or entities providing the
specific information identified above. For example, is the information
collected directly from the individual as part of an application for a benefit,
or is it collected from another source such as a commercial data
aggregator.” At the time of our review, this draft guidance had not yet been

%The DHS Pri

¢ Officer position wa the Homeland Security Act of 2002, Pub.
L. No 107296, § 222, 116 Stat, 2155, The Pri ticer s responsible for, among other
things, “assuring that the use of technologies sustain|s|, and doles| not erode privacy
prolections relating (o the use, collection, and disclosure of personal information, and
assuring that personal information contained in Privacy Act systems of records is handled in
full compliance with Fair Information Practices as sel out in the Privacy Acl of 1974.”

“Department of Homeland Securily Privacy Office, Privacy Fmpact Assessments: Official

Guidanee (March 2006),

FIUSCIS officials stated that the PLA for the Fraud Tracking System, now called the Fraud
Detection and National Sccurity Systean, would be updated on an inercmental basis and that
afuture update would identify information resellers as a data source,
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disseminated to DHS components. Lacking such guidance, DHS
components did not have policies in place regarding the conduct of PIAs
with respect to reseller data, nor did other agencies we reviewed.

Until PIAs are conducted more thoroughly and consistently, the public is
likely to remain incompletely informed about agency purposes and uses for
obtaining reseller information.

Agencies Often Did Not
Have Practices in Place to
Ensure Accountability for
Proper Handling of
Information Reseller Data

According to the accouniability principle (individuals controlling the
collection or use of personal information should be accountable for taking
steps to ensure the implementation of the Fair Information Practices),
agencies should take steps to ensure that employee uses of personal
information from information resellers are appropriate. While agencies
described activities to oversee the use of information resellers, such
activities were largely based on trust of the user to use the information
appropriately. For example, in describing controls placed on the use of
commercial data, officials from component agencies identified measures
such as instructing users that reseller data are for ofticial use only and
requiring users to sign statements of responsibility attesting to a need to
access the information reseller databases and that their use will be limited
to official business. Additionally, agency officials reported that in accessing
reseller databases, users are required to select from a list of vendor-defined
“permissible purposes” (e.g., law enforcement, transactions authorized by
the consumer) before conducting a search. While these practices appear
consistent with the accountability principle, they are focused on individual
user responsibility rather than management oversight.

For example, agencies did not have practices in place to obtain reports
from resellers that would allow them to monitor usage of reseller databases
at a detailed level. Although agencies generally receive usage reports from
the information resellers, these reports are designed primarily for
monitoring costs. Further, these reports generally contained only high-level
statistics on the number of searches and databases accessed, not the
contents of what was actually searched, thus limiting their utility in
monitoring usage. For example, one information reseller reported that it
does not provide reports to agencies on the “permissible purpose” that a
user selects before conducting a search.

Not all component agencies lacked robust user monitoring. Specifically,

according to FBI officials from the FTTTE, their network records and
monitors searches conducted by the user account, including who is
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searched against what public source database. The system also tracks the
date and time of the query as well as what the analyst does with the data.
FBI officials stated that the vendor reports as well as the network
monitoring provide FBI with the ability to detect unusual usage of the
public source providers.

To the extent that federal agencies do not implement methods such as user
monitoring or auditing of usage records, they provide limited
accountability for their usage of information reseller data and have limited
assurance that the information is being used appropriately.

Conclusions

Services provided by information resellers serve as important tools that
can enhance federal agency functions, such as law enforcement and fraud
protection and identification. Resellers have practices in place to protect
privacy, but these practices are not fully consistent with the Fair
Information Practices. Among other things, resellers collect large amounts
of information about individuals without their knowledge or consent, do
not ensure that the data they make available are accurate for a given
purpose, and generally do not make corrections to the data when errors are
identified by individuals. Information resellers believe that application of
the relevant principles of the Fair Information Practices is inappropriate or
impractical in these situations. Given that reseller data may be used for a
variety of purposes, determining the appropriate degree of control or
influence individuals should have over the way in which their personal
information is obtained and used—as envisioned in the Fair Information
Practices—is critical. To more fully embrace these principles could require
resellers to change the way they conduct business, and currently resellers
are not legally required to follow them. As Congress weighs various
legislative options, adherence to the Fair Information Practices will be an
important consideration in determining the appropriate balance between
the services provided by information resellers to customers such as
government agencies and the public’s right to privacy.

Agencies take steps to adhere to Fair Information Practices such as the
collection limitation, data guality, use limilation, and security
safequards principles. However, they have not taken all the steps they
could to retlect others—or to comply with specific Privacy Act and e-
Government Act requirements—in their handling of reseller data.
Specifically, agencies did not always have policies or practices in place to
address the purpose specification, individua partictpation, openness,
and accountability principles with respect to reseller data. An important
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factor contributing to this is that OMB privacy guidance does not clearly
address information reseller data, which has become such a valuable and
useful tool for agencies. As a result, agencies are left largely on their own to
determine how to satisfy legal requirements and protect privacy when
acquiring and using reseller data. Without current and specific guidance,
the government risks continued uneven adherence to important, well-
established privacy principles and lacks assurance that the privacy rights of
individuals are adequately protected.

Matter for
Congressional
Consideration

In considering legislation to address privacy concerns related to the
information reseller industry, Congress should consider the extent to which
the industry should adhere to the Fair Information Practices.

Recommendations for
Executive Action

To improve accountability, ensure adequate public notice of agencies’ use
of personal information from commercial sources, and allay potential
privacy concerns arising from agency use of information from such
sources, we are making three recommendations to the Director of OMB
and the heads of the four agencies. Specifically, we recommend that:

* the Director of OMB revise guidance on system of records notices and
privacy impact assessments to clarify the applicability of the governing
laws (the Privacy Act and the E-Government Act) to the use of personal
information from resellers. These clarifications should specify the
circumstances under which agencies should make disclosures about
their uses of reseller data so that agencies can properly notify the public
{for example, what constitutes a “systematic” incorporation of reseller
data into a federal system). The guidance should include practical
scenarios based on uses agencies are making of personal information
from information resellers (for example, visa, criminal, and fraud
investigations).

+ the Director of OMB direct agencies to review their uses of personal
information from information resellers, as well as any associated system
of records notices and privacy impact assessments, to ensure that such
notices and assessments explicitly reference agency use of information
resellers.
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* the Attorney General, the Secretary of Homeland Security, the Secretary
of State, and the Commissioner of SSA develop specific policies for the
collection, maintenance, and use of personal information obtained from
resellers that reflect the Fair Information Practices, including oversight
mechanisms such as the maintenance and review of audit logs detailing
queries of information reseller databases—to improve accountability for
agency use of such information.

Agency Comments and
Our Evaluation

We received written comments on a draft of this report from the Justice’s
Assistant Attorney General for Administration (reproduced in appendix
1II), from the Director of the DHS Departmental GAO/OIG Liaison Office
(reproduced in appendix IV), from the Commissioner of SSA (reproduced
in appendix V), and from State’s Assistant Secretary and Chief Financial
Officer (reproduced in appendix VI). We also received comments via E -
mail from staff of OMB's Office of Information and Regulatory Affairs.
Justice, DHS, SSA, and OMB all generally agreed with the report and
described actions initiated to address our recommendations. Justice and
SSA also provided technical comments, which has been incorporated in the
final report as appropriate.

In its comments, Justice agreed that revised or additional guidance and
policy could be created to address unique issues presented by use of
personal information obtained from resellers. However, noting that the
Privacy Act allows law enforcement agencies to exempt certain records
from provisions of the law that reflect aspects of the Fair Information
Practices, Justice recommended that prior to issuance of any new or
revised policy, careful consideration be given to the balance struck in the
Privacy Act on applying the Fair Information Practices to law enforcement
data. We recognize that law enforcement purposes are afforded the
opportunity for exemptions from some of the provisions of the Privacy Act.
The report acknowledges this fact. We also agree and acknowledge in the
report that the Fair Information Practices serve as a framework of
principles for halancing the need for privacy with other public policy
interests, such as national security and law enforcement.

DHS also agreed on the importance of guidance to federal agencies on the
use of reseller information and stated that it is working diligently on
finalizing a DHS policy for such use. The agency commented that its
Privacy Office has been reviewing the use and appropriate privacy
protections tor reseller data, including conducting a 2-day public workshop
on the subject in September 2005. DHS also noted that it had just issued
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departmentwide guidance on the conduct of privacy impact assessments in
March 2006, which include directions relevant to the collection and use of
commercial data. We have made changes to the final report to reflect the
recent issuance of the DHS guidance.

SSA noted in its comments that it had established internal controls,
including audit trails of systems usage, to ensure that information is not
improperly disclosed. SSA also stated that it would amend relevant system-
of-record notices to reflect use of information resellers and would explore
options for enhancing its policies and internal controls over information
obtained from resellers.

State interpreted our draft report to “rest on the premise that records from
‘information resellers’ should be accorded special treatment when
compared with sensitive information from other sources.” State indicated
that it does not distinguish between types of information or sources of
informaticn in complying with privacy laws. However, our report does not
suggest that data from resellers should receive special treatment. Instead,
our report takes the widely accepted Fair Information Practices as a
universal benchmark of privacy protections and assesses agency practices
in comparison with them. State also interpreted our draft report to state
that fraud detection, as a purpose for collecting personal information, is
not related to law enforcement. However, the draft does not make such a
claim. We have categorized agency uses of personal information based on
descriptions provided by agencies and have categorized fraud detection
uses separately from law enforcement to provide insight into different
types of uses. We do not claim the two uses are unrelated. Finally, the
department stated that in its view, it would be bad policy to require
specification of sources such as data resellers in agency system of records
notices. In contrast, we believe that adding clarity and specificity about
sources is in the spirit of the purpose specification practice and note that
DHS has recently issued guidance on privacy impact assessments that is
consistent with this view.

OMB stated that, based on a staff-level meeting of agency privacy experts,
it believes agencies recognize that when personal data are brought into
their systems, this fact must be reflected in their privacy impact
assessments and system-of-record notices. We do not find this observation
inconsistent with our findings. We found, however, that inconsistencies
occurred in agencies’ determinations of when or whether reseller
information was actually brought into their systems, as opposed to being
merely “accessed” on an ad-hoc basis. We believe clarification of this issue
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is important. OMB further stated that agencies have procedures in place to
verify commercial data before they are used in decisions involving the
granting or recoupment of benefits or entitlements. Again, this is not
inconsistent with the results of our review. Finally OMB stated that it
would discuss its guidance with agency senior officials for privacy to
determine whether additional guidance concerning reseller data is needed.

Comments from We also obtained comments on excerpts of our draft report from the five

Inf i R 1 information resellers we reviewed. General comments made by resellers
ntormatuon resellers and our evaluation are summarized below:

* Several resellers raised concerns about our reliance on the OECD
version of the Fair Information Practices as a framework for assessing
their privacy policies and business practices. They suggested that it
would be unreasconable to require them to comply with aspects of the
Fair Information Practices that they believe were intended for other
types of users of personal information, such as organizations that collect
information directly from consumers. Further, they commented that our
draft summary appeared to treat strict adherence to all of the Fair
Information Practices as if it were a legally binding requirement. In
several cases, they suggested that it would be more appropriate for us to
use the privacy framework developed by the Asia-Pacific Economic
Cooperation (APEC) organization in 2004, because the APEC
framework is more recent and because it explicitly states that it has
limited applicability to publicly available information.

As discussed in our report, the OECD version of the Fair Information
Practices is widely used and cited within the federal government as well
as internationally. In addition, the APEC privacy framework, which was
developed as a tool for encouraging the development of privacy
protection in the Asia Pacific region, acknowledges that the OECD
guidelines are still relevant and “in many ways represent the
international consensus on what constitutes honest and trustworthy
treatment of personal information.”™ Further, our use of the OECD
guidelines is as an analytical framework for identifying potential privacy
issues for further consideration by Congress—not as legalistic
compliance criteria. The report states that the Fair Information

% Asia-Pacific Economic Cooperation, APEC Privacy Framework, Version 4 (Santiago,
Chile: Nov, 17-18, 2004), p. 4.
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Practices are not precise legal requirements; rather they provide a
framework of principles for balancing the needs for privacy against
other public policy interests, such as national security, law enforcement,
and administrative efficiency. In conducting our analysis, we noted that
the nature of the reseller business is largely at odds with the principles
of col fon timdtation, dato guality, purpose specification, and use
limitation. We also noted that resellers are not currently required to
follow the Fair Information Practices and that for resellers to more fully
embrace them could require that they change the way they do business.
We recognize that it is important to achieve an appropriate balance
between the benefits of resellers’ services and the public’s right to
privacy and point out that, as Congress weighs various legislative
options, it will be critical to determine an appropriate balance. We have
made changes in this report to clarify that we did not attempt to make
determinations of whether or how information reseller practices should
change and that such determinations are a matter of policy based on
balancing the public’s right to privacy with the value of reseller services.

* Several information resellers stated that the draft did not take into
account that public record information is freely available. For example,
one reseller stated that public records should be understood by
consumers to be open to all for any use not prohibited by state or
federal law. Another stated that information resellers merely effectuate
the determination made by governmental entities that public records
should be open to all.

However, the views expressed by the resellers do not take into account
several important factors. First, resellers collect information for their
products from a variety of sources, including information provided by
consumers to businesses. Resellers products are not based exclusively
on public records. Thus a consideration of protections for public record
information does not take the place of a full assessment of the
information reseller business. Second, resellers do not merely pass on
public record information as they find it; they aggregate information
from many different sources to create new information products, and
they make the information much more readily available than it would
be if it remained only in paper records on deposit in government
tacilities. The aggregation and increased accessibility provided by
resellers raises privacy concerns that may not apply to the original
paper-based public records. Finally, it is not clear that individuals give
up all privacy rights to personal information contained in public
records. The Supreme Court has expressed the opinion in the past that
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individuals retain a privacy interest in publicly released personal
information. We therefore believe it is important to assess the status of
privacy protections for all personal information being offered
commercially to the government so that informed policy decisions may
be made about the appropriate balance between resellers’ services and
the public’s right to privacy.

* Several resellers also noted that the draft report did not address the
complexity of the reseller business—the extent to which resellers’
businesses vary among themselves and overlap with consumer
reporting agencies. We have added text addressing this in the final
report.

The resellers also provided technical comments, which were
incorporated in the final report as appropriate.

We are sending copies of this report to the Attorney General, the Secretary
of Homeland Security, the Secretary of State, the Commissioner of the
Social Security Administration, the Director of the Office of Management
and Budget, and other interested congressional committees. Copies will be
made available to others on request. In addition, this report will be
available at no charge on our Web site at www. ga0.80v.

If you have any questions concerning this report, please call me at (202)
512-6240 or send E-mail to keontzi@gac.gov. Contact points for our Offices
of Congressional Relations and Public Affairs may be found on the last
page of this report. Major contributors to this report are John de Ferrari,
Assistant Director; Mathew Bader; Barbara Collier; Pamlutricia Greenleaf;
David Plocher; and Jamie Pressman.

Kyt & e

Linda D. Koontz
Director, Information Management Issues
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Objectives, Scope, and Methodology

Our objectives were to determine the following:

how the Departments of Justice, Homeland Security, and State and the
Social Security Administration are making use of personal information
obtained through contracts with information resellers;

the extent to which the information resellers providing personal
information to these agencies have policies and practices in place that
reflect widely accepted principles for protecting the privacy and
security of personal information; and

the extent to which these agencies have policies and practices in place
for handling information reseller data that reflect widely accepted
principles for protecting the privacy and security of personal
information.

To address our objectives, we identified and reviewed applicable laws such
as the Privacy Act of 1974 and the E-Government Act, agency policies and
practices, and the widely accepted privacy principles emboedied in the
Organization for Economic Cooperation and Development (OECD) version
of the Fair Information Practices. Working with liaisons at the four federal
agencies we were requested to review, we identified officials responsible
for the acquisition and use of personal information from information
resellers. Through these officials, we obtained applicable contractual
documentation such as statements of work, task orders, blanket purchase
agreements, purchase orders, interagency agreements, and contract terms
and conditions.

To address our first objective, we obtained and reviewed contract vehicles
covering federal agency use of information reseller services for fiscal year
2005. We also reviewed applicable General Services Administration (GSA)
schedule and Library of Congress FEDLINK contracts with information
resellers that agencies made use of by various means, including through
issuance of blanket purchase agreements, task orders, purchase orders, or
interagency agreements. We analyzed the contractual documentation
provided to determine the nature, scope, and dollar amounts associated
with these uses, as well as mechanisms for acquiring personal information.
In an effort to identify all relevant instances of agency use of information
resellers and related contractual documents, we developed a list of
structured questions to address available contract documents, uses of
personal information, and applicable agency guidance. We provided these
questions to agency officials and held discussions with them to help ensure
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that they provided all relevant information on uses of personal information
from information resellers. To further ensure that relevant contract
vehicles were identified, we asked major information resellers about their
business with the four agencies. We also interviewed officials from GSA
and the Library of Congress to discuss the mechanisms available to federal
agencies for acquiring personal information and to identify any additional
uses of these mechanisms by the four agencies.

To further address our first objective, we categorized agency use of
information resellers into five categories: counterterrorism, debt
collection, fraud detection/prevention, law enforcement, and other. These
categorizations were based on the component and applicable program’s
mission, as well as the specific reported use of the contract. In identifying
relevant uses of information resellers, we were unable to identify small
purchases (e.g., purchases below $2,500), as agencies do not track this
information centrally. In addition, to the extent practicable, we excluded
uses that generally did not involve the use of personal information. For
example, officials from several component agencies reported that their use
of the LexisNexis and West services was primarily for legal research rather
than for public records information. In other cases, reported amounts may
reflect uses that do not involve personal information because agencies
were unable to separate such uses from uses involving personal
information.

To address our second objective, we obtained and reviewed relevant
private sector laws and guidance, such as the Gramm-Leach-Bliley Act, the
Fair Credit Reporting Act, and the Fair Information Practices. We also
identified major information resellers in agency contractual agreements for
personal information and held interviews with officials from these
companies, including Acxiom, ChoicePoint, Dun & Bradstreet,' LexisNexis,
and West, to discuss security, quality controls, and privacy policies. In
addition, we conducted site visits at Acxiom, ChoicePoint, and LexisNexis,
and obtained written responses to related questions from West. These five
resellers accounted for approximately 95 percent of the dollar value of all
reported contracts with resellers. To determine the extent that they reflect
widely accepted Fair Information Practices, we reviewed and compared
information reseller’s privacy policies and procedures with these
principles. In conducting our analysis, we identitied the extent to which

‘Dun & Bradstrect specializes in business information, which may contain personal
information on business owners.
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reseller practices were consistent with the key privacy principles of the
Fair Information Practices. We also assessed the effect of any
inconsistencies; however, we did not attempt to make determinations of
whether or how information reseller practices should change. Such
determinations are a matter of policy based on balancing the public’s right
to privacy with the value of services provided by resellers to customers
such as government agencies.

To address our third objective, we identified applicable guidelines and
management controls regarding the acquisition, maintenance, and use of
personal information from information resellers at each of the four
agencies. We also interviewed agency officials, including acquisition and
program staff, to further identify relevant policies and procedures. Our
assessment of overall agency application of the Fair Information Practices
was based on the policies and procedures of major components at each of
the four agencies.? We also conducted interviews at the four agencies with
senior agency officials designated for privacy as well as officials of the
Office of Management and Budget (OMB) to obtain their views on the
applicability of federal privacy laws (including the Privacy Act of 1974 and
the E-Government Act of 2002) and related guidance on agency use of
information resellers. In addition, we compared relevant policies and
management practices with the Fair Information Practices.

We assessed the overall application of the principles of the Fair
Information Practices by agencies according to the following categories:

1. Generol. We assessed the application as general if the agency had
policies or procedures to address all major aspects of a particular
principle.

2. Uneven. We assessed the application as uneven if the agency had
policies or procedures that addressed some but not all aspects of a

*We oblained informalion on policies and practices from the following major components of
Justice and DIIS, For Justice: Burcau of Aleohol Tobaceo, Fircarms, and Explosives, Drug
Enlorcement Administration, Fxeculive Office for U.S. Allorneys, Executive Olfice of the
Trustees, Federal Burcau of Invesligation, and (he U8, Marshals Service. For D1IS: U.S.

ip and i ion Scrviees, TLS. i ion and Customs Enforecment,
Transportation Sccurily Administration, U ecrel Service, U.S. Customs and Border
Proteetion, and the Federal Emergency Management Ageney. We did not obtain information
on policies and i for smaller

Page 72 GAO-06-121 Personal Information



163

Appendix T
Objectives, Seope, and Methodology

particular principle or if some but not all components and agencies had
policies or practices in place addressing the principle.

‘We performed our work at the Departments of Homeland Security, Justice,
and State in Washington, D.C.; at the Social Security Administration in
Baltimore, Maryland; Acxiom Corporation in Little Rock, Arkansas;
ChoicePoint in Alpharetta, Georgia; Dun & Bradstreet in Washington, D.C.;
and LexisNexis in Washington, D.C., and Miamisburg, Ohio. Our work was
conducted from May 2005 to March 2006 in accordance with generally
accepted government auditing standards.
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Federal Laws Affecting Information Resellers

Major laws that affect information resellers include the Gramm-Leach-
Bliley Act, the Drivers Privacy Protection Act, the Health Insurance
Portability and Accountability Act, the Fair Credit Reporting Act, and the
Fair and Accurate Credit Transactions Act. Their major privacy related
provisions are briefly summarized below.

Gramm-Leach-Bliley
Act

The Gramm-Leach-Bliley Act requires financial institutions (e.g., banks,
insurance, and investment companies) to give consumers privacy notices
that explain the institutions’ information-sharing practices (P.L. 106-102
(1999), Title V, 15 U.S.C. 6801). In turn, consumers have the right to limit
some, but not all, sharing of their nonpublic personal information.
Financial institutions are permitted to disclose consumers’ nonpublic
personal infermation without offering them an opt-out right in a number of
circumstances including the following:

* to effect a transaction requested by the consumer in connection with a
financial product or service requested by the consumer; maintaining or
servicing the consumer’s account with the financial institution or
another entity as part of a private label credit card program or other
extension of credit; or a securitization, secondary market sale, or similar
transaction;

* with the consent or at the direction of the consumer;

to protect the confidentiality or security of the consumer’s records; to
prevent traud; for required institutional risk control or for resolving
customer disputes or inquiries; to persons holding a legal or beneficial
interest relating to the consumer; or to the consumer’s fiduciary;

* to provide information to insurance rate advisory organizations,
guaranty funds or agencies, rating agencies, industry standards
agencies, and the institution’s attorneys, accountants, and auditors;

* to the extent specifically permitted or required under other provisions
oflaw and in accordance with the Right to Financial Privacy Act of 1978,
to law enforcement agencies, self-regulatory organizations, or for an
investigation on a matter related to public safety;

* to a consumer reporting agency in accordance with the Fair Credit

Reporting Act or from a consumer report reported by a consumer
reporting agency;
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* in connection with a proposed or actual sale, merger, transfer, or
exchange of all or a portion of a business if the disclosure concerns
solely consumers of such business; and

* to comply with federal, state, or local laws; an investigation or
subpoena; or to respond to judicial process or government regulatory
authorities.

Driver’s Privacy Protection
Act

The Driver’s Privacy Protection Act generally prohibits the disclosure of
personal information by state departments of motor vehicles. (P.L. 103-322
(1994), 18 U.S.C. § 2721-2725). It also specifies a list of exceptions when
personal information contained in a state motor vehicle record may be
disclosed. These permissible uses include the following:

* for use by any government agency in carrying out its functions;

* foruse in connection with matters of motor vehicle or driver safety and
theft; motor vehicle emissions; motor vehicle product alterations,
recalls, or advisories; motor vehicle market research activities;

* for use in the normal course of business by a legitimate business, but
only to verify the accuracy of personal information submitted by the
individual to the business and, if such information is not correct, to
obtain the correct information but only for purposes of preventing fraud
by pursuing legal remedies against, or recovering on a debt or security
interest against, the individual;

e for use in connection with any civil, criminal, administrative, or arbitral
proceeding in any federal, state, or local court or agency;

* for use in research activities;

* for use by any insurer or insurance support organization in connection
with claims investigation activities;

* for use in providing notice to the owners of towed or impounded
vehicles;

for use by a licensed private investigative agency for any purpose
permitted under the act;
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for use by an employer or its agent or insurer to obtain information
relating to the holder of a commercial driver’s license;

* for use in connection with the operation of private toll transportation
facilities;

* for any other use, if the state has obtained the express consent of the
person to whom a request for personal information pertains;

for bulk distribution of surveys, marketing, or solicitations, if the state
has obtained the express consent of the person to whom such personal
information pertains;

* for use by any requester, if the requester demonstrates that it has
obtained the written consent of the individual to whom the information
pertains; and

for any other use specifically authorized under a state law, if such use is
related to the operation of a motor vehicle or public safety.

Health Insurance
Portability and
Accountability Act

The Health Insurance Portability and Accountability Act of 1996 (PL. 104-
191) made a number of changes to laws relating to health insurance. It also
directed the Department of Health and Human Services to issue regulations
to protect the privacy and security of personally identifiable health
information. The resulting privacy rule (45 C.F.R. Part 164) defines certain
rights and obligations for covered entities (e.g., health plans and health
care providers) and individuals, including the following:

* giving individuals the right to be notified of privacy practices and to
inspect, copy, request correction, and have an accounting of disclosures
of health records, except for specified exceptions;

* setting limits on the use of health information apart from treatment,
payment, and health care operations (e.g., for marketing) without the
individual’s authorization;

¢ permitting disclosure of health information without the individual’s
authorization for purposes of public health protection; health oversight;
law enforcement; judicial and administrative proceedings; approved
research activities; coroners, medical examiners, and funeral directors;
workers’ compensation programs, government abuse, neglect, and
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domestic violence authorities; organ transplant organizations;
government agencies with specified functions, e.g., national security
activities; and as required by law;

requiring that authorization forms contain specific types of information,
such as a description of the health information to be used or disclosed,
the purpose of the use or disclosure, and the identity of the recipient of
the information; and

requiring covered entities to take steps to limit the use or disclosure of
health information to the minimum necessary to accomplish the
intended purpose, unless authorized or under certain circumstances.

Fair Credit Reporting
Act

The Fair Credit Reporting Act (PL. 91-508, 1970, 15 U.S.C. § 1681) governs
the use of personal information by consumer reporting agencies, which are
individuals or entities that regularly assemble or evaluate information
about individuals for the purpose of furnishing consumer reports to third
parties. The act defines a consumer report as any communication by a
consumer reporting agency about an individual’s credit worthiness,
character, reputation, characteristics, or mode of living and permits its use
only in the following situations:

* as ordered by a court or federal grand jury subpoena;

as instructed by the consumer in writing;

for the extension of credit as a result of an application from a consumer
or the review or collection of a consumer’s account;

for employment purposes, including hiring and promotion decisions,
where the consumer has given written permission;

for the underwriting of insurance as a result of an application from a
consumer;

when there is a legitimate business need, in connection with a business
transaction that is initiated by the consumer;

-

to review a consumer’s account to determine whether the consumer
continues to meet the terms of the account;

Page 77 GAO-06-121 Personal Information



168

Appendix T1
Federal Laws Affecting Information
Resellers

* to determine a consumer’s eligibility for a license or other benefit
granted by a governmental instrumentality required by law to consider
an applicant’s financial responsibility or status;

* for use by a potential investor or servicer or current insurer in a
valuation or assessment of the credit or prepayment risks associated
with an existing credit obligation; and

for use by state and local officials in connection with the determination
of child support payments, or modifications of enforcement thereof.

The act generally limits the amount of time negative information can be
included in a consumer repotrt to no more than 7 years, or 10 years in the
case of bankruptcies. Under the act, individuals have a right to access all
information in their consumer reports; a right to know who obtained their
report during the previous year or two, depending on the circumstances;
and aright to dispute the accuracy of any information about them.

Fair and Accurate
Credit Transactions
Act

The Fair and Accurate Credit Transactions Act (PL. 108-159, 2003)
amended the Fair Credit Reporting Act, extending provisions to improve
the accuracy of personal information assembled by consumer reporting
agencies and better provide for the fair use of and consumer access to
personal information. The act’s provisions include the following:

consumers may request a free annual credit report from nationwide
consumer reporting agencies, to be made available no later than 15 days
after the date on which the request is received;

* persons furnishing information about individuals to consumer reporting
agencies, and resellers of consumer reports, must have polices and
procedures for investigating and correcting inaccurate information,

* consumers are given the right to prohibit business affiliates of consumer
reporting agencies from using information about them for certain
marketing purposes; and

consumer reporting agencies cannot include medical information in
reports that will be used for employment, credit transactions, or
insurance transactions unless the consumer consents to such
disclosures.
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U.S. Department of Justice

w7

ashingion, DC. 20830

Linda Koontz

Director, Information Management Issues
ULS. Government Accountability Office
441 G Strcet, NW

Washington, DC 20543

Dear Ms. Koontz:

Thank you for the opportunity to review the final draft of the Government Accountability Offive
(GAO) report cntitled Privacy: Opportunitics Exist for Agencies and Information Resellers to
More Lully Adhere to Key Principles (GAO-06-421/310228). The draft was reviewed by 16
components of the Department of Justice (DOT) who had participated in ehis review. Earfier
today, the DDOJ provided you technical commients 1o be incorparated in the report as appropriate.
This letter constitutcs the formal comments of the DOJ, and  request that it be included in the
final report.

The DOJ is committed to protecting the privacy rights of individuals in the course of its
countertertorism and law enforcement mission. To spearhead this cffort, the DOF has recently
appointed a Chiet Privacy and Civil Liberties Officer (CPCLO} to oversee and administer the
DOT's privacy functions. The DO is also establishing a departmental Privacy and Civil
Liberties Board o assist the CPCLO in ensuring that the DOJs activities are caried out in a way
that continues to fully protect the privacy and civil liberties of all Americans,

As the GAO report points out, the recent security breaches involving information resellers have
bightighted the public’s concerns regarding personal data maintained by such resellers and led to
the GAD's review of the use of personal information from information resellets by the DOJ, as
well as the DOVs policies and practices for handling such information. The DOJ recognizes the
unique issues presented by reseller information and agroes that additional measures could be
taken regarding its use. in the fori of revised or additional guidance and policy. At the same
time. the DOJ also recognizes the need to consider ageney resources, competing mission
priorities. and the privacy protections that are iready in place as a result of the DOJ’s
compliance with the Privacy Act of 1974, 5 U.S.C.

2a.
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Ms. Linda Koontz 2

Tn recognition of the varicty of govemment operations (such as law enforcement and

intelli the Privacy Act i ome, but not all, of the Fair Information Practices.!
Law enforcement may use the regulatory process to exempt certain records from some of the
requirements of the Privacy Act. For example, pursuant to regulations, criminal law enforcement
records may be exempted from the Privacy Act's requirement that an agency make reasonable
efforts to assure that a record is accurate, complete, timely, and relevant for agency purposes,
prior to disseminating that record to someone other than an agency or pursuant 1o FOIA. Tnstead
of focusing on satisfying the Fair Information Praclices, the more appropriate metric should be
whether an agency has met the requirements of the Privacy Act.

Thus, the DOJ recommends that priot to the issuance of any new guidance or policy, a carefal
analysis and assessment of the degree of need for any new guidance should be conducted. That
assessent should be used to ensure that the guidence is tailored in such a way s to avoid any
niegative impaot on the DOJ's resonrces and compeling mission priosities. Further, any new
guidance or policy should be crafied in such & way as to avoid any increase in litigation risk, and
to fully recognize and take into account the balance that Congress has already struck in the
Privacy Act in applying Fair Information Practices to law enforcement data,

The DOF stands willing to assist in the development of any new guidance or policy considered as
aresult of this effort. We look forward to working with OMB and other agencies toward a
solution that strikes the proper balance between the fustherance of the DOJ’s mission and the
protection of individuals® privacy.

Ayain, we appreciate the opportunity to comment on this report. Tf you have any questions
regarding our comrments, please contact Richard Theis, Assistant Director, Audit Liaison Group,
Management and Planning Staff. 1f you would like to discuss ot roceive 4 brisfiog, please
contact me at (202) 514-3101.

Sincerely,

L

Paul R, Corts
Assistant Attorney General
for Administration

1y

. in1973bya US. Y comi widety das including:
callection limitation, data quality, puzpose specification, wsc limitation, security safeguards, openness, individual
participation, and accountability.

Page 80 GAO-06-121 Personal Information



171

Appendix IV

Comments from the Department of Homeland
Security

Dopartsat of Homaeland Seswity
ingion. 1X; 57K

Homeland
Security

March 17, 2006,

Ms. Linda Koontz
Director, Information Management
Govermnent Accountability Office
Washington, DC 20538

Dear Ms. Koontz:

Re: Draft Report GAO-06-421, Privacy: Opportunitics Exist for Ageneies and
Information Resellers o Maore Fully Adhere to Key Principles.

Thank you for the opportunity to review the dratt report. The Department of Homeland
Security (DHS) and the Privacy Office commend the GAO-for undertaking this important
and informative review. Certainly guidance on the collection and use of commercial
data is important for federal agencies, such as DHS. Early on in the establishment of the
DHS Privacy Office, the Depariment determined hat one of the top three issues that
needed (0 be addressed was the use of private sector information for bomeland security
purposes. It is an increasingly important issuc, as the report notes.

To that end, the Privacy Office at DHS began ity review of commercial data use and
appropriate privacy safcguards through internal DES stedy and by doing outreach
publicly and in cooperation with DIIS offices and other federal and private sector
partners. The Privacy Office hosted:a two-day public workshop, September 8-9, 3005,
am Privacy and Tcehnology: Goverment Use of Commercial Data for Homeland
Socurity. The agenda and full transcripts of the confercnce, inchuding 5 review of the
application of the Privacy Act and Fair Information Practice Principles, is posted af our
website at wyw.dhs. gov/pri vaey and s avaiiable to the public and government agencics
for review. Mention of this in the final GAO report could assist the dialogue and enable
decision makers to review information and ions raisod o useof
commercial data and challenges experienced by federal agencies.

‘The Department appreciates the thoughtfal wark of GA in adressing current use and
practices at DHS. We would like to report that in early March 2006, and since the last
contact with GAO, updated Privacy Impact Assessment Guidance, which inchudes
dircetions relevant to the collection and usc of cormercial data, has been publishesd by
the Privacy Office and distributed throughout the Department. It afso is posted on botti
the Deparfment’s internal and external websitcs. Please see Privacy fmpact Assessments,
Official Ghadancs 2006, Privacy Office. U.S. Depurtment of Homeland Security. We
respectiulty suggest the GAO report could be updated to rellect this. Prior to this, the

sewwdhs gov
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Department did have guidance on Privacy Tmpact Asscssments that had been distributed
in draft form in July 2005, both internally in DHS and extemally with all of our federal
pasiners.The Department of Justice advised DHS of their intention to adopt the DHS
published guidance of March 2005,

‘The Department helieves that our guidance, which includes questions that addrss the use
of commercial data, is unique in the government in this regard. As a result, we believe
the IDHS Privacy Office should be given recognition in the GAO report for its efforts to
encourage regarding the use of ial data. The Department continaes
to work diligently on finalizing & policy for DHS use of commercial data and expects to
have (hat policy in cireulation shortly. The Department will contitte to address the need
for transparcricy about the use of commercial data as part of the averall effort to
reorganize and review legacy Privacy Act systems.

We thank you again for the opportunity to review this mest important report and provide
comments.

Sincercly,

Ty D Prevmugle
Steven J. Pecinovsky d
Director

Departmental GAO/OIG Liaison Office
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SOCIAL SECURITY

The Commissioner
March 17,2006

Ms. Linda Koontz
Ditector, Information Mansgement Issues
U.S. Govermiment Accountability Office
Room 4-T-21

441 G Street, NW

Washington, D.C. 20548

Dear Ms. Koontz:
Thank you for the opportunity to review the draft report, "Privacy: Opportupities Exist For
Agencies and Information Resellers to More Fulty Adhere to Key Principles” (GAO-06-421).

Our comments are enclosed.

If you have any questions, please have your siaff contact Candsce Skusnik, Director, Audit
Management and Lisison Staff, at (410) 965-0374.

Sincerely,
O . omne/
e B. Barnhart

Enclosure

SOCIAL SECURFTY ADMINISTRATION  BALTIMORE M 212350003
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COMMENTS OF THE SOCIAL SECURITY ADMINISTRATION (SSA) ON THE
‘GOVERNMENT ACCOUNTABILITY OFFICE’S (GAQ) DRAFT REPORT,
“PRIVACY; OPPORTUNITIES EXIST FOR AGENCIES AND INFORMATION
RESELLERS TO MORE FULLY ADHERE TO KEY PRINCIPLES” (GAQ-06:421)

General Comments

Thank you for the opportunity to review and provide comments on this GAO draft report.
‘We share GAO's concerns about the potential for security breaches involving information
resellers and support GAQ's suggestion for congressional consideration and
recommendations for Executive Branch action in support of ensuring adherence to
applicable laws and the Fair Information Practices relating to privacy protection.

SSAis Dommltted to protecting pnvncy with regard to information the Agency ‘maintains,
including i obtained from on resellers. We hs internal
controls, including audit trails of any systems usage, to ensure that any information
disclosed is for proper use. In order to identify any internal contro] weaknesses and
potential problems that could result in waste, fraud and abuse, and to ensure compliance
with the Federal Managers Financial Integrity Act of 1982, SSA components regularly
perform Management Control Systems Reviews mandated by SSA and the Office of
Management and Budget.

GAO Recommendation

We recommend that the Attorney General, the Secretary of Homeland Security, the
Secretary of State, and the Commissioner of SSA develop specific policies for the
collection, and use of personal ion obizined from resellers that
reflect the Fair Information Practices, including oversight mechanisms such as the
maintenance and review of audit logs detailing queries of information resetler databases,
to improve accountability for agency use of such information.

SSA Comment

‘We agree. To better address the Fair ion Practices ing i ion SSA
obtains from information resellers, we will amend our relevant Privacy Act systems of
records notices to reflect the use of information resellers/commercial data sources.

‘We will also explore options for enhancing our policies and intemal controls over
SSA obtains from i ion resellers, including options for improved sudit
trail maintenance and roview.
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United States Department of State

» Assistant Secretary and Chief Financial Officer
TR

Washington, .C. 20520

MAR 20 206
Ms. Jacquelyn Williams-Bridgers
Managing Director
International Affairs and Trade
Government Accountability Office
441 G Street, NW.
‘Washington, D.C. 20548-0001

Dear Ms. Williams-Bridgers:

‘We appreciate the opportunity to review your draft report,
“PRIVACY: Opportunities Exist For Agencies and Information Resellers to
More Fully Adhere to Key Principles,” GAQ Job Code 310732,

The enclosed Department of Statc comments are provided for
incorporation with this letter as an appendix to the final report,

If you have any questions conceming this response, please contact
Brian Egan, Legal Adviser, Bureau of Legal Affairs, at (202) 647-2227.

Sincerely,

ce:  GAO - Jamic Pressman
CA&DS
State/O1G — Mark Duda
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Department of State Comments on GAO Draft Report
PRIVACY: Opportunities Exist For Agencies and Information
Resellers to More Fully Adhere to Key Principles
(GAO-06-421 GAO Code 310732)

Thank you for giving us the opportunity to comment on GAQ's drafi
report “Privacy: Opportunities Exist For Agencies and Information Resellers
to More Fully Adhere to Key Principles.”

Tn general, GAQ’s report seems to rest on the premise that records

from “information resellers” should be accorded speciat treatment when

ipared with sensitive i ion from other sources. We do not believe
that this premise is inherently sound. The Department receives sensitive
information from a variety of sources in order to ensure that visas and
passports are issued only to those who are entitled to them, to conduct
investigations as part of its diplomatic security mission, and in other
contexts. The Department does not distinguish between types of information
or sources of information in deciding whether to comply with privacy laws.
All Dep i jon is treated in dance with applicable privacy
laws, tegardless of the source or type of information at issue.

We also have a few specific technical comments. We request that
GAO revise those sections of the report (e.g., at 58 and 62) which suggest
that “fraud protection” in the passport and visa context is “not related to law
enforcement.” The Department is charged with investigating, making
arrests, and working with other appropriate law enforcement agencies to
detect and prosecute potential cases of visa and passport fraud. In the
passport context, GAO recently stated that “[mlaintaining the integrity of the
U.S. passport is essential to the State Department’s effort to protect U.S.
citizens from terrorists, criminals, and others,” and that “Passport fraud is
often intended to facilitate such crimes as illega) immigration, drug
trafficking, and alien ing.” See GAO, Improvements Needed to
Strengthen U.S. Passport Frand Detection Efforts (June 29, 2005) at 2.
Fraud detection in the passport and visa context is clearly related to law
enforcement, as well as to the vital task of providing homeland security.

On a related note, we disagree with GAQ’s criticism (at 62-63) of the
use of terms such as “public source material” to identify categories of
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sources of records in Privacy Act systems of records notices. To the extent
that an agency’s system of record notices properly identify “categories” of
records, the notices are in compliance with the Privacy Act. See 5 U.S.C. §
552a(e}(4)I). In our view, it would be bad policy to require separate and
specific mention of information from individual sources such as data
resellers, as this would imply that such information could not be considered
when it was not specifically mentioned. Such a policy could result in
critical information not being considered in a given case (in the case of the
Department, for example, in adjudicating a visa or passport application),
with consequent harmful effects on the United States national interest. The
proliferation of such requirements for “specific mention” in systems of
records notices would likely compound this problem, with the result that
USG judgments would be less, not more, well-founded.
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GAQO’s Mission

The Government Accountability Office, the audit, evaluation and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help improve the performance and
accountability of the federal government for the American people. GAO
examines the use of public funds; evaluates federal programs and policies;
and provides analyses, recommendations, and other assistance to help
Congress make informed oversight, policy, and funding decisions. GAO’s
commitment to good government is reflected in its core values of
accountability, integrity, and reliability.
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