EAC Public Meeting July 21, 2008

Phoenix, AZ
Brian Hancock:  Briefing Regarding EAC Board of Advisor’s Resolution 2008-03 Regarding EAC Certification of Voting Systems
Be it Resolved That: The Board of Advisors strongly encourages the EAC to continue working to

resolve the impasse created by developing certification systems and remove certification barriers and

roadblocks in order to ensure certification of needed system improvements in time to use in the 2008

general election.
- Options for 2008 EAC Voting System Certifications -
Option 1:  Emergency Certification of Voting System Modifications
This option would allow for emergency certifications of voting systems currently in the certification process, but not yet certified, if they are needed by a State to conduct elections in November 2008.

Steps:

Voting system manufacturers may submit modifications necessary for jurisdictions to conduct elections in November of 2008, provided the voting system is already under test for full EAC certification.  The submission of modifications must be made consistent with the requirements stated below.    The EAC will issue a emergency certification for modifications that meet the 2002 VSS requirements and have been properly tested for system integration.

Effective Period.  The Emergency Certification program will begin the date that the EAC adopts this policy. Certifications under this policy will expire December 5, 2008.
Program Requirements.  In order to submit an application for the modification of a voting system under this program, voting system manufacturers must provide documentation to ensure that the system:

1. Has been previously submitted for testing to the EAC under the full Certification Program. 
2. Is submitted no later than Friday, October 3, 2008.

3. Has been properly tested by an EAC Voting System Test Laboratory (VSTL).  
4. To ensure the timely processing of emergency modifications, testing shall be limited to: (1) testing of the modification(s), and (2) system integration testing. 

5. Is submitted consistent with the conditions and procedural requirements stated below.  

Application Procedure.  If a manufacturer seeks an Emergency EAC certification for a  modification, the manufacturer must submit an application package.  Application packages shall be sent to: Director, Testing and Certification Program, 1225 New York Ave, NW, Suite 1100, Washington, D.C. 20005.  The application package shall contain:

I. Submission Letter. Manufacturers must submit a letter with their application package.  This letter:

1. Must contain contact information. Included in the contact information shall be: 

i. The official name and address of the manufacturer. 

ii. The name of a management contact authorized to make determinations for and bind the manufacturer.  The contact’s title, address, telephone number, fax number and email address shall also be provided.

iii. The name of a contact authorized to provide technical information to the EAC on behalf of the company. The contact’s title, address, telephone number, fax number and email address shall also be provided.

2. Must state and agree to the following program requirements or conditions:

i. The voting system has been previously submitted to the EAC for Testing and Certification.
ii. The voting system being modified will complete full EAC Certification after the 2008 General Election.

iii. As the emergency policy only certifies modifications to voting systems not previously certified by the EAC, manufacturers may only represent the modification as provisionally certified until the EAC certification expires.   Manufacturers shall not represent the entire system as holding an EAC Certification. 

iv. The Manufacturer shall submit a report to the EAC regarding the performance of the modified voting system within 30 days of the 2008 General Election.  This report shall identify and describe any:

1. Performance failures;

2. Technical failures;

3. Security failures; and/or

4. Accuracy problems.
3. Must contain a description of the modification at issue, including background regarding the problem the modification is meant to address, and the nature of the modification.

4. A description of the steps taken (and to be taken) to ensure proper functioning and fielding of the modified system.  This section shall include a discussion of the efforts taken to make sure the system meets all of the requirements of the 2002 VSS.  This discussion should cover test plan development, system (modification) testing, test results, production, quality control, and the manufacturer’s plan to field the modification in time for the 2008 General Election.  

II. Test Plan. The application must include a copy of the test plan created by an EAC accredited VSTL.  The plan must provide for 1) testing of the modification and 2) system integration testing.  

III. Technical Data Package.  If the Technical Data Package for the system has not previously been submitted to the EAC VSTL, the application must include a copy of the Technical Data Package which includes changes reflecting the modification at issue.

IV. Test Report. The application must include a copy of 1) the test report for the modification at issue, 2) copies of all previous certification related activity under the EAC Testing and Certification Program (Including draft and/or approved Test Plans and Draft Test Reports), and 3) the test report that served as the basis of the system’s original 2002 VSS Qualification under the NASED Program.
EAC Action.  Upon receipt of an application to certify a modification, the EAC shall expeditiously review the application within ten (10) business days.  The EAC Executive Director shall be responsible for the EAC determination of certification. The Executive Director will:

1. Review Application for Completeness.  Upon receipt of the application, the application will be reviewed to ensure it is complete and meets the requirements of the program.  

a. Noncompliant application packages will be rejected.  The EAC Executive Director will promptly notify the manufacturer, in writing, when an application is rejected and specifically identify the application’s omission or nonconformance.  

b. The Executive Director will also notify manufacturers when an application has been accepted for review.  This written notice is not a certification.  The notice shall provide the manufacturer with an estimated date that the review of the application will be completed.  

2. Technical Review.  After an application has been accepted for review, the EAC shall evaluate the submission for technical compliance with the 2002 VSS.  In the event an issue of non-compliance arises, the manufacturer will be notified of the non-compliance and be provided an opportunity to offer further explanation and information or fix the problem prior to a final EAC decision.   

3. Final Decision.  The Executive Director shall make a final EAC decision regarding the modification’s compliance with the 2002 VSS.  Those modifications found to be in compliance will receive an EAC Certification.  The Executive Director shall notify the manufacturer of the EAC’s determination in writing. Notice of all emergency modification certifications issued under this policy will be available at www.eac.gov.
Effect of Emergency Modification Certification.    Certification of a modification issued under this policy is provisional and shall expire December 5, 2008.  The certification is not an EAC endorsement of the product.  It signifies only that the modification to the voting system meets the requirements of the 2002 VSS and that the modification has successfully completed system integration testing.  It does not signify that the modified voting system, in its entirety, has been fully tested and certified by the EAC.
PROs-  

· Will likely allow pending modifications to existing, non-EAC Certified voting systems to be used in the November 2008 General election in several States.

· Gives EAC field knowledge of the modification (and the system) to feed back into certification program.

CONs-
· Incomplete testing on the full voting system provides no assurance that the full voting system meets applicable Federal Standards or other EAC Certification Program requirements.

· Undermines EAC program by attaching EAC name to a voting system not assessed under our requirements.  
· Integration testing of modification may not even assure modification works correctly.  
· EAC Program Manual would need to be amended, including a public period.
Option 2: Waiver of EAC Certification
This option would grant a waiver for current voting systems in the certification process, but not yet certified, if they are needed to conduct elections in November 2008.

This option follows the process already adopted by EAC in the Provisional Pre-Election Modification policy currently in the Certification Program manual at Section 3.6, with the most significant change removing the requirement that the system have previously received EAC certification.
Steps:

General Requirements. A request for an emergency modification waiver may be made by a Manufacturer only in conjunction with the State election official whose jurisdiction(s) would be adversely affected if the requested modification were not implemented before Election Day. Requests must be submitted at least 45 calendar days before an election. Only systems currently under EAC Testing pursuant to certification are eligible for such a waiver. To receive a waiver, a Manufacturer must demonstrate the following:

1. The modification is functionally or legally required; that is, the system cannot be fielded in an election without the change.

2. The voting system requiring modification is needed by State or local election officials to conduct a pending Federal election.

3. The modification cannot complete the current  test campaign and be submitted to the EAC for certification, consistent with the procedural requirements of the EAC Certification Program Manual, at least 30 days before the pending Federal election. 

4. Relevant State law requires Federal certification of the requested modification.

5. The Manufacturer has taken steps to ensure that the modification will properly function as designed, is suitably integrated with the system, and otherwise will not negatively affect system reliability, functionality, or accuracy.

6. The Manufacturer (through a VSTL) has completed as much of the evaluation testing as possible for the modification and has provided the results of such testing to the EAC.

7. The emergency modification is required and otherwise supported by the Chief State Election Official seeking to field the voting system in an impending Federal election.

Request for Waiver. A Manufacturer’s request for waiver shall be made in writing to the EAC Executive Director and shall include the following elements:

a. A signed statement providing sufficient description, background, information, documentation, and other evidence necessary to demonstrate that the request for a waiver meets each of the requirements stated above.

b. A signed statement from the Chief State Election Official requiring the emergency modification. This signed statement shall identify the pending election creating the emergency situation and attest that (1) the modification is required to field the system, (2) State law (with citation) requires EAC action to field the system in an election. and 
c. A signed statement from a VSTL that there is insufficient time to perform necessary testing and complete the certification process. The statement shall also state what testing the VSTL has performed on the modification to date, provide the results of such tests, and state the schedule for completion of testing.

d. A detailed description of the modification, the need for the modification, how it was developed, how it addresses the need for which it was designed, its impact on the voting system, and how the modification will be fielded or implemented in a timely manner consistent with the Manufacturer’s quality control program.

e. A stated agreement signed by the Manufacturer’s representative agreeing to take the following action:

· Abstain from representing the modified system as EAC certified. The modified system has not been certified; rather, the system has received a waiver providing the Manufacturer leave to modify it. 

· Submit a report to the EAC regarding the performance of the modified voting system within 30 days of the Federal election that served as the basis for the waiver. This report shall (at a minimum) identify and describe any (1) performance failures, (2) technical failures, (3) security failures, and/or (4) accuracy problems.

EAC Review. The EAC will review all waiver requests submitted within ten (10) business days and make determinations regarding the requests. Incomplete requests will be returned for resubmission with a written notification regarding its deficiencies. 

Letter of Approval. If the EAC approves the modification waiver, the Executive Director shall issue a letter granting the temporary waiver within five (5) business days of receiving a complete request. 

Effect of Grant of Waiver. An EAC grant of waiver for an emergency modification is not an EAC certification of the modification. Waivers under this program grant Manufacturers leave to only make temporary and necessary modifications for the specific election noted in the request. In addition—

· All waivers are temporary and expire 30 days after the Federal Election for which the system was modified and the waiver granted. 

· Any system granted a waiver must complete the testing and certification engagement interrupted by the waiver.  This shall be accomplished as soon as possible.  

· The grant of a waiver is no indication that the modified system will ultimately be granted a certification.

Denial of Request for Waiver. A request for waiver may be denied by the EAC if the request does not meet the requirements noted above, fails to follow the procedure established by this policy or otherwise fails to sufficiently support a conclusion that the modification at issue is needed, will function properly, and is in the public interest.  A denial of a request for emergency modification by the EAC shall be final and not subject to appeal. 

Publication Notice of Waiver.  The EAC will post relevant information relating to the temporary grant of an emergency waiver on its website.  This information will be posted upon grant of the waiver and removed upon the waiver’s expiration.  This posting will include information concerning the limited nature and effect of the waiver.
PROs-
· May allow pending modifications to existing, non-EAC Certified voting systems to be used in the November 2008 General election in several States.

· Retains integrity of EAC concept of “certification,” since no certification is issued.
CONs-  

· Would a waiver have any legal effect on the State?  Can the EAC waive a provision of State law?
· If system fails during the election, the EAC would be accused of abdicating our HAVA responsibilities in not conducting a thorough review and certifying the system.

· Would also require a change to the EAC Testing and Certification Program Manual.

Option 3: Stay the Course

Continue with the EAC certification program as developed to certify voting systems after thorough review against the appropriate standards and according to the EAC Testing and Certification Program Manual.
PROs-  

· Retains the integrity of the EAC program.   
· Provides assurance that the full voting system will be tested to the applicable Federal Standards.
· Allows EAC to continue to establish a baseline for full voting system testing, so that in the future the program requirements for testing modifications and doing emergency certifications will prove relevant and effective.

· This option remains consistent with EACs publicly stated goal of not compromising the rigor and thoroughness of our process for the sake of expediency.

· In contrast to Option 2, it retains the EACs role as a certifying authority. 
· This option does not create further confusion as to the meaning of an EAC certification.

· No change to the EAC Testing and Certification Program Manual necessary.

CONs- 

· Will likely not permit a voting system certification in time to implement for the November 2008 General Election.
· Will retain current focus on relative immaturity of the EAC program.

It is the opinion and recommendation of EAC staff that for the long-term best interest of the EAC, the Testing and Certification Program, the majority of Election Officials in the United States, and ultimately, voters throughout the United States, that we stay the course.  The program is still in its infancy.  We are learning from our experiences, and making changes to the policies and procedures to build the kind of robust certification program envisioned by the authors of HAVA.  Quick-fix solutions to complex problems rarely work, and in fact, often produce unintended consequences that lead to bigger problems than the one intended to be addressed by the fix.

We are not asking for a pass on judging the effectiveness of this program. We only hope that the program will be allowed to mature and prove its worth after being given a fair chance.  Once the EAC has a baseline certification on voting systems, modifications, minor changes, and emergency situations will easily be addressed under the provisions already established in Sections 3 and 4 of the EAC Testing and Certification Program Manual.
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