Office of Laboratory Animal Welfare

Excerpted from the ARENA/OLAW: Institutional Animal Care & Use 

Committee Guidebook, 2002
B.6. Emergency Preparedness

B.6.a. Security and Crisis Management

Anti-animal research activities during the past several years against institutions using animals in research, testing and teaching programs have included demonstrations, break-ins, vandalism, life threats and harassment by mail or telephone, arson, and bomb threats.  Since the IACUC has responsibility for the welfare of animals at its facility, it shares responsibility for the security of the animals and personnel who care for and use these animals with other units within the institution, such as the units responsible for security, public information, and governmental relations.  Institutions receiving federal funds have an obligation to protect the federal investment in research by exercising due diligence in this area. The IACUC can serve a key role in advising the IO and the institution of potential risks and vulnerabilities, and in developing a plan for responding to potential or real threats.  

In all cases the IACUC must consider allegations of noncompliance or animal welfare issues as concerns that must be addressed in accordance with relevant PHS Policy provisions and Animal Welfare Regulations (AWRs) (see Section D).

There are four key elements to an institution’s preparedness:

· an animal care and use program of impeccable integrity; 

· a security program based on risk assessment;

· an integrated communication plan with descriptions of research projects in lay terminology, spokespersons, and a telephone tree; and 

· an internal and external community outreach program that includes legislators and funding agencies.

Crisis Management Team

The establishment of a crisis management team before a crisis occurs is important in order to respond in a timely manner.  This team may be comprised of individuals representing the following areas: security, public information, laboratory animal resources, the IACUC, management/research administration (including the IO), legal affairs, and governmental relations. It is helpful for this team to meet periodically to keep abreast of current issues at the national and local level, and to be apprised of current research activities.

Risk Assessment – Security

The first step in developing a security program is to conduct a risk assessment of the institution's facilities and evaluation of the existing security system.  Organization of a security and communication plan then follow.  Some key points include:

1. Determine facility vulnerability.  

a.  Look at the research facilities with a “public eye.” 

b.  Be aware that use of certain animal species can increase viler-ability (e.g., nonhuman primates, cats and dogs). 

c.  Be aware that some kinds of research may be perceived to be controversial (e.g., surgical and neuroscience protocols, including drug-addiction studies).

d.  Carefully review protocols that are more likely to generate requests for information under state or federal open records laws, such as items (b) and (c) above.

2. Evaluate the security system.

a.  Review policies regarding access and electronic surveillance systems.

b.  Check location of keys and access to animal rooms; entrances and exit sites such as stairwells and roof access.

c.  Determine who has access to buildings during nights and weekends.

d.  Ensure computer security, network access, etc. with computer administrators.

3. Check storage of research data.

a.  Ensure security of IACUC records and research data, including copies maintained offsite.

b.  Review research protocols for confidential information.

c.  Review protocols for graphic and/or sensitive terminology.

4. Organize a security plan.

a.  Consult with local police to establish procedures.

b.  Establish clear lines of authority and roles in a crisis situation.

c.  Maintain a list of research projects and scientists.

d.  Identify ongoing investigations by regulatory agencies.

e.  Limit access of delivery persons within animal care facilities.

f.  Keep duplicate physical layout plans available off site.

g.  Share information with security personnel about activism at other research organizations.

h.  Develop a document that will provide pertinent information to the police in the event of an incident such as type of incident, location, animals or property destroyed or stolen, people involved, time, method of entry, and need to check for hazardous materials.

5. Organize a communication plan in the event of an incident during the day, after hours, weekends, and holidays.

Communications and Risk Reduction

Institutions using animals need to communicate effectively and on an on-going basis with the internal and external community and the media.  It is important to build these relationships over time and to keep individuals in all of these areas informed about the significance of the work in which animals are used, and the institution's commitment to scientific standards through quality animal care and use.  Being proactive by conveying significant advances in research using animals ethically and humanely can reduce the potential for negative public reactions in a crisis situation.

The IACUC Chair and members can interact with institutional public information officers, researchers, veterinarians, technicians and the research administration to identify spokespersons to address animal research issues. These spokespersons should be provided adequate training.  Fact sheets should be readily available about the institution's policies and commitment to humane and appropriate animal care and use, the quality of its animal care and use program (including accreditation), and brief summaries of the value and importance of any specific animal use under scrutiny.  Written materials need to be written in language understandable to nonscientists.  Institutions must be prepared to respond to allegations honestly (i.e., if real noncompliance with relevant policies or regulations is substantiated then the institution must take appropriate action and should be forthcoming about the situation).

In the event of a crisis the facility that is prepared can respond quickly through its spokespersons with accurate and factual information.  It is also important for the institution to notify OLAW in such an event so they can confirm the status of the institution's PHS Assurance and any PHS sup-port, as well as AAALAC, which maintains a crisis communication plan to assist accredited institutions.

Maintaining a high quality animal care and use program, good relationships within the institution and the community, and an effective education program can help to prevent and alleviate many crisis situations and significantly reduce the need for long term damage control.
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B.6.b. Disaster Planning

As a fundamental component of the operational plans for most animal facilities, the Disaster Plan is a detailed, site-specific compilation of critical resources that are helpful in a variety of crisis events. The Guide recommends that all animal facilities have a Disaster Plan as part of their overall program and that the veterinarian or animal facility manager be part of the official institutional response team.  While the Guide does not outline the elements of a Disaster Plan, it does suggest that facilities maintain sufficient emergency power necessary to maintain critical services (e.g., heating, ventilation and air conditioning (HVAC) system) and support functions (e.g., freezers, ventilated racks and isolators).  Unique components of the facility may require special considerations. The proper institutional authority should approve the final plan so that appropriate resources can be committed during an emergency event.  Typically, the IACUC does not have primary responsibility for emergency preparedness, but because emergency events could have significant impact on animals and the animal facility, the committee may choose to assess their site's preparedness during regular semiannual program reviews.

Emergency Management

In addition to the development of a Disaster Plan, an animal facility should consider approaching disaster preparedness from the more encompassing perspective of emergency management.  One invaluable resource for emergency management information is the Federal Emergency Management Agency (FEMA).  FEMA is an independent federal agency founded in 1979 that reports directly to the President.  FEMA’s mission is to reduce loss of life and property and protect our nation's critical infra-structure from all types of hazards through a comprehensive, risk-based, emergency management program.  FEMA considers an effective emergency management program to consist of four parts: 

· Mitigation (activities related to preventing future emergencies or minimizing the effects of emergencies that occur);

· Preparedness (incorporation of the planning and preparations required to handle an emergency, including the Disaster Plan);

· Response (the Disaster Plan put into action when an emergency occurs); and

· Recovery (the actions needed to return to normal after an emergency occurs.) 

Segments of a Disaster Plan

This section focuses on the Disaster Plan because it is the component of an emergency management program that the IACUC should review as a part of its semiannual program review.  The content and scope of the Disaster Plan will be shaped and determined by the individual program and facility.  The following approach is one way to create a Disaster Plan and can be useful to the IACUC in evaluating the facility’s plan.

A suggested organization method includes:

· developing a planning team,

· defining emergencies,

· identifying critical functions and systems,

· defining resources and contacts,

· developing policies and procedures, and

· training staff and testing emergency equipment.

Developing a Planning Team
The Disaster Plan is best completed by the group of individuals that would respond to an emergency.  The emergency response planning team should be comprised of individuals of various backgrounds and expertise, including certain animal facility staff and investigators, as well as representatives from the facility engineering/maintenance group, security, occupational health services, safety, public relations and risk management.  Due to site-specific variables such as the type of facility, hazards, risks and available resources, teams will be as unique as the plan.  One of the early actions of the team should be to define its mission, goals and methods of operation.  The team will also need to enlist project support from senior management so that resources are allocated for implementation of prescribed action plans.  Ultimately, they will also need to integrate the facility Disaster Plan with any site-wide or local Disaster Plans. 

Defining Emergencies

FEMA and other emergency management organizations have described various scoring methodologies to help categorize and rank emergencies.  They generally divide emergencies (hazards) into three different categories:

· natural emergencies,

· technical emergencies, and

· civil emergencies.

Natural emergencies are the most commonly occurring "disasters" and include weather, seismic or ocean related events.  Examples include tornadoes, hurricanes, floods, earthquakes, flood tides, etc.  Technical emergencies are mechanical or human failures and include HVAC failures, computer system failures, chemical spills and structural failures.  Civil emergencies are deliberate human events such as terrorist attacks, sabotage and labor strikes.  

When developing a Disaster Plan, it may be helpful to list each type of emergency and include the primary and secondary effects. Secondary effects can greatly complicate a problem and can affect some critical functions even more than the primary.  To help in planning, the list should include the probability of an event occurring (see Table A). The Disaster Plan should be sufficiently general to be responsive to unplanned types of crises. 

As a planning exercise in evaluating primary and secondary effects, consider the scenario of a typical, midwinter moderately severe snowstorm, which can present multiple problems.  Snow can clog the air intake filters and interfere with the HVAC system, or affect the electrical supply.  Snow can contribute to local flooding when it melts.  Either snow or flooding may affect employees’ ability to get to work or prevent essential deliveries from being made.  If electrical power is lost, and the facility is relying on emergency back-up generators, there may be refueling problems when the fuel reserves are exhausted and delivery trucks can’t reach the site.  This example shows how the planning exercise can provide valuable modeling information useful in disaster preparation.

 Identifying Critical Functions and Systems

Fundamentally, the Disaster Plan should address ways to maintain or cope with the loss of critical functions and systems in the animal facility.  To do this, it is important to rigorously identify all critical animal facility specific functions and systems.  The critical functions and systems fall into two general categories: mechanical systems and personnel functions (see Table B).  It is helpful to compare the list of primary and secondary effects of the different emergencies (Table A) and review their impact on the critical functions and systems.  Different scenarios can become the basis for action plans and preparedness activities.

Defining Resources and Contacts

The Disaster Plan can also include lists of available resources and contacts to be used during emergency events.  The lists can include various emergency equipment, spare parts, equipment capacities, levels of redundancy built into the mechanical equipment systems and ways to put the equipment into use.  Additionally, this section might include critical vendors that can supply services during an emergency, such as a supplier to perform periodic refueling of emergency generator fuel tanks, as well as up to date emergency personnel notification lists, including criteria for contacting specific individuals.  More advanced plans stage the level of an emergency and clearly prescribe the type of response for each level.  Other pertinent items such as floor layouts, mechanical equipment plans, the names and numbers of national, regional and local emergency response organizations (FEMA, Red Cross, Police, etc.) and local weather information resources, can be included.

Developing Policies and Procedures

The core elements of a Disaster Plan are the policies, guidelines and procedures that are put into action during an emergency.   The plan should address very specific emergencies and/or give general outlines for action steps in response to an emergency.  Many plans will also focus on coping with the loss of a critical function or system. This approach is best when it includes evaluation of the reliability of the back-up systems affected during a complex emergency situation.  Available resources should be clearly identified and include information on how to access the resources.  Clear lines of authority and responsibility should be established and documented. 

Training Staff and Testing Emergency Equipment

Personnel are usually familiar with "fire drills" through participation in regular emergency evacuation testing of buildings.  Effective disaster planning borrows that concept and conducts the same types of rehearsals for other high-risk emergency situations.  Exercising realistic scenarios not only provides practical training but also ‘”tests” the emergency plans for deficiencies or vulnerabilities.   Similarly, emergency equipment should be tested and maintained in working order.  Finally, the Disaster Plan should be made readily available to all staff members.  Some facilities have the plan available on internal Web sites.

Conclusion

Animal facility management should recognize that emergencies and unexpected problems are inevitable.  Adopting the mindset that emergencies are a fact of life and will occur is the first step towards their prevention.  Preparedness is critical for emergency avoidance and will reduce, if not eliminate, negative affects.  A good Disaster Plan will ensure a quick and effective response and faster recovery.  However, the process of emergency management planning is not totally intuitive and a specific effort needs to be made to examine the issues and devise plans.  Furthermore, because there are no “formulas” and very few formal requirements for back-up or emergency systems, one facility’s plan will not be 100% effective at another facility.  The overall process should be dynamic and should be reviewed on a regular basis by the facility.  The IACUC may also choose to include it periodically as a part of their semi-annual program reviews.  The modification or upgrading of functional systems is an ideal time to upgrade the emergency handling potential of the system.  Unfortunately, emergency/ hazard identification is clearest in retrospect, but the special efforts of prospective disaster planning pay the greatest dividends.  

B.6. Table A.  Examples of Categories of Emergencies 

Natural Emergencies

	Primary Emergency
	Secondary Effects
	Risk of Occurrence
	Impact

	Earthquake
	
	
	

	Flood
	
	
	

	Coastal flood
	
	
	

	Hurricanes
	
	
	

	Landslides
	
	
	

	Severe storms (thunderstorms)
	
	
	

	Tornadoes
	
	
	

	Tsunamis
	
	
	

	Wildland fires
	
	
	

	Winter storms (snow & ice)
	
	
	

	Drought
	
	
	

	Lightning
	
	
	


Technical Emergencies

	Primary Emergency
	Secondary Effects
	Risk of Occurrence
	Impact

	Hazardous chemicals spill
	
	
	

	Radioisotope spill
	
	
	

	Biohazard spill
	
	
	

	Computer system
	
	
	

	HVAC
	
	
	

	Steam heat
	
	
	

	Water supply
	
	
	

	Reverse osmosis or treated 

drinking water
	
	
	

	Waste water removal
	
	
	

	Solid waste removal
	
	
	

	Security system
	
	
	

	Transportation
	
	
	

	Communication
	
	
	

	Fire safety
	
	
	

	Electricity
	
	
	


Civil Emergencies

	Primary Emergency
	Secondary Effects
	Risk of Occurrence 
	Impact

	Terrorist threat/action
	
	
	

	Strike of personnel
	
	
	

	Demonstrations
	
	
	

	Intrusion
	
	
	

	Computer/network attack
	
	
	


B.6. Table B.  Core Functions of an Animal Facility

	Mechanical
	Personnel

	· Ventilation

(   Cooling

· Heating

· Cleaning water

· Drinking water for animals

· Power

· Sewage

· Solid waste removal

· Carcass disposal

· Freezing

· Cage sanitation

· Communication system

· Transportation

· Shelter


	· Safety

· Communications

-     Staff

-     Authorities

-     Public

· Medical care

· Veterinary care

· Husbandry

-     Feeding

-     Watering

-     Cleaning

-     Capturing loose animals

· Medical waste handling

· Carcass disposal

· Security

· Supplies

-     Food

-     Bedding

-     Uniforms

-     Personal safety equipment

-     Cleaning




Suggested Reading 

Anderson, S.  1998. Hazard Analysis: Preparing for Natural Disasters, Lab Animal; 27(1):24-29.

Federal Emergency Management Agency (FEMA) Web site: http://www.fema.gov/.  

"Animal in Disaster" a two module training program by FEMA.

Vogelweid, C. M. Developing emergency management plans for university laboratory animal programs and facilities. Contemporary Topics on Laboratory Animal Science 37(5):52-56.

Resources for Crisis Management in Zoos and other Animal Care Facilities. 1999. Published by the American Association of Zoo Keepers. Editors: Chan S. D., W. K. Baker, and D.L. Guerrero. Topeka, Kansas.

Heath, S. E.  1999. Animal Management in Disaster. Mosby Year Book. St Louis, MO.

ARENA/ OLAW: Institutional Animal Care & Use Committee Guidebook; 2nd edition, 2002

(Excerpt ~ Emergency Preparedness- Section B.6) - pages 71-81

PAGE  

