Office of the Inspector General

September 14, 2000

William A. Halter

Deputy Commissioner
of Social Security

Inspector General

Effectiveness of Internal Controls in the Modernized Enumeration System
(A-08-97-41003)

The attached final report presents the results of our audit. Our objectives were to
determine whether Social Security Administration personnel complied with existing
policies and procedures when (1) assigning original Social Security numbers to U.S. born
applicants age 18 and older and (2) resolving Enumeration Feedback Messages.
Additionally, we determined whether further controls should be implemented in these
processes.
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EXECUTIVE SUMMARY

OBJECTIVE

The objectives of the audit were to determine whether Social Security Administration
(SSA) personnel complied with existing policies and procedures when (1) assigning
original Social Security numbers (SSN) to U.S. born applicants age 18 and older and (2)
resolving Enumeration Feedback Messages (EM). Additionally, we determined whether
further controls should be implemented in these processes.

BACKGROUND

Enumeration refers to SSA’s process for assigning SSNs and issuing original and
replacement SSN cards. SSA’s enumeration procedures have changed significantly since
the first card was issued in 1936. Originally, field offices (FO) issued SSN

cards and then sent the corresponding applications to SSA Headquarters in

Baltimore, Maryland, where SSN records were established. In 1982, SSA began a
systems modernization program to improve the Agency’s operations. Since 1984,
processing completed SSN applications has become almost fully automated.

SSA'’s Program Operations Manual System (POMS) requires all applicants for original
SSNs to submit an application and provide acceptable documentary evidence of age,
identity, and citizenship or lawful alien status.™ ? It also requires FO personnel to conduct
an in-person interview with all applicants for original SSNs who are age 18 and older and
to verify the existence of birth certificates with State Bureaus of Vital Statistics if they are
U.S. born.* * SSA also requires applicants for replacement SSN cards to submit an
application and provide, at a minimum, proof of identity.

When processing SSN applications, SSA requires FO personnel to review evidence that
each applicant presents and then enter the information into the Agency’s Modernized
Enumeration System (MES). Once entered, applicant information undergoes numerous
automated edits. For example, SSA programs compare an applicant’'s name and date of
birth with existing SSN records to ensure that the Agency had not previously assigned the
individual a SSN. MES issues SSN cards in those

1 POMS, section RM 00202.001A.
2 POMS, section RM 00203.001A.
3 POMS, sections RM 00202.055A. and RM 00203.001A.

* POMS, section RM 00202.055E.3.



cases where all edits are passed. When input data do not pass the edits, MES generates
EMs and electronically transmits these messages to the respective FOs for resolution.

SSA policy requires FO personnel to compare the information on the EMs and the SSN
applications and contact the applicants, when necessary, to obtain information needed to
resolve the issues. Based on available information, FO personnel then instruct MES to
either issue a SSN card or delete the application.” Once the application is deleted, the
applicant may have to submit a new application and evidence to reapply for a SSN, if the
prior application is no longer available in the applicable SSA FO.

Since 1935, SSA has assigned approximately 405 million SSNs. During Fiscal

Year 1999, SSA issued about 16.6 million SSN cards, of which about 5.3 million pertained
to newly assigned SSNs. Of the newly assigned SSNs, 9,410 were for

U.S. born applicants age 18 and over.

To accomplish our objectives, we reviewed applicable laws, regulations, and SSA
procedures. Additionally, we interviewed SSA personnel in Baltimore, Maryland;
Brownsville, Texas; Chula Vista, California; and Chicago, lllinois. We also examined

84 applications for original SSNs that U.S. born applicants age 18 and over submitted to
determine whether FO personnel had complied with existing procedures. Finally, we
examined EMs generated on 100 randomly selected applications to determine whether FO
personnel effectively resolved underlying discrepancies. We conducted our audit field
work between March 1998 and July 1999.

RESULTS OF REVIEW

The three FOs we visited generally processed original SSN applications for U.S. born
applicants age 18 and over in accordance with established policies. However, our
examination of a sample of EMs revealed that SSA FOs did not always properly resolve
EMs or adequately document actions taken. Additionally, FO personnel did not always
obtain required supervisory authorization before approving SSN applications that
generated certain suspect EM codes.

FO PERSONNEL PROPERLY ASSIGNED ORIGINAL SSNs TO
U.S. BORN APPLICANTS AGE 18 AND OVER

SSA personnel at the 3 FOs we visited processed all of the 84 original SSN applications
submitted by U.S. born applicants age 18 and over in accordance with prescribed
procedures. Specifically, FO staff obtained required documentation of age, identity, and
citizenship status and verified birth certificates with the applicable

State Bureaus of Vital Statistics. Additionally, in accordance with SSA requirements,

® Chapter 303 of SSA’s Modernized System Operations Manual.



supervisory personnel approved each of the applications. We commend these FOs for
their implementation of, and compliance with, the controls.

FO PERSONNEL DID NOT ALWAYS PROPERLY RESOLVE EMs OR
ADEQUATELY DOCUMENT ACTIONS TAKEN

Our review of EMs generated for 100 sample applications disclosed 15 instances in which
FO personnel did not resolve the EMs in accordance with SSA procedures. As a result,
SSA erroneously assigned new SSNs to two individuals and recorded incorrect places of
birth on two other applicants’ Numident master file records.® SSA personnel improperly
deleted the remaining 11 SSN applications. Consequently, some applicants had to re-
apply for the SSN cards, and FO personnel duplicated previous efforts.

We were unable to determine whether EMs were properly resolved in 13 additional cases
because FO personnel did not document the basis for the actions taken. SSA procedures
do not require SSA staff to document the basis for resolving or deleting an EM.
Nevertheless, to ensure adequate information exists for proper supervisory control, we
believe SSA should consider requiring FOs to maintain documentation regarding the
resolution of EMs.

Finally, we noted two instances in which a Service Representative or a Claims
Representative cleared an EM, even though SSA policy requires clearance by an
Operations Supervisor or higher level personnel. A representative of SSA’s Office of
Systems Requirements could not explain why MES had accepted personal identification
numbers assigned to personnel below the Operations Supervisor level. The representative
stated that SSA personnel would need to perform validation tests to determine why these
instances occurred. As of June 2000, SSA had not conducted such tests.

CONCLUSIONS AND RECOMMENDATIONS

We commend SSA for the controls it has implemented in processing original SSN
applications for individuals age 18 and over. However, we believe FO staff should
exercise greater diligence in processing EMs, including adhering to established
procedures, to ensure that EMs are properly resolved. In addition, we believe SSA should
require FOs to document the basis of all resolution actions taken, regardless of whether a
card is subsequently issued. Finally, SSA should determine why MES did not reject the
Service Representatives’ and Claims Representatives’ second personal identification
numbers on EMs that required clearance by management level personnel.

® The Numident master file contains all relevant enumeration information (for example, name, date of birth,
and mother’'s maiden name) for each individual number holder.



We recommend that SSA:

= Reemphasize to all FO personnel the necessity of following established procedures
when resolving EMs.

= Require FO management to perform periodic quality reviews of processed EMs and
provide appropriate feedback and related training to FO personnel.

= Require FO personnel to document the basis of all resolution actions taken on EMs for
an appropriate period of time to facilitate management review.

= Perform validation tests to determine why system edits implementing the second
personal identification number requirement for certain EMs are not working properly.

AGENCY COMMENTS

In response to our draft report, SSA agreed with Recommendations 1 and 4. However, the
Agency did not agree to perform periodic quality reviews of processed EMs
(Recommendation 2) or to document the basis for all resolution actions taken on EMs
(Recommendation 3). SSA stated that most EMs require only routine review and decision
making by employees for reconciliation and clearance, and FO managers currently receive
and review listings of pending EMs that are coded suspect or fraudulent. SSA further
stated that implementing Recommendation 1 will focus attention on proper processing and
will enhance the resolution of EMs without additional processing and review requirements.

In its response, SSA provided technical comments that were considered and incorporated,
where appropriate in this final report. The full text of SSA’s comments is included as
Appendix B.

OIG RESPONSE

While we agree that reemphasizing the need for FO personnel to follow established
procedures may improve the quality of EM resolution actions taken, we continue to believe
periodic management reviews of quality are necessary. Even if most EMs require only
routine review and decision making by employees, as SSA states in its response, 15
percent of the EMs we reviewed were processed incorrectly. Of these errors, two resulted
in individuals receiving more than one SSN. Further, the listing SSA referred to of pending
EMs is for the primary purpose of expediting the clearance of outstanding EMs, not to allow
managers to review the appropriateness of EM resolutions. Although timely resolution is
important, we believe proper resolution takes precedent. As such, we reiterate our
position that managers should periodically review the quality of these transactions. To
facilitate these reviews, we continue to believe FO personnel should document the basis of
resolution actions taken. Accordingly, we encourage SSA to reconsider its position on
these two recommendations.
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INTRODUCTION

OBJECTIVE

The objectives of the audit were to determine whether Social Security Administration
(SSA) personnel complied with existing policies and procedures when (1) assigning
original Social Security numbers (SSN) to U.S. born applicants age 18 and older and
(2) resolving Enumeration Feedback Messages (EM). Additionally, we determined
whether further controls should be implemented in these processes.

BACKGROUND

Enumeration refers to SSA’s process for assigning SSNs and issuing original and
replacement SSN cards. SSA’s enumeration procedures have changed significantly since
the first card was issued in 1936. Originally, field offices (FO) issued

SSN cards and then sent the corresponding applications to SSA Headquarters in
Baltimore, Maryland, where SSN records were established. In 1982, SSA undertook a
systems modernization program to improve operations. Since 1984, processing
completed SSN applications has become almost fully automated.

SSA requires all applicants for original SSNs to submit an application and provide
acceptable documentary evidence of age, identity and citizenship or lawful alien status.
Additionally, the Agency requires FO personnel to conduct an in-person interview with all
applicants for original SSNs who are age 18 and over and to verify the existence of birth
certificates with State Bureaus of Vital Statistics (BVS) if they are U.S. born. SSA also
requires applicants for replacement SSN cards to submit an application and provide, at a
minimum, proof of identity.

When processing SSN applications, FO personnel are required to review the evidence that
each applicant presents and then enter the information into SSA’s Modernized
Enumeration System (MES). Once entered, applicant information undergoes numerous
automated edits. For example, SSA programs compare an applicant’'s name and date of
birth to existing SSN records to ensure the Agency had not previously assigned the
individual a SSN. MES issues SSN cards in those cases where all edits are passed.
When input data do not pass the edits, MES generates EMs and electronically transmits
them to the respective FOs for resolution.

SSA policy requires FO personnel to compare the information on the EMs and the SSN
applications and contact the applicants, where necessary, to obtain information needed
to resolve the issues. Based on available information, FO personnel then instruct MES



to either issue a SSN card or delete the application. Once the application is deleted, the
applicant may have to submit a new application and evidence to reapply for a SSN, if the
prior application is no longer available at the applicable FO .

Since 1935, SSA has assigned approximately 405 million SSNs. During Fiscal

Year 1999, SSA issued about 16.6 million SSN cards, of which about 5.3 million pertained
to newly assigned SSNs. Of the newly assigned SSNs, 9,410 were for

U.S. born applicants age 18 and over.

SCOPE AND METHODOLOGY

To accomplish our objectives, we reviewed applicable laws, regulations, and SSA
procedures. In addition, we held discussions with SSA Headquarters personnel and made
site visits to SSA FOs in Brownsville, Texas; Chula Vista, California; and Chicago, lllinois.
We initially selected these three FOs in conjunction with a separate Office of Inspector
General (OIG) review in which we reviewed controls over the assignment of SSNs to aliens
not authorized to work. For simplicity purposes, we elected to use these FOs in this review
as well.

During our site visits, we interviewed FO personnel and discussed the practices they
followed in processing original SSN applications submitted by U.S. born applicants age 18
and over. We also examined 84 applications submitted by this category of applicants that
were awaiting shipment to Boyers, Pennsylvania." In addition, we examined Numident
master file records for each of the applications and verified the applicants’ births with
applicable State BVSs. Using information from SSA’'s MES Transaction History File, we
also determined the personal identification numbers (PIN) of the individuals who

processed the applications and verified supervisory personnel had approved the
applications as required.

To evaluate SSA’s controls over processing EMs, we examined a random sample of 100
EMs and the associated applications. We selected the sample cases from a population of
24,163 EMs identified on the MES Transaction History File during the

6-month period ended March 31, 1998.% For purposes of our review, we selected

11 types of EMs (02, 04, and 13 through 21) for inclusion in our sample population.
However, the sample population only included nine types of EMs since there were no
resolution actions taken on EM types 14 and 18 during the selection period. A complete
description for each of these EM codes is contained in Appendix A. We chose these EMs
because we believe they define circumstances most suspect for error and abuse. In fact,
the Agency identified five of these categories as vulnerable to

! Applications processed during a given month are shipped to the storage facility in Boyers, Pennsylvania,
around the 15™ of the following month.

2 Qur extract contained 27,594 reference numbers (applications). However, we reduced the sample
population to 24,163 because FO personnel had not resolved the EMs for 3,431 of the reference numbers as
of March 31, 1998.



erroneous SSN assignment pursuant to an audit recommendation contained in a
1993 audit report issued by the Department of Health and Human Services’ OIG.?

Our review of internal controls was limited to examining sample SSN applications and
EMs, observing existing practices, and talking with FO personnel. We performed our field
work at the FOs in Brownsville, Texas; Chula Vista, California; Chicago, lllinois; and SSA
Headquarters in Baltimore, Maryland, during the period March 1998 through July 1999.
We conducted our review in accordance with generally accepted government auditing
standards.

% Audit of the System of Internal Controls for the Modernized Enumeration System (A-13-90-00045),
April 1993.



RESULTS OF REVIEW

The three FOs we visited generally processed original SSN applications for U.S. born
applicants age 18 and over in accordance with established policies. However, our
examination of a sample of EMs revealed that SSA FOs did not always properly resolve
EMs or adequately document actions taken. Additionally, FO personnel did not always
obtain required supervisory authorization before approving SSN applications that
generated certain suspect EM codes.

FO PERSONNEL PROPERLY ASSIGNED ORIGINAL SSNs TO
U.S. BORN APPLICANTS AGE 18 AND OVER

SSA personnel at the 3 FOs we visited processed all of the 84 original SSN applications
submitted by U.S. born applicants age 18 and over in accordance with prescribed
procedures. Specifically, FO staff obtained required documentation of age, identity, and
citizenship status and verified the existence of birth certificates with the applicable State
BVSs. Additionally, in accordance with SSA requirements, supervisory personnel
approved each of the applications. We commend these FOs for their implementation of,
and compliance with, the controls.

FO PERSONNEL DID NOT ALWAYS PROPERLY RESOLVE EMs OR
ADEQUATELY DOCUMENT ACTIONS TAKEN

Our review of 100 EMs revealed that FO personnel did not always (1) properly resolve the
EMs, (2) adequately document resolution actions taken, and (3) obtain required
supervisory authorization before approving SSN applications that generated certain
suspect EM codes.

Improperly Resolved EMs

FO personnel did not properly resolve 15 (15 percent) of the 100 EMs we examined during
our review. Specifically, FO personnel incorrectly authorized the assignment of new SSNs
to two applicants who had only requested replacement cards for previously assigned
SSNs. In addition, FO personnel neglected to complete steps required to appropriately
resolve two other EMs. As a result, SSA’s Numident master file contains incorrect
information regarding these number holders. Furthermore, FO personnel deleted 11
applications rather than performing the steps necessary to resolve reported discrepancies.



SSA personnel did not document nor could they recall the rationale for actions taken on
these EMs. Therefore, we were unable to determine whether the improper resolutions
resulted from error, inadequate training, or an insufficient amount of time and priority given
to this task. We believe, with a minimal amount of research, FO personnel could have
readily and correctly resolved these EMs.

For example, one applicant for a replacement card, who provided his prior SSN on the
application, listed his first name as “George.” The FO employee who input the identifying
data in MES keyed the year of birth as “1997.” Because SSA’s Numident master file
record for the provided SSN showed the number holder’s year of birth as “1977” and his
first name as “Jorge,” an EM was generated. Upon comparison, we noted the applicant’s
middle and last names, the parents’ names, and their places of birth were identical.
Nevertheless, rather than contacting the applicant to resolve the discrepancies, the FO
authorized the issuance of a new SSN. Therefore, this individual has two SSNs, which are
not cross-referenced on SSA'’s records. This applicant re-applied and received a
replacement SSN card under his original SSN several months later. A similar instance
occurred with another EM in our sample; however, SSA personnel cross-referenced the
two SSNs for the second individual.

In two additional cases, EMs were generated as a result of discrepancies between the
places of birth recorded in the Modernized Claims System and the Numident master file.
The resolution actions FO personnel took resulted in incorrect places of birth being
recorded on the Numident file.

In 11 of the 15 cases, FO personnel improperly deleted the SSN applications related to
certain EMs. For example, in two cases, FO personnel mistakenly keyed a “Y” in the “Prior
SSN” field of the applicable MES screen. By simply comparing the hard copy application
to MES or performing a query of MES using the applicant’'s name and date of birth, FO
personnel should have easily detected the keying errors. Instead, FO personnel deleted
the applications, and the individuals were required to reapply for their SSNs. In two other
cases, the applicants alleged having prior SSNs but failed to record the numbers on the
applications. Based on our queries of MES, we believe the applicants mistakenly
annotated they had another SSN. Although section 303-A-15 of SSA’s Modernized
System Operation Manual (MSOM) instructs personnel to assign a new SSN when the
applicant has submitted sufficient evidence of age and U.S. citizenship or lawful alien
status, FO personnel deleted the applications.

In another case where an application was deleted, MES generated an EM as a result of an
application for a replacement SSN card. The applicant’'s Numident file record indicated
the individual was deceased. If FO personnel had queried the applicant’s Master
Beneficiary Record, they would have determined the death record should have been on his
father's Numident record. Unfortunately, FO personnel deleted this individual's SSN
application, and he never received a replacement SSN card.



Inadequately Documented Actions

In 13 of the cases reviewed, FO personnel did not adequately document actions taken to
resolve the EMs. As a result, we were unable to determine whether FO personnel properly
resolved the EMs.

Section 303-A of MSOM instructs SSA personnel to complete and transmit the MES
Update Application screen to correct any errors initially made in typing applicant
information and to document any new evidence obtained. In addition, MSOM requires
SSA personnel to record on the paper application the nature of any new evidence obtained
and/or changes made on the Update Application screen. However, the policy does not
require SSA personnel to document the basis for deleting an EM or authorizing a new or
replacement card.

FO personnel resolved the 13 cases by authorizing new or replacement SSN cards for 6 of
the applications and deleting the remaining 7. We analyzed MES transaction history file
data for these EMs to identify information that would explain the resolution actions taken.
Additionally, we reviewed the SSN applications for 5 of the 13 cases; however, the
documents did not contain annotations that would explain how the EMs were resolved.
There were no SSN applications for four of the EMs because they were generated as a
result of the MES’ interface with SSA’s Modernized Claims System. We were unable to
obtain copies of the SSN applications for the remaining four EMs. Further, none of the
FOs that processed the 13 cases had any documentation available to support the actions
taken.

Based on the number of improperly resolved EMs detected in our sample, we believe SSA
should require FO managers to conduct periodic quality reviews of processed EMs.
However, such reviews will not be successful unless managers can review the rationale for
resolution decisions and actions. Consequently, we believe SSA should require FO
personnel to document the basis for their decisions regarding EMs and maintain this
documentation for a specified period.

Management Personnel Did Not Always Clear Certain EMs, As Required

In August 1997, SSA implemented system edits for five categories of EMs the Agency
deemed vulnerable to erroneous SSN assignment. The edits required these EMs to be
cleared with a second PIN belonging to an employee at the Operations Supervisor or
above level.

Although EM-13s and EM-16s were two of the five types of EMs for which edits had been
established, our review disclosed two instances in which an unauthorized individual
cleared these EMs. MES generates an EM-13 when an FO inputs an

application and MES locates an identical or similar SSN application that had been
previously submitted with suspect or fraudulent evidence. MES generates an EM-16 when
the SSN record for the applicant contains a death indicator.



FO management-level personnel informed us that neither of the individuals involved in the
resolution of the two EMs would have been given the authority to clear these transactions.
A representative of SSA’s Office of Systems Requirements could not explain why MES
had accepted PINs from unauthorized individuals. He stated that the Agency would need
to conduct validation tests to identify the vulnerabilities in the system. Failure of the edits to
perform properly weakens internal controls within the enumeration process. Consequently,
SSA needs to determine why the edits failed and take appropriate action.



CONCLUSIONS AND RECOMMENDATIONS

We commend SSA for the controls it has implemented in processing original SSN
applications for U.S. born applicants age 18 and over. However, we believe FO staff
should exercise greater diligence in processing EMs, including adhering to established
procedures, to ensure that EMs are properly resolved. In addition, we believe SSA should
require FOs to document the basis of all resolution actions taken, regardless of whether a
card is subsequently issued. Finally, SSA should determine why MES did not reject
second PINs of a Service Representative and Claims Representative on EMs that require
clearance by management-level personnel.

We recommend that SSA:

1. Reemphasize to all FO personnel the necessity of following established procedures
when resolving EMs.

2. Require FO management to perform periodic quality reviews of processed EMs and
provide appropriate feedback and related training to FO personnel.

3. Require FO personnel to document the basis of all resolution actions taken on EMs for
an appropriate period of time to facilitate management review.

4. Perform validation tests to determine why system edits implementing the second PIN
requirement for certain EMs are not working properly.

AGENCY COMMENTS

In response to our draft report, SSA agreed with Recommendations 1 and 4. However, the
Agency did not agree to perform periodic quality reviews of processed EMs
(Recommendation 2) or to document the basis for all resolution actions taken on EMs
(Recommendation 3). SSA stated that most EMs require only routine review and decision
making by employees for reconciliation and clearance, and FO managers currently receive
and review listings of pending EMs that are coded suspect or fraudulent. SSA further
stated that implementing Recommendation 1 will focus attention on proper processing and
will enhance the resolution of EMs without additional processing and review requirements.

In its response, SSA provided technical comments that were considered and incorporated,

where appropriate in this final report. The full text of SSA’s comments is included as
Appendix B.

OIG RESPONSE



While we agree that reemphasizing the need for FO personnel to follow established
procedures may improve the quality of EM resolution actions taken, we continue to believe
periodic management reviews of quality are necessary. Even if most EMs require only
routine review and decision making by employees, as SSA states in its response, 15
percent of the EMs we reviewed were processed incorrectly. Of these errors, two resulted
in individuals receiving more than one SSN. Further, the listing SSA referred to of pending
EMs is for the primary purpose of expediting the clearance of outstanding EMs, not to allow
managers to review the appropriateness of EM resolutions. Although timely resolution is
important, we believe proper resolution takes precedent. As such, we reiterate our
position that managers should periodically review the quality of these transactions. To
facilitate these reviews, we continue to believe FO personnel should document the basis of
resolution actions taken. Accordingly, we encourage SSA to reconsider its position on
these two recommendations.
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APPENDIX A

DESCRIPTION OF ENUMERATION
FEEDBACK MESSAGES

Enumeration Feedback Message (EM)-02: The Modernized Enumeration System
(MES) could not find and/or verify a previously assigned Social Security number (SSN) for
the applicant. MES could not match sufficient identifying data from the SSN application to
the Alpha-Index or the Numident master file.

EM-04: The alleged prior SSN was issued before 1973, and the original paper
application was lost or destroyed before Social Security Administration’s Office of Central
Operations established a complete Numident record.

EM-13: MES located an identical or similar SSN application submitted with
suspect/fraudulent evidence.

EM-14: An applicant alleged a prior SSN that was on the deported alien SSN file.

EM-15: The pending application shows the United States as place of birth and either U.S.
applicantship or lawful admission to the United States with work authorization, and the
latest Numident for the SSN shows the United States as place of birth and lawful admission
to the United States without work authorization.

EM-16: The SSN record for the applicant contains a death indicator.

EM-17: The SSN applicant listed the United States as place of birth on his/her current
SSN application, but a previous SSN application for the applicant listed (shown on the
latest Numident record) a foreign place of birth.

EM-18: MES identified death data and a special indicator 4 and/or 5 on the applicant’s
SSN record.

EM-19: MES identified death data and a special indicator 1 and/or 2 on the applicant’s
SSN record.

EM-20: MES identified a special indicator 4 and/or 5 (and no death data) on the
applicant’'s SSN record.

EM-21: MES identified a special indicator 1 and/or 2 (and no death data) on the
applicant’'s SSN record.



APPENDIX B

AGENCY COMMENTS




COVMENTS ON THE OFFICE OF |INSPECTOR GENERAL (O G DRAFT
REPORT, "EFFECTI VENESS OF | NTERNAL CONTROLS | N THE MODERNI ZED
ENUMERATI ON SYSTEM' (A-08-97-41003)

Thank you for the opportunity to review this draft report.
Qur comments on the report’s recomendati on are provided
bel ow.

Recommendati on 1

Reenphasi ze to all field office (FO personnel the necessity
of follow ng established procedures when resol ving Enunmeration
Feedback Messages (EM.

Comment

We concur. We believe that all offices will benefit froma
reiteration of proper procedures and appropriate references.
The Office of Operations will issue a remnder to all Fos by
the end of August 2000. This rem nder will advise them of the
need to foll ow appropriate procedures when resolving Ens and
w |l specifically discuss detection of keying errors and use

of queries in resolving the types of situations that O G
identified in its review

Recommendati ons 2 and 3

Requi re FO managenent to perform periodic quality reviews of
processed EMs and provide appropriate feedback and rel ated
training to FO personnel

Require FO personnel to docunent the basis of all resolution
actions taken on EMs for an appropriate period of tinme to
facilitate managenent review.

Coment

We disagree. Most EMs require only routine review and
deci si on maki ng by enpl oyees for reconciliation and cl earance,
and FO managers currently receive and review |istings of
pendi ng Ens that are coded suspect or fraudulent. We believe
t hat i nplenenti ng Recormendation 1 will focus attention on
proper processing and will enhance the resolution of Ens

wi t hout additional processing and review requirenents.

Recommendati on 4

B-2



Perform validation tests to determ ne why systemedits

i npl ementing the second PIN requirenent for certain EMs are
not wor ki ng properly.

Conment

We concur. VWhile we were unable to recreate the condition in
an earlier validation attenpt, the problemcould be in the TOP
SECRET profile structure, either nationally or within a
particular field office, rather than the Mdernized
Enunerati on Systemls (MES) coding. W expect to utilize the
next MES validation (4.3), which should be released within the
next

6 nonths, to test the problem |f case specific information
is needed from O G s workpapers to conplete our validation, we
will work with OG staff to obtain the informati on needed.

B-3
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