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M essage From the

Acting Inspector General

| am pleasad to present the opinion on the Social Security
Adminigtration’s financial statements and the Office of the
Inspector General’s Report to the Congress for FY 1998. We
continue our cooperative effort with the Agency to streamline and
consolidate these reports within the Agency’s Accountability
Report. These reports satisfy the requirements of the Federal
Managers Financial Integrity Act and the Inspector General Act of
1978, as amended.

In FY 1998, our Office of Audit issued 56 reports with
recommendations that about $2.1 billion in Federal funds could be
put to better use. Our Office of Investigations worked with other
Federal agencies and local law enforcement departments to obtain
6,291 criminal convictions that resulted in over $94 million in scheduled restitution, judgments,
recoveries, fines, and savings. Asin previous years, the dollars gained as a result of our work exceed our
$48,424,000 FY 1998 budget.

| intend for the Office of the Ingpector General to maintain independence and objectivity and foster a
positive cooperative relationship with the Commissioner and Social Security Administration
management. | will balance our need for independence with an equal responsibility to be considered a
fair and valued resource to the Social Security Administration. As we continue our work to contribute to
the solvency efforts by preventing fraud against the Social Security Administration’s programs, we ook
forward to the continued support of the Commissioner and the Congress.

Yt

James G. Huse, Jr.
Acting Inspector General
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Office of the Inspector General

November 20, 1998

To Kenneth S. Apfel
Commissioner of Social Security

This letter transmits the PricewaterhouseCoopers LLP report on the audit of the Fiscal Year (FY) 1998
financial statements of the Social Security Administration (SSA) and the results of the Office of the
Inspector General's (OIG) review thereon. PricewaterhouseCooper's report includes the firm’s opinion on
SSA'sFY 1998 financial statements, its report on SSA management's assertion about the effectiveness of
internal controls, and itsreport on SSA's compliance with laws and regulations.

Audit of Financial Statements, Effectiveness of Internal Controls, and Compliance with Laws and
Regulations

The Chief Financial Officers (CFO) Act of 1990 (P.L. 101-576), as amended, requires SSA's Inspector
General (IG) or an independent external auditor, as determined by the I1G, to audit SSA's financial
statements. The audit is to be performed in accordance with Government Auditing Standards issued by
the Comptroller General of the United States, Office of Management and Budget (OMB) Bulletin

No. 98-08, Audit Requirements for Federal Financial Statements, and other applicable requirements.
Under a contract monitored by OIG, PricewaterhouseCoopers (formerly known as Price Waterhouse), an
independent certified public accounting firm, performed the audit of SSA's FY 1998 financial statements.
PricewaterhouseCoopers also audited the FY 1997 financial statements, presented in SSA's
Accountability Report for Fiscal Y ear 1998 for comparative purposes.

PricewaterhouseCoopers issued an unqualified opinion on SSA's FY 1998 financial statements and an
unqualified opinion on SSA's assertion that its systems of accounting and internal control arein
compliance with the internal control objectivein OMB Bulletin No. 98-08. However, the audit identified
three reportable conditions in SSA's internal controls. The control weaknesses identified are:

1. SSA can further strengthen controls to protect its information;

2. SSA needsto accelerate efforts to improve and fully test its plan for maintaining continuity of
operations; and

3. SSA can improve controls over separation of duties.

Inits FY 1997 report, PricewaterhouseCoopers recommended SSA report the above reportable conditions
as material internal control weaknesses under the Federal Managers Financial Integrity Act of 1982
(FMHA). Reportable conditions are mattersthat, in the auditor’ s judgement, should be communicated
because they represent significant deficiencies in the design or function of internal controls with potential
adverse effects on SSA’s ability to meet itsinternal control objectives. Except for a change in reporting
requirementsin OMB Bulletin No. 98-08 from the prior audit bulletins, the circumstances supporting last
year’s recommendation have not changed significantly. While OMB Bulletin 98-08 does not require
auditors to recommend that reportable conditions be reported as material weaknesses under FMFIA, we
dtill believe these deficiencies warrant inclusion in SSA’s FMFIA report as material internal control
weaknesses of the Agency.
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PricewaterhouseCoopers al so reported instances of noncompliance with laws and regulations as follows:

1.

2.

SSA did not perform periodic continuing disability reviews for Title Il beneficiaries as
required by Section 221(i) of the Social Security Act; and

The cumulative effect of the three internal control weaknesses listed above resulted in a non-
compliance with the Federal Financial Management Improvement Act of 1996 (FFMIA).

OIG Evaluation of PricewaterhouseCooper's Audit Performance

To fulfill our responsbilities under the CFO Act and related legidation for ensuring the quality of the
audit work performed, we monitored PricewaterhouseCooper's audit of SSA's FY 1998 financial
statements by:

Reviewing PricewaterhouseCooper's approach and planning of the audit;

Evaluating the qualifications and independence of its auditors;

Monitoring the progress of the audit at key points;

Examining its workpapers related to planning the audit and assessing SSA'sinternal controls;
Reviewing PricewaterhouseCooper's audit report to ensure compliance with Gover nment
Auditing Standards and OMB Bulletin No. 98-08;

Coordinating the issuance of the audit report; and

Performing other procedures that we deemed necessary.

Based on the results of our review, we determined that PricewaterhouseCoopers planned, executed and
reported the results of its audit of SSA's FY 1998 financial statementsin accordance with applicable
standards. Therefore, it isour opinion that PricewaterhouseCooper's work generally provides a
reasonable basis for the firm's opinion on SSA's FY 1998 financial statements and SSA management's
assertion on the effectiveness of itsinternal controls and the agency’s compliance with laws and
regulations. Based on our review of PricewaterhouseCooper's audit, we concur with the finding of
reportable conditions related to internal control weaknesses, and instances of noncompliance with Section
221(i) of the Social Security Act and the FFMIA.

James G. Huse, Jr
Acting Inspector General

SOCIAL SECURITY ADMINISTRATION BALTIMORE MD 21235
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PricewaterhouseCoopersLLP
1616 N. Fort Myer Dr.
Arlington VA 22209-3195
Telephone (703) 741 1000
Facsimile (703) 741 1616
Direct fax (703) 741 1616

REPORT OF INDEPENDENT ACCOUNTANTS

To Kenneth S. Apfe
Commissioner of Social Security Administration

In our audit of the Social Security Administration (SSA) for fiscal year 1998, we found that:
The principal financial statementswere fairly stated in all material respects;

Management fairly stated that SSA’ s systems of accounting and the internal contral in place as of
September 30, 1998 are in compliance with the internal control objectives in Office of Management
and Budget (OMB) Bulletin No. 98-08, Audits of Federal Financial Satements, requiring that
transactions be properly recorded, processed, and summarized to permit the preparation of the
principal statementsin accordance with Federal accounting standards, and the safeguarding of assets
againgt loss from unauthorized acquisition, use or disposal; and

Our testing identified two reportable instances of noncompliance with the laws and regul ations we
tested.

The following sections outline each of these conclusions in more detail.

OPINION ON THE FINANCIAL STATEMENTS

We have audited the accompanying consolidated balance sheets of SSA as of September 30, 1998 and
1997, and the related consolidated statements of net cost, changesin net position, financing, and budgetary
resources for the fiscal years then ended. Thesefinancial statements are the responsibility of SSA’s
management. Our responsibility is to express an opinion on these financial statements based on our audits.

We conducted our auditsin accordance with generally accepted auditing standards, Gover nment Auditing
Standardsissued by the Comptroller General of the United States, and OMB Bulletin No. 98-08. Those
standards require that we plan and perform the audit to obtain reasonable assurance about whether the
financial statements are free of material misstatement. An audit includes examining, on atest basis,
evidence supporting the amounts and disclosures in the financial statements. An audit also includes
assessing the accounting principles used and significant estimates made by management, aswell as
evaluating the overall financial statement presentation. We believe that our audits provide a reasonable
basis for our opinion.

Thesefinancial statements were prepared on the basis of accounting described in Note 1 to the financia
statements, which is a comprehensive basis of accounting other than generally accepted accounting
principles.

In our opinion, the consolidated financial statements audited by us and appearing on pages 27 through 39 of
thisreport present fairly, in all material respects, the financial position of SSA as of September 30, 1998
and 1997, and its consolidated net cost, changes in net position, budgetary resources and reconciliation of
net costs to budgetary obligations for the fiscal years then ended, on the basis of accounting described in
Note 1.

93 Audit of SSA’sFY 1998 Financial Statements



PRICEAVATERHOUSE( QOPERS

REPORT ON MANAGEMENT’S ASSERTION ABOUT THE EFFECTIVENESS
OF INTERNAL CONTROL

We have examined management’ s assertion that SSA’ s systems of accounting and internal control arein
compliance with the internal control objectivesin OMB Bulletin No. 98-08 requiring management to
establish internal accounting and administrative control s to provide reasonabl e assurance that transactions
are properly recorded, processed, and summarized to permit the preparation of the principal statementsin
accordance with Federal accounting standards, and the safeguarding of assets against 10ss from
unauthorized acquisition, use or disposal.

Our examination was made in accordance with standards established by the American Ingtitute of Certified
Public Accountants (AICPA), Government Auditing Standards issued by the Comptroller General of the
United States, and OMB Bulletin No. 98-08 and, accordingly, included obtaining an understanding of the
internal control over financial reporting, testing and eval uating the design and operating effectiveness of the
internal control, and such other procedures as we considered necessary in the circumstances. We believe
that our examination provides a reasonable basis for our opinion. Our examination was of the internal
control in place as of September 30, 1998.

Because of inherent limitationsin any internal control, errors or fraud may occur and not be detected. Also,
projections of any evaluation of theinternal control over financial reporting to future periods are subject to
therisk that the internal control may become inadequate because of changesin conditions, or that the
degree of compliance with the policies or procedures may deteriorate.

In our opinion, management’ s assertion that SSA’ s systems of accounting and internal control arein
compliance with the internal control objectivesin OMB Bulletin No. 98-08 requiring that transactions be
properly recorded, processed, and summarized to permit the preparation of the principal statementsin
accordance with Federal accounting standards, and the safeguarding of assets against 10ss from
unauthorized acquisition, use or disposal, isfairly stated, in all material respects.

In addition, with respect to the internal control related to those performance measures determined by
management to be key and reported in the Overview and Supplemental Financial and Management
Information, we obtained an understanding of the design of significant internal control relating to the
existence and compl eteness assertions and determined whether it has been placed in operation, as required
by OMB Bulletin No. 98-08. Our procedures were not designed to provide assurance on the internal control
over reported performance measures, and accordingly, we do not provide an apinion on such contral.

However, we noted certain matters involving the internal control and its operation that we consider to be
reportable conditions under standards established by the AICPA and by OMB Bulletin No. 98-08.
Reportable conditions are matters coming to our attention relating to significant deficienciesin the design
or operation of theinternal control that, in our judgment, could adversdly affect the agency’ s ahility to meet
theinternal control objectives described above. The reportable conditions we noted were: SSA can further
strengthen controls to protect its information; SSA needs to accel erate efforts to improve and fully test its
plan for maintaining continuity of operations; and SSA can improve controls over separation of duties.

A material weakness, as defined by the AICPA and OMB Bulletin No. 98-08, is areportable condition in
which the design or operation of one or more of theinternal control components does not reduceto a
relatively low level the risk that misstatementsin amounts that would be material in relation to the principal
financial statements being audited or to a performance measure or aggregation of related performance
measures may occur and not be detected within atimely period by employeesin the normal course of
performing their assigned duties. We believe that none of the three reportable conditions that followsisa
material weakness as defined by the AICPA and OMB Bulletin No. 98-08. Two of the issuesraised in our
1997 report are no longer reportable conditions: SSA needs to improve its software application
development and change control policies and procedures; and SSA’s quality control activities need
improvement.
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1. SSA Can Further Strengthen Controlsto Protect Its Information

SSA has made noteworthy progress in addressing the information protection weaknessesraised in prior
years, especially those impacting its mainframe computer processing environment. Specifically, the agency
has:

Strengthened mainframe system security by decreasing certain vulnerahilities in the mainframe
operating system configuration, developing policies and procedures for better password controls, and
placing access to several key system resources under the control of SSA’s mainframe security software
package;

Substantially improved network monitoring procedures and practices by implementing an ongoing
process to identify unauthorized modems and immediately removing access for any such unauthorized
modems discovered;

Enhanced security awareness through an increased emphasis on user training and the issuance of
employee bulletins; and

Increased its focus on entity-wide security in the distributed computing environment. SSA is currently
devel oping an in-house automated tool that will help integrate security controls throughout the entity.

Our audit in 1998 found that SSA’ s systems environment remains threatened by weaknessesin several
components of itsinformation protection control structure. Because disclosure of detailed information
about these weaknesses might further compromise controls, we are providing no further details here.
Instead, the specifics are presented in a separate, limited-distribution management letter. The general areas
where weaknesses were noted are:

The entity-wide security program and associated weaknessesin local area network (LAN) and
distributed systems security;

SSA’s mainframe computer security (controlling access to sensitive information);

Physical access controls; and

Certification and accreditation of certain general support and major application systems.
Until corrected, these weaknesses will continue to increase the risks of unauthorized accessto, and
modification or disclosure of, sensitive SSA information. In turn, unauthorized access to sensitive data can
result in the loss of data, loss of Trust Fund resources, and compromised privacy of information associated
with SSA’s enumeration, earnings, retirement, and disability processes and programs.

Recommendations

We recommend that SSA accelerateits efforts to enhance information protection by further strengthening

its entity-wide security asit relates to implementation of physical and technical computer security

mechanisms and controls throughout the organization. In general, the needed corrective actions include:
Enhancing and ingtitutionalizing the entity-wide security program;

Further strengthening LAN and distributed systems security;

Improving mainframe security monitoring practices,
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Reviewing and certifying system access for all users;

Enhancing procedures for removing system access when employees are transferred or leave SSA;
Continuing to focus on strengthening physical access controls;

Completing certification and accreditation of SSA systems; and

Developing and implementing an ongoing program for measuring user compliance with SSA security
policies and procedures.

More specific recommendations are included in a separate, limited-distribution management | etter.

2. SSA Needsto Accelerate Effortsto Improve and Fully Test Its Plan for
Maintaining Continuity of Operations

During 1998, SSA made noteworthy progress in strengthening its contingency/disaster recovery strategy
for ensuring continuity of computer processing operations. For example, SSA’s Principal Deputy
Commissioner has directed the formation of an agency-wide inter-component workgroup, under the
leadership of the Deputy Commissioner for Operations, to oversee the updating of its existing Business
Impact Analysis for assessing the threats posed by a major disruption. In addition, the agency has drafted a
plan for moving computer operations from its designated “hot site” (afacility that already has computer
equipment and an acceptable computing environment in place to provide processing capability on short
notice) to a“cold site” in the event of alonger-term disruption of processing operations, but this plan is not
yet fully developed. During its most recent (June 1998) annual disaster recovery test, SSA successfully
tested 10 of the current 13 critical workloads, and has begun the procurement process for further expanding
itstest capability (from 64 hoursto 120 hoursin 1999) and extending the test period so that all critical
workloads can be tested by the year 2000. Finally, SSA has further updated its Emergency Response
Procedures for the National Computer Center and confirmed plans to test those procedures on a quarterly
basis.

While SSA has many components of a contingency/disaster recovery plan in place, we identified a number
of deficiencies in those components that, in our view, would impair SSA’s ability to respond effectively to
adisruption in business operations as a result of a disaster or other long-term emergency. First, SSA’s
existing Business Impact Analysisis outdated and thus cannot be used to validate critical workloads.
Second, the “cold site” implementation plan, to be used in the event of an extended outage, has not been
finalized or appropriately tested. Third, while SSA has successfully tested 10 of the current 13 critical
workloads, we till emphasize the need to test all critical workloads together. Finally, SSA has not adopted
procedures to continuoudly test its contingency/disaster recovery plan and update related documentation.

While we are encouraged by the attention and level of effort SSA has directed to thisissue thus far, SSA
remains vulnerable should a near-term disaster occur. The agency needs to implement the following
recommendations to sufficiently reduce the risks posed to continuity of operations by the previoudy
identified deficiencies.
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Recommendations
We recommend that SSA:

Complete the Business Impact Analysis update and use the results to validate all critical
workloads,

Finalize and test as appropriate the draft “cold site” implementation plan;
Expedite the current schedul e for achieving successful testing of all critical workloads; and

Continue to periodically test all contingency planning procedures and update the associated
documentation accordingly.

3. SSA Can Improve Controls Over Separation of Duties

SSA’s modernization and streamlining efforts to improve service delivery have reduced controls by giving
staff the ability to perform incompatible, and thus typically segregated, functions, particularly in customer
service staff positions and in the data operations environment. For example, field office staff in many cases
have the responsibility and access capabilities to perform all functionsrelated to a claims case, including
initiating and adjudicating claims, establishing Social Security numbers, amending earnings records,
processing death records, and other transactions. Security administrators likewise have both security and
operational responsibility and associated access capability in many cases. SSA’s simplified process for
creating, modifying and administering access profiles for employees does not reinforce adeguate control
and oversight by managers of the key processes, or require aformal assessment of the risk associated with
combining multiple sets of access permissions for a given individual.

To enhanceits ability to meet its customer service goals, SSA has chosen to mitigate these risks through a
combination of compensating controls. For example, for key transactions and processes that it considersto
be at higher risk of error, SSA requires 2-PIN approval in which two different employees review and
confirm these high-risk automated transactions using their personal identification number (PIN) for
accessing the system. In addition, SSA has implemented reporting systems designed to detect risky or
unusual transactions and produce exception reports.

SSA has made progress in implementing key recommendations from prior audit reports to further
strengthen compensating controls. In 1998, SSA expanded use of the 2-PIN control process. Also, SSA is
closer to initial implementation of its Comprehensive Integrity Review Process System (CIRPS). Upon
implementation, and used proactively, CIRPS could enable substantial expansion and improvement of
claims and security/integrity reviews, and significantly augment Audit Trail System (ATS) asatool for
detecting errors or unauthorized activity.

While these actions have improved SSA’s compensating controls, they still do not sufficiently mitigate the
risk associated with inadequate separation of duties. For example, according to customer service staff, the
current 2-PIN process is viewed more as an impediment to efficient operations than as a preventive control.
Asaresult, second PINs are often provided without sufficient scrutiny, and the 2-PIN processis frequently
a peer-to-peer review. Similarly, weaknesses still exist in several of the most significant compensating
control mechanisms, such asthe ATS, that in our view substantially reduce their reliability.
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Recommendations
We recommend that SSA:

Strengthen the use of the 2-PIN control process. Second-PIN providers should receive additional
training on how to exercise the appropriate oversight to reduce therisk of error, fraud, waste, and
abuse. In addition, for the most sensitive transactions and functions, the provision of a second PIN
should be provided by higher-level SSA personne or personnel from a separate organizational
unit, which may be in aremote location.

Maximize the benefits offered by detective tools such as ATS and CIRPS, by using them
proactively. To do so, SSA should first develop tolerance level standards and metrics for high-risk
transactions and risky transaction combinations. Next, SSA should actively detect and measure the
occurrence of high-risk transactions, such as, by job function and field office size and assess their
significance using an analytical modd. Finally, SSA should create formal mechanismsto provide
feedback on these results and incorporate that feedback into the process for making internal

control decisions. The results of these measurement and analysis activities may indicate that SSA
needs to improve the current methodol ogy for creating, modifying, and administering access
control software profiles. If so, process-wide oversight should be made a part of the methodol ogy,
enabling more proactive profile management and formal acknowledgement of risk acceptance.

REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS

We conducted our audit in accordance with generally accepted auditing standards, the standards applicable
to financia audits contained in Government Auditing Standards issued by the Comptroller General of the
United States, and Office of Management and Budget (OMB) Bulletin No. 98-08.

The management of SSA is responsible for complying with laws and regul ations applicabl e to the agency.
As part of obtaining reasonabl e assurance about whether the financial statements are free of material
misstatement, we performed tests of SSA’s compliance with certain provisions of applicable laws and
regulations, noncompliance with which could have a direct and material effect on the determination of
financial statement amounts and certain other laws and regulations specified in OMB Bulletin No. 98-08,
including the requirements referred to in the Federal Financial Management Improvement Act (FFMIA) of
1996. However, the objective of our audit of the financial statements was not to provide an opinion on
overall compliance with such provisions and, accordingly, we do not express such an opinion.

Theresults of our tests of compliance with the laws and regulations described in the preceding paragraph
disclosed instances of noncompliance with the following laws and regulations that are required to be
reported under Government Auditing Sandards and OMB Bulletin No. 98-08.

SSA isnot in full compliance with Section 221(i) of the Social Security Act which requires periodic
Continuing Disability Reviews (CDRs) for Title 11 beneficiaries. SSA’ s management estimated the
total backlog of Title Il cases yet to be reviewed for continuing eligibility at 1.6 million cases. If CDRs
are not performed timely, beneficiaries who are no longer digible for disability may inappropriately
continue to receive benefits, including Medicare benefits.

Under FFMIA, we are required to report whether the agency’ s financial management systems
substantially comply with Federal financial management systems requirements, Federal accounting
standards, and the United States Standard General Ledger at the transaction level. To meet this
reguirement, we performed tests of compliance using the implementation guidance for FFMIA
included in Appendix D of OMB Bulletin No. 98-08. We found weaknesses in information protection,
business continuity planning and separation of duties, as described above. We believe these
weaknesses are significant departures from certain of the requirements of OMB Circulars A-127,
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Financial Management Systems, and A-130, Management of Federal Information Resources, and are
therefore instances of substantial noncompliance with the Federal financial management systems
regquirements under FFMIA. SSA should assign a high priority to the corrective actions cons stent with
the requirements of OMB Circular No. A-50 Revised, on audit follow-up.

Except as noted in the previous paragraph, the results of our tests of compliance disclosed no instances of
noncompliance with other laws and regulations that are required to be reported under Government Auditing
Sandards or OMB Bulletin No. 98-08.

OBJECTIVES, SCOPE AND METHODOLOGY

SSA management isresponsible for:

Preparing the annual financial statementsin conformity with the basis of accounting described in Note
1

Establishing, maintaining, and assessing internal control that provide reasonable, but not absolute,
assurance that the broad control objectives of OMB Bulletin No. 98-08 are met; and

Complying with applicable laws and regulations.

Our responsibilitiesareto:
Express an opinion on SSA’s principal financia statements;
Obtain reasonabl e assurance about whether management’ s assertion about the effectiveness of the
internal control isfairly stated, in all material respects, based upon the internal control objectivesin
OMB Bulletin No. 98-08, Audits of Federal Financial Statements, requiring that transactions be
properly recorded, processed, and summarized to permit the preparation of the principal statementsin
accordance with Federal accounting standards, and the safeguarding of assets against 10ss from
unauthorized acquisition, use or disposal; and

Test SSA’s compliance with selected provisions of laws and regulations that could materially affect the
principal financial statements.

In order to fulfill these responsibilities, we:

Examined, on atest basis, evidence supporting the amounts and disclosures in the principal financia
statements;

Assessed the accounting principles used and significant estimates made by management;

Evaluated the overall presentation of the principal financial statements;

Obtained an understanding of the internal control related to safeguarding assets, compliance with laws
and regulationsincluding execution of transactions in accordance with budget authority, financial
reporting, and certain performance measures determined by management to be key and reported in the

Overview of SSA and Supplemental Financial and Management Information;

Tested relevant internal control over safeguarding, compliance, and financial reporting and eval uated
management’ s assertion about the effectiveness of the internal control; and

Tested compliance with selected provisions of laws and regul ations.
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We did not evaluate al the internal control relevant to operating objectives as broadly defined by the
Federal Managers Financial Integrity Act, such asthose controls relevant to preparing statistical reports
and ensuring efficient operations. We limited our internal control testing to those control s necessary to
achieve the objectives outlined in our report on management’ s assertion about the effectiveness of the
internal control.

* k k k %

We noted other mattersinvolving theinternal control and their operation that we will communicatein a
Separate | etter.

Thisreport isintended for the information of the management and the Inspector General of SSA, OMB and
the Congress. However, thisreport isa matter of public record and its distribution is not limited.

PiceunterbanieCogpers 140

Arlington, Virginia
November 20, 1998
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Ofice of the Conm ssi oner

Novenber 13, 1998

Pri cewat er houseCooper s
1616 N. Fort Myer Drive
Arlington, Virginia 22209

Ladi es and Gentl| enen:

We have reviewed the 1998 draft report on nmanagenent's assertion
about the effectiveness of the Social Security Adm nistration's

(SSA) internal controls and conpliance with |aws and regul ati ons
and generally agree with all findings and reconmmendati ons except
as noted in our attached comments.

We are pleased that sufficient inprovenent was made in the

sof tware devel opnment and quality assurance areas so that they
were not reported again in this year's report. W were also

pl eased that you reported significant progress in the three
reportable conditions addressed in this report. W wll continue
to work with you to correct the remaining conditions as quickly
as possible. Please direct any questions on our coments to
Steven L. Schaeffer at extension 53927.

Si ncerely,

b & 0gr

John R Dyer
Acting Principal Deputy Conmm ssioner
of Social Security

Encl osure

cc:
Panela J. Gardiner (O Q
Debbi e Sebasti an (GAO

SOCIALSECURITY ADMINISTRATION BALTIMORE MD 21235-0001
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Comments of the Social Security Adm nistration (SSA) on

Pri cewat er houseCoopers' Draft Report on Managenent's Assertion
About the Effectiveness of SSA's Internal Controls and Conpliance
with Laws and Regul ati ons

General Conmments

Thank you for the opportunity to comment on your draft report on
the effectiveness of SSA's internal controls and conpliance with
| aws and regul ations. W wel cone your opinion that managenent's
assertion that SSA' s systens of accounting and internal controls
are in conpliance with the internal control objective in Ofice
of Managenment and Budget (OVB) Bulletin 98-08 is fairly stated in
all material respects.

We are pleased that there were no new reportable conditions
identified since |ast year's audit and that sufficient progress
was made in the areas of software devel opnent and change contro
and quality assurance to no longer identify those two reportable
conditions fromfiscal year (FY) 1997 as reportable conditions in
FY 1998. W will continue to make inprovenents in those two
areas until all of our plans for corrective action have been

i npl enent ed.

We are al so pleased that you reported significant progress in the
three reportable conditions addressed in this report, i.e.,
protection of data, continuity of operations and separation of
duties. At this point, we have conpl eted corrective action on
the majority of the recommendations in these three areas from

| ast year's report and will continue making inprovenents until

all planned actions are conpl et ed.
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Report on Managenent's Assertion About the Effectiveness of
| nternal Controls

Finding 1, SSA Can Further Strengthen Controls to Protect Its
| nf or mati on

Reconmendati ons:

We recomrend that SSA accelerate its efforts to enhance
information protection by further strengthening its entity-w de
security as it relates to inplenmentation of physical and
techni cal conputer security mechani snms and controls throughout
the organi zation. In general, the needed corrective actions

i ncl ude:

o Enhancing and institutionalizing the entity-w de
security program

SSA Comment

SSA agrees with this recomendati on and has made substanti al
progress in this area in the last year, including: the issuance
of new password gui delines requiring the password |length to be a
m ni mum of six characters and inplenentation of the software
changes necessary to enforce this new policy; the conversion of

t he Financial ACcounTing System (FACTS) to the Integrated

Dat abase Managenment System enabling it to be fully controlled by
TOP SECRET; the coverage of the national FALCON regi on under TOP
SECRET; and, the expansion and inprovenent of the Agency's
security awareness program including frequent rem nders of

enpl oyees' responsibilities. SSA wll continue to enhance and
institutionalize the entity-wi de security programthrough a
series of actions, including:

1. Inplenment Enterprise Security Interface (ESI) throughout
the enterprise which wll integrate user authentication and
functional |evel security for WN-NT distributed applications
with the mainfrane TOP SECRET security policies and rul es.
The ESI rollout is on target and will be acconplished on a
fl ow basis over the next 1-2 years.

2. Install a commercial enterprise managenent software
product, CA-UNI CENTER TNG on all UN X pl atforns.

3. Convert Processing Center FALCON regions to TOP SECRET
in the next 1-2 years.
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o Further strengthening Local Area Network and distributed
systens security;

SSA Comment

SSA agrees with this recomendation and will continue to
make i nprovenents, with enphasis on controlling unauthorized
access.

In the |l ast year, SSA has made significant progress in inproving
this area, particularly in the reassessnent of dial-in access to
systens resources and the devel opnent of safeguards in this area.
Modens not approved by the Agency have been renoved and a

nati onw de registration, approval and nonitoring procedure was
inplenented in the last year. |In addition, SSA took action to
ensure that all users disable the automatic |ogon features in the
W N-NT configuration, that all passwords neet SSA s new standards
and that workstation passwords are changed regularly. SP3 was

i npl enented for the WN-NT network on installed platfornms and it
wll be included in all future installations. The current VISN
system now enploys a dial-in history file and an audit trail |og
of password encrypted files sent to each custoner. A firewall
and ot her architectural nodifications have been made to the
Bul l etin Board system

As nmentioned earlier, SSA plans to further inprove the security
of its distributed environnment by inplenmenting ESI over the next
1-2 years and installing a commercial nmanagenent software product
on all UNI X platforns. Additionally, SSA wll install "stealth"
devi ces at each of the mmjor network nodes that connect to the
enterprise environnment to detect hacker attacks. These devices
will provide an additional l[evel of nonitoring and real-tine
alerts in the event that a break-in occurred fromone of the
remote offices.

0] | nproving mai nfrane security nonitoring practices;

SSA Comment

SSA agrees with this recomendation and will work with the
auditors to inprove our mainframe security nonitoring practices.
SSA is planning a mechani smwhich will focus the

security violation reports and nake them avail able to the
appropriate | evel manager. Requirenents have been devel oped and
subm tted for program devel opnent.
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0 Reviewing and certifying systemaccess for all users;

SSA Comment

SSA agrees with the reconmmendation and will continue to nake
inprovenents in this area. SSA currently has in place a process
to review and certify systens access for all users, but

recogni zes that inprovenents are possible. SSA established a

wor kgroup led by the Ofice of Systens to develop and inplenent a
st andardi zed security profile structure for all users.

Subsequent to the auditor's recomrendati on, we have al so revi ewed
systens access for users in selected categories, i.e., users with
security adm nistration authority, programrers and users who have
separated or transferred.

o Enhancing procedures for renoving system access when
enpl oyees are transferred or | eave SSA;

SSA Comment

SSA agrees with this recomendation and will continue to

i nprove our procedures for renoving system access when

enpl oyees are transferred or | eave SSA. SSA had a nmechanismin
pl ace since the early 1990's to interface its TOP SECRET access
file wwth its Human Resources Managenent | nformation System
However, based on the auditor's recommendati on we have taken
steps to inprove the procedures in this area. A requirenent
which will inprove our interface in the areas noted has been
submtted to the Ofice of Systens. The enhancenent is in the
requi renents and devel opnent st age.

o Continuing to focus on strengthening physical access
controls;

SSA Comment

SSA agrees with this recommendation and will continue to focus on
strengt heni ng physical security, particularly in the National
Computer Center (NCC). SSA has reenphasi zed guard procedures for
checki ng buil ding access and property passes and in chall engi ng
unaut hori zed persons in restricted

areas. SSA has al so made inprovenents in exterior |ighting,
perimeter fencing, and trinmng of foliage along the fence. In
addition, SSA is updating its canmera coverage within the NCC
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o0 Conpleting certification and accreditati on of SSA systens;
and

SSA Comment

SSA agrees with this recomendation and recertified all of its
sensitive systens, including TOP SECRET, in January 1998. SSA
managenent and the O fice of the Inspector General will continue
to periodically review TOP SECRET to ensure it remains effective.
As recomended in last year's audit, SSA designated FACTS,
FALCON, Death Alert, Control and Update System and the Audit
Trail System (ATS) as sensitive systens, designated systens
managers for each system and expects to have sensitive system
security plans prepared and approved by June 1999.

o Devel oping and i npl enenti ng an ongoi ng program for neasuring
user conpliance with SSA security policies and procedures.

SSA Comment

SSA agrees with this recommendati on and has a nunber of existing
and pl anned prograns to neasure user conpliance with security
policies and procedures. W currently nonitor conpliance through
General Accounting Ofice/O G audits, financial systens reviews,
managenent control reviews, integrity reviews and ot her
studi es/ revi ews.

SSA is devel opi ng the Conprehensive Integrity Review Process
(CIRP) which will consolidate integrity review functions into a
single automated facility where transactions wll be screened
agai nst specific criteria, including cross-application criteria.
SSA has already inplemented a CIRP rel ease pertaining to Al pha-

| ndex, Detailed Earnings Query to determne if requests relate to
relatives, co-workers, nmnagers, agency or regional executive
staff, local or nationally prom nent celebrities and enpl oyees
own records. The Agency also inplenmented the Identification (ID)
Query Revi ew whi ch selects those ID queries that cannot be
related to a known SSA wor kl oad. The next rel ease due in March
1999 will pertain to enuneration actions and |ater releases wl|
pertain to title Il and XVI transactions.
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Fi nding 2, SSA Needs to Accelerate Efforts to Inprove and Fully
Test Its Plan for Maintaining Continuity of Operations

Recommendat i ons:

0 Conplete the Business Inpact Analysis update and use the
results to validate all critical workloads.

SSA Comment

SSA agrees with this recomendati on and has fornmed a workgroup to
conduct a business inpact anal ysis which includes the review and
confirmation of critical workloads and priorities. The workgroup
w Il review and consider the current Agency Contingency (D saster
Recovery) Plan, the Agency Strategic Plan, the Agency Business
Plan, the Information Systens Plan and the Governnmentw de Study
on Infrastructure.

The workgroup plans to produce a report in January 1999 which

w Il describe: current recovery neasures; the results of the

anal ysi s, including reconmended changes to the critical workl oads
and priorities; and, the Agency's review process which wll

i nclude a maj or conprehensive review every 6 years and an interim
3-year review of a | esser nature.

o Finalize and test as appropriately the draft “cold site”
i npl enent ati on pl an.

SSA Comment

SSA agrees with this recomendati on and plans to popul ate the
cold site, if needed, during the 6-week period at the hot site.
We are expanding the Di saster Recovery Plan for NCC Operations to
reflect the strategy and procedures for equi pping the cold site,
but do not intend to test that portion of the plan, i.e.,
acquiring and installing replacenent equipnment and setting up a
functioning conputer center in the cold site. Rather, the goal
is to have the necessary plan and steps in place to acconplish
this. SSA has a high degree of confidence that the cold site can
be fully equipped either by SSA or by a contractor in a very
short period of tine.
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The Agency Contingency Plan (D saster Recovery Pl an) and
pertinent test plans and capacity issues will be resolved and
docunent ed by June 30, 1999.

0 Expedite the current schedul e for achieving successful
testing of all critical workl oads.

SSA Comment

SSA agrees with this recomendati on and has devel oped an
applications test plan in August 1998 that ensures that each
critical workload will be tested at | east once within a

3-year cycle. W will devel op capacity requirenents to enable
testing of all critical workloads together in a subsequent test.
SSA plans for a 5-day test in 1999 and two 4-day tests both in
2000 and 2001.

o Continue to periodically test all contingency planning
procedures and update the associ ated docunentation
accordi ngly.

SSA Comment

SSA agrees with this recomendati on and has conpl eted an update
of the Energency Response Procedure (ERP), including revising
team procedures, staff nanes and call lists in Septenber 1998.

We al so conpleted a review of the ERP to the COVDI SCO contract in
July 1998. SSA plans to review, test and rei ssue procedures
quarterly in the future.

Fi nding 3, SSA Can | nprove Controls Over Separation of Duties

Recommendat i ons:

o Strengthen the use of the 2-Personal Identification Nunber
(PIN) control process. Second-PIN providers should receive
additional training on how to exercise the appropriate
oversight to reduce the risk of error, fraud, waste, and
abuse. In addition, for the nost sensitive transactions and
functions, the provision of a second PIN should be provided
by hi gher-1evel SSA personnel or personnel froma separate
organi zational unit, which may be in a renote | ocation
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SSA Comment

SSA partially agrees with this recomendati on and will strengthen
the use of the 2-PIN control process and will remnd field office
enpl oyees of the responsibilities and duties associated with a
second PIN action.

We request that the auditor reconsider the recommendati on that
for the nost sensitive transactions and functions, the provision
of a second PIN be provided by higher-1level SSA personnel or
personnel from a separate organi zational unit, which may be in a
renote | ocation. W believe that the current streanlined
measures followed in the field offices provide excellent service
to the public in a tinely manner and al so i ncludes adequate
managenent controls. Currently, we give our field office
managers the flexibility to designate persons to help wth the
di fferent approval processes with the stipulation that the

desi gnee cannot have perforned an action on the case he/she is
approvi ng.

o Mximze the benefits offered by detective tools such as ATS
and CIRP, by using them proactively. To do so, SSA shoul d
first develop tolerance | evel standards and netrics for high-
ri sk transactions and risky transaction conbi nati ons. Next,
SSA shoul d actively detect and neasure the occurrence of
hi gh-ri sk transactions, such as, by job function and field
of fice size and assess their significance using an anal yti cal
nmodel . Finally, SSA should create formal mechanisns to
provi de feedback on these results and incorporate that
feedback into the process for making internal control
decisions. The results of these neasurenment and anal ysis
activities may indicate that SSA needs to inprove the current
met hodol ogy for creating, nodifying, and adm ni stering access
control software profiles. |If so, process-w de oversight
shoul d be nmade a part of the nethodol ogy, enabling nore
proactive profile managenment and formal acknow edgenent of
ri sk acceptance.

SSA Comment

We agree with this recomendation and will work with the auditor
to devel op the process. W request that the auditor provide us
specific exanples to follow to inplenent the recommendati on
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Concerning the coment on access control software profiles, SSA
recently added this to its Security Integrity 5-Year Plan but it
has not yet been schedul ed.

Report on Conpliance with Laws and Regul ati ons

Recommendat i ons:

0 SSAis not in full conpliance of Section 221(i) of the Soci al
Security Act which requires periodic Continuing Disability
Reviews (CDRs) for Title Il beneficiaries. SSA' s managenent
estimated the total backlog of Title Il cases yet to be
reviewed for continuing eligibility at XXXXX mllion cases.
|f CDRs are not perfornmed tinely, beneficiaries who are no
| onger eligible for disability may inappropriately continue
to receive benefits, including Medicare benefits.

SSA Comment

SSA agrees with this recommendation and is currently determ ning
the current backlog of CDRs and will provide that information to
you as soon as it is available. W did over 146,889 nore CDRs
than originally planned in FY 1998 and, as a result, are updating
our 7-year plan.

Wil e we agree that SSA has not been in full conpliance wth
Section 221(1) of the Social Security Act, we believe that SSA s
efforts to becone conpliant should be recognized. W recomend
that the follow ng | anguage be added to the end of the first
bul | et:

"Recognizing its responsibility to neet the requirements of the

| aw, SSA has a plan to elimnate the backlog of title Il CDRs.
SSA now has conpleted its third year of the plan and is on target
to elimnate the backlog by FY 2000."

0 Under the Federal Financial Managenent | nprovenent Act
(FFM A), we are required to report whether the agency’s
financi al managenent systens substantially conmply with
Federal financial nanagenent systens requirenents, Federal
accounting standards, and the United States Standard Ceneral
Ledger at the transaction level. To neet this requirenent,
we perfornmed tests of conpliance using the inplenentation
gui dance for FFM A included in Appendix D of OVB Bulletin No.
98-08. W found

weaknesses in information protection, business continuity
pl anni ng and separation of duties, as described above. W
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bel i eve these weaknesses are significant departures from
certain of the requirenents of OVMB Circulars A-127, Financia
Managenent Systens, and A-130, Managenent of Federal

| nformati on Resources, and are therefore instances of
substanti al nonconpliance with the Federal financial
managenent systens requirenents under FFM A

SSA Comment

SSA partially agrees with this finding, specifically that part
concerning the three findings nentioned earlier in the report
pertaining to protection of information, continuity of operations
and separation of duties. The Agency is continuing to nmake

i nprovenents in those areas as shown in this letter.

We do not agree, however, that these are instances of substanti al
nonconpliance. As the auditor's report indicated, SSA has made
noteworthy progress in correcting the conditions reported in
those three areas. W believe we have progressed sufficiently to
be in substantial conpliance in all three areas. Further, we
believe that SSA is overall in substantial conpliance with FFM A
Nonet hel ess, SSA will continue to nmake inprovenents as stated
her ei n.
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